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WRIRERIRBREpipa<, LACentos/affl, BERLATaLEAMZEE:

yum -y install epel-release
yum install python-pip

2% SDK

1. T#xos-python-sdk.zipFEEHN, TEBUES: xos-python-sdk.zip

unzip xos-python-sdk.zip && cd xos-python-sdk
2, {EFpipireTEe

pip install --no-index --find-Tinks=. boto3

#at
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(EAsdkZ BIARSCHItasdk, iEs3 client, 1Bids3_client{EBIRATZIEINAE,
AR 2]

import botocore.config
import botocore.session

class S3Demo(object):
def _init__(self):
config = botocore.config.Config(

# signature_version="s3v4', # s3 or s3v4, Z#IM
# s3={'addressing_style': 'virtual'}, # virtual|path, default
virtual
# connect_timeout=60, # default 60 seconds
# read_timeout=60, # default 60 seconds
)

session = botocore.session.get_session()
self.s3_client = session.create_client(
's3',
aws_access_key_id="<your-access-key>"',
aws_secret_access_key="<your-secret-key>"',
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endpoint_url="<your-endpoint>', # e.g. http://endpoint or
https://endpoint
config=config)

IFREH
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aws_access_key_id FHFPMS access key
aws_secret_access_key FHFPMS secret key
endpoint_url REAERBAIMBIE, YRIEEhttpEhttpsETESR
config ERimicE, AJLAREIEREER A
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fEaTLAEId EA create_bucketSUFETFAENE.
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def create_bucket(self):
resp = self.s3_client.create_bucket(
Bucket="<new-bucket-name>"

)
print(resp)
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def list_buckets(self):
print('1ist_buckets")

response = self.s3_client.list_buckets()
for bucket in response['Buckets']:

print(bucket["Name"])

imRSH

7

IR[OZER
o £
Buckets Bucket#4H

FIHE RS ET
INgEi5EE

eI LA head_bucketiEZOH KB R B1FE.

(AR

def head_bucket(self):

resp = self.s3_client.head_bucket(

Bucket="<your-bucket-name>"

)
print(resp)
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def delete_bucket(self):
resp = self.s3_client.delete_bucket(
Bucket="<your-bucket-name>"'

)
print(resp)
iERSE
£ et 588 EEVE
Bucket string AR =

IROIZER
IREEEGHMREMIELY, 2045 TR

IZEERRNR
INgEiER

AT S I —BTRAEE X AOIEM, FRACanned ACL, &/MCanned ACLERE—ATRE X HIBHERETD
PR, TR THRKAIFE RN E X,

ACL R iR
private IEIES EFiEERAEEEENIR, EbBFREHRSIR

. NHIEFEFAE FiEEREEEIEERIR, EittRRREIZEFEEANE
public-read .

E PR

public-read-write AHFE FE BB % ERENE SR
authenticated- R FiEEREEEIEERIR, MR EGIZFERERNE
read = FR

fEaTLAE I put_bucket_aciZiRE— MFEEANEIENIR. FAPEREFHEEIIACLZBIEEESR
WRITE_ACP #E.

(K CHR

def put_bucket_acl(self):
resp = self.s3_client.put_bucket_acT(
Bucket="<your-bucket-name>"',
ACL="private' # private | public-read | public-read-write |
authenticated-read
D)
print(resp)
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def get_bucket_acl(self):
resp = self.s3_client.get_bucket_acl(
Bucket="<your-bucket-name>",

)
print(resp)
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{

"Id": "<your-policy-id>",


af://n153
af://n155
af://n156
af://n158
af://n160
af://n172
af://n186
af://n187

"version": "2012-10-17",
"Statement" : [{
"sid": "<your-statement-id>",

"Principal": {

},

"Effect":

"AwWS":["arn:aws:iam:::user/<your-user-name>"]

"AlTow",

"Action": [

1,

"s3:ListBucket",
"s3:CreateBucket"

"Resource": [

"arn:aws:iam:::<your-bucket-name>/*"

Al
"Condition": "<some-conditions>"
1]
}
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def put_bucket_policy(self):
resp = self.s3_client.put_bucket_policy(
Bucket="<your-bucket-name>",
Policy='{"version":"2012-10-17","Statement":
[{"sid":"123","Effect":"Allow","' +
""Principal"”:{"AwS":"*"} ,"Action":["s3:PutObject","s3:GetObject"], ' +
'"Resource":["arn:aws:s3:::' + '<your-bucket-name>' + '/*"]13}]1}"'
)
print(resp)
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def get_bucket_policy(self):
resp = self.s3_client.get_bucket_policy(
Bucket="<your-bucket-name>",

)
print(resp)
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def delete_bucket_policy(self):
resp = self.s3_client.delete_bucket_policy(
Bucket="<your-bucket-name>",

D)
print(resp)
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def put_bucket_1ifecycle_configuration(self):

resp = self.s3_client.put_bucket_1ifecycle_configuration(

Bucket="<your-bucket-name>",
LifecycleConfiguration={
'Rules': [
{
'ID': 'Testonly',
'Expiration': {
'Days': 3650,
be
'Status': 'Enabled',
"Filter': {

'Prefix': 'documents/',

e
'Transitions': [
{
'Days': 365,

'StorageClass':

b
1,

'GLACIER',

'AbortIncompleteMultipartupload': {
'DaysAfterInitiation': 123

}
b
1,
} ’
)
print(resp)
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def get_bucket_1lifecycle_configuration(self):
resp = self.s3_client.get_bucket_1ifecycle_configuration(

Bucket="<your-bucket-name>"

)
print(resp)
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def delete_bucket_1ifecycle(self):
resp = self.s3_client.delete_bucket_Tifecycle(
Bucket="'<your-bucket-name>"'

D)
print(resp)
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def put_bucket_cors(self):
resp = self.s3_client.put_bucket_cors(
Bucket="<your-bucket-name>",
CORSConfiguration={
'"CORSRules': [{
'AllowedHeaders': ["*"],
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'AllowedMethods': ["PosST", "GET", "PUT", "DELETE", "HEAD"],
'"Allowedorigins': ["*"], # aJLMEfHhttp://domain:port
'ExposeHeaders': ["ETag"],

'MaxAgeSeconds': 3600,

H,
P
)
print(resp)
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def get_bucket_cors(self):
resp = self.s3_client.get_bucket_cors(
Bucket="<your-bucket-name>",
)
print(resp)
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def delete_bucket_cors(self):
resp = self.s3_client.delete_bucket_cors(
Bucket="<your-bucket-name>",

)
print(resp)
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HE—H/Yversion 1D,
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null,
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def put_bucket_versioning(self):
resp = self.s3_client.put_bucket_versioning(
Bucket="<your-bucket-name>",
VersioningConfiguration={

'Status': 'Enabled' #'Enabled'| 'Suspended'’
)
print(resp)
==
ITREE
=
B4 s 08 i
=
Bucket string TFHETRRIBTR =
4 A% 734 |y *Ijui
VersioningConfiguration VersioningConfiguration :]‘zizt?lxﬁﬁﬁzﬁh;%ﬂk =
ENE 5
VersioningConfigurationijiBH
sH x5 L
Status Status Enabled|Suspended, hRAIEHIFFRIRZS

IROIER

REEER RS QEAY, 200ER.
IRAVIRhRAMZ=FIIRTS
TJgeisEa

ErJLliEd get_bucket_versioningZREVFHERBRIRAZFIRNSER. REEMEERREE 4 88RNE!
RAERIER. WRFEEMERBRIRESRAEFING, BBARFERAS BT TRAEHIRAS
58, HiTget_bucket versioningi{EREEABIR =S BAIEE,

(¥ R


af://n647
af://n654
af://n656
af://n683
af://n685
af://n686
af://n688

def get_bucket_versioning(self):
resp = self.s3_client.get_bucket_versioning(
Bucket="<your-bucket-name>",

)
print(resp)
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def 1ist_objects(self):

print('Tist_objects')

response = self.s3_client.Tist_objects(
Bucket="<your-bucket-name>",
MaxKeys=50, # Tist up to 50 key at a time

)

for obj in response['Contents']:
print(obj["Key"])

AN list AF1000, MLREIRILZEERS isTruncated Atrue, BiIMarkerSEATLEE F/XIZEHIR
M. FIERENSRAIRGRBIT

def 1ist_objects2(self):

print('Tist_objects')

objects = []

response = self.s3_client.list_objects(
Bucket=self.bucket,
MaxKeys=100,

)

objects.extend(response['Contents'])

while response['IsTruncated']:
response = self.s3_client.Tist_objects(
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Bucket=self.bucket,

MaxKeys=100,

Marker=response['Contents'][-1]['Key"']
)

objects.extend(response['Contents'])

for obj in objects:
print(obj["Key"])
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def put_object(self):
print('put_object')
key = '<your-object-key>'
Tocal_path = '<file-path>'
with open(local_path, 'rb') as f:
resp = self.s3_client.put_object(
Bucket="<your-bucket-name>",
Key=key,
Body=f,
# ACL='public-read',
# ContentType='text/json',
# StorageClass='STANDARD_IA',
)
print(resp)
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def get_object(self):
print('get_object"')
key = '<your-object-key>'

Tocal_path = "E:/ExampleObject.txt'
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read-write

http content-type header
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{FRSEEBISTANDARD _IALAR JARYZEBIGLACIER
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resp = self.s3_client.get_object(
Bucket="<your-bucket-name>",
Key=key

)

body = resp["Body"]
with open(local_path,

for

iRREH

chunk in body:
f.write(chunk)

'wb') as f:
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def copy_object(self):
key = '<dst-object-key>'
resp = self.s3_client.copy_object(
Bucket="'<dst-bucket-name>",
Key=key,
CopySource={'Bucket': '<source-bucket-name>', 'Key': '<source-object-
key>'},
ContentType="text/json",
MetadataDirective='REPLACE',
# StorageClass='STANDARD_IA',
)
print(resp)

XHLERAK (@B31GB) MER T, BERfERcopyObject AJREHINER, FEFERS FEFIRIAR
TS, TransferManagerit T o R EHINEO, ATLIATERIXM.

class TransferDemo(object):
def __init__(self):
config = botocore.config.cConfig(
signature_version="'s3v4', # s3 or s3v4

session = botocore.session.get_session()
self.s3_client = session.create_client(
's3',
aws_access_key_id="<your-access-key>"',
aws_secret_access_key="'<your-secret-key>",
endpoint_url="<your-endpoint>",
config=config)

MB = 1024 * 1024
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transConfig = s3transfer.manager.Transferconfig(
multipart_threshold=5 * MB, # K TiZ{aMT4 ) At
multipart_chunksize=5 * MB, # /})}7k/h
max_request_concurrency=2,

)

# WHEN, DRI R
# transConfig.max_bandwidth = 1 * MB

self.transfer = s3transfer.manager.TransferManager(self.s3_client,
transConfig)

def copy(self):
print(datetime.datetime.now().strftime('%Y-%m-%d %H:%M:%S.%f'), "copy
start')

source={'Bucket': '<source-bucket-name>', 'Key': '<source-object-key>'}
dstBucket = '<dst-bucket-name>'

dstkey = '<dst-object-key>'

# ¥ RiE

extraArgs = {'ContentType': 'text/plain', 'ACL': 'public-read'}

future = self.transfer.copy(source, dstBucket, dstkey,
extra_args=extraArgs)

future.result()

print(datetime.datetime.now().strftime('%Y-%m-%d %H:%M:%S.%f'), "copy
success")
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def delete_object(self):
key = '<your-object-key>'
resp = self.s3_client.delete_object(
Bucket="<your-bucket-name>",

Key=key,
)
print(resp)
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def delete_objects(self):
resp = self.s3_client.delete_objects(
Bucket="<your-bucket-name>",
Delete={
'Objects': [
{
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print(resp)
s=k=
BREH
8% E 5]
Bucket string
Delete Delete
IROIER
8% E i
Deleted #eR

SRENNISRTTEI
IIgERER

'ExampleObject.txt"',

'ExampleObjectl.txt',

& LAEEABhead_objectiZIRBXISRITEIREEE

(¥ CHR

def head_object():

resp = s3_client.head_object(
Bucket="<your-bucket-name>"',

Key="'<your-object-key>",

D)
print(resp)
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def put_object_acl(self):
key = '<your-object-key>'

resp = self.s3_client.put_object_acl(

Bucket="<your-bucket-name>"',

Key=key,

ACL="pubTic-read',

)
print(resp)
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def get_object_acl(self):
key = '<your-object-key>'
resp = self.s3_client.get_object_acl(
Bucket="<your-bucket-name>"',
Key=key,
)
for grant in resp['Grants']:
print(grant)
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def get_object_tagging():
resp = s3_client.get_object_tagging(
Bucket="<your-bucket-name>",
Key='<your-object-key>"

)
print(resp)
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def delete_object_tagging():
resp = s3_client.delete_object_tagging(
Bucket="<your-bucket-name>"',
Key="'<your-object-key>"'

)
print(resp)
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def put_object_tagging():
resp = s3_client.put_object_tagging(
Bucket="<your-bucket-name>",
Key='<your-object-key>",

Tagging={
'Tagset': [
{
'Key': 'keyl',
'value': 'valuel'
3,
]
}
)
print(resp)
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def generate_getobject_presigned_url(self):

print('generate_getobject_presigned_url"')

key = '<your-object-key>'

url = self.s3_client.generate_presigned_url(
ClientMethod="get_object',
Params={'Bucket': '<your-bucket-name>', 'Key': key},
ExpiresIn=900)

printCurl)
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def getobjusingPresignedurl(self, presigned_url, download_path):
import requests

response = requests.get(presigned_url)

if response.status_code == 200:
with open(download_path, 'wb') as file:
file.write(response.content)
print(f"Downloaded object saved to: {download_path}")
else:

print(f"Failed to download object. Status code: {response.status_code}')

return response.status_code, response. text
(2) ER—MFRERAY_EAEHEE:

def generate_putobject_presigned_url(self):
print('generate_putobject_presigned_url')
key = '<your-object-key>'
url = self.s3_client.generate_presigned_url(
ClientMethod="put_object',
Params={'Bucket': '<your-bucket-name>', 'Key': key},
ExpiresIn=900)

print(Curl)
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def putobjusingPresignedurl(self, presigned_url, file_path):
import requests
with open(file_path, 'rb') as file:
response = requests.put(presigned_url, data=file)

print(f"Upload Response Status: {response.status_code}")
return response.status_code, response.text
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def generate_postobject_presigned(self):
print('generate_postobject_presigned')
key = '<your-object-key>'
Conditions = [
['starts-with', '$key', key],
1

response = self.s3_client.generate_presigned_post(
'<your-bucket-name>"',
key,
Fields={},
Conditions=Conditions,
ExpiresIn=3600)

print(response)

imRESH
sH 35 %8R BERVE
Bucket string bucketfZFR 2
Key string XIZRAIkey =
Expiresin int FBRTRIE) (7D) =
Fields ¥4 AlRMANSE, FAFEiEacl, ContentType a
Conditions EEdz | SRR, ALIRFIBANSE &

IROIEER


af://n1250
af://n1260
af://n1261
af://n1263
af://n1265
af://n1297

o xE 588

url string XK EERurl

key string XIEAkey

policy string ARSSimAFIeRIpolicy

x-amz-algorithm string vASE, IBHEEL

x-amz-signature string VAR, BRIISHER

x-amz-date string vagE, BEIER

x-amz-credential string VA% %, akigR

AWSAccessKeyld string V285, akER

signature string V&R, BRNSHES
BliRfEARA T

<form action="<data.ur1>" method="POST" enctype="multipart/form-data">

<input type="hidden" name="Policy" value="<data.fields['Policy']>" />

<input type="hidden" name="X-Amz-Algorithm" value="<data.fields['X-Amz-
Algorithm']>" />

<input type="hidden" name="X-Amz-Credential" value="<data.fields['X-Amz-
Credential']>" />

<input type="hidden" name="X-Amz-Date" value="<data.fields['X-Amz-Date']>"
/>

<input type="hidden" name="X-Amz-Signature" value="<data.fields['X-Amz-
Signature']>" />

<input type="hidden" name="bucket" value="<data.fields['bucket']>" />

<input type="hidden" name="key" value="<data.fields['key']>" />

<input type="file" name="file" value="" />
<input type="submit" value="Submit" />
</form>
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def Tist_object_versions(self):

print('Tist_object_versions')

response = self.s3_client.list_object_versions(
Bucket="<your-bucket-name>",
MaxKeys=50, # Tist up to 50 key at a time

D)

for obj in response['versions']:
print(obj["Key"])
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import botocore.config
import botocore.session
import s3transfer.manager
import datetime

class TransferbDemo(object):
def _init__(self):
config = botocore.config.Config(
signature_version="s3v4', # Z4HA, s3 or s3v4

)

self.bucket = '<your-bucket-name>'

session = botocore.session.get_session()

self.s3_client = session.create_client(
's3',
aws_access_key_id="<your-access-key>"',
aws_secret_access_key="'<your-secret-key>",
endpoint_url="<your-endpoint>",
config=config)

MB = 1024 * 1024
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transConfig = s3transfer.manager.Transferconfig(
multipart_threshold=5 * MB, # K TiZ{a M4 At
multipart_chunksize=5 * MB, # 73} A/h
max_request_concurrency=2,

)

# WHEWHE, AR MRS
# transConfig.max_bandwidth = 1 * MB

self.transfer = s3transfer.manager.TransferManager(self.s3_client,
transConfig)

def upload(self):
print(datetime.datetime.now().strftime('%Y-%m-%d %H:%M:%S.%f'), "upload
start")
key = '<your-object-key>'

# PEACE, LAk EContentTypeflACL
extraArgs = {'ContentType': 'text/plain', 'ACL': 'public-read'}

with open('<file-path>', 'rb') as f:
future = self.transfer.upload(f, self.bucket, key,
extra_args=extraArgs)
future.result()
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import mimetypes

def mime_type(key):
mt = mimetypes.guess_type(key) [0]
if mt == None :
return ""
return mt
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# create_multipart_upload

resp = self.s3_client.create_multipart_upload(
Bucket="<your-bucket-name>",
Key="'<your-object-key>"'

)

upload_id = resp['Uploadid']

print('create_multipart_upload success upload_id: %s' %upload_id)
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def multipart_upload(self):
bucket = '<your-bucket-name>'
key = '<your-object-key>'
Tocal_path = '<file-path>'
parts = [] # part 1list uploaded by client
part_size = 5 * 1024 * 1024
# create_multipart_upload
resp = self.s3_client.create_multipart_upload(
Bucket=bucket,
Key=key
)
upload_id = resp['Uploadid']
print('create_multipart_upload success upload_id: %s' %upload_id)
# upload_part
with open(local_path, 'rb') as f:
s = f.read(part_size)
part_num = 1
while s:
file_chunk = io.BytesIO(s)
resp = self.s3_client.upload_part(
Bucket=bucket,
Key=key,
Body=file_chunk,
Uploadid=upload_id,
PartNumber=part_num,
)
print('upload part %d success' %part_num)
part = {
'ETag': resp['ETag'],
"PartNumber': part_num
b
parts.append(part)
s = f.read(part_size)
part_num += 1
# complete_multipart_upload
resp = self.s3_client.complete_multipart_upload(
Bucket=bucket,
Key=key,
Uploadid=upload_id,
MultipartUpload={
'Parts': parts
I
)

print('complete_multipart_upload success upload_id: %s' %upload_id)
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# complete_multipart_upload

resp = self.s3_client.complete_multipart_upload(
Bucket="<your-bucket-name>",
Key="<your-object-key>"',
Uploadid=upload_id,
Multipartupload={

'Parts’':

3,
)

parts

print('complete_multipart_upload success upload_id: %s' %upload_id)
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def Tist_multipart_uploads(self):

print('Tist_multipart_uploads')

prefix = '<your-object-key>'

resp = self.s3_client.Tist_multipart_uploads(
Bucket="<your-bucket-name>"',
Prefix=prefix,
MaxUploads=50,

D)

for task in resp['Uploads']:
print('key: %s, id: %s' %(task['Key'], task['Uploadid']))
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def 1ist_parts(self):
print('list_parts"')
key = '<your-object-key>'
resp = self.s3_client.Tist_parts(
Bucket="<your-bucket-name>"',
Key=key,
Uploadid="'<upload 1id>",

)
print(resp)
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def multipart_copy(self):
bucket = '<dst-bucket-name>'
key = '<dst-object-key>'
source_bucket = '<source-bucket-name>'
source_key = '<source-object-key>'
parts = [] # part list uploaded by client
part_size = 5 * 1024 * 1024

# head_object
resp = self.s3_client.head_object(
Bucket=bucket,
Key=source_key
)
print('head_object success length: %s' %resp['ContentLength'])
size = resp['ContentLength']
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# create_multipart_upload
resp = self.s3_client.create_multipart_upload(
Bucket=bucket,
Key=key
D)
upload_id = resp['Uploadid']
print('create_multipart_upload success upload_id: %s' %upload_id)
# upload_part
start = 0
part_num = 1
while start < size:
if start + part_size < size:
end = start + part_size - 1
else:
end = size - 1

resp = self.s3_client.upload_part_copy(
Bucket=bucket,
Key=key,
CopySource={'Bucket': source_bucket, 'Key':
UploadId=upload_id,
PartNumber=part_num,
CopySourceRange="bytes=%d-%d' %(start, end)

source_key},

)
print('copy part %d success' %part_num)
part = {
'"ETag': resp['CopyPartResult']['ETag'],
'PartNumber': part_num
h

parts.append(part)
start = end + 1
part_num += 1

# complete_multipart_upload
resp = self.s3_client.complete_multipart_upload(
Bucket=bucket,
Key=key,
UploadIid=upload_id,
MultipartUpload={
'Parts': parts
be
)

print('complete_multipart_upload success upload_id: %s' %upload_id)
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def abort_multipart_upload(self):
print('abort_multipart_upload')
key = '<your-object-key>'

upload_id =
resp =

'<upload-id>"'
self.s3_client.abort_multipart_upload(

Bucket="<your-bucket-name>",

Key=key,

UploadId=upload_id,

)
print(resp)
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access_key = '<your-access-key>'
secret_key = '<your-secret-access-key>'
end_point = '<your-endpoint>'

region = 'cn'

self.sts_client = boto3.client(
'sts',
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
endpoint_url=end_point,
region_name=region)

sREViERYtoken

def assume_role(self):

print('assume_role")

bucket = '<your-bucket>'

policy = r'{"Version":"2012-10-17","statement":{"Effect":"Allow","Action":
["s3:%"1" \

TN

r',"Resource":["arn:aws:s3:::%s","arn:aws:s3:::%s/*"]}}"' % (bucket,

bucket)
role_arn = "arn:aws:iam:::role/<your-role>"
role_session_name = "<your-session-name>"

print('policy: %s' % policy)
response = self.sts_client.assume_role(

Policy=policy,

RoleArn=role_arn,

RoleSessionName=role_session_name,
D)
print('ak %s' % response['Credentials']['AccesskeyId'])
print('sk %s' % response['Credentials']['SecretAccesskey'])
print('token %s' % response['Credentials']['SessionToken'])

Policyiz B flF

FVFFTA B3RAE

{"version":"2012-10-17","statement": {"Effect":"Allow", "Action":
["s3:*"],"Resource":["arn:aws:s3:::<your-bucket-name>","arn:aws:s3:::<your-
bucket-name>/*"]1}}

PRI H BE_ AT
{"Version":"2012-10-17","statement": {"Effect":"Allow", "Action":
["s3:PutObject","s3:GetObject"], "Resource":["arn:aws:s3:::<your-bucket-

non

name>","arn:aws:s3:::<your-bucket-name>/*"]1}}

93 Fr A%


af://n1726
af://n1728
af://n1730

{"version":"2012-10-17","statement": {"Effect":"Allow","Action":
["s3:PutObject","s3:AbortMultipartupload"”,"s3:ListBucketMultipartuploads","s3:Li
stMultipartUploadParts"], "Resource":["arn:aws:s3:::<your-bucket-

name>","arn:aws:s3:::<your-bucket-name>/*"]1}}

FAth B AR AR

LAERR: s3:PutObject
T#EHBFR: s3:GetObject
MHERAUR: s3:DeleteObject
IREFIERMIR: s3:ListBucket

R
1.ListObjects #fF2&HListBucket BRI
2."Version:2012-10-17"2 &4 HIpoTlicy & RIRA S, ASFESHAh H #A

2 AR AT LA S %
https://www.ctyun.cn/document/10306929/10136179

EZ:,‘\
S i ik ;“‘
RoleArn String AERARN, EEflatlEAeELEE =
policy String Atfpolicy, FEERjsont8=x, RHEHSE =
1~2048
. . BESIEER, WFERAAFPEENX, REHKE o
RoleSessionName String 964 =
. ) o . s
DurationSeconds Integer SRR, MIN93600s, SRENSDHE &=

127008
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