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KEBZIEBFEANndroid SDK{ERIESH
EABI

BR—: (EREMTEAISDK

AEMTESDK, TE#bit: Android SDK
THZRZ G, BERMERIERT, BXgradleB &4

dependencies {
implementation 'com.google.code.gson:gson:2.2.4"'
implementation 'com.fasterxml.jackson.core:jackson-core:2.1.1"'
implementation files('oss-android-sdk/aws-android-sdk-core.jar', 'oss-
android-sdk/aws-android-sdk-kms.jar', 'oss-android-sdk/aws-android-sdk-s3.jar")

B —: BEiE#EREawsAISDK

BiE(EMgradlefeEX {4

dependencies {
implementation "com.amazonaws:aws-android-sdk-s3:2.16.8"

WRigE
android sdk3z#Fandroid api level 21

defaultcConfig {
minSdkversion 21
targetSdkversion 29

BLEIES sd-RFIMEER

<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE" />
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE" />

#9546 SDK

IR BEEEFn LERERSHFERSHEING, £ i o/mERstsIIREEMRIIRRITIKS,
AR IR REER TR, dIERAsts#IiateE FAEDHNREFHIERS(STIET.

Bt sdkfEAS3RSHIHEETEZEEIZE MBS E, accessKey, secretKeyFlendpoint, R
FEHTIRE, FeRlisdkBIRIaIL.


af://n0
af://n2
af://n3
https://qhoss.xstore.ctyun.cn/help/sdk/android/1.0/oss-android-sdk.zip
af://n7
af://n10
af://n15

private void CreateS3Client() {
if (ss3client == null) {
String accesskey = " AfRflaccesskey";
String secretkey = "HAfR[Isecretkey";
BasicAwSCredentials credentials = new BasicAwSCredentials(accesskey,

secretkey);

ss3Client = new AmazonS3Client(credentials);
sS3Client.setEndpoint("http://HEAS3HHbAEAT ™) ;

accessKey
secretKey

endpoint

i5tH
FHFIKS access key

BFWS secret key

KEZRFBAIMBLUE, KIERENttpELhttpsEISE

GiEE SN

ellf e

Bucket2FBFFHEXISR (Object) HIFRE, FREMINSERMARETE N Bucket, AETF MBS

28 (Bucket) .

EOEX

// fEifEEN

public Bucket createBucket(String bucketName)

// BN

public Bucket createBucket(CreateBucketRequest createBucketRequest)

S5 R

SHA
bucketName
region

cannedAc|

(¥ R

e
String
String

CannedAccessControlList

7L
bucketBZFR

ANSRIENULL, MZRATFEINERAAWSX
REARSR


af://n32
af://n33
af://n35
af://n37
af://n55

public void CreateBuckets(String bucketName, OnS3ResponseListener<Bucket>
Tistener) {
GlobalThreadpPool.getInstance() .execute(() -> {

try {
Bucket bucket = sS3Client.createBucket(bucketName);

Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onResponse(bucket));
} catch (Exception e) {

Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> Tistener.onError());

s

IRENHETIR

Bucket2FF &S (Object) AR, ATBENNSER/AREBETENBucket, AETNAINETIE
EUfE (Bucket) %I,

[ \)
EOEX
public List<Bucket> TistBuckets()

(S EEN

public void ListBuckets(OnS3ResponseListener<List<Bucket>> Tistener){
GlobalThreadpPool.getInstance() .execute(() -> {

try {
List<Bucket> Tist = sS3Client.TistBuckets();

Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onResponse(list));

} catch (Exception e) {
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> Tistener.onError());

s

FIFRREEE

Bucket2FFFiEXI5 (Object) B, ATENNSEIWAREBETENBucket, AETNMBRINETH
WitE (Bucket) REFE.

iy 4V
EOEX
public boolean doesBucketExist(String bucketName)

SELi5EE
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o £ xE 588

bucketName String bucket$g

(K CHR

public void DoesBucketExist(String bucketName, OnS3ResponseListener<Boolean>
Tistener){
GlobalThreadpPool.getInstance() .execute(() -> {

try {
boolean exist = sS3Client.doesBucketExist(bucketName);

Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onResponse(exist));

} catch (Exception e) {
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> Tistener.onkError());

s

il |i=
BucketZ2FIFFEXISR (Object) MRS, FTBRINSEWARETE N Bucket, ARETNMRAEIH
P8 (Bucket) ,
TR FEREbucketRETHY, BUSIREE.
®O:
// TN
public void deleteBucket(String bucketName)

// SEEEN
public void deleteBucket(DeleteBucketRequest deleteBucketRequest)

S&Li5eE

sHE *xB 548
bucketName String EffipRAIbucket$R
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public void DeleteBuckets(String bucketName, OnS3ResultListener listener) {
GlobalThreadrPool.getInstance() .execute(() -> {
try {
sS3Client.deleteBucket(bucketName) ;

Handler mainHandler new Handler(Looper.getMainLooper());
mainHandler.post(() -> Tistener.onSuccess());

} catch (Exception e) {
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onError());

s

XIRIEXEO
RENISFIR

MG R EEURE AT, WSHITSE (Object Meta) , FAFHUE (Data) FIX4S (Key) H
B, JERBBAEHE—RIKeyFIiRR, AETBNMBIEIRERISSIZR.

R\
EOEX
// itk
public ObjectListing Tistobjects(string bucketName)

// TEEEH
public ObjectListing listObjects(ListObjectsRequest 1listObjectsRequest)

SR

sH= 57 yizL):]
bucketName  String  G&bucket RIBXANERSEL
prefix String  ANERAENULL, NUNFI=ELAEERIprefix{EARIZRAINIS

SNERIENULL, $EE—MERFF, EFIEMEAXISRIIZRE, REIAIXS
SHRBNERRRFEINFHEFR T X MRRRTZERISR

ANERIENULL, NIZRBRIIBANSIHITOENFRE. FrEaRE
delimiter String  SiSEMEIEESE—REIdelimitersE 2 BT SIS/ ER—LETT
=, MREESEHCommonPrefixesTi TR

marker String

maxkeys int EERENSRNEAHE, EA0NTIERENR

(KB


af://n96
af://n97
af://n99
af://n101
af://n127

pubTlic void ListObjects(String bucketName,
onS3ResponseListener<List<S30bjectSummary>> Tistener) {
GlobalThreadpPool.getInstance() .execute(() -> {

try {
List<S30bjectSummary> Tist =
sS3Client.listobjects(bucketName) .getObjectSummaries();

Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onResponse(list));

} catch (Exception e) {
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onError());

s

EE%ISR

SHREFELIRRNEARSRTT, WRHETTSEE (Object Meta) , FIF#UE (Data) fMXHE (Key) A
B XISREFERERHE—RIKey IR, FAETNRIT LETSR.

[\
EOENX
// TR
public PutObjectResult putObject(String bucketName, string key, File file)

// e
public PutObjectResult putObject(PutObjectRequest putObjectRequest)

S&0i5EE

SH2 ] =B
bucketName String B Ebucket RAEXANE RS
key String BE HESAISUER
pd S T i ik

- FILE J:EJ:%E’JSZ{—’WT?&, FlinputStream—j%k
inputStream InputStream BE BRI, FifileZik—

. OIS, JTEUE, FLUZEContentType
metadata ObjectMetadata e

: SN T
cannedAc! CannedAccessControlList aNESE, BURIREISH
accessControlList  AccessControlList NS, NRIEFISE

(¥ CHR

public void PutObject(String bucketName, String objectkey, File file,
onS3ResponseListener<PutObjectResult> Tistener) {
GlobalThreadpPool.getInstance() .execute(() -> {
try {


af://n129
af://n131
af://n133
af://n167

PutObjectRequest putObjectRequest = new PutObjectRequest(bucketName,
objectkey, file);

ObjectMetadata metadata = new ObjectMetadata();

//metadata.setContentType("image/jpeg"); // content-type

//metadata.addUserMetadata("my-metadata-key", "my-metadata-value");

// B ESTTH

putObjectRequest.setMetadata(metadata);

PutObjectResult result = sS3Client.putObject(putObjectRequest);

Handler mainHandler = new Handler(Looper.getMainLooper());

mainHandler.post(() -> listener.onResponse(result));

} catch (Exception e) {
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> Tistener.onError());

s

HERE: putObjecth STk /IVIIR), TROKHE ISSGBANNIH, HEITSCBREIERH L1t
THEXIR

MREFHELSIRREARSRTT, WRAETTES (Object Meta) , FF#UE (Data) fMXfHE (Key) A
%, XISREFEAREHE—RIKeyRITR., AETN AT TR,

[\
EOEX
// Tt
pubTic S30bject getObject(String bucketName, String key)

// FEEER:
public S30bject getObject(GetObjectRequest getObjectRequest)

S48

SHAE S %88
s30bjectldBuilder S30bjectldBuilder B &bucketNamefkey
range long[] SRESHRYX ]
generalProgressListener ProgressListener HERNE

a3l
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public void GetObjects(String bucketName, String objectKey,
onS3ResponseListener<S30object> listener) {
GlobalThreadpPool.getInstance() .execute(() -> {

try {
S30bject result = sS3Client.getObject(bucketName, objectkey);
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onResponse(result));

} catch (Exception e) {
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> Tistener.onkError());

s

Shixgs

SR BFEMIRRNEARIT. MRETER (Object Meta) , FIFHUE (Data) FISfH#& (Key) A
%, XISREFEREHE—RIKeyRITA., AETNRNTSHIIR.

EOENX

// D

pubTlic CopyObjectResult copyObject(String sourceBucketName, String sourcekey,
String destinationBucketName, String destinationKey)

// FEEEED

pubTic CopyObjectResult copyObject(CopyObjectRequest copyObjectRequest)

SR

e B i58E
sourceBucketName String TEbucketZisk&44
sourceKey String TEXIRE
destinationBucketName String BfJbucket
destinationKey String BRIRISRZ

(S CEN

pubTlic void CopyObjects(String sourceBucketName, String sourceObjectKey,
String destBucketName, String destObjectKey,
onS3ResponselListener<CopyObjectResult> listener) {
GlobalThreadpPool.getInstance().execute(() -> {
try {
CopyObjectResult result = sS3Client.copyObject(sourceBucketName,
sourceObjectKey, destBucketName, destObjectKey);

Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onResponse(result));

} catch (Exception e) {
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> Tistener.onError());


af://n194
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s

IBRIISR

HREFELIRINEARSRTT, WRBEITEE (Object Meta) , FIFEEE (Data) FXfHE (Key) 4
B%. XISREFERERHE—RIKeyRITR. AETNAWNIRERIIR.

EOENX

// D

public void deleteObject(String bucketName, String key)

// FEEHEEN

public void deleteObject(DeleteObjectRequest deleteObjectRequest)

S8
882 i) 588
bucketName String B 5 bucket ZAEXHIERESEL
key String EMIFRAINIRBIR

(KR

public void DeleteObjects(String bucketName, String objectKey,
onS3ResultListener listener) {
GlobalThreadpPool.getInstance() .execute(() -> {

try {
sS3Client.deleteobject(bucketName, objectKey);
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onSuccess());

} catch (Exception e) {
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> Tistener.onkError());

s

IRENRI SRTTEUR

MREFHELSIRREASRTT, WRAET/SEE (Object Meta) , FF#UE (Data) fMXHE (Key) A
B, SISREEAEE—IIKeyRImR, AETDMBITIRERISITEIE.

BOENX

// fEifkiEEn

public ObjectMetadata getObjectMetadata(String bucketName, String key)
// SEEHEN

public ObjectMetadata getObjectMetadata(GetObjectMetadataRequest
getObjectMetadataRequest)
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sHa i) 588
bucketName String BEbucket RIBXANERSE
key String XIRETR

(S EEN

public void GetObjectMetadata(String bucketName, String objectKey,
onS3ResponseListener<ObjectMetadata> listener) {
GlobalThreadpPool.getInstance() .execute(() -> {

try {
ObjectMetadata result = sS3Client.getObjectMetadata(bucketName,

objectKey);
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onResponse(result));
} catch (Exception e) {
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onError());

s

ShEE
RSO
SDKiRME TSRO, HERFIIS &R,
EOEX
public Transferobserver upload(string bucket, String key, File file)

public Transferobserver upload(String bucket, String key, File file,
CannedAccessControlList cannedAcT)

public Transferobserver upload(string bucket, String key, File file,
ObjectMetadata metadata)

public Transferobserver upload(String bucket, String key, File file,
ObjectMetadata metadata, CannedAccessControlList cannedAcl)

public Transferobserver upload(String bucket, String key, File file,

ObjectMetadata metadata, CannedAccessControlList cannedAcl, TransferListener
Tistener)

S5 8H
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o £ Xy 588

bucketName String bucket$g

key String E HERNWRER

file FILE EAERISAIISR

metadata ObjectMetadata gﬁiiﬁﬁﬁﬁ' FILAIRE ContentTypelIR
cannedAc| CannedAccessControlList N4 EI PR (Private | PublicRead)

listener TransferListener FEHENE

(¥ CHR

private void beginupload(File file) {
Transferutility transferutility = Transferutility.builder(Q)
.context(context)
.s3Client(S3Client)
.buildQ;

TransferObserver observer = transferutility.upload(
bucketName,
key,
file

FXFContent-TypelYEcE

Content-Type I TFHRRSNGAIRTRSEREY, thl image/png, image/jpg BEIFZEE!,

video/mpeg , video/mp4 2MSWAREY, text/plain, text/html BXARE, NILEEFXIARERY
Content-Type 2B ARERIRIE, ELAIEFREIETLATRS, PSR LURI, XAKE L ST
FF. application/octet-stream ZEEISEHIZFTFF FEE.

ffandroid sdkdr, WNRFAFEEIREContent-Type, SRIENNSAKkeyFEY ERBI4EM Content-
Type,

tlEn F EE1ES
QIR F LSS, BB F HEMESRID,
EOEX

public InitiateMultipartUploadResult initiateMultipartuUpload(
InitiateMultipartUploadRequest initiateMultipartUploadRequest)

S&Yi5H
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o £ E 1588

bucketName String bucketsg
key String ZE HEXSRE
cannedACL CannedAccessControlList IRIRE

oS E, TEIE, TLURECContentType

objectMetadata ObjectMetadata .
: : SR TTEE

(NS CHN

public void InitiateMultipartUpload(String bucketName, String objectKey,
onS3ResponseListener<InitiateMultipartUploadResult> Tistener) {
GlobalThreadpPool.getInstance() .execute(() -> {
try {
InitiateMultipartUploadRequest initiateMultipartUploadRequest =
new InitiateMultipartUploadRequest(bucketName, objectkey);
InitiateMultipartUploadResult result =
sS3Client.initiateMultipartUpload(initiateMultipartUploadRequest);
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onResponse(result));
} catch (Exception e) {
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onError());

s

LE—15hR
REEIS FHESIDZIE, BIFIDER &S FRERIS3IRS 8.
EOEX
public UploadPartResult uploadPart(UploadPartRequest uploadPartRequest)

S8R
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g KB 1588

bucketName String bucket$g

key String E HERIXISRETR
file FILE EERISTH IR
uploadid String EEESID
partSize long FHERBKE
partNum int S HID (1-10000)
fileOffset long X{ERaiE

(S CHN

pubTlic void UploadPart(String bucketName, String objectKey, String uploadid,
int partNum, File file, int filePosition, int partSize,
onS3ResponseListener<UploadPartResult> listener) {
GlobalThreadpPool.getInstance() .execute(() -> {
try {
UploadPartRequest uploadPartRequest = new UploadPartRequest()
.withBucketName (bucketName)
.withKey(objectkey)
.withuUploadIid(upload1id)
.withPartNumber (partNum)
.withFileoffset(filePosition)
withFile(file)
.withPartSize(partSize);
UploadPartResult result = sS3Client.uploadPart(uploadPartRequest);
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onResponse(result));
} catch (Exception e) {
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> Tistener.onError());

s

Sehki i LEESS
SRS HILEZE, BRENED, RERRERENHAHANSERE.
EOEX

public CompleteMultipartUploadResult completeMultipartUpload(
CompleteMultipartUploadRequest completeMultipartUploadRequest)

SEi5H
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& xE
bucketName String
key String
uploadld String
partETags List

(S EEN

188

bucket

Z HEARE
HEESID

LERNS RERSIE

public void CompleteMultipartUpload(string bucketName,

String objectKey,
String uploadid,
List<PartETag> partETags,

onS3ResponseListener<CompleteMultipartUploadResult> Tistener) {

GlobalThreadpPool.getInstance() .execute(() -> {

try {

CompleteMultipartUploadRequest completeMultipartUploadRequest

CompleteMultipartUploadRequest(

bucketName, objectKey, uploadIid, partETags);

CcompleteMultipartUploadResult result =

sS3Client.completeMultipartUpload(completeMultipartUploadRequest);
Handler mainHandler = new Handler(Looper.getMainLooper());
mainHandler.post(() -> listener.onResponse(result));

} catch (Exception e) {

Handler mainHandler = new Handler(Looper.getMainLooper());

mainHandler.post(() -> Tistener.onkError());

s

2153 E1&1ESS

FERMRIRHRERLLEN, RSF/RERREEND FEUE.

EOEX

public void abortMultipartUpload(AbortMultipartUploadRequest

abortMultipartUploadRequest)

SEi588

882
bucketName
key

uploadld

(S EEN

1588

bucket#g

E HERRE
EEESID

new
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public void AbortMultipartUpload(String bucketName, String objectkey, String
uploadid) {
GlobalThreadpPool.getInstance() .execute(() -> {

try {
AbortMultipartUploadRequest abortMultipartUploadRequest = new
AbortMultipartUploadRequest(
bucketName, objectKey, uploadid);
sS3Client.abortMultipartUpload(abortMultipartUploadrRequest);
} catch (Exception e) {
}
B

T2 FIEARSS(STS)

STSBPSecure Token Service 2—f&£FEIERSS, ALAERASTSKIThXS TIRRTBFANEERN. 4T
BRAFEIRLENSAMERIRRS, FTLAMERSTSIRSS., XFMAREBEEMWSAK/SK, IFEER—
MEHRLA AR ERNRFERRE, BREIKSAK/SKtETRINT X,

sxBYIERItoken

ERSRER RS token, TJ&#% java, python, nodejs. CPP. donet, go. php SDKiZBE, iBM
SDKHES REERH A NI RIEEERA.

{#EMIiERYtoken

SCI—NCredentialsProvider, Szigg#Erak/skfdtoken,

public class MyCredentialsProvider implements AwSCredentialsProvider {
private AwSCredentials credentials;

public MyCredentialsProvider(string ak, String sk, String token) {

this.credentials = new BasicSessionCredentials(ak, sk, token);

public synchronized AwSCredentials getCredentials() {
return credentials;

public synchronized void refresh() {

}
// Eirak, sk, token

public synchronized void updateCred(string ak, String sk, String token) {
this.credentials = new BasicSessionCredentials(ak, sk, token);

{EAIIGRTtoken
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String accessKey

"<your-access-key>";
"<your-secret-access-key>";
String endPoint = "<your-endpoint>";

String sessionToken = "<your-session-token>";

String secretkey

MyCredentialsProvider credProvider = new MyCredentialsProvider(accessKkey,
secretKey, sessionToken);

ClientConfiguration clientConfig = new ClientConfiguration();
clientConfig.setProtocol (Protocol.HTTP);

Amazons3Client mS3Client = new AmazonS3Client(credProvider, clientConfig);
mS3Client.setEndpoint(endPoint);
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