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6.1.3 K753

1. BRRERI

IERIRSHB faiR
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2. EFRBEREREREIRG

200

3**

4**

5**

10020

40002

40006

40008

40009

40010

50000

50001

50002

IERR

SKER

EPimEIR

IRSS iR

faiR

ERERITER ak FE5EIR

ERHER

> appkey 3k

ToHH appkey

SN RS

IP K4 APP 24X

IP K% APl #Z1

ARSSAIEBIEIR

ARSSRiEM

Rz FRRTFE

43



X8=

State Cloud

233 G}

API 389 URL iE3k

50003

51001 MSEARSS EI1THA

51002 K12 API SRISZ

51003 API ETRIREEARE
CTAPI 0009 EANRbody R F&jsont&=,

6.2 Y{eliE A API

6.2.1 ZiF T =

TEFA: APERINAKENEK, SSEREERHIE. LefRIPSER.

).IJ-I—H—

Rim 1o Mtk : https://ai-global.ctapi.ctyun.cn

6.2.2 13iEiEK

TESK bk
{#&im T3 RUEAE} + {(RIRLEECIURI,
KimTomitbtlb: https://ai-global.ctapi.ctyun.cn,

XIMFEOURI: BAPIRIR—PNEAURI, EEEFE M EOURI,

BRI

REZAP| fYZAYEIT HTTPS BHTE(E, RIFFAFPEUERINEMSEIIEME, HHiRM

=R EMt.

WRFE
SHFRY HTTP i53K75i%: POST,
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POST i&3k>2#51Y Content-Type 2588Y: application/json,

KKK 5 BA
Key Value(i5iER)
Content-Type application/json
ctyun-eop-request-id FRF8RERERME—FFTE, FIRIJAVARUUID, BFEfE—ss

o HRE=EMaccessKeyHlsecurityKeyZ&E & /54, EREEFN
Eop-Authorization

ET:
eop-date ESKATE, FAlyyyymmddTHHMMSSZ, #iin20211221T163014Z
host PR
appkey I BRI RS ILREEIAppKey (58, SARABEEMA

header
decrypted BOMEIAET., BEEMEONE, BBdeaypted=true
6.2.3 INIEZE
EERI3RER
ZRFEZRE

BRZMIF, & "EHE" > “PARL” -> "REIRE" -> "AFPAccessKey”

R "BE" IREL

AP AccessKey

ZiETE, IafAPAccessKey, BTFE—RSEIEE
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EALERRE

ctyun-eop-ak/ctyun-eop-skEAREZRIE:

1587 ERIE

SRIMEMERRIEGEFRTER.

21TE=5H: fFRheader, ctyun-eop-sk. ctyun-eop-akkelfhmacEiEZHIZEA.

3IEER: FRAFE=CHNRBENEFEZFHETEThmacsha256kITHER.
ABENA: BERNEEEREABEKEELFMEIHTTPIERE,

VNEFERFHE

B RERAEMT
SRR -BERTEAMheader FBIARTIE "\n' + HEFRIquery +

"\n" + toHex(sha256(FfAYbody))

FREHITERRheaderfEF
FHREGIER (HEFR

header A header name:header valueSk——NEiT\n

Hiziek, EOPE5&EH|IEKctyun-eop-request-idfleop-
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header)

dateiXNk{Egheaderh—EB5y, FHFELMERFEE
header2Bfy—14, FEHITESBH AN headerFEHITHE
F (B Eflfheader_namel 26X FBHYIRRFKHEF
) . BHEFEEINGIRBITEDEERSGE S header

HEFFRYquery

queryLAYE AR, keyFELA=1E#, HEFMNIER26
N FENIRFREEF, QueryS ¥ B R EH1TEE

toHex(sha256( &

body))

H A

EiRAIbodyS £ Tsha256iHE, IHEHRAER
WALl

HEFaheaderf5l+:

® [RiZ(RFEEK ctyun-eop-request-id, eop-date, host&fERER, NiFEFZAIheader

SRR :

ctyun-eop-request-id:123456789\neop-

date:20210531T100101Z\nhost:1.1.1.1:9080\n.

ctyun-eop-request-id, eop-dateflhostiIREFFEEIX MR,

® UWNER{RIIAN—"ccad@header, ETiXheadertb BT8R, MiFERAheaderH

Pa
= .

ccad:123\nctyun-eop-request-id:123456789\neop-

date:20210531T100101Z\nhost:1.1.1.1:9080\n

MENSEHA

KIEIEKRE, FEEWE— eop-datefyata), XHIEAIERRyyyymmddTHHMMSSZ

. SEAkZ—Y, MEFEBHTIS#Z
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1.55RE(RRIERIctyun-eop-skiEAETH, eop-datefEHEE, &itiktime,
2. ZktimelEAETE, 1REBEFRAIctyun-eop-ak#E, HiHkAk,

3.2kAKIENER, eop-dateRIFR HEMFNEE, Hilikdate,

eop-date | yyyymmddTHHMMSSZ (20211221T163614Z) (B BTEIS#)2)

Ktime {EHctyun-eop-sk{EAZ4H, eop-datefEREIE, HHktime; Ktime

hmacSha256(ctyun-eop-sk, eop-date)

kAk FERktimefEAZA, (REFERMctyun-eop-ak#iE, EHKAKk; kAk

hmacsha256(ktime,ctyun-eop-ak)

kdate FEFAKAKYEREE, eop-datelyF B BEIENEIR; Eitkdate; kdate = hm
date)
%% KL B B 1

B "WENSER" M "CIRGERFMAR" DS HRIGERF TS
string_signature, kdate&pkHiSignature,

Signature F & B F fF B string signature | kdate ; B R #E
hmacsha256(kdate,string signature)iSHAVER, BEBERH Tbase64

w318 Hsignature

Eop- {ctyun-eop-ak} headers= {3 1& 1F & B F £ & B AY header HE
Authorization | Signature={Signature}(ctyun-eop-ak [5 X Signature i &8 & — N =&
)headerffFLADS" " HHEHIF. (RSFEBRIFRFEheader|iiF2 eop-
dateflhost; HBA{RINEIheaderEY{ERLEEop-Authorization: {ctyun-

eop-ak} headers=eop-date;host Signature=xad01/ada

H_E15Z|IEop-Authorization, ZAIGEEIEE S headersfifthttp cliently, &HEIA],
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http_clientFrFEiEkLERU0T:

Eop-Authorization: ctyun-eop-ak headers=ctyun-eop-request-id;eop-date
Signature=xad01/ada

eop-date:20211221T7163614Z
ctyun-eop-request-id:123456789

=
EETITEENheaderLEER AN ctyun-eop-request-idifeop-date, EE7Thttp_clientiiEkLEB4N0 E, FEEop-AuthorizationdhthZEEiE
on.

6.2.45 01N

1 900 /3 I Thae
ERinAEIERIT R IliERHeadersk, decrypted=true BIRJ/SRZOMEIIEE.
2 BRI

ZIREE RBI=MEZRE, DRAEITRINESM2, MFRIIZESMARAFEESEEZHmMac-
SM3,

2.1 EXFFRINZESM2

FLRSARIAEXIFRINE, FASRINZEZR P ARAIXIFRINZESMAZSEE, SM2ETEAIRE T IE
B(https://ai.ctyun.cn/console) hPEHINAFNAFFE AN, EHEETRE AL
Base6ANIZENILIAFAFER. BIENENTE: SM2EERABCE(BouncyCastle),
sm2p256v1tntE, 18I APKCS8, #HEAC1C3C2, JEESEIE.

2.2 SIFRINEZESM4

EFIREI{TER12880E 256 SMAEH, KABCE(BouncyCastle) f8z{79
SM4/ECB/PKCS5Padding.

2.3 4¥{ER E AHmac-SM3

HmacfISM3EAECSEMRFHIER S, PrlHEOR=8EN, EREHEBRIEREER,
encryptedHashKey=E&iB 2RSS i,
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24 ZEFImNE LR

. WEHIGIRENATHER, EFBaseb4fiZREN A AT o EH,
2. ERSMATITRESAF EE, RS LHINAMEXITRETR, FHEFBase64INZER
B ciphertextBlob=Eg,
3. EAFE2E RN FRERIIZEREORMRBody{AJSONER, F{EMABase64NZER, H
AencryptedBody=Eg,
4, HEpgHmac-sm3IEHEEH, FERRBEHTINE, F{EABasebdIIEER, H
encryptedHashKey=Eg,
5. fEFHmMac-sm3R 4L EZSE, B ciphertextBlob=FER4SIHEEFBase640%
£, 1E \ciphertextBlobHash=Eg,
6. EAAHmMac-sm3RFEA4ERFZH, BBencryptedBody= 4 FREFtEFBase64N%:
#Z£8, E \encryptedBodyHash=Eg,

2.5 R
NSRRI, TR SEEBRERLEITBaseo4 IR

{
"ciphertextBlob" : "{ifi F SM2 /A BH N J X125 77 A iSMAT R %40,
"encryptedBody" : " Fi Xt AR B HSMA NN J5 (19 8% 11 5 i Body /R ISONER ,  4wfiBUTF-8",
"encryptedHashKey" : " F 2N BN J5 (1 3E4T hmac - sm3W5 7 I 4 FH (1 3 60
"ciphertextBlobHash": "ciphertextBlob B fflhmac-sm34EH ",

"encryptedBodyHash" : "encryptedBody ¥ [fJhmac-sm345 H "

6 IR [ElfALEH

HEOIREFFEIR, NAHITINE, EWRFRERINZEINEEN—3, EFmREIREIR
EE888statusCodeiH i TX 5
Ol Z‘ZEJZIJJELIEIstatusCodejjO MESHITINELIE, IREWEINT, THRNSEED

£213Base64NZEAME :
{
"encryptedResultHash": "encryptedResultFEifflhmac-sm3455H, W7 % 5% P m—8",

"encryptedResult": "SMAXSHREE SN J5 (1 HE w245 58 }

2 iR EBOR EES AR encryptedResultHashFf{RiE RS R AW EL LI,
skEencryptedResult=2ERfg, (ERIERITHIsmATRZEHTHERS, RInlskENZEIZREREMm
FAEOMNIERIRERAZS (JSONE) , JwIBUTES,
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2.7 TNREE TR R RS A

encryptedResult=FEiEIS SMASIFRE tHEE R AT SREXEI A S RINETIREE IR ENE, 18
EEAREFANNEINRERIE R AN, SEUTILIFMSARIEIRD:

iR HIRE R

AI OP 40017 MESEAFFEER

xR

ASHE AT EINE IR E R

ciphertextBlobMs v {H AN VLHL
/encryptedBody M 5 E AN UL AD

AT_OP_40018

AT OP 40019  SM2f# %5 4l

MR B AAEAILES, AEGETRE

SM2AE X P fige 5 HH L

AT OP 40020  SM4JINE5 2/ SMASR 25 J< i SM4 X FR 2 £H hinfidé 2% H B

3 8ERIJAVA, jdk1.8%1U L)

3.1 maven 25| N LT ki

<l-- BCHl, #jdk1.8LL Al & Xy Bl A K artifactld-->
<dependency>

<groupld>org.bouncycastle</groupld>
<artifactld>bcprov-jdk18on</artifactld>
<version>1.78.1</version>

</dependency>

<I--Base64Ljjftfl, HEF#1d FH ULt FBase64ZBEAT INfi
<dependency>

<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld>
<version>1.17.1</version>

</dependency>

3.2SM2IT HE3%

s PEROINE SRR AT >

import org.bouncycastle.jce.provider.BouncyCastleProvider;import javax.crypto.Cipher;import java.security.*;import

java.security.spec.ECGenParameterSpec;import java.security.spec.PKCS8EncodedKeySpec;import

java.security.spec.X509EncodedKeySpec;public class SM2Util {static {

Security.addProvider(new BouncyCastleProvider());
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Y// ERiSM2E B % public static KeyPair generateKeyPair() {try{KeyPairGenerator keyPairGenerator =
KeyPairGenerator.getInstance("EC", "BC");
keyPairGenerator.initialize(new ECGenParameterSpec("sm2p256v1"));return keyPairGenerator.generateKeyPair();
} catch (Exception e) {//TODO i Ab¥i
}
Y/ hwE

public static byte[] encrypt(byte[] publicKey, byte[] data) {

try{
PublicKey pubKey = KeyFactory.getInstance("EC", "BC")

.generatePublic(new X509EncodedKeySpec(publicKey));

Cipher cipher = Cipher.getInstance("SM2", "BC");

cipher.init(Cipher.ENCRYPT_MODE, pubKey);

return cipher.doFinal(data);
} catch (Exception e) {

//TODO fifi 57 Ab F

/1 W
public static byte[] decrypt(byte[] privateKey, byte[] encryptedData) {
try{
PrivateKey priKey = KeyFactory.getInstance("EC", "BC")

.generatePrivate(new PKCS8EncodedKeySpec(privateKey));

Cipher cipher = Cipher.getInstance("SM2", "BC");

cipher.init(Cipher.DECRYPT_MODE, priKey);

return cipher.doFinal(encryptedData);
} catch (Exception e) {

//TODO fifi 57 AbFE

public static void main(String[] args) {
KeyPair keyPair = generateKeyPair();
byte[] a = keyPair.getPublic().getEncoded();

byte[] b = keyPair.getPrivate().getEncoded();
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3.3SM4T AE%

import org.bouncycastle.jce.provider.BouncyCastleProvider;

import javax.crypto.Cipher;import javax.crypto.KeyGenerator;import javax.crypto.SecretKey;import

javax.crypto.spec.SecretKeySpec;import java.security.Security;

public class SM4Util {

static {

Security.addProvider(new BouncyCastleProvider());

/] HERRSMAE
public static byte[] generateKey() {
try{
KeyGenerator keyGenerator = KeyGenerator.getInstance("SM4", "BC");
keyGenerator.init(128); // nlit 128 =l 256
SecretKey secretKey = keyGenerator.generateKey();
return secretKey.getEncoded();
} catch (Exception e) {

//TODO AbEE FH

/] I
public static byte[] encrypt(byte[] keyBytes, byte[] data) {
try{
SecretKeySpec keySpec = new SecretKeySpec(keyBytes, "SM4");
Cipher cipher = Cipher.getInstance("SM4/ECB/PKCS5Padding”, "BC");
cipher.init(Cipher.ENCRYPT_MODE, keySpec);
return cipher.doFinal(data);
} catch (Exception e) {

//TODO AbHE FH

B

/] FHE
public static byte[] decrypt(byte[] keyBytes, byte[] encryptedData) {

try{
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SecretKeySpec keySpec = new SecretKeySpec(keyBytes, "SM4");
Cipher cipher = Cipher.getInstance("SM4/ECB/PKCS5Padding”, "BC");
cipher.init(Cipher .DECRYPT_MODE, keySpec);
return cipher.doFinal(encryptedData);

} catch (Exception e) {

//TODO AbHEFH

3.4 Hmac-sm3T B3

import org.apache.commons.codec.binary.Base64;import org.bouncycastle.crypto.digests.SM3Digest;import

org.bouncycastle.crypto.macs.HMac;import org.bouncycastle.crypto.params.KeyParameter;
import java.security.SecureRandom;

public class HmacSM3Util {

[ **

* 14 HMAC-SM3

* @param key %4

* @param data %dE

* @return HMAC-SM3 fH

*/

public static byte[] hmacSM3(byte[] key, byte[] data) {
HMac hmac = new HMac(new SM3Digest());

hmac.init(new KeyParameter(key));
hmac.update(data, 0, data.length);

byte[] result = new byte[hmac.getMacSize()];

hmac.doFinal(result, 0);

return result;

/**

* AR E K PE BT A

* @param length HHKSE (1)

* @return FEALAE BRI
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*/
public static byte[] generateRandomKey(int length) {
SecureRandom random = new SecureRandom();
byte[] key = new byte[length];
random.nextBytes(key);

return key;

/1 AR
public static void main(String[] args) {
/1 AN

byte[] key = generateRandomKey(16); // 167K LML EH

/1 FEt ST A

byte[] data = "Hello, HMAC-SM3!".getBytes();

// TIFE HMAC-SM3 fH

byte[] hmacvalue = hmacSM3(key, data);

/] ATENEER

System.out.println("HMAC-SM3 fH: " + Base64.encodeBase64String(hmacValue));

3.5 E pIF KA

/A JE BN DhRem BT Rk sonds , 2% M 1 SRS B e s 52X
String body = "{\"ImageData\":\"imagedatabase64xxxx\"}";
/A5 6 - S VRS T BRI 2 8

String encKey = "xxxxxxx";

Map<String,String> requestBody = new HashMap<>();

/1A 7 B %

byte[] publicKey = Base64.decodeBase64(encKey);

/ /% fciphertextBlob¥ B

byte[] sm4Key = SM4Util.generateKey();

requestBody.put("ciphertextBlob", Base64.encodeBase64String(SM2Util.encrypt(publicKey, sm4Key)));

/ /4 encryptedBody 7B

requestBody.put("encryptedBody", Base64.encodeBase64String(SM4Util.encrypt(smiKey, body.getBytes())));
/ /4 iHmac - sm3 % 4

byte[] hmacSm3Key = HmacSM3Util.generateRandomKey(16);
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/ /4 encryptedHashKey 7B
requestBody.put("encryptedHashKey", Base64.encodeBase64String(SM2Util.encrypt(publicKey, hmacSm3Key)));
/ /4 iciphertextBlobHash

requestBody.put("ciphertextBlobHash", Base64.encodeBase64String(HmacSM3Util.hmacSM3(hmacSm3Key,
requestBody.get("ciphertextBlob").getBytes())));

//* encryptedBodyHash+ Bt

requestBody.put("encryptedBodyHash", Base64.encodeBase64String(HmacSM3Util.hmacSM3(hmacSm3Key,
requestBody.get("encryptedBody").getBytes())));

//TODO requestBody RN i K4k, WAEEAGE M O, SRR ZHEE 2 5 BB O UL M SO

6.2.5 Python3iE R

import hmac

import base64

import hashlib

import json

import time

import uuid

import requests

from urllib.parse import urlparse

def sha256(content):
X = hashlib.sha256()
x.update(content.encode())
return x.hexdigest().upper()

def hmac_sha256(key, content):
sign = hmac.new(key, content, digestmod="sha256").digest()
ret = base64.b64encode(sign)

return ret

def get_signature(ak, sk, app_key, params):

request_id = str(uuid.uuid1())

now_time = time.localtime()
eop_date = time.strftime("%Y%m%dT%H%M%SZ", now_time)

eop_date_simple = time.strftime("%Y%m%d", now_time)
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camp_header = "appkey:{@}\nctyun-eop-request-id:{1}\neop-date:{2}\n".format(app_key, request_id, eop_date)

parsed_url = urlparse(request_url)
query = parsed_url.query
query_params = sorted(query.split("&"))
after_query = ""
for query_param in query_params:
if len(after_query) < 1:
after_query += query_param

else:

after_query += "&" + query_param

content_hash = sha256(json.dumps(params)).lower()
pre_signature = camp_header + "\n" + after_query + "\n" + content_hash

k_time = hmac_sha256(sk.encode("utf-8"), eop_date.encode("utf-8"))
k_ak = hmac_sha256(base64.b64decode(k_time), ak.encode("utf-8"))

k_date = hmac_sha256(base64.b64decode(k_ak), eop_date_simple.encode("utf-8"))

signature = hmac_sha256(base64.b64decode(k_date), pre_signature.encode("utf-8"))

sign_header = "{0@} Headers=appkey;ctyun-eop-request-id;eop-date Signature={1}".format(ak, signature.decode())
return request_id, eop_date, sign_header

def do_post(url, headers, params):
response = requests.post(url, data=json.dumps(params), headers=headers)
try:
print(response.status_code)
print(response.json())
except AttributeError:
print ("R KM

if __name__ == '__main__':

request_url = "https://ai-global.ctapi.ctyun.cn/vl/aiop/api/2f6hqix@9mv4/face/PERSON/person/detectFaceFromBase64"
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ctyun_ak = accessKey
ctyun_sk = 'securityKey'

ai_app_key = "appKey'

f = open(r'test.jpeg', 'rb')

img_base64 = base64.b6dencode(f.read()).decode()
params = {"imageContent": img_base64}

request_id, eop_date, sign_header = get_signature(ctyun_ak, ctyun_sk, ai_app_key, params)

headers = {
'Content-Type': 'application/json;charset=UTF-8"',
'ctyun-eop-request-id': request_id,
‘appkey': ai_app_key,
'Eop-Authorization': sign_header,
'eop-date': eop_date,
‘host': 'ai-global.ctapi.ctyun.cn’

¥

print ("iEsRkkH:")

print(headers)

do_post(request_url, headers, params)

6.3API

6.3.1 EFAEOCR

1. EO#ER

BRI, #TOCREN, REMNEINNFRERAIRMER.
2, IBRABE

POST
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3. #\OEK

o ERTEUBRE:
o BERARIBRE:
o BIRRIBRH!:

4, iF% URL

E R8I35 png. jpg. jpeg. bmpt&{

Iv1/aiop/api/2f3p1pnxpgm8/ocrdetect/ocr/v1/image.json

5. IBRSH

153Kk header 2§

24 BEYIH

Content-Type £ string
appkey = string
ctyun-eop- = string
request-id

eop-date = string
host = string
Eop- = string

Authorization

AR body 44

SH2EB iREP

jsont&z

RzFappkey

BARKIE| F A/ NARBID 10MB, HEEiERERAEBIT 503K
B R&ERI AT 32x32 , /)VF 5000x5000

il

application/json

562b89493b1a40e1
b97ea05e50dd8170

FBFiEX id, HEFEE, BFPALA3dfa732-b27b-464f

B uuid F5EBTEME—FF
B, BT EEEKREE.

ERESE, HAFPWEE, fizan
yyyymmddTHHMMSSZ

BinTRES, BEEFR

HXE=EM accessKey
securityKey REBRER, &5&
BERNFREBEREZEN
accessKey . securityKey, E&HY
appkey (FE&ZR) , FFIBRKId (
ERIR) |, TERESE, KinTRiERE
(Arim) LIRIBRIERE

-b15a-
21ed6845afd5

202112217T163014Z

ai-
global.ctapi.ctyun.c
n

TR
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£ EEWIE S P < fl THEHUR
—IKER K E 5 Base 64JRTBEIRMIAAY
data 2 List list, 2. BIEEEMAEMbase64sm 9j 4AAQSKZIRg...

375
6, ERIBRH

Curl -X POST
"https://ai-global.ctapi.ctyun.cn/v1/aiop/api/2f3p1pnxpgm8/ocrdetect/ocr/v1/image.json"
-H "Content-Type: application/json"

-H "ctyun-eop-request-id:33dfa732-b27b-464f-b15a-21ed6845afd5"

-H "appkey:XXX"

-H "Eop-Authorization:XXX"

-H "eop-date:20211109T104641Z"

-H "host:ai-global.ctapi.ctyun.cn"

--data '{"data":["AAAAAAAAA...."I}'

7. RENEiREE
IEKEINIREIRA Z4L

28 =ERYIE SR R ]| THRIIR
statusCode £ Int BRI RAR SRS 0

BERIEELEMIR, message["success"{
message 2 Object FiEKlisthAORTHELE, message['fail"] success

KRB KIistPRIKBEIE.

HRINER, IRBFIR ARSI, 810 nE

NE R NAVSEERREN, THEAFR

turnObj 2 Object turnObj
reumay = B e NS, TEREIERRIEISA remmen)
FHE, MEURSIATHE
ZFKmessage
s SEME SRR 8 6 FRHR
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success & Int BINFRIR
fail B Int FEIRTNR
Z= returnObj
| EEYIE SR iRA ] TEMR
text_line & Int B RiRBIRIRIS T4 -
ZRIBFIREAHS, BN TEAER
detail 5 Object PE—MRBENATHERER - detail
. BARMNEBURNXAITHE
Zkdetail
| EEYIE SR iRA ] TEMR
name B String FS -
text & String RBIEIRIF -
X FFRTERVA R 8 NE RE O R AYER
. H, INERBERADBIFRELE. B
box & List _ -
F. BF. EFENREOxR, yak
e
=SS E=S5
8 EEwE SEHB  HIB a5l B3 SE

HIRAE, A EIRD
statusCode 2& Int 400003
WBRERD

61



X8=

State Cloud
EINSIVIESEIRSSEISY
message = String/Object message
error
ERIFEREUE =,
details 2 String REIXSRAIEIRE S
REEERE
REIXS A SEIRIRISFIEEIR
returnOb; & Object returnObj
=1
ZMessage
o EEYIE SHE KB =Bl TRMR
success B Int FRIIRIR 1
fail iy Int FEIRINIR 0
ZreturnODbj
£ EEWIE SR HP ] TRMR
err_code 2 Int SRR 400011
data FE&HY
base64 =T
err ms = Strin BEIRER
-9 = I S E e
B

8. REEHGI
BEXRBEINREERG
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'statusCode": 0,
'message’: {'success' : 1, 'fail' : 0},
‘returnObj": [
{
'text_line": 2,
'detail': [
{
'name’: '0',
‘text': ‘HETE NI UNMEW,
'box": [
43.3963039677,
157.3534469991,
610.5843128949,
169.5419591656,
609.1529514034,
236.1498488994,
41.9649424762,

223.9613367328

‘name": '1',

‘text': 'E38. BE. XBH. MiE,

'box": [
84.6885821036,
244.0079416001,
573.8530589198,

248.174096093,

299.9887625014,
84.2472828771,

295.8226080086

IEREMOR [EHE )
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State Cloud

{
"statusCode": 400003,
"message": "error",
"details": "WRIEREIENRZ, REOEWE",

"error":"Al_OP_400003"

200 BRI

10, $HiREII5AR

HIX

OAIFEIRAD, 4 FFLANWSIEIRIS , 5 FFL ARG EIRD

$EixE63 H|RER
AI_OP_400005  JERIKKEUEIR
Al_OP_400006  wMERISEKIE
Al_OP_400008  IBKRAISEFELBUEIR
Al_OP_400009  iBEKAHSHFERERNT
Al_OP 400011 base64 HIEAMEF
Al_OP 400012  XHEXAFEE
Al_OP 400013  XHANFBFEEK
Al_OP 400018  #BidNEKBRE!

fRRA

BT NFE, TRENEMSE

WIRRISEL (data) K&

data FFERRIZE list 2$7Y

data FIFRAZT

data FFERH) base64 FRIBHIRFHIDRE

{N324F jpeg/png/jpg/bmp &=

ZXHRNAFEER, BREXRNT 10M

data BT MRS, mZ1E 50 KEH
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State Cloud

Al OP 410001  [EHfRIEHER TS IORRAD E R IR

Al_OP_410002 ERRITHEEK PHEKBERINAST 5000 HMETF 32

Al_OP_500001 OCRIRSZFENRE, BHRAEER FTERKREERLE

11, base64 FISHIN : (EAEMAY safe base64 HIZH
python HETE(EEFH base64.urlsafe_b64encode() EREUHITIRED.

. java H¥ETF(HEH BASE6G4.getUrlEncoder().encodeToString() EREUHITIRED.

6.3.2 BHRIEIRAY

1. EOER

FXERFRSMIE, HTOCRIGN, IREMGNEIRIME. SMIESEHER.
2, iEKRFEE

POST

3. EOEK

EREUBRE: BRI jpg. jpeg. png. bmp FEWEI.

B EA/NBRE: BFERsKA/NREBIT 10MB, #tEEREFUXAHEIT 503K,
ERRIMRE: BREERIRAT 32x32, /) 5000x5000,

4, 5K URI
/v1/aiop/api/2f30s7qq79xc/IdentityCard/ocr/v1/idcard.json

5. iERSH

iBEKL header £

BEYIE SHXE R il

THRIR
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Content-Type & string jsont&=( application/json
: RzFdappkey 562b89493b1a40e1
=
appkey = string b97ea05e50dd8170
ctyun-eop- 2 string FFEX id, BAFEE, AFPELL3dfa732-b27b-464f
request-id BT uuid EEBITEME—FRF -b15a-
8, BFE&EEKELR. 21ed6845afd5
eop-date 2 string ERESE, HAFPWEE, fizan 20211221T163014Z
yyyymmddTHHMMSSZ
host = string LimT AR, EEFER ai-
global.ctapi.ctyun.c
n
Eop- 2 string AXE=EM accessKey F
Authorization securityKey BERBEERK, 25&
BERNFREFBEREZEN
accessKey . securityKey, appkey
(AeZm) , FAFEKId (JE2%R)
, TEKETE, BiRTRIEE (JFEm
) LARIERARE
WEREE body S5
£ EEYIE S iRiP ] TR

data

= string

6. BRI RG

—IKER S IKEI {5 Base 64RTBF AT ERFIRY

mlist, iT8: BRBEEERAFEMsafe _9j_4AAQSKZJRg...
base644mi3 T, AEIRIR

"data:img/jpg;base64,”
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——  Curl -X POST
"https://ai-global.ctapi.ctyun.cn/v1/aiop/api/2f30s7qq79xc/IdentityCard/ocr/vi/idcard.json"

-H "Content-Type: application/json”
-H "ctyun-eop-request-id:33dfa732-b27b-464f-b15a-21ed6845afd5"
-H "appkey:XXX"
-H "Eop-Authorization:XXX"

-H "eop-date:20211109T104641Z"

-H "host:ai-global.ctapi.ctyun.cn"
--data '{"data":["_9j_4AAQSkKZJRg..."]}'

7. R[ENEREE
1B KA TIIR BN N S48

£ =8
code =2
message =
returnObj £
2 returnObj
25 2
note =
detail =

Object

List

String

String

1588 il

REMAT, iRE] 0 R, RERER
A8 S E TEIERAEIIZER.

BEREEEHIR, message["success"|fY;

FiEKlisthAORTHEE, message["fail"]

RFEKisthpyLMEE

RBINGER, IRIBHIR AT, 810 R
AE R SIRASEERBEN, TTRHEFR
BENRFHS, TP EFESHIEERT
B8, UEHE. 5. SHIESIEHEER

1588 il

SMHNEESRREE
2, E#mAIER:
K back

front, ABESK

H: back
REERBEES,
Batsa. Mal. 5
DUEEREER

THEHER

message

returnObj

THIISR

detail
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ILEAPIZEEBEA B
\Y L
idcard_face = String E%ﬁjﬁﬁ’]ﬁ{%?l no face
. FEREIEA no
face'
demo image =& String ToHFER (AJ728%) demo_image
IEAPITEEXS BDIE
risk 2 String SEMFHTHEINT, 1tt normal
FEREIEAN normal’
Z<detail
ol SxpiE sgxm kB fl TESR
name = String w2 FRXX
sex 2 String 451 3
nation Pt String Rik pY
birthday = String HAEHHS 1995XX25
idn 2 String BHIES 3101001995XX25XX16
addr 2 String ¥4t ESHXXRXXER1S
org = String BRULK EBHALBXXDE
validperiod = String BXEARR 2007.07.27-2027.07.27
THER KM B R Z21
ol SxpiE sgxm kB fl TEISR
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FEIRIG, WMEAPIXS
statusCode = Int 4004
NEYEERAS
EREWENIREIES
String/Obje
message = ‘error'gy, error message
ct
{'success"0,'fail":1}
details B String IREIIRAYEIRIAIA dataFERE R EIEARlIstET(
U EIPQIER = B e
returnObj & List returnObj
FEERER
error 2 String IREITRAYEEIRFS  Al_OP_4004
ZFmessage
S EEVE SHB iHiE =l TRIIR
success iy Int BRIIRIR 1
fail iy Int FEIRITIR 0
ZreturnODbj
£ EEWIE SR HP ] TR
err_code 2 Int EiRS 4008
base64%E4L
err msg = String EIRER
BRE
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8, REHEDMG
IEKANR EHEA)

{
"statusCode": 0,
"message": {"success" : 1, "fail" : 0},
"returnObj": [{
"note™: "front",
"detail": {
"name": ",
"sex": ",
"nation": ",
"birthday": ",
"idn": ™",
"addr": ",
"org": "=MHAREIEEXS D",
"validperiod": "2007.07.27-2027.07.27"
h
"idcard_face": "no face",
"demo_image": "demo_image",
"risk": "normal”
H
}

=8 ST B =]

i

{
"statusCode": 4004,

"message": "error",
"details": "data=2ERE F EUEARisti&L",
"error":"Al_OP_4004"

}

2 AR OR [EHE G

{
'statusCode": 0,
'message': {'success": 0, 'fail": 1},

'returnObj': [{'err_code": 4008, 'err_msg': 'base64EIBRAMERE

9, RS

WS ik

200 EZNER )|
10, $EIRABUTAE

4 (BRI, 4 FFASSEIRED, 5 FFLBRSSIEIRD.
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State Cloud
$EIRES HRER
Al_OP_4002 bodyfE NRIAEF L
Al_OP_4003 iEkhRBdataF R
Al_OP 4004 dataFERE R HUEARRlistig
Al_OP_4005 El FlistIE HEE /90
Al_OP_4006 Bl FlistE H#EiBid 505K
Al_OP 4008 base64&IBAMERH
IERMHERAEIE, G
Al_OP_4009
jpeg/png/jpg/bmp &=L
Al_OP 4010 B H /NI 10M
BERRIFHEEK, DPHERKERY
Al_OP 4011
R/NF50004F32
Al_OP_5000 OCRERSHEORE, BRAEER
CTAPI_10000 API Not Found
CTAPI_0009 FToxsonAbody &£

fERA

bodyfE \NHIRE T

BkhRkBdata=zrER

data==ERE R #EAElistig={

ElRlistE HEE 0

B R listE F M EBII 505K

base64FIEAMIERH

IBRXHERAGE, 535

jpeg/png/jpg/bmp 8=

ESKE R A/NMEE 10M

BERRIAFEER, OHERRERIN/INT

5000K3F32

OCRIRB#EZOFH, BFHAEHER

11. base64 JREZAN : FEFRAEMAY safe base64 JRAZHI(

python HETE(HEH base64.urlsafe_b64encode() BREUHI TR

. java ®¥EFE(FER BASEG4.getUrlEncoder().encodeToString() BREGH I T4mAD
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State Cloud

6.3.3 ZEh%iHAl

1. EOfER

XERFRIZERE ((RPEAMEARRIEE. =8 (BR) | FEEREM) , #{TOCR

S, REFRNRIRIZERR RN R R E TR,
2, IBRABE

POST

3. EOEsk

B A AETURRE:
B R/ INBR -
B A R PRS:

4, 7% URI

Bal¥24F jpg. jpeg. png. bmp FEIMER
B F Bk A/ NARBIT 10MB, HtEEKEURAKRIT 505K
B E&E=RTRCATF 32x32, /\VF 50005000

Iv1/aiop/api/2gt54ed8660w/driven-plate-ocr/platelicense.json
5. B REH

153Kk header 2§

o

Content-Type

appkey
ctyun-eop-
request-id

eop-date

host

Eop-
Authorization

BEYIH

D

=il

il

D

=il

=il

SHHB HE 5l

string jsonf&=, application/json

string  LLHappkey 562b89493b1a40e1
b97ea05e50dd8170

string FFEX id, BAFEE, BAFPELL3dfa732-b27b-464f

string

string

string

B uuid F5EBITENMME—FFF -b15a-

8, BFE&EKER 21ed6845afd5
ERESE, HAFPWEE, fizan 202112217163014Z
yyyymmddTHHMMSSZ

Bimb AR, BEEFR ai-

global.ctapi.ctyun.c
n

HXE=EM accessKey
securityKey RER R4, &5&

TR
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State Cloud
PERNFREEREREN
accessKey . securityKey, &R
appkey (FRR) , AFIEXKId (
JERIm) | IEKETE), Rt RIEE
(ARIR) LIRIBKRIERE
TBEXKIR body S
o EEWIH SHE kP il THEMR
—IKa; 53K E S Base 64JRIDFRFERMIBLAY
data = List list, ;¥5: BEREEFAEMsafe base64 9j 4AAQSKZIRg...
YRR
6. iERIIBRG
Curl -X POST
"https://ai-global.ctapi.ctyun.cn/v1/aiop/api/2gt54ed8660w/driven-plate-ocr/platelicense.json”
-H "Content-Type: application/json"
-H "ctyun-eop-request-id:33dfa732-b27b-464f-b15a-21ed6845afd5"
-H "appkey:XXX"
-H "Eop-Authorization:XXX"
-H "eop-date:20211109T104641Z"
-H "host:ai-global.ctapi.ctyun.cn”
--data '{"data":["_9j_4AAQSkZJRg..."]}'
7. R[E{Ei5EE
(RN e 54
o EEYIH SHXRE R il THEIR
statusCode 2 Int REMAR, iRE 0 Fmpdh, REEERIC 0

13 S E TEANERNRIIER
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State Cloud

BEREREMIR, message["success"]f{
message =2 Object FigKlisthAYpINELE, message["fail"] success
RFBEKlistPRIKMELE.

RBIRER, RIRFIRTAD, 810 T&E
, . NE R NAIEEERBEY, TRAFFR :
returnObj 2 Object _ R returnObj
RRAENIFFHES, TP EIERBIZIRIZEE

#EB, NEURFEHEATKERBINERE

ZFmessage
s EEYIE SHE KB ] THRIR
success iy Int BRIIRIR 1
fail & Int FEIRIRR 0
ZkreturnObj
s ERWE SHEkE R 6l THEIR
number of plate . .
. = Int BRRBIZIRE RS E
licenses
B R RIRBIEIRZERlistRIERER,
detail 2 Int listHE—INEIEERAE. MIREE detail
. FlERE. EEES
Z=detail
SH BRI SHXRE P 5l TR

IRBIZIRZERRBAMTMIERER, B3N AT,
box = List WXDANERAEL. BE AT EFEMR
. B EATRESWIN B, ARBIRRAIASIR
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State Cloud
. YAARR
. TRBIEIRIZEEREER., Imﬁﬁﬁﬁﬂﬁifrqﬂﬂﬁi% L
plate type 2 String L
REEERE, &= (RE) . FeeiREhE
platelicense 2 String  IRBIEINEERE BD137G5
confidence £ Float IRBIZINEEEREE 1.0
THERKMOR BN R Z2L
o EEYE SHXRE R Bl TR
RS, MEAPIXIRNAYSE
statusCode 2 Int 4003
=t
String/Obje 1ERKMATIREIE /S error’
message 2 error message
ct 8i{'success":0,'fail":1}
details 2 String IREIXS R AVEE IR A BEXRPREdata=zER
IREIXT R A RRADFIFE IR
returnOb; & Object returnObj
==
error = String IR[EIT R AYFEIRAD Al_OP 4003
ZkreturnObj
£ BEEHE SHE WP =l TSR
errorCode 2 String SRR 4008
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£ EEWIE SHE R
errorMessage 2 String HREE

8, REHEDMG
I5KEIIREHE )

{
"statusCode": 0,
"message"”: {"success" : 1, "fail" : 0},
"returnObj": [{
"number of plate licenses": 1,
"detail": [{
"box": [
[123, 191],[214, 195],[213, 226],[122, 222]
I8
"plate_type": "HEkE",

"platelicense": "#C80000",

"confidence": 0.99

1
1

IERKMOR [EHE )

i1

{
"statusCode": 4004,

"message": "error",
"details": "data=FERE F #UBEARRlisti& (",
"error":"Al_OP_4004"

}
2 AR ROR EHE )
{

'statusCode": 0,
'message’: {'success": 0, 'fail": 1},

'returnObj'": [{'err_code": 4008, 'err_msg'": 'baseb4HUELEFE Y

9, RS

Pl
base64FIEAMERH

THRIIR
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200

E = L

p -y oy

State Cloud

ik

E BRI

10, $HixEII5AR

4 (EEIRED, 4 FFEASSIEIRED . 5 FFLJ9RRSSIEIRD.

CTAPI_0009

Al_OP_4002

Al_OP_4003

Al_OP 4004

Al_OP_4005

Al_OP_4006

Al_OP 4008

Al_OP_4009

Al_OP 4010

Al OP_4011

Al_OP_5000

HRER

Foxfjsondbody&#4

bodyfE A2 FEL

iERPARB datazFER

data=FERE R EHEARlistisz\

El R listRE F &0

Bl listRE HEEEid 505K

base64FIEAMERF

ERHERARGE, X

jpeg/png/jpg/bmp 8=

ESKE R A/NMEE 10M

ERRIFAFEER DPER
BRIMASTF5000FEF32

OCRERSZEORE, BHKRE

i

pali

iR

bodyfE A2 FEL

BEXkdkadata=FEg

data==EE R EIRARlistig=

] listPalE e 90

RlisthE R #E#81d 503K

base64HUELMERH

BREEAAEE, (5235 jpeg/png/jpg/bmp &
"

BsKE R A/MEIZ10M

ER RIAFEER OPERRER I NAST 50007

&F32

OCRIRSB#EZOFH, BFHRREER
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State Cloud

11. base64 JFEEINY :

EFEMAY safe baseb4 RIZS

python HETE(HH base64.urlsafe_b64encode() BREUHI TS

. java HEF(FER BASE64.getUrIEncoder().encodeToString() BREUHIT4RAS

6.3.4 S HHEEIR

1. #EOfER
HXEWHERE R,
KB, 3R, EERERA, RS, AZAE, EWHER, STEGRA.
2, BR7GE

POST

3. EOEsk
E R8RS . BHAH&IUSZHF png. jpg. jpeg. bmpigz(
B 5 AR BRERKE FANANERIT 7TMB

Al

FH{TOCRIEN,

ERRIRE: BRGERINMA/NT 32x32, AKTF 5000x5000

4, iBXK URI

Iv1/aiop/api/2z0yhhrzgvOg/tts/predict
5. B REH

153Kk header 2§

24

Content-Type

appkey

ctyun-eop-
request-id

eop-date

BEWIH

il

SH%

string

string

string

string

BY 5ER 5l
jsont&=, application/json
NFappkey 562b89493b1a40e1
b97ea05e50dd8170

FBFiEkK id, HAEPEE, BFPTILL3dfa732-b27b-464f
B uuid E5EBITEME—F -b15a-

g, BFEEGEKER., 21ed6845afd5
BEKATE, HEAEFMEE, 20211221T163014Z

RERNZINFE— I SERNE, EMS, &R,

TR
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yyyymmddTHAMMSSZ
host = string LinT AR, BEEFER ai-
global.ctapi.ctyun.c
n
Eop- = string HAXEZ=EM accessKey F
Authorization securityKey BERBEERK, 25&
BERNFREFBEREREN
accessKey . securityKey, &/
appkey (IEw5ZR) , BFIEXK I (
JERIR) |, ERESE, KinTRIEE
(Aem) LUIRISKIARES
153KIK body 24§
| EEWIE SEEE iRE il THEMHER
. . BRBENE Fhttp body, actionf{FERFBEISIAY BusinessCar
Action = String . . .
BiREiL, Hee"BusinessCardOCR" dOCR

—iKEl{&Base64miDEiEstring, Bl HEFERAEMN
ImageData £ String  safe base64%wmiS 5T, FEEEILK
"data:img/jpg;base64,”

6, ERIBRH

Curl -X POST "https://ai-global.ctapi.ctyun.cn/v1/aiop/api/2k8jo3ghhjwg/businesslicense/ocr/v1/BusinessLicense.json"

-H "Content-Type: application/json"

"appkey:XXX"
"Eop-Authorization:XXX"
"eop-date:20211109T1046412"
"host:ai-global.ctapi.ctyun.cn"

[ T W T
I T T T T

"ctyun-eop-request-id:33dfa732-b27b-464f-b15a-21ed6845afd5"

--data '{"Action": "BusinessCardOCR","ImageData": "9j_4AAQSkZJRgABAQAAAQABAAD_4QAWRXhpZgAATUOAKgAAA..."}!

7. RENEREE
15K TIIR B E N 248
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State Cloud
B4 EEVIE SHs
statusCode 2 Int
message = String
returnObj 2 Object
ZkreturnObj
o BEVE SHs
license type 2 String
detail = Object
Z=detail
o BEYIEH S
union_id = String
regist_no = String

X8=

1588 il THEHER

REMAZ, REIOFRALN, REERAE
0
&

SE TEIEIREIIE
W& statusCode 0, iR[E|success; ¥R
statusCode3E0, NIIR[EIXGRNATRTIEFEIR(S success

2
B

IRBIRERTE, FHAGEWRRIER

AHERLARSE—HERNE. BR £ returnObj
P AREXER
1588 il TSR

BRI KA BT ER.,
'Business License'®XRBEIFEE .

. . Business License
JI'#1B8, 'Not Business License'

FHrERTEEWHR
ERpESES, 8%+

- detail
= aﬁﬁﬁﬁ& B, EFFEER
L] {5l THEIR

F— 1 {ERAE -

S -
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State Cloud
name =2 String B -
type = String it} -
addr 2 String {¥Fr -
legal _rep e String EEREA -
regist_captial @ String FEE -
establish_dat
= String B3z BEA -
e
operation _pe
= String SAVEARR -
riod
SRR (RUEIXGIE
real captial & String HEBRELI, SEEh
BLILIER)
IR SISIE BVE-S5'
B8 EEYEHE SHXRE  HE il THIR
IR, SUAEERR
statusCode 2 Int 400009
ERAERD
message = &2 String REXSMAVERER Action(EIZBHIR
details 2 String REIXS R AIEE IR A Action(BIZEfEIR
error = String IR BT R AYFEIRAD Al_OP 400009
8. IR[EHERA!
IERREA I E ERN]
{ =
"statusCode": 0,
"message": "success",

"returnObj": {

"license type": "Business License",



E = L

p -y oy

State Cloud

=8 ST B =]

{
"statusCode": 400009,

"message": "ActionfHiX EHiiR",

"details": "ActionfHiX EHiiR",

"error":"AI_OP_400009"

9. KT

WS ik

200 E BRI
10, $EiRHSiRER

6 fzEEiRAS. 4 FFLALSSHEIRED , 5 FFL9ARSSHHIRAT.

Hixhg Hixlso

CTAPI_10000 API Not Found

CTAPI_0009 FosgjsontIbodyS#1

Al_OP_400005  ERIRKREUEIR

fERA
ERATF T,

FREJIE R
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State Cloud
$EiIR3 HEIRES fEiRfEA
Al_OP 400006  MERSEKIE WIHISEL (‘Action’. 'ImageData’) k&
body=8iEk: (‘Action’. 'ImageData') SMNIS
Al_OP_400007  f{&IEASH
%5
Action=FE&{E AstringZHY
Al_OP_400008  IEK{ARAIFEREBUHIR
ImageData FER{EIstring2EE!
ActionFRRIEAZFFF
Al_OP 400009  ActionfEigBiEir
ImageData FER{EATFH
Al_OP_400010  'lmageData"FE{EANZTFF  'ImageData'FEibase6dFfFRIEMFHIDRHE
'ImageData'FEtbase64%E
Al_OP 400011 'ImageData'=FERbase64EURN RS &
WIEFE
Al_OP 400012  iBERMMHEAAEE X255 jpeg/png/jpg/bmp &3
Al_OP_400013 E R XHRINAFEEK IZX RN EEK BHFSERERNFTM
Al_OP 400014  ERf#ER3EIR FOBELABRER
Al_OP_400015 BERRIFTHFEEK PHERKER T NAF T 500041 F32
ALOP 500001  [RBEORE, BHAZER TEHASHERNE

11. base64 JRFZAN : FFFRAEMAY safe base64 JRAZH I

python HETE(HH base64.urlsafe_b64encode() BREUH TR

. java H¥EFF(FER BASEG4.getUrlEncoder().encodeToString() BREGHITIRD
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State Cloud

3k,

6.3.5 BIMIFIRAY

1. #EOdER

HXSENEETE R, #TOCRIEN, IREHGNZERISINES., #a. 5. EfE
HAERH, YIRUIEER]. ESEE, BREIR. SEBRRIRSHFERIRE.
&t BORRFRKERIEK, AR Rlist.

2, 15227‘3_15
POST
3. EO=XK

BRHMYZRF base64 fASHNIER, —IRIER(GHF—REIE.

B A 1EzURE): BRI jpg. jpeg. png. bmp &z,
BRX/\REI: base64 #wiSfg, BRKX/INAEY 7 MB,
ERRIRE: BRGERIMNA/NT 32x32, AAKF 5000x5000,

4, {BXKURI

Iv1/aiop/api/3131mkjgbqck/driver-lisence/ocr/detect
5. B REH

1.35K3Lheader&#{

=5 =k

AE

= gE = g =il

Content-Type =3 String  json &% applicationfjson

appkey 2 siring  F&RIAappkey 562b89493b1a40e1b97ea05e50dd8170
ctyun-eop- o AFERid, BfAFEE, AFALIEE wid SAERTERE =05, BTaEERes. 33dfa732-b27b-4647-b15a-

request.id =SNG e pythonaTERSA 21ed6845a1d5

eop-date 2 String E?% iﬁﬁ;fﬁ;ﬁ S kit 20211221T163014Z

host = Siing  #ETREE, BEFE ai-global ctapi.ctyun.cn
HBFEZEM accessKey 1 securityKey SEERE4AM, S5EE4MNTEREIEFTE =M accessKey .

Eop- & Sitin securityKey, FRmArvappkey (IEH7R) , APERIM GE24AE) | BRI, SRTSES GE0E) LEER

Authorization = 9 HHE.

EEEEFIE: RSNy thon3TERzE

2.i5KRbodyS£]
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State Cloud

=8 BEME 2 SHEE Ri
Action =2 String HiEER, EEE DriversLicense”
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