du
in

ZOSYIZR1FiEPython_SDK{EF
HEE
THESRE

BXER
o SDKEFEEPUERTHEME WA (A0FEBkEE, mdshttps://www.ctyun.cn/document/1002
6735/10110276)
IRIE ER

IEFERIPython SDK BREIATLASZHEF Python 2.7 LUK Python 3.4 - python3.11(python3.12& LA EhR
NEARTHS), EEMAERNE B L LEEPython(2.X8& 3. X)pip(Python2.X)&& pip3(Python3.X),

SDK%Z %
BERISDKZ NS Mz e LR <RI\,

o Linux F&3E
REPythonkRASDKEAEE, EALITGOMHTRE, BIFETroot P HTRE, TABSHA
TR TR,
Python2.X kg4~

unzip sdk_python2.X.zip

cd sdk_python2.x/sdk/

pip install -r requirements.txt
sh install_extension.sh

Python3.X 74~

unzip sdk_python3.X.zip
cd sdk_python3.x/sdk/

pip3 install -r requirements.txt
sh install_extension.sh

e windows N&3E
TEPythonhRASDKELER), (FRALATGHOHITRE. RERIEZNwindowsEiN EERETHE,
TLRE 8 TosRA0.2ipSeft., TESTHHRERINE, HAwindows® &1, HUTLITHS:
Python2.X higas

pip install -r requirements.txt
python install_extension_window.py

Python3.X k4~

pip install -r requirements.txt
python install_extension_window.py


af://n0
af://n2
af://n3
af://n4
https://www.ctyun.cn/document/10026735/10110276
https://www.ctyun.cn/document/10026735/10110276
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EXBHBE—T, window FEHAIpython install_extension_window.pyan< 245 E486 FHEAservice-
2.s3.sdk-extras.json3 4 NEpythonfJHITER T, WIREHRITHRHREN, FEEBE K service-
2.s3.sdk-extras.json¥£ N ZE| “pythonZZEHR\Lib\site-packages\botocore\data\s3\2006-03-01"FHE
Bp=,

2

EIEUERSDKIEOZHI, FERIERZ0S, ERLATRRGIALAERZOSHEZRFIETPython2.7.5,
RIATETE O,

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="" #access_key

secret_key="" #secret_key

url="" #ZOSERET A
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)

HETERIABYconnect_timeoutiBRTAYEIN60F,, WNEEEZEE, BJLAFEIEE Fconnect_timeout:
(connect_timeoutix g SIRERIARGEZEIR IR ED)

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

from botocore.client import Config

access_key="" #access_key

secret_key="" #secret_key

url="" #zOSERT A

#IC B RN I TR DN 58P, SR EON0

myConfig = Config(connect_timeout=5, retries={'max_attempts': 0})
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url,config=myConfig)

REEIRIBEN

IBKARERIREMEXER, BABRIBRERERIBESE TR, B— MRS NARRIERD
R, BIRREONRRE.
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T
100
200
201
202
204
206
304
400
400
400
400
400
400
400
400
400
400
403
403
403
404
404
404
405
408
409
409
411
412

416

sEIRAI IR

Continue

Success

Created

Accepted

NoContent

Partial content
NotModified
InvalidArgument
InvalidDigest
BadDigest
InvalidBucketName
InvalidObjectName
UnresolvableGrantByEmailAddress
InvalidPart
InvalidPartOrder
RequestTimeout
EntityToolLarge
AccessDenied
UserSuspended
RequestTimeTooSkewed
NoSuchKey
NoSuchBucket
NoSuchUpload
MethodNotAllowed
RequestTimeout
BucketAlreadyExists
BucketNotEmpty
MissingContentLength
PreconditionFailed

InvalidRange



EI=ND FEIRES IR
422 UnprocessableEntity

500 InternalError

BucketiE{E
Create Bucket

IDgEiER

Create Bucket IEKALITHEEWKS TEIE—MFA9Bucket, BRNFAFPESNRIRBREIACIZAIREE
REEI100ME.

TR HREISOKEEAIE, BAAEEH G ERE LEH FEAEEES FOIEEEMN, kEZ
EZRLAELE,

HikRE

create_bucket(

ACL="private"|"public-read",
Bucket="bucket-name",
ObjectLockEnabledForBucket=True|False,
AzPolicy="single-az"|"multi-az",
StorageClass="STANDARD" | "STANDARD_IA" | "GLACIER"

SERER
BHEM


af://n133
af://n134
af://n135
af://n138
af://n140

SHEWR

ACL

Bucket

ObjectLockEnabledForBucket

AZPolicy

StorageClass

IR[Ol455R KeisiaR

'ResponseMetadata’: {
'HTTPStatusCode':

SR

BucketfUACLERE, ECES#Put Bucket
ACL

Bucketf9&FR, KESEEIA3EI631N=F
7, ENEFH, #=E. R () .
EELARRIZ (1) FREkEdERE.

FFREXAFBIEBuckethIObjectBiELD
g8, EABIERINIS®EPut Bucket Object
Lock Configuration

TEHIEURTURIRRE, ANE(EA 'single-
az'fl 'multi-az', PDRIFRIE AZ FiEFIZ
AZ 8. BRANER AZ 4%

MIEMESEE, aN%ER

'STANDARD', 'STANDARD_|A'
'GLACIER', DBIFRTME. SR, T84,
EIARERNE

200,

'RetryAttempts': 0,

'HostIid': "',

String

String

Boolean

String

String

'RequestId': 'tx000000000000000000016-0060a4ca03-47ce2-default’,

'HTTPHeaders': {

'date': 'wed, 19 may 2021 08:19:15 GMT',
'content-length': '0',

'x-amz-request-id"':

default',
'connection':

IEEIER

ResponseMetadata

i

#-*-coding:utf-8 -*-

'Keep-Alive'
g
httpiE IR EIEWE

from boto3.session import Session
from botocore.exceptions import ClientError

import sys

'tx000000000000000000016-0060a4ca03-47ce2-

B & I Ho

ol

iy

i
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def is_client_error(code, e=None):
if e is None:
exc = sys.exc_info()[1]
else:
exc = e
if disinstance(exc, ClientError) and exc.response["Error"]["Code"] == code:
return ClientError
return type("NeverEverRaisedexception", (Exception,), {}) if e 1is None else
False

def test_cb(bname, acl):

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session=Session(access_key,secret_key)

s3_client=session.client("s3",endpoint_url=url)

try:

response =
s3_client.create_bucket(Bucket=bname,ACL=ac1,AzPolicy="single-

az",StorageClass="STANDARD")

except is_client_error("BucketAlreadyExists"):
print('catch exception BucketAlreadyExists')
except is_client_error("BucketAlreadyownedByYou"):
print('catch exception BucketAlreadyownedByYou')
except is_client_error("InvalidBucketName"):
print("catch exception InvalidBucketName")
else:
print(response)
if _name_ == '_main__":
bucket = 'testing-bucket
ACL = "private"
test_cb(bucket,ACL)

Delete Bucket
ThREisER
Delete Bucket i§ KA LATESEEMS PR Bucket, MIPRZRIZEEK Bucket A=,
HikRE
delete_bucket(Bucket="string"')
SEi5H

o e SR e BB

Bucket E=EMIFRAIBucketZFR String =2
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IR [O]455Ri5ER

{
"ResponseMetadata": {
"HTTPStatusCode": 204,
"RetryAttempts": O,
”HOStId": llll,
"RequestId": "tx00000000000000000006d-0060afde86-386a-default",
"HTTPHeaders": {
"date": "Thu, 27 May 2021 18:01:43 Gm™MT",
"x-amz-request-id": "tx00000000000000000006d-0060afde86-386a-
default"
}
}
3
IREIER
IBEIZR g -5}
ResponseMetadata httpiEKIREIZWE Dict
<l

#-*-coding:utf-8 -*-

from boto3.session import Session

from botocore.exceptions import ClientError
import sys

def is_client_error(code, e=None):
if e is None:
exc = sys.exc_info()[1]
else:
exc = e
if isinstance(exc, ClientError) and exc.response["Error"]["Code"] == code:
return ClientError
return type("NeverEverRaisedException", (Exception,), {}) if e is None else
False

def test_rb(bname):
# #void
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
try:
response = s3_client.delete_bucket(Bucket=bucket)

except is_client_error("NoSuchBucket") as e:
print('catch exception NoSuchBucket')

except is_client_error("InvalidBucketName") as e:
print("catch exception InvalidBucketName")

except is_client_error("BucketNotEmpty") as e:
print("catch exception BucketNotEmpty")

else:
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print(response)

if _name__ == "_main__":
bucket = 'test-bucket2'
test_rb(bucket)

Head Bucket

Thgeiseg

Head Bucket iEsRATIUHIMTIENBucket A TFIERL & REBRIRIIEZBucket(EfthFIFE FBucket),
hiERE

head_bucket (Bucket="bucket-name")

SEineE
SHEM SR x5 REWR
Bucket Bucketf9ZFR String =

IR [EI45 SRR
{

'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': "',
'RequestId': 'tx000000000000000000017-0060a4cd72-47ce2-default’,
'HTTPHeaders': {
'content-length': '0',
'connection': 'Keep-Alive',
'X-amz-request-id': 'tx000000000000000000017-0060a4cd72-47ce2-

default',
'x-rgw-object-count': '3"',
'date': 'wed, 19 May 2021 08:33:54 GMT',
'X-rgw-bytes-used': '20971986'
}
}
}
» -, #
IRER ik ,
B
ResponseMetadata  httpiEKiREEHE Dict
HTTPStatusCode httpiERIRED Int

1ZBucketSLFRMFERIS(HELE, FFRTTUAS4HEGE, FBucket
X-rgw-object-count ZhRAIEX, 2% Put Bucket Versioning , B ERMIBRAYAT Int
IBHISEHEIEMR, FERTHIERES.

x-rgw-bytes-used HRIBucket 34 SIBRISEIR=E, BAIFT Int
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il

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
try:
print(s3_client.head_bucket(Bucket="bucket-aa"))
except Exception as e:
error_message = str(e)
if "An error occurred (404)
print("bucket not exist")
else:
print(e)

in error_message:

List Bucket

TJgEi%EB

List Bucket BJLAFHIEKFAFHBRIFIBERIbucketFlIZR,
HiERE

Tist_buckets()

S5
%
IR [E1455Ri5ER

{"owner": {"DisplayName": "Tiubingrun", "ID": "void"},
"Buckets": [

{"CreationDate": datetime.datetime(2021, 5, 28, 8, 21,

tzinfo=tzutc()),
"Name": "test-bucket"

3

SPR

{"CreationDate": datetime.datetime(2021, 5, 28, 8, 21,

tzinfo=tzutc()),
"Name": "test-bucketl"

3

{"CreationDate": datetime.datetime(2021, 5, 28, 8, 21,

tzinfo=tzutc()),
"Name": "test-bucket2"

1¢

"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostId": "",

776000,
56, 389000,
57, 765000,
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"RequestId": "tx00000000000000000000f-0060b0a885-20bdd-default",

"HTTPHeaders": {

"transfer-encoding": "chunked",
"date": "Fri, 28 May 2021 08:23:33 GM™MT",
"x-amz-request-id": "tx00000000000000000000f-0060b0a885-20bdd-

default",
"content-type": "application/xml1"
}
}
3
IROIZEER iR 5]
ResponseMetadata httpiE KR EIZWE dict
Owner FHAbucketfIEE dict
Buckets bucketf971ZR list
]l

#-*-coding:utf-8 -*-

from boto3.session import Session

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client("s3", endpoint_url=url)

response = s3_client.list_buckets()

print("%s's bucket:" % response["Owner"]["DisplayName"])

for bucket in response["Buckets"]:

print('bucket: %s create on %s' %

(bucket["Name"], bucket["CreationDate"]))

List Bucket Object

ThREisER

List Bucket ObjectiFKATLAFIHiZ Bucekt FERDEEATEODject, REIZIERFEME Read FUR.
HiERE

client.list_objects(
Bucket="string',
Delimiter="string',
Marker="string',
MaxKeys=123,
Prefix="string',
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S

SHaEM SdiiA %

Bucket BucketfY&zFR String

Delimiter X EFRH T O EHNFRE String

Marker RRistEEAYERIAR String

MaxKeys —RR[ElkeysRIRRAEE (FAIAEFI_EPR/91000) Integer

Prefix REIREIRkeyRIRIER String
IR [O]45 515t EE

{

"Name": "demo-bucket",

"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostId": "",

"RequestId": "tx0000000000000000008c2-0060b455b8-20bdd-default",

"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Mon, 31 May 2021 03:19:20 GM™MT",

D O D A

iy

"x-amz-request-id": "tx0000000000000000008c2-0060b455b8-20bdd-

default",
"content-type": "application/xml"
3
e
"MaxKeys": 100,
"Prefix": "",
"Marker": "",
"EncodingType": "url",

"IsTruncated": False,
"Contents": [

{

"LastModified": datetime.datetime(2021, 5, 31, 1, 36, 11, 396000,

tzinfo=tzutc()),
"ETag": ""5e692532922c938080e691a0f895993d"",
"StorageClass": "STANDARD",
"Key": "test/f3/f3_3",
"owner": {
"DisplayName": "void",
"ID": "void"
I
"Size": 1377
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IREER faig

ResponseMetadata httpiE kiR [EIEHE

Name Bucket B9ZFR

IsTruncated IR[EIZEREEEMT

Contents IREINSRAVTIZR

NextMarker EERENT, NEHSUFERIMarker-
o)

from boto3.session import Session

def test_lb(bname):

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"
session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)

response = s3_client.list_objects(Bucket=bname, MaxKeys=100)
# print(response)
for obj in response["Contents"]:
print('object: %s Size: %s Owner: %s' %
(obj["Key"], obj["size"], obj['Oowner']['DispTayName']))

def test_Tb_bDelimiter(bname):
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)

response = s3_client.list_objects(Bucket=bname, Prefix='"test/',
Delimiter="/", MaxKeys=100)

if "CommonPrefixes" 1in response:
for prefix in response["CommonPrefixes"]:
p = prefix['Prefix']
print(p)
response = s3_client.list_objects(Bucket=bname, Prefix=p)
for obj in response["Contents"]:
print('object: %s Size: %s Owner: %s' %
(obj["Key"], obj["Size"], obj['oOwner']['DisplayName']))
else:
print(''No CommonPrefixes")

if __name__ == '_main__":
bucket = 'demo-bucket'
test_Tb(bucket)
print(’————————— e~ 9

test_Tb_bDelimiter(bucket)
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Put Bucket Policy
TgEisER
Put Bucket Policyig=kF§FHZ0S S3 bucketiZ EFHRAL.

HikFEE

put_bucket_policy(
Bucket="bucket-name",
Policy="{"
'"version": "2012-10-17","
'"Statement":["'

l{l
IIIS_idlI: ll_id_lll,l
'"Effect": "Allow",'
l'lPr‘_inC_ipa‘lll: ll.":ll’l
'""Action": [ "s3:PutObject"],'
'"Resource": ["arn:aws:s3:::acl3/*"]"
l}l
l] 1
l}l
)
S4IREE
SHBW SR -]
Bucket Bucketf9ZFR String
Policy RBTEbucket ERISRER String

Bucket Policy&ZFEHmIAII T :

el

]
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FB

Version

Id

Statement

Sid

Effect

Principal

Action

Condition

Resource

NotResource

IR [O1455Ri5ER

i
fRFE5Amazon S3—3, FTZ#F"2012-10-17"F1"2006-03-01"
ESRIEID, FEREEAIME—IRR

TRERIRIA, ENTERNPRIES], SRERIEAIStatementa]H
SEMAER, BREAR— Ndict, BRBRTEEUTFR:
Sid Effect Principal Action ReSource Condition

REIEERISHNARIID

RERIRAUR, RS EA SR RIBAISIRZIZZ A RIE 2%
K, EEFEK: BEEAAlow’, IBHEIEK: EENDeny”

IR, BB ARERISHNARTERRBR, RIEmR ",
FAFTBAR. BXEANuser# TIEAET, Principalt&z{/9"AWS":

"arn:aws:s3:::user/userld"

B, BMEEAFRMRISHARTERRNZOSEE, LIFIRFAE
W, AEESFEERME, LIESHER. SHHBEM ™, TNXRIRE
ETHIORTE#ME. FERAYAction

B"s3:GetObject", "s3:GetObjectAcl", "s3:PutObject”,
"s3:PutObjectAcl"&

FHHEG), 1EEAFMRISATIRGIRSM. ATLABE Conditiond
ZOSEFRBIAYE, /a0 "Condition™: {"StringEquals":
{"aws:Referer":["waw.ctyun.cn "]}, IEASANEREffectA"Allow”, M
FEFRE" www. ctyun. cn "BYIEK; IR Deny”, MiE4s,

IEERREBIN—ARE, SHSHEEk /" frERIR

IBERIEAMERN—RZR, RISIBERT BRItz /MIEEZR, B
{&[F Resource

'ResponseMetadata’: {

default’

'RequestId’':

'"HostId': "',
'"HTTPStatusCode': 200,
'"HTTPHeaders': {
'x-amz-request-id': 'tx0000000000000000000e2-0060adh2d8-105a-

3

'content-length': '0',
'date': 'wed, 26 May 2021 02:30:48 GMT',
'connection': 'Keep-Alive'

'RetryAttempts': 0

3

xB
string

string

list

string

string

dict

list

dict

string

string

'tx0000000000000000000e2-0060adb2d8-105a-default"’,

iy

iy

Him

iy

el

aJi%,
Resource 5
NotResource
BEE—

ali%,
Resource 5
NotResource
wE—
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IREIER ik e

ResponseMetadata httpiEKiR EIEHE Dict
HTTPStatusCode httpiE RS Int
o]

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
res = s3_client.put_bucket_policy(
Bucket="bucket-name",
Policy="{"
'"version": "2012-10-17",'
'"Statement":["'

g
'"sid": "id-1","
'"Effect": "Allow",'
'""Principal™: "*",'
'""Action": [ "s3:PutObject"],'
'"Resource": ["arn:aws:s3:::acl13/*"]"'
g

print(res)

Get Bucket Policy

TJgEiEB

Get Bucket PolicyiEKFRBUR BEE—Moucket EAIZRRES
HiERE

get_bucket_policy(Bucket="bucket-name")

SE5EE

o e S xE EEBYMR

Bucket BucketB9&ZFR String 2


af://n448
af://n450
af://n451
af://n453
af://n455
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{
'ResponseMetadata'’: {
'RequestId': 'tx0000000000000000000e3-0060adb4f8-105a-default’,
'Hostid': "',
'HTTPStatusCode': 200,
'HTTPHeaders': {
'x-amz-request-id': 'tx0000000000000000000e3-0060adb4f8-105a-default’,
'content-type': 'application/json',
'content-length': '182"',
'date': 'wed, 26 May 2021 02:39:52 GMT',

'connection': 'Keep-Alive'
be
'RetryAttempts': 0
be
"Policy': '{
"version": "2012-10-17",
"1d": "s3PolicyIidl",
"Statement": [
{
"sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::bucketl/*"
}
]
1
}
IBEIER fid 5]
ResponseMetadata httpiEsKiR EIEHE Dict
HTTPStatusCode httpiERIRSG Int
Policy IREbucketfpolicy Dict
o]

#-*-coding:utf-8 -*-

from boto3.session import Session
import boto3

access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print(s3_client.get_bucket_policy(Bucket="bucket-name™))


af://n467
af://n486

Delete Bucket Policy

INgeiR e
Delete Bucket PolicyiZk AMERIR BT Nbucket ERIFERE
HiERE

delete_bucket_policy(Bucket="bucket-name")

S5 e
SHaEW SR S5 BRYR
Bucket BucketB9&ZFR String =2

IR [E1455Ri5t08
{

'ResponseMetadata’: {
'RequestId': 'tx0000000000000000000e4-0060adb8ac-105a-default’,
'"HostId': "',
'HTTPStatusCode': 200,
"HTTPHeaders': {

'x-amz-request-id': 'tx0000000000000000000e4-0060adb8ac-105a-

default',
'content-length': '0',
'date': 'wed, 26 mMay 2021 02:55:40 GMT',
'connection': 'Keep-Alive'
I
'RetryAttempts': 0O
}
}
IBEIER A E-3i4]
ResponseMetadata httpiEKiREIZWE Dict
HTTPStatusCode httpiE IR Int
]l

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print(s3_client.delete_bucket_policy(Bucket="bucket-name™))
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Put Bucket ACL
AL

IREBucketfIACL, IE=HIXTBuckethIiBIAIRIR, ZIRFRERFEBWRITE_ACPHR,
E=MARIREACL, =MAXACEFER, SRR —TSHEE. HS, BETACLSHAE T
1BE, BIREMENHEREIACL, FEEFISERPHTRIN, EiZS5ECIvR, el lMERS
SRR, 1iZSEUERIBRLHITEIE; AccessControlPolicy2EA T AIGrantS 805 X ET LA
FXERP TN, AccessControlPolicy SZUBIHIEKRAMERE, MGrant BT IERLEE. =
MERESBEFEEACLEN, SIEHEEESIRIR, SHRBREEACLEN, MISEEREBIER
ACLIINEIARIBERIRIN A (ACLBHA X SHIANSRFIAERPRIZIFULL_CONTROL, m5B4MaEH
ARVAREBEERACLEM) .

HikRE

put_bucket_ac1(
Bucket="string',
ACL="private'|'public-read"',
AccessControlPolicy={
'Grants': [

{
'Grantee': {
'"Type': 'Canonicaluser'|'AmazonCustomerByEmail'|'Group',
'ID': 'string',
'"EmailAddress': 'string',

'"URI': 'string'
b
'Permission':
"FULL_CONTROL ' | "WRITE'| "WRITE_ACP'|'READ'|'READ_ACP'
be
1
'owner': {
'ID': 'string'
3
e
GrantFullcControl="string"',
GrantRead="'string',
GrantReadACP="string',
Grantwrite='string',
GrantwriteACP="string"',

SRR
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SHEM

Bucket

ACL

AccessControlPolicy

Grants

Grantee

Type

ID(Grantee)

EmailAddress

URI

Permission

Owner

ID(Owner)

GrantFullControl

GrantRead
GrantWrite
GrantReadACP

GrantWriteACP

IREI45RiER

Sk
BucketH9ZFR

FhE X HIEIREACL,
EYESERE

'private’
'public-read'

BASMEGIRN—MEFRBEESH

sl
WA

BRI FAFRE,

HEEE

'CanonicalUser'
'AmazonCustomerByEmail"Group'

WHRRABFID

WIS (3 HRITESERFERRRIRTE, emailAddressHIASZS, R

{#FemailAddress/R,)

HAZAURI
EESEEN

FRFEHAF: http://acs.amazonaws . com/groups/global/Allusers
FFBIANIERF: http://acs.amazonaws . com/groups/global/Authenticatedusers

A AR F ISR,
RETE
'FULL_CONTROL'
"WRITE"WRITE_ACP'
'READ"READ_ACP'

Bucketfig#&
BucketfE&ID

BIENBFE LB Tread, write, read ACP, and write ACP#{E
LARGrant*2%7, 1&z{EBR"id=xxxx"g("emailAddress=xxxx"B&"uri=xxxx"LARth
NEE (BESER) (F LeIESEHERIERD, emailAddressHHHAZ

¥, REEFERBemailAddress/AR)

WA AT LA TR, BPlist object
W AFA LI TEIRE, ISR, MRSESSRETECHNS

R AT LUSEERBAIACL
AR A AT LUESERIACL

'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': O,
'HostId': '',

'RequestId':

'HTTPHeaders': {

default',

'date': 'wed, 02 Jun 2021 02:52:37 GMT',
'content-length': '0',
'tx000000000000000000001-0060b6f275-2cf25-

'x-amz-request-id"':

'content-type': 'application/xml',
'connection': 'Keep-Alive'

KB

String

String

dict

list

dict

String

String

String

String

String

dict

String

String

String
String
String

String

Ho
iy
&
=N

ACLBHTTHM/R, EfthFi
B, NABEER

ZITE TR, BEfRmisET
NUAEEREF

ZAE TR
[EVE A

[EVE A

Type/g'CanonicalUser', %=
ERIBIR

MR Type
J9'AmazonCustomerByEmail',
MhZZF B

R Types'Group', MZFE:
IR

ZITH TR
ZHH AR
ZE R
&
&
&
a
&

'tx000000000000000000001-0060b6f275-2cf25-default’,
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IREIER Hiig

ResponseMetadata httpiEIIREIEHE
HTTPStatusCode httpiE FAIRSAS
]

from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-1"

res = s3_client.put_bucket_acl(Bucket=bucket_name, ACL='private')
print(res)

res = s3_client.put_bucket_acl(
Bucket=bucket_name,
AccessControlPolicy={
'Grants': [

{
'Grantee': {
'Type': 'Canonicaluser',
'ID': '"test-1',
I
'Permission': 'READ'
b
{
'Grantee': {
'"Type': 'CanonicaluUser',
'"ID': 'test-2',
I
'Permission': 'READ'
be
{
'Grantee': {
'Type': 'AmazonCustomerByEmail',
'EmailAddress': 'abc@abc.com',
I
'Permission': 'READ'
b
1
'owner': {
'ID': 'test-1'
}

)

print(res)

res = s3_client.put_bucket_acl(
Bucket=bucket_name,
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GrantReadACP="'1id=test-4",
GrantwriteACP="'emailAddress=def@def.com')
print(res)

Get Bucket ACL

TDREISER

Get Bucket ACL #2[1F35R3REN Bucket B9 ACL, BD7Zfift@ (Bucket) RUIBIEPRIZHIFIZR. 1ZREHR

READ_ACPHUR, ZINABREIRIZEERSPUt Bucket ACLES#—3, BEEEITENE, WMNRLAARFERE
B, REERTPERLUI RSN ARIDRZNHIL, BlTypefARAmazonCustomerByEmail, &
CanonicalUser,

HikRE

get_bucket_acl(Bucket="string')

S#iREE
SHER S £S5 ERYR
Bucket Bucketfy&ZFR String =
IREIZ5Ri508
{
'owner': {
'DisplayName': 'test-1',
'ID': 'test-1'
be
'Grants': [
{
'Grantee': {
'Type': 'Group',
'"URI': 'http://acs.amazonaws.com/groups/global/Allusers'
I
'Permission': 'READ'
be
{
'Grantee': {
'EmailAddress': '',
'Type': 'Canonicaluser',
'DisplayName': 'test-1',
'ID': 'test-1'
b
'Permission': 'FULL_CONTROL'
3,

'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'Hostid': "',
'RequestId': "tx000000000000000000005-0060b6f276-2cf25-default’,
'HTTPHeaders': {
'date': 'wed, 02 Jun 2021 02:52:38 GMT',
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'content-Tlength': '843"',

'x-amz-request-id': 'tx000000000000000000005-0060b6f276-2cf25-

default',

'content-type': 'application/xml',

'connection': 'Keep-Alive'

}
}

3
IREIEER g i
Owner BucketpfB& Dict
DisplayName(Owner) BucketFFEEHETA String
ID(Owner) BucketffBE&HIFEFID String
Grants BERFIE list
Grantee I AR dict
Type St e S string
URI HIRILAURI string
ID(Grantee) I ARID string
DisplayName(Grantee) W FAF RS string
EmailAddress otz ] string
Permission AN R string

il

from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-1"

res = s3_client.get_bucket_acl(Bucket=bucket_name)
print(res)

Put Bucket Lifecycle Configuration
TgEisER

Put Bucket Lifecycle ConfigurationiZFESRE N Bucket FY4EAREIEARIN,
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HikER

put_bucket_T1ifecycle_configuration(
Bucket="string',
LifecycleConfiguration={
'Rules': [
{
'Expiration': {
'Date': datetime(2015, 1, 1),

'Days': 123,
be
'ID': 'string',
'Prefix': 'string',
'Filter': {
'Prefix': 'string',
'Tag': {
'Key': 'string',
'value': 'string'
b
'And': {
"Prefix': 'string',
'Tags': [
{
'Key': 'string',
'value': 'string'
be
]
}
be

'Status': 'Enabled'|'Disabled',
'Transitions': [

{
'Date': datetime(2015, 1, 1),
'Days': 123,
'StorageClass': 'GLACIER'|'STANDARD_IA'|'STANDARD'
b
1¢
'"NoncurrentversionTransitions': [
{
"NoncurrentbDays': 123,
'StorageClass': 'GLACIER'|'STANDARD_IA'|'STANDARD'
B
I

'NoncurrentVersionExpiration': {
"NoncurrentDays': 123

B

'AbortIncompleteMultipartUpload': {
'DaysAfterInitiation': 123
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S

BHEW

Bucket
LifecycleConfiguration
Rules

Expiration

Date

Days

Filter
Prefix
Tag
Key

Value

Status

Transtions

StorageClass

NoncurrentVersionTransitions
NoncurrentDays

NoncurrentVersionExpiration
AbortincompleteMultipartUpload

DaysAfterlnitiation

IR [E1455Ri568

"ResponseMetadata": {

SR

TRIRME—RIRNY

IEEFERETR

S EHINIAO SRR

EanEERHINY

FA B R AU S R SR AT HART A)
TS SRASTHA R A, B #3/91S08601
820, BISUTCHRORY
TSR MNLTRAIREL

oRENEEESSES
ANAIA ST W[ESP ESETEE

Rz PN BB FE BRI R
IRERIETR

ERE

TRRESMNEMN , BIEE:
Enabled, Disabled

R R(ARI 1 FZIEERIStorage

Class

TR AR R BS540
STANDARD/STANDARD_IA/GLACIER
TRIRD SERR AN A i AL

PRI SRAOFE SERR A ZARLTERAIR
%

PR SERRAS BT HRALNY
IRRBRARTT IS R L&
TRR—IRDBR LERSTFERE

"HTTPStatusCode": 200,

"RetryAttempts": O,

nwn

"HostId": s

string

string
dict
list

dict

datetime

integer

dict
string
dict
string

string

string

list

string

list

integer

dict
dict

integer

REYR
=

&, B
E, WFE
E, BEiER
ID

il

il

0 fD

Date5Days
Zid—

Date5Days
Zid—

iy

D I HO

H

il

A
A

IR B TFiE
M, =R

A
A

iy

H o

iy

"RequestId": "tx000000000000000000071-0060b9%e5aa-aca5-default",

"HTTPHeaders": {

"date": "Fri, 04 Jun 2021 08:34:50 GMT",
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"content-Tength": "0",

"x-amz-request-id": "tx000000000000000000071-0060b9e5aa-aca5-
default",

"content-type": "application/xml1"

il

#-*-coding:utf-8 -*-

from boto3.session import Session

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client('s3', endpoint_url=url, verify=False)

bucket_name = 'public'

res = s3_client.put_bucket_Tifecycle_configuration(
Bucket=bucket_name,
LifecycleConfiguration={

'Rules': [
{
'Expiration': {
'Days': 365
B
'ID': 'Lifecycle Test',
'Status': 'Enabled',
'"Filter': {
"And': {
'Prefix': 'test',
'Tags': [
{
'Key': 'tag-1',
'value': 'val-1'
e
]
3
3

Get Bucket Lifecycle Configuration
ThgEisER
Get Bucket Lifecycle ConfigurationiZ [ FISRIREN Bucket FY4as REAARN,

HikRE

get_bucket_11ifecycle_configuration(
Bucket="string',
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S5

SHEW SiEid i)
Bucket IEEFEEER String

R[OS SRR

'Rules': [

'Expiration': {
'Date': datetime(2015, 1, 1),
'Days': 123,
'ExpiredobjectbDeleteMarker': True|False

3
'ID': 'string',
'Prefix': 'string',
'"Filter': {
'Prefix': 'string',
'Tag': {
'Key': 'string',
'value': 'string'
}
'And': {
"Prefix': 'string',
'Tags': [
{
'Key': 'string',
'value': 'string'
3
]
b
3

'Status': 'Enabled'|'Disabled',

'Transitions': [

{
'Date': datetime(2015, 1, 1),
'Days': 123,
'StorageClass':
b
1;
'NoncurrentversionTransitions': [
{
"NoncurrentbDays': 123,
'StorageClass':
I
1g

'NoncurrentVersionExpiration': {
'NoncurrentbDays': 123

I

'AbortIncompleteMultipartUpload’: {
'DaysAfterInitiation': 123

"GLACIER'|'STANDARD_IA'|'STANDARD'

'GLACIER' | 'STANDARD_IA'|'STANDARD'
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"ResponseMetadata": {

"HTTPStatusCode": 200,

"RetryAttempts": O,
"HOStId": llll’

"RequestId": "tx000000000000000000073-0060b9ec59-aca5-default",

"HTTPHeaders": {

"date": "Fri, 04 Jun 2021 09:03:21 GMT",
"content-length": "332",
"x-amz-request-id": "tx000000000000000000073-0060b9ec59-aca5-

default",

"content-type": "application/xml"

}
}
}
IREIER iR
Rules o EHERIN
Expiration XS ERATIS HRRRNY
Date SISRANTEAHEA
Days ISR EZHINLIRAIRE]
ID FRIRME—RIFINY
Filter TR FR NI SR
Prefix TR R PN SR BIER
Tag RN Z R E IS E R aIRIsR
Key IREERIZFR
Value FRERYE
WREBRM AR , BIEE: Enabled,
Status )
Disabled

Transtions TR SR{AREEFEFEERIStorage Class

StorageClass

NoncurrentVersionTransitions
NoncurrentDays
NoncurrentVersionExpiration
AbortincompleteMultipartUpload
DaysAfterlnitiation

ResponseMetadata

TR IR 23], 40
STANDARD/STANDARD_IA/GLACIER

tRR D EhR AL RN

PRI SRAIA SEAR A Z AN LToRAIREN
IR AR ARSI EAAN
IRRERRARTTRAI DR L&
TRR—IRD B EAEREFHEEREL

httpiESiR [EEHE

em
list

dict
datetime
integer
string
dict
string
dict
string

string
string
list
string
list
integer
dict
dict
integer

Dict



il

#-*-coding:utf-8 -*-

from boto3.session import Session

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client('s3', endpoint_url=url, verify=False)
bucket_name = 'public'

res = s3_client.get_bucket_11ifecycle_configuration(
Bucket=bucket_name

)
print(res)

Delete Bucket Lifecycle

Thgeisieg
Delete Bucket Lifecycle $Z1FA3EMIFR Bucket BRI A EHAFANY,
HiERE

deTete_bucket_lifecycle(Bucket="string')

SR
SHER SR E5:5) BRYM
Bucket IEEFERER String =

IR [E]45 55 BE
{

"ResponseMetadata": {
"HTTPStatusCode": 204,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx000000000000000000091-0060b9f573-aca5-default",
"HTTPHeaders": {
"date": "Fri, 04 Jun 2021 09:42:11 GM™MT",
"x-amz-request-id": "tx000000000000000000091-0060b9f573-aca5-

default",
"content-type": "application/xml"
}
}
}
IREER fid 35

ResponseMetadata httpiEKiR[EIZHE Dict
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#-*-coding:utf-8 -*-
from boto3.session import Session

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client('s3', endpoint_url=url, verify=False)
bucket_name = 'public’

res = s3_client.delete_bucket_Tifecycle(
Bucket=bucket_name
)

print(res)

Put Bucket Website
INeEiR AR

JAFAPutBucketWebsite# 1577 iE=SE (Bucket) REMFHSMIGEERIIFIREHEEMN
(RoutingRule) .

HikRE

put_bucket_website(

Bucket="string',
WebsitecConfiguration={
'ErrorbDocument': {

A}

'Key': 'string'
I
'IndexDocument': {

'suffix': 'string'

e

'RedirectAllRequestsTo': {
'"HostName': 'string',
'Protocol': 'http'|'https'

e

'RoutingRules': [
{

'condition': {
'"HttpErrorcCodeReturnedequals': 'string',
'KeyPrefixEquals': 'string'

b

'Redirect': {

'"HostName': 'string',
'"HttpRedirectCode': 'string',
'Protocol’': 'http'|'https',
'ReplaceKeyPrefixwith': 'string',
'ReplaceKkeyWith': 'string'

3

I
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}
)

SE5EE
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SHEM
Bucket

WebsiteConfiguration

ErrorDocument

Key

IndexDocument

Suffix

RedirectAllRequestsTo

HostName

Protocol

RoutingRules

Condition

HttpErrorCodeReturnedEquals

KeyPrefixEquals

Redirect

HostName
HttpRedirectCode

Protocol

ReplaceKeyPrefixWith

ReplaceKeyWith

SiEid
bucket ZFR
BERNEEEENEE

HNRTRYECE. B 404 TURISTES,
{SZHEHRESRT html, jpg. png.
bmp. webp #&zCHISZE, AENAEHE
BRIA 404 THRE.

IEEBAERSALRONISRE, HREER
Bk EEEHN FREIRIBEER
B, BRERZNSBRIAS. FlanEsE
AOttBlE/9example.com/folder/txt.txt,
NSEFRIEIRIRS SR Jafolder/txt.txt

B MHECE. BUABETRIGE, 132
FHRERThtml 882093, A=A
BREFAEURE.

IEREZRE MAERINSIREER. FlaNisER
index.html, BPAZHIBRRFHEBIVEE
R, <BmRE index.html IAA,
HEYinaSarticle/BREY, £BIR
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EEAEEREE, ZRUSEMERN
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BcEEAIN.
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IEEEEAMVAERIGLERYS, [
FECEAXKGRERS, FIa04038404
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BEEAHRESZ
httpiREIRSANY ,

BEMERERIIMY, FAERRE
STz SIS

EEEEAMUIRAREER BrISR
#, SeaNABIERIAERFATILECE]
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EEEEEMNNEAEERBRAITSR
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dict
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dict
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dict

string
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dict

dict

string

string

dict

string
string

string

string
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ali

D

iy

il

ali

i

iy

iy Ho

iy

i

HconditionFeEfF,
HttpErrorCodeReturnedEquals
#KeyPrefixEquals F& REEED
g

HconditionFREfG,
HttpErrorCodeReturnedEquals
FKeyPrefixEquals FiE R EERT
a1

RoutingRulessF N EFLE,

iy

i

7|

ReplaceKeyWith 5
ReplaceKeyPrefixWith #4i%E

ReplaceKeyWith 5
ReplaceKeyPrefixWith w4i%E
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{

'ResponseMetadata’: {
Fob
IROZER g

ResponseMetadata httpiEXRIREIEEE, SIFERRENREIB M RequestiDESE

il

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
response = s3_client.put_bucket_website(
Bucket="bucket-ac',
contentMD5="",
websiteConfiguration={
'ErrorbDocument': {
'Key': 'error.html',
I
'IndexDocument': {
'suffix': "index.html',

L
'RoutingRules': [
{
'Condition': {
'"HttpErrorcCodeReturnedequals':
'KeyPrefixEquals': 'kk'
b
'Redirect': {
'"HostName': '127.0.0.1"',
'"HttpRedirectCode': '404',
'Protocol': 'https'
h
e
1
}
)

print(response)

Get Bucket Website

'404",
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INgEiR AR
GET Bucket website ik FEIASEFEEXEAFRSMGEEEE.
RikREE

client.get_bucket_website(Bucket="string')

SE5EE

SHEMm SEimR E i)
Bucket FhEmEER string

IR [E1455Ri5t08

{
'RedirectAl1RequestsTo': {
'"HostName': 'string',
'Protocol': 'http'|'https'

}!

'IndexDocument': {
'suffix': 'string'

}!

'ErrorbDocument': {
'Key': 'string'

be
'RoutingRules': [
{

'Condition': {
'HttpErrorCodeReturnedequals': 'string',
'KeyPrefixEquals': 'string'

I

'Redirect': {

'HostName': 'string',
'HttpRedirectCode': 'string',
'Protocol': 'http'|'https',
'ReplacekeyPrefixwith': 'string',
'Replacekeywith': 'string'

}

b

13
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IREISR

ErrorDocument

Key

IndexDocument

Suffix

RedirectAllRequestsTo

HostName
Protocol
RoutingRules

Condition
HttpErrorCodeReturnedEquals

KeyPrefixEquals

Redirect

HostName

HttpRedirectCode

Protocol

ReplaceKeyPrefixWith

ReplaceKeyWith

il
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RE I ERRR
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#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session=Session(access_key,secret_key)

s3_client=session.cl

ient("s3",endpoint_url=url)

response = s3_client.get_bucket_website(
Bucket="examplebucket')

print(response)

Delete Bucket Website

IDREIER

DELETE Bucket website i&3k BT HIFR & B PRIERS ML EL B,

HikRE

client.delete_bucket_website(Bucket="'string')

SE5EE

o SR e =

Bucket ERREFSMILEC BRI AERRTR string =

IR [E1455Ri5t08

ik

httpiESOREIEIRE, SIEBEKREIRSIEMRequest DESE

{
'ResponseMetadata’: {
Bob
IBEIER
ResponseMetadata
]l

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"
secret_key="your secretkey"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)

response = s3_client

.delete_bucket_website(

Bucket="examplebucket")

print(response)
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Put Bucket Tagging
TDgEisER

JHEERIBucketiZBIRE. — N BucketiRBIFESO MRS, IZIREFRES3:PutBucketTaggingSUR, 1%
HFFEERAREZIIR. M FaBEREIRE.

HikRE

put_bucket_tagging(
Bucket="string',

Tagging={
'TagSet': [
{
'Key': 'string',
'value': 'string'
b
]
1D,
SR B
=
g AS
Son s xE
M
Bucket Bucketf&FR String &
ISR, WEPAIREIIR, RE50M7E, BNMREEERE
Tagging X, keyEeK128F%, valueFg K256 T, valueRTLLAZS, keyfl  dict 2
valuetd yutf-84ma%
IR[EIZERikxE

'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': '',
'RequestId': 'tx000000000000000000002-0060aeeb68-28109-default’,
"HTTPHeaders': {
'date': 'Thu, 27 May 2021 00:44:24 GMT',
'content-length': '0',
'x-amz-request-id': 'tx000000000000000000002-0060aeeb68-28109-default’,
'content-type': 'application/xml',
'connection': 'Keep-Alive'
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il

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-1"

response = s3_client.put_bucket_tagging(
Bucket=bucket_name,

Tagging={
'Tagset': [
{
'Key': 'key-1',
'value': 'val-1'
3
1
}

)

print(response)

Get Bucket Tagging

ThREisAR

IRBUEEBUCKETRIIRES, IZIRFREs3:GetBucketTaggingtifR, MRABEEARTLIIR.
HikIRE

get_bucket_tagging(Bucket="'string")

SERER

sHaEm S ciEL BEYR
Bucket Bucketfy&ZFR String Pt

ROl

{
u'TagSet': [
{
u'value': 'val-1",
u'Key': 'key-1'
}
P

'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
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'HostIid': "',
'RequestId': 'tx000000000000000000003-0060af0c4b-28109-default’,
'"HTTPHeaders': {

'date': 'Thu, 27 mMay 2021 03:04:43 GMT',

'content-length': '169',

'x-amz-request-id': 'tx000000000000000000003-0060af0c4b-28109-default’,

'content-type': 'application/xml',
'connection': 'Keep-Alive'
}
}
}
IREER A ES:c]
TagSet FReSEE list
Key Fr&key string
Value Fr&value string
o]

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)
bucket_name = "bucket-1"

response = s3_client.get_bucket_tagging(Bucket=bucket_name)
print(response)

Delete Bucket Tagging

TJgEi% B

MibRBucket EAUIRES. IZIRIFEES3:PutBucketTaggingtiUR, HBHIHEERARGHIUR.
HiERE

delete_bucket_tagging(Bucket="'string")

SRR
BHEWN BEER e ETUA

Bucket Bucketf9Z#R String 2
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IR [O]455Ri5ER

{
'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'Hostid': '',
'RequestId': 'tx000000000000000000004-0060afl0ee-28109-default’,
'HTTPHeaders': {
'date': 'Thu, 27 may 2021 03:24:30 GMT',
'content-length': '0"',
'x-amz-request-id': 'tx000000000000000000004-0060af10ee-28109-default’
'content-type': 'application/xml',
'connection': 'Keep-Alive'
}
}
}
o]

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)
bucket_name = "bucket-1"

response = s3_client.delete_bucket_tagging(Bucket=bucket_name)
print(response)

Put Bucket Encrytion
TJgEi% B
put bucket encryptioniERe]LAS A ERBECAINZEINEE

HikRE

put_bucket_encryption(
Bucket="bucket-name",
ServerSideEncryptionConfiguration={
'Rules': [
{
'ApplyServerSideEncryptionByDefault': {
'SSEAlgorithm': 'AES256'|'aws:kms',
'KMSMasterKeyID': 'string'
b
b
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S5

=
B
SHEMR SR HE %
il
Bucket Bucketfy&ZFR String &
ServerSideEncryptionConfiguration EBERIARS HINELE Dict 2
Rules — MNFHFBBR S ImINZE B EMNER list =
EERANBRS M%< R BT
& EEFERN. ERELLENR
ApplyServerSideEncryptionByDefault — . e Dict 5
i i RS EEINEEE, UE a
fEREERAINE IS 2R
SSEAlgorithm RSB UHIIEEE string 2
24 SSEAlgorithm J9 aws:kms FJ55
HEWSE, s ZRER
KMSMasterKeyID ARSSALHYEZEAID) {regionID}: string &
{userID}"; EHRAES2565%, ML
INAJANE, HiE, WFERAKEER 32
RO Ri%EE
{
'ResponseMetadata’: {
'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
'HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GMT',
'content-length': '0',
'connection': 'Keep-Alive',
'x-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67-default’
B
'RetryAttempts': 0
}
}
IREIEER g e
ResponseMetadata httpisKIREIEEE, BEIFKREREEKRequest DESE Dict
]|

#-*-coding:utf-8 -*-

from boto3.session import Session
import boto3

access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
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session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.put_bucket_encryption(
Bucket="bucketl",
ServerSideEncryptionConfiguration={
'Rules': [
{
'ApplyServerSideEncryptionBybDefault': {
'SSEAlgorithm': 'aws:kms',
'KMSMasterKeyID': '{ZHEMHARSLAMFEFHIDY i {regionID}:
{useriDn}'

3,

Get Bucket Encrytion
ThREisER

get bucket encryptioniE K] LUREIFEBINANZRE. HEEF@EEAT ERANNERE, WRE
NoSuchEncryptionSetErrorfgiz,

HikRE

get_bucket_encryption(Bucket="bucket-name")

SEREE
SHEN SEmir *xB ERWH
Bucket BucketB9BFR String =
IREIZ5Ri%08
IREER fid 5]
ServerSideEncryptionConfiguration AR S ImINERCE dict
Rules — MFRRIIRS IR INZ R EMNER list
EERANRS HINER N A TR LE
, . E1FERR, S LENRIERPKRE ,
ApplyServerSideEncryptionByDefault AN, N EEB A NTES 2 dict
H
SSEAlgorithm RS ImINZ &% string
vy s sy K \j‘<\_
ResponseMetadata httpiEKIREEWE, EIFERIRENASIER Dict

RequestIDESE
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#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)

print s3_client.get_bucket_encryption(Bucket="bucketl")

Delete Bucket Encrytion

IhgeisaB
delete bucket encryptioniERIMREAEBEOAINNZE B
HiLRE

delete_bucket_encryption(Bucket="bucket-name")

SEiRAE
sHaEm S i) BEYR
Bucket Bucketf9Z R String 2

IR [E455Ri5 R
{

'ResponseMetadata’: {
'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'"HTTPStatusCode': 200,
'"HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GMT',

'content-length': '0',
'connection': 'Keep-Alive',
'x-amz-request-id':"'tx000000000000000000001-005fc8d74e-5e67-default’
I
'RetryAttempts': 0
}
}
IREIER g *B

ResponseMetadata httpigkiREIEE, BIEEIRENIRESIEMK Request DESE Dict
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#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)

print s3_client.delete_bucket_encryption(Bucket="bucketl")

Put Bucket Object Lock Configuration
ThgEisER

put bucket object lockiEXRTEFEERIFAEE_ ISR MERE. FARNISSNAZIE— M HTRAE
PRINISR. CIECEBINREFENRM, FMRARSETERTRE.

HikRE

put_object_lock_configuration(
Bucket="bucket-name",
ObjectLockcConfiguration={
'ObjectLockEnabled': 'Enabled',
'Rule': {
'DefaultRetention': {
'Mode': 'GOVERNANCE'|'COMPLIANCE',
'Days': 123,
'Years': 123

S5
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SHEW

Bucket

ObjectLockConfiguration

ObjectLockEnabled

Rule

DefaultRetention

Mode

Days

Years
IR[E45Ri5%EE

{

'ResponseMetadata'’: {

'RequestId’':

'HostId': '

SR
BucketHYZ R

N AREHEEFERRSRMERE

FEEBIIISRMENRERGE. AXIFE
WRE T HISMERE, BIAER
IEEMSAIISENN, kEFEEEHEI
RYiE). FEkHRBEEE—, TREERETEE
EFNIEER

XISRBEMN PIEERIBOIMETVIIRT B, hETH
ECERIFE R, FHEAERRE

&, RegEe—"
FIEREFUARII S BER B RIRIEU
IREBHABREHE, BUR. SFHIREREIKH

(REBHEAPREHE, BUF, SREIRERE G

String

dict

string

dict

dict

string

integer

integer

'tx000000000000000000001-005fc8d74e-5e67-default’,

'HTTPStatusCode': 200,
'HTTPHeaders': {

'date’:

'"Thu, 03 Dec 2020 12:17:18 GMT',

'content-length': '0',
'connection': 'Keep-Alive',
'x-amz-request-id':"'tx000000000000000000001-005fc8d74e-5e67-default’

b

'RetryAttempts': 0

IREIESR

ResponseMetadata

il

#-*-coding:utf-8 -*-

ik

httpiEREIEIRE, SIEEKREIRSIEMRequest DESE

from boto3.session import Session

import boto3

access_key="your access key"

B & I Ho

i

o iy iy

Il

i1y
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secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.put_object_lock_configuration(
Bucket="bucketl",
ObjectLockConfiguration={
'ObjectLockEnabled': 'Enabled',
'Rule': {
'DefaultRetention': {
'Mode': 'GOVERNANCE',
'Days': 1,

Get Bucket Object Lock Configuration
ThREisER

get bucket object lockiESFIRENVFIERRINSRIERE. AR SBEREIS SN ARIE— MM

BFEERAIRISR.
HiERE

get_object_lock_configuration(Bucket="bucket-name")

SEi58H
SHUBW Sk KB
Bucket BucketB9&ZFR String
IR[El45 5 8H
{

'ObjectLockconfiguration': {
'ObjectLockEnabled': 'Enabled',
'Rule': {
'DefaultRetention': {
'Mode': 'GOVERNANCE',
'Days': 1

3

'ResponseMetadata’: {

'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,

'Hostid': '"',

'HTTPStatusCode': 200,

'HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GM™MT',
'content-length': '0',
'connection': 'Keep-Alive',

'x-amz-request-id':"'tx000000000000000000001-005fc8d74e-5e67-default’
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e
'RetryAttempts': 0

}
}
IRELER iR £S5
ObjectLockConfiguration  RIFAZEHEEFMERIIXISBIEE S dict

FRNEERAISRMENRERGE. INEFHERHRE

ObjectLockEnabled
JectlockEnable THSHERE, BAES

string

Rule EEXNSRAIISRIERN, EEFEEERIIRIEL dict
FHRBEEE—", TREERETEEEFENIEER

XISRMEMN FIEERIBAMEFRTE. FHEREER

DefaultRetention B EIRIFOIAY B, FFAIBRARERRTIEE, ReeEE— dict
A
|
Mode FEBEOARII S SR B HAPRIR L string
Days {REBHABRAEE, X integer
Years (REBHAPREIER, & integer
45

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)

print s3_client.get_object_Tlock_configuration(Bucket="bucketl')

Put Bucket Logging
ThREis AR

put bucket loggingigki¥ 8 HEEFSE. ENEERSRBIRFEEETE—REENENE
figiE, WIHREEYLURERNAERES. BEEEYENREERERBFULL_CONTROLIER, ATLA
Bid GranteeINEMAR, HAPermissionsS4GEE 7 AP BEANSERNR.

HikRE

put_bucket_logging(
Bucket="bucket-name",
BucketLoggingStatus={
'LoggingEnabled': {
'TargetBucket': 'string',
'TargetGrants': [
{
'Grantee': {
'DisplayName': 'string',
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'"EmailAddress': 'string',

B & I Ho

i il

l

fiD

D A D D D O O

iy

'ID': 'string',
'"Type': 'Canonicaluser'|'AmazonCustomerByEmail'|'Group',
"URI': 'string'
e
"Permission': 'FULL_CONTROL'|'READ'|'WRITE'
i
e
'TargetPrefix': 'string'
}
}
)
SRR
SHER SR R
Bucket BucketfyZFR String
TRSER. GltsHEIT, NRRXFARE .
BucketLoggingStatus H ijé & AUSHENE, NRrXHETE dict
T?Ijjﬁb
LoggingEnabled A S FEAI B S 5RAIE dict
HEF#EE. LS EESEREIEERF BN
TargetBucket ., BERFER. BRTLEES NERIIBEY string
EIR—BirFEES, EXMER T, AR
LAfERETargetPrefixX 5 H &SR BB NRZ 1.
TargetGrants BEREE list
Grantee EROTH] dict
DisplayName AN string
EmailAddress skl integer
ID EFERFID string
Type IR string
URI EZREURI string
Permission BHE&BEFa] string
BHENREIL. S NREFEENESEERIR—
TargetPrefix Bt NTUBE BirEkX o AERE  string

BB— IR fE T

2l
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R[OS SRR

{
'ResponseMetadata'’: {
'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'Hostid': '',
'HTTPStatusCode': 200,
'HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GMT',
'content-length': '0',
'connection': 'Keep-Alive',
'x-amz-request-id':"'tx000000000000000000001-005fc8d74e-5e67-default’
I
'RetryAttempts': 0
}
}
IREER g S0
ResponseMetadata httpiSKIREIEYE, BHRIEKREIRSIEKRequestl DEE Dict
o]

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.put_bucket_logging(
Bucket="bucketl",
BucketLoggingStatus={
'LoggingEnabled': {
'TargetBucket': 'bucket6',
'TargetGrants': [

{
'Grantee': {
'DisplayName': 'Second User',
'ID': 's3',
'"Type': 'Canonicaluser',
be
'Permission': 'READ'
i

1g
'TargetpPrefix': 'log/',
e
%o
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Get Bucket Logging

TgEisER

get bucket loggingiERIREVF BRI H S FECE
HikRE

get_bucket_logging(Bucket="bucket-name")

SE%EB
BHEW SEER sem SN
Bucket BucketB9&ZFR String =2
IR [B145 ik BE
{
'LoggingEnabled': {
'TargetPrefix': 'string',
'TargetBucket': 'string',
'TargetGrants': [
{
'Grantee': {
'DisplayName': 'string',
'EmailAddress': 'string',
'ID': 'string',
'Type': 'CanonicalUser'|'AmazonCustomerByEmail'|'Group',
'"URI': 'string'

3
'Permission': 'FULL_CONTROL'|'READ'|'WRITE'

]
3

'ResponseMetadata’: {
'RequestId': '"tx000000000000000000001-005fc8d74e-5e67-default’,
'HostIid': '',
'"HTTPStatusCode': 200,
'HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GM™MT',
'content-length': '0',
'connection': 'Keep-Alive',
'x-amz-request-id':"'tx000000000000000000001-005fc8d74e-5e67-default’

I
'RetryAttempts': 0
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IREIESR

LoggingEnabled

TargetBucket

TargetGrants
Grantee
DisplayName
EmailAddress
ID

Type

URI

Permission

TargetPrefix

il

ik
iR B E E N B S SRAIR

AEEEMNE. JLSESEREEERFAEIRT, 83R
FiEtE. BPALIEREZ NREN ATSIREIR— Bz
W, EXFERT, BFALERTargetPrefixX o HERE
BRI AT,

BRUER
ERUFR]
BrEF

i skl
ZAFEFID
AR
IZEURI
BESETFET

AEMSREIR. SN REFERNBTHEERIE—BiniEtE
&, WALAEE B ReisskX o B SR B i —NRE TS

#-*-coding:utf-8 -*-
from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.get_bucket_Tlogging(Bucket="bucketl")

Put Bucket CORS

LhaEEA

Put Bucket CORS #[O0fRiEKIZE Bucket ISR BEHLENIR.

HikRE

put_bucket_cors(

Bucket="string',
CORSConfiguration={
'CORSRules"': [

{

'ID': 'string',
'AlTlowedHeaders': [

1,

'string’',

string

list

dict
string
integer
string
string
string

string

string
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'AlTowedMethods': [

'string’',
1,
'AllowedOrigins': [
'string’',
1¢
'ExposeHeaders': [
'string’,
1¢
'MaxAgeSeconds': 123
b
1
}
)
SRR
SHEW SR
Bucket EREEEAIbucketFFR

CORSConfiguration  fERFHERPXISRAEIRL AEE.
HigEbucketILBENFFIBBIEHFININES, RFkE

CORSRules 1005
ID EEEERNAYID, SRR EE255
NSRS &IX CORS IEKRATEHIIEENX HTTP i
AllowedHeaders KEZB, FAXDEANES, B CORSRule ATLAEL
B2 AllowedHeader,
SFZEHITIIHTTPSIASIZR, SFEGET, PUT,
AllowedMethods HEAD, POST, and DELETE, Ea#kiIalLARCEZ A
Bk
FeiFaeIEIAIAZbucket —NERZANR, STF * IBELD
AllowedOrigins £, TRFBESEITIAE, TMEE,
—4kCORSRuler]LAECE % allowedorigins
FEFNEEESIRENAY CORS 1Bk HAISLER, AKX
ExposeHeaders Y A/NE, B CORSRule ATLAELE S

ExposeHeader,

BERFHLERENEMENE, B8R, XS CORS
MaxAgeSeconds BN HAY Access-Control-Max-Age k&8, BB
CORSRule RBEECE—™ MaxAgeSeconds

string

dirct

list

string

string

string

string

string

integer
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i
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R4S R R

'ResponseMetadata'’: {
] [ | ]

3.3

IREIER faik

ResponseMetadata httpiEKIREIEWE, BEIEERKREIASIEKRequestlDEE

il

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
response = s3_client.put_bucket_cors(
# Bucket="my-new-bucketO',
Bucket="bucket-zq',
CORSConfiguration={
'CORSRules': [
{

'AllowedHeaders': [

[N |
’

P

'AllowedMethods': [
'PUT',
'POST',
'"DELETE',
"HEAD ',
"GET',

P

'AllowedOrigins': [
'http://127.0.0.1:5500"

P

'ExposeHeaders': [
'ETag’',

e

'MaxAgeSeconds': 30,

print(response)
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Get Bucket CORS

INsEiR AR
Get Bucket CORS #Z [ RIEKRIREN Bucket BB REHLENRECE.

HikFEE

get_bucket_cors(Bucket="'string')

SEL%EB
SHEN SR E 5]
Bucket BucketfyZFR String
IR [Bl145Ri5% B
{
"CORSRules': [
{
'ID': 'string',
'AllowedHeaders': [
'string',
1;
'AllowedMethods': [
'string',
1
'Allowedorigins': [
'string',
1
'ExposeHeaders': [
'string’',
1g
'MaxAgeSeconds': 123
b

1}
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IREIER ik 5]

JotEREbucketBCENATBEEMNUAIES, FIFECE 100K .
CORSRules list

my,
ID EINIAYID, &R AKE255 string

FEVFNILEEERIX CORS iEKRAHERHIBEN HTTP iFKLER, A
AllowedHeaders ROFELANES, B%: CORSRule AILAREE S string
AllowedHeader,

FVRZIEFATHIIHTTPISiASIZR, B8FEGET, PUT, HEAD, POST,

AllowedMethods string
and DELETE
AllowedOrigins FEFREIEIHIAlZbucketlI— N NERZ MR string

FEVFNISERRERENAY CORS KNI FRISLER, ARXDTIIAKN

ExposeHeaders
> B, 5%% CORSRule ATLAFEE £ ExposeHeader,

string

Bl RHERENEXATE, BA0F), XIR CORS iEKMAL
MaxAgeSeconds Ffg Access-Control-Max-Age L8, BA%% CORSRule RASHE integer
— ™ MaxAgeSeconds

il

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.get_bucket_cors(Bucket="bucketl')

Delete Bucket CORS

INsEiR AR
Delete Bucket CORS $2[F3skMIB: Bucket BUESIR &R S=ARECS .,
RikREBY

delete_bucket_cors(Bucket="string"')

SRR
SHEM e S ETUA

Bucket Bucketf9ZFR String =
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IR [O]455Ri5ER

'ResponseMetadata’: {

}

IREIER ik

ResponseMetadata httpigkiREIEHE, BIEEIREIRSIEK Request DEE

a5l

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.delete_bucket_cors(Bucket="bucketl')

Put Bucket Versioning

ThREis AR

Put Bucket Versioning #SCHL/E FEE E{EBucketAURRAIEHITIEE.
HikRE

put_bucket_versioning(Bucket="bucket-name', VersioningConfiguration=
{'Status':'Enabled'| 'Suspended'})

SE5EE

s4am Sk xE

Bucket BucketA9ZFR String

EATTEBucketRUMRAIZHITIRE, HEHE:
Suspended, Enabled,

VersioningConfiguration Dict

IREI4ERiER

'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': O,

B S I Ao

Hm

Hm
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'Hostid': '',
'RequestId': 'tx000000000000000000018-0060a4d268-47ce2-default’,
'HTTPHeaders': {

'date': 'wed, 19 may 2021 08:55:04 GMT',

'content-length': '0',

'x-amz-request-id': 'tx000000000000000000018-0060a4d268-47ce2-

default',

'content-type': 'application/xml',

'connection': 'Keep-Alive'

}
}
}
IREIER iR S0
ResponseMetadata httpiEKiR EIEHE Dict
HTTPStatusCode httpiE SRS Int
]l

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)
#W B bucket [ RA Tz HIFL &

print s3_client.put_bucket_versioning(Bucket="bucket-name',
VersioningConfiguration={'Status':'Enabled'})

Get Bucket Versioning

ThREisER

Get Bucket Versioning & OSLIFKEBucket iR A= HIBC S,
HikRE

get_bucket_versioning(Bucket="bucket-name")

SRR

o e Sk X REYM

Bucket Bucketf9Z#R String 2
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R[OS SRR

u 'status':

'Enabled', u 'MFADelete': 'Disabled', 'ResponseMetadata': {

'HTTPStatusCode': 200,

'RetryAttempts': 0,

'Hostid': '',

'RequestId': 'tx000000000000000000019-0060a4d332-47ce2-default’,
'HTTPHeaders': {

'date': 'wed, 19 mMay 2021 08:58:26 GMT',
'content-length': '192"',
'x-amz-request-id': 'tx000000000000000000019-0060a4d332-47ce2-

default',
'content-type': 'application/xml',
'connection': 'Keep-Alive'
}
}
}
IREER IREIER IR 5]
BucketfUhRAEHIECE, BUIKBRETIZEE, ZFBIS .
Status . String
IR[E]
ResponseMetadata httpig kiR [EIEHE Dict
HTTPStatusCode httpiEIIRESHB Int
]l

#-*-coding:utf-8 -*-
from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)

#3REBuUCke t ¥ iR A A il ThHEC B

print s3_client.get_bucket_versioning(Bucket="bucket-name")

Object I&{E

Get Object
TDREis AR

Get Object IBKATLUG— 34 (Object) TEHEARMD. ZIRIFFEXSBix Object EREARTBiR
Object MFIE AT TIENIR (AFIF) .
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HikER

get_object(

Bucket="string',
IfMatch="string'
IfModifiedSince=

datetime(2015, 1, 1),

IfNoneMatch="string',
IfunmodifiedSince=datetime(2015, 1, 1),

Key='string',
Range='string',

VersionId='string'

SE5EE

o e

Bucket

IfMatch

IfModifiedSince

IfNoneMatch

IfUnmodifiedSince
Key

Range

Versionld

IR [E1455Ri508

BucketHYZFR

%XT%EI’J EtagflifMatchsPRIE—EEHREIRISR, SN
R[E]412581R

REEEN Bz EEEMICRINRASIRENSR, &
MIR[E304481R

RBEMSRAIEtag NREIEEF TR 2R ENSR,
EUEREI304551R

Rﬁ IEENEZERBIEMICRAINSR A 2IRE, SN
R[E]412581R

Objectfy& R

IBE TSN =FTSEE, B0 bytes=0-9 F~ FE;
FFL10 7 byte

MR MFERAIRAS, IRBIZMRANIRE404

I‘EEIl?E

String

String

String

String

String

String

String

String

"Body": <botocore.response.StreamingBody object at 0x7fba661401d0>,

"AcceptRanges":
"ContentType":

"bytes",

"application/octet-stream",

"ResponseMetadata": {
"HTTPStatusCode": 206,
"RetryAttempts": O,
"HostId": "",

"RequestId":

"tx0000000000000000008d6-0060b49d76-20bdd-default",
"HTTPHeaders": {
"content-length": "21",
"x-rgw-object-type": "Normal",

B S I Ao
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"accept-ranges": "bytes",

"Xx-amz-meta-s3cmd-attrs":
"atime:1621340201/ctime:1621340201/9id:1001/gname:test_user/md5:aa516fe673e70c1l
ad659ch708094fc2/mode:33204/mtime:1621340201/uid:1001/uname: test_user",

"Tast-modified": "Tue, 18 May 2021 12:17:14 GM™MT",

"content-range": "bytes 20-40/20971520",

"etag": ""7fa986abc03d636cl4dea69df48a7090-2"",

"x-amz-request-id": "tx0000000000000000008d6-0060b49d76-20bdd-
default",

"date": "Mon, 31 May 2021 08:25:26 GMT",

"content-type": "application/octet-stream"

B

"LastModified": datetime.datetime(2021, 5, 18, 12, 17, 14, tzinfo=tzutc()),

"ContentRange": "bytes 20-40/20971520",

"ETag": ""7fa986abc03d636c14dea69df48a7090-2"",

"ContentLength": 21,

"Metadata": {

"s3cmd-attrs":

"atime:1621340201/ctime:1621340201/9id:1001/gname:test_user/md5:aa516fe673e70c1l
ad659ch708094fc2/mode:33204/mtime:1621340201/uid:1001/uname: test_user"

}

}

SHEN SHmir S E]

Body REXIRIIANS StreamingBody

ResponseMetadata httpiEKIR EIZUE Dict

LastModified XIS AICIEERT ) Datetime

ContentRange RN SRR ERIIN N 6 2 RTER D String

ETag XIERAYETag String

ContentLength Mo RARHHS EE Integer

Metadata MR —EAEINTTERER Dict
o]

#-*-coding:utf-8 -*-
from boto3.session import Session
import datetime
bucket = 'demo-bucket'
key = 'object5'
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)
date=datetime.datetime(2021, 5, 1, 12, 17, 14)
response = s3_client.get_object(

Bucket=bucket, Key=key, IfModifiedSince=date
)

print(response)
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Head Object
TIgEisER

Head Object i&RATLAFKENXI M. Object FYTTEHE, Head HIRRS Get RURPR—EL,

HikREE

head_object(
Bucket="string',
IfMatch="string'

IfModifiedSince="2015-01-01",
IfNoneMatch="string',
IfunmodifiedSince='2015-01-01",

Key='string',

VersionId='string'

SERER

SHEm

Bucket

IfMatch

IfModifiedSince

IfNoneMatch

IfUnmodifiedSince
Key

Versionld

IREI4S R AR

u 'AcceptRanges'
'ResponseMetadata’:

SHEA
Bucketf9ZFR

HHHIEtagilifMatch AR RYE—EIRTIR B3 47580
', BNRE41258R

RBEEENEZEHRIEMICRIT G T 2R EITTEE,
BUIREI304451R

RENGEtag R il BIEE =R A SR EITTEYE,
BUER[E]3044E1R

REEENEZERBESICRIN M A 2R BT
&, BNRE41255R

ObjectB9BFR

MHREMTERRRIRSS, RBZRANIRE404

HiR

: 'bytes', u 'ContentType': 'text/plain',
{

'"HTTPStatusCode': 200,
'RetryAttempts': 0,

'"HostId': "'
'RequestId':

String

String

String

String

String

String

String

'tx00000000000000000001d-0060a4d598-47ce2-default’,
'"HTTPHeaders': {
'content-length': '10"',
'X-rgw-object-type': 'Normal',

ol i ol B HD % & DY MO

ali

iy
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'x-amz-storage-class': 'STANDARD',

'accept-ranges': 'bytes',

'x-amz-meta-s3cmd-attrs':
'atime:1621393265/ctime:1621393370/gid:0/gname:root/md5:2d950f68bda376b90126224b
cbd03d5e/mode:33188/mtime:1621393370/uid:0/uname:root"',

'last-modified': 'wed, 19 May 2021 03:02:52 GMT',

'connection': 'Keep-Alive',

'etag': '"2d950f68bda376b90126224bcbd03d5e" ",

'x-amz-request-id': 'tx00000000000000000001d-0060a4d598-47ce2-
default',

'date': 'wed, 19 mMay 2021 09:08:40 GMT',

'x-amz-version-id': 'u.zsHpklQMTT1gMvgqojQQbjwgmvqgjjom',

'content-type': 'text/plain'

}

}, u 'LastModified': datetime.datetime(2021, 5, 19, 3, 2, 52, tzinfo =
tzutc()), u 'ContentLength': 10, u 'VersionId':
'u.zsHpklQMT1gMvqojQQbjwgmvgjjom', u 'ETag':
'"2d950f68bda376b90126224bcbd03d5e" "', u 'StorageClass': 'STANDARD', u
'Metadata': {

's3cmd-attrs':
'atime:1621393265/ctime:1621393370/gid:0/gname: root/md5:2d950f68bda376b90126224b
cbd03d5e/mode:33188/mtime:1621393370/uid:0/uname: root’

}

}

IRESR fEiA 5]

ResponseMetadata httpiEKIREIZHE Dict

HTTPStatusCode httpiE IR Int

content-length RN, BAIFTS Int

etag X EFThR A etag String

StorageClass SRITFAER B String
o]l

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)

print (s3_client.head_object(Bucket="bucket-name", Key="Object-name",
IfunmodifiedSsince="2022-01-01", VersionId ="aABzBeMXoSdIZCQ.igDhMKOOrnteqml™))

Put Object


af://n2089
af://n2091

LDHEIS AR

Put Object IS KATLUG— M4 (Object) EEE$STE Bucket, ISAPREVASNFABIIR. RIDEUHER
SHFF IR, F/R8H, XHEHR, AERNSRE.

HikRE

put_object(

ACL="'private'| 'public-read',
Body=b'bytes'|file,
Bucket="string',
ContentMD5="string"',
Key="string',
Metadata={

'string': 'string'
b
Append=True|False,
AppendPosition=integer)

SRR
2
B
sHEMm SR i) %
m;
ACL ObjectfimiazH &= BIASFAB IR String &)
Body PUEL: N6 Bytes S
Bucket FENbuckethIZ TR String =
ContentMD5 XISREUERIMDS String i
Key XI5HIKey String =
Metadata Object BITTEHE Dict £
EELUBIMEI E{EObject; HNEATFER, EH
AppendObjectiZXEIE—MEMKLEHF, HX4E
FER: WISRMEPEMREN S, BigErNEMNMIET
Abpend YHEEIKERS, WEEEZUFREENNNS. R bool -
PP STEEMEINALT ¢, (BRI BN BRI HAT a
EAMEE, M PositionNotEqualTolength&&, 4
SR RARENNREN S, BN e HERISHEE
JINormalfysz{8, M ObjectNotAppendable®E,
AppendPosition  JBIMERXT, SEBEMNAIE Integer &
IR[EIZE R ik B
B e
{
"ETag": ""21fd59a7339f2e5f73c97039254fd784"",

"ResponseMetadata": {
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"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostIid": "",
"RequestId": "tx00000000000000000092e-0060b4cd10-20bdd-default",
"HTTPHeaders": {
"date": "Mon, 31 May 2021 11:48:32 GMT",
"content-length": "0",

"etag": ""21fd59a7339f2e5f73c97039254fd784"",
"accept-ranges": "bytes",
"Xx-amz-request-id": "tx00000000000000000092e-0060b4cd10-20bdd-
default”
3
}
}
IREER A ESic]
ETag ObjectfYETag String
ResponseMetadata httpiEKiR BIEHE Dict
BN &R
{
"ETag": ""a3b89c7dff296d1940664896e5ed09f6"",

"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx00000000000000000010b-0060cc6cab-47cd6-default”,
"HTTPHeaders": {
"content-Tength": "0",

"accept-ranges": "bytes",
"etag": ""a3b89c7dff296d1940664896e5ed09f6"",
"x-amz-request-id": "tx00000000000000000010b-0060cc6cab-47cd6-
default",
"date": "Fri, 18 Jun 2021 09:51:39 GMT",
"X-rgw-next-append-position": "110"
}
be
"AppendPosition": 110
}
o]
=i HEiE

#-*-coding:utf-8 -*-

from boto3.session import Session
import hashlib

import base64

import datetime

def test_po(bname, key, file, md5):
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# #void

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)

response = s3_client.put_object(ACL="private', Bucket=bname,
Metadata=dict(ml="ml'), Body=file, Key=key, ContentMD5=md5,
ServerSideEncryption="AES256',Tagging="'tag=tag-value')
print(response)

if _name__ == "'_main__":
bucket = 'test-bucket'
with open('/root/SbK/test/test_file', 'r') as file:
byte = file.read()
md5 = hashlib.md5(byte).digest()
md5 = base64.b64encode(md5) .decode('utf-8")
test_po(bucket, 'test_put', byte, md5)

BN EfEE

#-*-coding:utf-8 -*-

from boto3.session import Session
import hashTib

import base64

def test_po(bname, key, file, md5):
# #void
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)

response = s3_client.put_object(ACL='private', Bucket=bname,
Metadata=dict(ml="ml'), Body=file, Key=key, ContentMD5=md5, Append=True,
AppendPosition=0)

pos = responsel['AppendPosition']

print('next pos:' + str(pos))

response = s3_client.put_object(ACL="private', Bucket=bname,
Metadata=dict(ml="ml'), Body=file, Key=key, ContentMD5=md5, Append=True,
AppendPosition=pos)

print(response)

if _name_ == '_main__":
bucket = 'test_append'’
with open('/root/sbk/test/1k', 'r') as file:
byte = file.read()
md5 = hashlib.md5(byte).digest()
md5 = base64.b64encode(md5) .decode('utf-8")
test_po(bucket, 'lk', byte, md5)



Delete Object
TgEisER
Delete Object IS KATLUE—3M4 (Object) MiER.
HikRE
delete_object(
Bucket="string',

Key="string',
VersionId='string'

)
SHiRE
sHEMm SR i8] BB
Bucket FEEObjectAfEAYBuUCcket String 2
Key tEEEMBRAIKey String =
Versionld IEEEMIPRAYODbjectAYVersionld String ray
IREIZ5 Rk B
{
"ResponseMetadata": {

"HTTPStatusCode": 204,

"RetryAttempts": O,

"HOStId": IIII’

"RequestId": "tx000000000000000000b60-0060b4e390-20bdd-default",

"HTTPHeaders": {

"date": "Mon, 31 May 2021 13:24:32 GMT",
"x-amz-request-id": "tx000000000000000000b60-0060b4e390-20bdd-default"
}
}

}
IREIER fEiA 5]
ResponseMetadata httpiEkiR EIEHE Dict

i
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#-*-coding:utf-8 -*-

from boto3.session import Sessio

bucket = 'test-bucket'

key = 'test_put'

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client("s3", endpoint_url=url)
s3_clientl = session.client("s3", endpoint_url=url)

response = s3_client.delete_object(Bucket=bucket, Key=key)
print(response)

Delete Multiple Object
ThREisER

Delete Multiple Object IEKCHULEMIBRSG, RASTHFEIRMIER 1000 N4, SFFIREIZER, COS
12{it Verbose ] Quiet FFMERIER,, Verbose BIIFIREIE A Object FIMIPRLEER; Quiet L RIR
[EHREERY Object 8.

HikRE

delete_objects(
Bucket="string',

Delete={
'Objects': [
{
'Key': 'string',
'VersionId': 'string'
b
1,

'Quiet': True|False

}

SR

=
SH3 B
SR Ry -
il
Bucket  FS§XEObjectFF7EAYBuUCcket String &
HrhDelete['Objects’] {EEEMIBRAINTSEL4H, Delete['QuietTh _
Delete Dict 2

boolZE, 1EXEVerbosetZziAYAIFF


af://n2207
af://n2208
af://n2210
af://n2212

IR [O]455Ri5ER

Verboset&{(FF
{
"Deleted": [
{
"Key": "test_putl"
be
{
"Key": "test_put2"
}
i

"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx000000000000000000b65-0060b4e603-20bdd-default",
"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Mon, 31 May 2021 13:34:59 GMT",
"x-amz-request-id": "tx000000000000000000b65-0060b4e603-20bdd-default",

"content-type": "application/xml"
}
}
Verboset&m{x
{
"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx000000000000000000b66-0060b4e60c-20bdd-default",
"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Mon, 31 May 2021 13:35:08 GMT",
"x-amz-request-id": "tx000000000000000000b66-0060b4e60c-20bdd-
default",
"content-type": "application/xml1"
}
}
}
IREIER it 5]
ResponseMetadata httpiEkiR[EIEHE Dict

Deleted MIBRARIOBIRISRFIZR List
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i

#-*-coding:utf-8 -*-

from boto3.session import Sessio
bucket = 'test-bucket'
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)

delete = {'Objects': [{'Key': 'test_putl'},

{'Key': "test_put2'}], 'Quiet': False}
response = s3_client.delete_objects(Bucket=bucket, Delete=delete)
print(response)

Put Object ACL
ThREisER

REObjectfYACL, 1E=HIXIObjecthIBIRINIR. 1ZIR(FRERFPEBWRITE_ACPRSR.
BE=MARIREACL, =MARAERER, BXREHA—ThSHEE. He, BUACLSESIGR T
1BE, RIRETMEXHERENACL, FEEFIRERPHTIRIN, BEiZS8ECHIR, el lMERS
SRR ATEEEL, 1iZSEUERIBRLHITZIE; AccessControlPolicyS#A T FIGrantSEs BT LA
SR HEITIEI, AccessControlPolicy FTBIHIERAMEIE, MGroantGVETIERLE®E. =
FRHSBEERBACLEYE, SENSMEEESIINIR, NHREBREACLEY, MESERBR
ACLIINEIARIRERIEN R (ACLBEA RN ESRATEERRIZIFULL_CONTROL, MMHB4INA
AN ASRBHARACLEM) .

HikFER

put_object_acl(
Bucket="string',
Key="string',
VersionId='string',
ACL="private'| 'public-read"',
AccessControlPolicy={
'Grants': [

{
'Grantee': {
'"Type': 'Canonicaluser'|'AmazonCustomerByEmail'|'Group',
'ID': 'string',
"EmailAddress': 'string',

'"URI': 'string'
}
'Permission':
"FULL_CONTROL ' | "WRITE'|"WRITE_ACP'|'READ'|'READ_ACP'
b
1,
'owner': {
'ID': 'string'

Fo
GrantFullcControl="string"',
GrantRead="string',
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GrantReadACP="'string"',
GrantWrite='string',
GrantWriteACP="string',

SRR

SHEW
Bucket
Key

Versionld

ACL

AccessControlPolicy

Grants

Grantee
Type

ID(Grantee)

EmailAddress

URI

Permission

Owner

ID(Owner)
GrantFullControl

GrantRead
GrantWrite
GrantReadACP

GrantWriteACP

IR [E1455Ri5t08

SEHR

Bucketf9Z#R

HRE

SRAHRT, FEENSRIFEMRA

FirE X AIEIREACL,
BEEE

'private’
'public-read'

BESMRRGIRIN—FEESH

BFIR
AR
IR,
ESEE
'CanonicalUser’

'AmazonCustomerByEmail'
'Group'

HUZIAFID

AR, (7 BRITESEREEAEIRE, emailAddressHRAIF, AHEE

fEFemailAddress /)

HHFAEEURI
BEEE

FFFARF: http://acs.amazonaws . com/groups/global/Allusers FRIAEIAIERRF :

http://acs.amazonaws.com/groups/global/Authenticatedusers

EHIR AR T ARUR,
REBE
'FULL_CONTROL'
"WRITE'

"WRITE_ACP'
'READ"READ_ACP'

NERFRBEE
MRAEEID

IS P A LA @it Tread, write, read ACP, and write ACP#E
LATRGrant*2#, BREBR" id=xxxx"8;"emailAddress=xxxx"8i&"uri=xxxx"LAK{th
NEE (BESER) (T LAIESEHFERERE, emailAddressHHAZ

¥, REEFERBemailAddress/A=)
A LA RIS TR E

FIR BRI S TEIRE, MrREEE ISR

AR A AT LASEEISRAIACL
IR AT LUEBIISRAIACL

'ResponseMetadata’: {
'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'Hostid': '',

'RequestId':

'HTTPHeaders': {

'date': 'Thu, 03 Jun 2021 06:03:29 GM™MT',
'content-length': '0',

*xB
String
String

String

String

dict

list

dict

String

String

String

String

String

dict

String

String

String
String
String

String

il

o KD

ACLEHTTHNIRIR, EfhEr
7, NIAREEER

ZHH A, BT
MAgERER

ZITH TR
ZE R

ZE TR

TypeJg'CanonicalUser', NiZ=
220255

MR Type
J9'AmazonCustomerByEmail',
MIZZF BRI

AR Typesy'Group', MHZFER
WAIR

IR R

ZIE R
ZE TR

B

iy

'tx00000000000000000000b-0060b870b1-2f63c-default’,
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'x-amz-request-id': 'tx00000000000000000000b-0060b870b1-2f63c-

default',

'content-type': 'application/xml',

'connection': 'Keep-Alive'

}
}
}
IRER iR *B
ResponseMetadata httpiEKiIREIZWE Dict
HTTPStatusCode httpiE RS Int
o]

from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-1"
object_name = "test"

res = s3_client.put_object_acl(Bucket=bucket_name, Key=object_name,
ACL="private')
print(res)
res = s3_client.put_object_acl(

Bucket=bucket_name,

Key=object_name,

AccessControlPolicy={

'Grants': [

{
'Grantee': {
'"Type': 'Canonicaluser',
'ID': 'test-1',
b
'Permission': 'FULL_CONTROL'
i
{
'Grantee': {
'"Type': 'Canonicaluser',
'ID': 'test-2',
be
'Permission': 'READ'
i
{
'Grantee': {
'"Type': 'AmazonCustomerByEmail',
'"EmailAddress': 'abc@abc.com',

s
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'Permission': 'WRITE'
e
1
'owner': {
'ID': 'test-1'

)

print(res)

res = s3_client.put_object_acl(
Bucket=bucket_name,
Key=object_name,
GrantReadACP="1id=test-4"',
GrantWriteACP="emailAddress=def@def.com")
print(res)

Get Object ACL
ThREisAR
SREMETEODbjecthy ACL, ZIRFREEREAD_ACPIIR, 1ZINEEREIRIEER SPut Object ACLSEI—E,

BERFEIENLE, NRLHEFFEREEN, RESERPEEUSNAFENAEF DL, BiTypefrs
EAmazonCustomerByEmail, mi@CanonicalUser,

HikFER

get_object_acl (Bucket="string', Key='string', VersionId='string')

S4%A
SHEMR SR KB BEYR
Bucket Bucketfy&ZFR String Pt
Key IR String 2
Versionld ZIREHRT, BEXNRISERE String &
RO Ri%EE
{
'owner': {
'DisplayName': 'test-1',
'ID': 'test-1'
e
'Grants': [
{
'Grantee': {
'Type': 'Group',
'"URI': 'http://acs.amazonaws.com/groups/global/Allusers’'
e
'Permission': 'READ'
Yo
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'Grantee': {
'EmailAddress': '',
'Type': 'Canonicaluser',
'DisplayName': 'test-1',
'ID': 'test-1'
b
'Permission': 'FULL_CONTROL'
1,
'ResponseMetadata'’: {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': "',
'RequestId': 'tx000000000000000000010-0060b870b1-2f63c-default’,
'HTTPHeaders': {
'date': 'Thu, 03 Jun 2021 06:03:29 GMT',
'content-Tlength': '843"',
'x-amz-request-id': 'tx000000000000000000010-0060b870b1-2f63c-

default',

'content-type': 'application/xml',

'connection': 'Keep-Alive'

}
}

}
IREIEER iR 5]
Owner SNERFEE Dict
DisplayName(Owner) MERAMEENRETRE String
ID(Owner) SS&FIBEENAFID String
Grants Gl list
Grantee ISR dict
Type BRI B 28 string
URI FHRIEURI string
ID(Grantee) A RID string
DisplayName(Grantee) WIENAF RS string
EmailAddress AR B FEBFE string
Permission AU BR string

il
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from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-1"
object_name = "test"
res = s3_client.get_object_acl(Bucket=bucket_name, Key=object_name)

print(res)

Put Object Tagging
ThREisER

BREIIRSERENFERTEFENNSR. EE—NMEEY. BIR, TENRAHERTAE
NRIR 10 MR, BRI, BWMEHRIIT s3:PutObjectTagging RAEAISIR. BRABR T,
Bucket HEEHBIAIR, FETLUSHAIRIEFHEMEA. ENETTEMMRARIRE, B
versionld ZifIS#, RIAEE s3:PutObjectVersionTagging M EHIRUR,

HikFER

put_object_tagging(
Bucket="string',

Key='string',
VersionId='string',
Tagging={
'TagSet': [
{
'Key': 'string',
'value': 'string'
be
1
}

SRR


af://n2453
af://n2454
af://n2456
af://n2458

sHaEm SR E3i%)
Bucket Bucketfy&FR String
Key ObjectAYZFR String
SZIRAGET, EENSRIGFERE. NMEER, EUANSIIRA
Versionid  HId, WIFENUINRAS, HENEEE, WFEEE String

Versionld='null'; Versionld="&TH5EmThRAIId,

INEERE, WEAIRSIIR, |RE50MRE, BNMRSEER
Tagging BEX, keyERK128F, valuefeA256F%, valuealLUAZS, dict
keyFvaluetsAutf-84wk3

IR [E1455Ri5t08

{
'ResponseMetadata’: {
'RequestId': 'tx0000000000000003dfc24-0060b9d6a3-8d768-cn_east2',
'HostId': "',
'HTTPStatusCode': 200,
"HTTPHeaders': {
'server': 'ct-zos',
'date': 'Fri, 04 Jun 2021 07:30:43 GM™MT',
'content-type': 'application/xml',
'content-length': '0',
'connection': 'keep-alive',
'Xx-amz-request-id': 'tx0000000000000003dfc24-0060b9d6a3-8d768-
cn_east2'
b
'RetryAttempts': 0
}
}
o]

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-002"
object_key = "object-002"
version_Id = "yGuRzcUi-2RxqngoTLzdtljLyKR-plw"

response = s3_client.put_object_tagging(
Bucket=bucket_name,

B & I Ho

i

i

ol

i
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Key=object_key,
versionId=version_Id,

Tagging={
'TagSet': [
{
'Key': 'key-1',
'value': 'val-1'
}
1
b

print(response)

Get Object Tagging

IDREiER

IREINGSAIRESE, BEAIGRE, BYMEEHITS3:GetObjectTaggingtBEAINIR., BRABRT, B8
EIREIEXNSRHBIRANER. NFSIREANEERE, SHFERPTLUE— MSRENZ MhRA, L
B, ERREAEMRARNIRS, 5 versionld BEifS#. BT, BEFH
s3:GetObjectVersionTaggingt2/ERITR,

HABRT, FEEHEEEEGUNIR, FETLVSHAIREFEMBA.

HikER

get_object_tagging(
Bucket="string',
Key="string',
VersionId='string'

)
SEIREE
=
B
SHEW SR JeBY %
D
Bucket BucketfyZF R String =
Key ObjecthIBTR String &
ZIRAZET, EENSANTERE. AEER, FKIANNRIHRA
Versionld 891d, WFENUIRRAS, HENEIRE, WFEEE String &

Versionld="null', Versionld="&3{FH5ERTTIRANId,

IR [O]455Ri5ER

'ResponseMetadata’: {
'RequestId': 'tx0000000000000003e02a2-0060b9d762-8d768-cn_east2',
'Hostid': '',
'HTTPStatusCode': 200,
'HTTPHeaders': {
'server': 'ct-zos',


af://n2489
af://n2490
af://n2492
af://n2494
af://n2516

'date': 'Fri, 04 Jun 2021 07:33:54 GM™MT',

'content-type': 'application/xml',
'content-length': '169',
'connection': 'keep-alive',
'x-amz-request-id': 'tx0000000000000003e02a2-0060b9d762-8d768-
ch_east2'
L
'RetryAttempts': 0
be
'TagSet': [{
'Key': 'key-1',
'value': 'val-1'
31
}
el

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-002"
object_key = "object-002"
version_Id "yGuRzcUi-2RxqngoTLzdt1ljLyKR-plw"

response = s3_client.get_object_tagging(
Bucket=bucket_name,
Key=object_key,
versionId=version_Id

)

print(response)

Delete Object Tagging
TIgEisER

MBI FRIERE NMrCE. EFERIEE, Ew/mBEEHTTs3:DeleteObjectTaggingfR{EAIR
R, EMBRMMFENSRARIRE, BEIERFRversionldETSE. BEFH
s3:DeleteObjectVersionTaggingiZ/EAINR.

HikFER

delete_object_tagging(
Bucket="string',
Key='string',
VersionId='string'


af://n2518
af://n2520
af://n2521
af://n2523

S

sHgEn Sk

Bucket Bucketf9ZFR
Key ObjecthIZFR

ZIRAZET, IEENFANFERE. NEER, BANERFMRAE
Versionld 891d, WEFENUIRRAS, HEXEIRE, WEEE
Versionld="null', Versionld="&3{T45ERFThRAIId,

IREI4S R AR

String

String

String

{
'ResponseMetadata’: {
'RequestId': 'tx000000000000000410f7f-0060b9db25-843b5-cn_east2',
'HostId': '',
'"HTTPStatusCode': 204,
'HTTPHeaders': {
'server': 'ct-zos',
'date': 'Fri, 04 Jun 2021 07:49:57 GM™MT',
'connection': 'keep-alive',
'Xx-amz-request-id': 'tx000000000000000410f7f-0060b9db25-843b5-
cn_east2'
e
'RetryAttempts': 0
}
}
]l

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-002"
object_key = "object-002"
version_Id = "yGuRzcUi-2RxqngoTLzdtljLyKR-plw"

response = s3_client.delete_object_tagging(
Bucket=bucket_name,
Key=object_key,
versionId=version_Id
)

print(response)

B & I A

il

i
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Put Object Legal Hold
ThgEER
put object legal holdiEKTEISEX SR LERIKIARBEE

HikFEE

put_object_legal_hold(
Bucket="bucket-name",
Key="string',
LegalHold={
'Status': 'ON'|'OFF'

e
VersionId='string'
)
SR
SHEW SR i R
Bucket Bucketf9ZFR String =
Key BTHOERBIRENISRER string 2
LegalHold IBENSIK A RBERE dict 5
Status FREENRERRER A REBECE string &
Versionld Fe B AREBRINISAYARAID string &
RO Ri%EE
{
'ResponseMetadata’: {
'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
'HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GM™MT',
'content-length': '0',
'connection': 'Keep-Alive',
'x-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67-default’
B
'RetryAttempts': 0
}
}
IREIEER g £

ResponseMetadata httpisKIREIEEE, BEBFKREREEKRequestl DESE
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i

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.put_object_legal_hold(

Bucket="bucketl",

Key="'obj',

LegalHold={

'Status': 'ON'

I

VersionId='5KGFjmi87mTwpTEIHQITIKHcUIwWOy8z',
)

Get Object Legal Hold
TgEisER
get object legal holdIERIREUEEXISRAIZRIGERBIRE

HikFER

get_object_legal_hold(
Bucket="bucket-name",

Key='string',
VersionId='string'
)
S¥i5EE
sHEMm S Sy
Bucket Bucketfy&FR String
Key HTHGARBIZEINXTRETR String
Versionld BCEMOAREBRIXISRAIRAID String
IREIZERi5 B
{

'"LegalHold': {
'Status': 'ON'
}

'ResponseMetadata’: {

'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’

'Hostid': '',
'"HTTPStatusCode': 200,
'HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GMT',

f0 RO

ol
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'content-length': '0',

'connection': 'Keep-Alive',
'x-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67-default’
I
'RetryAttempts': 0
}
}
IREER 3G

ResponseMetadata httpiERIREIEGE, SIEERRENREIE M RequestiDESE

Status RTEENERERREREIRBEE
Versionld EEEMRARBRIXISRAYMRAID
]|

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.get_object_legal_hold(
Bucket="bucketl",
Key="obj',
VersionId="'5KGFjmi87mTwpTEIHQITIKHcUIwWOy8z',
)

Put Object Retention
Th&EisER
put object retentioniERIREXIRIREBHAIRECE.

HikRE

put_object_retention(
Bucket="bucket-name",

Key='string',

Retention={
'Mode': 'GOVERNANCE'|'COMPLIANCE',
'RetainuntilDate': datetime(2015, 1, 1)

be

VersionId='string',

BypassGovernanceRetention=True|False

xE
Dict
string

string


af://n2647
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S

s4am

Bucket

Key

Retention

Mode
RetainUntilDate

Versionld

BypassGovernanceRetention

IR [E1455Ri5ER

{

'ResponseMetadata'’: {
'RequestId':
'HostIid': '',

SHEA
BucketB9ZFR

TSR EIRERIIRETR
MSRIREHRECETTR

T NEEMNSRAVREBHARE
XIS BTEREEHAPRITHA B HA
BCEMG AR BEAIRISRATARASID

T EEX MR ENIZ ST I ER

2

'HTTPStatusCode': 200,

'HTTPHeaders': {

ES:

String
string
dict
string
datetime

string

Boolean

'tx000000000000000000001-005fc8d74e-5e67-default’,

H o D
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iy

'date': 'Thu, 03 Dec 2020 12:17:18 GM™MT',
'content-length': '0',
'connection': 'Keep-Alive',
'x-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67-default’
I
'RetryAttempts': 0
}
}
IRE4ER ik
ResponseMetadata httpiEXRIREIEEE, SIFERRENREIB M RequestiDESE

il

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.put_object_retention(

Bucket="bucketl',

Key="obj',

Retention={
'Mode":

' GOVERNANCE ',


af://n2654
af://n2696
af://n2707

'RetainuntilDate’': datetime(2020, 11, 25)

Le
VersionId="'5KGFjmi87mTwpTEIHQITIKHcUIwWOy8z',

BypassGovernanceRetention=True

)

Get Object Retention
ThgEisER

get object retentionfKENXISRAYREBHAIRIRE
HikRE

get_object_retention(
Bucket="bucket-name",

Key='string',
VersionId='string'
)
SEiRE
sHEW Sidiid SRy
Bucket BucketAJZFR String
Key HTIRARBIZRENIREIR string
Versionld FCEM A RBRIXISRAIRASID string
IREI45Ri%08
{

'Retention': {
'Mode': 'GOVERNANCE',
'RetainuntilDate': datetime.datetime(2020, 12, 11, 0, 0, tzinfo=tzutc())
}
'ResponseMetadata’: {
'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostIid': '',
'HTTPStatusCode': 200,
'HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GMT',
'content-Tlength': '0',
'connection': 'Keep-Alive',
'x-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67-default’

e
'RetryAttempts': 0


af://n2709
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IREIESR
ResponseMetadata
Retention

Mode

RetainUntilDate

il

#-*-coding:utf-8 -*-

ik

httpiEKIREEGE, BEBEKIR

MNSRREIRECETTER
FMEEXRAVREHAFRRT
XSRBUEREEHAPRITHA B #A

from boto3.session import Session

import boto3

access_key="your access key"
secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)

s3_client=session.client("s3",endpoint_url=url)

print s3_client.get_object_retention(
Bucket="bucketl",

Key="obj',

VersionId='5KGFjmi87mTwpTEIHQITIKHcUIwWOy8z',

)

Generate Presigned Url

IhaEiEE

Generate Presigned UrliEsk4ER—MIGRTAITREZAIUr,

IR, BIELE. TRXHFS,

HikREE

generate_presigned_url(
ClientMethod="put_object",

Params={
'Bucket':
'Key':

I

'bucket-s6"',

"testl.py',

Expiresin=3600,
HttpMethod='PUT',

SE5EE

S

ERESEB Rz RequestiDESE Dict
dict
string

datetime

RBERRIDR SRR R LB % Uris
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SHBW S xE
ClientMethod  ZEPFum{ERINS375iE String
Params EFiRTSEERRNESH string
. ERRIUrERETE, ETIZEEERIZUrREERRER ,
Expiresin N N Dict
W, B{urb
HttpMethod HttpiEK{ERRY A Strint

IR [O]455Ri5ER

http://192.168.218.130:7480/bucket-s6/testl.py?AwWSAccessKeyId=/*your
accesskey&Expires=1622796987&Signature=Ew8brpCcL5E36UfqDXCbF%2FBUHTk%3D

IREIER ik e
Url ST RAYIRRTRY U Dict
1

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

import requests

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)

s3_client=session.client('s3',endpoint_url=url)

#print s3_client.upload_part(Bucket="bucket-version',Body=open("boto.py",

'rb').read(), Key='file-name',PartNumber=1,

Uploadid="'2~CmIMX303hyo2PJ9Kbegklv2pu7RI3MA")

url= s3_client.generate_presigned_url(
ClientMethod="put_object"',

Params={
'Bucket': 'bucket-s6',
'Key': 'testl.py',

e

ExpiresIn=3600,
HttpMethod="PUT',
)
print url
with open('/root/testl.py', 'rb') as file:
response = requests.put(url, data=file)
response.raise_for_status()

D HD HD & HO
=5 N

iy
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Generate Presigned Post

IDREISER

Generate Presigned PostiZsk&Em—MGRTAIFREZRIUr, (RBERERGIREEFRIAF T LABIEZUr| £

fE ST EIEER BT httpiposta ). TREE LISHNIR, IURBANTAE.
HiERE

generate_presigned_url(
Bucket="bucket-name',
key = 'key-name',
Expiresin=3600,

SR

BHER Sk

Bucket NAFE FERIBucketZFR

Key N EERFPREFRIET
. AERRIUrIBNERATE, EEiZATEERIZ Ur R EEERE RN,
Expiresin N
=2tz
IRE45Ri5% BB

{

'url': u "http://192.168.218.130:7480/bucket-s6"',

'fields': {

'policy': u

String

String

Dict

'eyJjb25kaxRpb25zIjogw3siyYnvja2v0IjogImJ1ly2t1dC1zNiJ9LCB7Imt1eSI6ICIib3RVLNB5IN

dLCAizXhwaXJhdGlvbiI6ICIYMDIXLTA2 LTAOVDASOj IZOj I2wil9',
'AWSAccesskeyId': u 'your access key',
'key': 'boto.py',
'signature': u '2TnylQLVyPxuqwlfviH/mwQCvxg="

}
}
B
iR
& faid
url SEREAE A ISRIRO U
folgs | ESIMEBEREIE, SRS, policySHiRE, REIEpoStLIF LERIEIE

RIEFIIRSS I

String

Dict
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#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
import requests
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)
#print s3_client.upload_part(Bucket="bucket-version',Body=open("boto.py",
'rb').read(), Key='file-name',PartNumber=1,
Uploadid="'2~CmIMX303hyo2PJ9Kbegklv2pu7RI3MA")
response = s3_client.generate_presigned_post(
Bucket="bucket-s6"',
Key = 'boto.py',
ExpiresIn=3600
)
print response
with open('/root/boto.py', 'rb') as f:
file = {'file': ('/root/boto.py', )}
http_response = requests.post(response['url'],
data=response['fields'],files=file)
print http_response

Put Object Copy

TREisER

Put Object Copy IEREEIG— N NIFERIZE HIZI BRIRIE,
HikRE

copy_object( ACL="private'|'public-read’,
Bucket="string',

CopySource="string' or {'Bucket': 'string', 'Key': 'string', 'versionid':
'string'},
Key='string',
Metadata={
'string': 'string'
Be

MetadataDirective="'COPY'|'REPLACE",
TaggingDirective="COPY'| ' 'REPLACE',
Tagging='string'

SE5EE


af://n2844
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B & I Ho

SHER SR *xB

ACL objectBYJACL String &

Bucket S#IA9BERIBucket String =
SHIRYE Stringt&=(: {bucket}/{key} or

opoe S, 0% g g
'Versionld": 'id'}

Key SHIB9ERIKey Strint 2

Metadata £%/A9EaIMetadata Dict B
MetadataS4li5%In, 'COPY' S4B

MetadataDirective =~ Metadatagk 'REPLACE (SRS Client &

MetadatalB=

Tagging SHi%EIR 'COPY' S4liRITag

TaggingDirective . N
eeine 5 'REPLACE MBS TagTas

TransferConfig &=

Tagging 152 BHIODbjectATag String &
IREIZ5Ri%08
{
"CopyObjectResult": {
"LastModified": datetime.datetime(2021, 5, 31, 12, 56, 59, 770000,
tzinfo=tzutc()),
"ETag": "21fd59a7339f2e5f73c97039254fd784"
e
"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostIid": "",
"RequestId": "tx000000000000000000b2c-0060b4dd1lb-20bdd-default",
"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Mon, 31 May 2021 12:56:59 GMT",
"x-amz-request-id": "tx000000000000000000b2c-0060b4dd1b-20bdd-default",
"content-type": "application/xml"
}
}
3
IREIER ik *B
CopyObjectResult SHINER, B5EHRI0bjecthiIETAGHIEIZEERTE Dict

ResponseMetadata httpigkiREIEE, SIEEIRENIRESAEMK Request DESE Dict
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#-*-coding:utf-8 -*-

from boto3.session import Sessio
bucket = 'test-bucket'
access_key="your access key"

secret_key="your secret key"
url="zos endpoint"
session = Session(access_key, secret_key)

s3_client =

session.client("s3", endpoint_url=url)

response = s3_client.copy_object(ACL="public-read', CopySource={'Bucket': ' 'test-
bucket', 'Key':'test_put'}, Bucket='test-bucketl', Key='test_put2')
print(response)

Copy
TIgEiAE

Copy IBRSEIUG— M HNRERZEHZI BIREE, STFEINATS5GBRIN

HikRE

copy (CopySource, Bucket, Key, ExtraArgs=None, Callback=None, SourceClient=None,

config=None)

SE5EE

o e

CopySource

Bucket
Key
ExtraArgs
Callback

SourceClient

Config
IR [E1455Ri5t08

7o

Sk

SHIRYREbucket, objectfIa]i%AY Versionld &= :

{'Bucket': 'bucket’, 'Key': 'key', 'Versionld": 'id'}
SHIRIBERIBucket

SHIRBERIKey

EEA clientfUERIMNE 2]

EERE, FEMRR, EZSHERNFTE
iRclient, EAEM, BOAMERZRIClient

fEHBcE, ¥ Mboto3.s3.transfer.TransferConfig

Dict

String
String
Dict
Function
Client

TransferConfig

S & N Ao
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#-*-coding:utf-8 -*-
from boto3.session import Session

total_bytes = 0
def show_progress(nbytes):
global total_bytes
total_bytes += nbytes
print('copyed bytes: %s' % total_bytes)

bucket = 'test-bucket'

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client("s3", endpoint_url=url)

response = s3_client.copy(CopySource={'Bucket':'test-bucket','Key':'1G'}, Bucket
= 'test-bucketl', Key = 'test_copy', cCallback=show_progress)

Restore Object
ThREisER
TR SR AR,
HikRE

restore_object(
Bucket="string',
Key="string',
VersionId='string',
RestoreRequest={

'Days': 123,
'GlacierJobrParameters': {
'Tier': 'Standard'
}
}
)
SR

SHEMR SR i) BEWR
Bucket BucketRJZFR string —
Key BRI TR AR FRIXSRAVEZ TR string =
Versionld SIERHRAS string Fi
RestoreRequest RRIRIBERIIRR S8 Dict =
Days fRIRZ REIARYREBRE, BRIXFEPEEN1-31X integer &
Tier fERES,, BajRx#FStandard String =2
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IR [O]455Ri5ER

{
'ResponseMetadata’: {
'HTTPStatusCode': 202,
'RetryAttempts': 0,
'HostIid': '',
'RequestId': "tx000000000000000000004-00621c88d4-12211-default’,
'HTTPHeaders': {
'date': "Mon, 28 Feb 2022 08:33:24 GM™MT',
'content-length': '0',
'x-amz-request-id': 'tx000000000000000000004-00621c88d4-12211-
default',
'connection': 'Keep-Alive'
}
}
}
IRE4ER fEiA xB
ResponseMetadata httpig IR BIZWE Dict

il

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
import sys
bucket=sys.argv[1]
obj=sys.argv[2]
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.restore_object(
Bucket=bucket,
Key=0bj,
RestoreRequest={
'Days': 4,
'GlacierJobrParameters': {
'Tier': 'Standard'

PR EIGIRIE

Create Multipart Upload
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IDREISER

Create Multipart Upload i&KSLEWIAL o F E1E, BRIniTIiERLAUGESIRE] Upload ID AFE4E
A9 Upload Part i53K, XSARECANFAEIR,

HikRE

create_multipart_upload(

ACL="'private'| 'public-read',
Bucket="string',
Key="string',
StorageClass="string',
Tagging='string',

)
S4%A
=
B
SHEMR Sz 5] %
M
ACL EF HESHHRIACLERNY String &
Bucket NHE FERIBucketB IR String =2
Key B HERISUSEETR String 2
StorageClass  X{H89FHERF String &
RIS, FRIBERITXMKey1=Valuel, MIEREER
Tagging — =5, =ZBiflkey, ZigAvalue, FIBEMFEZ =10 String &
=T 9value
IR[EE5Ri5E
{

u 'Bucket': 'bucket-s8', u 'UploadId': '2~YG11hMAGVEFF9dIsy4THdUUu3TSWPGH4 ',
u 'Key': 'filel', 'ResponseMetadata': {
'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'Hostid': '',
'RequestId': 'tx00000000000000000002a-0060a505ca-47ce2-default’,
'"HTTPHeaders': {
'date': 'wed, 19 May 2021 12:34:18 GMT',
'content-length': '245"',
'x-amz-request-id': 'tx00000000000000000002a-0060a505ca-47ce2-
default',
'content-type': 'application/xml',
'connection': 'Keep-Alive'
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IREIER faik EE

Bucket MAHRIFAIBUcketBZFR String

Uploadid SERLEID String

Key NAFFEBuUcket P {RIFAIZFR String

ResponseMetadata httpiEKIR[EIZWE Dict

HTTPStatusCode httpiE SRS Int
o)

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)
print(s3_client.create_multipart_upload(Bucket="bucket-name',Key='file-name',
Tagging="'tag-key=tag-value'))

Upload Part
Th&EisER

Upload Part iERSCHENISRLAUGHI SR B, STOHSAIRAVENE 1 F) 10000, MRTRE—R, Hit
FHRANBRATHZETSM, EEXIEK Upload Part B, FEE#EH partNumber ] uploadID,
partNumber ARMRE, HFELFLEIE. partNumber BIEEFEEMMN1FHA.

HikRE

upload_part(
Body=b'bytes'|file,
Bucket="string',
Key='string',
PartNumber=1,
Uploadid="string',

SRR
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SHaEm SR

Body B HERHEE

Bucket XAHE FERIBucketZFR

Key = H{ERISHERR

PartNumber  ZHEIDER LIERIRS
INED £ ; N ;

Uploadid SR FERIID, 7ECreate Multipart Upload®HiR([E]RY
Uploadld

IR [E1455Ri5AR
u 'ETag': '"59d0d19fc45ca69230d858f60a5557f8"",

'HTTPStatusCode': 200,
'RetryAttempts': O,
'Hostid': "',

'RequestId':

'HTTPHeaders': {

'accept-ranges': 'bytes',
'connection': 'Keep-Alive',
'etag': '"59d0d19fc45ca69230d858f60a5557f8"",
'x-amz-request-id"':
default',
'date': 'Thu, 20 May 2021 02:17:58 GMT'
}
}
}
IRESR fid
Etag R EREHERYEtag
ResponseMetadata httpiE kiR EEHE
HTTPStatusCode httpiE SRS
o]

'content-length': '0',

#-*-coding:utf-8 -*-

from boto3.session import Session
import boto3

access_key="your access key"
secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)
print s3_client.upload_part(Bucket="'bucket-name',Body=open("file-name",
'rb').read(), Key='key-name',PartNumber=2,
UploadId='2~ziyYVSXVMaM_5IvXMI4safwllTOU5yA")

String =
String =
String =

String =

String

'ResponseMetadata'’: {

'tx000000000000000000003-0060a5c6d6-5dc75-default’,

'tx000000000000000000003-0060a5c6d6-5dc75-
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Complete Multipart Upload
TDgEisER

Complete Multipart Upload FIskSCIMZERE N DR EE. BIEELMER Upload Parts HEFTEIRLL
&, {REILAFIZ APl SeRk E1&E, TEfEFIZ APIBY, WJRTE Body Fta HE— PRI PartNumber 7]
ETag, FSRIRMGIRAC/ERDME.

HikFER

complete_multipart_upload(
Bucket="string',

Key="string',
Multipartupload={
'Parts': [
{
'ETag': 'string',
'PartNumber': 1
i
]
e
Uploadid="string',
)
SRR
3 SERY tEEE
sHaMm SHEx ESic] P
Bucket XAHE FERIBucketZFR String 2
Key E HERSHER String &
T GRS EREE, NELS R E .
MultipartUpload Fﬁﬁﬁﬁ iJJ:f’éE’JJ:u AV RS BFEDERXINEtag Dict =
MRS
Etag PERXIRIAIEtag String &
PartNumber PEXINS BRRS String &
YER 91D Multi I IX[E]A
Uploadid B3 HERIID, #ECreate Multipart Upload#iRERY String | 2
Uploadid
IREIZ5Ri%08
{

u 'ETag': 'a7d414b9133d6483d9alc4e04e856e3b-2"', u 'Bucket': 'bucket-s8', u
'Location': 'http://192.168.218.130:7480/bucket-s8/5M', 'ResponseMetadata': {
'HTTPStatusCode': 200,
'RetryAttempts': O,
'Hostid': '',
'RequestId': "tx000000000000000000064-0060a62bc5-5dc75-default’,
'HTTPHeaders': {
'date': 'Thu, 20 mMay 2021 09:28:37 GMT',
'content-length': '296',


af://n3146
af://n3147
af://n3149
af://n3151
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'x-amz-request-id': "tx000000000000000000064-0060a62bc5-5dc75-

default',

'content-type': 'application/xml',

'connection': 'Keep-Alive'

}
}, u 'Key': '5M'
}
IBEIZR g
Etag BRI {HHYEtag
Bucket {RESEFRIBuUcketBFR
Location NGB E
ResponseMetadata httpis SR EIEERE
HTTPStatusCode httpIE SRS
]|

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)

s3_client=session.client('s3',endpoint_url=url)

print s3_client.complete_multipart_upload(
Bucket="bucket-s8"',

Key='5M",
MuTltipartUpload={
'Parts': [
{
'ETag': '5f363e0e58a95f06cbe9bbc662c5dfh6’,
'PartNumber': 1
b
{
'ETag': '342e08b4a695b10f23d94913ch881c6e’,
'PartNumber': 2
3
1
e

UpTloadid="2~3BRpGICgM_5Lym31H53HhYT-XD6vjeH",

List Parts
INeEiR AR
List Parts FISRENAISESD B HEHRIE HENDEBISE,
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HikER

Tist_parts(
Bucket="string',
Key="string',
MaxParts=123,
PartNumbermarker=123,
Uploadid="string',

)

SEREB
SHBEW S HE
Bucket NHE FERIBucketEZ TR String
Key RS ERRFPMRIFRISGETR String
MaxParts =ZIREINSEREE Int

rNumberarkey | ISEPERASHIBARS, RESBRSATEAN
SIS RIEEA RS

DE% 91D Create Multipart Upload=iR[E]E¢
Uploadld S;ﬁ)ﬂiﬁg , HECreate Multipart Upload-Hi[EAg String

IR [O]455Ri5ER

'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostIid': '',
'RequestId': 'tx00000000000000000000b-0060a5cd69-5dc75-default’,
'HTTPHeaders': {

"transfer-encoding': 'chunked',
'date': 'Thu, 20 May 2021 02:46:01 GMT',
'connection': 'Keep-Alive',
'x-amz-request-id': 'tx00000000000000000000b-0060a5cd69-5dc75-
default',
'content-type': 'application/xml'
}
e
u 'Bucket': 'bucket-s8',
u 'NextPartNumberMmarker': 3,
u '"Parts': [{

u 'LastModified': datetime.datetime(2021, 5, 20, 2, 12, 22, 643000,
tzinfo = tzutc()),

u 'PartNumber': 1,

u 'ETag': '"eb260e9ae827821beceeed4104f0ad89"",

u 'size': 6

oA
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u 'LastModified': datetime.datetime(2021, 5, 20, 2, 29, 2, 299000,
tzinfo = tzutc()),

u 'PartNumber': 2,

u 'ETag': '"59d0d19fc45ca69230d858f60a5557f8"",

u 'size': 7

1,
u 'UploadId': '2~ziyYVSXVMaM_5IvxMI4safwl1lTOUSyA",
u 'StorageClass': 'STANDARD',
u 'Key': 'filel',
u 'owner': {
u 'DisplayName': "',
u 'ip': "'
be

u 'MaxParts': 3,
u '"IsTruncated': False,
u 'PartNumberMarker': 0

}
IREIESR faik 52
ResponseMetadata httpiE KR EIEWE Dict
HTTPStatusCode httpiE RS Int
Bucket 4 E1ERIBcuketZFR String
T—RlistlEHRAID BRCIARS, EERTEMNRE
NextPartNumberMarker  EH(tBEiRE LERS BREE X T HRNRERIS BREL Int
B), fERT—RIistlID RIEImS
Parts E& HENDRER Dict
LastModified %57 B IR ARIE PRI B Datetime
PartNumber PERIRS Int
Etag %5y EREIERS R Etag String
Size ZDEREIEARN, BUFTS Int
Uploadid B8 EERIID, #ECreate Multipart UploaddriR[a] String
StorageClass B LGRS R RIAY R B B String
Key PR RN SRR P REFNET String
Owner SR EERISERTERF Dict
MaxParts SHRlistRZIREIRISEREB Int
IsTruncated EREMT Boolean

PartNumberMarker LEilistl SRR RS Int
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#-*-coding:utf-8 -*-
from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)
print s3_client.list_parts(Bucket="bucket-s8', Key='filel',MaxParts=2,

PartNumberMarker=0, UploadId='2~ziyYVSXVMaM_5IVvXMI4safwllT0OU5yA")

Abort Multipart Upload

IhaEEE

Abort Multipart Upload FASRSEIIEF— Mo R EEFHERE _EEAIR, ZH&TEA Abort Multipart
Upload B, #NSRBIEMEFEAIXA Upload Parts HEHRRYIERK, M Upload Parts £iREISKML,

HikRE

abort_multipart_upload(

Bucket="
Key="str

string',
ing',

Uploadid="string',

SE5EE

SYER Sk

Bucket

Key

Uploadid

IR [O1455Ri5ER

NAHE FERIBucketZFR
SRR PR FASULE B FR

SR E1ERIID, TECreate Multipart UploadshiR[E]RY
Uploadld

String

String

String

il
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'ResponseMetadata’: {
'"HTTPStatusCode': 204,
'RetryAttempts': O,
'HostIid': "',
'RequestId': 'tx000000000000000000014-0060a5d778-5dc75-default’,
"HTTPHeaders': {
'date': 'Thu, 20 May 2021 03:28:56 GMT',
'connection': 'Keep-Alive',
'x-amz-request-id': 'tx000000000000000000014-0060a5d778-5dc75-

default’
}
}
}
IREER fiid KB
ResponseMetadata httpiEKiR BIEHE Dict
o]

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)

print s3_client.abort_multipart_upload(Bucket="bucket-name', Key='key-
name',UpTloadId="2~ziyYVSXVMaM_5IVXMJI4safwl11TOU5SyA")

List Multipart Uploads
Th&EisER

List Multiparts Uploads FISREIAIIEEHITHIDER E1E, tBREBEE Created{BRiXIZHAaborted
& Completediy2ER HEEEE, BURRZFIH 1000 NEEHITHRIZER L.

HikFER

Tist_multipart_uploads(
Bucket="string',
KeyMarker="string',
MaxUploads=123,
Prefix="string',

S
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B & I Ho

SHER SR e
Bucket XHE FERIBucketBZFR String &
KeyMarker HRBEKey X FKeyMarkerf9oE& HEEIRA SIR[E] String &
ERBSBERNSHE LIEHIR, A/NE1-1000, 1BiT10008Y
MaxUploads w s Int =
HIESHANF1000
Prefix KeyfHIBTER, RABLAPrefix IFFLAIKey A SIRE] String &
IREIZ5 Rk B
{
u 'Uploads': [{
u '"Initiator': {
u 'DisplayName': 'testuser',
u '"ip': 'testuser'
B
u 'Initiated': datetime.datetime(2021, 6, 23, 8, 20, 45, 149000, tzinfo
= tzutc(Q)),
u 'Uploadid': '2~AB_w22rcwgDnKcpGeVvae8wPIwqyw3_",
u 'StorageClass': 'STANDARD',
u 'kKey': '30M'",
u 'owner': {
u 'DisplayName': 'testuser',
u '"ip': 'testuser'
}
Yo o
u 'Initiator': {
u 'DisplayName': 'testuser',
u 'ip': 'testuser'
e
u '"Initiated': datetime.datetime(2021, 6, 23, 8, 21, 1, 499000, tzinfo =
tzutc()),
u 'Uploadid': '2~BRI1rFShYE_5m_MU30nxAEmUpnlhPjba’,
u 'StoragecClass': 'STANDARD',
u 'Key': '40mM',
u 'owner': {
u 'DisplayName': 'testuser',
u '"ip': 'testuser'
}

}]1, 'ResponseMetadata': {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'"HostId': '',
'RequestId': "tx000000000000000000038-0060d2ef92-193d76-default’,
'"HTTPHeaders': {

'transfer-encoding': 'chunked',
'date': "'wed, 23 Jun 2021 08:23:46 GMT',
'connection': 'Keep-Alive',

'x-amz-request-id': 'tx000000000000000000038-0060d2ef92-193d76-
default',
'content-type': 'application/xml'
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}
}, u "MaxUploads': 1000, u 'NextKeyMarker': '40M', u 'Bucket': 'bucketl', u

'IsTruncated': False, u 'NextUploadIdmarker':
'2~BR1rFShYE_5m_MU30nxAEmUpnlhPjba'

}
IREISESR ik e
ResponseMetadata httpiEg IR EIEWE Dict
Uploads DER &R Dict
Initiator Zo R LERtlEE Dict
Inittited 153 B E A& EIZAYATIE] datetime
Uploadid 1z B EtERYUploadld String
StorageClass FER A String
Key DR EfERIKey String
Owner PR EERNEE Dict
]

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)

s3_client=session.client('s3',endpoint_url=url)

print s3_client.list_multipart_uploads(
Bucket="bucket-name',
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process_object(
ProcessSource="string',
Bucket="string',
Key='string',
ZosProces="string'

)
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{
'ETag': '"4cc020485083clee00ab44d6ebe34cOb" ',
'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'Hostid': "',
'RequestId': '"tx000000000000000000024-0060bca54e-d355-default’,
'"HTTPHeaders': {
'date': 'sun, 06 Jun 2021 10:37:02 GMT',
'content-length': '0',
'etag': '"4cc020485083clee00ab44d6ebe34cOb" ',
'accept-ranges': 'bytes',
'x-amz-request-id': 'tx000000000000000000024-0060bca54e-d355-
default'
}
}
}
sHEMm S 5]
ResponseMetadata httpiEKiR BIEHE Dict
ETag STERAYETag String
a5

#-*-coding:utf-8 -*-

from boto3.session import Session
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client('s3', endpoint_url=url, verify=False)
dst_bucket_name = 'dst'

dst_key_name = 'hudie_mini.jpg'

source_name = 'src/hudie.jpg’

process_method = 'image/resize,w_200"'

print s3_client.process_object(
Bucket=dst_bucket_name,
ProcessSource=source_name,
Key=dst_key_name,
ZosProcess=process_method
)

print res

Getig=RIREVE A
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LDREISER

E R4 B R Eget_objectERIBHTAY R, RATXFMERTRE R HELLE, SHFMEE RS

JPG. PNG, WEBP, BMP, TIFF,
hiERE
get_object(
Bucket="string',
Key='string',

ZosProces="string'

)

SHi%EA

SHEWR SHEir

Bucket FhEREAYRTR
Key FHEISAIEZTR

ERQIERST, B398, HED, ek, KED, 18IliEiR, 3K
ZosProces BYSRIEE BN F5iEBEPut Bucket Topic Configuration&#id

B3
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String

String

String

'Body': <botocore.response.StreamingBody object at 0x7f85b8466d90>,

'AcceptRanges': 'bytes',

'ContentType': 'image/jpeg',

'ResponseMetadata’: {

'"HTTPStatusCode': 200,

'RetryAttempts': 0,
'HostIid': '',

'RequestId': 'tx000000000000000000017-0060bc9edc-d355-default’,

'HTTPHeaders': {
'content-length'

: '7997',

'Xx-rgw-object-type': 'Normal',
'x-amz-storage-class': 'STANDARD',

'accept-ranges':

'bytes',

'x-amz-meta-s3cmd-attrs':
'atime:1621495036/ctime:1621424206/gid:0/gname: root/md5:97a6d0c27011ddc89b42456d
a8blbe8a/mode:33188/mtime:1621424206/uid:0/uname: root"',

'Tast-modified"':

'"Tue, 25 May 2021 15:55:46 GMT',

'etag': '"37a704f5a75b786730d7280cf727b72b"",

'x-amz-request-id"':

default',

'date': 'Sun, 06 Jun 2021 10:09:32 GM™MT',

'content-type':

"image/jpeg’

'tx000000000000000000017-0060bc9edc-d355-

B & I Ho
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'LastModified': datetime.datetime(2021, 5, 25, 15, 55, 46, tzinfo =
tzutc(Q)),

'ContentLength': 7997,

"ETag': '"37a704f5a75b786730d7280cf727b72b" ",

'StorageClass': 'STANDARD',

'Metadata': {

's3cmd-attrs':

'atime:1621495036/ctime:1621424206/gid:0/gname: root/md5:97a6d0c27011ddc89b42456d
a8blbe8a/mode:33188/mtime:1621424206/uid:0/uname:root’

}
}
sHEm SR e
Body IRENTSRNNE StreamingBody
ContentType IREIXTSRATREY string
ResponseMetadata httpig kiR EIEUE Dict
LastModified XISRAYEUEERTE] Datetime
ContentRange EIANSRERERIIN N 6 2 RIERS String
ETag ISRHIETag String
ContentLength ) AZNES)NES Integer
Metadata I SR—RFERTTEUEER Dict
o]

#-*-coding:utf-8 -*-

from boto3.session import Session

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client('s3', endpoint_url=url, verify=False)
bucket_name = 'public'

key_name = "'1000.jpg"’

process_method = 'image/resize,w_300,h_200,m_fixed'

res = s3_client.get_object(
Bucket=bucket_name,
Key=key_name,

ZosProcess= process_method
)

print res

TopiciR{E
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Put Bucket Topic Configuration
TDgEisER

A LIAEAmENNER. WRERRSN, FELIRERECERE —MAISESRIER, N
IREIZERRAIARN, TIALIEER £,

HiERE
create_topic(
Name='string',

Attributes={
'string': 'string'

SE5EE

s4am Sk E 3]

B S I Ao

fil

Name TopicHIZFR String

TopichIEM, HRIEARRNENGIR (Kafka, RabbitMQ,

o
HTTP/S) , BARRNEE <t

i

Attributes

ROl R

'"TopicArn': 'arn:aws:sns:zg_cn::Kafka_topic',
'ResponseMetadata’: {
'RequestId': '77809110-426b-48d8-9el15-32fde7bb27e7.157067.1102100",
'HTTPStatusCode': 200,
'HTTPHeaders': {
'server': 'ct-zos',
'date': 'Sun, 06 Jun 2021 02:53:37 GM™MT',
'content-type': 'application/xml',
'content-Tlength': '294"',
'connection': 'keep-alive',
'x-amz-request-id': 'tx00000000000000010d114-0060bc38b1-2658b-
cn_east2'
b
'RetryAttempts': 0

IRE4ER A £
ResponseMetadata httpiEKIREEHE, BEIRERKIRENASIEKRequestiDEE Dict

TopicArn F/ ARN String
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#-*-coding:utf-8 -*-

from boto3.session import Session
from botocore.client import Config
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

sns_client = boto3.client('sns',
endpoint_url=url,
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
use_ss1=True,
verify=False,
region_name="'default"',
config=Config(signature_version="'s3"),

)

topic_name = "Kafka_topic"
kafka_endpoint = "11.50.132.160:9092"

attributes = {}
attributes['push-endpoint'] = 'kafka://' + kafka_endpoint
attributes['kafka-ack-Tevel'] = 'broker'
response = sns_client.create_topic(
Name=topic_name,
Attributes=attributes

)

print(response)

Get Bucket Topic Configuration
ThgEisER

IREEERFEREY.

HikRE

get_topic(TopicArn="'string')
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. TopicHIFE—HRR, SEARNAUE, BLBLUTEH: .
TopicArn String
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{
'GetTopicResult': {
'"Topic': {
'User': 'zousheng',
'Name': 'Kafka_topic',

'EndPoint': {

'EndpointAddress': 'kafka://11.50.132.160:9092"',

'EndpointArgs': 'Attributes.entry.l.key=push-
endpoint&Attributes.entry.l.value=kafka%3A%2F%2F11.50.132.160%3A9092&Attributes.
entry.2.key=kafka-ack-level&Attributes.entry.2.value=broker&version=2010-03-
31&kafka-ack-Tevel=broker&push-endpoint=kafka://11.50.132.160:9092",

'EndpointTopic': 'kKafka_topic'

b

'TopicArn': 'arn:aws:sns:zg_cn::Kafka_topic'

e

'ResponseMetadata’: {
'RequestId': '77809110-426b-48d8-9e15-32fde7bb27e7.157067.1110405",
'"HTTPStatusCode': 200,
'"HTTPHeaders': {

'server': 'ct-zos',
'date': 'Sun, 06 Jun 2021 03:11:00 GMT',
'content-type': 'application/xml',
'content-length': '719',
'connection': 'keep-alive',
'x-amz-request-id': 'tx00000000000000010f185-0060bc3cc4-2658b-
cn_east2'
b
'RetryAttempts': 0
}
}
IREIER A S0
ResponseMetadata httpiEKIREEEE, BEIFERKIRENASIE K RequestiDEE Dict
GetTopicResult TBERATEREVER Dict
Topic TopicfE8 Dict
TopicArn /A ARN String
]l

#-*-coding:utf-8 -*-

from boto3.session import Session
from botocore import exceptions
from botocore.client import Config
import boto3

access_key="your access key"
secret_key="your secret key"
url="zos endpoint"

sns_client = boto3.client('sns',


af://n3784
af://n3807

endpoint_url=url,
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
use_ss1=True,

verify=False,

region_name="default',
config=Config(signature_version="s3"'),

)

topic_arn = "arn:aws:sns:zg_cn::Kafka_topic"
try:

response = sns_client.get_topic(TopicArn=topic_arn)
except sns_client.exceptions.ClientError:

response = "There is not Topic"

print(response)

Delete Bucket Topic Configuration

IhaEiEA

MfFER. HEERBS (Idempotence) #4F, EUIMIBFAFENERFS

HiEFEE
delete_topic(TopicArn="'string')

S5

. TopicBIFE—HrR, SEARNAISIN, BBLITEI:
TopicArn
arn:aws:sns::

IR [E1455Ri5ER

{

'ResponseMetadata'’: {

'RequestId': '77809110-426b-48d8-9el5-32fde7bb27e7.

'HTTPStatusCode': 200,
'HTTPHeaders': {

SEGEIR.

157067.1142347",

'server': 'ct-zos',
'date': 'sun, 06 Jun 2021 04:14:38 GMT',
'content-type': 'application/xml',
'content-Tlength': '204',
'connection': 'keep-alive',
'Xx-amz-request-id': 'tx000000000000000116e4b-0060bc4bae-2658b-
ch_east2'
b
'RetryAttempts': 0
}


af://n3809
af://n3810
af://n3812
af://n3814
af://n3826

il

#-*-coding:utf-8 -*-

from boto3.session import Session
from botocore.client import Config
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

sns_client = boto3.client('sns',
endpoint_url=url,
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
use_ss1=True,
verify=False,
region_name="'default"',
config=Config(signature_version="s3"),

)
topic_arn = "arn:aws:sns:zg_cn::Kafka_topic"

response = sns_client.delete_topic(TopicArn=topic_arn)
print(response)

List Bucket Topic Configuration

Th&EisER
REFEEENFERNE. HASEM, RE=Topics#ETE,
HikRE

Tist_topics()

SR
.k
IRE45Ri5 BB

{
'"Topics': [{
'User': 'zousheng',
"Name': 'kafka_topic',

'"EndPoint': {

'EndpointAddress': 'kafka://11.50.132.160:9092",

'EndpointArgs': 'Attributes.entry.1l.key=push-
endpoint&Attributes.entry.l.value=kafka%3A%2F%2F11.50.132.160%3A9092&Attributes.
entry.2.key=kafka-ack-level&Attributes.entry.2.value=broker&version=2010-03-
31&kafka-ack-Tevel=broker&push-endpoint=kafka://11.50.132.160:9092",

'"EndpointTopic': 'Kafka_topic'

L
'"TopicArn': 'arn:aws:sns:zg_cn::Kafka_topic'
Bl

'ResponseMetadata’: {
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'RequestId': '77809110-426b-48d8-9el5-32fde7bb27e7.157067.1269231",
'HTTPStatusCode': 200,
'HTTPHeaders': {

'server': 'ct-zos',
'date': 'sun, 06 Jun 2021 09:04:45 GM™MT',
'content-type': 'application/xml',
'content-length': '796"',
'connection': 'keep-alive',
'x-amz-request-id': 'tx000000000000000135def-0060bc8fad-2658b-
cn_east2'
I
'RetryAttempts': 0
}
}
o]

#-*-coding:utf-8 -*-

from boto3.session import Session
from botocore.client import Config
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

sns_client = boto3.client('sns',
endpoint_url=url,
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
use_ss1=True,
verify=False,
region_name="default',
config=Config(signature_version="s3"'),

)
topic_arn = "arn:aws:sns:zg_cn::Kafka_topic"

response = sns_client.list_topics()
print(response)

ERiRINE
(ERRHEES
BRI

BERmINE, £ EEXNRIREINEMEEINGE.

o 0% sdk LEXISRAT, BITAFRMENER, sdkiEEtRHTINEEE LIERIRS . RSIHERE
AURSSRBD N fFAURISR.
o MEE: sdk FEXIREY, BITAFRMENER, BERSIHRENINENSR, FHRFEIALD,
NIRRT R sdkREIRO B, ERER—FEITNERZERTERER, WEXE
A, NSRS ERETERINEE.

HRipython sdk{XsZFFAES. GCMAIEEIE,
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REKRE

MEEBFERAZFHINEINAE, EETRRERpython sdkiVREZ 5, EEIIIME—MKRE. &
279 pycryptodome, hRAAEKTF3.20.0,

PATIAT S

pip install pycryptodome==3.20.0

RN A

1/IREisER

AR — NS, (FRERERERENEEN, NEX, NSBERENERT
.

HiERE

get_crypte_key()

S4B

7c

iR [EI45 SR8

BECIRE—32 byte X\, 1E=0byte,
pl

from s3transfer import zoscrypt
my_key = zoscrypt.get_crypte_key()

(RFINEEEH
LsEisER

AT ERIEERkeyEX, REIZOBEERNKeyRFRIAME, REZIAMBAIKkeyEiBIdbase64i#H T
UEHEN

HikER

save_key(key, file_path)

SEIREE
SHEM SR ESid) EEWR
key 1SR HIkey Byte[] 2
file_path FEBkeyREHIEER String 2
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IREIZ Rk AR
7
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from s3transfer import zoscrypt

#4: ptkey
my_key = zoscrypt.get_crypte_key()

#{rTrkey

zoscrypt.save_key(my_key, "D:\\data_test\\my_key")

IREEINEE A

IhaEiER

ISP R NEE & PR S BRI,
HikFER

load_key(file_path)

285588

SR SHimiR

file_path EENMFHAIkeyAIERR
IREI45Ri5% B

REFEERE FTRERER, KB Nbytefid,

il

from s3transfer import zoscrypt

load_key = zoscrypt.load_key("D:\\data_test\\my_key")

ez k&bl
IDREiER

BN HEEO, IZIEOEEHIMENs3_client, user_key, file_path=/"&#1, Hftt&#FIPut

Objectiz—3.

HikRE

put_object_encrypt(s3_client, user_key, file_path, bucket,

key, **kwargs):
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S

sHgEn Sk e

PIRHRThEFiniEO. FAERT EEX

s3_client SiaE. boto3.session.Session.client
user_key BRECRENZRERE, FE8EN String
base641&=.
file_path BE HERSFIRER String
bucket RE HENYISRATERIE string
key w2 HERIISRAIkey string

LEEMNSRAIEMMSESE, WACL,
**kwargs MetadataZs, S#UFERSFZFIPut Object Dirt
—E

B & I H

i

il

fl  HOD

2l

i

IR [E1455Ri5t0R

FOPut Object—2%,

il

#-*-coding:utf-8 -*-

import base64

from s3transfer import zoscrypt
from boto3.session import Session

ak = "your ak"
sk = "your sk"
host = "your host address"

# Hlihttsession and client
session=Session(ak,sk)
s3_client=session.client("s3",endpoint_url=host)

#INEAMPIFHE S, IR 207, BT ELRAE LRI A R
#IRAT RN T AR B AR R TH . A] S B RAT N2 B A 71y
load_key = zoscrypt.load_key("D:\\data_test\\my_key")

#T5 PRI S S 1%, bucket_name, key_name
file_path = "D:\\data_test\\my_data.txt"
bucket_name = "bucket-crypt"

key_name = "test_crypt"

#W O EAEX S, ACL, metadataZE@iyMs B ol kB 255 S+
response = zoscrypt.put_object_encrypt(s3_client,
base64.b64encode(Toad_key),
file_path,
bucket_name,
key_name,
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ACL = "private")

print(response)

nneE T E Gl

LhHEiEE

RN HEEO, ZIEOZEBEHIMENs3_client, user_key, file_path=/"&#1, EfttS#F1Get

ObjectizA—%.

HixRE
get_object_decrypt(s3_client, user_key, file_path, bucket, key, **kwargs)
S4%A
SHEMR Simid S0
. VIR IhE FimiE . FSRHTIRET . . .
s3_client o boto3.session.Session.client
SHR(F.
User ke BERECRENZSRER, 285N s
<Y base641&=,., &
file_path RENAIS R IFRIER R String
bucket EERIIXISRFTERIE String
key EEREIXI S A Ikey String
REISEMSEER, W IfMatch,
**kwargs VersionldZ, 2#ERAS{F0Get Object Dirt
—H.
IR[EIEERi5E

#Put Object—2L,

il

#-*-coding:utf-8 -*-

import base64
from s3transfer import zoscrypt
from boto3.session import Session

ak = "your ak"
sk = "your sk"
host = "your host address"

# ¥lthiksession and client
session=Session(ak,sk)

B & I Ho

il

i

f0 RO

i

iy
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s3_client=session.client("s3",endpoint_url=host)

#INFAMPIFHE S, X200, B ELRE LRI A R A
H#HRAER] T AN A R . W22 (R A7 N2 2 3 Y
load_key = zoscrypt.load_key("D:\\data_test\\my_key")

#5 BRI 6 AN 5 ORAT IR SO 842, bucket_name, key_name
down_path = "D:\\data_test\\my_down.txt"

bucket_name = "bucket-crypt"

key_name = "test_crypt"

#RHED FEHX S, IfMatch, VersionId&#isMs B a & E #5525
response = zoscrypt.get_object_decrypt(s3_client,
base64.b64encode(Toad_key),
down_path,
bucket_name,
key_name)

print(response)
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