dl
|

ZOSYI g i=fif)ava_SDK({EFE

MRS
F5SDK
BEMEER

. joi1 BRI

T&sSDK

o SDK/E4aEMER FEtbiE: ESEN )
=IN
Windows

o Llintelli IDEA A%, BjarBHBITEERT, G#H%E"Add as Library"BiH],
o MNRAHAIDE, NBHENRFINMELZEFITAICLASSPATH, iR jarEAIER{ZRNE],

Linux

o FEINMETECLASSPATH:

# <your-path># /R s dk P77 B 42 R AT
export CLASSPATH=.:<your-path>/*:$CLASSPATH

mavenIRES|A\

e mavenBESIN (BAEF)
LI~ 1PN

# fEpom.xm1 3 dependencies L 1K #i

<dependencies>

<dependency>
<groupId>com.amazonaws</groupId>
<artifactIid>zos-java-sdk-s3</artifactid>
<version>1.11.998</version>
<scope>system</scope>
<systemPath>/path/to/zos-java-sdk-s3.jar</systemPath>

</dependency>

<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>zos-java-sdk-sts</artifactid>
<version>1.11.998</version>
<scope>system</scope>
<systemPath>/path/to/zos-java-sdk-sts.jar</systemPath>
</dependency>

<dependency>
<groupId>com.amazonaws</groupId>
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<artifactIid>aws-java-sdk-iam</artifactid>
<version>1.11.998</version>
<scope>system</scope>

<systemPath>/path/to/aws-java-sdk-iam-1.11.998.jar</systemPath>

</dependency>

<dependency>
<groupId>org.bouncycastle</groupId>
<artifactIid>bcprov-ext-jdkl8on</artifactid>
<version>1l.77</version>
<scope>system</scope>
<systemPath>/path/to/bcprov-ext-jdkl8on-177.jar</systemPath>
</dependency>

<dependency>
<groupId>org.bouncycastle</groupId>
<artifactIid>bcprov-jdkl8on</artifactid>
<version>1.77</version>
<scope>system</scope>
<systemPath>/path/to/bcprov-jdkl18on-177.jar</systemPath>

</dependency>

</dependencies>

wIFIETT
Windows

* IDEFRIE(T
o WRAEMAIDE, WEARITHALI TGS :

javac xxx.java
java xxx

Linux

javac xxx.java
java xxx

BIEERin

import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

pubTlic class Main {
pubTlic static String ACCESS_KEY
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";

"<your-access-key>";

public static void main(string[] args) {
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AmazonS3 s3Client = null;
try {
// EAEHHTTPSHMY B RH B A2 VAER, 726 HIEFte 2
// System.setProperty("com.amazonaws.sdk.disableCertcChecking",
"true");
// AR A RO B N
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,
SECRET_KEY) ;
ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = Amazons3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withcCTientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disabTeChunkedEncoding()
.enabTePathstyleAccess()

Lbuild(Q;
System.out.print("=====connect success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());

SE5EE

e (lientConfiguration

_— . 2R .
RESHRE " iR
REBEKRESZEI:
"S3SignerType", V2&4;
void setSignerOverride(final String value) Elpvir 5 y_p = o
"AWSS3V4SignerType", VA&
B
RN
void setProtocol(Protocol protocol) Elpvin Protocol. HTTP, HTTPiMY;
Protocol.HTTPS, HTTPSMY,
void setMaxConnections(int . N NN w
. i REEFing AEREE
maxConnections)
void setRequestTimeout(int N YR N
A it R EE R

requestTimeout)

o AwsClientBuilder
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=a
RESHRLE > iR

Whisk
Subclass withCredentials(AWSCredentialsProvider o WEIAEME (AK,
credentialsProvider) = SK)

Subclass withClientConfiguration(ClientConfiguration

Ak REEFRIE

config)

Subclass

withEndpointConfiguration(EndpointConfiguration B RELRIHT MR

endpointConfiguration)
% FovHhurn (7N

Subclass disableChunkedEncoding() ik Lo SRS (i
FiE)
[EREEElIE

Subclass enablePathStyleAccess [Flpein -

yiehccess) (RINFFR)

HRIR(E

ellfE
IIRE5ER

BB KA LIS ENKS FEIE— A0S, EigSDKEEZRINE, MREEEFIGMER, WEFHF
DNESKInMECE, fFhttps://console.ctyun.cnidBZifE, REESINEEREHIGEE.

3+ 1
BiERE
Bucket createBucket(CreateBucketRequest createBucketRequest)

S

e (CreateBucketRequest
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IRESHEIE

void setBucketName(String bucketName)

void
setCannedAcl(CannedAccessControlList
cannedAcl)

void
setAccessControlList(AccessControlList
accessControlList)

void
setObjectLockEnabledForBucket(boolean
objectLockEnabled)

void setAZPolicy(String policy)

void setStorageClass(StorageClass
storageClass)

e AccessControlList

RESHGIE

void setOwner(Owner owner)

[ & I AD

& ol il

& &l [l

[l

& &l

void grantPermission(Grantee grantee,

Permission permission)

e Owner

RESHRIE
void setld(String id)

void setDisplayName(String name)

RERE, KREBEAR63NFR, IFNEFE., HF. i
(), BIELAhRIEF LRSS,

& &igCannedAccessControlList , BI%IR:
CannedAccessControlList.Private, FAR (BhIA) ;
CannedAccessControlList.PublicRead, \#iE, (EREHAEE
AILAB NFIEMACL;
CannedAccessControlList.BucketOwnerRead, ISFRFE&EMF
g E T LUSEIZNSR, RENSABE IS AFERN
ACL;

CannedAccessControlList.BucketOwnerFullControl, IISFrE
EEFERTEE T LUEBF IS NIZ SR AR ERACL,

& E@AccessControlList,

REEEHENEH, FENSMSEmABRANEHEATE
2. REERERTLFENSM, FEAR.,

IRERTIRIRS, BIIE:
"SINGLE-AZ", BAR[AKX;
"MULTI-AZ", Z8BKX,

IREFESRE, FIIAT:

StorageClass.Standard, TEFME;
StorageClass.StandardInfrequentAccess, {RSTFAE;
StorageClass.Glacier, | 3#47FhE,

ik

& Al
& Oy

REWEE

2l

IRERNAERUR:

Permission.FullControl, Ff

BRUIR;
Permission.Read, SEAUR;
Permission.ReadACP, i

ACLIR;;
Permission.Write, B[R;
Permission.WriteAcp, 5§

ACLASBR,

i

®EID

i

ol

REZF



e Grantee, #[ZE, FWFSCIN: CanonicalGrantee, EmailAddressGrantee

IRESHBGIE

CanonicalGrantee(String identifier)

EmailAddressGrantee(String emailAddress)

IR [OI455Ri5ER

e Bucket

RERGE

String getName()

XE3 Al

import
import
import
import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

itk
itk

ClientConfiguration;
auth.AwsCredentials;

ik
MERRE, RESIENAFI
MERE, IREWIRINAFERE
faik
SRENIRE

.auth.AwSStaticCredentialsProvider;

.auth.BasicAwsCredentials;

services.s3.AmazonS3;

Protocol;
.services.s3.model.Bucket;

class createBucket {

public
public
public
public

static String ACCESS_KEY =

client.builder.AwsClientBuilder;

services.s3.AmazonS3ClientBuilder;

services.s3.model.CannedAccessControlList;
services.s3.model.CreateBucketRequest;

"<your-access-key>";

static String SECRET_KEY = "<your-secret-key>";

static String END_POINT =
static String Bucket =

public static void main(string[] args) {

AmazonS3 s3Client =

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

null;

"<your-bucket>";

"<your-endpoint>";

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client

= AmazonS3ClientBuilder.standard()

.withCredentials(new

AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)

.withEndpointConfiguration(new

AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))

System.out.print('"=====connect success

.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
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MRS

//8l#Bucket
CreateBucketRequest var = new CreateBucketRequest(Bucket);
Bucket bucket = s3Client.createBucket(var);
System.out.printin(bucket.getName());

System.out.println("=====request success=====\n");

}catch (Exception e) {
System.out.printin("=====request fail=====\n");
System.out.printin(e.getMessage());

ThREisER
BB KA LIS EMS THIFREER, BRZRIZEREAZ,
HikRE
void deleteBucket(DeleteBucketRequest deleteBucketRequest )

SE5EE

e DeleteBucketRequest

IRESHGIE

void setBucketName(String bucketName) =

IR [E1455Ri5i6R

7o

XE3

import
import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
.services.s3.model.DeleteBucketRequest;

amazonaws

.ClientConfiguration;
.auth.AwSCredentials;

auth.AwsstaticCredentialsProvider;
auth.BasicAwSCredentials;
client.builder.AwsClientBuilder;
services.s3.AmazonS3;

.services.s3.AmazonS3ClientBuilder;

Protocol;

class deleteBucket {
public
public
public
public

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

public static void main(string[] args) {
AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

IRERSZ
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ClientConfiguration awsClientConfig = new ClientConfiguration();

awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disabTeChunkedEncoding()
.enabTePathstyleAccess()
LbuildQ;
System.out.print("=====connect success=====\n");
//MFEBucket
DeleteBucketRequest var = new DeleteBucketRequest("");
var.setBucketName (Bucket) ;
s3Client.deleteBucket(var);

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());

FIFRER ST

ThREis AR

FIBTERA D Bucket ERFESE B BMIRIGAIZBucket(Ef % TBucket),
HikRE

HeadBucketResult headBucket(HeadBucketRequest headBucketRequest )

SEREA

e HeadBucketRequest

IRESHRE BRIk
void setBucketName(String bucketName) =

IR [E1455Ri5ER

e HeadBucketResult

RERGE ik

String getBucketRegion() SREVMERTERregion

ik

IRERE
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K361

import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws .ClientConfiguration;
amazonaws.auth.AwSCredentials;
amazonaws.auth.AwSStaticCredentialsProvider;
amazonaws .auth.BasicAwSCredentials;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.Protocol;
amazonaws.services.s3.model.Bucket;
amazonaws.services.s3.model.HeadBucketRequest;
amazonaws.services.s3.model.HeadBucketResult;

public class headBucket {
public
public
public
public

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

public static void main(string[] args) {
AmazonS3 s3Client = null;
try {

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new

AwsClientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()
.enablePathStyleAccess()
.buildQ;

System.out.print("=====connect success=====\n");

HeadBucketRequest var = new HeadBucketRequest("");
var.setBucketName (Bucket) ;

HeadBucketResult result = s3Client.headBucket(var);
System.out.print(Bucket + " is exist" + "\n");
System.out.print("=====request success=====\n");

}catch (Exception e) {

System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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b 2=t

il

AILAFIHIZ RS TR RIS IR,
HikRE

List<Bucket> 1istBuckets()

SE5EE

7o

IR[E1455Ri5 8B
e Bucket
RIGERGE fik
Owner getOwner() SRENHHowner
Date getCreationDate() SRR ClEE AT )
String getName() SRENAES
e Owner
RIGERGE iR
String getDisplayName() RENEF
String getld() FRENId
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.Bucket;

import java.util.List;

public class TistBuckets {
pubTlic static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";

public static void main(string[] args) {
AmazonS3 s3Client = null;
try {
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AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,
SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();

awsClientConfig.setSigneroverride("AwSS3v4signerType™);

awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");
//3REBucket¥)F#
List<Bucket> buckets = s3Client.TlistBuckets();
for(int i = 0; i < buckets.size(Q);i++){
System.out.print(buckets.get(i).getowner().tostring() + "\n");
System.out.print(buckets.get(i).getName()+ "\n");
System.out.print(buckets.get(i).getCreationbate() + "\n");

3

System.out.print('"=====request success=====\n");
}catch (Exception e) {

System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());

IR EERAE

TDREiSER

BEXRAFRENBucketiREARAL,

HikRE

void setBucketPolicy(SetBucketPolicyRequest setBucketPolicyRequest)
SEi5H

e SetBucketPolicyRequest

>, ] -, %zn:"‘ .,
RESHRE . iR
1%
void setBucketName(Strin N
8 g ERS
bucketName)
b= , BIdStringZR~json S

void setPolicyText(String policyText) = IRERERNE, B StringZmjsontam AT

R

* jsontBTURIMESRER R


af://n288
af://n289
af://n291
af://n293

FE
Version

Id

Statement

Sid

Effect

Principal

NotPrincipal

Action

NotAction

Resource

NotResource

Condition

@i

R 5AmazonS3—5, HaTZF"2012-10-17"
HEARHRID, TRSRERAYME—IRIR

TSRS RAR, ENSTERINIRIZS, BEIMERIERIStatement A S SHAIAAERY, B&HA
B—Ndict, B&EATEALITFE: "Sid", "Effect”, "Principal”, "NotPrincipal”,
"Action", "NotAction", "Resource", "NotResource", "Condition",

REMERBEHARIID

WERISHIZER, RMEEARBRIERANAIR EEZIERIAZIEREK, BIEK: KB
A"Allow”, FE#EIERK: ECEN"Deny"

IR, BHEEAZERISHAFTERNBER, S8R, RaEAR. SNE
DuseriH TIZNET, Principaligz 8 "AWS " "arn:aws:s3:::user/userld"

THAZNA, BMEEARSIERISHIARTHEBRAIRB,, SHSBEMA", JrFaRF. =X
A user#H TIEINAET, Principalt&z{/9"AWS":"arn:aws:s3:::user/userld"

IEEASKIARISHIARTERRIZOSIRE. LIFIRF AR, TRES&ERE, LIESH
bR. STHRPBECRT ", FanzaRReH TR EIR(E. FHRIRYACction
B"s3:GetObject", "s3:GetObjectAcl", "s3:PutObject”", "s3:PutObjectAcl"&

EERFIRRISHARTHIBRAIZOSIEME. LIFIRFAFRT, TRESFKEE, LNESH
PR, STFBECHT*, RNZAREEHTIORTEERIE. BEArYACton
B"s3:GetObject", "s3:GetObjectAcl", "s3:PutObject", "s3:PutObjectAcl"E

WESREEAERRYRIR, "arn:aws:s3::bucket_name" FIFEERRIREE, ERTHEMER
$B4E; "arn:aws:s3::bucket_name/*"FIFIEEMEFFIEXNSHREE, ERTMEFRE
SISAURIE.

TRCRRSHEBRAVAR, "arniaws:s3::bucket_name"FIFISEMRAISRES, BERTIIEIMELY
BAE; "arn:aws:s3::bucket_name/*"FIFIEEMEFRIENSHNEE, ERTHMEFRE
POEL YR

FHEG, IEEARFKMRIEAIRHEINISRM. BJLUBIE ConditionXZOSKIFRIRE&E, 2
#0: "Condition":{"StringEquals":{"aws:Referer":[" waw.ctyun.cn "]}, IttATANEREffect)s
“Allow”, RUFSIFRE" www. ctyun.cn "BJIEK; 2N Deny”, M3ELE,

ROl RisER

7
XE3 A

import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

amazonaws.ClientConfiguration;
amazonaws.auth.AwSCredentials;

amazonaws .auth.AwSStaticCredentialsProvider;
amazonaws.auth.BasicAwSCredentials;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.Protocol;
amazonaws.services.s3.model.*;

public class setBucketPolicy {

public
public
public
public

public

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

static void main(String[] args) {

el

Py
=
=

E=

a5
NotPrincipal
Regge—1

a5
Principal R&&

v

a5
NotAction R

0

Beik—
%, SAction
Hegg—1

NotResource
Hegs—1

=5
Resource R
BEIE—
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Amazons3 s3Client = null;
try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,
SECRET_KEY) ;
ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

// RYFTE AXbucketi#irgetobjecti#ff

String policy =
ne g
" \"version\": \"2012-10-17\"," +
" \"statement\": [" +
7 o+
" \"sid\": \"policyl\"," +
" \"Effect\": \"ATTow\"," +
" \"Principal\": \"*\"," +
" \"Action\": [" +
" \"s3:Getobject\"" +

" 1," 4
" \"Resource\": [" +
" \"arn:aws:s3:::"+Bucket+"/*\"" +
" 1"+
" 1"+
I
T

//B#Bucket

SetBucketPolicyRequest var = new SetBucketPolicyRequest();
var.setBucketName (Bucket) ;

var.setPolicyText(policy);

s3Client.setBucketPolicy(var);

System.out.println("=====request success=====\n");
}catch (Exception e) {
System.out.printIn("=====request fail=====\n");

System.out.println(e.getMessage());

SREVHESRES
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LDREIER
IBRATEREERE MBucketBIREERAR,
HikRE
BucketPolicy getBucketPolicy(String bucketName)
SE5EE
e bucketName, %
IREI4S iR

e BucketPolicy

RANGERAE iR
String getPolicyText() ¥KEXpolicy

XE3 )

import
import
import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.AmazonServiceException;
amazonaws.ClientConfiguration;

amazonaws .auth.AwSCredentials;

amazonaws .auth.AwSStaticCredentialsProvider;
amazonaws.auth.BasicAwSCredentials;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.services.s3.AmazonS3;

amazonaws . services.s3.model.BucketPolicy;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.Protocol;

class getBucketPolicy {
public
public
public
public

static String ACCESS_KEY = '<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

public static void main(string[] args) {
AmazonS3 s3Client = null;
try {

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4sSignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new

AwsClientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()
.enablePathStyleAccess()
.buildQ;
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System.out.print("=====connect success=====\n");

BucketPolicy bucket_policy = s3Client.getBucketPolicy(Bucket);
String policy = bucket_policy.getPolicyText();
System.out.printin("Policy: " + policy);

}catch (Exception e) {

System.out.printin(e.getMessage());
System.exit(1);

HpFtmAeRES
TJgEiRER
EKATFHBRE A BucketAIHERRS.
HiERE
void deleteBucketPolicy(String bucketName)
SEREE

* bucketName, 1%

IR OI45Ri5ER
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import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws .AmazonServiceException;
amazonaws.ClientConfiguration;

amazonaws .auth.AwSCredentials;
amazonaws.auth.AwSStaticCredentialsProvider;
amazonaws.auth.BasicAwSCredentials;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.Protocol;

pubTlic class deleteBucketPolicy {
public
public
public
public

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

public static void main(string[] args) {
AmazonS3 s3Client = null;
try {

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwsS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);
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s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withCTientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disabTeChunkedEncoding()
.enabTePathstyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

s3Client.deleteBucketPolicy(Bucket);
System.out.print("=====request success=====\n");

} catch (Exception e) {
System.out.printin(e.getMessage());
System.exit(1);
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1. CannedAccessControlList, XIEAMEIINIRIZE ;
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void setBucketAcl(SetBucketAclRequest setBucketAclRequest )
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void setOwner(Owner owner)

void grantPermission(Grantee grantee,
Permission permission)

e Owner
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Owner(String id, String displayName)

void setld(String id)

void setDisplayName(String name)
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Permission.FullControl, Ff
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Permission.Read, EHR;
Permission.ReadACP, i&E
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Permission.Write, S1R;
Permission.WriteAcp, 5§
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CanonicalGrantee(String identifier)

EmailAddressGrantee(String emailAddress)
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com.
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com.
com.
com.
com.
com.

amazonaws.
.auth.AwsCredentials;
amazonaws .
amazonaws .
amazonaws .
.services.s3.AmazonS3;
amazonaws .
amazonaws.

amazonaws

amazonaws

amazonaws.
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ClientConfiguration;

]

5

&

IEREL, REWENARI

&
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auth.AwsStaticCredentialsProvider;

auth.BasicAwSCredentials;

client.builder.AwsClientBuilder;

services.s3.AmazonS3ClientBuilder;

Protocol;
services.s3.model.*;

java.util.List;

public class setBucketAcl {
public static String ACCESS_KEY
pubTlic static String SECRET_KEY
pubTlic static String END_POINT =

"<your-access-key>";
"<your-secret-key>";
"<your-endpoint>";


af://n485
af://n487

public static string Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disabTeChunkedEncoding()
.enablePathstyleAccess()
LbuildQO;
System.out.print("=====connect success=====\n");

[/ BRI

SetBucketAclRequest req = new SetBucketAclRequest(Bucket,
CannedAccesscControlList.Private);

// Rk

// AccesscControlList acl = new AccessControlList();

// owner owner = new Owner("test-1", "test-1");

// acl.setowner(owner);

// CanonicalGrantee canonicalGrantee = new CanonicalGrantee("test-
2");

// acl.grantPermission(canonicalGrantee, Permission.write);

// SetBucketAcTRequest req = new SetBucketAclRequest(Bucket, acl);

s3Client.setBucketAcl(req);

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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AccessControlList getBucketAcl(GetBucketAclRequest getBucketAclRequest)
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e GetBucketAclRequest
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GetBucketAclRequest(String bucketName)
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Owner getOwner()

List<Grant> getGrantsAsList()

e Owner

RESHGE
String getld()

String getDisplayName()

e Grant

HRERGE

Grantee getGrantee()

Permission getPermission()

e Grantee
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String getTypeldentifier()

String getldentifier();
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;

import java.util.List;

public class getBucketAcl {
public static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathStyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

GetBucketAcTRequest req = new GetBucketAclRequest(Bucket);
AccessControlList accessControlList = s3Client.getBucketAcl(req);

for (Grant grant:accessControlList.getGrantsAsList()) {
System.out.println(grant.toString());
3
}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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void setBucketLifecycleConfiguration(SetBucketLifecycleConfigurationRequest

setBucketLifecycleConfigurationRequest )
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void setBucketName(String bucketName)

void setlLifecycleConfiguration(BucketLifecycleConfiguration
lifecycleConfiguration)

e BucketLifecycleConfiguration
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IRESHGE

void setStatus(String status)

void setld(String id)

void setFilter(LifecycleFilter filter)

void setTransitions(List<Transition> transitions)

Rule addTransition(Transition transition)

void setExpirationinDays(int expirationInDays)

void setExpirationDate(Date expirationDate)

void
setNoncurrentVersionTransitions(List<NoncurrentVersionTransition>
noncurrentVersionTransitions)

Rule addNoncurrentVersionTransition(NoncurrentVersionTransition
noncurrentVersionTransition)

void setNoncurrentVersionExpirationinDays(int value)

void setExpiredObjectDeleteMarker(boolean
expiredObjectDeleteMarker)

e LifecycleFilter
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LifecycleFilterPredicate F§&:
1. LifecyclePrefixPredicate;
2. LifecycleTagPredicate,
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e Tag
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Tag(String key, String value) 2 &R EkeyFvalue

e Transition
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StorageClass.Standard, ¥REFAE;
void setStorageClass(StorageClass 8 I
storageClass) =2 StorageClass.StandardInfrequentAccess,

& liZieeay

StorageClass.Glacier, |FR47FHE,
void setDate(Date expirationDate) Elpvi R EEER B REEF
void setDays(int expirationlnDays) B} REBEEXRHEET
void setlsAccessTime(Boolean T REREBXRAETREIXIADNNERIAEd
IsAccessTime) = [EIHARRIY
e NoncurrentVersionTransition
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StorageClass.Standard, #x i,
void setStorageClass(StorageClass & IR
storageClass) = StorageClass.StandardInfrequentAccess,
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StorageClass.Glacier, |F47FHE,
void setDays(int expirationlnDays) Elpvis BEBEEXRFEET
void setlsAccessTime(Boolean T REEAXRBAETHRERAAENELR
IsAccessTime) = [EHBRRNY

IR [E1455Ri5ER
%
XE3 1

import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;
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import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.SetBucketLifecycleConfigurationRequest;

import com.amazonaws.services.s3.model.BucketLifecycleConfiguration;

import com.amazonaws.services.s3.model.BucketLifecycleConfiguration.Rule;

import com.amazonaws.services.s3.model.Tlifecycle.LifecycleAndoOperator;
import com.amazonaws.services.s3.model.lifecycle.LifecycleFilter;

import com.amazonaws.services.s3.model.lifecycle.LifecycleFilterPredicate;
import com.amazonaws.services.s3.model.lifecycle.LifecyclePrefixPredicate;

import com.amazonaws.services.s3.model.lifecycle.LifecycleTagPredicate;
import com.amazonaws.services.s3.model.Tag;

import java.util.List;

import java.util.ArrayList;

pubTic class setBucketLifecycleConfiguration {
pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static void main(string[] args) {
AmazonS3 s3Client = null;
try {

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientcConfiguration awsClientConfig = new ClientConfiguration();

awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");

//Bl#BucketLifecycleConfiguration

BucketLifecycleConfiguration configuration = new
BucketLifecycleConfiguration(new ArrayList<Rule>());

//8Erule

Rule currentRule = new Rule();

currentRule.setId("for java test");

currentRule.setStatus("Enabled");

currentRule.setExpirationInDays(365);

//0EfiTter

LifecycleFilter currentFilter = new LifecycleFilter();

List<LifecycleFilterPredicate> andoperandsList = new
ArrayList<LifecycleFilterPredicate>();

andoperandsList.add(new LifecyclePrefixPredicate(""));

andoperandsList.add(new LifecycleTagPredicate(new Tag("key"
"val)));



currentFilter.setPredicate(new
LifecycleAndoperator(andoperandsList));
currentRule.setFilter(currentFilter);
//ruleisin®configuration
configuration.getRules().add(currentRule);

//8lisetBucketLifecycleConfigurationRequest

SetBucketLifecycleConfigurationRequest var = new
SetBucketLifecycleConfigurationRequest(Bucket, configuration);

s3Client.setBucketLifecycleConfiguration(var);

System.out.print('"=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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BucketLifecycleConfiguration
getBucketLifecycleConfiguration(GetBucketLifecycleConfigurationRequest request)
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e GetBucketLifecycleConfigurationRequest
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REVGERGE
String getld()

LifecycleFilter getFilter()

String getStatus()

List<Transition> getTransitions()
int getExpirationInDays()
Date getExpirationDate()

List<NoncurrentVersionTransition>
getNoncurrentVersionTransitions()

int getNoncurrentVersionExpirationInDays()

boolean isExpiredObjectDeleteMarker()

e LifecycleFilter

RERGE

LifecycleFilterPredicate getPredicate()

e LifecycleFilterPredicate
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String getPrefix() FKLifecyclePrefixPredicate: FKENEILR
Tag getTag() FLifecycleTagPredicate: FKEVARE

e Tag

RNERRG X A

String getKey() KBRS key

String getValue()

e Transition
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String getStorageClassAsString()
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REGEFAOFEZEEY, olikIn:
"STANDARD", #rEfFfE;
"STANDARD_IA", {K3Ti77h%;
"GLACIER", |F#47F1E,

Date getDate() IRENEER B R TF

int getDays() KRB EXREEHF

Boolean getlsAccessTime() RS XAETRE XD ERE s EEAN
e NoncurrentVersionTransition

RIGERGE faig

String getStorageClassAsString()

IREGEFAIFE2EEY, olikIn:
"STANDARD", #rHEfFfE;
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int getDays() REEEXRE =T
Boolean getlsAccessTime() REAXAETHRERpERT RN ERERLR
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import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.

amazonaws

amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws

amazonaws.

amazonaws

amazonaws.
amazonaws.

ClientConfiguration;

.auth.AwSCredentials;
.auth.AwSStaticCredentialsProvider;

auth.BasicAwSCredentials;
client.builder.AwsClientBuilder;

.services.s3.AmazonS3;
amazonaws.

services.s3.AmazonS3ClientBuilder;
Protocol;

.services.s3.internal.Serviceutils;

services.s3.model.GetBucketLifecycleConfigurationRequest;
services.s3.model.BucketLifecycleConfiguration;

.services.s3.model.BucketLifecycleConfiguration.Rule;
amazonaws.

services.s3.model.Tifecycle.LifecycleAndoperator;
services.s3.model.Tifecycle.LifecycleFilter;

.services.s3.model.Tifecycle.LifecycleFilterPredicate;
amazonaws .

services.s3.model.lifecycle.LifecyclePrefixPredicate;
services.s3.model.Tifecycle.LifecycleTagPredicate;
services.s3.model.Tag;

import java.util.List;
import java.util.ArrayList;

pubTlic class getBucketLifecycleConfiguration {

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

public
public
public
public

public

static void main(String[] args) {
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AmazonsS3 s3Client = null;
try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,
SECRET_KEY) ;
ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

/ /Bl getBucketLifecycleConfigurationRequest
GetBucketLifecycleConfigurationRequest var = new
GetBucketLifecycleConfigurationRequest(Bucket);
BucketLifecycleConfiguration bl =
s3Client.getBucketLifecycleConfiguration(var);
LifecyclePrefixPredicate prefixPredicate;
List<LifecycleTagPredicate> tagPredicates = new
ArrayList<LifecycleTagPredicate>();
for (Rule rule : bl.getRules()) {
tagPredicates.clear();
System.out.printin("Rule begin!");
System.out.printin("status: " + rule.getStatus());
System.out.println("Id: " + rule.getid());
System.out.printin("ExpirationInDays: " +
rule.getExpirationInbays());
LifecycleFilter filter = rule.getFilter();
if (filter !'= null) {
if
(filter.getPredicate().getClass().getName().contains("LifecyclePrefixPredicate™)
) o
prefixPredicate =
(LifecyclePrefixPredicate)filter.getPredicate();
System.out.printin("Prefix: " +
prefixPredicate.getPrefix());
} else if
(filter.getPredicate().getClass().getName().contains("LifecycleTagPredicate")) {

tagPredicates.add((LifecycleTagPredicate)filter.getPredicate());
3
for (LifecycleTagPredicate tagPredi: tagPredicates)
{
System.out.printin("Key:" + tagPredi.getTag().getkey());
System.out.printin("value:" +
tagPredi.getTag() .getvalue());
b
3
System.out.printin("Rule end!\n");
}

System.out.print("=====request success=====\n");



}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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request)
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.internal.ServiceuUtils;
import
com.amazonaws.services.s3.model.DeleteBucketLifecycleConfigurationRequest;
import java.util.List;

import java.util.ArrayList;

pubTlic class deleteBucketLifecycleConfiguration {
public static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
pubTlic static String Bucket = "<your-bucket>";

public static void main(string[] args) {
AmazonS3 s3Client = null;
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try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,
SECRET_KEY) ;
ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4sSignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disablecChunkedEncoding()
.enablePathstyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

DeleteBucketLifecycleConfigurationRequest var = new
DeleteBucketLifecycleConfigurationRequest(Bucket);
s3Client.deleteBucketLifecycleConfiguration(var);

System.out.print('"=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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SetObjectLockConfigurationResult
setObjectLockConfiguration(SetobjectLockConfigurationRequest
setObjectLockConfigurationRequest)
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void setObjectLockConfiguration(ObjectLockConfiguration o RESHIRE
objectLockConfiguration) = WU

e ObjectLockConfiguration
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IRESHGIE

void setObjectLockEnabled(String

= 35
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=
objectLockEnabled) = “Enabled”
void setRule(ObjectLockRule rule) = REMN
e ObjectLockRule
=EF
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void setDefaultRetention(DefaultRetention o IREEIAREHA
defaultRetention) = BR
e DefaultRetention
IRESHRIE BEWIE iR
IREEN:
void setMode(String mode) a2 “COMPLIANCE”, REEAIFHER;
“GOVERNANCE", & BEAIHEK,
void setDays(Integer days) AJi% REIREXRE
void setYears(Integer years) Elpvid IRERBFH
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import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.ClientConfiguration;

amazonaws .auth.AwSCredentials;

amazonaws .auth.AwSStaticCredentialsProvider;
amazonaws.auth.BasicAwSCredentials;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;

amazonaws.Protocol;

java.util.®;

com.

amazonaws.services.s3.model.*;

public class setObjectLockConfiguration {
static String ACCESS_KEY = "<your-access-key>";

public
public
public
public

static String SECRET_KEY = "<your-secret-key>";

static String END_POINT

static String Bucket

= "<your-endpoint>";
"<your-bucket>";

pubTlic static void main(String[] args) {
AmazonS3 s3Client = null;
try {
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AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,
SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();

awsClientConfig.setSigneroverride("AwSS3v4signerType™);

awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disablecChunkedEncoding()
.enablePathstyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

DefaultRetention default_retention = new DefaultRetention();
default_retention.setMode("GOVERNANCE") ;
default_retention.setbays(1);

ObjectLockRule rule = new ObjectLockRule();
rule.setbDefaultRetention(default_retention);

ObjectLockconfiguration configure = new ObjectLockConfiguration();
configure.setObjectLockEnabled("Enabled");
configure.setRule(rule);

SetobjectLockConfigurationRequest Req = new
SetObjectLockConfigurationRequest();

Req.setBucketName (Bucket) ;

Req.setObjectLockConfiguration(configure);

SetObjectLockConfigurationResult resp =
s3Client.setObjectLockConfiguration(Req);

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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IR [E1455Ri5ER

e GetObjectLockConfigurationResult

RERGE

4

A% ik

REWS

i

ik

ObjectLockConfiguration getObjectLockConfiguration() KNG HREBEE
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ObjectLockRule getRule() SREARNY

e ObjectLockRule
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DefaultRetention getDefaultRetention() SRENEAALREBHARR

o DefaultRetention
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String getMode()

Integer getDays()

Integer getYears()
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import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
.auth.BasicAwSCredentials;

amazonaws

amazonaws.

amazonaws

amazonaws.

java.util.*;

com.

amazonaws.

ik
SREMET
SREVREEREL
SRENREREFEL

ClientConfiguration;
auth.AwsCredentials;
auth.AwsstaticCredentialsProvider;

client.builder.AwsClientBuilder;

.services.s3.AmazonS3;
amazonaws.

services.s3.AmazonS3ClientBuilder;
Protocol;

services.s3.model.*;

public class getObjectLockConfiguration {
pubTlic static String ACCESS_KEY = "<your-access-key>";
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pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");

GetObjectLockConfigurationRequest Req = new
GetObjectLockConfigurationRequest();

Req.setBucketName (Bucket) ;

GetObjectLockConfigurationResult resp =
s3Client.getObjectLockConfiguration(Req);

System.out.print('"=====request success=====\n");

ObjectLockConfiguration configure =
resp.getobjectLockConfiguration();
String object_lock_enabled = configure.getObjectLockEnabled();
System.out.printin(object_lock_enabled);
ObjectLockRule rule = configure.getRule();
ifCrule !'= null) {
DefaultRetention retention = rule.getbDefaultRetention();
String mode = retention.getMode();
System.out.printin("mode: " + mode);
Integer days = retention.getDays();
System.out.printin("days: " + days);
Integer years = retention.getYears();

System.out.printin("years: " + years);
h
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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void setBucketCrossoriginConfiguration(SetBucketCrossoriginConfigurationRequest

setBucketCrossoriginConfigurationRequest)
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void setAllowedHeaders(List<String> allowedHeaders)
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setAllowedMethods(List<CORSRule.AllowedMethods>
allowedMethods)

void setAllowedOrigins(List<String> allowedOrigins)

void setExposedHeaders(List<String> exposedHeaders)

void setld(String id)

void setMaxAgeSeconds(int maxAgeSeconds)
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;

import java.util.ArrayList;
import java.util.List;

public class setBucketCrossOoriginConfiguration {
public static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonsS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
buildQ;
System.out.print("=====connect success=====\n");

CORSRule rulel = new CORSRule();
rulel.setId("testl");

rulel.setAlTowedMethods (CORSRule.AlTowedMethods.GET,CORSRule.ATlowedMethods.PUT
Dk
List orgs = new ArrayList();
orgs.add("http://www.ctyun.cn");
rulel.setAllowedorigins(orgs);
CORSRule rule2 = new CORSRule();
rule2.setid("test2");
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rule2.setAlTowedMethods (CORSRule.AlTowedMethods.GET,CORSRule.ATlowedMethods.PUT

CORSRule.AlTowedMethods.HEAD) ;
rule2.setAllowedorigins(orgs);
BucketCrossoriginConfiguration config = new

BucketCrossoriginConfiguration();
List<CORSRule> 1r = new ArrayList<CORSRule>();
Tr.add(rulel);
Tr.add(rule2);
config.setRules(1r);
SetBucketCrossoriginConfigurationRequest req =
new SetBucketCrossoriginConfigurationRequest(Bucket,

config);
s3Client.setBucketCrossoriginConfiguration(req);
System.out.print('"=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
3
}
}
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BucketCrossoriginConfiguration
getBucketCrossoriginConfiguration(GetBucketCrossoriginConfigurationRequest

getBucketCrossoriginConfigurationRequest )

SE5EE

e GetBucketCorsRequest

N . BEY .
IRESHHE . ik
i%
GetBucketCrossOriginConfigurationRequest (String o FIEREIZ B
bucketName) = £
IR[O]45 Rt EE
e BucketCrossOriginConfiguration
RIGERGE fiik
List<CORSRule> getRules() SRENES R

e CORSRule


af://n1112
af://n1113
af://n1115
af://n1117
af://n1130

REVGERGE faik

List<String> getAllowedHeaders() RENE FinfoiFiEwaTheaders
List<CORSRule.AllowedMethods> getAllowedMethods() REAIFAINttp 5L
List<String> getAllowedOrigins() SREL AR B SRR
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String getld() FREARIID

int getMaxAgeSeconds() RENEETE (7))
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import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

amazonaws.ClientConfiguration;
amazonaws.auth.AwSCredentials;

amazonaws .auth.AwSStaticCredentialsProvider;
amazonaws.auth.BasicAwSCredentials;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.Protocol;
amazonaws.services.s3.model.*;

import java.util.ArrayList;
import java.util.List;

public class getBucketCrossoriginConfiguration {

public
public
public
public

public

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

static void main(String[] args) {

AmazonS3 s3Client = null;
try {

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withCTientConfiguration(awsClientConfig)
.withEndpointConfiguration(new

AwsClientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()

.enablepPathstyleAccess()

.buildQ;
System.out.print("=====connect success=====\n");
GetBucketCrossoriginConfigurationRequest req =

new GetBucketCrossoriginConfigurationRequest(Bucket);
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BucketCrossoriginConfiguration config =
s3Client.getBucketCrossoriginConfiguration(req);
System.out.print("=====request success=====\n");
List<CORSRule> rules = config.getRules();
for(CORSRule rule : rules){
System.out.println("Rule: + rule.getzd());
System.out.println("Allowed Methods: " +
rule.getAllowedMethods());

"

System.out.printin("Allowed Origins: " +
rule.getAllowedorigins());

System.out.println("Allowed Headers: " +
rule.getAllowedHeaders());

}

}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
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import com.amazonaws.Protocol;
import com.amazonaws.services.s3.model.*;

import java.util.ArrayList;
import java.util.List;

public class deleteBucketCrossoriginConfiguration {
pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withcClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");
DeleteBucketCrossoriginConfigurationRequest req =
new DeleteBucketCrossorigincConfigurationRequest(Bucket);
s3Client.deleteBucketCrossoriginConfiguration(req);

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.BucketVersioningConfiguration;
import com.amazonaws.services.s3.model.SetBucketversioningConfigurationRequest;

public class setBucketVersioningConfiguration {

public static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";

public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static void main(string[] args) {
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Amazons3 s3Client = null;
try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,
SECRET_KEY) ;
ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");
// % EBucket Versioning
BucketVersioningConfiguration innervar = new
BucketVersioningConfiguration("Enabled");
SetBucketVersioningConfigurationRequest var =
new SetBucketVersioningConfigurationRequest
(Bucket,innervar);
s3Client.setBucketVersioningConfiguration(var);

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.ClientConfiguration;
amazonaws.auth.AwSCredentials;
amazonaws.auth.AwSStaticCredentialsProvider;

amazonaws .auth.BasicAwSCredentials;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.Protocol;
amazonaws.services.s3.model.BucketversioningConfiguration;

public class getBucketversioningConfiguration {
public
public
public
public

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

"<your-secret-key>";

pubTlic static void main(String[] args) {
AmazonS3 s3Client = null;
try {

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new

AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()

.enablepPathstyleAccess()

.buildQ;
System.out.print("=====connect success=====\n");
//3KHlBucket Versioning
BucketVersioningConfiguration var =

s3CTlient.getBucketversioningConfiguration(Bucket);

System.out.print(var.getStatus() + "\n");
System.out.print("=====request success=====\n");

}catch (Exception e) {

System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.*;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;

import java.util.ArrayList;
import java.util.HashMap;
import java.util.List;
import java.util.Map;

pubTlic class setBucketTaggingConfiguration {
pubTic static String ACCESS_KEY = "<your-access-key>";
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pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientcConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

Map<String, String> tags = new HashMap<String, String>(Q);

tags.put("keyl", "vall");

tags.put("key2", "val2");

TagSet tagSet = new TagSet(tags);

tagSet.setTag("key3", "val3");

List<TagSet> tagSetList = new ArrayList<>();

tagSetList.add(tagSet);

BucketTaggingConfiguration bucketTaggingConfiguration = new
BucketTaggingConfiguration(tagSetList);

SetBucketTaggingConfigurationRequest req = new
SetBucketTaggingConfigurationRequest(Bucket, bucketTaggingConfiguration);

s3Client.setBucketTaggingConfiguration(req);

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.*;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;

import java.util.ArrayList;
import java.util.HashMap;
import java.util.List;
import java.util.M™Map;

pubTlic class getBucketTaggingConfiguration {
public static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
pubTlic static String Bucket = "<your-bucket>";

public static void main(String[] args) {
AmazonS3 s3Client = null;
try {

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();

awsClientConfig.setSigneroverride("Awss3v4sSignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonsS3ClientBuilder.standard()
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.withCredentials(new
AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)

.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))

.disablecChunkedEncoding()

.enablepPathstyleAccess()

.buildQ;

System.out.print("=====connect success=====\n");

GetBucketTaggingConfigurationRequest req = new
GetBucketTaggingConfigurationRequest(Bucket);
BucketTaggingConfiguration bucketTaggingConfiguration =
s3Client.getBucketTaggingConfiguration(req);
List<TagSet> tagSetList =
bucketTaggingConfiguration.getAllTagSets();
for (TagSet tagSet: tagSetList) {
Map<String, String> tags = tagSet.getAllTags();
System.out.println(tags);

3

System.out.print("=====request success=====\n");
}catch (Exception e) {

System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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void deleteBucketTaggingConfiguration(DeleteBucketTaggingConfigurationRequest
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.*;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;

import java.util.ArrayList;
import java.util.HashMap;
import java.util.List;
import java.util.Map;

pubTlic class deleteBucketTaggingConfiguration {
pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

pubTlic static void main(String[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ);
System.out.print("=====connect success=====\n");

DeleteBucketTaggingConfigurationRequest req = new
DeleteBucketTaggingConfigurationRequest(Bucket);
s3Client.deleteBucketTaggingConfiguration(req);

System.out.print(""=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import java.util.*;

import com.amazonaws.services.s3.model.*;

public class setBucketLoggingConfiguration {
public static String ACCESS_KEY = '<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";


af://n1369
af://n1370
af://n1372
af://n1374
af://n1403
af://n1405

public static String END_POINT = "<your-endpoint>";
public static string Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSs3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = Amazons3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathStyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

BucketLoggingConfiguration configure = new
BucketLoggingConfiguration();

configure.setDestinationBucketName (Bucket);

configure.setLogFilePrefix("log/");

SetBucketLoggingConfigurationRequest req = new
SetBucketLoggingConfigurationRequest(Bucket, configure);
s3Client.setBucketLoggingConfiguration(req);

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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BucketLoggingConfiguration
getBucketLoggingConfiguration(GetBucketLoggingConfigurationRequest
getBucketLoggingConfigurationRequest)
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import java.util.*;

import com.amazonaws.services.s3.model.*;

public class getBucketLoggingConfiguration {
pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
pubTlic static String Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedeEncoding()
.enablePathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");
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GetBucketLoggingConfigurationRequest req = new
GetBucketLoggingConfigurationRequest(Bucket);

BucketLoggingConfiguration configure =
s3Client.getBucketLoggingConfiguration(req);

System.out.print('"=====request success=====\n");

System.out.printin(configure);

}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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SE5EE

e SetBucketEncryptionRequest

BE
IRESHRIE . ik
Witk
void setBucketName(String bucketName) = zﬁﬁ
void
: : : : : : : : RENM
setServerSideEncryptionConfiguration(ServerSideEncryptionConfiguration e
, . , , HhicE
serverSideEncryptionConfiguration)
e ServerSideEncryptionConfiguration
IRESHREE BEEYE ik
void setRules(Collection<ServerSideEncryptionRule> rules) = RENINZHLN
e ServerSideEncryptionRule
=
=
B
IRESHRIE % faik
1%
void N
. . . . = REMN
setApplyServerSideEncryptionByDefault(ServerSideEncryptionByDefault = Bt
BT

applyServerSideEncryptionByDefault)


af://n1441
af://n1442
af://n1444
af://n1446

e ServerSideEncryptionByDefault
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import java.util.*;

import com.amazonaws.services.s3.model.*;

public class setBucketEncryption {
pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withcTlientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");
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ServerSideEncryptionByDefault SSE_default = new
ServerSideEncryptionByDefault();
SSE_default.setSSEAlgorithm("AES256");

ServerSideEncryptionRule rule = new ServerSideEncryptionRule();
rule.setApplyServersSideEncryptionByDefault(SSE_default);

List<ServerSideEncryptionRule> rules = new ArrayList<>();
rules.add(rule);

ServersSideEncryptionConfiguration SSEConfigure = new
ServerSideEncryptionConfiguration();
SSEConfigure.setRules(rules);

SetBucketEncryptionRequest putReq = new
SetBucketEncryptionRequest();

putReq.setBucketName(Bucket);

putReq.setServersideEncryptionConfiguration(SSEConfigure);

s3Client.setBucketEncryption(putReq);

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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e ServerSideEncryptionConfiguration
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import java.util.*;

import com.amazonaws.services.s3.model.*;

public class getBucketEncryption {
pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

pubTlic static void main(String[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientcConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
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.disableChunkedEncoding()
.enablePathstyleAccess()
.buildQ;

System.out.print("=====connect success=====\n");

GetBucketEncryptionRequest Req = new GetBucketEncryptionRequest();
Req.setBucketName (Bucket) ;

GetBucketEncryptionResult resp = s3Client.getBucketEncryption(Req);
System.out.print("=====request success=====\n");
ServersSideEncryptionConfiguration SSE_Configure =
resp.getServersideEncryptionConfiguration();
List<ServerSideEncryptionRule> rules = SSE_Configure.getRules();
for (ServersSideEncryptionRule rule : rules) {
System.out.println(rule);

3

}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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DeleteBucketEncryptionResult deleteBucketEncryption(DeleteBucketEncryptionRequest
deleteBucketEncryptionRequest)
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import java.util.*;
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import com.amazonaws.services.s3.model.*;

public class deleteBucketEncryption {
pubTic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwWSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");

DeleteBucketEncryptionRequest Req = new
DeleteBucketEncryptionRequest();

Req.setBucketName (Bucket) ;

s3Client.deleteBucketEncryption(Req);

System.out.print('"=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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void setBucketWebsiteConfiguration(SetBucketWebsiteConfigurationRequest
setBucketWebsiteConfigurationRequest)
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;

pubTlic class setBucketwWebsiteConfiguration {
public static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
pubTlic static String Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSs3v4sSignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathStyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

BucketwebsiteConfiguration website_config = new
BucketwebsiteConfiguration();

website_config.setErrorDocument("err.html");

website_config.setIndexDocumentSuffix("index.html");

SetBucketwebsiteConfigurationRequest req =

new SetBucketWebsiteConfigurationRequest(Bucket,

website_config);

s3Client.setBucketwebsiteConfiguration(req);

System.out.println("=====request success=====\n");
} catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.BucketwebsiteConfiguration;
import com.amazonaws.services.s3.model.GetBucketwebsiteConfigurationRequest;
import com.amazonaws.services.s3.model.RedirectRule;

public class getBucketwebsiteConfiguration {
pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
pubTlic static String Bucket = "<your-bucket>";

pubTlic static void main(String[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withcCTlientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");
GetBucketwebsiteConfigurationRequest req = new
GetBucketwebsiteConfigurationRequest(Bucket);
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BucketwebsiteConfiguration website_config =
s3Client.getBucketwebsiteConfiguration(req);

System.out.printin("Index: " +
website_config.getIndexbocumentsuffix());

System.out.printIn("Err: " + website_config.getErrorbocument());

System.out.printin("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.BucketWebsiteConfiguration;
import com.amazonaws.services.s3.model.DeleteBucketwebsiteConfigurationRequest;
import com.amazonaws.services.s3.model.RedirectRule;

pubTlic class deleteBucketwebsiteConfiguration {
public static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
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public static string Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
buildQ;
System.out.print("=====connect success=====\n");
DeleteBucketwebsiteConfigurationRequest req = new
DeleteBucketwebsiteConfigurationRequest(Bucket);
s3Client.deleteBucketwebsiteConfiguration(req);

System.out.println("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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import
import
import
import
import
import
import
import
import
import

import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

java.io.*;

ClientConfiguration;
.auth.AwsCredentials;
auth.AwsStaticCredentialsProvider;
auth.BasicAwSCredentials;
.client.builder.AwsClientBuilder;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
.Protocol;
services.s3.model.GetObjectRequest;
services.s3.model.S30bject;

pubTlic class getObject {
public
public
public
public
public
public

public

static St
static St
static St
static St
static St
static St

ring ACCESS_KEY "<your-access-key>";
ring SECRET_KEY = "<your-secret-key>";
ring END_POINT = "<your-endpoint>";
ring Bucket = "<your-bucket>";

ring Key = "<your-objectkey>";

ring savePath = "<your-path>";

static void main(String[] args) {
AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client

= AmazonS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withcCTientConfiguration(awsClientConfig)
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.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");

GetObjectRequest request = new GetObjectRequest(Bucket, Key);
S30bject result = s3Client.getObject(request);
System.out.print("=====request success=====\n");
[/ RAERA M
try {

InputStream in = result.getObjectContent();

File outputFile = new File(savePath);

FileOutputStream outputStream = new

FileoutputStream(outputFile);

byte[] read_buf = new byte[1024 * 1024];

int read_Tlen = 0;

while ((read_len = in.read(read_buf)) > 0) {
outputStream.write(read_buf, 0, read_len);

h

in.close();

outputStream.close();
} catch (IOException e){

e.printStackTrace();

3

}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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PutObjectResult putObject(PutObjectRequest putObjectRequest)
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IRESHGE

PutObjectRequest(String bucketName,
String key, File file)

void setBucketName(String
bucketName)

void setKey(String key)

void
setCannedAcl(CannedAccessControlList
cannedAcl)

void
setAccessControlList(AccessControlList
accessControlList)

void setMetadata(ObjectMetadata
metadata)

void setObjectLockMode(String
objectLockMode)

void
setObjectLockRetainUntilDate(Date
objectLockRetainUntilDate)

void setTagging(ObjectTagging tagging)

void setStorageClass(StorageClass
storageClass)

void setAppendEnabled(Boolean
appendEnabled)

void setAppendPosition(long
appendPosition)

e AccessControlList
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CannedAccessControlList.BucketOwnerFullControl, IJSFE
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RENSIRE, 13 "key=value"
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StorageClass.Standard, #RERHE;
StorageClass.StandardInfrequentAccess, {ESfifFl%;
StorageClass.Glacier, |FR47FE,
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void setOwner(Owner owner)

void grantPermission(Grantee grantee,

Permission permission)
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void setld(String id)

void setDisplayName(String name)
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.ObjectMetadata;
import com.amazonaws.services.s3.model.PutObjectRequest;
import com.amazonaws.services.s3.model.PutObjectResult;

import java.io.File;

pubTlic class putObject {
pubTlic static String ACCESS_KEY "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";
public static String Key = "<your-objectKey>";

pubTlic static String filepath = "<your-path>";

pubTlic static void main(String[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4sSignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathStyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

// LA object

File file= new File(filepath);

PutObjectRequest request = new PutObjectRequest(Bucket, Key, file);

PutObjectResult result = s3Client.putObject(request);

System.out.format("Etag: %s, VersionId: %s\n",result.getETag(),
result.getversionid());

System.out.print('"=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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POST Policy 745l

{ "expiration": "2022-04-14T12:00:00.000z",
"conditions": [
{"ac1": "private" },
{"bucket": "ctyun" 1},
["starts-with", "$key", "file/archive/"],
]
}

PostObjectPolicy/22E & expiration #1 conditions =E&,

expiration FEEFRINIZpolicy RXMAIRTIE], FIENGIFHAIpolicylEE GMT 2022-04-14 12:00:00 2534,

conditions & T —HLIREM, POSTIEKRFEREonditionsHLEHAVRMAABEIFKAMIN. Eform
FHIME—1FER (BRZE x-amz-signature, file, policy #1 x-ignore-FFLAY=FER) |, #EER

conditionsHrERALAER,

e PostObjectRequest


af://n2060
af://n2061
af://n2063
af://n2065

G & IN HD

IRESHGE iz

PostObjectRequest generatePostObjectRequest(String BlEEPost LIEIEK, 1KEM
bucketName, String objectKey, String filePath, 2 A NRE. FLLESXFE
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import java.util.Map;
import java.util.Map.Entry;

public class postObject {
public static String ACCESS_KEY
public static String SECRET_KEY
pubTlic static String END_POINT =

ik
SRENERATIREAT

SRENEKATIREHE

"<your-access-key>";
"<your-secret-key>";
"<your-endpoint>";

public static string Bucket = "<your-bucket>";
public static String Key = "<your-objectkey>";
public static string filepath = "<your-path>";

public static void main(String[] args) throws Exception {
PostObjectSDK sdk = new PostObjectSDK(ACCESS_KEY, SECRET_KEY,

END_POINT);

PostObjectSDK.PostObjectPolicy policy = new

PostObjectSDK.PostObjectPolicy();
policy.setExpiration(900);

policy.addeEqualcondition("acl", "private");

System.out.printin("Policy:’

+ policy.getPolicy());

PostObjectSDK.PostObjectRequest request =
sdk.generatePostobjectRequest(Bucket, Key, filePath, policy);
request.addFormFields("acl1", "private");

Map<String, String> formFields = request.getFormFields();
System.out.println("formFields:");
for (Entry<String, String> entry : formFields.entryset()) {

System.out.println("
entry.getvalue());
}

// post LAt object

+ entry.getkey() + ":" +
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PostObjectSDK.PostObjectResult result =
PostObjectSDK.postobject(request);
System.out.println("Post Object
System.out.println("Response code:
System.out.println("Response message:

n " n

to bucket + Bucket);
+ result.getResponseCode());
" + result.getMessage());

+ Key +

1]

PostObjectSDK

import org.json.JSONException;
import org.json.JSONObject;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import java.io.*;

import java.net.HttpURLConnection;
import java.net.URL;

import java.nio.file.Files;

import java.nio.file.Path;

import java.nio.file.Paths;

import java.text.DateFormat;
import java.text.SimpleDateFormat;
import java.util.*;

pubTic class PostObjectSDK {
private final String accessKeyId;
private final String accessKeySecret;
private final String endpoint;

pubTlic PostObjectsDK(String ak, String sk, String endpoint) {
this.accessKeyId = ak;
this.accessKeySecret = sk;
this.endpoint = endpoint;

public static class PostObjectRequest {
private String url;
private String FilePath;
private Map<String, String> FormFields;

public PostObjectRequest(String url, string filePath, Map<String,
String> formFields) {
this.url = url;
this.FilePath = filePath;
this.FormFields = formFields;

public String getur1() {
return url;

public String getFilePath() {
return FilePath;

public Map<String, String> getFormFields() {



return FormFields;

public void addFormFields(String key, String value) {
FormFields.put(key, value);

pubTlic static class PostObjectResult {
private final int responseCode;
private final String message;

public PostObjectResult(int responseCode, String message) {
this.responseCode = responsecCode;
this.message = message;

public int getResponseCode() {
return responsecCode;

public String getMessage() {
return message;

pubTlic static class PostObjectPolicy {
private String expiration;
private List<Object> conditions = new ArrayList<>(Q);

public PostobjectPolicy() {
setExpiration(900);

public void addEqualcondition(String property, String value) {
conditions.add(Arrays.asList("eq", "$" + property, value));

public void addMatchCondition(String property, String value) {
conditions.add(Arrays.asList("starts-with", "$" + property, value));

public void setExpiration(int expiredSecond) {
Date now = new Date();
Date expire = new Date(now.getTime() + expiredsSecond * 1000L);

DateFormat dateFormat = new SimpleDateFormat("yyyy-MM-

dd'T'"HH:mm:ss'z'");
dateFormat.setTimezone(Timezone.getTimezone("UTC"));
expiration = dateFormat.format(expire);

public string getPolicy() throws JSONException {
JSONObject jsonObject = new JSONObject();
jsonobject.put("expiration", expiration);
jsonobject.put("conditions", conditions);
return jsonObject.toString();



static class Signature {
private final static char[] hexArray = "0123456789ABCDEF".toCharArray();

public static String bytesToHex(byte[] bytes) {
char[] hexchars = new char[bytes.length * 2];
for (int j = 0; j < bytes.length; j++) {
int v = bytes[j] & OxFF;
hexChars[j * 2] = hexArray[v >>> 4];
hexChars[j * 2 + 1] = hexArray[v & OxO0F];
3

return new String(ChexcChars).toLowercCase();

public static byte[] HmacSHA256(byte[] key, String data) throws
Exception {
String algorithm = "HmacSHA256";
Mac mac = Mac.getInstance(algorithm);
mac.init(new SecretkKeySpec(key, algorithm));
return mac.doFinal(data.getBytes("UTF8"));

public static String compute(String currentDate, String Region,
String accessKeySecret, String
encodePolicy) throws Exception {
String serviceName = "s3";
byte[] kSecret = ("AwS4" + accessKeySecret).getBytes("UTF8");
byte[] kDate = Signature.HmacSHA256(kSecret, currentDate);
byte[] kRegion = Signature.HmacSHA256(kDate, Region);
byte[] kService = Signature.HmacSHA256(kRegion, serviceName);
byte[] kSigning = Signature.HmacSHA256(kService, "aws4_request");
byte[] signature = Signature.HmacSHA256(kSigning, encodePolicy);
return Signature.bytesToHex(signature);

private String getDate(Date date) {
DateFormat dateFormat = new SimpleDateFormat("yyyymmdd");
dateFormat.setTimezone(Timezone.getTimezone("UTC"));//server timezone
return dateFormat.format(date);

private String getTimeStamp(Date date) {
DateFormat dateFormat = new SimpleDateFormat("yyyymmdd'T'HHmmss'z"'");
dateFormat.setTimezone(Timezone.getTimezone("'UTC"));//server timezone
return dateFormat.format(date);

public PostObjectRequest generatePostObjectRequest(String bucketName, String
objectkey, String filePath, PostObjectPolicy policy) throws Exception {
String urlstr = endpoint + "/" + bucketName;

Date date = new Date();
String currentDate = getDate(date);
String amzDate = getTimeStamp(date);

String region = "cn";
String success_action_status = "201";



String credential = accessKeyId + "/" + currentDate + "/" + region +
"/s3/aws4_request";

Map<String, String> formFields = new HashMap<>();
formFields.put("key", objectKey);
formFields.put("x-amz-algorithm", "AwWS4-HMAC-SHA256");
formFields.put("x-amz-credential", credential);
formFields.put("x-amz-date", amzDate);
formFields.put("success_action_status", success_action_status);

policy.addEqualcondition("bucket", bucketName);
policy.addMatchCondition("key", objectKey);
policy.addEqualcondition("x-amz-algorithm", "AWS4-HMAC-SHA256");
policy.addEqualcCondition("x-amz-credential"”, credential);
policy.addEqualcondition("x-amz-date", amzDate);
policy.addEqualcondition("success_action_status",
success_action_status);
String encodePolicy = new
String(Base64.getEncoder().encodeToString(policy.getPolicy() .getBytes()));
formFields.put("Policy", encodePolicy);

// Signature

String signaturecom = Signature.compute(currentDate, region,
accessKeySecret, encodePolicy);

formFields.put("x-amz-signature"”, signaturecom);

return new PostObjectRequest(uristr, filePath, formFields);

pubTlic static PostObjectResult postObject(PostObjectRequest request) throws
Exception {
HttpURLConnection conn = null;
int responseCode = -1;
String message = "";
try {
String boundary = "9431149156168";
URL url = new URL(request.geturl1());
conn = (HttpURLConnection) url.openConnection();
conn.setConnectTimeout(5000);
conn.setReadTimeout(30000);
conn.setbDooutput(true);
conn.setDoInput(true);
conn.setRequestMethod("POST");
conn.setRequestProperty("User-Agent", "Mozilla/5.0 (Windows; U;
windows NT 6.1; zh-CN; rv:1.9.2.6)");
conn.setRequestProperty("Content-Type", "multipart/form-data;
boundary=" + boundary);

OutputStream out = new DataOutputStream(conn.getOutputStream());

Map<String, String> formFields = request.getFormFields();
if (formFields != null) {
StringBuilder strBuf = new StringBuilder();
int i = 0;
for (Map.Entry<String, String> entry : formFields.entrySet()) {
String inputName = entry.getKey();
String inputvalue = entry.getvalue();
if (inputvalue == null) continue;



if (3> 0) {
strBuf.append("\r\n");
3
strBuf.append("--") .append(boundary) .append("\r\n");
strBuf.append("Content-Disposition: form-data;
) .append(inputName) .append("\"\r\n\r\n");
strBuf.append(inputvalue);

name=\

4+
}

out.write(strBuf.toSstring().getBytes());

String filePath = request.getFilePath();
File file = new File(filePath);
String filename = file.getName();
Path path = Paths.get(filePath);
String contentType = Files.probeContentType(path);
if (contentType == null || contentType.equals("")) {
contentType = "application/octet-stream";
3
StringBuilder strBuf = new StringBuilder();
strBuf.append("\r\n--") .append(boundary) .append("\r\n");
strBuf.append("Content-Disposition: form-data; name=\"file\";
) .append(filename) .append("\"\r\n");
strBuf.append("Content-Type:
") .append(contentType) .append("\r\n\r\n");
out.write(strBuf.toString().getBytes());
DataInputStream in = new DataInputStream(new FileInputStream(file));
int bytes = 0;
byte[] bufferout = new byte[1024];
while ((bytes = in.read(bufferout)) != -1) {
out.write(bufferout, 0, bytes);

filename=\

}

in.close();

byte[] endpata = ("\r\n--" + boundary + "
out.write(endData);

out.flushQ;

out.close();

--\r\n") .getBytes();

strBuf = new StringBuilder();
BufferedrReader reader = null;
responseCode = conn.getResponseCode();
if (responseCode == HttpURLConnection.HTTP_OK || responseCode ==
HttpURLConnection.HTTP_CREATED || responseCode ==
HttpURLConnection.HTTP_NO_CONTENT) {
reader = new BufferedReader(new
InputStreamReader(conn.getInputStream()));
} else {
reader = new BufferedReader(new
InputStreamReader(conn.getErrorStream()));

3

String line = null;

while ((Tine = reader.readLine()) != null) {
strBuf.append(line).append('\n");

3

message = strBuf.toString();
reader.close();



} catch (Exception e) {
e.printStackTrace();
} finally {
if (conn !'= null) {
conn.disconnect();

3
}
return new PostObjectResult(responseCode, message);
}
}
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void
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void
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import
import
import
import
import
import
import
import

com.
com.

amazonaws.
amazonaws.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.services.
amazonaws.services.
com. services.

com.

amazonaws .
amazonaws.services.
File;
FileInputStream;
InputStream;
ByteArrayInputStream;
IOEXxception;
math.BigInteger;

util.*;

import java.io.
import
import
import
import
import
import

java.io.

java.
java.
java.

java.

io.
io.
io.

java.

public class UploadTest {
public static String
public static String
public String
public String
public String
public String
public long PartSize

ACCESS_KEY
SECRET_KEY
END_POINT

Bucket

static

static
static
static

static

[EEREL, SREVAHRIE EEFTEFS

= S
ik
SRENEEN 4 ETag
SRENEEA ST A S

auth.AwsCredentials;
auth.AwsStaticCredentialsProvider;
auth.BasicAwSCredentials;
client.builder.AwsClientBuilder;
s3.AmazonS3;
s3.AmazonS3Client;
s3.AmazonS3ClientBuilder;
s3.model.*;

"<your-access_key>";
"<your-secret_key>";
"<your-end_point>";

"<your-bucket>";

Key = "<your-objectKey>";
FilePath = "<your-filePath>";
"<your-partSize>";

public static void main(string[] args) {

AmazonS3 s3Client = null;
try{

AwSCredentials credentials = new

BasicAwSCredentials (ACCESS_KEY,SECRET_KEY) ;
ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client

AmazonS3ClientBuilder.standard()

.withCredentials(new AwSStaticCredentialsProvider(credentials))
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.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedencoding()

.enablePathstyleAccess()

.buildQ;

System.out.print('"=====connect success=====\n");

/[ /FE IR S W A%

ResumeUploadRequest resumeUploadRequest = new ResumeUploadRequest();

resumeUploadRequest.setBucketName (Bucket) ;

resumeUploadRequest.setKey(Key) ;

resumeUploadRequest.setEnableCheckpoint(true);

resumeUploadRequest.setCheckpointPath(".");

resumeUploadRequest.setFilePath(FilePath);

resumeUploadRequest.setPartSize(PartSize);

ResumeUploadResult result =
s3Client.resumeUploadFile(resumeUploadRequest, (currentBytes, totalBytes) -> {

// ERE: XEETongi M N doubl et 17 BRik, A RRE SRS R A T

g

double percentage = ((double) currentBytes / totalBytes) *
100;

String processStr = String.format("\ruploaded: %10d / %10d
(%.2f%%)", currentBytes, totalBytes, percentage);

System.out.print(processstr);

System.out.flush();

F)E
System.out.print("ETag: " + result.geteTag() + "\n");
System.out.print('"=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.Protocol;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.DeleteObjectRequest;

import java.io.File;
import java.io.FileOutputStream;

pubTic class deleteObject {
public static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";
public static String Key = "<your-objectKey>";

pubTlic static void main(String[] args) {
AmazonS3 s3Client = null;
try {

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();

awsClientConfig.setSigneroverride("AwsS3v4signerType™);

awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)

.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()

.enablePathstyleAccess()

.buildQ;

System.out.print("=====connect success=====\n");

DeleteObjectRequest request = new DeleteObjectRequest(Bucket,

s3Client.deleteObject(request);

System.out.print("=====request success=====\n");

}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());

Key) ;
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void deleteversion(DeleteversionRequest deleteversionRequest )

SE5EE

e DeleteVersionRequest

IRESHGIE

DeleteVersionRequest(String bucketName, String

ik

& HD
& N

MEREIRERS. YR

key, String versionld) = B, RS

void setBucketName(String bucketName) 2 REWE

void setKey(String key) = RENRE

void setBypassGovernanceRetention(boolean Tk iﬁ%i%‘géi%ijGovernance
bypassGovernanceRetention TR BAYPRE

iR [E1455Ri5t08

7
XE3 Al

import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.

amazonaws

ClientConfiguration;

.Protocol;
.auth.AwSCredentials;

auth.AwsStaticCredentialsProvider;
auth.BasicAwSCredentials;

.services.
services.
services.
.services.

pubTlic class deleteversion {

public
public
public
public
public

public

static String
static String
static String
static String
static String

ACCESS_KEY
SECRET_KEY
END_POINT = "<your-endpoint>";
Bucket = "<your-bucket>";

Key =

.client.builder.AwsClientBuilder;

s3.AmazonS3;
s3.AmazonS3ClientBuilder;
s3.model.Bucket;
s3.model.DeleteversionRequest;

"<your-access-key>";

"<your-secret-key>";

"<your-objectkey>";

static void main(string[] args) {
AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
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awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disablecChunkedEncoding()
.enablePathstyleAccess()
.build(Q);
System.out.print('"=====connect success=====\n");

DeleteversionRequest request = new DeleteversionRequest(Bucket, Key,
"<your-versionId>");
s3Client.deleteversion(request);

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());

L EMIBRITSR
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EMPRSE, BRASTHFERIRMIER 1000 N34, XFIREIZER, Z0S 1244 Verbose #1 Quiet FRFHEER
&z, Verbose {RIFIREIEA Object BIMIFREESR; Quiet 2l RIR[EIHZEEAY Object (&,

RHixRE
DeleteObjectsResult deleteObjects(DeleteObjectsRequest deleteObjectsRequest )
SEREB

e DeleteObjectsRequest

BAs
RESHSE P -

Wi
DeleteObjectRequest(String bucketName) 2 SRR ERA
void setBucketName(String bucketName) B REFE
void
setKeys(List<DeleteObjectsRequest.KeyVersion> o RENRE
keys)
void setBypassGovernanceRetention(boolean T BEEREHIGOVERNANCE
bypassGovernanceRetention) 2 st
void setQuiet(boolean quiet) Elpvi BAEFBquiettEz{

e DeleteObjectsRequest.KeyVersion
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IRESHGIE

KeyVersion(String key)

KeyVersion(String key, String version)
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e DeleteObjectsResult

RERGE

List<DeletedObject> getDeletedObjects()

e DeletedObject

RERGE

String getKey()

String getVersionld()
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import
import
import
import
import
import
import
import
import
import
import

import
import

pubTic

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws

amazonaws
amazonaws

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws

Protocol;
.auth.AwsCredentials;
.auth.AwSStaticCredentialsProvider;

BRIk ik
A% MEREIRENIRE
Bk MIEREIRENRE. RES
ik
SRENEMPRAIRISRFIIZE
ik
IRESRE
IRESSRIRAS

.ClientConfiguration;
amazonaws.

auth.BasicAwSCredentials;
client.builder.AwsClientBuilder;

.services

services.
.services.

java.util.Arrays;
java.util.List;

class deleteObjects {
public
public
public
public
public

public

static String
static String
static String
static String
static String

.S3.
services.
services.

s3.
s3.
s3.
s3.

AmazonS3;

AmazonS3ClientBuilder;
model.DeleteObjectsRequest;
model.DeleteObjectsResult;

model .MultiObjectDeleteException;

ACCESS_KEY = "<your-access-key>";
SECRET_KEY = "<your-secret-key>";
END_POINT = "<your-endpoint>";
Bucket = "<your-bucket>";

Key = "<your-objectKey>";

static void main(Sstring[] args) {
AmazonS3 s3Client = null;
try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client

= AmazonS3ClientBuilder.standard()
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.withCredentials(new
AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)

.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()

.enablepPathstyleAccess()

.buildQ;

System.out.print('"=====connect success=====\n");

DeleteObjectsRequest request = new DeleteObjectsRequest(Bucket);
List<DeleteObjectsRequest.Keyversion> keyversions =
Arrays.asList(new DeleteObjectsRequest.KeyVersion(Key), new
DeleteObjectsRequest.Keyversion(Key, "<your-versionId>"));
request.setKeys(keyversions);
request.setQuiet(false);

DeleteObjectsResult result = s3Client.deleteObjects(request);

System.out.print("=====request success=====\n");

result.getbeletedobjects().foreEach((deletedobj)->
System.out.format("%s versionId: %s deleted\n",deletedobj.getkey(),
deletedobj.getversionid()));

} catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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ObjectListing TistObjects(ListObjectsRequest TistObjectsRequest )
SEineE

e ListObjectsRequest
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@ & DY RO

RESHRGE iR
void
setBucketName(String &  RBES
bucketName)
id setPrefix(Stri
void setPrefbtring T opsrrsmonS:
prefix) phi
void a
setMaxKeys(Integer e REBRRZIREIRIXISEL, EAIA1000
maxKeys) =
void setMarker(String A FIENRAERRAE, RERNNSRIIREEN S E KR
marker) & HEEZEHLERRENSR
void — WRBIRBIATMRFTHITOE. BESprefixSHUEEER, W
setDelimiter(String e RIgxE T prefix, MprefixZIEE—xHIdelimiterBl EEHHEF
delimiter) P NS RAESR—E
IREIZE Rk AR
e Objectlisting
RNERGE iR
List<S30bjectSummary> . N
getObjectSummaries() REGIEIRS
boolean isTruncated() KR EIRE T FhiEEEKAIKey
String getNextMarker() TIRFIEENSIEKAMCIAME. NRAREGEREIEEER, L
&8 BRPEEESRTE, AT FRERIIMarker(E
int getMaxKeys() IRENERERERAIREIEL

String getBucketName() SRENER

String getPrefix() FRENEISR
String getDelimiter() SREN D BRRRT

e S30bjectSummary
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REVGERGE ik

String getETag() SKEXETag
String getKey() RIS
Date getLastModified() SREEET ()
Owner getOwner() REFTEE
long getSize() FRENA /N
String getStorageClass() IRENFfiBEE
TRENNS SR

String getType()

XE3 1

import
import
import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

"Appendable", AEINSIS;
"Symlink", ZREEHEXIS;
"Normal", EZBIIH

amazonaws.ClientConfiguration;
amazonaws.auth.AwSCredentials;
amazonaws.auth.AwSStaticCredentialsProvider;
amazonaws.auth.BasicAwSCredentials;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.Protocol;
amazonaws.services.s3.model.ListObjectsRequest;
amazonaws.services.s3.model.ObjectListing;

class TistObjects {
public
public
public
public

public
AmazonS3 s3Client = null;
try {

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

static void main(String[] args) {

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new

AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()
.enablePathStyleAccess()
buildQ;

System.out.print('"=====connect success=====\n");
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// %I object
ListObjectsRequest request = new ListObjectsRequest();
request.setBucketName(Bucket);

boolean istruncated = true;
String marker = "";
// VEHE R BRI X R
while(istruncated) {
request.setMarker(marker);
ObjectListing result = s3Client.listObjects(request);
for (S30bjectSummary summary : result.getObjectSummaries()){
System.out.println(summary.toString());
3
istruncated = result.isTruncated();
marker = result.getNextMarker();

h

System.out.print("=====request success=====\n");
}catch (Exception e) {

System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());

FHXIHRV2
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ListObjectsV2Result TistObjectsv2(ListObjectsV2Request listObjectsV2Request)
SE5A

e ListObjectsV2Request
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void setBucketName(Strin .
G 2 emme
bucketName)
. . . . Gl o
void setPrefix(String prefix) v 7 HEERIRAIT S
175
void setMaxKeys(Integer o
yelinteg T eEERESEENTEL, BA000
maxKeys) 1%
void Y s N o
s derTe en Gl B FIENRAGERMIE, RENNSRIIFREENRBIRER
. . % FHFHREZESEGERNEXNSR
continuationToken)
void setDelimiter(Strin o WRBIZBIIRRFFRHITHE, BESpreflixSEFERE
delimiten) & . ., WREET prefix, MprefixBIF—X I delimiter
pris . - , .
BEEHEREFAFRONSREF o —A
IR[EIZERi5xE
e ListObjectsV2Result
REVGERGE g
List<S30bjectSummary> o A~
getObjectSummaries() REHSRERE
boolean isTruncated() KRR EIRE T FrEREEKAIKey
String TRFIENISIEKATRIGME. MRARSEREIESIPER, 1
getNextContinuationToken()  RAEKFIEEE1ZITER, FAFIRBETRIERRtoken(E
int getMaxKeys() IR AIREEY
String getBucketName() SRENIER
String getPrefix() SREXNAUER
String getDelimiter() RN EIRRRF

e S30bjectSummary
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REVGERGE ik

String getETag() SKEXETag
String getKey() RIS
Date getLastModified() SREEET ()
Owner getOwner() REFTEE
long getSize() FRENA /N
String getStorageClass() IRENFfiBEE
TRENNS SR

"Appendable", AEINSIS;
"Symlink", ZREEHEXIS;
"Normal", EZBIIH

String getType()
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.Protocol;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

public class listobjects {
public static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedeEncoding()
.enablePathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");
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// %I object
ListObjectsV2Request request = new ListObjectsv2Request();
request.setBucketName(Bucket);

boolean istruncated = true;
String token = "";
// R R B BRI R
while(istruncated) {
request.setContinuationToken(token);
ListObjectsV2Result result = s3Client.listObjectsv2(request);
for (S30bjectSummary summary : result.getObjectSummaries()){
System.out.println(summary.toString());
3

istruncated = result.isTruncated();
token = result.getNextContinuationToken();

3

System.out.print("=====request success=====\n");
}catch (Exception e) {

System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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VersionListing listVersions(ListVersionsRequest listVersionsRequest)
SEi5H

e ListVersionsRequest
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void
setBucketName(String
bucketName)

void setPrefix(String
prefix)

void
setMaxResults(Integer
maxResults)

void setKeyMarker(String
keyMarker)

void
setVersionldMarker(String
versionldMarker)

void setDelimiter(String
delimiter)
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e VersionListing

HRERGE

List<S3VersionSummary>
getVersionSummaries()

boolean isTruncated()

String
getNextKeyMarker()

String
getNextVersionldMarker()

int getMaxKeys()
String getBucketName()
String getPrefix()

String getDelimiter()

e S3VersionSummary
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RIGERGE faid
String getETag() ¥KRHENETag

String getVersionld()

$%EYVersionld

String getKey() REISE
Date getLastModified() SREE A ()
Owner getOwner() REFTEE
long getSize() FRENA/N
String getStorageClass() IRENFF iR

boolean isDeleteMarker()

IREVE B ZMFRITIC

IRENNS SRR

"Appendable", ANEINEXIS;
"Symlink", IREEENISR;
"Normal", E@EIIg

String getType()
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;

import java.io.File;

import java.io.FileoutputStream;
import java.io.OutputStream;
import java.io.OutputStreamwriter;

public class Tistversions {
pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientcConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
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.withCredentials(new
AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)

.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()

.enablepPathstyleAccess()

.buildQ;

System.out.print("=====connect success=====\n");

// %1 version
ListVersionsRequest request = new ListVersionsRequest();
request.setBucketName(Bucket) ;

boolean istruncated = true;

String keyMarker = "";

String versionIdMmarker = "";

// VR R B B RHA T IR A

while(istruncated) {
request.setVersionIdMarker(versionIdMarker) ;
request.setkKeyMarker(keyMmarker) ;
VersionListing result = s3Client.listversions(request);
for (S3versionSummary summary : result.getvVersionSummaries()){

System.out.printin(summary.getkey() + ": " +
summary.getversionId());

3
istruncated = result.isTruncated();
keyMarker = result.getNextKeyMarker();

versionIdMarker = result.getNextVersionIdMarker();

3

System.out.print('"=====request success=====\n");
}catch (Exception e) {

System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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ObjectMetadata getObjectMetadata(GetObjectMetadataRequest request)
SE5EE

e GetObjectMetadataRequest
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IRESHGIE ;n 3G
GetObjectMetadataRequest(String bucketName, o FIEREIS ERE.
String key) = 55
void setVersionld(String versionld) Bi% RERAS

IR [Bl45Ri5% B
e ObjectMetadata
RIGERGE fEik
Map<String, String> getUserMetadata() SRENFIF BN TR
String getETag() ¥KRENETag
String getVersionld() $%EYVersionld
Date getLastModified() SREME AT IE]
String getContentType() SRENSZ {4258
long getContentLength() FREUA /N
String getStorageClass|() SREVFfiBEEY
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.GetObjectMetadataRequest;
import com.amazonaws.services.s3.model.ObjectMetadata;

pubTlic class getObjectMetadata {
pubTlic static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
pubTlic static String Bucket = "<your-bucket>";
pubTlic static String Key = "<your-objectKey>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

X
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s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disabTeChunkedEncoding()
.enablePathstyleAccess()
LbuildQ;
System.out.print("=====connect success=====\n");

GetObjectMetadataRequest var = new
GetObjectMetadataRequest(Bucket,Key);

ObjectMetadata meta = s3Client.getObjectMetadata(var);
System.out.print("content-type: " + meta.getContentType() + "\n");
System.out.print("content-length: " + meta.getContentLength()+

"\n");
System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
3
}
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1. CannedAccessControlList, E{RIIIIRIRS ;
2. AccessControlList , 1RIEAHMECE, BEFRIATRLAPRFELSIR,;

HiERE
void setObjectAc] (SetObjectAclRequest setObjectAcTRequest)
SELREB

e SetObjectAclRequest
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RESHGE

SetObjectAcIRequest(String
bucketName, String key,
AccessControlList acl)

SetObjectAcIRequest(String
bucketName, String key,
CannedAccessControlList acl)

SetObjectAclRequest(String
bucketName, String key, String
versionld, AccessControlList acl)

SetObjectAcIRequest(String
bucketName, String key, String
versionld,
CannedAccessControlList acl)

e AccessControlList
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MIEREUR ERE. XWEA. AccessControlList

CannedAccessControlList.Private, AT (Z0A) ;
CannedAccessControlList.PublicRead, 2\3tiE, ER
BNSREETIUBANFIERACL;
CannedAccessControlList.BucketOwnerRead, XJ&
FrEEMEERIIEE U LUEBIZNSR, RENEFRE
EH LB NFIESACL;
CannedAccessControlList.BucketOwnerFullControl,
SR ETIFERETE S o LSRRI N2 SR AR
BEKMACL,

MEREIRERS. WRE. RAS.

AccessControlList

MIEREISERE. WRE. RES.
CannedAccessControlList
CannedAccessControlList.Private, A8 (Z0A) ;
CannedAccessControlList.PublicRead, A%, HR
BNSEETI LB ANFIERACL;
CannedAccessControlList.BucketOwnerRead, XJ&
FrEETIFEBATEE T LUERIZN SR, RENSE
EH LB NFIESACL;
CannedAccessControlList.BucketOwnerFullControl,
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void setOwner(Owner owner)

void grantPermission(Grantee grantee,

Permission permission)

e Owner
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void setld(String id)

void setDisplayName(String name)
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Permission.Read, 1EiR;
Permission.ReadACP, &

ACLALBR;
Permission.Write, SR;
Permission.WriteAcp, 5§

ACLER,
BELiE g
b= REID
=) REZF

e Grantee, [, MWMSCIL: CanonicalGrantee, EmailAddressGrantee
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CanonicalGrantee(String identifier)

EmailAddressGrantee(String emailAddress)
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import com.

import
import
import
import
import
import
import
import

import

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
.auth.AwSCredentials;

amazonaws

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
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ClientConfiguration;
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ERRE, RESIRINAFERE

auth.AwsStaticCredentialsProvider;

auth.BasicAwSCredentials;

services.s3.AmazonS3;

.client.builder.AwsClientBuilder;
amazonaws.

services.s3.AmazonS3ClientBuilder;

Protocol;
services.s3.model.*;

java.util.List;

public class setobjectAc] {

public
public
public
public
public

static
static
static
static
static

String
String
String
String
String

ACCESS_KEY =
SECRET_KEY =
END_POINT =

"<your-access-key>";
"<your-secret-key>";
"<your-endpoint>";
Bucket = "<your-bucket>";

Key = "<your-objectKey>";
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public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withCTlientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disabTechunkedEncoding()
.enablePathstyleAccess()
.build(Q);
System.out.print('"=====connect success=====\n");

/] BRI
SetObjectAclRequest req = new SetObjectAclRequest(Bucket, Key,
CannedAccesscControlList.Private);

/] BT

// AccessControlList acl = new AccessControlList();

// owner owner = new Owner("test-1", "test-1");

// acl.setowner(owner);

// CanonicalGrantee canonicalGrantee = new CanonicalGrantee("test-
2");

// acl.grantPermission(canonicalGrantee, Permission.write);

// SetObjectAcTRequest req = new SetObjectAclRequest(Bucket, Key,
acl);

s3Client.setobjectAcl(req);

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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AccessControlList getObjectAcl(GetObjectAclRequest getObjectAclRequest)
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Owner getOwner() FREXFEOWNer
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Permission.ReadACP, iEACLIR;
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;

import java.util.List;

public class getObjectAcl {
public static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";
public static string Key = "<your-objectkey>";

pubTlic static void main(String[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");

AccessControlList accessControlList = s3Client.getObjectAc] (Bucket,

Key);
for (Grant grant: accessControlList.getGrantsAsList()) {
System.out.println(grant.toString());
}
}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
}
}
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void setObjectTagging(SetObjectTaggingRequest setObjectTaggingRequest )
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SetObjectTaggingRequest(String bucketName, String
key, ObjectTagging tagging)

SetObjectTaggingRequest(String bucketName, String
key, String versionld, ObjectTagging tagging)

void setBucketName(String bucketName)
void setKey(String key)
void setVersionld(String versionld)

setTagging(ObjectTagging tagging)

e ObjectTagging

IRESHBGIE BEY

ObjectTagging(List<Tag> tagSet) =

e Tag

IRESHGIE BEWiE

Tag(String key, String value) =
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import java.util.List;

import com.amazonaws.ClientConfiguration;
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import com.amazonaws.Protocol;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.ObjectTagging;

import com.amazonaws.services.s3.model.SetObjectTaggingRequest;
import com.amazonaws.services.s3.model.Tag;

public class setObjectTagging {
public static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";
public static String Key = "<your-objectkey>";

pubTlic static void main(String[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwsStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ);
System.out.print("=====connect success=====\n");

List<Tag> tagSet = new ArrayList<Tag>();
tagSet.add(new Tag("tagkey", "tagvalue'));

ObjectTagging tagging = new ObjectTagging(tagSet);
SetObjectTaggingRequest request = new
SetObjectTaggingRequest(Bucket, Key, tagging);

s3Client.setObjectTagging(request);

System.out.println("=====Put Object Tagging success!=====");
}catch (Exception e) {

System.out.print(e.getMessage());
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GetObjectTaggingResult getObjectTagging(GetObjectTaggingRequest

GetObjectTaggingRequest)
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void setBucketName(String bucketName) Ak RERA

void setKey(String key) aJik RENSEE

void setVersionld(String versionid) AJik REWRES
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List<Tag> getTagSet(); FRENFRESEE

e Tag

IRESHRGE fEA

String getKey(); RERE key

String getValue()

(K EER

import
import
import
import
import
import
import
import
import

REWFREvalue

java.util.List;

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws .
amazonaws.
amazonaws.
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amazonaws

amazonaws.
.services.s3.AmazonS3;

amazonaws

amazonaws.

ClientConfiguration;

Protocol;

auth.AwsSCredentials;
auth.AwsStaticCredentialsProvider;

client.builder.AwsClientBuilder;

services.s3.AmazonS3ClientBuilder;


af://n2958
af://n2959
af://n2961
af://n2963
af://n2992
af://n3016

import com.amazonaws.services.s3.model.GetObjectTaggingRequest;
import com.amazonaws.services.s3.model.GetObjectTaggingResult;
import com.amazonaws.services.s3.model.Tag;

public class getObjectTagging {
public static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static string Bucket = "<your-bucket>";

public static String Key = '"<your-objectKey>";

pubTlic static void main(String[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwsStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

GetObjectTaggingRequest request = new
GetObjectTaggingRequest(Bucket, Key);
GetObjectTaggingResult result = s3Client.getObjectTagging(request);

if (result == null) {
System.out.printin("There are not tagging for the object: " +

Key) ;
} else {
System.out.printin("=====Get object Tagging=====");
System.out.printin(result.getversionid());
List<Tag> tagSet = result.getTagSet();
for(int i=0;i<tagSet.size();i++) {
System.out.printin("Key: " + tagSet.get(i).getkey());
System.out.println('value: " + tagSet.get(i).getvalue());
b
System.out.println(" ")
3
}catch (Exception e) {
System.out.print(e.getMessage());
}
}
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void deleteObjectTagging(DeleteObjectTaggingRequest deleteObjectTaggingRequest)
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e DeleteObjectTaggingRequest
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.Protocol;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.DeleteObjectTaggingRequest;

public class deleteObjectTagging {
pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";
public static String Key = "<your-objectKey>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);
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s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withcCTientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disabTeChunkedEncoding()
.enabTePathstyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

DeleteObjectTaggingRequest request = new
DeleteObjectTaggingRequest(Bucket, Key);
s3Client.deleteObjectTagging(request);
System.out.println("=====Delete Object Tagging success!=====");
}catch (Exception e) {
System.out.print(e.getMessage());
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SetObjectRetentionResult setObjectRetention(SetObjectRetentionRequest
setObjectRetentionRequest)
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void setRetention(ObjectLockRetention retention) Ak RESHREBIN
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void setRetainUntilDate(Date
retainUntilDate)

void setMode(String mode)
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ClientConfiguration;
auth.AwsCredentials;
.auth.AwSStaticCredentialsProvider;
.auth.BasicAwsCredentials;
client.builder.AwsClientBuilder;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
.Protocol;

class setObjectRetention {

public
public
public
public
public

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

static String Key = "<your-objectKey>";

pubTlic static void main(Sstring[] args) {
AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client

= AmazonS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new

AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;

System.out.print("=====connect success=====\n");
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// T MNL900FHUETHE, A MOHFiG. 202446 H 18 H9 4 11435%).
Date date = new Date(124, 05, 18, 9, 11, 5);
ObjectLockRetention retention = new ObjectLockRetention();
retention.setMode("GOVERNANCE") ;
retention.setRetainuntilDate(date);

SetObjectRetentionRequest req = new SetObjectRetentionRequest();
req.setBucketName(Bucket) ;

req.setkey(Key) ;

req.setRetention(retention);
req.setBypassGovernanceRetention(true);

s3Client.setObjectRetention(req);

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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GetObjectRetentionResult getObjectRetention(GetObjectRetentionRequest
getObjectRetentionRequest)
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void setVersionld(String versionid) i RERAS
IREIZ5 Rk R

e GetObjectRetentionResult

REVEER G fEik
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amazonaws.
amazonaws.
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amazonaws
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amazonaws.
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amazonaws

java.util.®;

com.

amazonaws

ClientConfiguration;
auth.AwsCredentials;
auth.AwsStaticCredentialsProvider;
.auth.BasicAwsCredentials;
.client.builder.AwsClientBuilder;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
.Protocol;

.services.s3.model.*;

public class getObjectRetention {

public
public
public
public
public

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

static String Key = "<your-objectKey>";

public static void main(string[] args) {
AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client

= AmazonS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new

AwsClientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;

System.out.print("=====connect success=====\n");

GetObjectRetentionRequest req = new GetObjectRetentionRequest();
req.setBucketName (Bucket) ;
req.setkey(Key);

GetObjectRetentionResult resp = s3Client.getObjectRetention(req);
System.out.print('"=====request success=====\n");
ObjectLockRetention retention = resp.getRetention();

String mode = retention.getMode();

System.out.println(mode);

Date date = retention.getRetainuntilbate();
System.out.println(date);
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}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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SetObjectLegalHoldResult setObjectLegalHold(SetObjectLegalHoldRequest request)
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void setBucketName(String bucket) = REWSA

void setKey(String key) = RENSRE

void setVersionld(String versionid) i RERAS
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import java.util.*;

import com.amazonaws.services.s3.model.*;

public class setObjectLegalHold {
pubTlic static String ACCESS_KEY = "<your-access-key>";
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pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static String Key = "<your-objectKey>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withCTientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");

ObjectLockLegalHold Tegal_hold = new ObjectLockLegalHo1ld();
Tegal_hold.setStatus("ON");

SetObjectLegalHoldRequest Req

Req.setBucketName (Bucket) ;

Req.setKey(Key) ;

Req.setLegalHold(Tegal_hold);
// Req.setVersionId("");

new SetObjectLegalHoldRequest();

SetObjectLegalHoldResult resp = s3Client.setObjectLegalHold(Req);

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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GetObjectLegalHoTdResult getObjectLegalHold(GetObjectLegalHoldRequest request)
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ClientConfiguration;
auth.AwsCredentials;
auth.AwsstaticCredentialsProvider;
auth.BasicAwSCredentials;
client.builder.AwsClientBuilder;
services.s3.AmazonS3;

.services.s3.AmazonS3ClientBuilder;

Protocol;

.services.s3.model.*;

class getobjectLegalHold {
static String ACCESS_KEY = "<your-access-key>";

public
public
public
public
public

public

static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

static String Key = "<your-objectKey>";

static void main(String[] args) {
AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSs3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client

= AmazonS3ClientBuilder.standard()
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.withCredentials(new
AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)

.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()

.enablepPathstyleAccess()

.buildQ;

System.out.print("=====connect success=====\n");

GetObjectLegalHoldRequest Req = new GetObjectLegalHoldRequest();
Req.setBucketName(Bucket);
Req.setKey(Key) ;

// Req.setVersionId("");

GetObjectLegalHoldResult resp = s3Client.getObjectLegalHold(Req);
System.out.print("=====request success=====\n");
ObjectLockLegalHold Tegal_hold = resp.getLegalHold();
String status = legal_hold.getStatus();
System.out.println(status);

}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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CopyObjectResult copyObject(CopyObjectRequest copyObjectRequest)
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void setDestinationBucketName(String
destinationBucketName)

void setDestinationKey(String destinationKey)

void setSourceBucketName(String
sourceBucketName)

void setSourceKey(String sourceKey)

void setSourceVersionld(String sourceVersionld)

void setMatchingETagConstraints(List<String>
eTagList)

void setNonmatchingETagConstraints(List<String>
eTaglList)

void setModifiedSinceConstraint(Date date)

void setUnmodifiedSinceConstraint(Date date)

void
setCannedAccessControlList(CannedAccessControlList
cannedACL)

void setAccessControlList(AccessControlList
accessControlList)

void setNewObjectMetadata(ObjectMetadata
newObjectMetadata)

void setMetadataDirective(String metadataDirective)

void setNewObjectTagging(ObjectTagging
newObectTagging)

void setObjectLockMode(String objectLockMode)

void setObjectLockRetainUntilDate(Date
objectLockRetainUntilDate)

void setStorageClass(StorageClass storageClass)
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void setOwner(Owner owner)

void grantPermission(Grantee grantee,
Permission permission)

e Owner

IRESHRE
void setld(String id)

void setDisplayName(String name)
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e Grantee, [, WMSCIL: CanonicalGrantee, EmailAddressGrantee

IRESHRGE
CanonicalGrantee(String identifier)

EmailAddressGrantee(String emailAddress)

e ObjectTagging

RESHREE
ObjectTagging(List<Tag> tagSet)
e Tag

RESHREE

Tag(String key, String value)

e ObjectMetadata
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void addUserMetadata(String key, String value)
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e CopyObjectResult
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String getETag() IREXIERETag

Date getLastModifiedDate() IREXS SR RS E 25t A
String getVersionld() RS HIEXNRAMRAS

(K ERR

import
import
import
import
import
import
import
import
import
import

import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.ClientConfiguration;
amazonaws.Protocol;

amazonaws .auth.AwSCredentials;
amazonaws.auth.AwSStaticCredentialsProvider;
amazonaws .auth.BasicAwSCredentials;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.services.s3.model.CopyObjectRequest;
amazonaws.services.s3.model.CopyObjectResult;

java.io.File;
java.io.FileoutputStream;

pubTlic class copyoObject {
public
public

public
public
public

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

static String Key = '"<your-objectKey>";

pubTlic static void main(String[] args) {
AmazonS3 s3Client = null;
try {

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withcCTlientConfiguration(awsClientConfig)
.withEndpointConfiguration(new

AwsClientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedeEncoding()
.enablepPathstyleAccess()
.buildQ;

System.out.print('"=====connect success=====\n");

CopyObjectRequest request = new CopyObjectRequest();
request.setDestinationBucketName("bucket2");
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request.setDestinationkKey("key2");
request.setSourceBucketName (Bucket) ;
request.setSourcekey(Key) ;

CopyObjectResult result = s3Client.copyObject(request);
System.out.print('"=====request success=====\n");

System.out.format("object copyed, etag: %s\n", result.getETag());
}catch (Exception e) {

System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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URL generatePresignedur](GeneratePresignedurlRequest generatePresignedUrlRequest )

SE5EE

e GeneratePresignedUrIRequest
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IRESHHE - ik
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GeneratePresignedUrlRequest(String bucketName, o MEREISERE. WHR
String key, HttpMethod method) = BA. HTTPITA
void setBucketName(String bucketName) g IRENS
void setKey(String key) ik IREXNRA
REHTTPAX:
HttpMethod.GET
HttpMethod.POST
void setMethod(HttpMethod method) Elpvis HttpMethod.PUT
HttpMethod.DELETE
HttpMethod.HEAD
HttpMethod.PATCH
void setExpiration(Date expiration) A IREBYEE, RE7TXK
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.HttpMethod;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.GeneratePresignedurlRequest;

import java.net.URL;
import java.time.Instant;
import java.util.Date;

pubTlic class generatePresignedurl {
public static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";
public static String Key = "<your-objectkey>";

pubTlic static void main(String[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");
VY& NS EZ AN
GeneratePresignedurlRequest var = new
GeneratePresignedurlRequest(Bucket, Key);

Date expiration = new Date();

Tong expTimeMillis = Instant.now().toEpochMilli();
expTimeMillis += 1000 * 60 * 60;

// WEABI605 5
expiration.setTime(expTimeMillis);
var.setExpiration(expiration);

var.setMethod (HttpMethod.GET) ;

URL url = s3Client.generatePresignedurl(var);
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}ca

System.out.print(url.tostring() + "\n'");
System.out.print(url.getProtocol() + "\n");
System.out.print(url.getHost() + "\n");
System.out.print(url.getPort() + "\n");
System.out.print(url.getPath() + "\n");

System.out.print('"=====request success=====\n");
tch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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import
import
import
import
import
import
import
import
import
import
import
import

import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

java.
java.
java.
java.
java.
java.

amazonaws.ClientConfiguration;
amazonaws . HttpMethod;

amazonaws.Protocol;
amazonaws.auth.AwSCredentials;

amazonaws .auth.AwSCredentialsProvider;
amazonaws .auth.AwSStaticCredentialsProvider;
amazonaws.auth.BasicAwSCredentials;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.services.s3.model.GeneratePresignedurlRequest;
amazonaws.services.s3.model.S30bject;

io.FileInputStream;
i0.I0Exception;
i0.0utputStream;
net.HttpURLConnection;
net.URL;

util.Date;

pubTlic class uploadPresign {
public
public
public
public
public
public

static String ACCESS_KEY = '<your-access-key>";
static String SECRET_KEY
static String END_POINT = "<your-endpoint>";

"<your-secret-key>";

static String Bucket = "<your-bucket>";
static String Key = '"<your-objectKey>";
static String filePath = "<your-filePath>";

public static void main(string[] args) {

Ama
try

zonS3 s3Client = null;
{

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)



.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");

Date expiration = new Date();

Tong expTimeMills = expiration.getTime();

expTimeMills += 1000 * 60 * 60;

expiration.setTime(expTimeMills);

/] SRR A

System.out.printin("Generating pre-signed URL.");

GeneratePresignedurlRequest generatePresignedUrlRequest =

new GeneratePresignedUrlRequest(Bucket, Key)

.withMethod (HttpMethod.PUT)
.withExpiration(expiration);

URL url =

s3Client.generatePresignedurl(generatePresignedurlRequest);
System.out.printin("The pre-signed URL is : " + url.toString());

//OEEHTTPIER S AN R
HttpURLConnection connection = (HttpURLConnection)
url.opencConnection();
connection.setDoOutput(true);
connection.setRequestMethod("PUT");
//%Hacl, "private"|"public-read"
//connection.setRequestProperty("x-amz-acl", "private");
FileInputStream in = new FileInputStream(filePath);
OutputStream out = connection.getoutputStream();
int len;
int bufSize = 50 * 1024 * 1024;
byte[] bs = new byte[bufsize];
if ((len = in.read(bs)) != -1) {
out.write(bs, 0, len);
3
in.close();
out.close();
System.out.println("HTTP response code: " +
connection.getResponsecode());
connection.disconnect();
S30bject object = s3Client.getObject(Bucket, Key);
System.out.println("object " + object.getkey() +
+ object.getBucketName());
} catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());

created in bucket

o BUETEHRHEA THIIR

import com.amazonaws.ClientConfiguration;
import com.amazonaws.HttpMethod;

import com.amazonaws.Protocol;

import com.amazonaws.auth.AwSCredentials;
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java.
java.
java.

java.

java
java
java

amazonaws .auth.AwSStaticCredentialsProvider;
amazonaws.auth.BasicAwSCredentials;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.services.s3.model.GeneratePresignedurlRequest;
amazonaws.services.s3.model.S30bject;

io.FileInputStream;
io.FileOutputStream;
i0.InputStream;
i0.0utputStream;
.net.HttpURLConnection;
.het.URL;

.util.Date;

public class downloadPresign {
pubTlic static String ACCESS_KEY = "<your-access-key>";
public
public
public
public
public

static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

static String Key = "<your-objectKey>";

static String filePath = "<your-filePath>";

public static void main(string[] args) {

Ama
try

zonS3 s3Client = null;
{

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new

AwsClientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()
.enablePathstyleAccess()
buildQ;

System.out.print('"=====connect success=====\n");

Date expiration = new Date();

Tong expTimeMills = expiration.getTime();

expTimeMills += 1000 * 60 * 60;

expiration.setTime(expTimeMills);

/ /RN 44 e

System.out.println("Generating pre-signed URL.");

GeneratePresignedurlRequest generatePresignedUrlRequest =

new GeneratePresignedUrlRequest(Bucket, Key)

.withMethod (HttpMethod.GET)
.withExpiration(expiration);

URL url =

s3Client.generatePresignedurl(generatePresignedurlRequest);

"

System.out.println("The pre-signed URL is
//BIEHTTPIE R R 5

+ url.toString());



HttpURLConnection connection = (HttpURLConnection)
url.opencConnection();

FileOutputStream out = new FileoutputStream(filePath);

InputStream in = connection.getInputStream();

int len;

int bufSize = 50 * 1024 * 1024;

byte[] bs = new byte[bufSize];

if ((len = in.read(bs)) != -1) {

out.write(bs, 0, len);

3

in.close();

out.close();

System.out.printIn("HTTP response code: +
connection.getResponseCode());

connection.disconnect();

} catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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PutSymlinkResult putSymlink(PutSymlinkRequest request)
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e PutSymlinkRequest

=
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Wik
PutSymlinkRequest(String bucket, String key, o SRS ERS. KRS,
String symlinkTarget) = HHERINSRE
void setForbidOverwrite(boolean Tk REERRRIERES, RIALR
forbidOverwrite) = ik,
IREIZ5Ri508
e PutSymlinkResult
RINERBE ik

String getVersionld() IREARSHENR A S
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;

pubTlic class putSymlink {
pubTlic static String ACCESS_KEY
pubTlic static String SECRET_KEY "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";
public static String Key = "<your-objectKey>";

"<your-access-key>";

pubTlic static String Target = "<your-symlinkTarget>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathStyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

PutSymlinkRequest request = new PutSymlinkRequest(Bucket, Key,

Target) ;

PutSymlinkResult result = s3Client.putSymlink(request);
System.out.format("versionId: %s\n",result.getversionId());
System.out.print("=====request success=====\n");

}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());

}

}
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GetsymlinkResult getSymlink(GetSymlinkRequest request)
SERIE

e GetSymlinkRequest

IRESHRGE ERWiE i
GetSymlinkRequest(String bucket, String key) = ISR EIK EEA.
void setVersionld(String versionld) Elpvis REREAS
IR B4 5Ri5BE
e GetSymlinkResult
RIGERGE 3G
String getVersionld() SRERAS
String getSymlinkTarget() SRENEZEAIXI SRS
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import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.

amazonaws
amazonaws

.ClientConfiguration;

auth.AwsCredentials;
auth.AwsStaticCredentialsProvider;
auth.BasicAwSCredentials;

.client.builder.AwsClientBuilder;
amazonaws.

services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;

.Protocol;
.services.s3.model.*;

pubTlic class getSymlink {
public
public
public
public
public

public

static String ACCESS_KEY
static String SECRET_KEY

"<your-access-key>";

"<your-secret-key>";

static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";
static String Key = "<your-objectKey>";

static void main(String[] args) {
AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

XRE

ClientcConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwsS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);
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s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withcCTientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disabTeChunkedEncoding()
.enabTePathstyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

GetSymlinkRequest request = new GetSymlinkRequest(Bucket, Key);
GetSymlinkResult result = s3Client.getSymlink(request);
System.out.format("versionId: %s\n",result.getversionid());
System.out.format("SymlinkTarget: %s\n",result.getSymlinkTarget());

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.model.ObjectMetadata;
import com.amazonaws.services.s3.model.RestoreObjectRequest;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.RestoreoObjectResult;

public class restoreObjectv2 {
pubTlic static String ACCESS_KEY "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";
pubTlic static String Key = "<your-objectKey>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
buildQ;
System.out.print("=====connect success=====\n");

RestoreObjectRequest request = new RestoreObjectRequest(Bucket,

Key);
request.setExpirationInDays(2);
RestoreObjectResult result = s3Client.restoreoObjectVv2(request);
System.out.print('"=====request success=====\n");
// WIMNEFHEE O
ObjectMetadata meta = s3Client.getObjectMetadata(Bucket, Key);
Boolean restoreFlag = meta.getongoingRestore();
System.out.format("Restoration status: %s.\n",
restoreFlag ? "in progress" : "not in progress (finished or
failed)");

} catch (Exception e) {
System.out.print("=====request fail=====\n");
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System.out.print(e.getMessage());
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InitiateMultipartUploadRequest(String

= 3 S %
bucketName, String key) = IOEHERERE, XRE
void setBucketName(Strin .
(Gtin £ REES
bucketName)
void setKey(String key) 2 IRENZRE
REWEMHERE, PIEI:
void setStorageClass(StorageClass A  StorageClass.Standard, ¥REEAE;
storageClass) 1% StorageClass.StandardInfrequentAccess, {ESIEE;
StorageClass.Glacier, |347Ff#.
) ) . ) ) A i
void setTagging(ObjectTagging tagging) e REIRS
pri

& EIFS CannedAccessControlList , BIEEIRA:

CannedAccessControlList.Private, A (BRIA) ;

CannedAccessControlList.PublicRead, i, (EREXSE
void EOLAB AFIEMACL;

setCannedAcl(CannedAccessControlList Z CannedAccessControlList.BucketOwnerRead, S&RFIBEFIF
cannedAcl) ERFTAE T LUEBIZNSR, RENSREEIUSATIER
ACL;
CannedAccessControlList.BucketOwnerFullControl, XSEFHE
EBFFERFTE A T LAEBF IS NiZ SR IAR EACL,
void a
setAccessControlList(AccessControlList e R EIFS AccessControlList,
accessControlList) =
void a
setObjectMetadata(ObjectMetadata e RENGITEE
objectMetadata) =
X T O CoAE—.
void setObjectLockMode(String aJ lﬁﬁﬁ%uﬂﬁmfiﬂ' .
objectLockMode) v "COMPLIANCE", IRERARIHEN;
) = "GOVERNANCE", REEAIHEN.
void a
setObjectLockRetainUntilDate(Date e REXSIIHRASE
objectLockRetainUntilDate) =
® AccessControlList
=8
RESHRE . g
whi%
void setOwner(Owner owner) 2 REWES
RERNAEINR:
Permission.FullControl, Ff
BRGR;
. o Permission.Read, ERUR;
void grantPermission(Grantee grantee, o . o
= Permission.ReadACP, &

Permission permission)

ACLAIBR ;
Permission.Write, SR;
Permission.WriteAcp, &

ACLIUBR,
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e Grantee, ¥E[ZE, FWMSCIN: CanonicalGrantee, EmailAddressGrantee

RESHRGE = a
CanonicalGrantee(String identifier) [=1pvis
EmailAddressGrantee(String emailAddress) [=1pvis
e ObjectTagging

RESHBGE =

ObjectTagging(List<Tag> tagSet) =

e Tag

RESHRGE BEWi%
Tag(String key, String value) =

e ObjectMetadata

IRESHBGIE

void addUserMetadata(String key, String value)
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e |nitiateMultipartUploadResult
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String getUploadld()
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import com.amazonaws.ClientConfiguration;
import com.amazonaws.auth.AwSCredentials;
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import com.amazonaws.auth.AwSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.InitiateMultipartUploadRequest;
import com.amazonaws.services.s3.model.InitiateMultipartUploadrResult;
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public class initiatemMultipartuUpload {
pubTic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";
public static String Key = "<your-objectKey>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.witheEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
buildQ;
System.out.print("=====connect success=====\n");

/ /WA B A%
InitiateMultipartUploadRequest var = new
InitiateMultipartUploadRequest(Bucket, Key);
InitiateMultipartUploadResult result =
s3Client.initiateMultipartuUpload(var);
System.out.print("Upload Id:

"

+ result.getUploadid() + "\n");

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());

EEDER
LhaEiER

KRELIEAIIR AR DR E1E, STHFAOHRAYEE 1 £ 10000, RTRE—HR, EftEHhRK/NERIR
AFeEKFF5M, EEIRIEXK Upload Part Bt, FEEIEH partNumber # uploadID, partNumber 95k
NmE, FELFLE.
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HikRE
UploadPartResult uploadPart(UploadPartRequest uploadPartRequest)

SRR

e UploadPartRequest

IRESHHIE EE%I%
void setBucketName(String bucketName) =
void setKey(String key) =
void setUploadld(String uploadld) =
void setFile(File var) S#iEmEE—
void setinputStream(InputStream var) 534 mNEE—
void setPartNumber(int partNumber) =
void setPartSize(long partSize) =
IR [EI45 SRR
e UploadPartResult
REVGERFE faik
String getETag() SRENSERETag

a3l

import
import
import
import
import
import
import
import
import
import
import
import

pubTic

com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
.auth.AwSStaticCredentialsProvider;

amazonaws

amazonaws.

amazonaws
amazonaws

amazonaws.

amazonaws

.ClientConfiguration;

auth.AwSCredentials;

auth.BasicAwSCredentials;

.client.builder.AwsClientBuilder;
.services.s3.AmazonS3;
amazonaws.

services.s3.AmazonS3ClientBuilder;
Protocol;

.services.s3.model.*;

java.io.ByteArrayInputStream;

java.io.File;
java.io.InputStream;

class uploadPart {
public
public
public
public
public
public
public

public

static String ACCESS_KEY = "<your-access-key>";
static String

static String END_POINT = "<your-endpoint>";

static String Bucket = "<your-bucket>";
static String Key = "<your-objectKey>";
static String UploadId = "<your-uploadIid>";

static String filePath = "<your-path>";

static void main(string[] args) {

SECRET_KEY = "<your-secret-key>";

faig

RERES

RENISRE

" EUpload ID
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AmazonsS3 s3Client = null;
try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,
SECRET_KEY) ;
ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withcClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
buildQ;
System.out.print("=====connect success=====\n");
/[ EAE Gy Bt
File file = new File(FilePath);
int partNumber = 1; / /a5 S
Tong filePosition = 0;
Tong fileLength = file.lengthQ);
Tong partSize = 5 * 1024 * 1024; /7 BRI (AT, KT5M
UploadPartRequest var = new UploadPartRequest();
var.setUploadid(Uploadid);
var.setBucketName (Bucket);
var.setKey(Key);
var.setFile(file);
while (filePosition < fileLength) {
Tong actualSize = Math.min(partSize, fileLength - filePosition);
var.setPartNumber (partNumber) ;
var.setPartSize(actualSize);
var.setFileoffset(filePosition);
if (partSize >= fileLength - filePosition){
var.setLastPart(true);

UploadPartResult res = s3Client.uploadPart(var);
System.out.printin("part" + partNumber + " upload success, ETag:
+ res.getETag());

filePosition += actualSize;

partNumber++;
3
System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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FTRENDREE, SEBBEERA Upload Parts EERTERLUE, (RELIAZ API 5eRk &, EERX
API B, BuWA/FE Body FREGHE—MRAY PartNumber 71 ETag, FASRRIGIRAVERME,

HikRE

CompleteMultipartUploadResult
completeMultipartUpload(CompleteMultipartUploadrRequest
completeMultipartUploadRequest)

S5

e CompleteMultipartUploadRequest

IRESHRGE ERWiE A

void setBucketName(String bucketName) 2 REWE

void setKey(String key) 2 RENRE

void setUploadld(String uploadid) = ®E&upload id

void setPartETags(List<PartETag> partETags) B REBDRER

e PartETag

RESHRGE BRIk iz

PartETag(int partNumber, String eTag) B MEREIRE DR SHIETag

void setPartNumber(int partNumber) v REDERS

void setETag(String eTag) v REDEREtag
IR[EIZ5 ik B

e CompleteMultipartUploadResult

RENVER G A

String getETag() IRENEEANS {4 Etag

String getVersionld() SRENEN SR A S

XE3 1

import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
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import com.amazonaws.Protocol;
import com.amazonaws.services.s3.model.*;

import java.
import java.

util.ArrayList;
util.List;

pubTlic class completemultipartUpload {
pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";

public static String Bucket = "<your-bucket>";
public static String Key = "<your-objectKey>";
public static string Uploadld = "<your-uploadId>";

pubTlic static void main(String[] args) {
AmazonS3 s3Client = null;

try

SECRET_KEY) ;

{
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4sSignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new

AwsClientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()
.enablePathStyleAccess()
.buildQ;

System.out.print("=====connect success=====\n");

[/ EER B A

CompleteMultipartUploadrRequest var =

CompleteMultipartUploadRequest();
var.setBucketName (Bucket) ;
var.setKey(Key) ;
var.setUploadid(UploadId);

new

List<PartETag> partETags = new ArrayList();

ListPartsRequest TistPartsRequest =
Key, Uploadid);

new ListPartsRequest(Bucket,

PartListing parts = s3Client.listParts(listPartsRequest);
List<PartSummary> summary = parts.getParts();

for(PartSummary T:summary) {

partETags.add(new PartETag(T.getPartNumber(), T.getETag()));

}

System.out.printIin(partETags.size());

var.setPartETags(partETags);

CompleteMultipartuUploadResult result
s3Client.completeMultipartupload(var);

System.out.print("ETag: "

+ result.geteTag() + "\n");

System.out.print('"=====request success=====\n");

}catch (Exception e) {

System.out.print("=====request fail==

System.out.print(e.getMessage());
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PartListing TistParts(ListPartsRequest 1listPartsRequest)
SE5EE

e ListPartsRequest

=
», -, z=:
RESHRGE 3 g
1%
ListPartsRequest(String bucketName, . T
questi>tring 2 ERMEERES. WEE. uploadd

String key, String uploadId)

void setBucketName(String
bucketName)

RERR

void setKey(String key) RENRE

void setUploadld(String uploadid) &E&upload id

IRESRIRERIREZ DERE

void setMaxParts(int maxParts)

FIESRAGEIAUE, RERISRIIRE
DEREATFIHSHRISER

void setPartNumberMarker(Integer
partNumberMarker)

e FFa ma Ha &da

R[OS R AR

e PartListing
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RERGE ik

List<PartSummary>
getParts()

Integer

5 S R AL NER (LT
getPartNumberMarker() REARIE AR BV E

boolean isTruncated() EEIREIEES R

Integer TRFIEDERIBKRATIEIRME. RAFRIEREISEER,
getNextPartNumberMarker()  MNISKFEEZZITER, AT IREE FRISKAIDERIRC
Integer getMaxParts() RENHAistREIIR KD EREE

String getStorageClass() KRB R ESEE

e PartSummary

RINERBE iR

int getPartNumber() RENERID RIS RS

String getETag() RENZ > ERAYEtag

long getSize() RENERIDERAIA/N, BfFT

XE3 A1

import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;

import java.util.List;

public class TistParts {
public static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";
public static String Key = "<your-objectkey>";
public static String uUploadid = "<your-uploadIid>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);
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s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
buildQ;
System.out.print("=====connect success=====\n");
//1istrBER
ListPartsRequest var = new ListPartsRequest(Bucket, Key, Uploadid);
PartListing result = s3Client.listParts(var);
List<PartSummary> summary = result.getParts();
for(PartSummary T:summary) {
System.out.printin("Part" + T.getPartNumber());
System.out.println("ETag: " + T.getETag());
System.out.println("sSize: + T.getSize());

"

3

System.out.print('"=====request success=====\n");
}catch (Exception e) {

System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());

ISR EfE
LDREISER

BEREEHTHHSEREE, BHMEER CreatedBREIXZHAbortedsi&E CompletediyoER L1EEL
B, BRRZ5H 1000 MNEEHITHIISER EE.

HikRE

MultipartUploadListing TlistMultipartUploads(ListMultipartUploadsRequest
TistMultipartUploadsRequest)

SE5EE

e ListMultipartUploadsRequest
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getMultipartUploads()
boolean isTruncated()

String
getNextKeyMarker()

3 & DN MO

IRESHHIE faik
ListMultipartUploadsRequest(String = SR B
bucketName)
void setBucketName(String = N
bucketName) = RS
N sy e N " A
void setPrefix(String prefix) \EJ ARMAPrefixAFTLIKeyiIsEL LicHiR A 21k
%k A
void setMaxUploads(Integer Al R RN SR, J/NE1-1000
maxUploads) pei '
void setKeyMarker(String A SRR EEERAE, RERINRIIFRER
keyMarker) & NREBRBFHEFHFEZSHLERIENSR
: : SkeyMarkerBt &£, REIRIITSRTIREZEXT
ﬁ‘;‘liasjlt’&fi‘i'gMar"er‘s“'“g b BEApload RS RL S S
IE=POEA
MWRBIRBIARRFFHITHE. BESprefixs
. - . . 8] HUBECER, GNRIEE T prefix, MprefixElsE—
void setDelimiter(String delimiter) % SRETIdelimiter B G ER R AR R g
pa)s |
IR [E145 R AR
e MultipartUploadListing
RIGERGE faig
List<Multi Upload
SrEMULIparioploac™ s HesiE

REVESIRE T A HEERNDERLE

TRFIES R HEEKAGRIGNE. IRNXGEIRESHER,
MEOERPEEEIZITR, BT rEE T RiEKAkeyMarker{&

TRFIEDER EEERANRIRME, SnextKeyMarkerEt&{EH.

String
getNextUploadldMarker()

String getPrefix()

String getDelimiter()

e MultipartUpload

WRARZBEIREISEPE
ETkiEkHuploadldMarker{&,

, BAGERPHEEIZTR, BTN

SREEKIRERIRIER

SRENERIRE DR
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REVGERGE ik

String getUploadId() REVSER F{&uploadld

String getKey() FREN S fHkey

String getStorageClass() SRESI 4 R ay

Owner getOwner() KRB EEFRE AR

Date getlnitiated() SRENG B BRI SR LA E)

e Owner

IRESHHIE A
String getld() REND
String getDisplayName() RENEZF

XE3 )

import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.ClientConfiguration;
amazonaws.auth.AwSCredentials;

amazonaws .auth.AwSStaticCredentialsProvider;
amazonaws.auth.BasicAwSCredentials;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.Protocol;
amazonaws.services.s3.model.*;

java.util.List;

pubTlic class TistMultipartuploads {
public
public
public
public

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

public static void main(string[] args) {
AmazonS3 s3Client = null;
try {

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new

AwsClientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()
.enablePathstyleAccess()
.buildQ;
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System.out.print("=====connect success=====\n");

/3R B B R R

ListMultipartUploadsRequest var = new
ListMultipartUploadsRequest(Bucket);

MultipartUploadListing result

s3Client.listMultipartuploads(var);

List<MultipartUpload> summary = result.getMultipartUploads();

for(MultipartUpload T:summary) {
System.out.print(T.getUploadId() + "\n");
System.out.print(T.getkey() + "\n");

3

System.out.print('"=====request success=====\n");
}catch (Exception e) {

System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());

EiHDER EfE
ThHEiEs

EF DR EEHBIRE EERBR, & Abort Multipart Upload S, SNREIEEFERXD
Upload Parts H{&HRAGIESR, M Upload Parts £iR[ESLM,

iERBY
void abortMultipartUpload(AbortMultipartUploadRequest abortMultipartUploadRequest)

SE5EE

e AbortMultipartUploadRequest

=8
RESHGIE - 3G

Wi
AbortMultipartUploadRequest(String bucketName, o MEREISERE. WHR
String key, String uploadld) = . uploadid

IR [O1455Ri5ER
%
(K EER

import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;
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public class abortMultipartupload {
public static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static String Key = "<your-objectkey>";
public static String uUploadid = "<your-uploadid>";

pubTlic static void main(String[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");

/8RB b A%

AbortMultipartUploadRequest var = new AbortMultipartUploadRequest

(Bucket,Key,UploadIid);
s3Client.abortMultipartupload(var);

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());

PEREH
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CopyPartResult copyPart(CopyPartRequest copyPartRequest )
SEi5H

e CopyPartRequest
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IRESHBHE

void setDestinationBucketName(String
destinationBucketName)

void setDestinationKey(String
destinationKey)

void setSourceBucketName(String
sourceBucketName)

void setSourceKey(String sourceKey)
void setFirstByte(Long firstByte)

void setLastByte(Long lastByte)

void setPartNumber(int partNumber)
void setUploadld(String uploadld)

void setSourceVersionld(String
sourceVersionld)

void
setMatchingETagConstraints(List<String>
eTaglList)

void
setNonmatchingETagConstraints(List<String>
eTaglist)

void setModifiedSinceConstraint(Date date)

void setUnmodifiedSinceConstraint(Date
date)

R[OS SRR

e CopyPartResult

RENGERGE

String getETag()

Date getLastModifiedDate()
String getVersionld()

int getPartNumber()
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.Protocol;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.ArrayList;

import java.util.List;

public class copyPart {
public static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";

public static string srcBucket = "<your-bucket>";
public static String dstBucket = "<your-bucket>";
public static string srckey = "<your-objectkey>";

pubTlic static String dstKey = "<your-objectKey>";
public static void main(string[] args) {
AmazonS3 s3Client = null;
try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,
SECRET_KEY) ;
ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonsS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
buildQ;
System.out.print("=====connect success=====\n");

// FRECE S Hobject {5 &

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(srcBucket, srckey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

Tong objectSize = metadataResult.getContentLength();

// FidtkmultiPartupload

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadrRequest(dstBucket, dstKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

String uploadId = initResult.getUploadid();
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// UASMA—EE flobject

Tong partSize = 5 * 1024 * 1024;
long bytepPosition = 0;

int partNum = 1;

List<CopyPartResult> copyResponses = new ArrayList<>();
while (bytePosition < objectSize) {
Tong lastByte = Math.min(bytePosition + partSize - 1, objectSize
- D;

// Bl—&

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(srcBucket)
.withSourceKey(srcKey)
.withDestinationBucketName (dstBucket)
.withDestinationKey(dstKey)
.withuploadid(upload1d)
.withFirstByte(bytePosition)
.withLastByte(TlastByte)

.withPartNumber (partNum++) ;
copyResponses.add(s3Client.copyPart(copyRequest));
bytePosition += partSize;

3
// 5 multiPartupload
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(

dstBucket,

dstKey,

uploadid,

getETags (copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.printin("Multipart copy complete.");

} catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());

private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArrayList<>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(),
response.getetag()));
}

return etags;

SRAV GRS EIE

ZIRESRABIERE: ARG, SRR, BTeHBKRIRE, BSEEMIEEISE: https:/www.c
tyun.cn/document/10026735/10029128, TEizHlEHt i TiE(E.
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AssumeRoTleResult assumeRole(AssumeRoleRequest assumeRoleRequest)
SEL%EB

e AssumeRoleRequest
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HEVER T O 77
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REAEIRR
void setRoleArn(String roleArn) 2 £, "arn:aws:iam::role/<your-role-
name>"
void setRoleSessionName(Strin
. — 2 REEES (ER)
roleSessionName)
void setDurationSeconds(Integer T BEEWE (00 EREIEBENEAEN
durationSeconds) = HA, BAIA3600%))
IRE45Ri5% BB
e AssumeRoleResult
REVGERTE ik
Credentials getCredentials() SRENIGAT FEUE
e (Credentials
REVERTE iR
String getAccessKeyld() FREXAK
String getSecretAccessKey() FREXSK
String getSessionToken() $%EXToken
java.util.Date getExpiration() SRENE HAE &)

(B
HEfE

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.services.securitytoken.AwSSecurityTokenService;
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import com.amazonaws.services.securitytoken.model.AssumeRoleRequest;
import com.amazonaws.services.securitytoken.model.AssumeRoleResult;

import
com.amazonaws.services.securitytoken.AwSSecurityTokenServiceClientBuilder;
import com.amazonaws.services.securitytoken.model.Credentials;

pubTlic class assumeRole {
public static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String roleArn = "<your-roleArn>";
public static String sessionName = "<your-sessionname>";

public static void main(string[] args) {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,
SECRET_KEY) ;

AwSSecurityTokenService stsClient =
AwSSecurityTokenServiceClientBuilder.standard()
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.withCredentials(new AwSStaticCredentialsProvider(credentials))
.buildQ;

assumeRole(stsClient, roleArn, sessionName);

}

pubTlic static void assumeRole(AwSSecurityTokenService sts, String roleArn,

String sessionName) {

AssumeRoleRequest request = new AssumeRoleRequest();
request.setRoleArn(roleArn);
request.setRoleSessionName(sessionName) ;
request.setburationSeconds (60%60) ;

AssumeRoleResult result = sts.assumeRole(request);
Credentials myCreds = result.getCredentials();
System.out.println("AK: " + myCreds.getAccesskeyId());
System.out.printTn("sK: + myCreds.getSecretAccesskey());
System.out.println("token: " + myCreds.getSessionToken());

A
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.Protocol;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.Bucket;

import java.util.List;

pubTlic class deleteObject {
public static String ACCESS_KEY = "<your-access-key>";



pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String TOKEN = "<your-token>";
public static String END_POINT = "<your-endpoint>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicSessionCredentials(ACCESS_KEY,

SECRET_KEY, TOKEN);

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()

.buildQ);
System.out.print("=====connect success=====\n");
List<Bucket> buckets = s3Client.TlistBuckets();
for(int i = 0; i < buckets.size(Q;i++){
System.out.printin(buckets.get(i).getName() + ", " +
buckets.get(i).getowner().toString());
3
System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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// HERiKeyMEZERE, WiizkeyBR T, Ao mMEEIT Zkey I iR K %5 R 2
pubTlic static SecretKey genSecretkKey() {
try {
KeyGenerator generator = KeyGenerator.getInstance("AES");
generator.init(256);
SecretKey secretKey = generator.generatekey();
return secretkey;
} catch (NoSuchAlgorithmException e) {
e.printStackTrace();
return null;
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public static void save_key(String dir, Secretkey secretKey) {

try {
byte[] bytes = encode(secretKey.getEncoded());
FileOutputStream fos = new FileoutputStream(dir);
fos.write(bytes);
fos.close();

} catch (IOException e) {
e.printStackTrace();

InEknnEEE=sA

public static SecretKey load_key(String dir) {

try {
File fileKey = new File(dir);
FileInputStream fis = new FileInputStream(fileKey);
byte[] encodedKey = new byte[(int) fileKey.length()];
fis.read(encodedKey) ;
fis.close();
SecretKeySpec secretkey = new SecretkeySpec(decode(encodedkey), "AES");
return secretkey;

} catch(IOException e) {
e.printStackTrace();
return null;

ez &bl
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.kms.AWSKMSClient;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3EncryptionClientVv2Builder;
import com.amazonaws.services.s3.AmazonS3Encryptionv2;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;

import javax.crypto.KeyGenerator;

import javax.crypto.SecretKey;

import java.io.*;

import java.security.NoSuchAlgorithmException;

pubTic class putObjectEncryption {
public static String ACCESS_KEY
pubTlic static String SECRET_KEY
pubTlic static String END_POINT = "<your-endpoint>";

"<your-access-key>";

"<your-secret-key>";
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public static string Bucket = "<your-bucket>";
public static String Key = "<your-objectKkey>";
public static String filePath = "<your-path>";

pubTlic static void main(String[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientcConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

SecretKey secretKey = genSecretKey();
save_key("<your-key-path>", secretKey);
AWSKMSCTient awskmsClient = new AwWSKMSClient();
AmazonS3EncryptionVv2 s3EncryptionClient =
AmazonS3EncryptionClientV2Builder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
.withCryptoConfiguration(new
CryptoConfigurationv2 () .withCryptoMode((CryptoMode.StrictAuthenticatedEncryption
)
.withEncryptionMaterialsProvider(new
StaticEncryptionMaterialsProvider(new EncryptionMaterials(secretkey)))
.withkKmsClient(awskmsClient)
.buildQ;
System.out.print('"=====connect success=====\n");

File file= new File(filePath);

PutObjectRequest request = new PutObjectRequest(Bucket, Key, file);

PutObjectResult result = s3EncryptionClient.putObject(request);

System.out.format("Etag: %s, VersionId: %s\n",result.getETag(),
result.getversionid());

System.out.print("=====request success=====\n");
}catch (Exception e) {
System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());

pubTlic static SecretKey genSecretkKey() {

try {
KeyGenerator generator = KeyGenerator.getInstance("AES");
generator.init(256);
SecretKey secretKey = generator.generatekKey(Q);
return secretkey;

} catch (NoSuchAlgorithmException e) {
e.printStackTrace();
return null;

3

}

public static void save_key(String dir, SecretKey secretkey) {
try {

byte[] bytes = encode(secretKey.getEncoded());



FileoutputStream fos = new FileOutputStream(dir);
fos.write(bytes);
fos.close();
} catch (IOException e) {
e.printStackTrace();

R T Ebl
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.kms.AWSKMSClient;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3EncryptionClientVv2Builder;
import com.amazonaws.services.s3.AmazonS3Encryptionv2;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;

import javax.crypto.KeyGenerator;

import javax.crypto.SecretKey;

import java.io.*;

import java.security.NoSuchAlgorithmException;

pubTlic class getObjectDecryption {
public static String ACCESS_KEY "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";
public static String Key = "<your-objectKey>";
pubTlic static String filePath = "<your-path>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

SecretKey secretkKey = load_key("<your-key-path>");
AWSKMSC1ient awskmsClient = new AwWSKMSClient();
AmazonS3EncryptionVv2 s3EncryptionClient =
AmazonS3EncryptionClientV2Builder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))
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.withCryptoConfiguration(new
CryptoConfigurationv2 () .withCryptoMode((CryptoMode.StrictAuthenticatedEncryption
)

.withEncryptionMaterialsProvider(new
StaticEncryptionMaterialsProvider(new EncryptionMaterials(secretKey)))

.withkmsClient(awskmsClient)

.buildQ;

System.out.print("=====connect success=====\n");

GetObjectRequest getObjectRequest = new GetObjectRequest(Bucket,

Key);
S30bject s30bject = s3EncryptionClient.getObject(getObjectRequest);

try {
InputStream in = s30bject.getObjectContent();
File outputFile = new File(filePath);
FileOutputStream outputStream = new
FileoutputStream(outputFile);

byte[] read_buf = new byte[1024 * 1024];
int read_len = 0;
while ((read_len = in.read(read_buf)) > 0) {
outputStream.write(read_buf, 0, read_len);
3
in.close();
outputStream.close();
} catch (IOException e){
e.printStackTrace();
3
}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());

}
pubTlic static SecretKey load_key(String dir) {
try {
File fileKey = new File(dir);
FileInputStream fis = new FileInputStream(fileKey);
byte[] encodedKey = new byte[(int) fileKey.length()];
fis.read(encodedKkey) ;
fis.close();
SecretKeySpec secretKey = new SecretKeySpec(decode(encodedkey),
"AES");
return secretkey;
} catch(IoException e) {
e.printStackTrace();
return null;

E R
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void ProcessObject(ProcessObjectRequest request)
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IRESHGIE
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void setKey(String key)
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void setZosProcess(String
zosprocess)
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import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.

amazonaws

amazonaws.

ClientConfiguration;
auth.AwSCredentials;
auth.AwsStaticCredentialsProvider;
.auth.BasicAwsCredentials;
.client.builder.AwsClientBuilder;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
.Protocol;
services.s3.model.ProcessObjectRequest;

java.util.Base64;

pubTlic class ProcessObject {
public
public
public
public
public
public
public

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String srcBucket = "<your-srcBucket>";
static String dstBucket = "<your-dstBucket>";
static String srckey = "<your-srcKey>";

static St

ring dstkey = "<your-dstkey>";

pubTlic static void main(String[] args) {
AmazonS3 s3Client = null;
try {

SECRET_KEY) ;

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new

AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;

System.out.print("=====connect success=====\n");

ProcessObjectRequest request = new ProcessObjectRequest();
request.setBucketName(dstBucket);

request.setKey(dstKey);

request.setProcesssource(srcBucket + "/" + srcKey);
request.setzosProcess("image/crop,w_100,h_100,x_10,y_10,g_se");
s3Client.ProcessObject(request);

System.out.print("=====request success=====\n");

}catch (Exception e) {

System.out.print("=====request fail=====\n");
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System.out.print(e.getMessage());
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s3object getObject(GetObjectRequest request)
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String versionld) =
void setZosProcess(Strin 7] REERAES, AR%m(resize), ®BY(crop), e
Josprocess) & . ¥(rotate), 7KEf(watermark), t&zViEH%(format), B
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REVERG fEid
S30bjectinputStream getObjectContent() KREIRAS
String getBucketName() IRENXS SR F7ERR
String getKey() IRENXGSRkey
ObjectMetadata getObjectMetadata() RIS ITEN R

e ObjectMetadata
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RERGE

Map<String, String>
getUserMetadata()

Date getLastModified()

String getETag()

String getVersionld()

ik

SRENFF TR

SRENR S BFEAT(E)
SRENRISRETag
KRB S IRAS

HEKATFERE T Rangegkpartnumber, MREIZERPEE

Long[] getContentRange()

content range

String getObjectLockMode() IREI RIS AR EEETC

Date

$KEYRetention ITHFHER

getObjectLockRetainUntilDate()

String getStorageClass() RS SR EREY

XE3 )

import
import
import
import
import
import
import
import
import
import

import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

java.io.*;

ClientConfiguration;
.auth.AwSCredentials;
auth.AwsStaticCredentialsProvider;
auth.BasicAwSCredentials;
.client.builder.AwsClientBuilder;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
.Protocol;
services.s3.model.GetObjectRequest;
services.s3.model.S30bject;

pubTlic class getObject {
public
public
public
public
public
public

public

static St
static St
static St
static St
static St
static St

ring ACCESS_KEY "<your-access-key>";
ring SECRET_KEY = "<your-secret-key>";
ring END_POINT = "<your-endpoint>";
ring Bucket = "<your-bucket>";

ring Key = "<your-objectkey>";

ring savePath = "<your-path>";

static void main(String[] args) {
AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwsS3v4signerType™);
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client

= AmazonS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withcCTientConfiguration(awsClientConfig)
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.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablepPathstyleAccess()
.buildQ;
System.out.print("=====connect success=====\n");

GetObjectRequest request = new GetObjectRequest(Bucket, Key);
request.setzosProcess("image/crop,w_100,h_100,x_10,y_10,g_se");

S30bject result = s3Client.getObject(request);

System.out.print("=====request success=====\n");
// PRAFEIAH
try {

InputStream in = result.getObjectContent();

File outputFile = new File(savePath);

FileOutputStream outputStream = new
FileoutputStream(outputFile);

byte[] read_buf = new byte[1024 * 1024];
int read_Tlen = 0;
while ((read_len = in.read(read_buf)) > 0) {
outputStream.write(read_buf, 0, read_len);
3
in.close();
outputStream.close();
} catch (IOException e){
e.printStackTrace();
3
}catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.Protocol;

import com.amazonaws.services.s3.model.*;

import java.util.List;

public class defragment {
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pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withCTientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedeEncoding()
.enablePathstyleAccess()
.buildQ;
System.out.print('"=====connect success=====\n");
[ /RBG B L AR S B
ListMultipartUploadsRequest var = new
ListMultipartUploadsRequest(Bucket);

MultipartUploadListing result = s3Client.listMultipartUploads(var);
List<MultipartUpload> summary = result.getMultipartUploads();
for(MultipartuUpload T:summary) {
AbortMultipartUploadRequest abortReq = new
AbortMuTtipartUploadRequest (Bucket,T.getkey(),T.getUploadid());
s3Client.abortMultipartUpload(abortReq);

h

System.out.print("=====request success=====\n");
}catch (Exception e) {

System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;
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import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.model.*;

import com.amazonaws.Protocol;

public class restoreObjects {
pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
pubTlic static String Bucket
pubTlic static String Prefix

"<your-bucket>";

"<your-prefix>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()
buildQ;
System.out.print("=====connect success=====\n");

ListObjectsRequest TistObjectsRequest = new ListObjectsRequest();
TistobjectsRequest.setBucketName (Bucket) ;
TistObjectsRequest.setPrefix(Prefix);

boolean istruncated = true;
String marker = "";
// BRI Z1000%, JEFRG R E BRI A R
while(istruncated) {
TistobjectsRequest.setMarker(marker) ;
ObjectListing objects =
s3Client.TistObjects(1listObjectsRequest);
for (S30bjectSummary summary : objects.getObjectSummaries()){
String key = summary.getKey();
ObjectMetadata meta = s3Client.getObjectMetadata(Bucket,
key) ;
if (meta.getStorageClass() != null &&
meta.getStorageClass().equals("GLACIER")){
System.out.println("restoring: " + key);
RestoreObjectRequest restoreObjectRequest = new
RestoreObjectRequest(Bucket, key);
// restoreObjectRequest.setExpirationInDays(2); //& &%
B0, BNLKR
s3Client.restoreObjectv2(restoreobjectRequest);



istruncated = objects.isTruncated();
marker = objects.getNextMarker();
3
} catch (AmazonServiceException e) {
System.out.printin(e.getMessage());
} catch (sdkclientException e) {
e.printStackTrace();
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.HttpMethod;

import com.amazonaws.Protocol;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.GeneratePresignedurlRequest;
import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpPost;

import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.util.EntityUtils;

import java.io.IOException;
import java.net.URL;
import java.util.Date;

public class presignedurlInitiateMultipartUpload {
pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";
public static String Key = "<your-objectKey>";

public static void main(string[] args) {
AmazonS3 s3Client = null;
try {

LfEoE. FIH

AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();

awsClientConfig.setSigneroverride("Awss3v4SignerType');


af://n4524
af://n4525
af://n4527

awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()

.withCredentials(new
AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)

.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()

.enablepPathstyleAccess()

.buildQ);

[/ FEE AR TS A URL I I I (8], AR Z=AD, 7Rl B BRI ] 2 12 /)
Date expiration = new Date();

Tong expTimeMills = expiration.getTime();

expTimeMills += 12 * 60 * 60 * 1000;
expiration.setTime(expTimeMills);

[/ HERIREE A A4 B B AR URL
GeneratePresignedurlRequest presignInitiateMultipartUploadRequest =
new GeneratePresignedUrlRequest(Bucket, Key)

.withMethod (HttpMethod.POST)
.withExpiration(expiration)
.withzeroByteContent(true);

presignInitiateMultipartUploadRequest.addrRequestParameter("uploads",

null);

[/ WEERKSH A A1 KT T HE tpPos tif 3K [F I % &

// "l#Eacl: "private"|"public-read"

presignInitiateMultipartUploadRequest.putCustomrRequestHeader("x-amz-
acl", "private");

// W% E storage-class: "STANDARD"|"STANDARD_IA"|"GLACIER"

presignInitiateMultipartUploadRequest.putCustomRequestHeader("x-amz-
storage-class", "STANDARD");

// "R E tagging: "tagl=valuel&tag2=value2"

presignInitiateMultipartUploadRequest.putCustomrRequestHeader("x-amz-
tagging", "tagl=valuel&tag2=value2");

URL signedInitiateMultipartUploadurl =
s3Client.generatePresignedurl](presignInitiateMultipartUploadRequest);

System.out.printin("signedInitiatemMultipartuUploadurl: " +
signedInitiateMultipartuploadurl);

// HAR P RRIE AR, TR B b Ag

initiateMultipartUploadwithSignedurl(signedInitiateMultipartUploadurl);
} catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());

pubTlic static void initiateMultipartUploadwithSignedurl(URL
signedInitiateMultipartUploadurl) throws IOException {
CloseableHttpClient httpClient HttpClients.createbefault();
CloseableHttpResponse response null;
try {
// BB b AE



HttpPost post = new

HttpPost(signedInitiateMultipartUploadurl.toSstring());

code:

"

// "IRE acl: "private"|"public-read"

post.addHeader("x-amz-acl1", "private");
// "% E storage-class: "STANDARD"|"STANDARD_IA"|"GLACIER"
post.addHeader("x-amz-storage-class", "STANDARD");

// W¥HE tagging: "tagl=valuel&tag2=value2"
post.addHeader("x-amz-tagging", "tagl=valuel&tag2=value2");
response = httpClient.execute(post);
int responseCode = response.getStatusLine().getStatusCode();
if (responseCode == 200) {

System.out.print("InitiateMultipartUpload success, Content: ");

} else {
System.out.print("InitiateMultipartUpload failed, response
+ responseCode + ", Content: ");
ks

String responseBody = EntityUtils.toString(response.getEntity());
System.out.println(responseBody) ;
} catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
} finally {
if (response != null) {
response.close();

3

if (httpClient != null) {
httpClient.close();

o B HEDRIEEF LIEDER

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import
import

com.amazonaws.ClientConfiguration;
com.amazonaws . HttpMethod;

com.amazonaws .Protocol;

com.amazonaws .auth.AwSCredentials;
com.amazonaws.auth.AwSStaticCredentialsProvider;
com.amazonaws .auth.BasicAwSCredentials;
com.amazonaws.client.builder.AwsClientBuilder;
com.amazonaws .services.s3.AmazonS3;
com.amazonaws.services.s3.AmazonS3ClientBuilder;
com.amazonaws .services.s3.model.GeneratePresignedUriRequest;
com.amazonaws.services.s3.model.PartETag;
org.apache.http.client.methods.CloseableHttpResponse;
org.apache.http.client.methods.HttpPut;
org.apache.http.Header;
org.apache.http.entity.BufferedHttpEntity;
org.apache.http.entity.InputStreamentity;
org.apache.http.impl.client.CloseableHttpClient;
org.apache.http.impl.client.HttpClients;

java.io.ByteArrayInputStream;
java.io.File;
java.io.IOException;



import java.io.InputStream;
import java.net.URL;

import java.nio.file.Files;
import java.util.ArrayList;
import java.util.Date;
import java.util.List;

pubTlic class presignedurluploadPart {

pubTlic static String ACCESS_KEY = "<your-access-key>";
public static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
pubTlic static String Bucket = "<your-bucket>";

public static String Key = '<your-objectKey>";

public static String Uploadid = "<your-uploadid>";
public static int PartCounts;
pubTlic static String filePath

"<your-filepPath>";

public static void main(string[] args) {

AmazonsS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()

.withCredentials(new
AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)

.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()

.enablePathstyleAccess()

buildQ;

[/ F8E AR TRAE A URL I IHIN [A], BN N 2Edh, e B 0 [A) Dy 12 /N ik
Date expiration = new Date();

Tong expTimeMills = expiration.getTime();

expTimeMills += 12 * 60 * 60 * 1000;
expiration.setTime(expTimeMills);

// AR ) AR 4y BEURL
// srBiEPartCounts H i ST AR 44 7 B AR I P 4t
List<URL> signeUploadPartUrls = new ArrayList<URL>();
for (int partNum = 1; partNum <= PartCounts; ++partNum) {
GeneratePresignedurlRequest presignUploadPartRequest =
new GeneratePresignedurlRequest(Bucket, Key)
.withMethod (HttpMethod.PUT)
.withExpiration(expiration);
presignUploadPartRequest.addrRequestParameter("partNumber",
String.valueof(partNum));
presignUploadPartRequest.addrRequestParameter("uploadIid",
Uploadid);
URL signeUploadParturl =
s3Client.generatePresignedurl(presignUploadPartRequest) ;
signeUploadParturls.add(signeuploadpParturl);



System.out.printin("signeuploadParturl part
signeUploadParturl);
3

+ partNum +

// FEAH P AR L e S, T BB
uploadPartwithSignedurl(signeuploadParturls);
} catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());

pubTlic static void uploadPartwithSignedurl(List<URL> signeUploadParturls)
throws IOException {
CloseableHttpClient httpClient = HttpClients.createbDefault();
CloseableHttpResponse response = null;
httpClient = HttpClients.createbefault();
try {
// bARGEL
File file = new File(FilePath);
Tong fileLength = file.length(Q);
InputStream inStream = Files.newInputStream(file.toPath());
int partNumber = 1; //#/tfinEs
Tong partSize = 5 * 1024 * 1024; // mBK/D (1), KF5M
List<PartETag> partETags = new ArraylList<PartETag>();
for (URL signedurl : signeuUploadParturls) {
Tong startPos = (partNumber - 1) * partSize;
Tong curPartSize = (partNumber == PartCounts) ? (fileLength -
startPos) : partSize;
byte[] buffer = new byte[(int) curPartSize];
inStream.read(buffer);
InputStreamEntity entity = new InputStreamEntity(new
ByteArrayInputStream(buffer), curPartSize);
BufferedHttpEntity byteArrayEntity = new
BufferedHttpEntity(entity);

HttpPut put = new HttpPut(signedurl.toString();
put.setEntity(byteArrayEntity);
response = httpClient.execute(put);
int responseCode = response.getStatusLine().getStatusCode();
if (responsecCode == 200) {

Header eTagHeader = response.getFirstHeader("ETag");

if (eTagHeader != null) {
String eTag = eTagHeader.getvalue().replace("\"", "");
partETags.add(new PartETag(partNumber, eTag));
System.out.println("UploadPart success, part " +
+ eTag);

partNumber + ", eTag:
3

} else {
System.out.println("part

+ responsecode);
put.releaseConnection();
return;

"

" n

+ partNumber + " upload failed,

response code:

b
++partNumber;
3
System.out.println("partETags:");
for (PartETag partETag : partETags) {

+



System.out.print("partNumber:
System.out.printin(", eTag:

}

+ partETag.getPartNumber());
+ partETag.getETag());

} catch (Exception e) {

System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());

} finally {

if (response != null) {
response.close();

¥

if (httpClient != null) {
httpClient.close();

o SIS BRIERFIIHS R

1mport com.amazonaws

import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
org.
.apache.http.client.methods.HttpGet;

.apache.http.impl.client.CloseableHttpClient;

org
org

org.
org.

amazonaws.
amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

.ClientConfiguration;

HttpMethod;

Protocol;

.auth.AwSCredentials;
.auth.AwSStaticCredentialsProvider;
auth.BasicAwSCredentials;
client.builder.AwsClientBuilder;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
services.s3.model.*;

apache.http.client.methods.CloseableHttpResponse;

apache.http.impl.client.HttpClients;
apache.http.util.EntityUtils;

java.io.IOException;
java.net.URL;
java.util.Date;

pubTlic class presignedurlListPart {

public
public
public
public
public
public

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";

static String Bucket = "<your-bucket>";
static String Key = "<your-objectKey>";
static String Uploadid = "<your-uploadid>";

public static void main(string[] args) {
AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client

= AmazonS3ClientBuilder.standard()



.withCredentials(new
AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)

.withEndpointConfiguration(new
AwsCTientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()

.enablepPathstyleAccess()

.buildQ;

[/ FEE AR TS 4 URL I I HAIT (8], AR Z=AD, 7Rl B BRI (] 5 12 /)N
Date expiration = new Date();

Tong expTimeMills = expiration.getTime();

expTimeMills += 12 * 60 * 60 * 1000;
expiration.setTime(expTimeMills);

[/ HERTNZE A B H 4 BEURL
GeneratePresignedurlRequest presignListPartRequest =
new GeneratePresignedUrlRequest(Bucket, Key)
.withMethod (HttpMethod.GET)
.withExpiration(expiration);
presignListPartRequest.addRequestParameter("uploadid"”, Uploadid);
URL signedListPartsurl =
s3Client.generatePresignedurl(presignListPartRequest);
System.out.printin("signedListPartsurl: " + signedListPartsurl);
// FALH PRI L5 S, AT A B
TistPartwithSignedurl(signedListPartsurl);
} catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());

pubTlic static void TistPartwithSignedurl(URL signedListPartsurl) throws
IOException {
CloseableHttpClient httpClient
CloseableHttpResponse response
try {
// FIH B
HttpGet get = new HttpGet(signedListPartsurl.toString());
response = httpClient.execute(get);
int responseCode = response.getStatusLine().getStatusCode();
if (responseCode == 200) {
System.out.print("ListParts success, Content: ");

HttpClients.createbefault();
null;

} else {
System.out.print("ListParts failed, response code: " +
responseCode + ", Content: ");
3

String responseBody = EntityUtils.toString(response.getEntity());
System.out.println(responseBody) ;
} catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
} finally {
if (response != null) {
response.close();
3
if (httpclient != null) {



httpClient.close();

o BIETSAD R LAEEF R L

import
import
import
import
import
import
import

com.
com.
com.

amazonaws.ClientConfiguration;
amazonaws . HttpMethod;

.Protocol;

auth.AwsCredentials;
auth.AwsStaticCredentialsProvider;
auth.BasicAwSCredentials;

.client.builder.AwsClientBuilder;

amazonaws
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.

Ccom.amazonaws

import
import
import
import

com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.

.services.

services

services.
services.
.s3.model.transform.RequestXmlFactory;

s3.AmazonS3;
s3.AmazonS3ClientBuilder;
s3.model.*;

import
import
import
import
import
import

org.apache.
org.apache.
org.apache.
org.apache.
org.apache.

org.apache.

http.
http.
http.
http.
http.
http.

HttpENntity;
client.methods.CloseableHttpResponse;
client.methods.HttpPost;
entity.ByteArrayEntity;
impl.client.CloseableHttpClient;
impl.client.HttpClients;

import
import

java.io.IOException;
net.URL;
util.ArrayList;
util.Date;

util.List;

java.
java.
java.
java.

import
import
import

pubTlic class presignedurlCompleteMultipartUpload {

pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
pubTlic static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";

public static String Key = "<your-objectKey>";

pubTlic static String UploadId = "<your-uploadid>";

public static void main(string[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new
AwSStaticCredentialsProvider(credentials))
.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new
AwsClientBuilder.EndpointConfiguration(END_POINT, ""))
.disableChunkedEncoding()
.enablePathstyleAccess()



LbuildQ;

[/ FEE AU TS 44 URL I I HART (], A =Ab, TRl B BARS (] 12 /)
Date expiration = new Date();

Tong expTimeMills = expiration.getTime();

expTimeMills += 12 * 60 * 60 * 1000;
expiration.setTime(expTimeMills);

[/ RN A e A B AR URL
GeneratePresignedurlRequest presignCompleteMultipartUploadRequest =
new GeneratePresignedUrlRequest(Bucket, Key)
.withMethod (HttpMethod.POST)
.withExpiration(expiration)
.withzeroByteContent(true);

presignCompleteMultipartUploadrRequest.addRequestParameter("uploadid",
Uploadid);

URL signedCompleteMultipartuUploadurl =
s3Client.generatePresignedurl(presignCompleteMultipartUploadrRequest);

System.out.printin("signedCompleteMultipartuUploadurl: +
signedCompleteMultipartuploadurl);

%

|

[/ BABR SRR A RS, AT R B A%

completeMultipartUploadwithSignedurl (signedCompleteMultipartUploadurl);
} catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());

pubTlic static void completeMultipartUploadwithSignedurl(URL
signedCompTleteMultipartUploadurl) throws IOException {
CloseableHttpClient httpClient HttpClients.createbefault();
CloseableHttpResponse response = null;
try {
// TR AL
List<PartETag> partETags = new ArrayList();
// VA FpartETags A/ntilfthd, FHEAEUpToadPartitiimid N4 BHtk: i partETags
BB fENTLT stPartimy M 45 Rt tHpartETags
partETags.add(new PartETag(l, "ha6a0d097e307ac52ed9b4ad551801k3"));
partETags.add(new PartETag(2, "dc6a0d097e307ac52ed9b4ad551801rt™));
HttpPost completePost = new
HttpPost(signedCompleteMultipartUploadurl.toString());
byte[] xml = RequestxmlFactory.convertToxXmlByteArray(partETags);
HttpEntity entity = new ByteArrayEntity(xml);
completePost.setEntity(entity);
response = httpClient.execute(completePost);
int responseCode = response.getStatusLine().getStatusCode();
if (responsecCode == 200) {
System.out.println("CompTletemMultipartupload success");
} else {
System.out.println("CompletemMultipartUpload failed, response
+ responsecode) ;
System.out.println(response);

"

code:

3
} catch (Exception e) {
System.out.print("=====request fail=====\n");



System.out.print(e.getMessage());

} finally {

if (response != null) {
response.close();

}

if (httpclient != null) {
httpClient.close();

o BIEEGHD R LGB R LG
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import
import
import
import
import
import
import
import
import
import

import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
org.
org.
org.
org.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws
amazonaws

.ClientConfiguration;

.HttpMethod;

Protocol;

auth.AwsCredentials;
auth.AwsstaticCredentialsProvider;
auth.BasicAwSCredentials;
client.builder.AwsClientBuilder;
services.s3.AmazonS3;
.services.s3.AmazonS3ClientBuilder;
.services.s3.model.*;

apache.http.client.methods.CloseableHttpResponse;
apache.http.client.methods.HttpDelete;
apache.http.impl.client.CloseableHttpClient;
apache.http.impl.client.HttpClients;

java.io.IOException;
java.net.URL;
java.util.Date;

public class presignedurlAbortMultipartUpload {

public
public
public
public
public

public

static String ACCESS_KEY = "<your-access-key>";
static String SECRET_KEY = "<your-secret-key>";
static String END_POINT = "<your-endpoint>";
static String Bucket = "<your-bucket>";

static String Key = "<your-objectKey>";

static String Uploadld = "<your-uploadId>";

public static void main(string[] args) {
AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("Awss3v4signerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client

= AmazonS3ClientBuilder.standard()
.withCredentials(new

AwSStaticCredentialsProvider(credentials))

.withClientConfiguration(awsClientConfig)
.withEndpointConfiguration(new

AwsClientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()



.enablePathstyleAccess()
.buildQ;

[/ F8E AR TR A URL PR [R], B 22dh, e B I [A) 12 /N ik
Date expiration = new Date();

Tong expTimeMills = expiration.getTime();

expTimeMills += 12 * 60 * 60 * 1000;
expiration.setTime(expTimeMills);

// AR A A 4 B AR URL
GeneratePresignedurlRequest presignAbortMultipartUploadRequest =
new GeneratePresignedUrlRequest(Bucket, Key)
.withMethod (HttpMethod.DELETE)
.withExpiration(expiration);
presignAbortMultipartUploadRequest.addrRequestParameter("uploadid",
Uploadid);
URL signedAbortMultipartUploadurl =
s3Client.generatePresignedurl(presignAbortMultipartUploadrRequest);
System.out.printin("signedAbortMultipartuUploadurl: " +
signedAbortMultipartuploadurl);

// HABH P AR 28RS, TR B b A%

multipartUploadwithsignedurl(signedAbortMultipartuUploadurl);
} catch (Exception e) {

System.out.print("=====request fail=====\n");

System.out.print(e.getMessage());

pubTlic static void multipartUploadwithSignedurl(URL
signedAbortMultipartUploadurl) throws IOException {
CloseableHttpClient httpClient = HttpClients.createDefault();
CloseableHttpResponse response = null;
try {
// BUHAY B b AE
HttpDelete delete = new
HttpDelete(signedAbortMultipartUploadurl.toString());
response = httpClient.execute(delete);
int responseCode = response.getStatusLine().getStatusCode();
if (responseCode == 204) {
System.out.println("AbortMultipartUpload success");
} else {
System.out.printin("AbortMultipartUpload failed, response code:
+ responsecode) ;
System.out.printin(response);

"

3
} catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
} finally {
if (response != null) {
response.close();
3
if (httpclient != null) {
httpClient.close();



o (ERTREAMERDER LTI

import com.amazonaws.ClientConfiguration;

import com.amazonaws.HttpMethod;

import com.amazonaws.Protocol;

import com.amazonaws.auth.AwSCredentials;

import com.amazonaws.auth.AwSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAwSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import com.amazonaws.services.s3.model.transform.RequestXmlFactory;
import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.client.methods.*;

import org.apache.http.entity.BufferedHttpEntity;
import org.apache.http.entity.ByteArrayEntity;

import org.apache.http.entity.InputStreameEntity;

import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import java.io.*;

import java.net.URL;

import java.nio.file.Files;
import java.util.*;

public class presignedurlMultipartupload {
pubTlic static String ACCESS_KEY = "<your-access-key>";
pubTlic static String SECRET_KEY = "<your-secret-key>";
public static String END_POINT = "<your-endpoint>";
public static String Bucket = "<your-bucket>";
public static String Key = "<your-objectKey>";
public static String UploadId = "<your-uploadid>";
public static int PartCounts;
public static String filePath = "<your-filePath>";

pubTlic static void main(String[] args) {

AmazonS3 s3Client = null;

try {
AwSCredentials credentials = new BasicAwSCredentials(ACCESS_KEY,

SECRET_KEY) ;

ClientConfiguration awsClientConfig = new ClientConfiguration();
awsClientConfig.setSigneroverride("AwSS3v4SignerType');
awsClientConfig.setProtocol (Protocol.HTTP);

s3Client = AmazonS3ClientBuilder.standard()

.withCredentials(new
AwSStaticCredentialsProvider(credentials))

.withcClientConfiguration(awsClientConfig)

.withEndpointConfiguration(new
AwsCTlientBuilder.EndpointConfiguration(END_POINT, ""))

.disableChunkedEncoding()

.enablepPathstyleAccess()

.buildQ;



// F8EA R TAE A4 URL IS HART [A], BN AR, 7550 B I (A) 2 12 /N i
Date expiration = new Date();

Tong expTimeMills = expiration.getTime();

expTimeMills += 12 * 60 * 60 * 1000;
expiration.setTime(expTimeMills);

// Vg B Ak

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(Bucket, Key);

initRequest.setStorageClass(StorageClass.Standard);

InitiateMultipartUploadResult result =
s3Client.initiateMultipartUpload(initRequest);

String uploadId = result.getUploadid();

System.out.println("Uploadid: " + uploadid);

// EE 2 AR ﬁfP
// 9 ﬁimmx AT TR 44 o B B AR I P it
List<URL> signeUplo adPartUr1s = new ArrayList<URL>(Q);
for (int partNum = 1; partNum <= partCounts; ++partNum) {
GeneratePresignedurlRequest presignUploadPartRequest =
new GeneratePresignedUrlRequest(Bucket, Key)
.withMethod (HttpMethod.PUT)
.withExpiration(expiration);
presignUploadPartRequest.addrRequestParameter("partNumber",
String.valueof(partNum));
presignUploadPartRequest.addrRequestParameter("upload1id",
uploadid);
URL signeUploadParturl =
s3Client.generatePresignedurl(presignUploadPartRequest);
signeUploadParturls.add(signeuploadParturl);
System.out.println("signeuploadParturl part
signeUploadParturl);
3

n " "

+ partNum + ": " +

[/ R4 I SE LA B L AR URL
GeneratePresignedurlRequest presignCompleteMultipartUploadRequest =
new GeneratePresignedUrlRequest(Bucket, Key)
.withMethod (HttpMethod.POST)
.withExpiration(expiration)
.withzeroByteContent(true);

presignCompleteMultipartUploadRequest.addrRequestParameter("uploadid",
uploadid);

URL signedCompleteMultipartUploadurl =
s3Client.generatePresignedurl(presignCompleteMultipartUploadrRequest);

System.out.printin("signedCompletemMultipartUploadurl: +
signedCompleteMultipartuUploadurl);

[/ TREHATIRE L B LR PR RS, AT bAR S BERISE R B AT
multipartUploadwithSignedurl(signeUploadParturls,
signedCompleteMultipartuploadurl);
} catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());



pubTlic static void multipartUploadwithSignedurl(List<URL>
signeUploadPartUrls, URL signedCompleteMultipartUploadurl) throws IOException
CloseableHttpClient httpClient = HttpClients.createDefault();
CloseableHttpResponse response = null;

try

startPos)

{
// ALy B
File file = new File(filePath);
Tong fileLength = file.length(Q);
InputStream inStream = Files.newInputStream(file.toPath());
int partNumber = 1; //#¥ifnES
Tong partSize = 5 * 1024 * 1024; // BRI (F31) , KT5M
List<PartETag> partETags = new ArrayList<PartETag>();
int responsecCode;
for (URL signedurl : signeuUploadParturls) {
long startPos = (partNumber - 1) * partSize;
Tong curPartSize = (partNumber == partCounts) ? (fileLength -
partSize;

byte[] buffer = new byte[(int) curPartSize];
inStream.read(buffer);
InputStreamentity entity = new InputStreameEntity(new

ByteArrayInputStream(buffer), curPartSize);

BufferedHttp

partNumber +

response cod

HttpPost(sig

BufferedHttpEntity byteArrayEntity = new
Entity(entity);

HttpPut put = new HttpPut(signedurl.toString();

put.setEntity(byteArrayEntity);
response = httpClient.execute(put);
responseCode = response.getStatusLine().getStatusCode();
if (responseCode == 200) {
Header eTagHeader = response.getFirstHeader("ETag");
if (eTagHeader != null) {
String etag = eTagHeader.getvalue().replace("\"", "");
partETags.add(new PartETag(partNumber, etag));

System.out.println("UploadPart success, part " +
+ etag);

n "

, etag:
}
} else {
System.out.println("part
e: " + responseCode);
put.releaseConnection();
return;

" n

+ partNumber + upload failed,

}

++partNumber;

// TR AL

HttpPost completePost = new

nedCompleteMultipartUploadurl.toString());

byte[] xml = RequestXmlFactory.convertToxXmlByteArray(partgETags);

HttpEntity entity = new ByteArrayEntity(xml);

completePost.setEntity(entity);

response = httpClient.execute(completePost);

responseCode = response.getStatusLine().getStatusCode();

if (responseCode == 200) {
System.out.printin("CompletemMultipartUpload success");

} else {



System.out.println("CompletemMultipartupload failed, response
+ responsecCode) ;
System.out.println(response);

"

code:

3
} catch (Exception e) {
System.out.print("=====request fail=====\n");
System.out.print(e.getMessage());
} finally {
if (response != null) {
response.close();
3
if (httpclient != null) {
httpCclient.close();
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