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5.1 ABSiEAE

ag
B=

1]
i

==

MNTFERERARERGNSHIAR , AR RERFRIWSERER , ATSRALREE
B, BENAmR. FmIbee. BHERM. RIEIES. SERLRFRE, SIS RIERA.
RRinS

TRIRSS: ERIT. SRWIMISONAS , EMEU LB THERAPEFRIK,. #7
RZBINESHITRESTAIA . NMIEEIKF R 2 M.
BRI EORKE. FE/\XSHRNIERST , iSRRI LB IERERINIA R
B AR A EREEIEA.

F=aLiEe

ETEFIHENSREREFINE, PTAREBGNERY. NERTEHERE, S
BUEAFIT , BEERARERMENEA , JLERuth LS RF ERIEESER AR T
IRt 7.

L

AR RIRAES THRIR

PRI TiEEK AP 11§
Bl N R FHERN A TAIESEY
EERFPERS

BIiRSR 4

® WIAREMENEX™m, TEREFEEEE mWE;
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o SIFEAREMMENNERFEBAKRSNNE, FERSREFEEEECIEBNANITE
W FH

o TEWILAREANFRIER, FRBIMERNEEERFEHE.
AR

EisiER

o Skithil: {imTs Attt} +{(XIRAEOURL) , FIEEEEIERK;
® ZmTimithiit: https://ai-global.ctapi.ctyun.cn;

® YIn#EEURI:
/v1/aiop/api/2f6hqix09mv4/face/PERSON/person/detectFaceFromBase64,

TAIEZEHY

INIESSESUFHRRA , EFIANEENET.

1 {SEHI3REY

& ER=MIIF, £ "BHIE" -> "KLY -> "LeIRE" -> "FFAccessKey” g
& "BE" KL

PR = VN Y

o FEFME: ERANNEIERNEMEEIRGEFRR,

o +H=4H: {FMheader, ctyun-eop-sk, ctyun-eop-akXEeliEhmacEERI%4A;

o HBEER: ERAB=SRIEHNGEFMREEIIhmacsha2563kIEE

o TRMNA: BERNERERFEABKBEELRINEIHTTPIEXE,

3 BIERfFE B TR

o FEEBFMH -FEHTEEMNheaderHFFFRIASSIZR+ "\n" + HEFHquery + "\n"
+ toHex(sha256(R¥JaIbody));

o (RIZ{REEE ctyun-eop-request-id, eop-date. hostFELS , NEEZMheader
MIEHER © ctyun-eop-request-id:123456789\neop-
date:20210531T100101Z2\n host:1.1.1.1:9080\n;

® NRIRIA—"ccadiJheader, FRTIX“headerth FEHITESR , NFEEAheader
A% : ccad:123\nctyun-eop-request-id:123456789\neop-
date:20210531T100101Z2\n host:1.1.1.1:9080\n,

A SR
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o BIERA, BEME—eop-datelURIEl, X MTEIIETE
yyyymmddTHHMMSSZ , SEEm—Ls, B ATHAHZ;

o STRARIENIctyun-eop-skiENESH , eop-datefEAEERE, Eitiktime;
e MktimefEANEHA, HiENctyun-eop-akfEREUE , EHKAK;

o FKAKIERZR, eop-dateRIFH BEIEEUE, Hitikdate,
58BN

o M "WEMNEER" fl "BIEFEEF/E" DB HRINSGESFRE
string_signature, kdate&agHSignature;

® 715%|Eop-Authorization, AEIGEIEE S headerffEhttp cliently, &HEDE],
LR R
L EIFEEEAPIAR ARG,
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MNTERERARRILIIIWSHIAR , WAERERFRRISTEREE , AJSMRALHEEG,
BENAZSR. Fmise. RS, PHIES. CRLRESRA, SIS RIERA.
RIFiz=

SMHIE: ERIT. SR, EriWeEaer, ARICSETLURTIRERPNSD , iR
i IE B S E8HIENR.
FEEE: il IS, ABCSTURTRISFERNSHERE, EHCRHE
1B

F=aLiEE

SRR TARE, BRNEBMHIGIE. NERFIAKRILSZWSEZR, BESHER
fEHEX , TERLE, FTLRERESES T ERFRES IE—A.
LEifEE

AU RIREES THRER

=R IEER AP| 1%
Bl R BN A TAELEY
=EEEREFEdS

PR

o SEARGLLXIEXF M, ITEREFEEEE mlt,
o SIRARIEINARFBARIINA , FERS MEFBREECIENANIHENA;
o TEWILARLLNmER , FRBERERNEEERFEHS.

HUHRIERR

EisiER

o ESKibE: {imTo A +{(XRHEOURL} , FIEEEEIEREK,;
o RimTimiblib: https://ai-global.ctapi.ctyun.cn;
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® XJNEURL:
/v1/aiop/api/2f7awxekgvls/face/compare/PERSON/person/compareFromBase64,

IAIESEAY

INEESSGFRA , BERINEENET,

152 AIREN

o BER=MIIF, £ "FHIE" -> "WSHL" -> "RPIRE" -> "FFAccessKey” =
& "BE" FHL

2EAREZE

o FEFFE: FANNEIERNEMEEIRGFEFRS,

e tEZMH: {FFheader, ctyun-eop-sk. ctyun-eop-ak3¥alEhmacEAHI%48;

o HBEEE: FRE=SHNZRNGFEFZRHBEEBEThmacsha256kITEES;

o TENA: BERNERERIEABKEELRINEIHTTPIEXE,

3 BT BT

o FERFME =FEHTEBMheaderHfFEAEASTIER+ "\n" + HEFAIquery + "\n"
+ toHex(sha256(REtHIbody));

o [RIRIFEEK ctyun-eop-request-id, eop-date. hostZERE , NIFSEZHIheader
FEHRZ : ctyun-eop-request-id:123456789\neop-
date:20210531T100101Z2\n host:1.1.1.1:9080\n;

® WR{FIMA—"ccadifheader, FERtXNheaderthFHFEHRHITES , NFEERIheader
A% : ccad:123\nctyun-eop-request-id:123456789\neop-
date:20210531T1001012\nhost:1.1.1.1:9080\n,

A SR

o KiBERET, BEMIE—eop-dateflIRtial, X MHHAKFERE
yyyymmddTHHMMSSZ , S@EE—L, MEFHATRHSHZ;

o SRFHIBEHIctyun-eop-skiEANETH, eop-datefF/u#dE , Hibiktime;
o fHktimefEA%SH, HiBRYctyun-eop-akiEEdE , EHKAK;

o FkAKIENZR , eop-datefVFH BEIEAEUE, Eitkdate,
58BN
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o M "MWEMSER"  "BIEFEREMR" NIEHRNFERFR/FBstring_sigture,
kdate&=p¥;H Signature;

® 715%|Eop-Authorization, AEIEEIEE S headerf{Ehttp cliently, &HEDE],
LH T
LA RIFIREEAPIARELYS,
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6.1 E R A

6.1. 1454

ANERAIRRBZEHAIESRMNTmZ— , BIEERRAKRIRBISEARE , =it

AREEFIAPIIRSS , ERARENEN, ARBIERE, AREHEFEND., BSITBMXES

ANBGRBI g

ARBLERS RIESMATEPE R EHIN AT, I ARENEIRHSIERERITE

HLAPIRSTIRERS SR , $tNERHETON , ITNATARRBIFNAL. LHhEEEFSTs

2. NRBRMT ARRBIFRAPIRNEA, 15X, SHHBRIHIERS.

6.1.2APIHES
=t ik

PNzl

AR EIERS!

INiivi 0]

PNl

XEAZDE FRIARSE TREEN , RERSNZIRIARZ XS R, AJSCRY

R IEZ L IN

XIENRIRAR , ERRBISHARESEER . 8EFR. HHF, X

FEAREMELEERGN . TRTRhEEFISES

SHSNEIRI AR TEEREAMFHEMRE , THERLE, WSMETLIRER
EFREFESAR—MA. THT1  1SREARTE, MATARL

IERITS7

ETREFINE, pTAREGRERY. EETHER LR
EAFIRT, BRI R A SRR T
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R BE+ SIS+ IUZRERAKREISR . STERETRRATIEXS, 7k
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s PITBIHERR SRR, Ak, AFEL ETREEKERTAKL]
UL SESENTV]

18, M EIFEHTHI.

6.1.3R5
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IR E/NANE

IEEIAEE ik
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2,

FEI=03

10002
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40006 Foxiappkey
40008 RS HSHE KSR
40009 |PAR#APPIEIY
40010 IPFRAZAPIEAY
50000 RS HERIEIR
50001 ARSI
50002 N FEARFFIE
50003 APIFRFXHIURLIER
51001 MISCARSS EidHA
51002 K728 APISRIISC
51003 APIEJFIIREEARE
6.2 GN{aliE FHAPI

6.2.148IRT5 =

o ITEFH: BPERIAENEZEK , EOEEREHLE. R2RIFEFFA.

® https://ai-global.ctapi.ctyun.cn,
6.2.213i&iEK

5Kt
® {ZRURTH mttbhb}+{(XIRIEOURLY,

o RimTimiblib: https://ai-global.ctapi.ctyun.cn,
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State Cloud

® XJNHEMURL: BNAPIRIN—MEOURL , B2ERMEOURL,

BE{EtmY
o EMi@Y HTTPS i#

ImKRAGE

B, RIPFRFEUERIIEMMEY, WRNEEENZ 2.

® TIERY HTTPiEkJ5i%: POST,

® POST 153k>7#509 Content-Type 358! application/json,

Bk Ki%EE
Key

Content—Type

ctyun—eop-request—

id

Eop—Authorization

eop—date

host

appkey

decrypted

6.2.3TAIESEN

Value ($iHH)

application/json

M PERId, @ uuiddp, JEA133dfa732-b27b-464f-b15a-
21ed6845afd5

HRE =B MaccessKeyflsecurityKey&R &4 5k, 2441845
T L f5 2150

1HRIE, Fnyyyymmdd THHMMSSZ, 414120211221 T1630147

S R A

Pt 3R L A 0ADpKey 5L, SR A A

header

BOEINREIT R, T 28 HE DN, ¥ Edecrypted=true

BN AR ZEERG.

(S RIIREN

TRIEEIRE



HTTPS
HTTP

XRG

State Cloud

BREMIIE, & BHE > KSR > BeRE >

"BE" KL

Al AccessKey

+Ti5ERE =S AccessKey, BTES

BAERiE

ctyun-eop-ak/ctyun-eop-skEAREZRIE:
158/ SREERIEMEERIRGEF/ER.

2itE%45R: {Fheader, ctyun-eop-sk. ctyun-eop-akElEEhmacEiERIZ4A,

"FAPAccessKey”

3B R FRAE=EHNZPNSEZFHRmBEIThmacsha2563( i TEESS,
AZEBNA: BERNEREEFEAEKERLNIIZEIHTTPIEKA,

IEFERFIH

R
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FERFITRAEIENNLIT

FERFHER =FEHTERBMheaderH FRIIARTIZER+ "\n" + HEFRIquery + "\n" +
toHex(sha256(F¥JaJbody))

header PL header name:header valueR—A—AMEid \nHHER

B Sk, EOPRIRFIZERctyun—eop—request—idfleop—dateiX A LlERN
HEH#ITE 4 Fheader
header I —#B%, FHEH MBI RFFEBheader BEF—4. TEH
HFEMASTIR ‘ 3 i
B E R header FEBAITHEF CREA1Hheader_name P26/

FrHheader)
XA REER) » KBHF B 5251 R 30170 P 438 pk
4 Wheader

HEFE B query query ARME APFEE, keyFME LA=iEH:, HEFFUUME 264955

BRI R A, QueryZH e ilial T Z T2 4

toHex (sha256 (JEE ) A RIIbody S E#E AT sha2b6 4 L, 4 B2 R 1 25 e 175 it
body) ) il

HEFFA9headerfjil+:

® [RIZ(FRFEEEctyun-eop-request-id, eop-date, hostEfEER , NiFERAheader
MIEERE
ctyun-eop-request-id:123456789\neop-
date:20210531T1001012\n host:1.1.1.1:9080\n
ctyun-eop-request-id, eop-dateflhostfIHIFFHEXMITE,

® MNR{FIIA—"ccadiYheader, FERTIXheadertBZERHITEE , NFF&EEZRIheader
A% : ccad:123\nctyun-eop-request-id:123456789\neop-
date:20210531T1001012\n host:1.1.1.1:9080\n

iSRS EH

RECTERES, FEME— eop-datefYATa, X MEHERYEINZYyyymmddTHHMMSSZ,
Sasgz— , MEFABETRSHZ
1.2 2{REBERActyun-eop- sk{’lEjj? $H, eop-datefEAEUE, EHktime,

2.2ktimelEAZEE , {REBERAIctyun-eop-akEtg , HHkAK,
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3.ZkAKIENEH , eop-datefYFR BEIFNEDE, Hitikdate,

eop—
yyyymmddTHHMMSSZ (20211221T163614Z) (48 HTE4#0Z)

date

f#Fctyun—eop—skfE NEEEH, eop—datefE NEFE, HHktime; Ktime =
Ktime

hmacSha256 (ctyun—eop-sk, eop—date)

fEAktimefFNEH, RHIERFIctyun—eop—ak$dl, HiHkAk; kAk =
kAk

hmacsha256 (ktime, ctyun—eop—ak)
- 1 FHKAKTE N2 4H, eop—datef I H HAEAE NEPE; H Hkdate; kdate =

ate

hmacsha256 (kAk, eop—date)

For =1z G

B "EENSER" 1 "CIEFE|F/HER" DB HFRIFERF/FEstring_signature,
kdate& Rkt Signature,
B4 A string signature. kdate; FHiRHE
Signature hmacsha256 (kdate, string signature) B HKIZER, B4 RiH Tbase64
YmhSE HSignature

{ctyun—eop—ak} headers={RIJiEFFZE 4 745 B I fheader HE ¥
Signature={Signature} (ctyun—eop—akji XSignaturefi#&iH — =%
YheaderflfFP A5 7 ;7 PHEWI T IRFr25 4 7 4F Hiheader T 42 eop
~datefllhost; HB-AfrinE|header B ){E 5t /2 Eop-Authorization: {ctyun

Eop—

Authorization

—eop—ak} headers=eop—date;host Signature=xad0l/ada

H_E15ZIEop-Authorization, ZAEEBEIEE S headeriiiEhttp cliently, A&HEDA,
http_clientfrfRiE3LARINT

Eop-Authorization: ctyun-eop-ak headers =ctyun-eop-request-id;eop-date
Signature =xad01/ada
eop-date:20211221T163614Z
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ctyun-eop-request-id: 123456789

TR EEEHTEEZMheaderRIEEIARIctyun-eop-request-idflleop-date , EEIE
http_clientf9iskkEB0L, FEEop-AuthorizationdrtBEEEEN,

6.2. 442 1NN
1 YA ANELEE

= FimAtcis ke INiEkHeadersk , decrypted =true RIS RO INZETIHEE.
2 INEZEE LR

ZIBEE REI=MEZFE, DB/0AFIFRINESM2, JFRINESMARAFER & ZHmMac-
SM3,

2.1 JEXIFRINEESM2

FURSARIIEXIFRING , FSRINZEZ A RRAINIFRINIZESMAZEEE, SM2 N BTEAIRE I FFHFE
& (https://ai.ctyun.cn/console) PN FF R BIFFE TR, EHEERNBAEL
Baseb4NNZ R AIAFRE. BANENE : SM2EZRABCE(BouncyCastle),
sm2p256vT1tntE, 8 APKCS8, HiEATC1C3C2, FFELEIER.

2.2 JFFINEZESM4

EFImBITAER1288E 256(USMA4EH , RABCE(BouncyCastle) f8z\79
SM4/ECB/PKCS5Padding.,

2.3 15 EiEZHmac-SM3

HmackISM3EABCSAERAHERSE , BrLEEORG=#EN , ERRHERSIAI AR,
encrypted Hash Key=BRAZIBZIIRSS i,

2.4 EFIRINZSE

1. WIEHIEIRENASAER , (£BasebAfR RN A AT 44,
2. FERSMAITRESAF A , RSB 1LRINHEINENTREE , FHEFBase64INZER
tE \ciphertextBlob=EgZ,

3. fERAS2EEMRIGTREZRINE EORMBody{FISONER , F{EFABase6dINZELER , 1H
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Aencrypted Body=Eg,
4, HEpHmac-sm3EHER , (ERAEIHTING , FHEMABase6dIEER , 15
encrypted Hash Key=FE&,

5. {HFHmMac-sm3X 545155550, 12BN ciphertextBlob=E4EFRD {5 FABase641N%%
#£58R , B \ciphertextBlobHash=FEg,
6. fEAHmMac-sm3f&EALEHEER , 2 encrypted Body=FERA4F IS HEFBase64/NZ
#Z£58 , B Aencrypted BodyHash=Eg,

5 iSRS

NSRRI, TR SEEFEEIIBaseo4 N E !

{
"ciphertextBlob" : " {f F SM2 /A 4H N % Ji5 (1 % 7 A i SMA X FR & 41
"encryptedBody" : " {f Fi %t FR % 4H SM4 N % J 1) #% 11 )5 i Body 44 ISONH: , 4 i UTF-8",
"encryptedHashKey" : " fifi Fl 22 810 % J5 (1) 34T hmac - sm3 I 75 I P 1) 25 4
" ciphertextBlobHash" : " ciphertextBlob'y B! [ hmac- sm3 45 S " ,
"encryptedBodyHash" : " encryptedBody 7 B ] hmac- sm3 45 5 "

¥

2.6 iR[ElFLEE

HEOREFEEIR , NAAHTINE , SHERERERINZIIgEEN— , EFmARIEREA
E88 8 statusCodei#H 7 X 95

EhcI:I%Z‘ZEJZI)JEJ_IEIstatusCodetO MESHFATINEZAME |, IREWEINT , THRNSEED
2219 Baseb4JN= 4R :

{
"encryptedResultHash": "encryptedResult¥ B fffhmac-sm3 45, WA %45 % o — 8",

"encryptedResult": " SM4XFR % B 2 J5 I 4 L1 me B 45 L }

2 PR BUR BB S AR MR encrypted ResultHash iR KL R AW ELLL

$kENencrypted Result=2E&f5 , (FREKITHIsmAXSFREZSEEHITRER: , RIRTSRENZISRE M
EiEANESEREIRRNZS (JSONE) , JRIBUTFS,

2.7 MNAFEEEXEIREEE

encrypted Result=rEiEBId SMAXS TR AR fe el SR ENE A S RN ThRE Bz UAYREHE , 18
EEARGERINZETIREANE R, BT IRMIAEIRD

iR HiRfER HHRR
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R HiRfER R

AT_OP_40017 % SHAFFGEK ASHE AT EINH T REER

ciphertextBlobMs i {H AULHL

AT OP 40018 MR FEME A EAILE, AR ST B

/encryptedBody s A5 {H AL

AT OP 40019  SM2fi#35 g SM2AE X R i 25 HH I
AT OP 40020  SMAMNEE 5 M / SMAfiF 25 2k UL SMA X FRER n i 2 I 7 i

3 &ENRBUAVA, jdk1.8K%LAL)
3.1 mavenITE5| A\LAT i

<l--BCHl, #jdkA1.8LL Frl & 4exfviffiA Kartifactld-->
<dependency>

<groupld>org.bouncycastle</groupld>
<artifactld>bcprov-jdk18on</artifactld>
<version>1.78.1</version>

</dependency>

<!--Base64Thfetl, HEFEMHIL( I Baseb4 BT IR, A U2 45 A B B S 447>
<dependency>

<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld>
<version>1.17.1</version>

</dependency>

3.2SM2TIH3*

import org.bouncycastle.jce.provider.BouncyCastleProvider;import javax.crypto.Cipher;import java.security.*;import
java.security.spec.ECGenParameterSpec;import java.security.spec.PKCS8EncodedKeySpec;import

java.security.spec.X509EncodedKeySpec;public class SM2Util {static {
Security.addProvider(new BouncyCastleProvider());
Y/ / A SM2 %% BH X public static KeyPair generateKeyPair() {try{KeyPairGenerator keyPairGenerator =
KeyPairGenerator. getInstance( "EC", "BC");
keyPairGenerator.initialize(new ECGenParameterSpec("sm2p256v1"));return keyPairGenerator.generateKeyPair();
} catch (Exception e) {//TODO ff 5 % 4b ¥
}

Y
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public static byte[] encrypt(byte[] publicKey, byte[] data) {
try{
PublicKey pubKey = KeyFactory.getInstance("EC", "BC")

.generatePublic(new X509EncodedKeySpec(publicKey));

Cipher cipher = Cipher.getInstance("SM2", "BC");

cipher.init(Cipher .ENCRYPT_MODE, pubKey);

return cipher.doFinal(data);

} catch (Exception e) {

//TODO i 5 i Ak

/] M
public static byte[] decrypt(byte[] privateKey, byte[] encryptedData) {
try{
PrivateKey priKey = KeyFactory.getInstance("EC", "BC")

.generatePrivate(new PKCS8EncodedKeySpec(privateKey));

Cipher cipher = Cipher.getInstance("SM2", "BC");

cipher.init(Cipher .DECRYPT_MODE, priKey);

return cipher.doFinal(encryptedData);

} catch (Exception e) {

//TODO i S i Ak

public static void main(String[] args) {
KeyPair keyPair = generateKeyPair();
byte[] a = keyPair.getPublic().getEncoded();

byte[] b = keyPair.getPrivate().getEncoded();

3.3 SM4TIE3%

import org.bouncycastle.jce.provider.BouncyCastleProvider;

import javax.crypto.Cipher;import javax.crypto.KeyGenerator;import javax.crypto.SecretKey;import

javax.crypto.spec.SecretKeySpec;import java.security.Security;
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public class SM4Util {

static {

Security.addProvider(new BouncyCastleProvider());

/] ERSMAEH
public static byte[] generateKey() {
try{
KeyGenerator keyGenerator = KeyGenerator.getInstance("SM4",
keyGenerator.init(128); // nlit 128 i 256
SecretKey secretKey = keyGenerator.generateKey();
return secretKey.getEncoded();
} catch (Exception e) {

//TODO Ab¥ 5

/]
public static byte[] encrypt(byte[] keyBytes, byte[] data) {
try{
SecretKeySpec keySpec = new SecretKeySpec(keyBytes, "SM4");
Cipher cipher = Cipher.getInstance( "SM4/ECB/PKCS5Padding”,
cipher.init(Cipher .ENCRYPT_MODE, keySpec);
return cipher.doFinal(data);
} catch (Exception e) {

//TODO Ab¥E 53

/] TR
public static byte[] decrypt(byte[] keyBytes, byte[] encryptedData)
try{
SecretKeySpec keySpec = new SecretKeySpec(keyBytes, "SM4");
Cipher cipher = Cipher.getInstance( " SM4/ECB/PKCS5Padding”,
cipher.init(Cipher .DECRYPT_MODE, keySpec);
return cipher.doFinal(encryptedData);
} catch (Exception e) {

//TODO Ab¥E 5

"BC");

"BC");

{

"BC");
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3.4 Hmac-sm3TE%

import org.apache.commons .codec.binary.Base64;import org.bouncycastle .crypto.digests .SM3Digest; import

org.bouncycastle .crypto .macs.HMac;import org.bouncycastle .crypto .params .KeyParameter;
import java.security.SecureRandom;

public class HmacSM3Util {

[**

* 5L HMAC-SM3

* @param key %4/

* @param data i

* @return HMAC-SM3 fH

*/

public static byte[] hmacSM3 (byte[] key, byte[] data) {
HMac hmac = new HMac(new SM3Digest());

hmac.init(new KeyParameter(key));
hmac. update(data, ©, data.length);

byte[] result = new byte[hmac.getMacSize()];

hmac. doFinal( result, ©0);

return result;

J**

* AR R E KR I E L B

* @param length WK (7745)

* @return Bl ALAE BRI % EH

*/

public static byte[] generateRandomKey(int length) {
SecureRandom random = new SecureRandom();
byte[] key = new byte[length];
random .nextBytes (key);

return key;
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/1 B
public static void main(String[] args) {
// BN

byte[] key = generateRandomKey(16); // 165 i [1IREHL %

/] kSR

byte[] data = "Hello, HMAC-SM3 !" .getBytes();

// it5L HMAC-SM3 fH

byte[] hmacvalue = hmacSM3 (key, data);

/] ATENEER

System. out. println( "HMAC-SM3 ff : " + Base64.encodeBase64String(hmacvalue));

3.5 &pkiERIF

/1 A8 0 S RE A A1 SR A4 jsonH , 7 1) X B4 1 SCRY A S A 3R
String body = "{\"ImageData\":\"imagedatabase64xxxx\"}";
/7B & - N VERS R SREU A 41

String encKey = "xxxxxxx";

Map<String,String> requestBody = new HashMap<>();

/1A AR T B %

byte[] publicKey = Base64.decodeBase64 (encKey) ;

/ /4 B ciphertextBlob7: Bt

byte[] sm4Key = SM4Util.generateKey();

requestBody.put("ciphertextBlob", Base64.encodeBase64String(SM2Util.encrypt(publicKey, smdKey)));

/ /& i encryptedBody 7 Bt

requestBody.put("encryptedBody", Base64.encodeBase64String(SM4Util.encrypt(sm4Key, body.getBytes())));
/ /4 A Hmac - sm3 %5 4

byte[ ] hmacSm3Key = HmacSM3Util. generateRandomKey(16) ;

/ /% i encryptedHashKey 7 B

requestBody.put("encryptedHashKey", Base64.encodeBase64String(SM2Util.encrypt(publicKey, hmacSm3Key)));
/ / *£ i ciphertextBlobHash7 B

requestBody.put("ciphertextBlobHash", Base64.encodeBase64String(HmacSM3Util.hmacSM3(hmacSm3Key,

requestBody. get( " ciphertextBlob" ). getBytes())));

/ /% i encryptedBodyHash¥* Bt
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requestBody.put("encryptedBodyHash", Base64.encodeBase64String(HmacSM3Util.hmacSM3(hmacSm3Key,
requestBody. get( " encryptedBody" ) . getBytes())));

//TODO requestBody Rl Jy il 45 i 3K 1A, 180 %5 B3 45 U 42 1R RT, SRS 43 38 1% 2 25 S8 BUAH DG 10 B SO

6.2.5Python3iF A1

M4 T EBERE: https://www.ctyun.cn/document/10264960/10022622

6.2.6Javaif Bl

M4 T EBERE: https://www.ctyun.cn/document/10264960/10029522

6.2.7PHPEFRRGI

M T EBEREE: https://www.ctyun.cn/document/10264960/10583402

6.2.8CHF A1

M4 T EBERE: https://www.ctyun.cn/document/10264960/10612501

6.3 API

6.3.1 ABSAE
EOER

AT ENEANESRFRIAR , BHAKRAEMR,
BRAGE

POST
EOEK

o E ARSI : BHEsKA/IVINF2MB;
o EHERIRF : BHESFpg/ipeg/png/bmpt&=t.
URI

Iv1/aiop/api/2féhqix09mv4/face/PERSON/person/detectFaceFromBase64

ITREH



https://www.ctyun.cn/document/10264960/10022622
https://www.ctyun.cn/document/10264960/10029522
https://www.ctyun.cn/document/10264960/10583402
https://www.ctyun.cn/document/10264960/10612501

S

State Cloud

1.i5Kk3Lheader&#{

P

5
ZH

D

H
Content-Type #&
appkey =
ctyun—eop—

_ =
request—id
eop—date =
host &
version &
Eop—

R
Authorization

W
=
b

e

String

String

String

String

String

String

String

Ui H il
json#g = application/json
F- 5 M. Happkey 562b89493b1a4XXXXXXXXX

MR id, BAH M, P
AILUEE uuid 7V EATAERME 33dfa732-b27b-464f-
—FrE, AT HEIERIEE. b15a-21ed6845afd5
PEILSCRY: Python3 i HZR 1
TERITE], AP, B
yyyymmddTHHMMSSZ . 20211221T1630147
PEILSCRY: Python3 i HZR 1

ai—

SR A, [T |
global. ctapi. ctyun. cn

[ EfH, v3

HRELEM accessKey Fl
securityKey @84 54, =5
BN T BT RE ST M

accessKey . securityKey. P&

N H Hlappkey (AEAZ0) , HFH
Rid CHERAZID , TEREFE], 2

A (R0 DLEOE SRR
2

e B HTE WSO IE SRR
Py thon3 ¥ H 7~ 14

%
*if

58


https://www.ctyun.cn/document/10264960/10022622
https://www.ctyun.cn/document/10264960/10022622
https://www.ctyun.cn/document/10264960/10022621
https://www.ctyun.cn/document/10264960/10022622

| —

y. Ny

State Cloud

2. 753K {KAbody 24

.
¥ HR BifA B

W55 A%, [ 5EE

String DetectFace
DetectFace

String K51 BASE64 Zwhd

o
W

FD

Action

Pt

ImageData
A EEHE. B
EEE [0,1], BUAMER

0.5,

FaceThresh 5 Float . w s 0.5
D ERTZEE

MARSHEITE (TR
[EIZ55R) | EWERENA
E.

BEERBIAKBERE
B. BAA False, R~IR

NeedFaceAngle & Bool MBEIAKRABE.

EZIERSS True,
NIREARBE.
BRI

Curl -X POST "https://ai-global. ctapi.ctyun.cn/v1/aiop/api/2f6hqix@9mv4/face/PERSON/ person/detectFaceFromBase64 "

-H "Content-Type: application/json"

-H "ctyun-eop-request-id:33dfa732-b27b-464f-bl5a-21ed6845afd5"
-H "appkey: XXX"

-H "version:v3"
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-H "Eop-Authorization:XXX "
-H "eop-date:20211109T7104641Z"
-H "host:ai-global. ctapi. ctyun.cn"

--data '{"Action": "DetectFace", "ImageData": "AAAAAAA.......", "FaceThresh": ©.5,"NeedFaceAngle": true} '

IR [El{Ei5EE

115KE IR AN R 24T

K L i THNE

FZIURESAS, 3R [EPIR

& ER 0 FoRAI,
statusCode & String

IR [E RS 22 N )
PRV IIES

i statusCode N
0, iR[A] success; I

message 2 String success
statusCode IF 0, ix[A|
error
| AEIIN e
returnOb j T Object returnOb j
xR
2.ZkreturnObj
¥ \ _ L
¥ i ~l
By FXR
DetectCount Int LRlIESITES PN g == 2
ARMEER.
BEE8E box = [left, [[741, 117, 45, 721,
DetectBoxes Array
top, width, height], [567, 148, 45, 60]]
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DetectScores

DetectClses

LandmarkCount

Array

Array

Int

ViR

MBERNARG, R
[@] [box1, box2], #XHRY
T fg2 x4, LAUHSSHE

Ao, =
MENEREI—%L

score , BYESEE [0, 1],

BRI, TR
[B] [score1, score2], %K
AN HEE 1x2, LU
ik

ANREalEesl. =
MMENFEIR[E—NEE5

cls,

LS ZIO N3
[E] [cls1, cls2], #EEAY44E
B 1x2, LU,
2517 faceRmARG

AR S EE

LN &S i i el S
mo K GAIEIREE 2

B
R

[0.9974, 0.9964]

[“face”, “face”]
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2% \ _ T
¥ i B
- ~vit} FXTH
s, BF 1A, WO 2
ANEXERUERER
. BPMARRE—HK
2 5AAMR landmark , &
U_? 713_:_&?9 [X1, y1, X2, y2, |: [750, 142, 750, 144,
736, 157, 750, 172,
x3, y3, x4, y4, x5, y5],
y y yol 751, 172],
Landmarks Array |

FARHEE 1x 10, [575, 175, 582, 174,

571, 187, 579, 196,
WBERNPAR, WR 584, 195] ]

[A] [landmark1,
landmark2] , EUERVAERE
F32x 10, LALSSHE

ANEREER. X
=]
NeedFaceAngle=True 7

REl, BABE., B [ [-2.1, 72.3, 0.6],

FaceAngles Array
. ] -32.0, 62.6, —-26.0
PARREEEEE | )

angle = [pitch, yaw, roll]
. PAALEMRE, A
w %, FHEbeE. #3H
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BH _ F
S L] B
KA TR

HIEES 1x 3,

WERDAR, R
[@] [angle1, angle?2] , %X
HAEEN2x 3, LU

KHtE

3IEKKMOR B 221

SHR Txt
% i 7N
21 . i A~ %

RS, B AP N

statusCode String X 500001
fERr i
WAL ZHUR
message String IR A% N SRS B
&
details String IR R A R A FHEFEHEGE
error String IR [B]GE R R R AT OP 500001

R EE3G

1.15KEIR[EE ]

{ 'statusCode ': 0,
message ': ‘'success',
‘returnObj ': { 'DetectBoxes ' : [[1135, 181, 279, 274]],
‘DetectClses ': [ 'face'],
‘DetectCount ': 1,
‘DetectScores ' : [0.6763],

'FaceAngles ': [[-40.4, 1.2, 5.16]],
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‘LandmarkCount @ 5,
‘Landmarks ': [[1214,
290,
18985,
289,
1273,
380,
128150
407,
1319,

40711}

2 15K KMOR B~

‘code ': 400006,

‘details ': WIS H (Action. ImageData) AKf% ',
‘error ': 'AI_OP_400006 ',
'message ': "WMEMISECRME ",
‘statusCode ': 400006

¥

FRIRAi5AR

6 &R, 4 FELASSEERAT , 5 FLBRSSIEIRD.

%{&%‘lg\
APl Not Found

RS
CTAPT 10000

CTAPT 0009 T &% isonflibody Z %
AT OP 400005 TH SRR AR
AT OP 400006 WERI S EARAL

RIS 57 B

AT OP_ 400008 -
P00 g

i)

HHR R

R TR AT, ANEE N AR SRR
W28 (Action., ImageData) AA%

Action, ImageData ZFERMNIZZ string
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EERED HREER R HR
FaceThresh FEXN1%:2 float 285
Need FaceAngle FERM1Z 2 bool 258!
W REM ST BAE

AT OP_400009
N

HE

RS BUE
AT _OP 400010
BEEHR

AT OP 400011 base64 AL 5

T

AT _OP 400012 NAHAE AL

AT _OP 400013 NAFRINAFFEER

™
AT OP 410001 K B i i
AT OP 410002 KB RIARFEER

32

%% T, 15
AL 0P 500001 WESEORE, 1HHE

REH G

Action. ImageData FEAHNZT FHF

Action (IR EEIR

FaceThresh FERAREINE , 1B5S¥ZE

Wpyi= L

ImageData F-EX) base64 FF & ik
i 7

fUSZHF jpeg/png/ jpg/bmp A%

G RINAFFEER, ERZERNT

TR O I R R

>

PR T M AET 5000 AMEF

i EIPRA B A AL R

base64 RSN : EAFEIAY safe base64 fHRITHH

® python FHEFF(ER base64.urlsafe_b64encode() EREUHITIRAD.

® java FHEFF(HH BASEG4.getUrlEncoder().encodeToString() EREIHITIRED,

6.3.2 AREETHiR5!
EOMR

AT ENESABGPRIARSER. 4FRME.
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BRAGE
POST
EOEK

o ERA/NRE @ EHEFKA/IVINF2MB,

o EHERIRF . BHENSFpg/ipeg/png/bmpt&=t.

URI

Iv1/aiop/api/2féhw505t7gg/face/PERSON/person/detectAgeGenderFromBase64

ITREH

1.i5Kk3Lheader&#{

BH

Content—

Type

appkey

ctyun—eop—

request—id

eop—date

Fim

SEERE

String

String

String

String

L

Jjsontg =X

“F-& M Happkey

PR id, H
WP i, HP
A LLETS uuid

ST BATHE R
ME— 75 ef,
T HEERIEER

WoRESTE], M
P, e

i THRAIZR

application/json

562b89493b1a40e1b97eal
5e50dd8170

33dfa732-b27b-464f-
bl5a-21ed6845afd5

20211221T1630147
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L]

yyyymmdd THHMMSS
ZO

LU R A
fi] 5 - B
HARELEMW

accessKey Al
securityKey &
BXIEER,
525244 Bt
BOFHREARE
M accessKey .
securityKey. °F
£ % H fJappkey
ClEzi) , H
FrERid (R
0, TEKINE]
L9 A4
CHERAD AR
THRAEN A

il

State Cloud
vt
¥ SHRE
WA
host = String
Eop—
Authorizati 7& String
on
2.15KKbodyS £y
ps
& 3
2% HK
B
H

i

ai—

global. ctapi. ctyun. cn

R

!

Bl

¥ 2 8
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& NE Frffibase64gmtid, KR % L base644mhD

imageContent J&  String J5, %%/, NESHIL, HIERETZEHEIL

“data: image/ jpeg;base64, ”

BRG]

~ &
Bl ot

Curl -X POST "https://ai-global. ctapi.ctyun.cn/v1/aiop/api/2f6hw505t7gg/face/PERSON/ person/detectAgeGenderFromBase64 "

-H "Content-Type: application/json"

-H "ctyun-eop-request-id:33dfa732-b27b-464f-bl5a-21ed6845afd5"
-H "appkey: XXX"

-H "Eop-Authorization: XXX"

-H "eop-date:20211109T7104641Z"

-H "host:ai-global. ctapi.ctyun.cn"

--data '{"imageContent" :"AAAAAAAAA...."} '

IR [Ol{Ei5EE
115 KATDR BN R 248

S &
25 y oy 2ES -
WE "

REPRAS, R E 0 FRoRmd), iR R

statusCode 7& Int

S22 R W E RIS YR .

W code A 0, iR[A] success; WIHE
message I String

code FE 0, U 1% R AT B2 1215 B
returnObj 7 Object & [AI AT A MG 12 1R Al 45 SR R

2.3kreturnObj

7~

success

THRAIZR

returnOb j
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X5R

State Cloud

ZH

face num
face list
face list[]. face location

face list[]. gender

face list[].age

PR ESUGEEI Ve 5y

EEY S
¥ poa) R

H v
statusCode & String
message s String
details & String
error = String
IBEETH

IEKREIIREERGI

"statusCode" : @,
"message ": "success ",
"returnObj" :{
"face_num" : 1,
"face_list" : [{
"face_location" : {

"top" : 36,

RENE SHERE
& Int

& List

I Object
& String
I String
Y

RN, CE AP N
ISR

AR BT L PR A R A S

IR [A] %6} 87 A VR A IR

AR [ X6F L ) i B

il

RPN A IUE-Y e

(SN AR eSSV EDSN

NI R Ab i

NI R 31 Je 2k

N PR i Jeg 1

i

4101

5 R N AR

NS ISR
iﬁéﬁ H

AT OP 4101

~l TENER

T&XF

RPN
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"left" : 48,
"width" : 58,
"height" : 72

D

"gender" : "Male",

"age" : "23"

I8

2. 15K KMOR EHE G

il

‘code ': 4101, ‘'message': ‘'iERMWEHIE',
‘details ': "fEANHNE, SELNNSEALER ",
‘statusCode ': 4101, ‘error': 'AI_OP_4101'
}
RS
ht tpRZHS iR
200 TR R
iR AB

4 (IEIRED , 4 FFELU9lSSEEIRAS , 5 FFELUORRSSHEIRAD.

by BRfER Rt
AI_OP_4101 iR &4 R BEANNHEANT, BEHEANNSH LR

AT_OP_4102 i#HRSEHEER SHUEE SN L EZR, i RS T BERAE R

AI OP 4103 BN oM K RN I 2M

AT_OP_4104 K7/ Rk B ou%s, baseb4dmfd N AR, BB A AR
AI_OP_4105  RAarill £ Ak EAEE R A N

base64 RSN : EAFEIAY safe base64 fHRITH

® python FHEFF(ER base64.urlsafe_b64encode() EREUHITIRAD.



http
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KRS

State Cloud

® java FHETF(HH BASEG4.getUrlEncoder().encodeToString() EREIHITIRED,
6.3.3ABELLXS

EOEE

BT alEm NRFSKESRPRIARREIE , FHRERBIUESE. B ARAAREEFRED

AEHAEXERLINMER . REREERB2R. BF1A. EE2R,
i5R7E

POST
EOZEK

o ERA/NRE @ EHEFKA/IVINF2MB,
o ENEIURE : B RSISFipg/ipeg/png/bmpiszi.

URI
Iv1/aiop/api/2f7awxekgvls/face/compare/PERSON/person/compareFromBase64

ITREH

i5k3Lheader&#]

B _ T
B¥ T swmym w i
WA TR
Content—
T String jsontg =\, application/json
Type
562b89493b1a40el
appkey P String *F & B appkey

b97ea05e50dd8170
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ctyun—eop

—request—id

eop—date

host

version

== |

PNy

State Cloud

A SRR
PR
= String
= String
= String
= String

Vi

HPiER id, HHS
&, AP A LLEE uuid
8575 1 BAT A e — A
B, AT HEEREE.
TEWSCRY: Python3 i H 7R
1

WK R, PR
i&,

yyyymmddTHHMMSSZ . 3 W,

SCHY: Python3 i FH 74

Loy T A, [ E

TR

M5 A S, B EE
v2 C HEG= A vIFvem
ANRAS, VIRRAAS 5 B A
NIEFBAE R, @A
V2RRAD

T
O3

i

33dfa732-b27b—
464f-blba—
21ed684b5afdb

20211221T1630147

ai-
global. ctapi. ctyun. ¢

n

v2
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data: image/ jpeg; base64, ”

B
¥ N ol
e
HRHE = H M
accessKey
securityKey &% 4 5
W, 5840 T B
BIERE = HM
accessKey . securityKey
Fop- 5 String -~ FAMBLA Mappkey (I
Authorization DD . FPiERid G
DA 5 VR TE], 2
e ERAD P
HRIEN . LT
TSRS AIESE AL
FIPython3 i FH 7~ 4
iEX{Rbody&#]
= BHEK
¥ ‘ i
WH A
NI BT 28— ok B A, B A & B base64 2 i
imglBas St
=2 R wE, AEEETE, Sk e
eb4 ring
data: image/ jpeg; base64, ”
N B 38 ok B A, B Rl B base64 2 i
img2Bas St
=2 R W E, AEEHTE, Sk >
eb4 ring

|

O
7

3

T
O3

Z ¥ A

i
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State Cloud

BRG]

Curl —-X POST “https://ai-

global. ctapi. ctyun. cn/v1/aiop/api/2f7awxekgvls/face/compare/PERSON/ person/ compareFromBase64”

-H ”“Content-Type : application/json”

-H “ctyun—eop-request-id:33dfa732-b27b-464f-b15a-21ed6845afd5”
-H ”appkey: XXX”

-H “version:v2”

-H ”“Eop—Authorization: XXX”

-H “eop-date:20211109T10464172”

-H “host:ai-global. ctapi. ctyun. cn”

——data ’ {”imglBase64” :”AAAAAAAAA. ...”, ”img2Base64” : ”BBBBBBBBEB.... "}’

IR [El{Ei5EE
115 KATDR BN R 248

REL ‘ .
e 2 SERA Y 7~
H
REPRZS, RFA 0 FRoR
statusCode 7= Int K, REEERERAIE S T

I RACRS B

W code N 0, iRA
message = String  success; WIH code IF 0,

JUBESERIVA LIRSS aPE Y S

returnOb j A Object IR [A] ) 25 SR B0 N 2%
2.ZkreturnObj
¥ SERE | i

TR
0
success
returnObj
Tt
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Score Float
RectAList Array
RectBList Array
LandmarkA Array
LandmarkB Array

CRER & S EI VS

P 5 PR R A
N )& T H— M AR E

R, WiEE (o, oot
1.
LR IPNSE A
BE. oKL
Bf5H box = [left, (106, 61, 86, 112]

top, width, height]

o

LA PN E A=
ER. O AL
BEHE box =

top, width, height]

[left, [771, 118, 222, 303]

o

B LR s N5
WNITS IY VAR IS
o KT A Ix1, vl
X2, v2, x3, y3, x4,
y51, HAW
YeFE N 1 x 10,

(106, 112, 146, 113,
130, 137, 106, 154, 143,

155]
v4, x5,

B R 21 0 AN B 6
AN 9% B i o B A S
o "R N1, vl
x2, y2, x3, vy3, x4, 120,
y5], HA
4efEN 1 x 100

(103, 108, 147, 116,
142, 99, 147, 139, 155]

v4, x5,
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¥ SHRA Ui
H
B, JHCE APTXS B
statusCode 7= Int
R
message = String IR [R5 R ) R S
details ps String IR [R5 B7 P 5 i
error B String IR [BI BE 1) 8 5% A
IREETGI
115K AR BB
{
”statusCode”: 0,
“message”: ”success”,
“returnObj” : {
”LandmarkA” (104, 109, 146, 112, 122, 137, 102, 146, 145, 148],
”LandmarkB” [103, 108, 147, 116, 120, 142, 99, 147, 139, 155],
“RectAList” [80, 67, 94, 116]
“RectBList” [75, 62, 104, 118],
“Score” : 0. 6841
J
}
2 15 KKMOIR BB~
{"code”: 400005,
//message/f ,,‘EI?‘*{jK*i% //,
“details”: TIERETE AT, ARENHANIEA,

Tt
i

500001

TR N AR

fE NN N
, HEEANRZE
%%El R

AT_OP_500001
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”statusCode”: 400005,
“error”: Al OP 400005”
}
RSB

ht tpRZAHY i34

200 EL N = D]
e AL

V2hRAEEIRAD: 6(EIRIS , 4 FFLAWSHERE , SHL ARG HERS.
iR HiRER iR

CTAPI_10000

CTAPI_0009

ATI_OP_400005

AT_OP_400006

AT_OP_400008

AT_OP_400009

AT_OP_400011

AI_OP_400012

API Not Found

T3 jsonfIbodyZ

TR SRR AR

DAL S HOR AL

TR SR B R

"

RS H 7 Bl v

base64 H i 4 BE 5 5

SR AL

=

TR N T, AR AR SRR

WAL Z % (imglBase64 8 img2Base64) ik

imglBase64. img2Base64F BN 1% & stringds iy

imglBase64. img2Base64 T B N T T

imglBase64 BY img2Base64 FEXM] base64 FFF
A i T R

N SZHF jpeg/png/ jpg/bmp 4%

77


http

PN
State Cloud
iR BRER R Y
AI_OP_400013 SRR AN B R YO RAPATF G R, B —ZRAT2M
AI_OP 400013 SR ANASFF B R O RNANFE G ER, B ZESR /N T2M
AI_OP_410001 Bl R — fif B % TR RS O R B R
AT_OP_410001 B A iR TR ARG A I e R

base64 FRSHAN: EAFEIIAY safe base64 fHIZH

° python F#EFZ({$FH base64.urlsafe_b64encode() BREDHITIRAS,
®  java FETF(FH BASE6G4.getUrlEncoder().encodeToString() EREUHIT4RAD,

6.3.4 \BSEISHET
EOEx
AT ialEm BRI AR S /9EE,
IBRGE

POST
EOZK

o E ARSI : BHEsKA/IVINF2MB,
o EHERIRF . BHESFpg/ipeg/png/bmpt&=t.,
URI

/v1/aiop/api/2hfksnibjaos/face-fas-action/person/detectFasFromBase64

iFRESH

i&k3Lheader&%g
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appkey
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request—id

eop—date

host
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Authorizat
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State Cloud
B
SHRA

P

& String
I String
= String
= String
I String
= String

i

Jjsontg =

¥ & N Happkey

FPER id, B

i, M ArLhEE uuid

STV FAT A e — 7
frer, AT HEWRE

7

1R8], B P it
, B
yyyymmdd THHMMSSZ .

2R kAL, [EE T
B

HRRZEH M

accessKey #l

securityKey %4 )5
R, ZHEZA RN
FERAFHERE R EM
accessKey .
securityKey. “F& M A
fflappkey (FEZI0D
FFiERid CIEBAD
, VAR TH], 28355

_ T
7~

X5
application/json

562b89493bla40e1b97ea
05e50dd8170

33dfa732-b27b—-464f-
b1ba-21ed6845afdb

20211221T163014Z

ai—

global. ctapi. ctyun. cn
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e

iBERiFbodySEy

i i

A ARRID ALIE
RIENE

M REVE SHRE 3

imageContent I

IERABRG

£ NE Frifbaseb4gmbd, & F1d
M base64gmiy X, miLa,
ANEERIEE, SIFRETE I

“data: image/ jpeg;base64, ”

String

T
O3

®
il %

Curl -X POST "https://ai-global.ctapi.ctyun.cn/vl/aiop/api/2hfksnibjaos/face-fas-action/person/detectFasFromBase64"

-H "Content-Type: application/json"

-H "ctyun-eop-request-id:33dfa732-b27b-464f-bl5a-21ed6845afd5"

-H "appkey: XXX"

-H "Eop-Authorization: XXX"

-H "eop-date:20211109T104641Z"

-H "host:ai-global. ctapi. ctyun.cn"

--data '{"imageContent" :"AAAAAAAAA...."}"'

IR [Ol{Ei5EE
115 KATDR BN R 248

%
- =G BHER -—

7~ TERR
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M=

State Cloud

=5 %k
S k| 5 TEHENR
WEH R
_ REPRZS, RE 0 LRI, FHR
statusCode & String 0
RSS2 T 1 RSS2
W code AN 0, JR[A] success; HIHE
message = String success
code FF 0, MR [A]%F B ) Al 5245 =15 B
returnObj & Object & [A] Y A J 3 ARG il 25 SR X 52 returnOb j
2.ZkreturnObj
7% Pk _ T
S iR Bl
HE A X5
face num & Int B R N5 -
face_list & List (EEOYN A aRE S EEFS) -
face list[]. face location 2 Object  AJGPTAGIE _
_ _ ' _ EXUNINISYEISEE N TTIN
face list[].FaceAntiSpoofing & String _
W I B 22, ToykH T
3IEKKMOR A SEL
N X _ T
S EENE SHRH B i
TR
statusCode & String FEARAD, TRCEAPTN NP ARS 4101
message & String  IR[EINF R SSRGS RN AR R
details = String A EIPS IR B 5 3R P A5 R
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M REME SHRE WY

error & String IR [B] X6 B e R A
IREHERS
115Kk IR BHE 5

{
"statusCode" : "o0",
"message ": "success ",
"returnObj" :{
"face_num" : 1,
"face_list" : [{
"face_location" : {
"top" : 36,
"left" : 48,
"width" : 58,
"height" : 72
1
"FaceAntiSpoofing" : "iER ARG/ JAETE ARG/ NG E MR BoE, ik,
H
3}

PAER S S ElEmN

‘code ': 4101,

‘details ': HEARBENT, MAHAMSHAE
‘error ': 'AI_OP_4l101°',

‘message ': 'WIRMAH ",

'statusCode ': 4101}

RSB
httpRAHS iR

200 RoNVE K LI
fERtgiReA

i

AT _OP 4101

T
O3
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4 (IEIRED , 4 FFELU9lSSEIRATS , 5 FFELUORRSSHEIRAD.

iR

CTAPI_0009

AI_OP_4102

AI_OP_4103

AI_OP_4104

AI_OP_4105

AI_OP_5000

HIRfE R

To# jsonf]body S %

RS AU A iR

KN I 2M

P Fr iR SR T

ERoRIEIPN;

HR 55 A B R

HHRR

SR AR ER,  IiE RS B R SE

B KV I 2M

KA ou%s, baseb4Zmid N AA R, B RS AR

EAEE R RASE AN

B2 HIRSS H A R 1R

base64 FRiSHN: EAFEIAY safe base64 fHITH

® python FHEFF(ER base64.urlsafe_b64encode() EREDHITIRAD.

® java HHETF(FHER BASEG4.getUrIEncoder().encodeToString() EREGHIT4mAD.
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6.3.5 ABSSERIAE

EOfER

REHETNEERNEZINERS | S ERSMIEN=ER (U3, BHSHE+A
RIERRRF) i,
IBRGE

POST
wOEK

o ER1EXIREI: Z:FjpegiEl, BASE64 FRIELHEAERL , FEERIRITH

o ERX/NRE: RBRIEEEE 10~40KB, BN ETEESET/NSIT KISHALLL
XA, MR,

i5KURI
Iv1/aiop/api/348c0ca2pkw0/gcapi/simpauth66

ITREH

1.i5Kk3Lheader&#{

7 T
23 . _
2 A o B i %t
H %
Conten Stri
i json %= application/json
t-Type ng
Stri Fa N 562b89493b1a40e1b97eal5e5
appkey &
ng appkey 0dd8170
FH P R
ctyun— X
. Stri  id, B & 33dfa732-b27b-464f-b15a—
eop— & . .
ng , HpPArblEt 21ed6845afds

request—id

uuid FHVEH
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date ng
Stri
host o
ng
Eop—
Stri
Authorizat IE
ng
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L

KiBER.
TEULSCAS
Python3¥i H7~
1l

i R A ],
B, B
i
yyyymmddTHHVMS
SZ.

G E=F
Python3 1 7~
1

%, [HE T B

HREZE
M accessKey
F securityKey
e T Y =ta i
S 5%
TRAFERER
BEM accessKey

. securityKey

i

20211221T1630147

ai—global. ctapi. ctyun. cn

)
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28 BB L] Nl Soxt
g i

AR )

appkey (JELZ0
), HPiERid
HERZD , 18
SKINFA], 235
s (AR
) DURE SRR
BT HRVE W
P DUE SRR
Python3ii F 7~
il

o

2.15K{RbodyS %4
3
S
S8 EBY BiBA B Txt%
" e vy

BASE64 Zfih i AAZ AL ;
JFUE RSP R R4E % 107 40KB
AT e R il sl 7 9j 4A
K FENG LR ARG, AQSKZJRgA.
" M L XS 2% ;  BASE64 F4F
BLm Ok, R
BReAT 5

portra Stri

A

idNum = Stri IERTH P S e 50 13x6xx1
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ng (S5 a—0L X AN

KE)

fullNa Stri

A

me ng

IERABRG

Curl -X POST

WIERH P 4 QEE
KRR SFARE T4

"https://ai-global. ctapi.ctyun.cn/v1/aiop/api/348c@ca2pkwd/gcapi/ simpauth66"

-H "Content-Type : application/json"

-H "ctyun-eop-request-id:33dfa732-b27b-464f-b15a-21ed6845afd5"
-H "appkey: XXX"

-H "Eop-Authorization : XXX"

-H "eop-date:20211109T104641Z"

-H "host:ai-global.ctapi.ctyun.cn"

--data '{"portrait": "_9j_4AAQSkZIRgA...","idNum": "13x6xx199x07xx98xx","fullName" : "JfHK"} "

iR [Ol{Ei5EE

1.15RpINIR BN R 241

3 SHR
BYE

statusCode 7E Lnt
retMessage de String

il

REPRE, R
[l 0 Fowmidy, i
[l RS S % T
[iafibEe- R PRANEYTIES

O AR/

i

99x07xx98xx
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T
5

il

7
succe

S E
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ARG 8 TREH BB
[EARAD
H
; TR AR IR B A LE 6 B i
i B, A A
AL
v AR DR
IUS
X KT KT
H
Fof Fof
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EEERG)

115 KAIREHE)

ertToken" : "d182ca85- xxxx-XXXX-XXxx-868cb258ceab" |

"resStr" : "@OXX",

tusCode" : O,

PAER S S ElEmN

"statusCode" : 1,
Message" : " FIif I k"

4101"}
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ht tpIRASHS BT %)

200 o LT
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iR

AI_OP_1

AT _OP_2

AI_OP_4002

AI_0P_4010

AI_OP_4101

AI_OP_4103

AT_0OP_4104

AI_OP_4109

P2 A 5%
M

HR 55 s R

ZHGHIR,

DretMessage

WAERE FIf:

KREF| ERR

SOr 0 ER

S NIEAR

%A H

YR T
REREEliny

FEENA T

HRA

B R

H 55 A R

Wl portraitF Bt A
Hifflbaseb4FFH . portraitFEk
T, ARER G5 &

QPSIA | E IR

S AEA R

S EAR S5 7

T 1

FEENNGR, ZANRFHEE
RCR Bk 44 5 S ik 5 AN TLAC

base64 RSN : EAFEIAY safe base64 fHRITH

® python FETE(HHH base64.urlsafe_b64encode() EREGH TR,

® java FHETF(HH BASEG4.getUrlEncoder().encodeToString() EREIHITIRED,

6.3.6 ZN{EIEAIRAY

EOEE
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RBFHBRTRR A ESENNERB RS —ECRRBNIT A SRR, oiE
k. AfEk. ETRRSEEKE . LIREEERAR,

mRBGE
POST
EOER

o BEINSFHENISRIBase644wi3 |

o

—IRERF— MBI . ASHFEERIAIR

o BasebAdRIBE A/ NAEBII11MB , [RMSIA/NAFBIT8M,

® [REMSARTKT ~ 87D
® [RFINT=E10fps ~ 30fps

® UIINEIEERET, : mp4. avi, mov

URI

Iv1/aiop/api/3j8ogbxxpce8/action-fas/predict

ITREH

i5k3Lheader&#]
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28
BYHE KA
iEX{AbodyS#4
P
¥
BE A
Action =
VideoBase64 =
ActionType &

53 ) TEHERR
24185
TE W SCRS
: NES
RN
Python3if
FH 715
SER _
i il
i & E A
String [ EMH ActionFas
ActionFas
WA R
AAAAFGZ0eXBxdCAgAAACA
, Base64Zmi%
HFOICAAAAAIA21
String Base644mhit
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Ja R/NAN I
3E...... Wp4A==
8MB
BIEATY
(OB
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AR,
”OpenMouth”
LTS,
String  “FaceLeft”/{ Blink
REREk,
“FaceRight”
RELRE K,
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RELT ANk
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IERABRG

Cu

-H

-H

-H
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rl -X POST "https://ai-global.ctapi.ctyun.cn/v1l/aiop/api/3j8ogbxxpce8/action-fas/predict”

"Content-Type : application/json"

"ctyun-eop-request-id:33dfa732-b27b-464f-bl1l5a-21ed6845afd5"

"appkey: XXX"
" Eop- Authorization : XXX"
"eop-date:20211109T104641Z"

"host:ai-global.ctapi.ctyun.cn”

--data '{

"Action" : "ActionFas",

"VideoBase64" : " AAAAFGZOeXBxdCAgAAACAHFO ICAAAAAIA2 1kZQBHooJtZGFOAAACrgYF//+q3E. .. ... Wp4A==",

"ActionType" : "Blink",} '

iR [Ol{Ei5EE

(=R NSV A EI Ve 5

=& SHR
W i)

E 54

statusCode = Int
message & String
returnOb j & Object

ZkreturnObj

28 SHRA

eye String
face left String
face right String

Ui

TR SARASRY, AR [E] 0 R Th
, IR EEF RS S T A RS 5
®

A EIPSPNAIDCIRERTE PSS

R 2 R EAR A, By A
FIMATHIZESNE ” action detected” ;
E B ER S Fbool {E true/fal se,
Hrphtrue RGN ZIHIEBN{E, falsedk
IRAAGI F)

L

TR Bz BRAT
True: AZIAT A
False: ARAGIE|AT N

TR BN 2SR AT A
True: Al 24T A
False: ARAaill AT N

R E /2 48 AT N

N

success

|

False

False

False

THENER

returnOb j

THNE
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SHRA YL Bl THNE

True: Al AT A
False: AAaill AT N

RERME BT AT
face updown String True: il 2| sbATH False
False: AAxill®|thiTHy

TR R LR A SkAT A
mouth String True: F&E| AT Hy True
False: AREzillF|IAT N

BTG RN
valid String True: HoI A& NG True
False: Il NIAEIE AR AN

TSRO [E10E Rz 241

¥ RHVIE SRR P8 Bl TEFR
] FERND, OB APTX N 4 1%
statusCode I3 String 4213
i
) | R IO R 2
message P String error
“error”
details I3 String IR RS N R R A S
error = String IR B B R 1R A AT _OP_4213

R OHERE

IERAIR EEA

"statuscode" : @,

"message ": "success ",

"returnObj" : {
"eye" : "True",
"face_left" : "False",
"face_right" : "False",
"face_updown" : "False",
"mouth" : "False",
"valid" : "True"

1}
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IEREMOR [EEA

"statuscode" : 500001,

"message" : "JRFFELRN, WHKARETHA",
"details" : " EBKREH AL,
"error" :"AI_OP_4101"}
WKEHS
httpRA&T fiik
200 FORE R
S .
L

6 fsHiRAg. 4 FFSLASSEIRID , 5 FFLBRSSEIRT.

R

CTAPI_10000

CTAPI_0009

AT_OP_400005

AT_0OP_400006

AT_OP_400008

AT_0OP_400009

AT _0OP_400010

AT _OP_400011

AT_OP_400012

AT_OP_400013

AT _OP_400015

AT _OP_400016

AT_OP_400017

HiRfE R

API Not Found

TeR jsonffbody S

TRARSER AR

RS HORE

TSRS Hry BERE IR

SRR S Hy B =

TR MS Hy B e B iR

MU A& ER

I EPNAN NS REE - SN

MR AR BER

MU B 1 AT B 2R

MR R G

HA9iBase6ARHE /b3 57

HEIRHA

TRET T, AR AN S

D280 (Action. ActionType EY VideoBase64) #FA%

Action FEMNiZs& string A
VideoBase64 FEMN1ZsE string 8

ActionType FBMN1ZA& string 87

Action. ActionType BY{ VideoBase64 FEX{H NZ 7

Action. ActionType {H 1% B 45i%

WA KA EER, IRy 1 7 sk

MU 5 J5 RANATF 5 2R, ZR/MTF LM

AR BRI N  10fps ~ 30fps

MRS 3 4% 215 2 545 1 SCRE U]

RIS A AR B UR K

M Basc64 5 e F 11 533
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R HRER HRAR

AT_OP 400018 RUATARAGTI 21 RUITARACTI 21

AL OP_400019 MO i MPOCLL S, T
AT_OP_400020 WA ELL = MO, EIRRRE
AT_OP_400021 MU B 2 1L A1 MUITEE T I ARG, 1542 s Il 22
AL OP_500001 MRS F O, TEERRE B R LI R B A b

base64 FRiSHN: EAFEIAY safe base64 fHRITH

® python FETE(HHH base64.urlsafe_b64encode() EREUHITIRIS
® java HHETF(ER BASEG4.getUrlIEncoder().encodeToString() EREOHIT4RAS
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AREENEEE
ARSI ERFIENEES , AR EEE [(8E05R] BEENNENNFE, <

& [ERFR] ZEEE,
o EERKR: EHE—BENYRERFRS.

o BFELE:

1. EF-miFER
2. FmRAM [BEH%IEK]

i ERMEINIGREZE?

i [EEEFHE] | #EAEFIE.
. EEREEERRTEES.
3. mir ((EFFIE] KA EECRERE. FRUERE

. B,

o FRERIIRINFN: WIRFERE, HRRIZRE FRIFRTIEE.
ABRBISZHIMLET &R ?

o itZ)5z(: BrRIFMNARMHHIEREATELSN, FREFME—F.

o MBRAIRBIAPITREMIZRINT , R/EZEIMSCRIATBrEERISTE .

API4ZHR

PN iz atll

NS 1 R )

N, 2=

API4 R

MM SEA%NE

10073k

4507%

4507%

3, 1007T

50007k

50007C

1, 000/5K

4, 10070

4, 1007G

30, 40076

173K

100007G

5, 000 /31K

17, 5007t

17, 50076

142, 50076

SYARY/

450007T

10, 00031k

25, 0007t

25, 0007t

255, 0007C

1075k

900007
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HAERTSNERESRE , RBRESNZEE?

RRGMNEANIZR: RIIERBEAITZXE , SRMNSEERARAIIERUATEIREL,
HitsRUIT EIERIREL.

THEAN: BAsKE B E—IREA.

FENBER LEESKE R, JRSSEXIMZENRGIRE  ENEBEEE RBEITIRE
PR ERSKE it TR RIR B,

ABSRBIIRSRIFRE IS ?

NEEWIARRRIRRE , SREMFRHAIEZHENETES, HNEHOEETN
BENRIRE . mE (ERFE] KHES.

R mBEAEARZIRG , EASHTEARIFIRE.

MEHRFEEERETE, 2B CRT ) IRRECEIERRE, 2B~ BigE,
IRFEEERT, 285 BRI

ARGRBIE R LUASEA R ANKS X?

Iz mBRIASFER , ENWLRIHEESSRRE , KRGS,

o LRESHERINEE, HMNEAATEN, BEBULER.

ARBIRBIRSHEREEEXA? AMERRESFEER?
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NEIRBIBRSTHBETERE , SEEETERRK, NERESHTERsZEORITAEXE
A4,

ERY, BEREFAppKeyFlAppSecretl58. , {RIEEEAFTAVER.

7.2 I3

ARGRBIREIFET?

REEE—RMET M, FOFREEITRME, UEEESLR IR THERRITH
BE.

SEVTWRIRREITRENSERRE RIS AT, BT WHRRREHTENT , &R
FRE N RIFNEE.

FFEXLE 7 ILLUBFAG?

BITHRR: ARIRB-RIRSTHEE7T RAMNAEAZROSEHRT , BIT/ERIEXE.
BTt = e—&APOTTREERITEHE,

55, BABEREREM TREHEZREE [400-810-9889] /HEHRIBEERMR , S
[RESIR[E],
= &

BEHA

PR FEWD TR HnE ERVE SR EiER e ) 1

FFSERZE—FaILLRE?

o H[RE—LEZBFEIEEERMKN, FRIrHTER.
o FRERETMIE M, BN EWIRREIRZLRERE I GEREURE

PRRIRREE.
ARGRBIBRSRE ST EHIF?

o BELIN: SHFREFUIW, A RFEREFANAINESTHITHRER.
o E{Ebit: FA—BAFTLO—FFEE.
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ABSRBIIRS & ZFFHA?

o BRAFREANIFIAR, ARt WiER.

7.3 {EX

ABSRBTEM ZBHERHE N BT EFIRE?

o [RGB m: Mz RIMAZINARE, BIRTHAERRES.
o NIRRT Bz mIIAZINA , AWLEANEREE, HAFENERRE

AN{AIZRENE /i base644wig?
LAChromeiXl| 528 /95 ELA T iBA :

1. EREBNE R fEEZEChromeiNlGes+ , Nkss ERNZE R,

23 TF127, (el E O i%kiE Sources”, EAMSA PR EERIENE RFE
%1, BATHY{} Pretty printf%,

R N
FLarsy Leskiop

3.ElFHIbaseb4RIBEEAMAES , W TNESESLTRE , &P E FRIbase64dwD

58, Ctr+ALifkbaseb4f®il, Ctri+CEH, [FEAFEHBERMEANHITES, LRiE
=R

o ABIRAIIRSS BRI RS FEA—RENIRE—KE R (ARRECXSEB—RIREI—HmM5K
&) .
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o WERAREHTOATE, FSERARAP, SIMERRRSRAEN,
AR RS D?

o FEEARRBIBATIFINOPS, EAEENEIASIFI0NQPS , BN GHER SRS
TEHIERIRE , B BIRTIRE,

o WMRFELSBEQPSEIALE , BRI FATIEBUTTE,

o R MBGHRSEAKEEENNG, HET AL REEIEEER0N, B
SER, BUATRMERRRE S,

7.4 (EFERRH!

ABGRAIMNF LENE R EERER?

/

o ERBRKA/NAET 2MB,
o [E &\ HFpg. jpeg. png. bmp,
ARRIABI2HTTP GETIHERIFZHTTP POSTiaR?

ABRBIFRLAAPIRISTURMEARSS, STFHTTP POSTIEK.

HTTP POSTIRMHL T INEEH. SHPIOIEFRFINAR ISR SECIUENILIEZIHE], AT
LR FRRIERFRVEER £,
ABSEEYIRIAPIEZA? LIENKER?

o ARXILLRIAPIEERXILEFGKE R FRIARRENE—A , BEtFE LE2KAKRE F.
ABSRBIRSERENS I ETEHTTPIERAIMERS?

® ERERMNYMETHTTPHbodyh, FEEME Tqueryai&headerd,
HTTPIERAFMRE ST AR B MNEEK].

o Skl FERANALE—APISEINEEFHAPI—HHREIEK.,
AR NMAPHEORS TGRS IKER?

o EORRFHEKERBER, ARiFEHst, BiZxiEkPHNBERHESRHTITHE.

® APIEORNFMERAILIEERAPIX,

o BN RN —APISE —API—IINFRE (JOARERED) |
ARSRBIEE IR H100%iIRB =2

o AMnRAEHRS HERNERRERX, EIBEFE—EHRRE, TAHEI100%
IRBIAERRER,
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NIEXS HRIERNAKIRBF-RIRSERAERRIBXEM , SaBdREZENITH
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QPSAIZHEA7?

SWEERRBIENASHNQPS , HERENEUASHF101QPS , EINEIERER PRI LU
1T—ERNENRERE , BRKEIRERARE.

o NREWSFEQPSHENEIANE , BEAE MENEEBWL A,
o IE: MRERIEFERMEHEELNNG , S AHAERZOREIERBE , BAR

ZE, GNATREIIERREER.
ABGIRBIIE OSSPSR ?

o AFGRFHZOIIZIFERIEREEE, 855 jpg. jpeg. png. bmp,

BPAPIIFSINAREFEER . HMBEEAPIE,
Bkl RS —APIZE AP, EEEANFREEENEK.,
C‘al-‘\-'-'. E R WETTE WEaE AR FNE ERE =

aamey AN - DS

- ABGRIERS

i B
WREE
i oy
: HOEFR
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SR URI

R

ABSRBIIRS RESIFFARLEE?

o ARBRBISHFABUERE.
o ERBEREBERENILHEEMREIE [400-810-98895%1] /H@IABHERBIEXEIE.

7.5 T2HEX

EEULLZEIPERHIE?

o ABGRBIRAPIIRSS , EASGFARRIRE , BRILIER CRIBRSS 38 LR IRIRSS.
o HATRETNBRIEHR, AETXREREMNIT BEE=IRAEIE [400-810-9889] j4iHE.

ABSRAHEHAEIRR BT NEEIE?
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FICHIEURNER. ReRENEKRENE , UERERMEHEE.
(EFRABSRAIRSS . BREERESTFE?

o XEZ-—EIERIPEFEN, BREEFSEME.
o FERERINERS , ARRIAERRSEIENER, BRIRGE R FIIRBEEED
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