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ModelArts
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Al Gallery

%%1-1 Elasticsearch SEEFRRANGFI4E

Rl tES

AR2IR%Y

BRRR&MT

MERFELR

BhEaE

O

DFEMRER

/7 VIR P, R

iy A $ 1 5.x hRZA 6.x hRZA 7.x KA
% type CHFIE | — A index B | —A> index BT R SCKF | —4 index B R
W FFEE 21 type, H—" type, type %A | XHFH— type,
R type LFRATLL | AT LLEE X type #FKAE [ E
HE o 1, doc AREHE
s
E-IRb YN SCHF HF TransportClient, RCH
TransportClient, W] | 7] LLFI A tep Al RestClient, R 3C¥F
PARIINAE AT tep A1 | http BEATIERE K. @& | 66/ http FEATIERE
http FEAT &R W A#E A Java High Level | 53K, EifdH
Ko REST Client. Java High Level
REST Client,
Elasticsearch 5.x /it | Elasticsearch 6.x hRA . 7.x fixA i H Java
A High Level REST Client $ NS REIFE :
TransportClient N | /) ez s, stz 0200 s
Elasticsearch £ Ff (1) RestHighLevelClient client = new
FEA) - RestHighLevelClient (

RestClient.builder (
new HttpHost ("localhost",
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R 1%

5.x hAS

6.X FRAS 7.x K7

9300 %ij
TransportClient
client = new
PreBuiltTransportC
lient (Settings.EMP
TY)

.addTranspor
tAddress (new
InetSocketTranspor
tAddress (InetAddre
ss.getByName ("host
"), 9300))

.addTranspor
tAddress (new
InetSocketTranspor
tAddress (InetAddre
ss.getByName ("host
2"), 9300));

/7 RAE i

client.close();

9200, "http"),

new HttpHost ("localhost",
9201, "http"))):
/7 RME

client.close();

AR L

Elasticsearch 5.x JiX
A G R AR A5

1142 template 7
.

Elasticsearch 5.x JiX
AN«

PUT
_template/template
1
{

"template":
T,

"settings": {

"number of shards"
g 1

}
}

Elasticsearch 6.x & UL b iAS T 4648
index_pattern 7.

Elasticsearch 6.x A DL fiRASHEA] «

PUT _template/template 1
{

"index patterns": ["te*"],
"settings": {
"number of shards": 1

boolean Z5 1 fiE

Azt

Elasticsearch 5.x JiX
A N EHR AT LA
B FARAT B boolean:
true, false, on, off,
yes, no, 0, 1

Elasticsearch 6.x A UL fiiAs R 252
true/false, HABH KA R FHIR.

DL RN iEA){E Elasticsearch 5.x IRAA R4S,
1F Elasticsearch 6.x/7.x hiAS2 B3R 4L :

GET datal/_search
{
"profile": "noprofile",
"query": {
"match all": {}

2024-11-07
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Rk L] 1 P2
R A 45 4% 5.x A 6.x Hii A 7.x hRA
JSON ¥ k5% | Elasticsearch 5.x # | Elasticsearch 6.x & A_FRRASAS 04 JSON 1
FLVF JSON HHAE7E | ZEEE N key, 2 EHIZRANTHTIR
%E?‘] key, JEE | 1) FiBA){E Elasticsearch 5.x MLAR 23R4S,
AR, 1F Elasticsearch 6.x/7.x iRAS 2R 4 -
POST datal/doc
{
Pigl®g @,
misim: 1
}
DELETE X #4 | Elasticsearch 5.x Elasticsearch 6.x M LA FRRA, S $047 B
A1k F, $4T DELETE | SRS ARAELE, S RASE I A ELE.
index1/doc/1, HIH
index1 NMEfE, &
¥4 index1 )2 H
*x.
_alias API 1% | Elasticsearch 5.x Elasticsearch 6.x iR A< H', alias API F1[f]
F1, _alias APT SC¥F | index F-BX HAETG B NR B4, ARG
£ index 7Bt 2
SN = L T AL
gi:;ﬁuz’ HE IE 7 Elasticsearch 6.x XA AT LU, aufdE
T R AT IR -
AL,
Elasticsearch 5.x JiX
A RV 1 44
MEE—NE5].
A R7~fl, 7 Elasticsearch 5.x lRASFAE LT TAE, (HELE
Elasticsearch 6.x JiuA/7.x WA HP 24 -
PUT log-2023.11.11
POST aliases
{
"actions": [
{
madd": {
"index": "log-2023.11.11",
"alias": "log"
}
}
]
}
POST aliases
{
"actions": [
{
"remove": {
"index": "log",
"alias": "log"
}
}
2024-11-07 15
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DRk 1 =i
FRAF 5.x kA 6.x kit A 7.x hRA
]
}
REE B
{
"error" : {
"root cause" : [
{
"type" : "illegal argument exception",
"reason" : "The provided expression [log] matches an
alias, specify the corresponding concrete indices instead."
}
] 4
"type" : "illegal argument exception",
"reason" : "The provided expression [log] matches an alias,
specify the corresponding concrete indices instead."
} 4
"status" : 400
}
BOANBCERML | @RI B E0N 5. B RGBT B
1.
R\ routing 4% | Elasticsearch 5.x WtA/6.x WA LR A5 | Elasticsearch 7.x hit
1t THR ORI N 1% 94 LEWR shard. AER LT ATt
shard num = hash( routing) % ﬁyjﬁmlﬁ{%ﬁﬂﬂg
num of primary shards 4\ shard
routing factor =
num_routing_shards
/
num_primary_ shards
shard num =
(hash (_routing) %
num_routing_shards
) / routing factor
Hrp
num_routing_shards
AL DA NI E R
5o
index.number of ro
uting shards
WRA R FE €,
I Elasticsearch 2
HaltEixfE, LA
KRB R G AT
split FIRE /7 -
Refresh IS HLAE | BRI E HARFFDEIHAT refresho Elasticsearch 7.x Ji)t
1k ZNGHIE SO ZER TR
4 E
index.refresh interv
2024-11-07 16
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R 1%

5.x kRS 6.x kA

7.x K7

al, I HZRGIKE
[8]7%f search i
3K, I B A
M E
index.search.idle.aft
er o€, BRIk 30
#, Elasticsearch
A2 e B Rk
1T refresh, =%
2 BT search ik
SRR P 3T
refresh, X Mg
1TH] search 153K &
%y, HEIN 8
refresh 58 A 14T
Rz IR E,  Fri
H5— K search 153K
— MBS 2 AT
£

B

I

SR WrER AL 2 AT IR WS H A GE T 2
PRSI0 T A, PR BIEN 70%.

G W ER S TEHEN
A8 PR A 0 T fi
R BRGHFRBIE
N 95%.

Field Data /& %7
2R H AR

Field Data & W7 2% B B {5
indices.breaker.fielddata.limit ER AN 60%.

Field Data /& W72
je8 PR R
indices.breaker.field
data.limit 2RI\ A
40%.

_all FROCHF
T

SO all FE. _all TR .

aﬂﬂ” Iz//%_all ?‘&’
ANFESCHF

search API iR [A]
77 hits.total

Elasticsearch 5.x ii4s/6.x fiA~7', search API
IR[EH,  hits.total NELT, Kot

{

"took": 0O,

"timed out": false,

" shards": {
"total": 5,
"successful": 5,
"failed": 0

by

"hits": {
"total": 4,
"max score": 1,

}

Elasticsearch 7.x Ji)t
A, hits.total A
T

{

"took" : 76,

"timed out" :

false,

" shards" : {
"total" : 1,
"successful" :

1,
"skipped" : 0,
"failed" : 0
by

"hits" : {

"total" : {

2024-11-07
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i A $ 5.x kg 6.x kA 7.x hRA
"value" : 4,
"relation" :
neq"
}o
» max score" :
}
}
Horr,
value R/~ )2
relation 7~ value
SR R 2R
e HERE .
eq R A TERIE .
gte RN HEKEL
KTET value =
_cache/clear _cache/clear API SZ£F POST/GET 773 _cache/clear APT A
API Y FE POST 73k,
AN HF GET 7
o
1.6 FEmA %
MBS RS QIR ERERT, KRGV NIETRAE 2 PR DU 2 B I F R B EK .
FLARHRE U B FE F 3 5008 LR 12,
12 T A G
CPUZ | BHE#E | CPURTE | &E4F=
2 i) Et
x86 1F | EAHITHE | 14 BRONKUAS, [ HEME, SR slaefi,
5 it} WRBEERHER, "IRPEZI .
WAL | 18 WAFRRAIR, AR, ERATHER S
ot I HOT B ZE VA R KR B3 5 AR e #0%
g, LLinZ RS (filedata HEY) o HEFE. 41
17 docvalue (RGEHEINNATE) EI5¢.
EEMS | SRMSEA | 1.2 A1 14 | [k X86 5y, AT X86 HHAY,
5 TEM ARM PEMY LA o
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1.7 YRS PRH!
SRS 1 R

TRER T R RS AR iR o

%%1-3 Elasticsearch ZERYEEBFFNT5 = fR ]

ERAOTR BRI

FENERF I BOR T RB CWRl | BRIME 32, SR SCHF 200 AN R, o AL 75 5 5Ok
&) WH, TEBRARTRSH .

BB BN TR (| 1

)

14 28 AR

o Ui RS EEAEN G, U R A oA A
~  Google Chrome: 36.0 }2 5 ShiiA
~  Mozilla FireFox: 35.0 J% 5 A
o i =M EIRSS T Kibana 1 Cerebro, #:13UH FH 40N A< ) Ui 2%
~  Google Chrome: 36.0 }2 5 ShiiA
~  Mozilla FireFox: 35.0 J% 5 A

1.8 SHMARS ZERX F

CSS HHAmARS P X R WA 1-2 s
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[E1-2 CSS 5HMARFZHIXHR

@ EHHa

B =RSE

ECS

GEE] @

EMAE=
VPC

| EHER e iEERs
Q _HigTEE | o
TS 17 IR ——
R ‘OEEEHF ZHEERS
css

ZHE e
EVS

D)
=@t BE
CTS

Br5E it

s ©)

ZmizfR%
CES

#<1-4 CSS FRESHEMARFZRIXFR

FAXARSS

X EIfRE

WA = (Virtual
Private Cloud, f&j#x
VPC)

RS CSS MBI EMMA = (VPC) KT M
W, VPC il AT 2R RE &, T SRR SR At
Zha MBI LA

FtE 7 Ik 55 %5 (Elastic
Cloud Server, faj#R
ECS)

RS CSS AR R FO— B HME SRS 4
(ECS) . QIR K B Al Q@ ik 2 IR 5% 28 1F 910 i

=Hf# (Elastic Volume
Service, iFK EVS)

= RIRS CSS M AL (EVS) iR 51 8. g
LERERS, K E BBV o A T AR R

X ZAFE RS (Object
Storage Service, &K
OBS)

RS CSS AR AEEE X R A7 %5 (OBS)
NI

G— G IIE RS
(Identity and Access
Management, f&jFK
IAMD

RS CSS MG — S EARSS (JAMD #EAT%
o

=i IR% (Cloud
Eye)

RIS = MR S5 L IR R AR R 2, IR
BRI 5 IEHABAT . AR FRIRSS H B SCRr R AR b oo A
i FH AR AR HOIRES . 1P I R Ao P R P hm T B K
I T AR AL A I DL T SR RS AR,
JURTEL T R AR S

= #H i RS (Cloud
Trace Service, fAFFR

mH RS (CTS) WRLE3YS CSS =R RS ARG 1
VRS, T HERER. § A,
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ikl 1 P2
HXRSE X HINRE
CTS)
1.9 EARE R
- $c:
B MREE LEREON AT HLS, — MEFRR —MHLE TR R RS, B
AN SR R o
5|
FF1#f# Elasticsearch 5, & — /N2 A0 o B8 — R 2=,
Shard

RG] DA RO L 1 AT R BR A A . i XA K,  Elasticsearch
Rt T —AMRES, KRBT NZA, N Shard. MEEIE DRI, ERTLL
MRE LR HUHE € Shard %R . B4 Shard FEEEERF T IER M it HEgA
Shard 75 & f&—MHSLH) L A ThRER) “K5] 7.

Shard R R BEAERIERIIATRE, HARIQIERI)E TIEB S,

Replica (&IA)

& =

SRR

BR ST

Shard T HUSEBRFEAE R 5 AN EIA . AT DABRAE N &4 Shard. &I B A74E T AT 5
T, AR, AT DURE M 55175 U4 N Byt /b Replica #

Elasticsearch /£ fiff (ISR, 2RI DA S BEAC AT, 24T 0 R BB 2 AT

RS R AHHE T PR, T X AR EE.

Elasticsearch 7.x LA A, 1 ARG BT DA S TN SORSEA, AN SR LAk
TE BRSO RA,

Elasticsearch 7.x & LA FRRACH, SCREAY LSRR “ doc”.

FERAHR 7B 2R, m DURE Bt B sh B . A4 T HodfE % Y Schema.
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T

L RSOCRE dR/N A. H 2 T8 ZE P Column.,
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RIENI]

2.1 RIEFIREH IR RS

AE R T — AR R ZOR ], AT S HORBIR TR SRR
BREAERG . SALE. HREBIEFERE.

W= ik

FEAR A A R B2 AL 55, DA P A% Se it i R D9 TP SR AL e i R R D e
EREE P B AL S 3G, 8 A% So s e 1 B ORI R . R R BRI
Wi LR EAS YRR . Dy 1 oS P AR AN T JBE G FH P T, 1% FL R T e i P
RS IR IR AR R I RE, AU R 1 A A% SR 2 A R R
[IEEE SN EDAE 641 5

AR BE 2% HEL T 19X 32 22 1 T i ) 80808 40 T P«

{

"products": [
"productName":"2017 AR L EAT L de, "sizem "L}
"productName":"2017 AR L EATH L de, "sizem i "M}
"productName" :"2017 R LS LB, "sizem: "S")
"productName":"2018 FRHA AT A2, "sizem i "M"
"productName":"2018 BB AT A2k, "sizem:s"
"productName" :"2017 FEHEHFIMAYELLE", "size :"L"
"productName" :"2017 FEHEHFIMAYE LI, "size i "s"

R T T e

BB

A1 BIEEERE
LR 2: AR
DUR 3 R
(Arik) LR 4 MIERZ S
(rik) SBBR 5. MERSEHE
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SE1: QIEEH

AR TR B — N FRON “Sample-ESCluster” H Elasticsearch 268 . HLAERHN
TS A, @UGER “1 S A “ess.spec-4ulg”, “RAifE” N “&
1/O”, “HiRfFEAE" H “40GB”.

1. BRoEEMSEHES G,

2. A EAR COIERER” , SN AR T .

3. ERE COYETXI A CRTHIXT

#<2-1 XA X S%05 PR

2 PR

2 iy X3 FEAT O A P e R SR A 0 T AE [X a5k

ATAIX WePREEAE TAR XN R AT I X . 2 SCIFICE 3 4> “ AT H
B:” R
Ay SR BlseRE 14 X

4. MEEHERER.

E2-1 RRESKEER

EResE Logstash OpenSearch

ERHRE 7.10.2 v
£R5 =W Sample-ESCluster
F2-2 EARSHHAA
S WiBA
EERERRUA BRI R AR RENCAS,  SCRFBIRRAS LA T T oA #E
EREATR H E R TR
Ao liEn] LEIE#— AN FRA “Sample-ESCluster” H4E
Bfo

5. BCESERFRIMRER.
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H 5 2 PUEAT]
R2-3 S S HIRAH
¥ L]
R EERER T AN TR SO 1~32,
K FoRBIERE 1 AT
CPU ZE#4 FARSCRR 281 o SEBR X IR R E
R EETE Y SR o
ARy SR RS UG FE “ess.spec-4uBg”
ARG PRI
ARG AR R VU RS V0.
R A R ARG, A O 575 RO ORI, AN A R RIRS e VP

HIBUEEFEIANR 9 A7l 7 B A SCRAE N 20 MA 3
Ay SR WA 7 R BGEFE 40GB.

J& Fl Master 15 4

Master % 5 F T8 B T 19 /L. 2 HEAAEA DT
HHE K, B0 s8R KT 20 AN st #2108 ] Master
T, PREER KRR ENE.

AR5 n B J6 75 FH Master 75 /5.

J& F Client 7 /5,

Client % i F TR BL2 P e AR T e i A 55 . 9%
BB T R R, T R T 20 AN R,
HUURH Client 1958, PRUESERFAIARENE

AR BIJE 5 Client 75 53

JA RV B 9 5

BT U AR TBON T P S R O IR [ 24
JORE T3 S A [ I T EESRAN AR i A, T DOREIX 8 0 it
FAABER R T R L, TR .

Ay s BITC T o VA s 7

6. WESERMLINH .
WMRETFE T “AIiE 7, EOIERERR, TS ERIE M TiH. &n
CAEEA U R R HE R L F24  7 F eV Akt e, e BUE sy “ &5 I
HAEEL” 24, e« HE R EREhl G, gl HMEE A

AP .

7. Bl N MRECE” , WEEMRMSICE.
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JZEDREiT"7] 2 PUE AT
E2-2 BLE L

EfAE= v Q ==ESWNES
ERIREREHIEARLE, AILOIENLS I TRAES

Fa : v Q
BT FRISSSEOREEE, USRNSSR, DISSmEse

=22 v Q ===248
EEEIEETBIGEIER, ARSI AoHSHIES

2-4 WAL ESHORA

et PR
READAH = VPC BUEIAA =, Rl 2Ry s T Mg e e, Rt

Eoil TR RIS S
PO ERERTER VPC, B “BFEMMAE LR A VPC
R4 HE CBIER VPC LA ID. WA VPC, THEG)E
—/NETH VPC.
AR
IHAMEIERRR) VPC B EMER (CIDR), BRISERHSTEOERN
Ih. #ER VPC BABSMER (CIDR),

F I MRS AR P& BE B K . AT DU R IR, DL
EN 2% 22 4,
PO F EH T M, [k VPC kRS EFE VPC FEE6)
T ZFRAID,

74 GAREERE—NEE LS, NE—A VPC W EAMHIE 2 4%

PR SRIFA ISR N 2 IR ST A SR DT 1 Sems . iy “&F
gl W T RR AR

ZafR R SRR R T R e, T 25 R S AT iR
AN AN
Ay S5t B R A 22 A

8. iy “Fb: WAL E” . ATLLRESENE B SR A R
AN TR MM, TEHIT R SRR A = 2 ThRe .
9. iy “TF—: BINEE” , #AERUE B CSLRIEIE” TR A E R

10. e “REERIIR” , RGURBEE D] <SSR . SOIErERE R
M IIRT, HERRES N “aldd” , QI@RIaSEIRE N “af
)EH” .
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FR]2: FAYE

SRR SRR BT (RiFK CDMD . HdE NIRSS (HIFR DIS).

Logstash. Kibana 8 API #%i#i 5 A\ #| Elasticsearch. Kibana & — M5 751 5
AL &, J8id Kibana A PSR . AFA7FILE Elasticsearch 2 51 R, AT LL
SEPLCAEIR . T R R . 1 Z S5 1 Elasticsearch £E BRI FR 1L

Kibana, A4 LA Kibana A/ 444 HidE 5\ 3| Elasticsearch FIHAEEE .

1. 15 “HEREH” TUmERF SR “Sample-ESCluster” £E#f, iy “#AE” 5+
i) “Kibana” 3t A\ Kibana 54| G .
2. 1£ Kibana fJ AN SR H LS “Dev Tools” , #EA Console L.

Console 72X 38 5 ANAE,  fa NAEA U = M T2 WA T 6 24441, Console 451l
gk B X

\

[#]2-3 Console A H

=  Dev Tools

Console

History Settings Help

1 GET _search 1
2+ {
3+  "query": {

"match_all": {}
5- )

6}

3. {E Console 7, PATWI Far4EIE#EZET] “my store” »
K F 7.x kA

PUT /my_ store
{
"settings": {
"number of shards": 1
by
"mappings": {
"products": {
"properties": {
"productName": {
"type": "text",
"analyzer": "ik smart"
I
"size": {
"type": "keyword"
}
}
}
}
}

(7.x WA K& T 7.x BA)

PUT /my_ store
{
"settings": {

"number of shards": 1
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}l
"mappings":

"properties":

{

"productName": {

"type":

"analyzer":

}I

"size":

"type":

}

"text",

"ik smart"

{

"keyword"

R [E] 45 R4 s

"acknowledged"

"shards_acknowledged"

"index"

}

7t Console Ftl, PATWI T4, FEHIEFAZ “my store” R5[H.

: true,

: true,

"my store"

&TF 7.x FiAD

POST /my_store/products/_bulk

{"index":{}}

{"productName":

{"index":{}}

{"productName":

{"index":{}}
{"productName"

{"index":{}}

{"productName":

{"index":{}}

{"productName":

{"index":{}}
{"productName"

{"index":{}}

{"productName":

"2017 %%%ﬁ%ﬁxz,ﬂ‘$gg4§", "size":"L"}

"2017 ﬂ(%%ﬁ%ﬁxz,ﬂ‘$gg4§" ,"size":"M"}

"2018 FHEH AT LIE, "size:

"2018 FHEH AT LIE, "size:

112017 FEHARARPE LR, "sizen:

"2017 FRHAMRRPE L, "sizen:

(7.x WA K& T 7.x iA)

POST /my store/ doc/ bulk

{"index":{}}

{"productName":

{"index":{}}

{"productName":

{"index":{}}
{"productName"

{"index":{}}

{"productName":

{"index":{}}

{"productName":

{"index":{}}
{"productName"

{"index":{}}

{"productName":

112017 BEH AL ERAZ LA, "sizem s

VR!

ngny

"y

ngny

"2017 %%%ﬁ%ﬁxz,ﬂ‘$gg4§", "size":"L"}

"2017 ﬂ(%%ﬁ%ﬁxz,ﬂ‘$gg4§" ,"size":"M"}

"2018 FHFEH AT LIE, "size:

"2018 FHEH AT LI, "size:

112017 FEHARARPE LR, "sizen:

"2017 FRHARRPE L, "sizen:

112017 BREH AL ERAZ LA, "sizem s

VR!

ngny

"y

ngny
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£ 3: REYE

MRS R E T “errors” FEIMEN “false” B, FRoRFANEIELI.

SRR

BB Z R R, AR EE R RO S R R
DA ER BT, X BAE A Kibana s P RBIRTE S & 1O

AEIESE
PAT T s
(T 7.x fAD

GET /my_store/products/_search
{
"query": {"match": {
"productName": "FFREE(THE"
}}
}

(7.x WA K& T 7.x BA)

GET /my store/ search
{
"query": {"match": {
"productName": "FFRE(THE"
}}

PR

EACIECE S Y
{
"took" : 3,
"timed out" : false,
" shards" : {
"total" : 1,
"successful" : 1,
"skipped" : O,
"failed" : 0O
by
"hits" : {
"total" : {
"value" : 4,
"relation" : "eq"
b
"max_ score" : 1.7965372,
"hits" : [
{
"_index" : "my_store",
" type" : " doc",
" id" : "9xf6VHIBfClt6SDjw7HS",
" score" : 1.7965372,
" source" : {
"productName" : "2018 FIPRFATHE Lo,
"size" : "M"
}
by
{
"_index" : "my_store",

, |
>
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" type" : " doc",
" id" : "-Bf6VHIBfClt6SDjw7HS",
" _score" : 1.7965372,
" source" : {
"productName" : "2018 FIPRFTHE Lo,
"size"™ : "S"
}
}l
{
"_index" : "my_store",
" type" : " doc",
" id" : "-Rf6VHIBfClt6SDjw7HS",
" score" : 0.5945667,
" source" : {
"productName" : "2017 FEPRIRNYE LA,
"size" : "L"
}
}l
{
"_index" : "my_store",
" type" : " doc",
" id" : "-hf6VHIBfClt6SDjw7HS",
" score" : 0.5945667,
" source" : {
"productName" : "2017 FEPRIRNYE LA,
"size" : "S"
}
}
]
}

}

- Elasticsearch 3(#F IK 70, EIHIHATAr 228 “HRPAFHE” iy “F
7R AR

- Elasticsearch SRR, LHPUT S SENA R ME ST ERAE “F
%” :/E “q:'f¥7‘ﬁ4§” E’]ﬁzjﬁﬂ,ﬁ;Am\o

~  Elasticsearch S5EGHIREAF, ©RefEIEIHER I fEZP R FI45 5 .

- Elasticsearch SCHFPF/r 47, 78 BIRIIR [RG5S rb, 7l 79 2% 58 it 5 S0 o [R] IR H 30
T LT R AR, JEWkE S B I T R, PrRAHT %
EOE PR SR R B R VL S s, 8, AR s SR

REGRER

1% LR WAt AT LR ISR A 45 %M/TIJJFJ@ Biltn: 6 “FRBE” XF LR i R

73, G AFE USRI R . X AL Kibana 7R 565 45 R /RTIRELE 5 & KR

T 77FDLIEI ER.

#MT AU Fs

T 7.x A

GET /my_ store/products/ search

{

"query": {

"match": { "productName": "FH" )

}!
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"size": 0,

"aggs": |

"sizes": {

"terms": { "field": "size" }
}

}

}

(7.x WA K& T 7.x BA)

GET /my store/ search
{

"query": {

"match": { "productName": nFAE
b

"size": 0,

"aggs": |

"sizes": {

"terms": { "field": "size" }

}

}

}

B R Frs o
&T 7.x A

"took" : 31,
"timed out" : false,
" shards" : {
"total" : 1,
"successful" : 1,
"skipped" : O,
"failed" : 0O
by
"hits" : {
"total" : 4,
"max_score" : 0.0,
"hits" : [ ]
by
"aggregations" : {
"sizes" : {
"doc count error upper bound" : 0,
"sum other doc count" : 0,
"buckets" : [
{
"key" : "S",
"doc_count" : 2
I
{
"key" : "L",
"doc_count" : 1
I
{
"key" : "M",
"doc_count" : 1
}
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}

(7.x WA K& T 7.x AR )

"took" : 3,
"timed out" : false,
" shards" : {
"total" : 1,
"successful" : 1,
"skipped" : O,
"failed" : 0O
by
"hits" : {
"total" : {
"value" : 4,
"relation" : "eq"
b
"max score" : null,
"hits" : [ ]
by
"aggregations" : {
"sizes" : {
"doc count error upper bound" : 0,
"sum other doc count" : 0,
"buckets" : [
{
"key" : "S",
"doc _count" : 2
bo
{
"key" : "L",
"doc_count" : 1
I
{
"key" : "M",
"doc_count" : 1

(FTik) B8R 4: MIFRESI
SIS PR I 93 5 0, T AT A T i &, BRI 51, 38 Gt IR B

TR
DIV o

DELETE /my store

A (5 S SRAN FTR o
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{
"acknowledged" : true

}

(AIik) BB 5: MIFRERF

OO AR R %S, RS RN, TR ERR A TR,
0 58
HBTERRE, SURTANRE, SEERE.
1. ExXmERRSEHEHG. EAMGEREEER “EHEH > Elasticsearch”

HENEREELTUE, %9 “Sample-ESCluster” SERFFTIEAT, TEHRAESHS “H
z» > “ﬂﬂﬂgﬁ;» R

3. EHHRBAEES, A EMIERRIERE AR, B CRE” SERERLE.

Jo
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3 REE
3.1 BZA PFHEMER CSs

ARZTEFNAOIE CSS H P, F CSS RS HIZEIER T H P4, P amaE P
Hrp (NPT EAMERER), IR P A xR CSS AR, #
EMAEIE 3-1 fiow.

CSS HAPMIEMA F AR (CSS & S AUBRAN AR ), ZEA PR AR 1) B i 17 A )
X PRI P 4
ClEr3 368

M P AIRBCZ R, TR AT DA INE CSS RGNS, 1S WAL B
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Rz

[E3-1 45 F P24 CSS HRRFE

Fea

BIEAREHIEW

RIRAFFMARFA

A PERHEIEDIR

=L
= H

1. Z7% 1AM H /7 fa 80 P AL

15 1AM Bl G R P A, T BRRSBUR.
2. ZF 1AM H P fam el P R AR 4

£ IAM 6l GBI, FRRHEmA 1 el P 4.
3. HPESFIFEAEAR

WOl P EsEhlG, VSRR, IR

- AE “IREIIRT FIRFE M EIRS CSS, #EA CSS E5tH, Haih B “a)
EERE”, WS CSS BEHE, WA TVEMN S CSS 4R (R 4 AT A FRA £
% CSS ReadOnlyAccess), #7~ “CSS ReadOnlyAccess” T4 -

- AE “RESINER” kRS R RS (RECEHT RIS S CSS

ReadOnlyAccess) HME—MR%S, WRFERBIRAL, FRx “CSS
ReadOnlyAccess” VAR

3.2 CSS HE X =B

R AR GTHE R CSS BUBR, AN 2 S AIFRBCESK, W] AR B 52 SR . B SRS
FRT LIS IHRIBALIR (Action) 1275 A2 R kS5 APL 225 P KB BR SRS AR AL T o

R SZRF LR PR 7 0B B R SR

o FIHLALHLIEI B H 2 SRS TR T ARSI, T AL AU IR B
55 BB UL SRITFEESRMS N, W E SR GRS .
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3 RUPR

e  JSON MLKEIGIEE B %E SCHmG: FTLAELEFE SRR AR 5, AR B AR T R g s A
7%y W] DAERRAE S AR P 2 5 JSON A% 2 SROGS P9 7 o

BARGIEPRIEZ W TAM P fa g PRI B SURIS . AR TN 43 H AT CSS
R RIS o

[MERL Y
IAM I PRFIEGEESRA RO FHES], MREASHEENZ ], TEEATEE.

CSS B E X SR HEHG)

(1 88
NREFKE, EEFATZE GetBucketStoragePolicy, GetBucketLocation, ListBucket,
ListAllMyBuckets 1R, Z8&&Z! OBS 1.

B 1 FBUH R R

{

"Version": "1.1",
"Statement": [
{
"Action": [

"css:cluster:create",
"vpc:securityGroups:get",
"vpc:securityGroups:create",
"vpc:securityGroups:delete",
"vpc:securityGroupRules:get",
"vpc:securityGroupRules:create",
"vpc:securityGroupRules:delete",
"vpc:vpcs:list",
"vpc:privateIps:list",
"vpc:ports:get",
"vpc:ports:create",
"vpc:ports:update",
"vpc:ports:delete",
"vpc:quotas:list",
"vpc:subnets:get",
"ecs:cloudServerFlavors:get",
"ecs:serverInterfaces:use",
"ecs:cloudServers:addNics",
"ecs:quotas:get",
"evs:types:get",
"evs:quotas:get"

1,

"Effect": "Allow"

)
2. FELEF MRS -

TR T BRI & A SRS A, SIBA SEb e . P % T RS R, —
ANBBCBUE F R [F) A7 7E Allow #1 Deny, JUi#4& Deny FE4EJE M .
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3 RUBRE

WRAE LS #5277 CSS Admin ) RS 5REE, (HAAEH A CSS admin H5E S
PR MRS 2AUR, ST LA — S4B 4R = AR 55 10 H 5 SUKRIE, SR [FIB# CSS
Admin FIHEZE MG T H 7, R4E Deny fRseE ], U Al LA CSS #0047 F% 1 M Bk
RN T B . TRLSENES Rt R .

{
"Version": "1.1",
"Statement": [
{
"Effect": "Deny",
"Action": [
"css:cluster:delete"

]

B 3. A IRBOTHN .

— A EE ORISR AR S AR, R 1T VRS AR IR 55 RO A, IE AT LA
B HA AR S5 BB AL, T DAL ) A A 55 e AR AN AR 55 TR e i, BR300 H i
SRR RMIRS . ZDRBOE ARSI T

{

"Version": "1.1",
"Statement": [
{
"Action": [

"ecs:cloudServers:resize",
"ecs:cloudServers:delete",
"ecs:cloudServers:delete",
"css:cluster:restart",
"css:*:get*",
Yggggw g ligict™

1,

"Effect": "Allow"
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Elasticsearch

4.1 BIEER

411 QEZ R R EE
Elasticsearch £EHF S FF 8 L X, S5 AT 0] DLSE i 215 1) Elasticsearch £E 5

HoRenlfeis

o

[MERT Y
ARIIEF] Kibana ARIHIRIREEFRR SR BEER.

E=ER
o CHTEEERERT, MW E AT RN L E R S E X A XA, AR E
SHER 4-1.
F4-1 AET =LA S B EiREA
EHESNTH LR T RBEHEESCE
ess ess: 1~32
ess. ess-master ess: 1~200
ess-master: 3~9 fI&FEL
ess. ess-client ess: 1~32
ess-client: 1~32
ess. ess-cold ess: 1~32
ess-cold: 1~32
ess. ess-master. ess-client ess: 1~200
ess-master: 3~9 fI&FEL
ess-client: 1~32
ess. ess-master. ess-cold ess: 1~200
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SR REE TRHEENEETEE

ess-master: 3~9 fI&EFEL
ess-cold: 1~32

ess. ess-client. ess-cold ess: 1~32
ess-client: 1~32
ess-cold: 1~32

ess. ess-master. ess-client. ess-cold ess: 1~200

ess-master: 3~9 (&AL
ess-client: 1~32
ess-cold: 1~32

DO A7 R AL A 5 ] -

FeT 55 TR E A I 2R .
® ess-master: Master 7 j
e ess-client: Client 15 i1
e ess-cold: AEHET A

o ess: BRINTYREAY, BIGUESMENT AL R BIE 1T RS2, ot 3 Ry GRS

BRIELR
L BREMRWSEEEHG.
2. fE R TURSA LA CCIRERE . M QISR DU,

BE N SRR B “ BB PE>Elasticsearch”, Hiids B “OlEgERE”, it
AN “RIEEERRE” DU .

3. JEFE CHETXER” A CRTHIXT .

F*4-2 XA X S%05 PR

2 PR
2 iy X3 S AR DRAE A (U R R HE R L $%
X e PREEAE AR XN RIR AT I X

Bis AZ TR,

RAESHEE 3 UK . ZTRKOEHESN 414 5

4. MEEHERER.
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=4-3 EASHREA
2 1 BA
LERERRA BT TR EERERRAS, S AR A DA S T vT e 0 T
LERELFR H € ERLIR, RN ZAEEA 4~32 N5, Hibgt
SR TR PRI R RIZ, Hao LRIk
L
HEMCIERINE, EYULURIBERIEKERRBIR. PEEREHAIE
BEGHR, BAGERIEASERE, B Enen sEnY |, sns
RE, BV R, MERSINEN, s T
Ho
5. MCEERERHIEE .
=4-4 FI8SHIREA
2 1 BA
TR SERER T SN ATIETT S BN 1~32, @ UCTT SECN 3 83
DL, DASE SRR AT F
o IS FH Master 15 SR Client 17 5, eS8 ST
EUBHEVE N Master 5 5 Client 5 /&5, [N B & AR
PR, AAAEEHE . TRAL R NEERER AT B IR 55 - DL,
NRIEER R EE R e, EIKE T ABERTET 3
N
S
o S A A Master T &, HAJSH Client 54, HSHFEE
HT S0 F ARG AL Client 15 55 T EE
o LN S A Master 15 A A Client 75 &, HSEIEERT A
A H T AEfg B
o M Client W, HAJS A Master 54, SHFEE
BT RS0 F ARG 4 Master 75 2 IhRE -
CPU 22§ THRF “X86 THE” A “HEME A PIASEA, HEARS RS
FH SE PR X I 55t 2
A SERER T SRS . BT DIARIE 55K, B NS . B
LERE N BEIRFE— N o
TS A EPAAAERA, LHREE V0. &/ 10, #& IO,
TR AR S RN, HEBUEVERE 57 S O, AN R RS 7o
HEUE YE B AN
TG N SR BN 20 RS2
J& F Master 15 &5 Master 15 5 FH T FRAERE PRI 1755 475 ELEER DT
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2 PR

BHEER, B mgE KT 20 AN Ay, @i0UH F Master
T, RUEERRRE M. Rz, EVUNBEERF T mAL
5" %iﬂl [F I AE A Master A1 Client 15 S BT,

JEFH Master 75 i, #E N JTIERERT N 9 R L AR
ﬁa ” *H (:—l—!—ﬁﬁ{ 2 “_H‘ljjiﬁa” ,Z‘/DE[ \/J\;J::;E/J%
s m%uﬁ%‘*ﬁﬁ N RAEGE AT B E AR
FAH SR TT LIRRAE SE B i DL 3

Ja i Client ¥ &5 Client 17 5 TR P o NSEREAI 0 T B I IR 55 475
AR A AT EAE R, B SUEE R T 20 AN R,
AWEH Client 755, PRUEEREIIRREME. k2, BUKE
LT T AR %iﬁl [ 1E Sy Master A1 Client 1 s BJ)

CE
JFH Client 5 557, £ FITIEFRRERIRD 5 SO o “45
%[E» ﬂeﬂ r:—u—u—ﬁﬁ{ ” «—H— é&a” Tﬁﬁjjl~32’f{%§ﬁ

H. TR E’Jﬁﬁ%@%ﬁlmﬁ A SRR TT AR 52
Bt LI T

JA RV B 9 5 2 X D S K IR R () EEOR AR AR s 15, AT PO IR 73
HAR B B b, AT BEAR AR o

A SR R, 78 TP NI <
KRR AR . RO TR 132 (TR
o 35 RERET TR b R LR 52 B i
.

THERBAR Y R )E, RS =B AS M /3T £
R IRFRZE

6. WESERAALINH .

EREOTIE T “AbIH 7, QIR WA RBIE D bIH . &R
CAEEA U R R HE R L F 2 A 7 T L eV Akt e, hrT BUE sy “ &5 I
HAEEL” 24, e« HE R EEEhl G, gl HMEE A
AP .

7. Bl N MKECE” , WEEMHRMSICE.

*4-5 AL ESHORA

et PR

BAE = VPC RIEAA =, Al @7 U AT & B, $2fitae
Sl G ITEESI S

PO EERTFEN VPC, Hdi “BFEMAE =7 #EAN VPC
RS EH COBIEN VPC 4 ID. R EA VPC, FEAH
—ANHT) VPC,
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PR

tEA
LEEAMEEERRRT VPC B ZMER (CIDR), BNIEEHSHILOIZERM
Ih. #EAY VPC BUABSMER (CIDR).

T

MRS AR P& BE B ) . AT DU R IR, DL
EN 2% 22 4,

PO F EH T M, [k VPC kRS EFE VPC FEE6)
HHTFMAFRAN D,

ecoet|

wAafR—ANEE R, AR VPC N EA IR % 40k
PRI BB AER S = IR ST a5 PRt R ems . il “ &R
TN W [ RE .

AR

o ATHHRERBIER AR, FTERELEH 9200 AN,

o YNSRBUEAIEEFN 7.6.2 RLAEMA, NEEHEREZEARTIRZ
ERRHERE. MRTENERZEEATRZERNEERRO,
TBEE/DIHF 9300 ImOAE(E.

o ITF 9300 mOBERE, MREHHEFRRRS, 1SR
17 BEHEEETE.

ZafR

SRR R S R e, FFE 2 a K SR T IE R
Iz iz 2 NIE .

o EHHFKLZEIN admin,

o WEIWINEHERFE., Bl RENZN, JF8n et

SR

HTTPS i 1]

RAETF B SRR R 28w LUS A HTTPS Uik, FH)E

HTTPS Vilal 5, Uiln SRR g7 i 2 .

BiAA
REERHEA HTTPS 1B(S, 1EHAFRSERHFA HTTP BSEEEE:
BE 2K, FREBIERT HTTP SERHEARFARIEIITA 20%H9MERES L.
NSRIBEFEMRER, A EFRR e SR RN SRR E R

(F5|. 4. FEE) g9Th8e, WIBJLAKH) HTTPS 15(a), X

HTTPS ihiAlfE, =fFF HTTP MUSEEHEE, TARIEERE
M, FEEEFBEAMIGIEINEE,

T

JHE “HTTPS il ” J&, WLLERREERCE “AMU" , i
BaMUiE e, A DERAG— A A R T 1P, JE XA 1P
A AE A WG 1% 2 e, EIICEIS 25 432 AMTITH

8. iy “TFb: WMALE” , WEERANREA A=
a.  WHEEMBASIPEITC, FEailcE MR E .
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RGERVITIHERFRIEIT G, WRIEAFE B BRI, ATRE “4RHRER
BTG Rk H PRI & BRI T H X RAF# AR 55 OBS, PREEL-fik
FERRHEAF fifi o JR A U2

F*4-6 SREHRIBEAAC E RIS B AA

2

PR

OBS #ff

FE N RHE R FAAE TR IR OBS fifi. thr] LT A MY “ A 2 A
HiE OBS.

B CAEER OBS 75 /2 R 46 1F:
o LESINT N “FRELRET S
o IXIH” ZE B SRR TR X ISR ]

#AERAE

PRIGAZE OBS #f A7 TBUR A%

F A B AR TC B RN

o BUMEAARAKE TS x|

o RMERIEARELL “/7 ko

o RMEREARELL “7 HKELE R

o B REKEANRIE 1023 N4

IAM ZH6

18 K S B S AE R RS V) IR s 4E 5 77t 42 OBS . bl
A “ BRI Brid 1AM &HT.

B E CAFE R TAM 65 e a4
o TALRMT kB “mIREST .
o “HMR%” kFE “Elasticsearch” BiE “ =1 &RRS CSS” .

o WHEMHIZALRLS “RRS” F “XNEAmkE” BHK “OBS
Administrator” R .

=47 SEEHRER B oA R RIS HIR A

2

PR

PR A2 AR AT

AR
%

PUBLIRRIR K E RN 1~32 NF45F, Ree &/ g6 e,
RN IR, HAHLLNG PR PRI R B PR A4 FR T 400
I TRIERAEL R, E B AR SRR A FRON “ snapshot-
1566921603720” .

I X

TR AR BRI X, ANSCRFIBEG. BT U X FE & I T 46
(18

SR sln]
[f]

e R B IS IS 1a], HEESE 2 S iS1a], 20 00:00. 01:00,
HUAB T 9 00:00~23:00. 15 7E R FHE FP B ] .

b. MELEMHEAIIGE.
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 BRARRE: B ARG L “Kibana ARV A “hR2”
S, EYUROIRESERR, AR S T LA T T

. X RURTEEEITRE LRSS “Kibana AR A
BRIk

=4-8 BRI ESH
et PR
Kibana 2~ P47 1] RAJTHR “ 22l %R, 4R E Kibana 2 M5

M. FFJA Kibana AW Vi 5, F A PAEAS— Kibana 2
W )k, JE X AN HhE, T PAE AR T A Z AR
FERRC B 152 % 4.13.2 Kibana 2 M o] S5 .

s RN INERZS, AT L5 P R R B A I SRR
Piio ML TT DLk RS “FREBAETIIRS” O U “TiE
XHRZE” , WATLLH OE X% . WA G 2%
4.7.3 EHIRZ .

WAL CE BT = RIS FIF AR NG, ) 75 4%
PR SN AR INFRES . bR U RASTT B PR RS 1)
B, WIPTRes SEUERAIE RN, EIRHLEH R TR
PR FERETEAR o

9. iy “TF—: BINEE” , #AERJE B “SLRIEIE” TR A E R

10. e “REERFIR” , RGURBER] “ SRS . SOIErERE R
M TIRT, HAERRES N “aldd” , QI@RIaERE 2N
)EH” .

ARG QIR TR SR P, EH B SR .

412 IR EENEH

BRIFL TR

Z2 AR 0] LA IR 22 e 30 Elasticsearch ZE#E A A1 2 o

1 BXREERRSEER G
2. fE RN TmRA BAR CRUERERE , BEA “RIESER” T,

BE M SRR B “HEREET P> Elasticsearch”, FihiA LA “OlgERE, 3t
AN “RIEEERRE” DU .

3. JEFE CHETXE A CRTHIXT .

F=4-9 XigANe] X 2 #5 FR

2 PR

2 iy X3 SR AR X IAE A (U T A P %
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2 1BA
" H X R T AR X3 BRI vl FHIX .
REZZFRRE 3N “ATHX” , ZTHXEMERESIL 4.1.4 3
s A7 HERE,
4. WEEBEAER.
3=4-10 RS HRAR
2 1BA
LERERRA BT TR EERERRAS, S A A DA S T v e A T
LERELFR HE EERELIR, TR ZRVEEA 4~32 N 75, Rk
SR TR PRI I RIZ, Ho LRIk
L
HEMCIERNINE, BULURIBERIENERRBIR. PEEEREHAIE
BEGHR, BAERIEASERE, B Enew sEn Y, sns
RS, B V| HHTRE. IRREIMER, TEE T
Ho
5. MCEERERISE S
=4-11 MBS HLRAR
2 1 BA
TR SERER T SN ATIETT S BON 1~32, &I SECN 3 83
DL, DASE SRR AT F
o IS FH Master 15 &SR Client 17 5, eS8 ST
EOBHEVE N Master 5 S Client 5 /&5, [N B & AR
PR, AAAEEHE . TRAL R NEERER AT B IR 55 - DL,
NRIEER PR e, EIRE T ABERTET 3
N
S
o A A Master 17 /&, HAJSH Client 54, HSHFEE
HT9 S0 FH ARG R34 Client 15 55 T EE
o LN S A Master 15 A Client 75 &, HSEIEEMT A
A H T AEfg B
o M Client W, HAJS A Master 54, SHFEE
BT S0 F ARG EUE 4 Master 75 2 IhRE -
CPU Z2# TRF “X86 THEL” A “HEME T PIASEA, BEARSC RS
FH SE R X I 5t 2
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T A% R R RO . T DURAE TR R, IR B RA% . B
R A REIE R DI

T A EFAEERAY, CRPEIE /O, & VO, & 1O,
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J& F Client 7 /5,
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AR A AT EAE R, B SUEE R T 20 AN R,
A Client 1150, PRUFEREAREME. k2, BUUNKE
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PR FERE TR o

9. Hily “TF—: BINEE” , #AERUE B CLRIEIE” T EE SR

10. e “REERIIR” , ARGV D] “SEREE” . SOIErERE R
FEEAMESIR T, HEMIREN “alddh” , Qe ERESZN “m

»
o

ARG QU RN, TR SR TP, EE G SR .

413 ZE2EAEH

CSS 55 fE B Elasticsearch 24, STRFOIE L aBNMEER, HEMIT R L2
XJG, ViSRRI FEHAT 2, HICRET SRR BEAT R, N5 & D fE .

A 2 U, & B AR D B AERS A RV . SCRFLLUT PR

S

o EETFMAEIG. EILAKS BN admin, FRGY O H AN VB K E B %

5.

o AEFFM User: 11T kibana Il AEHEH S AIZ RS .

F£ kibana fif FH] 7T f5 P LAE Security =& 52 i I 4£ ES SR RORUR, I HL AT BAgT
XHEERE. RO SO BN GO REAT 0 E BRI E . ARG S I 4.13.3 /]

Kibana )% H F I3

ST AR, 4 R W 21 i 60 8 R i AR
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E4-1 BPEE

Manage Internal User
' k|bana 6 entries found.
® Discover Internal Users Database @
sl visualize Search.
Dashboard Username T
Timelion
admin
Alerting & RESERVED

@ CURRENT USER
Dev Tools

Management
kibanaro

@ & > @ O

Security

A DA A C S T B A AR A
.

[El4-2 f5taRREt

Manage Role Mappings
' kibana 7 entries found.
@ Discover Role Mappings &
sl visualize Search
Dashboard
asboar Role 1 Users
Timelion
all_access
Alerting & RESERVED
Dev Tools
kibana_server kibanaserver
Management & RESERVED

Security
kibana_user

Backend Roles

kibanauser

Backend Roles

admin

kibanauser

<Back

= | = [
B0

MER 4 R G LR P o Bgs

Hosts

A DA B AR C R SR AT FIBCRR < 28 51 AN SO U5 R BB BAA Kibana AL o

E4-3 AELIRRE

Manage Roles
' kibana 10 entries found.
@ Discover Roles &
Visualize search
Dashboard
asnboar Role 1 Cluster permissions
Timelion
all_access UNLIMITED
Aletine @ RESERVED

Dev Tools
kibana_read_only

Management @ RESERVED

Security

kibana_server
@& RESERVED CLUSTER_MONITOR

CLUSTER_COMPOSITE_OPS

cluster:admin/xpack/monito..

Indices

kibana
?kibana-6

<Back

Tenants

admin_tenant aa -
aa
[ | = [IE

ML EBRAEH, IR BRI B f e & A B R 51 SRS 07 TR AR -
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[El4-4 $FRIRE

Manage Action Groups

K kibana 22 entries found.

® Discover Action Groups &
Visualize search n < Back
i

=ifiezal Action Group Name 1 Permissions Action Groups

Timelion
ALL INDICES_ALL -

Alerting @ RESERVED

Dev Tools —
CLUSTER ALL cluster:* a

Management & RESERVED

Security
CLUSTER_COMPOSITE_OPS indices:data/write/bulk CLUSTER_COMPOSITE_OPS_RO -
& RESERVED indices:admin/aliases*

indices:data/write/reindex

AT DA VAR 2 A 15 B 0 B A AR A AR BB R 2 4. securityadmin iy 41T 1
MOAH L E -

W

Bl4-5 EHEUEE

Authentication / Authorization configuration

K kibana

®  oiscover Authentication

Authentication and Authorization @ < Back

Visualize
Dashboard

Timelion

Alerting

Dev Tools
» 4:basic_internal_auth_domain
Management

Security

e, LAERPUE AR TR a5/ 6.
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El4-6 ZeZFER
. Security

K kibana

® Discover Permissions and Roles

|'_I Visualize

@ Dashboard v ~ et 4 oé

©  Timelion Role Mappings Roles Action Groups

A Alerting
M DevTools Authentication Backends
Q Management
@ Security &
Internal User
Database
System
©®)
)/
Authentication & '
Authorization Purge Cache
n#

A IEAE F T SO RS B HTTP A& 407 A S o s Bl iy, mT DA B) SSL/TLS
W AR AT IR

VA EDhfeRR 1 T LM A Kibana AJ AL AT ERAE, 3B W LAMEH .yml SO CRHESD M
REST API #:4F, HZZeBAMRNETUEE 22T,

EEEERERN

AR B e R AR I A B RS, B RO B U, AT DA B AT
HHE.

1. EHEBEHYR, GRHFEEERONER, REERFAR, HEANERERER

TR -
2. fE “BREMGEY X, s “HEEZW” OGN “EE” , WEIFFRIHIE N
CA T
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AR
o HMABFRIEBRIREN 8~32 NFH,

o BREVEEXEFH. NEFH. HFIFTHE[FIUEFIN=2,, HPFUSUTHRERT
B ~@H#8% &*()- =H\[{}];,<>/?

o fEESEBRRMFIFFEIFNEEERWZHERE.
o FEENEHHSHIZRD,
414 SPEFE AZ &
NTIEEEES, 808 RS T W 5ens B KPR B g /D FE BE(E ML TR], CSS ARSS

SCRPEERFILTEIS AZ W05, RTHEEM s T IR ). (R QI BRI L A — A X 3
RPN ER=ANFTHIX, R 48 B SRR AT X 2 18] 73 B9 A

EFET R
HOVEEREN, T EE =ATTHIXE, CSS ISR HZAIT RS AZ =T H
Btk K SR ATE AR R AZ, AT SRR AZ AT LS LR
4-16.
(AL
o QURERIY, EENTREEEATET AZHE, BNARKFHE AZ #E,
o EPEI AZ RIS, MFEET "SR Master TR, Master ARSI DD THEAT
Az k.,
o EGEDEMTR, WESNAZ ZETRBEENTET 1.
F4-16 TRBEM AZ 3%
SHTE | B AZ P AZ = AZ
s AZ1 AZ1 AZ2 AZ1 AZ2 AZ3
14T |1 A FF A FF
20T |2 1 1 A FF
3R |3 2 1 1 1 1
4R |4 2 2 2 1 1
wEEIAR

BEERBIAREA AR AZ (] FRE
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o TEEMANTTHXIEY, HJHA N AZASTHE, FTH AZ FEgSIRUER
%, RHRIIFEIANEZED N1 4. HT Elasticsearch BRINRIAECHN 1 1,
BN SRS B A R R LR, W DA B4 H BRIAME

o EE=ATHXEES, N TRIEHAIER—D AZ ATHE, FRE AZ 774k
SRR S, BRI ERSIREIANZADE N 14 N T REERNE RGeS, BT
DL EEZHIEIA. #HT Elasticsearch BRINFIEIAECH 1 4>, UL EH &K
setting FC B K SL B R T BIAR 4L

A LLE A0 ar B R S I EIAANE, - -
curl -XPUT http://ip:9200/{index_name}/_settings -d '{""number_of replicas':2}'
AT LS I AR P E BT A R S RN L 4o

curl -XPUT http://ip:9200/ _template/templatename -d '{ ""template': "*",
"settings'': {"'"number_of replicas": 2}}'

(] #%88
o ip: PIRGIGIEIELLE,
e index name: ZE3|E&FR,
® number of replicas: IEXURAIERS [BIA ML, SHIBUERMESN 2 MERSIEIA,

A X AR ETR T A AR

HONEERN, EEW DA AZ, WER A AZ s, S EREAT N TR 4-17
Btz o

4-17 AZ el ST A

RN | FRE | ESHEITA
AZ# | BED

2 -4
2 0 o AR RN EON 2 B
- PR R, R T X A
R A REAREIERE T A
o R RO AL
- WEAZ B2 AR, REG SRR A X A
M A BRAREIERE RN N HCE B R B S R
- WBE AZ AR, AL, RENEARALIERE LY
o
2 3 1 50%HL BN ] 2PN ] 4T i e B — A rT A X

AR R ECE 5 AN AT XA

o WRFAH AT RN SR DGE R, R R R X
HAPIA LRI 5, A5 A 329 fn] DA i 349
i

o WERFEAPIAL I BT SR XGE R, FeR e X R

A ANLEHENR, TVREFHE R, S5, 72
AP
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EEN | ABRE | WEhERTR

AZH | BEA

= #

3 0 MREIEFE 3 ATTHX, RN 4, =ASTHX B S0
BoN2, 1, 1, WEATSAECN 2 R X, 54 el
5, ERUCIEERE =N AT A X 8 I A 4 N A
— AN 2 b 55 o s TR]

3 3 Tolk 55 A T TE] .

4.2 FNHIRE

4.2.1 {5 CDM M OBS S A\ ##EZ Elasticsearch

SRR SCRFEE CDM ) S XFE T, AR R IR SS (FRiFR OBS) HHY
B4 5 N\ 3 Elasticsearch H1.  H(#i 304432 HF ISON. CSV 4545,

Lt 4-7 s,
[£l4-7 {£F CDM M OBS S A¥#E2! Elasticsearch FHISHR(EHITRIZ

O 9 Q

Windows W ERFEIRS =EETE ZERRS
( fSFROBS ) ( fSFRCDM ) ( fBIFRCSS)

BRIFL TR

1. B3t OBS HH iz G

2. BUEAHAEERIR ) OBS Hf.
HABRIMEES I S SAFE RS G 18 r) T RIGIE .
AL OBS Al 2 “ XI5 LA Z R B i SR T ) X AR PR RF— 3

3. KRS B A% E] OBS .
HABRIMEES I S SAEE RS G 18 ra) o i B AL S0P
flhn: Rt Bl RN json RSO, EAEZIGIER) OBS i .

{"productName":"2017 FKEEFHK LA LAE", "sizem i "L}
"productName": "2017 HKIEHRK L LR LR, "sizem: "M" }
"productName":"2017 HKIEHHK L LM LR, "size: s}
"productName" : "2018 FIFRFTHELAE", "sizem: "M"}

{
{
{
{"productName" :"2018 FHF AT LI, "size":"s"}
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{"productName":"2017 HFHHHMRAE LR, "size:"L"}
{"productName":"2017 HFHHAFIMRAE LR, "size:"s"}

FR RS E R G

® Nk

GET _cat/indices?v

- RS ABERRER CAAETT RS, MAREEQERS, HHITL

¥R 10,

- R ABEREREAFAETT RS, MHERIT TP eg Rl
9. f£ Console FHil, HATA2QIRRAFMEEIEIIZR ], IFHEE B E SCRGTERE

TEREM SR, &R “LERFEHE > Elasticsearch” , AR HAIK TUH .
PRSI U, RS S AR RER “HA/E” 5% “Kibana” .

7t Kibana )72 SHTH LS “Dev Tools” , A\ Console F-1 -

£ Console F[l, #ATA L EGERFROALERT

#lin: 7E Console i, PATUI R4, BIEZET] “demo”, I8 HE LWLk

& X H AR,
KT 7.x FRA

PUT /demo
{
"settings": {
"number of shards": 1
by
"mappings": {

"products": {

"properties": {
"productName": {
"type": "text",
"analyzer": "ik smart"
I
"size": {
"type": "keyword"
}
}
}
}
}
7.x WA L E T 7.x AR
PUT /demo
{
"settings": {
"number of shards": 1
by
"mappings": {
"properties": {
"productName": {
"type": "text",
"analyzer": "ik smart"
I
"size": {
"type": "keyword"
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10.
11.

12.

13.

14.

15.

}
}
}
}

PAT G BRI R

{
"acknowledged" : true,
"shards acknowledged" : true,
"index" : "demo"

}

B3k CDM EHEH & .

VoS R BARIT RS R R

BRI 2 0 (ST P e e @Rt
HriE CDM Mz 48 & R 55 )i

BRI 2 0 (SEAE T P e rrdiEs.
B CDM Al OBS i # .

BRI 2 0 (ST P i) T rrdiEs.

£ OIS = BRE R St LT Rk, K OBS i IO BUEERS B = 1 & Rk 55 10
(SR A (C/RINE S e

AEEES I (8T fEm) SR/ ST,
7E 4T HF 1 Kibana [#) Console F1, 8 Id 48 23R C T A I 5 -

f£ Kibana #fill &5, #ATWTar<, #2REHE. EEMREGR, WREEES AL
a8, FoRBRE SRR 2 AR

GET demo/ search

AT T JE st
{
"took": 18,
"timed out": false,
" shards": {
"total": 1,
"successful": 1,

"skipped": O,

"failed": 0
by
"hits®: {
"total": 7,
"max score": 1,
"hits": [
{
" _index": "demo",
" type": "products",
" id": "g6UepnEBuvdFwWkRmn4v",
" score": 1,
" source": {
"size": """"size":"L"}""",
"productName": """{"productName":"2017 FKEEFH LS H g

}
}l
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" index": "demo",

_type": "products",
" id": "hKUepnEBuvdFwWkRmn4v",

" score": 1,

" source": {

"sizeM": "M"MNgizeM:"M"}Un"M,
"oroductName": """ {"productName":"2017 MIEH AL S w12 Ldrnmmn

" index": "demo",

_type": "products",
" id": "haUepnEBuvdFwWkRmn4v",

" score": 1,

" source": {

LIRIRIRT]

"size": SiZe":"S"}""",

"oroductName": """ {"productName":"2017 MKIEH AL S w12 Ldrnmmn

" index": "demo",

_type": "products",
" id": "hqUepnEBuvdFwWkRmn4v",

" score": 1,

" source": {

"sizeM": "MNMNgigzeW:"MU}UntY,
"productName": """{"productName":"2018 FIEH KA L g

" index": "demo",

_type": "products",
" id": "h6UepnEBuvdFwWkRmn4v",

" score": 1,

" source": {

LIRIRIRT]

"size": SiZe":"S"}""",

"oroductName": """ {"productName":"2018 FREH R IAFHE LI

" index": "demo",

_type": "products",
" id": "iKUepnEBuvdFwWkRmn4v",

" score": 1,

" source": {

LIRIRIRT]

"size": size":"L"}""",

"oroductName": """ {"productName":"2017 FREH R YE LS

" index": "demo",

_type": "products",
" id": "iaUepnEBuvdFwWkRmn4v",

" score": 1,
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" source": {
Tgimely TPTIgHzme®gDGD ) DOT
"productName": """ {"productName":"2017 FIEH IR RE LI
}
}
]
}
}
(MAETY):

demo JBIEMIZRS TR, FRIECIMEUES.

422 A DIS S AR ##EZ Elasticsearch

JHit DIS 7] LUK AL windows 48 E ) H &£ s 4L 2] DIS A%, 44 )5iid CDM
A LUK DIS BAA AR b 12 72 31 = 7% 2 Ik %5 19 Elasticsearch H7, /\)\ffﬁﬁ@ﬁﬁF‘ﬁﬁ
Elasticsearch 2 5| % m U HAGREU H & . BdE SO 3CFF JSONL CSV &g,

B AL smm L an & 4-8 fiw.

[El4-8 5 DIS S A K1 ¥ #EZ! Elasticsearch BfRIBGEEHIRIE

=00 Q

Windows HUBENIES =EUETHE SERES
( FAFRDIS ) ( FHFRCDM ) ( FHFRCSS)

BRIESH

1. &3 DIS&HEHEG.

2. W NEIE.
HARBEAEWE 2 0 (B NS P far) A i 7FiE DIS JfiE.

3. ZHIFELE DIS Agent.
HARBEAEE 2 0 (AR NI/ P #ER ) F %23 DIS Agent 1.

4. JH3) DIS Agent, 4 REEMAHEAR 1% 2] DIS BAFI .,
HARBAEE 2 0 (R NIk FH P #er ) F1 i1 E 3 DIS Agent.
filhn: K S EdEiE DIS Agent FA£EF] DIS BA S,

"logName":"aaa", "date":"bbb"

"logName":"ccc", "date":"ddd"

{ }
{ }
{"logName":"eee", "date" :"f£f£f"}
{"logName":"ggg", "date":"hhh"}
{ }

"logName":"mmm", "date" :"nnn"

. BR RS EHEN G
6. (EAMISHAT, L “é%ﬁi%?fi > Elasticsearch” , #EANSLRHE BHLSI2K T .
7. EEMPIRII T, Ry S AEIERER “#A(E” JIF “Kibana”
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. f£ Kibana F M S/ FEEE “Dev Tools” , i A Console 7 .
9. 7t Console Ftif, AT LSEEER T EMAERL.

GET _cat/indices?v

WRA R ANBEE SR CAAAE T RS, WA EHEAIERS, HHIT VIR
11,

IRAF S NSRS AT RS, MR EPAT T Pl R5].
10. {£ Console 7, AT QIRRHAFEEIRHIR T, FFHEE B E SCRGTHRE

P,
0. 7E Console 1, HATUI Fdn4, BIEZET| “apache”, IHF6E H & LG
KT 7.x FRA

PUT /apache
{
"settings": {
"number of shards": 1
b
"mappings": {
"logs": {
"properties": {

"logName": {

"type": "text",
"analyzer": "ik smart"
b
"date": {
"type": "keyword"
}
}
}
}
}
7.x WA L E T 7.x AR
PUT /apache
{
"settings": {
"number of shards": 1
b
"mappings": {
"properties": {

"logName": {

"type": "text",
"analyzer": "ik smart"
by
"date": {
"type": "keyword"
}
}
}
}
AT T JE st R
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11.
12.

13.

14.

15.

16.

{
"acknowledged" : true,
"shards acknowledged" : true,
"index" : "apache"

}

&k CDM =M & .

VoS R BARIT RS R R

BRI 2 0 (ST P e e @R .
ik CDM Ml 48 2R R 55 )iz

BRI 2 0 (ST P i) T rrdiEs.
ek CDM Al DIS fi%ERE .

BRI 2 0 (ST P e rrdiEs.

FE OISR = BRE R St LRk, K DIS ASI (a2 2 =2 R IR 5%
ESEE PN CIHtE S e e

AMEEES I (8T ) FiR/ ST,
7E T HF 1 Kibana [#) Console F[, IS4 23R C AN I 5 -

f£ Kibana #2165, AW Tar<, #2EHE. SEMRGR, WREEES ALK
a8, FoRBERE SRR 2 AR

GET apache/ search

AT TN JE Rt R
{
"took": 81,
"timed out": false,
" shards": {
"total": 1,
"successful": 1,

"skipped": O,

"failed": 0
by
"hits": {
"total": 5,
"max score": 1,
"hits": [
{
"_index": "apache",
" type": "logs",
" id": "txfbgnEBPuwwWJWL-qvP",
" score": 1,
" source": {
"date": """{"logName":"aaa""""
"logName": """"date":"bbb"}"""
}
by
{
"_index": "apache",
" type": "logs",
" id": "uBfbgnEBPuwwWJWL-qvP",
" score": 1,
" source": {
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"date": """{"logName":"ccc"""",
"logName": """"date":"ddd"}"""
}
by
{
" index": "apache",
" type": "logs",
" id": "uRfbgnEBPuwwWJWL-qvP",
" score": 1,
" source": {
"date": """{"logName":"eee"""",
"logName": """"date":"fff"}"""
}
by
{
" index": "apache",
" type": "logs",
" id": "uhfbgnEBPuwwWJWL-qvP",
" score": 1,
" source": {
"date": """{"logName":"ggg"""",
"logName": """"date":"hhh"}"""
}
by
{
" index": "apache",
" type": "logs",
"_id": "uxfbgnEBPuwwWJWL-gvP",
" score": 1,
" source": {
"date": """ {"logName":"mmm"""",
"logName": """"date":"nnn"}"""

[MERT Y
apache 79BEZRIRS 2R, FIRIELIRMERES.

4.2.3 £ Logstash S A\ ##&%| Elasticsearch

IR MRS SRS Logstash ¥ H IS 2051 #% 2 Elasticsearch H, 58 H Fad i
Elasticsearch % 2% 5| 2% 5 8508 BEASREUEAE . B0 SO 3CFF JISONL CSV 5% .

Logstash 72 P ¥ IR 55 5% i B AL BRI, Re08 [ A2 RIER SRR . ek
P&, SRJE R EE &% B Elasticsearch H. Logstash [fE 77 3RS 15 2 IL:
https://www.elastic.co/guide/en/logstash/current/getting-started-with-logstash.html.

HAE I NI 2 Rzt

®  Logstash #E ESMA I T ANKHE
®  Logstash #8E /LM = 55 % B AN EdE
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AR &
o NJjEHEE, EUCKH Linux #1E KA ML EEE Logstash.,
®  Logstash [F) F 2%/ H: https://www.elastic.co/cn/downloads/logstash-oss
MARTY:

Logstash E3K{#H 0SS hwA, 15 CSS —EhRA,

o 4% Logstash 2 Hll, TFENZE JDK. 7E Linux BAERAH, Al AT yum -y
install java-1.8.0 @7 % EL#:%2%% 1.8.0 JitA JDK. £ Windows #§:/E &R&tHr, AT LL
Vil JIDK B, TFEFEHRERGRAN IDK, IR 323,

o HE5E Logstash J5, FHRIEWI NP ANEGE. 23 Logstash IE(ETR T, 1S

DL:  https://www.elastic.co/guide/en/logstash/current/installing-logstash.html

e 1 “Logstash i E LM RS 4s LN SANEHE” md, 16 R e = RS
28 58 N\ Elasticsearch £ER£7E [F]—/> VPC .

Logstash #BZ FESMNM BT F N E 7
4 Logstash #IZF LM, S BRI W &l 4-9 Fror.

[l4-9 Logstash SPE1EIMNNETENEIEREE

Sh VPC
s AN
> SAxE Brst LaMUDY oo
s e
- %&%% waiEIP
I Logstash A =22H
[ [ T

1 BN N, I FESRIATRCE .
- B FENUN— G Linux §1E RAEM IS RS, HO90E 3k 1P,
-~ BREEENLS CSS ERER - EMAA B .
- OO AL A 1, R SSH ik, REWS M AS bR 56 & & CSS 4
TR — S/ 9200 %t 1.
— RT R BN A O R ECE, 1ES L SSH B 5 SR .
2. fHH PuTTY, L3 1P 25k CanE ks =1,
3. PATI R Ay AR T DRSS, R R AR BN AN T RS SRR BRSO

EAETIE S
ssh -g -L <BEFFHLHIAHZ T T5 51T PT84 Filgi 75> -N —-f rootQ<BEFEHIHIH M TP Hh
>
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(ALY

o <BMEEFHIFIAIELT> JoE | HRgmO,

o < THEHIAMEIEE A AT ]S> . R E—T mAII R AR NIR O S, HiZT e
PR, SSEmSHITEAN. NREBRFASZ MM, TLUS< TAHIAIMEIEHEL ]
O8> B NER P B —T ARG NGO S, NREEREE— e, NE
BEEZT RS2 BRI TS TR ORET,

o <BUEFHIFIHMIIP Hoh: FITFEMURIRSSSETRZEIA, N "IP it FhskETE
“FARY" STRZAY TP ik,

BN Bk EAUR O SR 50h 9200, 5 A P IR 1) B kA 115

192.168.0.81:9200, Bk EHLIIFA 1P Hidk My 192.168.0.227, FEPATII T dr 4

HEAT Ui )

ssh -g -L 9200:192.168.0.81:9200 -N -f root@192.168.0.227

4. BRIE T Logstash MRS A%, 4 75 B THEAE I BUE U6 B IR S5 25

Biltn, FHESNKEIE M “access 20181029 log”, XCAFAFEfk RN
“tmp/access_log/”, WEELHE SO AL BB 40 T B

(MARY:
SAHTFEREHRY access_log AR ATEE, BAFPALIEE.
| All | Heap used for segments | 18.6403 |
MB |
| All | Heap used for doc values | 0.119289
I MB |
| All | Heap used for terms | 17.4095 |
MB |
| All | Heap used for norms | | 0.0767822 |
MB |
| All | Heap used for points | 0.225246
MB |
| All | Heap used for stored fields | 0.809448
I MB |
| All | Segment count | 101 |
I
| All | Min Throughput | index-append | 66232.6
| docs/s |
| All | Median Throughput | index-append | 66735.3
| docs/s |
| All | Max Throughput | index-append | 67745.6
| docs/s |
| All | 50th percentile latency | index-append |
510.261 | ms |

5. {E#BZE Logstash PRS- H, FATUWI Ny 2 7L Logstash 223 H 5% B e B S
4 logstash-simple.conf.
cd /<Logstash M« HR>/

vi logstash-simple.conf

6. TERCE S logstash-simple.conf HHHIAU1 R %

input {
I E
}
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filter {
}
output {

elasticsearch {
hosts => "<BBEEEHIHTAM TP Hhbl> : <BEFE T HIXT SRR HT 5 T 5>
}

- input: FREBIERRIE. LEREREH RS SOR I E . input ZHURTE
AN fRREANE A 4H7E 2 I https://www.elastic.co/guide/en/logstash/current/input-
plugins.html.

- filter: $REXNHIEHATAI AT B, X H BT TR, KAE
RS B BN GRS B filter ZEUIVEARMFREFI(E A 2015 2 W,

https://www.elastic.co/guide/en/logstash/current/filter-plugins.html.

~  output: FHEEHRNH KL output ZELHI VAN RAME N 4HE S I
https://www.elastic.co/guide/en/logstash/current/output-plugins.html. <#Zk#Z 4]
HIZ P IP 218 W 2= IR 45 85 B g 1 6 1 “TP bk B SRR
CHAPE N R TP Mkt . <BEEE LIS SFTT LT i 5> B R R 1)
S, it 9200

DL IR 4 /1 “/tmp/access_log/” BIEHE SCH A, S NEGR SO N E AT P0G, Hid
VESATARER NS, BT AT SR A PR . e LML AR TP Alss 158
“192.168.0.227:9200”. S AEHRIIR 5| L HFN “myindex”. Bl E SRR EII0T
FioR, BB SO S bR EdR S UE ME UG, BN “wq” BRAF

input {
file{
path => "/tmp/access_log/*"
start position => "beginning"
}
}
filter {
}
output {
elasticsearch {
hosts => "192.168.0.227:9200"

index => "myindex"

}

(AR

WNERTEEFPHIN license HXAYRES, ATLAEIRNIZE ilm enabled => false,

WERERTT B T2z, WFREL TR,

a. MEaMRIRSEHEZESG.

b.  fE “LERFEE” UM, REFRENSIUEDRERAIR, SENEREARGE R
[T

c. EAERFHEAAE B UL N EUET.
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[E4-10 THIEH

BEER

X1,

ATAEX

E A e = vpc-

-+ subns

=4 dws BiEzeE

ZeiER =15

SEZG Ey—

VIR E default

NZ 1] - 4iE

HTTPSiAIA] var=1 s

RIRGiAIE) P4ttt
B HIUE B AR E logstash A %5285 o
&4 iC B S logstash-simple.confs
PLBIR 4 o “/tmp/access log/” FIELHE SCAF 9, S ANELHE SO N E AT GG,
Bk e REF NS, RIAAT AT EE A B4 o Be%% AL 2 9 1P Al
SN “192.168.0.227:9200”. FABHRMI RS 4 FN “myindex”, UEFAEHH
128 “/ogstash/logstash6.8/config/CloudSearchService.cer”. it & A4~ 40
TR, BB SR SRR B S, TN “owq” DRAF .
input{

file {

path => "/tmp/access_ log/*"
start position => "beginning"

}
}
filter {

}
output{

elasticsearch{
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(MERY:

password: BRZEEHFIEZG.

AT AN A 24 Logstash WO B80HE AN BIGERE S .
./bin/logstash -f logstash-simple.conf

(10 5288

A ANF
AP~ 7o

7.

10.
11.
12.

}

hosts => ["https://192.168.0.227:9200"

index => "myindex"

user => "admin"

password => "xxxxkxxn

cacert => "/logstash/logstash6.8/config/CloudSearchService.cer"
manager_ template => false

ilm enabled => false

ssl => true

ssl certificate verification => false

EEEIFRY logstash-simple.conf SRR R ™HIIT. 5I0, logstash-simple.conf SAFFRL
fE/root/logstash-7.1.1/, NFBFANZIER, BHAITIAES.

TR oM RIS E R 6 .

TEREM SR, &R “LERFEHE > Elasticsearch” , HEASEREHAIE TUH .
ARSI T, B S AEARRER “HA/E” 5% “Kibana” .

£ Kibana [ 72 FHTH LS “Dev Tools” , #EA Console 5 .

FE T 4T IT Y Kibana ) Console FtHI, I8 # 2 3K I N HIEHE .

f£ Kibana il &5, AW Tar<, #2EHE. EEMRGR, WREEES AL
a8, FoRBERE SRR 2 R K.

GET myindex/_search

Logstash #BE LM AR S5 LTS ANEHE
4 Logstash #iZ& {£ [ — VPC KBk = IRSSHS, S ABIRKIFAR R &l 4-11 Fror.
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[El4-11 Logstash BREEB M AR S A7 LR SABIEREE

1. PR CHRE Logstash FRSEMEZR I 554 5 S ABUR I SEIFE R — B = °F,
T 4L 9200 i A ARRI T AR, LA 2 ik 55 4% LR 30 A% 1P

(1 e
o WIRE— VPC BBEZEIRSG:E, REHP—E4E 78 1P, HAIRSESTILUATE
4B TP, EISEBEME 1P AU AL EIRBE Logstash AT mEDA],
o WEAELLEEE VPN, tHAEELREMNE P,
2. fHH PuTTY B35k = R5 45

B AR 5548 R A7 T R SN S “access 20181029 log”,  SCAHATfith %
12N “/tmp/access log/”, MR SO AL S BIEARE W0 R B :

| All | Heap used for segments | 18.6403 |
MB |

| All | Heap used for doc values | 0.119289
I MB |

| All | Heap used for terms | 17.4095 |
MB |

| All | Heap used for norms | | 0.0767822 |
MB |

| All | Heap used for points | 0.225246
MB |

| All | Heap used for stored fields | 0.809448
I MB |

| All | Segment count | 101 |

I

| All | Min Throughput | index-append | 66232.6
| docs/s |

| All | Median Throughput | index-append | 66735.3
| docs/s |

| All | Max Throughput | index-append | 67745.6
| docs/s |

| All | 50th percentile latency | index-append |

510.261 | ms |
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PAT U1 i 21 Logstash (2235 H 5% N #7880 B U logstash-simple.conf.

cd /<Logstash HI&%H 7>/

vi logstash-simple.conf

TERC B S logstash-simple.conf HH# AU R 2
input {

I E

}

filter {

}

output {

elasticsearch{
hosts => "< HRHIAPIL I GRS 15> }

- input: FREEBIERRIE. SLPRFEREH RS SOR I E . input ZHU1TE
ANfRREANE A 4H7E 2 I https://www.elastic.co/guide/en/logstash/current/input-
plugins.html.

— filter: X HERAT 7RI, RIS ME BB E B filter
SRR A A 45 S W
https://www.elastic.co/guide/en/logstash/current/filter-plugins.html.

~  output: FREEIEN HKHAL . output ZEELNREAVEH N 4E S W
https://www.elastic.co/guide/en/logstash/current/output-plugins.html. < 77547/
AL I 1 57 75> D9 BE T v 4 s 8 A IR i) btk A s 15
BB E 2T R, O TR RO, UG B e S < g
Ly [ A A 5 75> A SRR T 22 U 7 T ik A S, 24
5 R R I sk R 1 2 (B S SCE S R, S ES WA R
%o
hosts => ["192.168.0.81:9200","192.168.0.24:9200"]

MR RS AR, HE R IES W IR
hosts => "192.168.0.81:9200"

DL IR 2 /1 “/tmp/access_log/” BIEHE SCH A, S NEAR SO N E AT P0G, Hid
PSR A, AT AR A F R . F8 SANEIREERE, o A My
[ 1k A 1528 “192.168.0.81:92007. FANHHRE IR 51 4FN “myindex”. FiL
BRI B, B E SO SE R R A VB e S, N “owq” AR
17

input {
file{
path => "/tmp/access_log/*"
start position => "beginning"
}
}
filter {
}
output {
elasticsearch {
hosts => "192.168.0.81:9200"

index => "myindex"
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}
}

UREEREIT R T 2 atia, 25 R HaES.
a.  (EEEREEEANE BT N AR

E4-12 TEIEE

BEEER

X1

AKX

EFAE = vpc-

<% subn

T dws BZeE
ZeiER I=)z2)

SEZS 3

AT default
ARiAIE] - #=E
HTTPSiAIA] var=1 B as)

PIRGIAIEI P4t

b. B NEBEBAAEESE logstash k5545
c. fEEUICE A logstash-simple.conf,

PLBIR 2 o “/tmp/access log/” FIELHE SCAF 9], S ANELHE SCAF N E AT GG,
HA DR OREF D9, BUANAT AT 208 A PR A o BkAe EHLAY 2 0 TP Al [
58 “192.168.0.227:9200”. FAHIERIR | BN “myindex”, UEFAFIBHE
128 “/logstash/logstash6.8/config/CloudSearchService.cer”. it & A4~ 40
MR, BCE OISR bR IR B SR S, AN “wq” TRTT
input{
file {
path => "/tmp/access_ log/*"
start position => "beginning"
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}
}
filter {
}
output{
elasticsearch{
hosts => ["https://192.168.0.227:9200"
index => "myindex"
user => "admin"
password => "xxxxkxxn
cacert => "/logstash/logstash6.8/config/CloudSearchService.cer"
manager_ template => false
ilm enabled => false
ssl => true

ssl certificate verification => false

}
(MARY:
password: BERTEEFHNEN,

4. PATUNR 674K Logstash AR R38R 22 IR 55 45 O EE SN BIER R
./bin/logstash -f logstash-simple.conf
TR oM RIRS BRI G .
TEREM SR, &R “LERFEHE > Elasticsearch” , HEASEREHLAIE TUH .
ARSI T, R S AEURRER “HA/E” 5% “Kibana” .
7t Kibana 72 SHTH LR “Dev Tools” , H#f A Console F1 -
FE T 4T ITHY Kibana ) Console FtHI, I #2357 AN HIEHE .

f£ Kibana il &5, AW Tar<, #2EHE. SEMRER, WREEES AL
a8, FoRBER SRR 2 R K.

GET myindex/_search

4.2 4 £ Kibana 8 API S A\ #{3E%| Elasticsearch

I ZE MRS SRS Kibana 835 APL #4485 5 A\ 2| Elasticsearch H1, $¥s U143 #F
JSON 4% o

O ® =N W

{£F Kibana S\ #1E
EFANEIEZ AT, A LM Kibana 8 NSERE. W0 R AL R B0 {E FH POST i
A FNEHE
1. BRoEEMSEHES G,
2. FELEMSHA T, ®EE “HEREEF > Elasticsearch” , #ENERE YR TUH .
3. mPFCOAIEAER, RiEES “Kibana” , &% Kibana.
4. B ZEMSHIAZR “Dev Tools” BEA A T
5. {E Kibana #fEF I, PATMH LS EEEMRESHAAERY.

GET _cat/indices?v
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R AR ER CAFETT ARG, WATRERCERL], HHATLER T,
WRAF AR EEAFET ARG, NMTFEPAT T —PeER .

PAT fr 2 BV EER R S|, I8 E B E MR8 SRR .

#4n: £ Console S, HATWI Faw4d, QARG “my_store”, FHFEE HE L

Sk e SCHAR S,
T 7.x A

PUT /my_ store
{
"settings": {
"number of shards": 1
b
"mappings": {
"products": {
"properties": {
"productName": {
"type": "text"
b
"size": {

"type": "keyword"

}
7.x WA K =T 7.x A

PUT /my_ store
{
"settings": {
"number of shards": 1
b
"mappings": {
"properties": {
"productName": {
"type": "text"
b
"size": {

"type": "keyword"

}
PATET A FAEAR, DR A—KEER A, PAT R a4
T 7.x A

POST /my_store/products/_bulk
{"index":{}}

{"productName":"Latest art shirts for women in 2017 autumn"”,"size"

7.x A ST 7.x A
POST /my store/ bulk
{"index":{}}

{"productName":"Latest art shirts for women in 2017 autumn"”,"size"

ST

ST
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R A ZERANE 4-13 Fras, MiREgE REBH “errors” FEHMEN “false” B, £
TN FNEAE R

E4-13 iREER

~ |
"took": 42,
"errors”: false,
+  Mitems": [
K
v "index": {
" _index™: "my_store",
" _type": "products”,
"_id": "AWTGbHt7BwpN-hb3LKau",
" _version": 1,
"result”: "created",
v " _shards": {
"total": 2,
"successful”: 2,
"failed": ©
- },
"created”: true,
"status™: 281
- ¥
5 }
]
~ A
A API SAHHE
{8 bulk APIIEIL curl Ay &S AEHE S, 40 F #EAE L ISON B S 9l .
(RERTY:

o {H API SANEIESGRT, BINSAREUESXE /NGBS 50MB,
o ARFINIFFRSAEXERENFING curl BLSNSIE.

1 B N = RS 35

2. K JSON #ifs >0k FAL % ECS.

3. {£ ECS /78 JSON H4ls SCAF I BR A2 T HAT A R a4, Kr JSON #dfs 3 A\ F|
Elasticsearch 25

HAr, {Private network address and port number of the node} 75 & i N R F1 15 151
P IR I S R 115, 299200 i DRI, R By S AT R I i R
WEZ NN, 7 LUK {Private network address and port number of the node} s #: 5
GERErP Iy — 1 I T I A S IR R A — AN R, R
T REE 2 G HIRPAT AT SR . test.json T AL json XA
curl -X PUT "http://{Private network address and port number of the node}
/_bulk" -H 'Content-Type: application/json' --data-binary @test.json
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MR
Hrp, XSHsHENGS, W "-XPUT", -H SHIISHENERL, W "-H Content-
Type: application/json' --data-binary @test.json”, #NI0RY-k 28T, B0k SEEESHES
HiEZa,
A K “testjson” EdE A S F N2 Elasticsearch 528, AR RIEAT
WS INE, Hp— A AU R bR “192.168.0.907, i 145 92007, H
H test.json SCAEH IEE 0T B
KT 7.x A
{"index": {" _index":"my store"," type":"products"}}
{"productName": "2019 FKIEHHK L ST LA, "size: "M")
{"index": {" _index":"my store"," type":"products"}}
{"productName": "2019 FKIEHR L ST LA, "size: "L")
7x WA =T 7.x BRAS
{"index": {" _index":"my store"}}
{"productName": "2019 FKIEH R LS LA, "size: "M")
{"index": {" _index":"my store"}}
{"productName": "2019 FKIEHR LS LA, "size: "L")
FNEHE R E L R T B
a.  HHATLL R4, G my store K5l
&F 7.x A
curl -X PUT http://192.168.0.90:9200/my store -H 'Content-Type:
application/json' -d '
{
"settings": {
"number of shards": 1
} 4
"mappings": {
"products": {
"properties": {
"productName": (
"type": "text"
} 4
"size": {
"type": "keyword"
}
}
}
}
3
7x WA =T 7.x BRAR
curl -X PUT http://192.168.0.90:9200/my store -H 'Content-Type:
application/json' -d '
{
"settings": {
"number of shards": 1
} 4
"mappings": {
"properties": {
"productName": {
2024-11-07
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"type": "text"
} r
"size": {
"type": "keyword"

}

"
b.  PUTEL T4, A testjson A IEHRE .

curl -X PUT "http://192.168.0.90:9200/ bulk" -H 'Content-Type:

application/json' --data-binary Q@test.json
AZFE R TMER, RREERZANRI).
{"took":204,"errors":false,"items": [{"index":{" index":"my store"," type":

" doc"," id":"DJQkBIwBbJvUd2769Wi-
"," version":1,"result":"created"," shards":{"total":2,"successful":1,"fai

led":0}," seq no":0," primary term":1,"status":201}}, {"index":{" index":"m
y store"," type":" doc"," id":"DZQkBIwBbJvUd2769Wi "," version":1,"result"
:"created","_shards":{"total":2,"successful":1,"failed":0}," seq no":1," p

rimary term":1,"status":201}}]}

4.3 17719] Elasticsearch EE&F

4.3.1 Ri®if[0] Elasticsearch E&¥

CSS R4 614 ) Elasticsearch ££7#E H 77 Kibana fll Cerebro ZHAf, FF#—4E$] T Kibana
FII Cerebro, i 1jj17] Elasticsearch S .

B Kibana ifjjo)EEf
. BREEHBRRS ST A,
2. fE CAERMET TR T EGSENER, il W7 FId “Kibana” HEA
Kibana &% 5 -
— e AR R K BB Kibana 5 1E FLH .
- RAMRER. FEESRIREMAA S LREG, Al “Logln” HEA
Kibana B:/E 5. FI S 44 B0 09 admin, B900 6 2 A T I 5 B (A B 57 35
.
3. BSRRINE, T Kibana FLi AT AR S HEE T 4R

iB3d Cerebro ifjjo) &
1. ExcHERIRSEEESEG.
2. fE CEEBEE T DUHNERRTREG SRR, Bl “RMEY b ‘B2 >
Cerebro” #t A Cerebro &3k T -
~ AR ARERE: H Cerebro Bk UL H AR A FREP AT IE N Cerebro #21E
FHH -
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~ AR B Cerebro Bk UL FIERE L AR, PN P 4 F1%0,
i “Authenticate” 3 Cerebro #/E 5 . F 7 2 ERIAN admin, #5544
AT BB I T,
3. BEIE, W{E Cerebro FMHBEAT A HRAE VT I £ 7

4.3.2 /M1 [a) EEEE

X% JE B HTTPS U5 19 ) 22 45 8E (6.5.4 M2 JGHASH) Elasticsearch £ERE S Fr R “ %
R, BB RS PER SR E AWMU, BEER)E, Bt am 1P,
&0 CATE AR N e A 2E T

CSS M55 2R YL 58 Gy 88 SR A W 71, 4t T Bl 5 00 52 72
GOREIH B NETE S A
MERTL):
CSS FHRARSIENE, SiEFE EIP FFHRER, SRIBXERER.
BZ SRR RTECE 2 M17710]
L BERERRWSEEEH G,

2. fEQUIEERETm, PR “2efi” o WEEHRAEN, JFEMH HTTPS P51,
3. AW R CAShE” . BEEAMYTAAKSE

*4-18 XITTEI S HIR A

2 PR
7 9E BCE 2 BT 1A T8

ZAEESLIPIPS BRI A HIT o<, M SR VAR ] TP Gl 2 9 1P Ty 1] 4
o WATTE VI REHITOC, MR e vE A 4 81K AR TP i

W TP 5 ) SRR
SEA WE VIR TP ks B, wh A DS SRR . A243T

b VTR R A F A E

EREHFLMIEEE
ST AR DRI AT AT IS0, A, MBS0, th T LURLE A M Ur i -

1 BXEERRSEHER G
2. FESEHFEPLUUMN, SR ERCE AP A AR, BE SRR ANE B,
B RYT R AR SCRC .
- BCEAMUF
WA R AR, JFE T HTTPS V7 mHRECE AW VTN, SEREAIET)
Ja, ATUAESR R AT S T T e B R DT 1]
Ll CNMTTRE ZHCAME 987, WEVIMWIEE, By “HE .
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WIRGRE RN, P LSRR LBt E, BRI AR E Hr g8 e A M )

- B
WOARE T ANV ERE, af LB B “r T SEEMR 1B,
B e RN, AT DUB s i aEdl T AR B, BEE VT

TR 4 4.
- #E

fE “MARGER TUR, ATLLAE 30 SRR (0 A 1P k.
R

W F B EKIAM TP, B LLUER il “AMVR " SEAEME R, iR
YR TP

BT AR IP N

AMVTRIAC B S, EREESRE A AU 7 /Y IP Huhk, F AT Do A 9
IP HbhE Ao 3 N RE,

Mm,%%%ﬁ¢%%%ﬁ_,%ﬁ¢%24%ﬁ%®MﬁMﬂmﬁ“m&Imu%
Ui 1R “92007, R curl PATU R4

o WRAERAR R L, BATHON:
curl 'http://10.62.179.32:9200/ cat/indices'

o MBRBMAEHCO G e, WFEEMH https 77200510, FEEHINAH - 42 8%
%, 7E curl a2 AN IN-u LI,

curl -u username:password -k 'https://10.62.179.32:9200/ cat/indices'

433 (AJiE) XfiEih =AY Cr 5 )1Ess
43.3.1 IH=ik

RSN T IR GBI BTAR IR DT, SCRFIRAE 22 W IR AN IS 243 15w IR
5. ML=, MEM TR ERIIRE £ MR, AE LB
AR e A5 P Ak R 7 R A AR N R R

f A = R S B T SR N R R A I T LA

o AR AR SRR AR IR B B 1 IR 55 O e

o SCRFAIPMEA HE SGIEFREAT HTTPS XA WAL

o 7 RMEMNELAEERE, ER RN EE EEEL

AN A S = BRI AT A 30 8 MARIIIRS LA, ARRES S
SR ELB R 6 4-19 Fias, 8 Fh4H & RN B ML N2 4-20 FTs.

A

SN5R ELB SRR, WAMEFRANIFRSEIRISER. IFRERIRIEEHER HTTP
BEEAFELSINERIA R, RNIMARIGEFELZEX,
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F74-19 NEISEEEXT R AY ELB &

EHLLER | ELB & XMEME | ELB f12i1Y | ELBREY | ELB WEIA
RERTS 1 = JE
B | TeINIE TR TR AN
FA AR Y TR Y
XA AE
ZA+HTTP G IAE YRR TR AN
B+ NE | S BERT PR
S EINN R E NI
GA+HTTPS | BEEAEAFLGE | R TR TR
X AFAE+H RSN
F74-20 IN[EI1EEEEXT4% ELB BB EHELT
£7# | ELB BZ&X | ELB s JEdm AR 4 A 4H
7Z4e | SMREE RS
BR | ms Bidmth | Biddm | SSL AR | Emth | BFR | BRRE
W ] HHER | W BwO | B
22 | LINF HTTP | 9200 FIGE | HTTP | 9200 /
* R IR HTTPS | 9200 BEnA | HTTP | 9200
1k
XA AE HTTPS | 9200 XA | HTTP 9200
1k
A | BEIIE HTTP | 9200 JEINIE | HTTP | 9200 /_opendist
+HT ro/_securi
P | HFAIE+% | HTTPS | 9200 A | HTTP | 9200 ty/health
HE RN 1k
S AAE+2E | HTTPS | 9200 X EA | HTTP 9200
HE RN 1k
224 | BEGaIE+E | HTTPS | 9200 BEA | HTTPS | 9200
+HT | fAE 1k
TPS
S AAE+2 | HTTPS | 9200 AN | HTTPS | 9200
HE RN 1k

4.3.3.2 MM =R a3 1) 85

A CSS SR = R S BT 2R IR 3R P 3R
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(Ali%k) EEEEZIED
AR LRI ELB MW 8% B HTTP Bk el 3%
i I A SRS S L
(1) #8A
BIERARIEREERS CCM WSLAGES, sSEEASETERTRARES.
1. BFIULE—GZ%3EA OpenSSL T H AT JDK ) Linux % ifi o
2. PATINT ar I B A UE .
mkdir ca

mkdir server

mkdir client

#1# 1 openssL #ilfE calES

cd ca

#01% ca P openssl BLE XM ca cert.conf

cat >ca cert.conf <<EOF

[ req ]

distinguished name = req_distinguished name

prompt = no

[ req distinguished name ]

0 = ELB

EOF

#0178 ca IE PR ca. key

openssl genrsa -out ca.key 2048

#0108 cAUEH csr BRI ca.csr

openssl req -out ca.csr -key ca.key -new -config ./ca cert.conf

#HEIEE SN CAES ca.crt

openssl x509 -req -in ca.csr -out ca.crt -shal -days 5000 -signkey ca.key
#30 ca IEFAEEA p12 1%

openssl pkcsl2 -export -clcerts -in ca.crt -inkey ca.key -out ca.pl2

#30 ca IEPAEEA ks #K

keytool -importkeystore -srckeystore ca.pl2 -srcstoretype PKCS12 -deststoretype
JKS -destkeystore ca.jks

#AEH ca ERE R RS AE

cd ../server

#BIE RS BE T openssl BLE X server cert.conf, CN FEBARYE T REUNIRS 285 R 184 |
Ip Mk

cat >server cert.conf <<EOF

[ req ]

distinguished name = req_distinguished name

prompt = no

[ req distinguished name ]

] = ELB
CN = 127.0.0.1
EOF

# AR SS ZHIE PR UM server . key
openssl genrsa -out server.key 2048

# O SS FHE P csr ER A server.csr
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ch

openssl req -out server.csr -key server.key -new -config ./server cert.conf
HEH caiEBE RS BIES server.crt

openssl x509 -req -in server.csr -out server.crt -shal -CAcreateserial -days
5000 -CA ../ca/ca.crt -CAkey ../ca/ca.key

HEMR S UL T ey p12 # X

openssl pkcsl2 -export -clcerts -in server.crt -inkey server.key -out
server.pl2

HEMRSIEF4% U Jks #5350

keytool -importkeystore -srckeystore server.pl2 -srcstoretype PKCS12 -

deststoretype JKS -destkeystore server.jks

#HE ca ERR A S LTS

cd ../client

#BIEK P uIE Y openssl BLE XM client cert.conf, CN FEBARYE T REUNIRS 285 14 |
1P Hidk

cat >client cert.conf <<EOF

[ req ]

distinguished name = req_distinguished name

prompt = no

[ req distinguished name ]

o] = ELB
CN = 127.0.0.1
EOF

#OIEE EIE B FAH UM client . key

openssl genrsa -out client.key 2048

#AEE T EAIE B csr R client . .csr

openssl req -out client.csr -key client.key -new -config ./client cert.conf
A cAIERSRE UIE client. crt

openssl x509 -req -in client.csr -out client.crt -shal -CAcreateserial -days
5000 -CA ../ca/ca.crt -CAkey ../ca/ca.key

#HE R i UE RS 2R ) B 3w R p12 A% =X

openssl pkcsl2 -export -clcerts -in client.crt -inkey client.key -out
client.pl2

HEZ P IE T Y ks X

keytool -importkeystore -srckeystore client.pl2 -srcstoretype PKCS12 -
deststoretype JKS -destkeystore client.jks

EEAZRIES, HARIEES 0.

Bl @M= R A %S
L BRI G
2. 3%, QBRI GURIGN R . CSS SRR B SR AT BRI S

Bk 4-21 Fir,  Hlb ZHOR IR bR F 2R

421 MERI G ERRIEC B 1A

2 BCE UtRA BR{EAE A5

SEISRTY W “mERT MR

T3 PEREM A BT AR | dl o
PR .

2024-11-07

80




R RS
167

4 Elasticsearch

2

BCE UtRA

BR{EAE A5

[X 42k

W CSS FMPTEMIIX
C

¥ VPC J35 Uit

FFJE s VPC Jai A4 fE 2
CSS £#,

GV

o 24 250

TSI AR SRR 55
FITAs FH R X 2% 2578

IPv4 FAM

FrJ& VPC

FIg MR = Tikik
BB R 2T, BT
B I

LR PEA CSS AR A —
VPC.,

T

e PF QI 5 AR i SR )
T W TR EET A I 2%
KA, YIFEE LI
LR CSS &R RFIR—
T

FEVLFE D REANE e SE AL
L FH R RS

N F R (HTTP/HTTPS)
/N T

B Curl a5 SEENEERF

®A-22 NEISRHEA G S

S PAT AT A2, R A G AR i A 1 RS I RN A

SHR2ERX | ELB &2&XIN | ANEEHMN Curl %
RREAAR S5
<
nen
E | TeINUE curl http://IP:9200
i[{ﬂi/}\lﬁ curl -k --cert ./client.crt --key ./client.key
https://IP:9200
XX[EJU\lE curl --cacert ./ca.crt --cert ./client.crt --
key ./client.key https://IP:9200
ﬁé‘FHTTP ;":ﬁ%i/}\lE curl http://IP:9200 -u user:pwd
%Fﬂi}\lE-i—’j.f curl -k --cert ./client.crt --key ./client.key
EEEU\IE https://IP:9200 -u user:pwd
Xﬂﬁﬂ\lﬁﬁ-% curl --cacert ./ca.crt --cert ./client.crt --
key ./client.key https://IP:9200 -u user:pwd
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SRR 2EN | ELB RN | MANEHH Curl 52

RREAAR S5
AR

GA+HTTPS | A AE+H curl -k --cert ./client.crt --key ./client.key
BN https://IP:9200 -u user:pwd
XA A GE+2E curl --cacert ./ca.crt --cert ./client.crt --
TG key ./client.key https://IP:9200 -u user:pwd

F=4-23 TR

TEZ )

IP SV SRR TP Hdik.

user Viin] CSS R P 4 .

pwd F P 4450 R 25 Y

MIEHR PERHE B, FRoRER R, H1an 2 e +HTTPS YU R REXT 3% ELB

XA A UER A AR [BE S an b 4-14 Fios

El4-14 FENEEE

-l --cacert ../ca/ca.crt --cert ./client.crt --key ./client.key https:/

"name" : "css-testl-ess-e
"cluster_name" : "css-testl",
nXn8IL1jT_2CCMBFelbgmA",

:"6.7.0
“minimum_index_compatibility_version® : "6.0.

0-betal"

1
"tagline" : "You Know, for Search"

4.3.3.3 ANEREITREINER KB RG]
RSCA I Tava % 73 BEHE BEE AT XUALAGE AR SR 1.

ESSecuredClientWithCerDemo {X#g

import org.apache.commons.io.IOUtils;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;
import org.apache.http.client.CredentialsProvider;

import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.HttpHost;

import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;

import org.elasticsearch.action.search.SearchRequest;
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

public

org.
org.
org.
org.
org.
org.
org.
org.

org.

elasticsearch.
elasticsearch.
elasticsearch.
elasticsearch.
elasticsearch.
elasticsearch.
elasticsearch.
elasticsearch.

elasticsearch.

action.search.SearchResponse;
client.RequestOptions;
client.RestClient;
client.RestClientBuilder;
client.RestHighLevelClient;
index.query.QueryBuilders;
search.SearchHit;
search.SearchHits;

search.builder.SearchSourceBuilder;

java.io.FileInputStream;

java.io.IOException;

jav
jav
jav
jav
jav
jav
jav

cla

a.security.KeyStore;

a.security.SecureRandom;

ax.net.ssl.HostnameVerifier;

ax.net.ssl.KeyManagerFactory;
ax.net.ssl.SSLContext;

ax.net.ssl.SSLSession;

ax.net.ssl.TrustManagerFactory;
ss ESSecuredClientWithCerDemo {

private static final

private static final

private static final

private static final

private static final

private static final

private static final

private static final

String KEY STORE PWD = "";
String TRUST KEY STORE PWD = "";

String CA JKS PATH = "ca.jks";

String CLIENT JKS PATH = "client.jks";
String ELB ADDRESS = "127.0.0.1";

int ELB_PORT = 9200;

String CSS_USERNAME = "user";

String CSS_PWD = "";

public static void main(String[] args) {
/] BENLE
RestHighLevelClient client = initESClient (ELB_ADDRESS, CSS USERNAME,
CSS_PWD) ;

try

{

// B match all, HX%F {\"query\": {\"match all\": ({}}}

SearchRequest searchRequest = new SearchRequest ()

SearchSourceBuilder searchSourceBuilder = new SearchSourceBuilder () ;

searchSourceBuilder.query (QueryBuilders.matchAllQuery()) ;

searchRequest.source (searchSourceBuilder) ;

// query

SearchResponse

RequestOptions.DEFAULT) ;

}

} catch

System.out.println ("query result:

searchResponse = client.search (searchRequest,

SearchHits hits = searchResponse.getHits () ;

for (SearchHit

hit : hits) {

System.out.println (hit.getSourceAsString());

}

System.out.println ("query success");
Thread.sleep (2000L) ;

(InterruptedException | IOException e) {

e.printStackTrace () ;
} finally {
IOUtils.closeQuietly(client) ;

+ searchResponse.toString()) ;

private static RestHighLevelClient initESClient (String clusterAddress, String

userName,

String password) {
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final CredentialsProvider credentialsProvider = new
BasicCredentialsProvider () ;
credentialsProvider.setCredentials (AuthScope.ANY, new
UsernamePasswordCredentials (userName, password)) ;
SSLContext ctx = null;
try {
KeyStore ks = getKeyStore (CLIENT JKS PATH, KEY STORE PWD, "JKS");
KeyManagerFactory kmf = KeyManagerFactory.getInstance ("SunX509") ;
kmf.init (ks, KEY STORE PWD.toCharArray()):;
KeyStore tks = getKeyStore(CA JKS PATH, TRUST KEY STORE PWD, "JKS");
TrustManagerFactory tmf = TrustManagerFactory.getInstance ("SunX509");
tmf.init (tks);
ctx = SSLContext.getInstance ("SSL", "SunJSSE");
ctx.init (kmf.getKeyManagers (), tmf.getTrustManagers(), new
SecureRandom () ) ;
} catch (Exception e) {
e.printStackTrace () ;
}
SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(ctx, new
HostnameVerifier () {
@Override
public boolean verify(String arg0O, SSLSession argl) {

return true;

}):
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback (sessionStrategy,

credentialsProvider) ;

RestClientBuilder builder = RestClient.builder (new HttpHost (clusterAddress,
ELB_PORT, "https"))

.setHttpClientConfigCallback (httpClientConfigCallback) ;
RestHighLevelClient client = new RestHighLevelClient (builder) ;
return client;

}

private static KeyStore getKeyStore (String path, String pwd, String type) {
KeyStore keyStore = null;
FileInputStream is = null;
try {

is = new FileInputStream(path);

keyStore = KeyStore.getInstance (type);

keyStore.load(is, pwd.toCharArray());

} catch (Exception e) {
e.printStackTrace () ;
} finally {

IOUtils.closeQuietly(is);
}

return keyStore;

SecuredHttpClientConfigCallback {X#5

import org.apache.http.client.CredentialsProvider;
import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrateqgy;

import org.elasticsearch.client.RestClientBuilder;
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import org.elasticsearch.common.Nullable;
import java.util.Objects;
class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback ({
@Nullable
private final CredentialsProvider credentialsProvider;

/**

* The {Q@link SSLIOSessionStrategy} for all requests to enable SSL / TLS
encryption.

Y

private final SSLIOSessionStrategy sslStrategy;

/**

* Create a new {@link SecuredHttpClientConfigCallback}.

*

* @param credentialsProvider The credential provider, if a username/password
have been supplied

* @param sslStrategy The SSL strategy, if SSL / TLS have been supplied

* @throws NullPointerException if {@code sslStrategy} is {@code null}

Y

SecuredHttpClientConfigCallback (final SSLIOSessionStrategy sslStrategy,

@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull (sslStrateqgy);
this.credentialsProvider = credentialsProvider;

}

/**

* Get the {@link CredentialsProvider} that will be added to the HTTP client.

*

* @return Can be {@code null}.

Y

@Nullable

CredentialsProvider getCredentialsProvider () {
return credentialsProvider;

}

/**

* Get the {@link SSLIOSessionStrategy} that will be added to the HTTP client.

*

* @return Never {Q@code null}.

Y

SSLIOSessionStrategy getSSLStrategy () {
return sslStrategy;

}

/**

* Sets the {@linkplain
HttpAsyncClientBuilder#setDefaultCredentialsProvider (CredentialsProvider)
credential provider},

*

* @param httpClientBuilder The client to configure.

* @return Always {@code httpClientBuilder}.

Y

@Override

public HttpAsyncClientBuilder customizeHttpClient (final HttpAsyncClientBuilder
httpClientBuilder) ({
// enable SSL / TLS
httpClientBuilder.setSSLStrategy (sslStrategy) ;

// enable user authentication
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if (credentialsProvider != null) {
httpClientBuilder.setDefaultCredentialsProvider (credentialsProvider) ;

}

return httpClientBuilder;

pom.xml X85

<?xml version="1.0" encoding="UTF-8"7?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0
http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>
<groupld>1</groupId>
<artifactId>ESClient</artifactId>
<version>1.0-SNAPSHOT</version>

<name>ESClient</name>

<properties>
<maven.compiler.source>8</maven.compiler.source>
<maven.compiler.target>8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<elasticsearch.version>7.10.2</elasticsearch.version>
</properties>
<dependencies>
<dependency>
<groupId>org.elasticsearch.client</groupId>
<artifactId>transport</artifactId>
<version>${elasticsearch.version}</version>
</dependency>
<dependency>
<groupld>org.elasticsearch</groupId>
<artifactId>elasticsearch</artifactId>
<version>${elasticsearch.version}</version>
</dependency>
<dependency>
<groupId>org.elasticsearch.client</groupId>
<artifactId>elasticsearch-rest-high-level-client</artifactId>
<version>${elasticsearch.version}</version>
</dependency>
<dependency>
<groupld>commons-io</groupld>
<artifactId>commons-io</artifactId>
<version>2.11.0</version>
</dependency>
</dependencies>

</project>
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o HBMERIEARELL “/” FFk.
o HMMERIEARELL “7 FFkE4E R
o FHMMERAERAKEARET 1023 N
o
“IAM ZH8”7 RPEIAM TG, 18 | IAM BEHEW AW N &1
MK SRR | o cqpppm” it “ZRe” .
21 o) BRAESP A7 1 " Y ) , Y e
" N o “LHRS” %IE “FElasticsearch” L
OBS W ¥fi. #dih “E RS CSS”
e “EIERIE” % aBeR °
B aERt. o WMIETRME: “OBS Administrator”
“r HE
- HagmHE.

f£ “HZIRMITR” A0, BdIFSE, IR ES& G H SR

T “BEmITR” Ja, £ “BHH SR SE TR E R mITiE
7 BN, RGO IEI R E R RIEAT B 3% 6.

T “BaismItR” Ja, Bl a Mg Ebs, aredee “ &0t

a7

- FaismHE
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HePe “CHER/ WA, By OFGEN 7, A REATRER R
&7 MRS H .

HESMINRAT “AEHIRE” A “Successful” B, Fox HER I
6. BFHHE
HE&MDEINE, FAPTURE “OBS /7 Bt 2IMyIR, RIS HER

WEH HE .

[El4-22 # X OBS
OBSHE 0f4be
EinEER css_
IAMZEE css

HEXHT4A

Elasticsearch fll OpenSearch #4401 H E X F EARER FERAEHE. BITHE.
BRI HE, BaEHHE.

F<4-38 B3R

HE&HR ik

clustername_deprecation.log I B H Ed S,

clustername _index_indexing sl | 8% 5| H&.
owlog.log

clustername_index_search_slow | 18 5| 2] H & .

log.log
clustername.log Elasticsearch 1217 H &
clustername_access.log BAHE,

475 BE YML 5%

SRR SR P B elasticsearch.yml SCAF.

E Bk E
L BRAERRS GG,

2. fE “HEHFEE UH, AL REBSSHIE NSRRI, RS BT
T o
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3. R CSEECE” , R “YeiT, MR R SRAE SO AR R T S 50E .
F<4-39 RS HIE 2R
RRZ TR SHAR AR
I8 0] http.cors.allow- FE I 1) & 75 3R [A] Sk Access-Control-
credentials Allow-Credentials.
HUEVEF: true. false.
ERINE: false.
http.cors.allow-origin | FVFEEIE T ] A TP, L & AEE 40
122.122.122.122:9200.
http.cors.max-age W VA BRI GEAF I 1] o o SRR I 15 B ) Ik (1)
Ja, GA-H EBTERE.
AL b,
BRINE: 1728000.
http.cors.allow- 5417 i) SCVF T headers, 3% X-Requested-
headers With, Content-Type, Content-Length, H[A] FH 5%
AR T SR .
http.cors.enabled = RWEE b .
HUEVEFE: true. false
ERINE: false.
http.cors.allow- E I W] SO R vk, £4FE OPTIONS, HEAD,
methods GET, POST, PUT, DELETE, /8] H] 3£ 338 5 Al
AT
LERER G| HE | reindex.remote.whitel | it B 1% S Hn] LUK A LR R 1H 1T reindex %11
i ist TR RINCEMER, FCEFM
122.122.122.122:9200.
HE X 2547 | indices.queries.cache. | ZHIFT B IS 1E R/,
S1ze HUETEF: 1-100.
B Y%
BRINE: 10%.
LAEMBAS | thread_pool.force_me | FIKAH forcemerge FIRAFI K /. I ANHIZEUE
KN rge.size R
BAE: 1.
H e X FH ] DU s fx H i XS EUE
oL, WINFRZ | suep
<
s . WBEEVANESE, NRERRAE
H[valuel, valuel, valuel...],
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RIRZFR SHRR PR
o HEZARESGESTIEIEIETT.
o BEMBHETTEESES.
4. BEGERUR, B EU5R) R B CIRCIE” W, NS ECLIR R AL

“CREUEHETERARER” , Bl “HE” .

AR THSHBERIIRER “ARIRE” v “Mzh” I, FoRBlREmRI. &

i % B 20 M6 .

REEERESIR, PO RAHRIESIN “H 2 > ER7 HRERE, EEeRrkES

R

- WERBN T SECE, RERSERE, NE “EREHEY TUIN “ESIRE”
RN “HEREH.

- mARBEURERER, ESPRE” B “IERR, WERBSRSHIE
SCAFRI

4.7.6 EERGHNEBTFR

= Z M5 1) Elasticsearch £E5F H 7 RAEINIG/F . o] LS $5H] & & A B7E Kibana
B RFERNEE L.

1

2.
3.
4

£ Kibana &1f]

1.
2.

ER DRI E RS

TR B U, PRl A B I PF AR A PR, B B A B UL
W CHEOEEE .

£ “RAFRNIEIFIIR TEE ZHRTRA SR R GBI HE S

ER M RIREESG

EEMEHEYR, EFTEAFEHEMES, BIERESR “Kibana” &3
Kibana 5+ -

- R e ERE: B E B Kibana #AE S .

- AR BRSSP 2, $il “LogIn” #EA
Kibana #4E 7 . A 2 ERIA Y admin, 2505 9 O s AL AR 140 2 1 5 3 0 %%
.

#t\ Dev Tools, HUATUIT a2 BB ERHGIHE S

GET _cat/plugins?v

INALSAR LI

name component version

css-test-ess-esn-1-1 analysis-dynamic-synonym 7.6.2-xxxx-ei-css-v1.0.1
css-test-ess-esn-1-1 analysis-icu 7.6.2-xxxx-ei-css-v1.1.6
css-test-ess-esn-1-1 analysis-ik 7.6.2-xxxx-ei-css-v1.0.1
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“name” EEEFERTT HAAFK, “component” ZIHMHAFR, “version” JEIEFRRA

4.7.7 HELIWINE

AV AT DARR A 2H 238K BRI A MV IR H B A b 49 A5 76 AN (5] X 3 P 75 90 42 1 AL 3 H 3
T, RN LU & B A A FEBBRR A HAA P . KRN
A9 CSS ERf U 4h e . B .

AR S

TEGRE ANV I H A, O “ Akl g R s G 7 Q@ aLIiH

i INE

FEQIREERERS, ATRAME “AVuiH 7 402 Qe rak e, bt “&F/mHH
EELY, AEMLIUH E IS G, ML ITH MEE CA R .

ftEegdedlIn B
X2 AT LRI RIS, HAR5E B Ak I H AT AR SRR BLREAT 1B K
1 BRAAETHRRSEEES G,
2. AESEMNHURS, WFE VAR, BN E U .
3. EEMPIRS, ARV NSER CHAREE” .
4. FESEHE CEAER” Tm, SRl Vi H 7 ARV ITH 2R, HEATH
PG

5. 1F “BRIE” AR, DX EmIGERR M RTER AR X, RS ETiH
ik “mIERS CSS” o BEES, BHYREAZRKG ik X B AT CSS £,

[&]4-23 fiHix CSS &8

]
1w
i
<
o
Q

ap-soutneast 1
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[E]4-24 T3k CSS &8

R wiREE

=23 2

2 R AS B 1S EHAEEVPC PSR CON

SSUEHESE SCI

XSRS OBS

SRS 0DS FEESITES CCE

Modelarts Modelarts SRR DOM

A5 LakeFomation FEHES CBR

RIFSESETE AOM ‘SEREUERR Dataatsin FWER SR TwpETAERES C

TSR

. W EA AL I H AR, AR5l B .
7. fE GEMBHET U, U7, BHER TSR EE AR
H”, sy “BE” .

&

E4-25 1T &R

. BWISECSXEXRIEVS, EIPEEEHERCWRE: ECSEESTHTE

e==-datutN

ECSHEEGEH
CEEBNER BT EETRERIHEE
TRER Re PR Bs TRAR
css ap-southeast-1 FE-EE css £

8. LHiZERUE, TTLMERMRRSE HEH G EME I, A B0UERIERA
J_kﬁj B’fﬁlm\o

478 ERER
SR 1L TAERS, EliEd R ERIRKE BT

FIIJ:fE-J-ﬁ:
o HINERR “UEZIRE” BH EAPITHIES, HEBRBIRS.

o CHIEREALT AT APIRES, BRIAERECIF IR S EHE (S B . R
&), TN R SR W] R T BOEE B RS . WML S IR I R AR .
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de B [
B3R I:Il%\

A B SRR D E R AR B L
RIEEH

o THERHSCET.

o CUIEFR AR PRAEEER, kRN E R EEE.

o CUIEF TR PEHERE, —RRBEEE A

o P EFIMEF, EHATH.

BEERF

o (UMM REE (& Master 1755, Client 17 fiFAHEE T 2D KT T 3
I, A SCHHRENE S .

o RENHE SRS RS HHMTER . RO RRMREE R, gk
R RS KIRE S -

o RENERLRET, RAIEAERKY AT, AEERSREPRT ST BLIEE
RS .

o MU ELLECRN, IRANE R ALK

(PSENEN=

R AR B

PEZE M SAUAS, BEPERT R SERERAL, NSRS % A
ERAIVES HTIRE YIS TIE LT (E 2 VR

fE “E R U, RS CPURER

PROH R SRR < RRAL s W AR BRI R N R,
VU S RF e 22 Ay R R RN AT PO B S o SR RE R AR, IR RE
PRI AN R

5. BFERE, EREUE, WEERIRE. HEERET, SRRSOy “AH
7, ARSI CHERTT o WRERPIRESREOY T, RO ER
JEI o

o=

RENER

BR RIS GG .

TELEON SRS, Ment AR, E N AR 3 91 35 JLTH

TEXHRAERER) “HRIE” Hhpadd “HE>ER .

16 CHESAERE” TR, WP CRIER .

VAN B S SRR S AT S . A AR A AT e ) R R [

VTR, T LR AR T AL

5. TREREE, WRIEUN, MEERERE. EREALRD, ERERA b
;;,E%ﬁ%ﬁ“iﬁ*”om%%ﬁwﬁﬁﬁﬁ“ﬂ%”,%ﬁ%ﬁaiﬁ

o=
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4.7.9 MIpREEEE
Y P ORI RS, TorE 4kl R AR, AT MBR AR RERE U
(AL
o MHBREEESRT, SIEIRERAISSEER, BIRIEERE.
o WNRERFERAIIHRARINEE, B OBS W EIFEAIRIBHARMMIER, MIBRERTRT, HASEN
XEHEMEIRE. NREEE, nJLABID OBS i FishIiiREEIRESEEE.

BRIESE

EREIEIRS EREIG.
HEEM AR, EEA I, AR R AT
FERRIHE B Bl el “ IR

FEFH ISR NHE S, SN T ZEMIBR A ERAE R AR, Haly “HAE " SE R A I
B o

o=

4.8 BE MR
48.1 BLE BEXiAE

CI=—
B R I:Il%\

RIS B E E SCRPEDIRE,  SCRPN SCARBEAT 7338], 345 — SR R R] 15 42 70 1) A I
EREME PR A R, (ETARIE SRR RSO . fltn, RIEA R BFORER); 5L
BRI AT IR AW, 0 “ BT,

MR
o BEMAEINRE LEZAIEIRAVERE, TiAERBE AL,
o BEMAE—MRATHNDE, MRATRYDE, L&+ @ _SMIETAFFSHTY]

pa
JJo

[ 5 SRR R B 43 2 G T 4] S8 7] L3141 5.

IK 7 1] 25 0 5 5 10 i PR AN ] ] P 5 () SCam) 73 1m) S C 26 7] SCIA) A P . I B o S
BRI A BRSO I B AR S OBS, PRI WL A% 3 FE S %2 OBS.

Hordr, IK 43287 ik max_word Fl ik_smart 73 1a] SEME o [F] SCiA] 431 2548 FH 11 =2

ik_synonym 4317 Sl o

e ik max word: ZXKSUAMURARLERIRSY, EEInes R “HERTE R TR 7 4
G309 “WERCTE R WERL, T8 X AT T WA, e, TR, T 4K, 3 TR, T3 7, 2255
SRS TR RER 731 5

e ik smart: SRR YRy, HLanesks “WERCVE RRAT T-HR05” 20 “HER
V8 R R AT TR 7
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BIER
5 U ) 5 O ok LAMFE P8 BRI L AR R P
s SRS
o “HRRET X GAEERS” BiHK “OBS Administrator” AR
o  YHifT/EX I “Elasticsearch Administrator” AR .
EfRIREE - ZE OBS
BCE H 5 SO e 75 P AT 1Al A% 22 OBS Ao
1. $%3R 4-40 BIRUER 1] 2 A
F24-40 1RIEVRA
TR EE R AR XHEKR
= 1] 1] 22 FiENH P AR E R R | T E SO b 2 & UTF-8 &6 BOM
WG, Fln “EReFHL M CsE | R SRS, —ir—
KEFE” o FEENZHESAE | 0, EE SO KSR
TE SRR R RITE A . 100M. QISR S Bm], A40EK
PUNCESSY
{55 ] 1] (A P AN T oA e | G EE SO b Zi & UTF-8 6 BOM
RVEMIETE, il “my” o A | RIS RSCA S, —ir—
27 . CEBA” . AFEEER | ], A5 RSO RSO RF
P H U ERNEE RS . 100M.
[ SCiala] g | IR SR R SOM R i — 4 ae] o, 18] i SCAF b 22 UTF-8 6 BOM
Bl “HC” R CENT o RS | ARSI SCARS, — AT A
A S FH P SO R SGEDA | R SCIRDGE,  [R) SCaaD xS AR R SR
ERES . (B IZ S5 R, [F) SO SO KL
FF 100MB.
B EIENE | AR E R CSS RS TIE R | A S A 22 UTF-8 & BOM
JEE WHERES, UFEEEHS | wARERSCAf, —i7—1
Fialia RS, ] AR ], RS A SO KSR
https://github.com/infinilabs/analysi | 100M.
s-ik/blob/master/config/main.dic 3k
i) o
FRAS | FRASEEAE A CSS RSB | A SR b 22 UTF-8 J& BOM
JEE WHAFEES, UFEEEHS | wARER AR, —ir—1
{Ea) A FER, ] DL G- N A LB YN E S
https://github.com/infinilabs/analysi | 100M.
s-ik/blob/master/config/stopword.dic
SRELA
Extra i1 | Extra 23] £ & CSS RS TE R | 18 S wh 22 UTF-8 & BOM
JEE AREEIEES, UEEEE Extra | BARELH) SCA A, —T7—A
I SN = T D R R 5 s 3ia], Extra 318 SCHFECOR S
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R RS

1. BRXoHERSEHEGHE.
2. TEEMSHIEE, EPE “ERE > Elasticsearch” , BFEANEREY| K UM .
3. FF “HEREEEY UM, RIFEEECE B A FERERLRR, NEREAGER

Tl

4 R EE S
s SR DU, ELSRER) 4 5 SR sk L
a. HTERLE P EE TR, 5K 441 IO R

F P 46w 4 Elasticsearch
TSR iRR HEEK
https://github.com/infinilabs/analysi | 100M,
S_
ik/blob/master/config/extra_main.di
¢ SREIA] FE
Extra 51 1a] | Extra {5187 & CSS RSB R | 18 FE 42412 UTF-8 J& BOM
& AR IRES, YFHESE Bxtra | ARG SCARME, — T
{5l PR, T DL ik 53, Extra (518 SCPF iR SCHE
https://github.com/infinilabs/analysi | 100M,
S_
ik/blob/master/config/extra_stopwor
d.dic FRELR & .
2. BABGEIESCIEE OBS 4, VEAHERIEDIRIES W, N RAFEIRS H P fam) o bAE
ft) OBS HfL AR RFAEAR TR “ X7
EIE B E XiAE

F4-41 BLE B E XGRlE
B )
OBS #i PR PE SO A 1) OBS B
T CRIEAR Y AT DAL 26 2 A DU B OBS A, Hra
OBS fLZUAEEREEAR R “ X887 o
i3] FAA AR P E E SCRAEE, WIS NS . BRIAERE “A
T RoRANELE %1
o MTRBININE T R ERNAER, M CEHT, ERE ot
SR O o
o UIETRUNINE B R RN RS, By “ANE R A
FE”, HIBRA FE
{55 0] 1] JE SR A F P E e A, WIS NS . BRIAERE “A
T RORANELE %1
o MTREININE T SRR ER, R T, ERE ot
SR O o
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1iRA

o HICTASINE E SRR IA R, By AV R
PE” MR

[Fi] S]]

[ SCIAJia] B P B e CRAAL - WIAE IR s . BRINE#%

AT R AHLE %A PE

o CHTTENINE E SR SCAE FERF, sy R, e
txt 1 AT 2 S A

o LRSI E X F SO RS, il “AVE A
27, WAl P

b MHEEUHEAER, RIHTH ERBEAR” G0, 5%% 4.
42 B SR TR 7

AR

SNRAEAFAEEFSIRREA Extra 1GEEIX 4 MARERY, RNZERRAASHFMPREIELIX 4 4
ERRE, INFEERERZINEE, ENFTRERRA, SEFEERF I TaIRTS.

F=4-02 BEETRE RE

2

1iAA

s 3 ] ] g

A 3 ] ] A TR P AR ) A . BRE R “AHE

W7 R L TUE A

o T EMEHNE RS T E R, By R,
txt 1 A3 2 S A

o OAMEMFRAS TR, Sy AR E” . MERE
=8

2 1 1] 1] P

e A A U T 2 T 6 PR IR (A . BRAE B “A

W7 R A TUE A

o T EMEE RS IE AR R, iy R, R
txt 1 AT 2 S A

o OAMEMFRA TR R, Sy CAEM R, MIERE
=8

Extra 3 8] 14 £

Extra i i A FUEL 0B RV 00 K. BRI 8

3 BRI .

o CHFEISHIEN Exra RN, B CEH
ot AR S

o URME Extra EABR, i LA, W
e

Extra {5117 i

Extra 15 1] 1] & /& 71 & 1) A 1] 18 (1] Extra 1598 22 . BRINIE S
CANTEHT” oA % PR T

o MR EBKINER Extra (iR ER, R R,
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S WiBA
txt 4% 2 ] i SO
o R Extra (PR, S ORGSR BB
o

6. I “LRAFV fﬁ@*i% “Hae” o AP EEE TR, SRR EERE N
CHEER . OIEMOSER 1 B AR, SEERE ARG, T EEIRSEEN Rk
jJ”

7. 4 TR S i A 1A 2R A Exctra 18] ZEIX 4 ANAERY, 75 B S SRR RE AR IC B A 1A
FEA G AR EERE A AE Y, R ERER. ERERNEERSIES
U 4.7.8 EJEERE,

4.8.2 FER R

=17k
AR E H R SGARE, ¥ CBASTH WE R, 27 WENERE, “HF
L7 R TR VB NI S . B AT IR, WA B RS THLR BT
FI” TR Z, BB WMCANE “RAOFIN T RBFF O
WEAT R SRS 2, 258 A SR B R .

B—: BREBEXEE

LRI (UTE-S JE BOM MeRSRISHISCASCHR) | A& SRR OBS Btf
e
AP L A AT AR A R X
RS L S .

(10 5488
EFRSTENSSSTAEEAT B N SHEA, NRERRSE BRI,
MU AR A LA,

2. TERGERSEEER G, Wl PO SR
T “SEPEPEL” UM, MUl L G SRR AR, AR

Ni

U

4. AELMISHUEE, & “BESGAE” , SHEHEE G ERICE | fE&l
Fim] SO

5. FREPERCEE RAEMIA, REERIR. BArERHRIESINR “Kibana” A
Ao

6. fE Kibana 7, i/l FHIAEH) “Dev Tools” , #EAFAE TR
PATII N ar 4, BA H & S AN [F] 53 38 HERE 1) 73] 2501
~ AEH] ik_smart 73 SIS X SCA NS R BETHLR R 7 #5147 501 o
ZNEARER

POST /_analyze
{
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"analyzer":"ik smart",

"text": "HEETFH LR

}

BATERE, EREDIARCR:

{

"tokens": [

{

}

"token": "FHEFHL",
"start offset": O,
"end offset": 4,

"type": "CN_WORD",

"position": 0

"token": "{RLFH",
"start offset": 5,
"end offset": 8,

"type": "CN_WORD",

"position": 1

i ik_max_word 73R HEIS SCA N “ B RETHLEIRE M7 #4721
ZNIKRWET

POST
{

/_analyze

"analyzer":"ik max word",

"text": "HEETFH LR

}

BT RE, BEREDIARCR:

{

"tokens" : [

{

"token" : "FEEFAHL",
"start offset" : 0,
"end offset" : 4,

"type" : "CN_WORD",

"position" : O

"token" : "HHE",
"start offset" : 0,
"end offset" : 2,
"type" : "CN_WORD",

"position" : 1

"token" : "H",
"start offset" : 0,
"end offset" : 1,
"type" : "CN_WORD",

"position" : 2

}l
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"token" : "HEF",
"start offset" : 1,
"end_offset" : 3,
"type" : "CN_WORD",

"position" : 3

"token" : "FHl",
"start offset" : 2,
"end offset" : 4,
"type" : "CN_WORD",

"position" : 4

"token" : "HL",
"start offset" : 3,
"end _offset" : 4,
"type" : "CN_WORD",

"position" : 5

"token" : "{REFH",
"start offset" : 5,
"end offset" : 8,

"type" : "CN_WORD",

"position" : 6

"token" : "RIF",
"start offset" : 5,
"end offset" : 7,
"type" : "CN_WORD",

"position" : 7

"token" : "HFH",
"start offset" : 6,
"end offset" : 8,
"type" : "CN_WORD",

"position" : 8

"token" : "fi",
"start offset" : 7,
"end offset" : 8,
"type" : "CN_WORD",

"position" : 9

TERZ: FHAXBEIRER
Elasticsearch 7.x Z HI AN Z JG IRRCAS, 2B 25, FrbloIr2:4i .
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7.x Z BT IARAS

a.

AR I “book” , WL E 7y MK .

Nl “analyzer” Al “search analyzer” 1] DR SCPRTE 2 “ik max_word”

B “ik_smart” 431 3R, BEARLL “ik max word” 9.

PUT /book
{

"settings": {
"number of shards": 2,
"number of replicas": 1

by

"mappings": {

"typel": {
"properties": {
"content": {
"type": "text",
"analyzer": "ik max word",

"search_analyzer": "ik max word"

)
FAESE, HCAREE A “book” HIIH.

PUT /book/typel/1l
{

"content": "FREFHL ARG
}

fEFSCHEA “HRETHL” AT AR, HFEEHRER.

GET /book/typel/ search
{
"query": {
"match": {

"content": "FHREFHL"

)
R

{
"took" : 20,
"timed out" :
" shards" : {
"total" : 2,

"successful" : 2,

false,

"skipped" : 0,

"failed" : 0
by
"hits" : {
"total" : 1,
"max score" : 1.1507283,
"hits" : [
{
" index" : "book",
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" type" : "typel",

T d@® g WY,

" score" : 1.1507283,
" source" : {

"content" : "FREFHLEAIRLGH"

o Tx RZJEHIRA

a.

AR I “book” , WL E 7y MK .

Nl “analyzer” 1 “search_analyzer” T] MARFESLFRTFE “ik_max_word”

BE “ik_smart” 73iA] HREG, UEALLL “ik_max_word” .

PUT /book
{

"settings": {
"number of shards": 2,
"number of replicas": 1

by

"mappings": {
"properties": {

"content": {
"type": "text",
"analyzer": "ik max word",

"search_analyzer": "ik max word"

)
FAESE, HCAREE AN “book” HIIH.

PUT /book/ doc/1
{

"content": "FREFHL ARG
}

fEFSCHEA “HRETHL” AT AR, HFEEHRER.

GET /book/_doc/_search
{
"query": {
"match": {

"content": "FHREFHL"

)
R

{
"took" : 16,
"timed out" : false,
" shards" : {
"total" : 2,

"successful" : 2,
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M 4RE
"skipped" : O,
"failed" : O
b
"hits" : {
"total" : {
"value" : 1,
"relation" : "eq"
by
"max score" : 1.7260926,
"hits" : [
{
" index" : "book",
" type" : " doc",
T _del® g WiW,
" score" : 1.7260926,
" source" : {
"content" : "HAEFHRIMLGH"

TER=: FRARXIAER
Elasticsearch 7.x Z HI FIMCAS AN 2 J5 IRRAS, 2B 225,
o 7.x ZAETHIARAS
a.  BIEZET] “myindex” , HCE 51 HKHE o

PUT myindex
{

"settings": {

"analysis": {
"filter": {
"my synonym": {
"type": "dynamic synonym"
}
b
"analyzer": {
"ik synonym": {
"filter": [

"my synonym"
] 4
"type": "custom",

"tokenizer": "ik smart"

}
}!
"mappings": {

"mytype" :{
"properties": {
"desc": {
"type": "text",

Bt Ay JE 2541
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"analyzer": "ik synonym"

b.  SFAHERE, HXAREEFA “myindex” ®EElH.

PUT /myindex/mytype/1
{

"desc": "HASRIRE T WARIF O
}

c. EFIFSGHA “mX” #ATORER, FERERRER.

GET /myindex/_search
{
"query": {
"match": {

"desc": "mE>S

)
R

{
"took" : 2,
"timed out" : false,
" shards" : {
"total" : 5,
"successful" : 5,
"skipped" : O,
"failed" : O
b
"hits" : {
"total" : 1,
"max_score" : 0.49445358,
"hits" : [
{
" index" : "myindex",
"_type" : "mytype",
T _del® g WiW,
" score" : 0.49445358,

_source" : {

"desc" : "TWARIKELTRIRTFO"

o Tx RZJEHIRA
a.  BIEZE5] “myindex” , HCE 51 HKHE o

PUT myindex
{
"settings": {

"analysis": {
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"filter": {

"my synonym":

{

"type": "dynamic synonym"

}l
"analyzer": {
"ik synonym":

"filter":

{
[

"my synonym"

:| 4

"type": "custom",

"tokenizer": "ik smart"

}l
"mappings": {
"properties": {

"desc": {

"type": "text",

"analyzer": "ik synonym"

}

b.  SFAHERE, HXEAREEFA “myindex” ®ElH.

PUT /myindex/ doc/1
{

"desc": "|ASRIRET WARIF O

}

c. EFIFSGHA “mX” #ATORER, IFERERRER.

GET /myindex/_search
{
"query": {
"match": {

"desc": "m®E>S

)
HREER:

{
"took" : 1,
"timed out" : false,
" shards" : {
"total" : 1,
"successful" : 1,

"skipped" : 0,

"failed" : O
by
"hits" : {
"total" : {
"value" : 1,
"relation" "eq"
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by
"max score" : 0.1519955,
"hits" : [
{
" index" : "myindex",
" type" : " doc",
T _del® g WiW,
" score" : 0.1519955,
" source" : {

"desc" : "TWARIKELTRIRTF O

0 M EMARFIRRE (EHBEE S hiEN)

FRINIE O T =R M55 2238 1 SRR i i, P B BAT 20388 () SRR i

K AT DA AP SCRI AR A SO A TR M i3 o I el RO e, P m] DA
FH A SCEEAR O 715 2R R 50 R SR AR R 3R 5 K, A mT LA P o S A O 7
FR AL X B SRR R 5 HR -

T A P4 1138 7T LA i analyzer tokenizer. token-filter BX char-filter JKA# .
T SAR I AT () 5 R A B i P

o s2t: AFASCRIR Oy TS A
o 2s: AFAPISCEMIHOY T A

~HlES

1. xRS EEES G

2. fEAMSHAES, G CERETT , EAERYIER N,

3. TEERAIERT, REFREMHERN “HE” I8 “Kibana”
WERTFE T2, 7584 N0 @RI 5 B 8 3 5K P 44 fashd

4. {f Kibana B/ M FHTHIERE “Dev Tools” , H#t A Console F1f -
7t Console Fti, PATWITar4, ARG “stconvert” , FHFEE H & LK E
KT 7.x A

PUT /stconvert
{
"settings": {
"number of shards": 1,
"number of replicas": O,
"analysis": {
"analyzer": {
Ty AkTg {
"tokenizer": "ik smart",

"char filter": [
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"tsconvert",

"stconvert"

}!
"char filter": {

"tsconvert": {
"type": "stconvert",
"convert type": "t2s"
by
"stconvert": {
"type": "stconvert",
"convert type": "s2t"

}7

"mappings": {

"type": {
"properties": {
"desc": |
"type": "text",
"analyzer": "ts_ik"
}
}
}

}

7x FRA LT 7.x JRR

PUT /stconvert
{

"settings": {
"number of shards": 1,
"number of replicas": 0,
"analysis": {

"analyzer": {
Tts ikM: {
"tokenizer": "ik smart",
"char filter": [
"tsconvert",

"stconvert"

}!
"char filter": {

"tsconvert": {
"type": "stconvert",
"convert type": "t2s"
by
"stconvert": {
"type": "stconvert",
"convert type": "s2t"
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}!
"mappings": {

"properties": {
"desc": |
"type": "text",
"analyzer": "ts_ik"
}
}
}
}
SR ATT PR
{
"acknowledged" : true,
"shards acknowledged" : true,
"index" : "stconvert"

}
6. 1E Console Ft1fl, PATWI Nir4, FALIEE] “stconvert” K5I H .
KT 7.x FRAS

POST /stconvert/type/1
{

"desc": "[BIFFEREAE"
}

7.x WA K =T 7.x A

POST /stconvert/ doc/1
{

"desc": " Fﬂ} =n
}

MRS R BT “failed” FBPMEN “0” B, RoREHEF BRI,
7. 1E Console Ft1Hl, PATWI Nins, WRICHF “Hpr” , IFEAFEHREL.

GET /stconvert/ search
{
"query": {
"match": {

"desc": "[Epr"

)
HWRARW TR,

{

"took" : 15,

"timed out" : false,

" shards" : {
"total" : 1,
"successful" : 1,
"skipped" : O,
"failed" : 0O

by

"hits" : {
"total" : 1,
"max_score" : 0.5753642,
"hits" : [
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"_index" : "stconvert",
"_type" : "type",
U _del™ g WiT,
" score" : 0.5753642,
" source" : {
"desc" : "BFEEHE"

410 £/ SQL &RE&if) (f£A Open Distro sql #4)

EARBRIE

X FFR(E

1E 6.5.4 2 Ja A #& 4 Open Distro for Elasticsearch SQL #fi{f 5o A& 4% F SQL 1A~
#Z Elasticsearch B IR} E1EF (DSL) w5 & if].

MR T SQL Jf HAAES->] DSL &), AR — MRIFHIEEE.

e Kibana (H#E4F)

- %% Kibana, f£ DevTools HK5i5 3K &% F|_opendistro/_sql, ] LAMEEHiERZ
e R IE 3.
POST opendistro/ sql
{

"query": "SELECT * FROM my-index LIMIT 50"
}

- BUAMHOLT, AIR[E JSON. Ethn] LAk CSV iR I %E, k¥ CSV
1% 2T XS format ZHUHEATUN T BHE
POST opendistro/ sgl?format=csv
{

"query": "SELECT * FROM my-index LIMIT 50"
}

CSV #& iR [BIEHR RS, BEATXT N — AN SRS, BP0 N — 7B .
o curl %
AT LLEE ECS F# ] curl #74, SKFIATZ SQL #4E.

curl -XPOST https://localhost:9200/ opendistro/ sgl -u username:password -k -d
'{"query": "SELECT * FROM kibana sample data flights LIMIT 10"}' -H 'Content-
Type: application/json'

CRERT SQL HAEBEAE . K. FHEHKE. Include Al Exclude. # FRR%L. EH:
join FHJE/RFEHRAE.

e 7 H statements
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<4-43 F=HA statements

Stateme | Example

nt

Select SELECT * FROM my-index

Delete DELETE FROM my-index WHERE _id=1

Where SELECT * FROM my-index WHERE ['field']|='value'

Order by | SELECT * FROM my-index ORDER BY _id asc

Group SELECT * FROM my-index GROUP BY range(age, 20,30,39)

by

Limit SELECT * FROM my-index LIMIT 50 (default is 200)

Union SELECT * FROM my-index1 UNION SELECT * FROM my-index2

Minus SELECT * FROM my-index1 MINUS SELECT * FROM my-index2
[MERL Y

5(HasZvEiag—iE, K UNION ] MINUS i BAngea R BR SKEEE.
2614 Conditions

Z%4-44 2&15 Conditions

Conditi | Example
on
Like SELECT * FROM my-index WHERE name LIKE 'j%'
And SELECT * FROM my-index WHERE name LIKE 'j%' AND age > 21
Or SELECT * FROM my-index WHERE name LIKE 'j%' OR age > 21
Count SELECT count(distinct age) FROM my-index
distinct
In SELECT * FROM my-index WHERE name IN (‘alejandro’, 'carolina’)
Not SELECT * FROM my-index WHERE name NOT IN ('jane")
Between | SELECT * FROM my-index WHERE age BETWEEN 20 AND 30
Aliases SELECT avg(age) AS Average Age FROM my-index
Date SELECT * FROM my-index WHERE birthday="1990-11-15"
Null SELECT * FROM my-index WHERE name IS NULL

R A KA Aggregation
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F4-45 BEERH Aggregation
Aggreg | Example
ation
avg() SELECT avg(age) FROM my-index
count() | SELECT count(age) FROM my-index
max() SELECT max(age) AS Highest Age FROM my-index
min() SELECT min(age) AS Lowest Age FROM my-index
sum() SELECT sum(age) AS Age Sum FROM my-index
® Include 1 Exclude B
F<4-46 Include #A Exclude
Pattern | Example
include( | SELECT include('a*'), exclude('age') FROM my-index
)
exclude | SELECT exclude(*name') FROM my-index
0
e X %{ Functions
#%4-47 IR Functions
Functi | Example
on
floor SELECT floor(number) AS Rounded Down FROM my-index
trim SELECT trim(name) FROM my-index
log SELECT log(number) FROM my-index
log10 SELECT logl0(number) FROM my-index
substrin | SELECT substring(name, 2,5) FROM my-index
g
round SELECT round(number) FROM my-index
sqrt SELECT sqrt(number) FROM my-index
concat | SELECT concat_ws(' ', age, height) AS combined FROM my-index
ws
/ SELECT number / 100 FROM my-index
% SELECT number % 100 FROM my-index
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Functi | Example
on
date fo | SELECT date format(date, "Y') FROM my-index
rmat
AR
WA SCAEPRET RS A fielddata A BE(E RS EFAFERREUEE TIF.
o EPHEAE Joins
F24-48 FEIER(E Joins
Join Example
Inner SELECT s.firstname, s.lastname, s.gender, sc.name FROM student s JOIN
join school sc ON sc.name = s.school name WHERE s.age > 20
Left SELECT s.firstname, s.lastname, s.gender, sc.name FROM student s LEFT
outer JOIN school sc ON sc.name = s.school name
join
Cross SELECT s.firstname, s.lastname, s.gender, sc.name FROM student s CROSS
join JOIN school sc
FHRLI MRS, 271 H424E Joins.
e JE/K Show
J&7r show 1#AE 5 R G BEILAC 2 51 RIS o B A] DA * %0 fd IR AL AT -
3=4-49 FB7R show
Show Example
Show SHOW TABLES LIKE logs-*
tables
like
EEHR1E Joins
Open Distro for Elasticsearch SQL 3Z#F inner joins, left outer joins, I cross joins. Join #{E
AHZLR:
o  EWHEBIAWANZHL.
o IBWIUNZESIMEHA% (U people p)o
e {E ON THJH, HAEH AND %4
e {7t WHERE i5H)H, ANEHAEZEZANRIIMMAEASE L. flw, UTEAH
R
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WHERE (a.typel > 3 OR a.typel < 0) AND (b.type2 > 4 OR b.type2 < -1)
PR 75 B G2 -
WHERE (a.typel > 3 OR b.type2 < 0) AND (a.typel > 4 OR b.type2 < -1)
o AR} GROUP BY B ORDER BY k31545
e  LIMIT #1 OFFSET ASCRF—#ff (40 LIMIT 25 OFFSET 25).

JDBC IRz

Java #U4f i #: (JDBC) IXBIHET S0 V&K Open Distro for Elasticsearch 5 & H M
HHe (BD MHETFEMK.

AR THAEM JAR XAFRIER, 1625 GitHub 8%,

411 Y138 AR EHE

SRRSO T VR AL, Alb T DRSS A SR A 0] B
JRCE PR RENLAS LT, O D S e 5K 7 B 5 31 3% [ A A K R RS
o

(MR
o OIREERY, METRALIE, REJEFTYETRE, BETRISERRTIR.
o EFREIETRAERS, STFIRIZIESE Master #] Client T35,
o RYIETDRSGFURMEET S, RRESTRISIT (THERSIFHET B).

RRBIRY %

FP A2 G SRR R I A SR A Jm VA i s e B 1 R 24T B “eold” #525,
PRIV T 58, (RIS HABEE 7 R0 2 BTN AL 23T B “hot” #55%. JHP
T PUES RO E AR E RG], R 7 BB A R

JHit 1% E template, 7] DA AARCE AR S index A7 fif B8 € A AT AL

Wy, BFEREN Kibana Console UL, ALE myindex kMR 5|, fEAALER TS L
Mo IXFERT DA TR 75 B2 A B 4 myindex* BB /A 78 A B0m 15 5 B .

o S RRAMEILA fir & B AR -

PUT _template/test
{
"order": 1,
"template": "myindex*",
"settings": {
"index": {
"refresh interval": "30s",
"number of shards": "3",
"number of replicas": "1",

"routing.allocation.require.box type": "cold"
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}
}

o 6.x KULERRAER] LT oy & QI AR -

PUT template/test
{
"order": 1,

"index patterns": "myindex*",

"settings": {
"refresh interval": "30s",
"number of shards": "3",
"number of replicas": "1",

"routing.allocation.require.box type":
}
}

[ It ] DA L B B R 51 HEAT A

PUT myindex/ settings
{

"index.routing.allocation.require.box type":

}

WAL L R E, AR

PUT myindex/ settings
{

"index.routing.allocation.require.box type":

412 EHET|
4121 QR EEZESI

"cold"

"cold"

M o

null

Elasticsearch 7.6.2 J A FRUAPIEERE R GPIRESEH . RIPREEHE ASM) £&—
ffE, A, T DARIE R SIE A BARR, R 51 KNSR R AR A ik A 1K 2 e
MRS ERE, NmEeEiI8ahth. A ISM #HA, &nT DRYE 75 2w X H b

2R G TR B U B P SRS
(1 %8R

WITRIELTR, LA 7.6.2Elasticsearch iR, AEhRAH] Kibana REHBLER, EIRIEE

8

IR E S| R

1. &k Kibana, fEZEMIER: “IM” B( “Index Management” , HENZKSIEH I

2. AN Create policy, %2 5] 5Eu%.

3. fE Policy ID {434 N 5% ID, Define policy #5734 N 45 i SEHE
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4.

1 RES M MBI 2R 5]

[&l4-26 B & SRHE

Create policy

Name policy

7 Create 5CRUE 5] TR 1612

QIR GI SIS E, LRSS IR — e ARG, VEEIZR IR B R
51T A PR T S

#& 1: Kibana /5447
7t Kibana ff] “Dev Tools” Ti[H, ATy 1ER 51 AR 1 OCHRES ID.

PUT template/<template name>
{
"index patterns": ["index name-*"],
"settings": {
"opendistro.index state management.policy id": "policy id"
}
}

- <template_name>: T E B NONEIRFIBR A .

- policy id: TN HE LHIHEE ID, B Policy ID.
B2 A R IR R U B AT 225 R AR

#3R 2: Kibana ¥l &

a. {E Kibana “Index Management” Ti[f], %+ Indices.
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[®]4-27 1%3¥F Indices

K Index Management

Index Management

Index Policies

®

Managed Indices

Indices

B

5]

v
|

=5

Indices

f£ Indices 51|72 Hh e S 2 B I Sk ) — A B SR 5

¥t B Apply policy, 78S FH SR

[E4-28 7N HN5 | A TRES

A Management | Indices. )
© Indices
; Q search © v off
Index ith Managed by Policy Statu i size size  Total docum Deleted docu. Prim: Repii
™ opendistro-ism-config N oper 14.4kb 7.1kb 1 1
@ Kibana_1 N op 25.1kb 14.2kb 1 1
@ Rows per page: 20 1
M Policy ID ST, U FE R 1A (1 M
y
[&l4-29 %%
Apply policy
Choose the policy you want to use for the selected indices. A copy of the
policy will be created and applied to the indices
Policy ID
| v
| new01
Cancel Apply
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BEIRER S| R

e. il Apply.
KRS MR R 515, ISM 2BUANBIES 5 7 fhis AT —IRiIfEk, DABAT R
WEHRAE, R RIIER R IO A RIRPIRE .

1% ¥ Managed Indices.

R BT RS, 7T LU Change policy, VETETE 2% 4.12.2 AT 5L,
R B S, IR IS RSG5 1L+F Remove policy .
R B RS, TR SRRE, RS IEFE Retry policy .

AR SE R EHE I H.

L b=

4122 TTHEKE

] DUSE SUE B 28 51 50, (H72 ISM A — S L S AF 1T DL O SR B8 AN 2 A
2l

WRR G| RAEH MAPIRE, KRBT, FFE ATV B L Rms, SR SRS s
5IHRMEARFRIPPRES (BRR, #4E, WUFAFRD. fEXMEL T, B SRES AL T T #
YErR, ISM 23 3 FH 3B e mes

WARAEAE S FPIRS B 00 T S sng, U ISM AL 2 RPIRAS T BT AT 58
JlJE A SR RS . B, ST DAAE IH SRS g B RS, AR L S AR AL

f£ Kibana H S GRS, #AFDRIT:

1. {f Managed indices T, UEfFm5%E 3 R =R 5.

2. Hiiif LA Change policy, 3\ Choose managed indices 71, %45 5 #f o
BEFIAHOCE R«

F4-50 BIRRSIRKESHIER

¥ WiER

Managed indices TR E R R A CRFREZ AR .

State filters PR GRS . EHESE, 2ReH SR M hn 2 i TR 5 IR
ARG

New policy TP R

3. iEFEERUE, il Change.
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4.13 Kibana At FE &

4.13.1 & 3% Kibana
Q14 CSS SEBEIR, BRI £ F A A 7208 Kibana.

Kibana 15 F BRIl
o Kibana FR[LIHEXHF 4. A, HPH%E, SEEEEH CFER .
®  Kibana AT,

BRIESE
o il G U T E %
TR oM R IRS BTG G
2 CREREE T DU TR E SRR, Bl “HRE” FIh ) “Kibana”
A Kibana & 3% FHii .
n R eI o BB Kibana #4F S .

RGN FEAEERIUm R AN A AERS, i “Logn” i
A Kibana ${E 5. F17 A4 ERINN admin, 2565 9 G SR AEIN BB

P AE.

c. ERMING, AI{E Kibana FLRIHEAT M S<EEE T ) Elasticsearch #E7.

4.13.2 Kibana 2 M3j7 o) EE &%

Bt e R, RIS CFFACE Kibana H )R AMUI A, BLE )G, XN
FER 2343 Kibana A M7 Ak, @ik X N Hhk ] PLFE 23 W _E T U i) SERE R
Kibana.
X2z e AR R UL, SRR 2 R C & Kibana 23 W5 1], RIS 157 6 22 4 A5
AR 5E 2 J5 B IT)H Kibana 22 W15 ] .
(AL
o 6.5.4 RZIGHRAE Elasticsearch SERFTIEITE "ZetE".
o TEIZUHMELEZET (B 2020 £E 6 BRI CUZEM Elasticsearch TRMETAVERE, ASFIIH
gE,
e Kibana AIFIAIECEAIRRE KER ELB (IEREEEH. EMASRE, BREXIFENE
EEIEYH, EXNTFERFENKER, s bIEsNEZE 1P bASEHE
Kibana f375, XERAESKERFEAEN, Wt 1 oHES.

ISEE

BB EHRELE Kibana 22Mij|9]

B AR RIS G

i LA QIR . PN DI AERE T,
TEQVEAERETUE, FFR “2ef i .

“ERRELE” At CHEX G, IS Kibana AWV, BB

o=
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%=4-51 Kibana 2AMij51a) 285 AR

2 PR

BEE N WU ) BT B o
HBUEVER: 1-100.
BAfT: Mbit/s.

=

it

Ui ] 428 1l T 5% 0 S T RS EIITE S, ] AR AT 1P Bt A K IP 1 ] S 3
Kibana. WIRF A U5 RFEHIFFIR, W H oEFHE L BAER SR IP
BT A IP 5 i) 4E#+ Kibanao

A4 YO EL AR IR 1P MO SRIREL, o RS BRI, (03T
TF VBRI WA R ERE.
BUTFRE E4 4,

LRI, P EMARR, HEANERIEAEE I, 7£ “Kibana A M j
)7 T4, AILAEYE kibana 2 M7 )tk .

BB %EE B Kibana 2 Mj19]
T B E14 BRI % 2 MRS Kibana ARIWTFUEFIER . 0. B, 7%
e,
1. EFXoHWRIRGEHIZESH G

2. FEAERFEHUUM, TR ENCE Kibana A MG FEREL R, HEANEHEAER
L »

3. %P “Kibana AMViE” , 7E “Kibana M5 ” A #ETFR, FTFF Kibana 2
WX 3] T RE o

4.  {EFF)5 Kibana 2~ M5 R T, ACEAHRSH.

%=4-52 Kibana 2AMij51a) 285 AR

2 PR

BEE N WU ) BT T o
HBUEVER: 1-100.
BT Mbit/s.

=

it

Ui ] 428 1l T 5% S T RS EIIE S, ]SR4T 1P Bt A K IP 1 ] S 3
Kibana. WIRFF A U5 RFEHIFFIR, W H oEFH L BAER ) IP
BT A IP 5 A 4E# Kibanao

A4 YO EL AR DG 1P MO SRR, o RS BRI, (03T
TF VBRI WA R ERE.
BUTFRE E4 4,
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5. MEZRG, Hilr “HE” .

&2 Kibana 22Mi5 9]

XEARE | Kibana A M Us R FIEERE, RIS TRHAB ST 9 BT A 4% i A1 o
[4] Kibana 2y P15 1) o

1. B RRSEEESRG.

2. EEMEMIUN, BT ES Kibana A MG IEREZRR, HEANEREAER

TUTH
3. %P “Kibana AMViA” , 1Z2 Kibana 2 M5
- BEGE

B s ZECEIIN B0, fE “BEK Kibana A V5 iR 97 GUE
e TE RN, BEGEE, Bl CRE .

- BT s
B “UFREEHITES” AR Bk, fE “IE0 Kibana 2 W5 R4 H] 7 5T
MRE “UimEHroe” fvin “a%mn”, BulsEsE, fd “HE”.

~ %M Kibana 2 M5 7]
£ “Kibana M Vi a7 A MRS FFIC, HILICH Kibana 2RI V5 b DI fE

#3322 M IP i8] Kibana
Kibana A M5 A AL B 565, BaH15—A Kibana AR ViR bk, B2 e DUE i 1P
Hohb 5 A SE R Kibana.
1. B RRSEEESRG.

2. FESEMEHUUN, PEFRENCE Kibana A MR FER AR, HEANEREAGR
DU

. IEFE “Kibana ARUTE 7, FREL kibana 23 W15 18] Hiudik .
4. GEIZHHE, BT PAEE AW VT R 48 R AR S ERER Kibana.

4.13.3 {£ A Kibana 8l|E FH A A5

=R MRS (Cloud Search Service, f&#K CSS) H opendistro_security % 2= di{th X} 4
iz 2 ERERE /1, opendistro_security ZZ 4= 3diftf /&% F RBAC (Role-Based Access
Control) #AIF% ., RBAC B = PMHEZOME: HF (User). BR (Action). £
4 (Role). RBAC fiif 7 H A MIBLREIOC R, FEAK T RRE MR, T ERURY @
ST . =B AR R W B R:

E4-30 AP SERFIAE

" rreTerazee TR sessce ([T
User FBEB5T Role mapping Role #F4 Action group Permission
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F=4-53 BHRAR

¥ ik

Fi P User F T LA Elasticsearch ZEHE A HRAETE K . H 7 HA IR
(Flan, P 2AMEE)  ENEZA G AU L EANE
A HE @

£ Role A OB EA A S, OFETER, Ko, CRYER
F R ERLRR -

PR Permission BABME, gz 5] (B indices:admin/create) o

BRI Role P AEIIAT S Bk e AR M . Al stk

mapping BB P (BUEmMAE) . B, kibana user () T
jdoe (/) MIBLES IR John Doe 7E3K1S kibana_user &1}
ARk T AT AR . A, all access (ffift) %] admin
Casm ) BB s A 5 b M 5 admin (R LDAP /
Active Directory Ik 552%) HIAEATH F#3K45 [ all_access &1
SRS R AR . ST DR AR f s BI0VF 2 B P R/ B
S Ui £ £ o

B Action — R filhn, T L) SEARCH #RA1E 4 B Eufd A

group _search fll_msearchAPI,

%7 RBAC #A1 2 5, Elasticsearch it — M EERMER, UM Tenant. RBAC fEfE R
B P ARG FAR )@, Tenant WREMER 7 AR 2 AL ZERE, BdRE
Tenant (], %> IAM H ) (FH ') 1] L{E Tenant %% (] #1352 Dashboard.
index_pattern {5 2.

ARFEATHAN BT A Kibana G -, HONH PRI EREUATT B <284 3
Fr i F Kibana GUZEH P IR AL.

AR

o AERYRAZIE Kibana REIEER, AETILA 7.6.2 lRAH1.
e Kibana FRILIEENAFE. AR, HPRE, BRSSP NFH.
WIR—: 3% Kibana FHH

AR IS

PR=. QM OIFRM
SR NP EE AT

3% Kibana &A@

1.
2.

G o RIRSEH G

FEEETFE RS, PRt AR, BRdrRESII “Kibana” .
T NEP B DA P 44 RN R 5 5% Kibana

- I 4: admin CBRINVEELRIK 4
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- . Qe R, BE R .

E4-31 BFRE

*°"Y Open Distro
° for Elasticsearch

Please login to Kibana

If you have forgotten your username or
password, please ask your system
administrator

a | [username

a Password

tEA A
3% Kibana ${E )G, 7E Security TU Q&I

1. BXEIJE, £ Kibana #HAF S 2 FHUZ LS “Security” , #EA

“Security” TL[H
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[&]4-32 # N\ Security TIH

K Security

2°"y Open Distro

® oo for Elasticsearch
Permissions and Roles
=
sl
Q xp @
M o%o EO
Role Mappings Roles Action Groups Tenants
=]
@ R
Authentication Backends
&
&
o
a
Internal User
Database
System

®

Authentication &

) Purge Cache
Authorisation

2.  iEFE “Authentication Backends” > “Internal Users Database” , 3 ABGIEEH T
T o

E4-33 /AR (1)

*°"y Open Distro
oo forElasticsearch

Permissions and Roles

Y| 8| & =

Role Mappings Roles Action Groups Tenants

Authentication Backends

a

Internal User
Database

System

® C

Authentication &

o Purge Cache
Authorisation

3. f£ “Internal Users Database” TiIH, & n , BENES IO S B0 .
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E4-34 AR (2)

@ Internal Users Database
Search...
Username 1 Open Distro Security Roles

admin

&Current user

kibanaserver
@reserved

test

4, {ERIEM P I, i\ “Username” .

“Submit” .

< Back

admin m

Backend Roles

(| o [IE)
(| o [IE)

“Password” I “Repeatpassword” , H.if;

QIR )E, W RAMESIR PR RGP .

IR B HRN

£ Security FUH G AT, FFI9H O
1. f£ “Security” Fi%+ “Roles” , #f A Open Distro Security Roles [

[El4-35 AR

Permissions and Roles

Y |

Role Mappings Roles

Authentication Backends

A

Internal User
Database

System

©)

Authentication &
Authorisation

@

Purge Cache

&“"Y Open Distro
o forElasticsearch

5o

Action Groups

5o

Tenants

+
2. {E Open Distro Security Roles Ji[f, H.i7 . WA AR .
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7f Overview T W B M4 “Role name” .

[El4-36 SR/ EaRR

Overview Cluster Permissions Index Permissions Tenant Permissions

Role name:

Members

Users:
No mapped users found.

Backend Roles:
No mapped backend roles found.

Hosts:
No mapped hosts found.

Save Role Definition Cancel

7E “Cluster Permissions” TS5 E CSS SRR . HRIE M 55 75 B0k 540 B 1
LERERLRR,  ANHC B 227 M A B AR AT EE RE 2 A RO BLRR o

m  “Permissions: Action Groups”: . “Add Action Group”, W] LA &R
PR . Blan, SEREFAIEARIER: read, KRN EEERLRE . £

o At 2

5o

m  “Permissions: Single Permissions”: ‘4Ji%t Show Advanced &, Hifi “Add
Single Permission” ] DAt B3 1 B SERGAIALR . a0 B A
indices:data/read, F/NIHEE & 5] ELEURLRR -

[&]4-37 Cluster Permissions T3 [

Overview Cluster Permissions Index Permissions Tenant Permissions

Open Distro Security Role:

Cluster-wide permissions

Permissions: Action Groups [CJShow Advanced

read N7 |E|

+ Add Action Group
Save Role Definition [EEeETIeE]

fE “Index Permissions” Tl [H % & &R 5| R o

m  “Index patterns”: H.if; “Add index permissions” HCE N7 E & BEAR K
RO, B, RIIBR AN my_store.
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AR
BN ERS BRI P A A E R,

m  “Permissions: Action Groups”: . “Add Action Group”, HR¥E 75 EIFiH
PR E . Filhn, SR PRIES: Search.

d.  “Tenant Permissions” T [H 1% & A AR, HRIGISFEMLE.

m  “Global permissions”: .7 “Add Field”, ¥ E it kibana 135K,
{511 kibana_all read Y kibana all write £} .

m  “Tenant permissions”: H.i7 “Add tenant pattern”, HATIAL L, FF
HoOwgrs i f P #2015 B kibana all read Y kibana all write A2 .
[&l4-38 Tenant Permissions T3 [H]
Overview Cluster Permissions Index Permissions Tenant Permissions

Open Distro Security Role: Rolel

Global permissions

Permissions: @

[ (@]
kibana_all_read
kibana_all_write

Tenant permissions

No tenant permissions configured. Add tenant permissions

REVCRGICE LG  Cancel

3. Hifi “Save Role Definition” , fRfFMAOIXE, R HBEE M.

ARFPEERE
BUSEIF A COF N EE TRURE, TS CLU BUR P, LR A R3S i 10

T iRA AR .
1. f£ “Security” F1iE#¢ “Role Mappings” , A Role Mappings U, 17 thmk
9o
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[&|4-39 faaRRET

*°") Open Distro
oo for Elasticsearch

Permissions and Roles

PIIB | & | =

Role Mappings Roles Action Groups Tenants

Authentication Backends

A

Internal User
Database

System

® G

Authentication &

. Purge Cache
Authorisation

\
2. {E Role Mappings UL[f], i , EFEME “Role” , WIMMAF “Users” .
“Role”: A7 A A4 FR
“Users”: H.ifi “Add User”, i A\BEWLES A€ H - AR

[E|4-40 F PFnf e aRET

Role:

Users

username

+ Add User

Backend roles

+ Add Backend Role

Hosts

IIIH

+ Add Host

2024-11-07 161



PR E
Rk L] 4 Elasticsearch

3. WG, #ii “Submit” .
4, WE5SERJS, A LLEE Kibana HHETIGUE & 154 2
4.13.4 B3 Kibana £ A\ Elasticsearch &%
H 2 Kibana %52 =4 2 IR 4% Elasticsearch 58f, F i /20 F &4

o RHWIREE T E RSN VT A
o JEHIT[E vpe T ECS R45#5 % Kibana, AHu/ W11 Kibana B A,
o HS7¥F OSS fA M) Kibana 5% iEH: 3] -~ 14 2 Rk 55 1) Elasticsearch.

Kibana AL & 555
o ARIA:
elasticsearch.username: "***"

elasticsearch.password: "**x"

elasticsearch.ssl.verificationMode: none

server.ssl.enabled: false

server.rewriteBasePath: false

server.port: 5601

logging.dest: /home/Ruby/log/kibana.log

pid.file: /home/Ruby/run/kibana.pid

server.host: 192.168.xxx.xXx

elasticsearch.hosts: https://10.0.0.xxx:9200
elasticsearch.requestHeadersWhitelist: ["securitytenant","Authorization"]
opendistro security.multitenancy.enabled: true

opendistro security.multitenancy.tenants.enable global: true

opendistro security.multitenancy.tenants.enable private: true

opendistro security.multitenancy.tenants.preferred: ["Private", "Global"]

opendistro security.multitenancy.enable filter: false
MR
o LR EBELEEM opendistro_security kibana, FEHIEESE https:/github.com/opendistro-

for-elasticsearch/security-kibana-plugin/tags?after=v1.3.0.0,

o LIRAVBRHhRAFTEASERIAIRIT—E, TEE GET _cat/plugins SRENEISER 2 £HR4HHY
WRAS,
o AREAEHI:

server.port: 5601

logging.dest: /home/Ruby/log/kibana.log
pid.file: /home/Ruby/run/kibana.pid
server.host: 192.168.xxx.xXx
elasticsearch.hosts: http://10.0.0.xxx:9200
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Logstash

5.1 G @ 5EET

BRIFL TR

1 BXEERRSEER G
2. fE RN WA BAR CRUERERET , PN “RIESER” T,

BUE S U iy “ SRR B >Logstash”, iy LAY “EUESERE", A
“OIgEgERE” .

C Ol CpUEAERET . BEA “RUESERE” T,
4. ERFE UM R AT .

#x®5-1 RS HIRA

2

1iAA

TR

SERE SRR/ H AL T T S R

o MUAF/ELH: MRIRERIEENAC, —RVESATERERA .. Bl
KA 1A, BB 3 F R SR K 9 4
Ho BUEAENSE, A, — iSO 10 A
H124H.

L O e S L e o P o 9 7 Rt N P
—/NE N B

T 3

P OE/ M ARNE, BRI,
AT AR F35K, LH R B R E AL .

5. &P CHETXER” A CRTHIXT .
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#%5-2 XA A X S%05 PR

S AR

AT X 35k ETE AR XA A4 R R AE R 5

Al X IEPAERE TR X 8 R RBR TR X .
WEEE 3 “THIX” , ZWHXAMEHIES L 4.1.4 3
Fis AZ R,

6. TRESMIAMGLE, W “EERA” , I “BEHLK .

7<5-3 RS HIRER

2 L

R AL Logstash 287,
o Elasticsearch 255 F] T 6] 2 Elasticsearch ££5f .
e OpenSearch 257 ] F61% OpenSearch £#f.,

EERERRUA MR RF 7.10.06

LEFE AR H B EREAFR, RN RN 4~32 N5, Hik
WERT. T PRILMTIRIZ, Hoaibl7Zs&Hk.
AR

MEROIRRTIE, (FAILIRIEERISKERER, PR
BEETR, HAEREASENE, Bk e sEn s

RS, B V| BT, NRBEICEER, TR . T
.

7. IRESEMAENE RS

F<5-4 S¥RAR

2 1 BA

W A E FERER AT AN

CPU Z2# H Al Logstash R0 “x86 11" M, HARSZRRRAY s
B DX I A 458 e 5 o

A LT AT A
BT PLERAE— R, RJE KT R R R ARG 7 Bk B —
¥ o

A H AT RS #%98 /0. & /0. #75 1/0.
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et A
AR
MRLRIBRAFEREASTS, WAEAET.
TR R 2 il TN N

8. WEEMNMLINH .
WMRETFE T I E 7, EOIEERR, TGS T M TiH. &n
CAEEA U R R HE R F 24 A - T L eV Akt e, e BUE sy “ &5 I
FAEEL” 24, e “AVIiHE R Bl G, gl HMEE A

AP .

9. iy “T—F, MKEE” , WEEHRMKICE.

7<5-5 ¥R

2

PR

READAH =

VPC BRI E =, sl @ iy U r Mg ia s, Rt
Eoil TR RIS S
PO ERERTER VPC, B “BFEMMAE LR #HA VPC
R4 HE CBIER VPC LA ID. WA VPC, TFHEG)E
—/NETH VPC.
AR
IHAMEIERRR VPC B EMER (CIDR), BRISERHSTEOERN
Ih. #ER VPC BABSMER (CIDR),

T

MRS AR P& BE B ) . AT DU R IR, DA
E 2% 22 4

PO F EH T M, [k VPC kRS EFE VPC FEE6)
) F M FRA 1D,

ecoet|

GARHR—NEE oW, NFE—A VPC N EA AR % 4R
PR IFA EAZ AR NE = IR S5 2R PR b U Il SRms . Ry “EF
AW W] TR .
AR
BRZEEN "ROSEE/ICMP EE" A "Any" EiEEAIRO 9200
HiRCOSEE.

10. il N BABCE, #AsERa By “SLRIBIE” THAEIEERE.

11 e “REERIIR” , RGUMBEE S| “SREE” T, SOIErERE R
FEEAMESIR T, HEMIREN “alddh” , Qe ERESZN “m

»
o

IR QIR ING, TR SR Per,  EE G SR .
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52 BLE T

521 EEH L

Logstash 8 (S CHFFIEE ICE 0y, 120K logstash FUECE SCHF, WA HdiE s
Ginput) IEBEAEZIAF R H )35 Coutput).

I8 M
TEA F Logstash £EFFIE R EARRT, 7T LG IR R £0Ha Ui AN Logstash SET 1) 0 265 /& 75 1%
.
1. BERXaMRRGERERNSG.
2. fE “HEREEHL” VU, 1EFE Logstash SRMUAERE, Fh R ENCEAUE S\ T H S
HIEETE AR, BENEREREARGE I, ®HF “mEH 07 , B EER S HRE
FEEAESI) “TEEAHL7 , FEARE AT,
. (EREACTUE, B OE@EENR” .
4, EIEEPEN R NSRRI TP bk A O, B <Pk .
(AL
EBEERRS TR 10 4N 1P bk, RIS "BREERIN", IS4 1P HBlt, A5
B "HEUL, #HTORMEUHSA 1P MRS EYE,
SR ECE

1 BXEERRSERER G

2. fE “HERFEEL” UUM, 2EFE Logstash JSAUAERE, Hdh i SN0 E s SN T
WIS AR, BEANEEREEEAE R I, e “BeE P07 1, HEARE O
M B B H AR RS “BCE 0, BEARE G .

3. Hulfi by “AId” , QIR E SR .
TET AR R GUAR e B SO G, T AE AT G e B S

- ARG T I, AT DL E R BN A RARAE A R, SRJEAE “ A
PR CHCESCHF N A “RRs A AR rREEAT i 4 AE

H BTS2 R GRS -
elasticsearch: M\ Elasticsearch R EEHE T A\ S H 2 Elasticsearch LR
BRI SHICE G S 5.2.3 KRGHERECESELH .

- WEREBOIEECE M, A7 M “EEESENE” S E A
M ZERIA] . A7 R B SN A RN RERE IS 100k SCRFOIEERC B S
BASHIT 50 />

- FRUERAEYIER: AT ERGERBURF R SIK, 12 Enter B HCE BRI
YRR, MREINRENST, SWTAER PR F 8 RO (53R
BN SCHF 20 4%, BEAFHRRERKE 512 1),

4, ETRHRE, $Bifi “T—1”, RESH.

He B SO AEIE A% Bt i A BC
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#*5-6 SR
S8 iRR
pipeline.workers FHATHATEIE M Filters+Outputs [ B TAELLFESL, 2R
WHEY CPU &%, BURE Y 1-20 Z 4],
pipeline.batch.size A TARZRFRAE 24T L Filters A1 Outputs 2 FiRF A
inputs YA IR R, ZEBOREFEEARN, He
WA AT, BN 125,
pipeline.batch.delay VR E FHATAE, AR /N A B2 3 T TARZRE
ZHT, AR (L= ARAD , BRIME
N 50,
queue.type T HMAZZ N EBA SR . memory FHET A7
BN\, persisted F3ETHIFL AT ACKed RFAALEA
H, BRINMEY memory.
queue.checkpoint.writes WEARAE R AABAS, MR R BB HIHAT R & R 2 AT S A
PR E L, BRIME N 1024
queue.max_bytes WERAF R A, MRS FEAMBAII K SRR,
PREGR AR R T E, BIERN 1024,
HA7: MB.
5. BLETEME, B <Al .
FERCE O DU ] DR BRI KRG E SO, REA “FTRY”, oIt . &iE
A DAFESRAE S0 B 2 B C B SO T R . WS 03 B 0 SRR . IR SR .
- e FREERAESIR) “dniE7, MBSO B NS R E S .
— UNINEN A E SRR R PR 2RO L E SO, VRN I B 5 8 AR
B, 7R B E SIS A
— MBR: nRANTREAECE S, W RS R E S AT I .
(MERTL::
BEEILIBE "BMECR & ETEE, EERE VBRI FCRMETEHES.
Bt E XX
e B S SE G, AERCE 0 DL AT DA 3 6 R D ) e S A
1. EHFLEBIMEE S, BEE EAR BT .
Ko B SO AT DLEI R 2 AN AT B 8, —IRANReEEE 50 /.
2. {E “Ja3h Logstash f%s” XFiEHEH, *ETE&%FH?K’ L CRAIRFFEE .
FHE “OREFFLIE” &M THRHEKMTILSS, JFE “REEE” Ua, Baft
SEANTT S DAL E — AP RE, 2 logstash IR S5 H B AUk, 2> Bh R
HEE . “REFER” ANEAT RTINS, FLSIT B R, WRE
IR, 2 FBUES RN,
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3. Huly “BE” . TR R BhRCE S .
A LAE B 53R 2 R s e B .
(MR
AL BE "RMECR" B ETRE, ERREXHRIBEXEBRFCRMIZITATER.

AR E S
Logstash Ik %5 CEIZATI, W LUILE#RIE B D) ReIG N4 18
(1 88

o {55 logstash stdin ¥RAFHIECESHEE L EFRVERNTHEE.

o ({EFRASHITHEERY, MNRECEXHHNERIEME S logstash HIZRHRE, SHTIREMN,
HIEFTSEIR logstash HE, HERIRE,

o REEEE—MRENHHHTNGE), BESEVRPREH "TIE4" NEEHENT 20

O
"o

L AT ERRSNEE T, A AR “HUEsET

AR “ R A IRFFH I FEBNSEESIRPE R ORI HiREF—
.

2. A “HRRE” . JTIRHVE SR E S
W DR R TE SR BIRR s B AT

PR E S
Logstash Ik %5 CAEIZATI, W LLUE#EHF IEDIReR R AN EE .

1 EEESIRER DR EMEENEE, PEEsER LN Rzl .
2. MRIEXHEHERN, Hdr “HE” .
P B I T LR RVETE S H br e B O B HAZ & T8 Bem 12 7% h i .

{FIE =B E ¢
BT A LA TR b AL B SO BRE RS, AR LT < A
1k,

MRIEIEHESE S, Bl “HARE 7, EFT LR P & 8 218 R 1A%
s b T AT DU B A e TE A BRI RS .

5.2.2 Logstash B & L1451

AR
PATHBILARIR, BRRAY elasticsearch SERFIIAIZEE—HEI, AR —HHEREFEF
REEHNERNERREERIREFE HTTPS i5A.
SRR, BRYRAY elasticsearch EEEFHIRISREYA—HE, RILAETNEAY 3 MEFISARY input 71
output §B5> B ES HIEFENEE 4.
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Fre&E

QI Elasticsearch SR SEIERIT 7 % AN, AP ZHWT .

input {
elasticsearch {
# i £S ik
hosts => ["xx.xxX.xxX.xx:9200", "xx.xx.xx.xx:9200"]
# WEEBMRGIIIR, LLES R
index => "xxX,xxX,xXxx"
# AR GRFFERIAET )

docinfo => true

}
}
filter {
# FP—I 1ogstash HOMMFE
mutate {
remove field => ["@timestamp", "@version"]
}
}
output {

elasticsearch {
# His Es ik
hosts => ["xx.xxX.xxX.xx:9200", "xx.xx.xx.xx:9200"]
# HRERERIIAFR, LR E AR R — 2
index => "%{[@metadata] [ index]}"
# HIOBIEM_id, MAAFEREIE id, rTRUMERCLUNZAT, MRS PERE L
document id => "%{[@metadata] [ id]}"
# B EREFERIAET )
manage template => false
ilm enabled => false

Ze&ER (ORBHB HTTPS ihin)

HONERERIT R T2 e, HEKH T HTTPS Ui, ARG ZH0T.

input {
elasticsearch {
# YR 4

user =>
# VEm Y
password =>
# Y ES [ HLHE

hosts => ["xx.xxX.xxX.xx:9200", "xx.xx.xx.xx:9200"]
# mEEBMRGIIIR, LLES R

index => "xxX,xxxX,xXxx"

# B GREFERIAET )

docinfo => true

XXX

" "

XXX
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filter {
# FP—I 1ogstash HOMMFE
mutate {

remove field => ["@timestamp", "@version"]

}
}
output {
elasticsearch {
# HsmA 4
user => "xxx"

# H s
password =>
# His Es Hulk

hosts => ["xx.xxX.xxX.xx:9200", "xx.xx.xx.xx:9200"]

# HRERERIIARR, LR E AR R — 2

index => "%{[@metadata] [ index]}"

# HIOBGEM_id, MRAAFEREIE id, TR NZAT, MRS PERE ST L
document id => "%{[@metadata] [ id]}"

# AR ERFFBRIAET )

manage template => false

ilm enabled => false

" "

XXX

L& (FFB HTTPS inia)
ORI S T AR, JEAFFE T HTTPS Vi, AR SE0F.

input {
elasticsearch {
# YR 4

user =>
# Ve Y
password =>
# Y ES [ HLHE

hosts => ["xx.xx.xx.xx:9200", "xx.xx.xx.xx:9200"]
# mEEBMRGIIIR, LLES R

index => "xxX,xxX,xXxx"

XXX

" "

XXX

# Vi BSET, = EREBIRIFLUT AR B logstash A IERBEIENS TR E#E P . X B

R REFRIUE 5 4 FR +IE A5 B8 42

ca file => "/rds/datastore/logstash/v7.10.0/package/logstash-
7.10.0/extend/certs"

# DURLRAFER AR AT

docinfo => true

ssl => true

}
}
filter {
# FP—I 1ogstash HOMMFE
mutate {
remove field => ["@timestamp", "@version"]
}
}
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output {

elasticsearch {

# HEsm 4

user =>
# H s
password =>
# His Es ik

hosts => ["xx.xx.xx.xx:9200", "xx.xx.xx.xx:9200"]

# HRERER SRR, LR E AR R — 2

index => "%{[@metadata] [ index]}"

# HIOBGEM_id, MRAAFEREE id, TR ZAT, MRS PERE ST L
document id => "%{[@metadata] [ id]}"

# B B UEH, = EMERMRFFL AR, B logstash &R, W FHEAEERVER DR FEET A

XXX

" "

XXX

3 B NN RLRE 5 A2 FRUE T AR

cacert => "/rds/datastore/logstash/v7.10.0/package/logstash-

7.10.0/extend/certs"

}

# DURLRIFER AR AT

manage template => false
ilm enabled => false

ssl => true

ssl certificate verification => false

5.2.3 RGIRRAC E SR AR

elasticsearch: A Elasticsearch 28RS #E 5 AN #(J5 3| Elasticsearch ZSRIEEHE

FEIIE 2% https://www.elastic.co/guide/en/logstash/7.10/plugins-inputs-
elasticsearch.html

7<5-7 BL BTl A

it &I =EWE | kAR
hosts s S NHAE ) Elasticsearch £ZEFE T 5 1P,
5 &k Elasticsearch 2RI 44, — A admin.

IR LR, HEMALS.

password = & 3% Elasticsearch ZERE %05 . L2 A A2 ST
iR T
W R, TWERMALSE.

index = SAHEER RG], B P SR BN 51T 3
i

docinfo i AEE R .

BUETEH: true. false.

WMRIEE, EEEMH T Elasticsearch XX HYME
B, Flnzgsl, KA D,
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BCE N =EwIE | A

ca_file 4 BIMA
"/rds/datastore/logstash/v7.10.0/package/logstash-
7.10.0/extend/certs", =z I logstash £ERFCRIFERINE
ANAZ A T E 8 SCIEAS I g AAH RZET H 52 SCIE %
125 H#E Logstash 28, WJLAEFFJE SSL ) ES %
REVENS DU N BAEF O, AEIEAL fan AR S #

VA
e

iy

P ES S8 5 SSL i, % E N true.

ssl

o R 1Y Elasticsearch B80T /& IP.

hosts

o | Ao

&%k Elasticsearch 2RI 44, — WA admin.
R R, TEMALSH.

user

iy

&k Elasticsearch £EFE MY . 00 A6 3 4L 8
i 5 B R

IR LR, HEMALSH.

password

BB N EEBERMR S, B &2 AR
BRG], R E ARG
M Tl W-EZ 5 L]

AT

index

iy

4 docinfo ¥ E N true B, HSEA R

24 docinfo ZH L & N false B, 352 M AL E 4
I3 b 2 45

document_type

iy

4 docinfo S E N true B, HSEA R

34 docinfo ZHL & N false B, 32 MACE 4
s b 2 %

document _id

iy

ENNER
"/rds/datastore/logstash/v7.10.0/package/logstash-
7.10.0/extend/certs", z_I logstash £ERF R IFERINE
AR A T E € SCIEAS I g AAH RZET H 52 SCIE %
1£; B Logstash 2, W LAEFFJE SSL ) ES %
REVENS DU N BAEF O, AEIEAL fan AR S #

VA
e

cacert

oA

H i3 ES 4645 ) SSL I, W& N true.

ssl

oA

ssl_certificate_ver BB N false B, JE I SSL I 2005 36 0E AR 25 2% 1E
ification H,
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HEEREE DL 52,  F RSB RN, TUUT PR 5%
P RERERT, A

BT &1t
o EERALT “mH” ORE, HIEIEAEHITHMES .
o HEWEHIE AL FrERY A
24 SR BR &
o PAEEEATLFEHEMS AT AT BH AT ST WEHAT 5.3.3 AR EE AR
fE,
IREL TR
1. EBEXBRERBRESEHERE.
2. FELMIZEERAL, EPEXTNERESRAY, SN ERHE P .
3. EPEHRER, PEEESR CEZSSAE” PO EE RS T .
4. FEESUERS TN, RET B
g S O
CARFPIRYR T, RIRARALE .
CARFRIMAL7: HAME ) A BRI B Y SR SR
L
6. HHATHEER)E, B “RXHE” .
7. P “IR[BIERES|FR” BREERERS I . £ YTRE” FERN ‘Y
K, BERIEEYT . JQEBIRSZ N “0TH” , WFRRY BRI,
532 R
MERA 7R EE I BRI BERS, AT AR LPAT “4ER7 1S, W/NERE
BRSNS ARG B AT 48 5 4
BT &1t
LT “PTHY RS, HEIEEHTHRIES .
24 SR BR &

o GREERAEOCCRIEH W AERT, TRHEE AN R A

BH o

o UAFAT A RIRAE W RBR”, R SR RAERCHNZ T R “ AT R
&7, HART SRR N REET A
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o HRAEA G RIMIAL T BN T 80%, HAEREREA T R PR AZ BT A
HEDN 1
o  EEARESY REIEER, KENRAT SIS, SRR
I B 5 /e 28I 5 N BHRIERIER R, B AGBE 2RI AL
AR BRI, 72 2 KT A
BRIESR
1 BXREERRSEER G
2. TEAEMISERAE, E8E “HERFEHI>Logstash” O RFAERERAL, E AR BT
T o
o EFEHAREERE, PLERIEIIN “HEZ SRR N SRR AR T .
4. EESURBEIN U, BWEAFSU
“ARIRMT: YR
“CRTREIE”: DR RIRRARE .
PRI BB R BB T S SR
LR R
6. HHANEREEL)E, Fili “RLHE" .
7. Bl CREERIR” B RERE I . SN CTERE” SR ERN
“HERTT, FoRERIEAGR . MBSO AT, RS E R .
5.3.3 TEHE
MAERREE I 520, RSN BT RS, T AT “AR RS A
%o
s
o BT “TATH” ORE.
o (EAEMHN “ECESLT, BEMAIIEAMAERB T HIES, EEIIRAAEEB
i AF IR ERE T HIAES, HAETESIR T RS f EORF 5.
o HLUGHIBCA AR AL AU
o ARV S RIS RO, R RS O B K
)RR

o  BHEHUSEAEA TR W AEE” M W AAMEET. Win AR E
AT 5.3.1 ¥ mFERE.

o ISUR RN SO/ NI, BERERVALBEERER S PRI, Rk S Re Sy, iE
PETHRAE

o ERREM N RAUE” KRTEET 2 RS SRR .

o ARHMMGERER, SRUOH T RHHATIRL, SERE SR RKITL. 22— NS
R
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BRIFL TR

L b=

BRAMRIRE GG,
PSR, SE N SIS BRI, I NS B P  TT 1
VEFE U RAERE, MAHREIN < Z>TUA0 7 3\ SRR 5T
7 SR AU T, B E IO B
“ASERI: AR
CHEVE": BRI R
TR MBI R R S R S X R
e T HHE R 5T A ML 920 E 75 A o 4 .
B e
HAEE (SRR, il i
FER AT DR T4 R MSERERA” L Bt “BRL” S BhEE BRI A
i,
SRR, 2 BN NIRE A, R R, A T R b
B 4n, AN IR AR 5 AR A (R, M HERE SRR
W2 i, TEVEIEH T RASE R, (KIUE 2 (VA A A0 5 A R T2
W ERERA, Z2MGJS, A Ao R 2 R BER AR I T 2 SRR
BEIEr LS, DL
Mok “RIHEBIITE” BRI R IO, HEBHY “AESORA” S BR N
UReAEE” . FORIEBEEAE O, SRR “TTH” T
A R

54 ERERNERER

7t Logstash FEHE I B AAE B U, W LASREL Logstash £EHE BN N Us il bk . hieAR . 5

S f2=
)ﬁ%{aﬁo

1.
2.
3.

R MREIRSEHEESR G .
EPE “ERE I > Logstash” , #ENEEREAIZR DU
PR AR NEERE “REAGEE” U, BEERNEREE.

#®5-8 ARSI

%3] e —
AR H S B4 TR TR, R AT
it L AR R
D SEBEE—FRIR, R A ENE R
F— KT, SH D R,
SR B IRALE 5.
RIS B T R A
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%5l S8 ik
5 IRZS EFMATESIRES, mREE > T+
RS BoR “--7
B g ] SEFEA IR TR]
ERA AR EFH R B ERE.
(GB)
EFA & EH O HER.
(GB)
=R EDS) [X 35 SEREFTLE X 3
AT H X SEREFTER AT H X,
A = ERT R EFAE = .
T LT IEI T,
A ERET R 22 A
A ME “ Bz ad” o B SEE
BE 272l E R
ikl
HTRERE], BREVSENNEE
B9 9200 IO ERMFF, ERNLLARET
eSS TR, SEERE,
A ATNE| EFAT RN IE .
FATHIIH 44 kAT DAk AL 210 100 H & #E 0
BEMIH FIHEAE R
P P 7 ] i SERE N I TP HuhikFsg 05, fERIS
BT D NG, WRER A DY
R, BEAMYEIR 1N SR TP st R
5, il “10.62.179.32:92007 ; w15
EHEZANT A, WAEERTA Y AR
IP kAl 05, it
“10.62.179.32:9200,10.62.179.33:9200”
TEER REPEY LS SEREF T S AR R .
A EERER T S A S B AR,
A E SRR RN
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55 gfEIINE

Alb T AR E 2 ZA A IR AV T R Al 7 A £ AN [R] DX B8 542 R b 15T H 3t
T, RN DO A LI H i B A A FBERIH P AR . AETA
A4 CSS H1 Logstash SEAFATERE . fEELITH -

AR S

TEGRE ANV I H A, O “ Akl RS G 7 Q@ aLIiH

i INE

FEQIREERERS, ATRAME “AViiH 7 408 el r e, T blpd “&EFHH
EELY, AEMLIUH E IS G, B ebITH MEE OA R

&l I B
B0 2 B R AR, 0w LI H n] AR S bR g DL A TS 2
1. EREZHRIRSEHRESH G,
2. TEAMISHUES, R “EREE > Logstash” , #E NEERFE EE U
3. fEEMYIFRY, RER AT NER CERAEE” .
4, ELER “EAEE” W, g “IiE” ARk E AR, FEADTE &
T -

5. 1 “ERIE” AR, DX EmGERR MR ERAAER X, RS ETiH
ik “mIERS CSS” o BEES, BHYRAZRKG ik X B AT CSS £EEE,

6. AR EAUNALIH MR, RERE B .
£ CIEHBIRT T, P R, BERE IRIEEEE AR LI
H”, sy “#E” .
[E5-1 EH BEIR

0 =

ECSXEXIEVS, EIPEBEHERMEIWING;: ECSREGEHGHS

m

EEERAER BTN TRERTHESE
HEER &8 FRiERX iR BBS TEXE

ap-southeast-1 FE-EE css S
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8. ILHiZERUE, WUMER MRS E G GEE N, AEFBSUEHER &
M3 H 5 B

5.6 s E R KR

4 Logstash SEHF H T I (B2 AT B0 HoAth AR k0 5 R 33 Logstash & AN AT I, %8
I s S R SRR E AT . BRI AT, IE R

famr DU I DU A5 B i i 5 5 AR

1. BREERIRSERESR G,

2. i “HEBFEH” > “Logstash” , B Logstash 288 FIEEREDIR FLHT, TEXT N
HER “ER(E” pIp il “TEZ>amflEE”

3. fE “omRfIE R VMs” XFIERES, AP BT RS, Rl CHE” .

[Els-2 3B B Bt
EHIEEEREFVMs

ERIERESATR, EEERE
TIERSaIEss, ERTiEs=a0E1togstashifiE, EEFIE SETESFEHEAS, =

BEEETTEENTERCEL. EEEEEEERSE, %ﬁiﬁ‘ilogstashiifiﬁgﬂlﬂ,_
BRI EBREERnEh, SHoREsiuitogstashi#g, EBRSEEATIE
R, SUEARFEMIRE.

ZIID EERE

A

s O I/

=) €

ERFE AR, EARIREDY BT, ESSIREN “HEETT. WIARERPIRES
ARG WY, Ron B CE R

5.7 EIBHZE
NTHERPERHECA R &, ~ERRSRME T HESMAHEE R, HE

AT LUE IR EAE B H A7 A2 OBS ik, it OBS W DLELZ P A H B
P, AT IR M s fr

HEZEIf
I BREMRMESEEEHE.
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2. fE “HEHFEEY U, AL HREAEWHESRERANK, BEASRREREAE E I
3. EMIEHUE, kR CHEEHRY
4. EHTEHImMAET HEEW,
‘ ‘ NPRERE® R,
5. WEFREAWNT L. HERMNMHEIOELRE, Bl RN EWES
R
AW HEN, RN ZIH) 17326 HEPHHTILE, B4R EZ EoR 100
%o
#PAE

H G0 7T LLE K CSS SEME R H B A7 i 21 OBS M .

1.
2.

3.

4.

FR RS E R G
f£ “EERE Y TUE, PR EACE H SRS mIERAAK, SEAEREARGEE T
T o

MG, g CHEEE” , £ “HESMITR” ARG, T4
i H B BT RE .

f£ R HEEMICE” #E T, ERSHCE.

SRE R ERNIHS T R RS B EIER) “OBS 7. “ & e M
“IAM ZA4t7, AT HE&M. SAFHZ%E 5-9 BHUB0ME.

IARER 2R T HE#AIIRE, W LR “HERMECE” A0 204 K
bR, AR “OBHEHMECE” W, 25K 59 FHHEX MR ESH.

#*5-9 HE&EMEERNSHIRA

et PR AEE
“OBS 1f” e HEAHAE R OBS | OBS A (1 T AE X $5lh Zi B AR A (14 T £E DX 45K

. AN <o) | R
B SCFRTE OBS AR

iR MRBFHS, FTERINRE
GetBucketStoragePolicy, GetBucketLocation,
ListBucket, ListAllMyBuckets iR, ZBEEZ!
OBS 1.

“EATERAT” HS HEAE OBS HliFF | &0 BRATIC B AN -

M2 o BHHBEIREE TN o

o BHBERREU IR

o GEBERRAL < TFkeR

o GHERNEKIR AR 1023 45
.

“IAM ZEF5”7 PR IAM BH6, 824 | IAM ZFEF L 00 564

MK SRR | o cqpppm” wit “ZRes” .
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2 ) EEEI
Ui BRI | 0 “miRSS” %EFF “Elasticsearch” B
OBS H##z. ity “THERIRS CSS” .

fuiy “OURZAE” 3 | o yiksEE%:  “OBS Administrator”
FERT AT,

5. &M HE.
- Ha&mHE.
fE “HZhSEM IR A0, BEIFR, R & HEDRE.
FHE “BMFMITR” 5, £ “BlHESM R #EhiE “RmIreh
WA, WEMIE, R E RN REAT B 3% 0 .
ﬁiﬁ “Bah&WIFR” 5, B mEErs, Tl “&h G
I TE]
- FI&mHE.
W CHBER” 0%, Bl “THREM 7, ERE N RIET BT
7, FFiRE M HE.
HEZMANERAE “IE5IRE” N “Successful” B, FoxHES I
6. AHEHEM.
HEZm s E, HP LS “OBS fl” B ZIMYIR, BB m HER

W H &

[E5-3 i# X OBS
OBS#&E Of4db
EHER css_
IAMZEIE css

HEXX 48
Logstash HEHE 4 471 H 26 SO0 BRI F4RME H &L AT H &,

=5-10 HELRER

HEZM ik
logstash-deprecation.log FH B H El St
logstash-plain.log Logstash 1217 H &
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6 EEFHEBITIASHERRENRS

RIS E PR G 80, BRI 2 RIS A ERRIRES L LR
A A RS

F6-1 EEPRTSLAA

b7 N PR
CIpE| FoRERIRSS ILF B TH, MRS .
il FORERE BRI BA AT H -

WERMAEREAL T “ANoTH” RS, SCRAMBR AR 0 4
FEEFIIRSH RIS 2 AR, TTEPUTY B4
. Vil Kibana. QPR SRR IR 22 LU SR T B4R
WA ZEPAT F AR RERE, BafdE k. BaTEE
My B S AR, (ENR R AT A P 17 150 A [F) X L 4 T B
TR, HPATRIGES, 8 BB RBIR SR .

b3 FoRERIEAMEE AT, AT FHTHERE T,

lfaey FoRERIEAME G R

#+6-2 EHEFHRAENRTS

b7 PR

1EH FORERE TP SR R RN T 50%.

Ede) FoRERTE W A AE RN RRNTET 50%, M
80%.

(Al FoRERTE W AR RN TET 80%. HEIBUE
INEERERIAEE A R, DA RENS 11 T AR AT B R B
ot

il FORARAEE WP ERNAHERGER . B, ST
b, REHN “RET N, HERNAEEERSN R
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7 SRR SR

SRR

71 EERE

7.1.1 IH=EFEA

[R3E

KGR AR HERFSEI7 50 T H e R A s A, x4 22 ][] B Aer R (A et
JERAERG RS TR ER . RS R A A R I S it 1 Ak
TR, FETHUIA BRI, 454 Elasticsearch FHBIFHLH], SRR 1 17 &
KR AT

A AR A L, B YRS SRR R AR XA N T RTH R R

PERE, W 7 AR R DL P A L

o  WAEEHMESR
MBS ST R, T AR 2R 0 7 BEM 2R 51 G5 ORE S £ 4 B 1 HAh LA
VLR, %8O R AL I B HER 51 R SRS, 11 1) oA 3R S i X 1]
BRI ERGEE AR &, BN EB R

° RERENMETEHRERE
) B R SRR SR, Xt T A AT B A AT 5, TR R
KR HARHEREE, IR)A 3 T IE BRI R AR) TH A HE R . AT AN
ER T R ARBAT BRI, T DUA MR AR R AR

) B R B — AN e 1 ) B, IR R, R S E W R EAHT
1) K /MA) & (K-Nearest Neighbor, KNN), {HHF KNN MRS, 8% R OFEILL
1145 (Approximate Nearest Neighbor, ANN) [a] i,

Hf R ARG EER T R R. BRG] (HNSW). FRf . IVF-HNSW Z£Z ff
RG], TERGR. WAL R4 IS S MARRUE TS T, A BERAE R R
BIRT RS 2. Gegii e mhRe. SRS, KA. 2RSS RN 5 L FH
Ko
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7 SRR SR

2 R PRI

) S A 2R SCRFJR 2E Elasticsearch [FTARE /1, BFEAAA. ZRIA. #iRKE. R,
PUBRIEHISE; A FTA R 2E Elasticsearch 4225, ARG T H: Cerebro, W #i4L T
H Kibana, SEE 5 R4 T H Logstash %5; 2t Python/Java/Go/C++55 2 Fh 25 P iy i
EBEST

e  {U Elasticsearch 7.6.2. Elasticsearch 7.10.2. OpenSearch 1.3.6 ££#£37 ¥ CSS k55K
Ir) B R 5]

o ERRMHMIW LB ERINAEE, NEERIEERT &, #UEFEE “HN
AL BT SRR

o AEFFEE Y M EABE T M NS ER T 16G, S NITEVEfEH CSS kRS M)
BRI, R T EIENER RERCEF .

7.12 B=ERERERIX

FERRNRI WS SRS, T ERRESRGIRM, SHEINAE
RANERFEM K B ER G I HR SN AAE RN, AT DR RS d SR
o BT RERS NAE SR, CSS AT WA Ay 8GB K& LAF ISR BIALEH] 1
[ AR

ANRIZEAY ()2 51 P s HEAN AT RN TG 77 AR, T3 A T
® GRAPH %5
mem_needs = (dim x dim_size + neighbros x4) x num + delta
(1] #%88

MEBELERZRS TR, EEEERAEERS MIEFBE merge FTRHEINNEFHE, (RF
HTEE 152 mem_needs,

e PQHEEKI

mem_needs = frag_num % frag_size X num + delta
e FALT. IVF &3l

mem _needs = dim xdim_size X num + delta

<7-1 ¥R

S8 L]

dim YRR .

neighbors K RSB R, BRIME DY 64

dim_size R T, BN float 287, F%E 4 7
s

num [E=¥5E: 3
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F P 46w 7 SRR
S8 iER
delta JCEHE RN, ZIUE W] DL
frag_num AL YRR I R ) o B, QR R T a0 R B B AE
ME ) ELEE “dim” HRE
if dim <= 256:
frag num = dim / 4
elif dim <= 512:
frag num = dim / 8
else :
frag num = 64
frag_size GRS H0 RIS size, EFRINA 1, Y4 “frag num”
KT 256 i, ZHSET 2.
FET FIRTHE T, UG H SR I E R I TR AN AR RN . IR AR RS
T EGANT RN AR .
T RME N AR USRS . RN RHEN AN AT R E N AR, HERRANE
it 31GB.
fitm, 3T SIFT10M ¥ 460 GRAPH &5], H “dim” A “1287, “dim size” N
“4”, “neighbors” RHELIME “647, “num” 2 “1000 /37, R&EMAN Bk AT 2
GRAPH & 5| i 75 HEAN N AE RN N
mem needs = (128 x4 + 64 x4) x 10000000 =~ 7.5GB
[ 5 FE BIMENAZITEY, H 6 “8U 16G” MUK HIMLES 7T LA 2 37 7Rk,
PRI FOLA SEI 5 NEH T R R SR, DR B R R B R B AR
713 SlEEREZRS
EIE7= daa
o UZRZF 712 MERRNEFMRTHRERE, ERFUIE 7.6.2 5 7.10.2 kit
/K Elasticsearch 228, B3 1.3.6 ix4< OpenSearch £ .
o MURSLPRFRESH LR MANNL B SR m R E
SIEEEERSI

1 BXEERRSERER G
2. fE HRMFEEY Um, ERHHEBHRERRERE, PdiR{ES] “Kibana” ,

%% Kibana F1f] -

3. B SRHALR “Dev Tools” , AT TGl M ERT .
BIE—NEN “my_index” BRI, EZRIIAE—NHBA “my vector” [Hfn]&EF
BR—/N%8 “my label” WISCARFE . H, [E7BAE T GRAPH Bl 4],
HeAd I RR R B VR AR
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PUT my index
{
"settings": {
"index": {
"vector": true
}
by
"mappings": {
"properties": {

"my vector": ({

"type": "vector",
"dimension": 2,
"indexing": true,
"algorithm": "GRAPH",
"metric": "euclidean"
by
"my label": {
"type": "text"

}
}
}
}

*®7-2 BIERSISHIRA

i) 2

PR

Index settings vector
ZH

A B R R S RN, FEREIZEN

Field mappings | type

“vector” FRZTF-BNIAETB.

=

dimension

AR . BUETER]: [1, 4096].

indexing

s T A AR 5N

A

o false: F/RKMIMERTIME, FEHRNEA
docvalues, HSZHF#H ScriptScore LA M Rescore
HEAT IR A

o true: FONJTMHMERTIIME, R EIEHI
FimER G, K5 Bk H algorithm" 7Bt 8 7€
N J5 7T UMEH VectorQuery 34T 2.

ERIME: false.

algorithm

Kol EE. Y “indexing” N “true” B AR,

IR

e FLAT: B&JJiHHE, HismEKIKFPTE R &
TR, Wkt EER, ARE 100%.
TE 50 A [l A SR R A = 37 55

e GRAPH: EZE5l, WiRFEMLILT HNSW &
v, N A R RIS FE A A R H
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i)

1iRA

H shard 1 SCRIEELE T /AN LA B3¢

e GRAPH_PQ: #f HNSW 55 PQ 5kt T T
ghty, It PQ BRMIKE LA M E RIAAE TR, AelE
fi HNSW 8 hA S8 L AZ B IR R 5

e IVF_GRAPH: Hi2¥4 IVF 5 HNSW 454, Xf
EA TR, BN REEPLRERE
T—ATAE, R R AR, F 2
RN R R E B . & T 8RR AE -
A2 A L [ B o Ao 2 14 B SRR i ) 3 5t

e IVF GRAPH PQ: PQ &k IVF-HNSW [1)&h
&, PQ AJLUEIT L Bk HE 5 HNSW 455 F1 IVF
g, BRI RANERIFRIKRGIT
B4, &M T shard FOCREELE T80 UL TR
B0 2R P e B R A R 3 5

* PV_GRAPH: EIZ3l, [FENIRILILK HNSW
S, RN FTEPERE AR I B R R,
H5 shard ORI ELE T LA, ATHTH
BRI 5. [RIRNZ BV BGhr &
e, HAT{ PR IR keyword 2R 7B, AHEL
FiE B SR R B, ORIRER TR [ 45 R
HIIE R R AL M FE . {X Elasticsearch £ 5
7.10.2 fRA Y FF PV_GRAPH &Kl .

BRilMH: GRAPH.

Ll
2% IVF_GRAPH B IVF_GRAPH PQ &3 B, EE
BN TIEEPORES IR EMESE, BRRSIE
&% 716 (Oi%) SRS EM.

*7-3

Mfg R RS IER (Bl “indexing” SN “true”
B, N T AR S A R DL RS
CSS &t 7 5 m &R MK LS AL E .

metric

THE IR 2 TR B A R T
A

e cuclidean: KR=EEE .

e inner product: WHIEEE .
® cosine: RILIAE .

® hamming: MHREES, {CFFRE"dim type" N
"binary" B ff F .
ERIME: euclideans

dim_type

Ir) B A PR AR R 2R A
Ali%E{E: binary. float (ERIN)
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2

1iRA

sub_fields

B SE 7B sub fields F 5 X n) & M @b =7
B, ANGCRF keyword 287, RIS FRIC A IS 98
Ihfg, {NSCFF PV_GRPAH 27,

x7-3 AlES A

i)

2

1iAA

GRAPH 2%
ZoIRE
K

neighbors

KR PR =R ES, BRIME 64, A
KA WRE P . RGO, M DL
S R P 1 TR 2R

HUEVER: [10,255].

shrink

F%d hnsw I ()30 24, BRAE 1.0f,
HUEERE: (0.1, 10).

scaling

5 hnsw I _F 2 B9 s B 4 s e, BRE
50,

HUEYEH: (0, 128].

efc

e hnsw I 5240 Ja 7 mUAIBA KN, BRE
200, {EBOCR MR, MEERE SR,

EUEYEE: (0, 100000].

max_scan_num

T A ERR, ERIME N 10000, fF B
=, RWEIEERE,
EUEYEE: (0, 1000000].

PQ K% 5|
fid B 2%

centroid_num

—BEREEFOAEHE, BIMEN 255,
BUEYEH: (0, 65535].

fragment num

B, BOMER O, HEfFESIRE I E KA RE
EIE B
HUEJEH: [0, 4096].

FAREWIE

BUTINF e, SAREHE. F “my index” %3105 A R AR, R
e B BRI L

o AEHIEI AKX VE 50 bR P R B

POST my_index/ doc

{
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SHERERE

"my vector":

}

[1.0, 2.0]

Ie B A A A\ A% O /N 7 9 P 4 i 1Y) Base64 747 H3 I«
FEGN AR, BUARAEER . BUEAMAEZ R, 1] Baseo4 ik 1k

B EMTEE N
POST my_index/ doc
{

"my vector":

}

"AACAPwAAAEA=""

25 N RSN, 2 A Bulk #:4E:

POST my index/ bulk
{1}
"my vector":
{1}
"my vector":
{1}

"my vector":

"index":
"index":

"index":

{
{
{
{
{
{

[1.0, 2.0],

[2.0, 2.0],

[2.0, 3.0],

"my label": "red"}

"my label™:

"green"}

"my label": "red"}

EELIANEIE ST, AT HREES AL, #3CH R 71 refresh_interval
SHOE -1, IR ESIRHERS .

A VCK #4731 number_of replicas W& N 0, HELEIE ARG, HIKENT

ZHME

HoAtl = D RE M S HBC B U -

®"7-4 FRECESH

¥

PR

native.cache.circuit_bre
aker.enabled

T HEGN A T o
BRME: true.

native.cache.circuit_bre
aker.cpu.limit

) R G| HEAP A A IR

BB fH ] 128GB I AEHIML2S HLHE N £ K /NN 31GB,  BRiAHE
HNAAEAE T _EBR (128 - 31) * 45% = 43.65GB, HEAM TR
FH BB I 2B 2= fil e BN BT

BRINME: 45%.

native.cache.expire.ena

bled

BT A AN R E . TFan, 0 S e 22 7 T I [R] ¢
BT A IR W R

BUETEH: true. false.

ERINH: false.

native.cache.expire.tim
e

R K
BRINME: 24h.

native.vector.index_thr
eads

QR E R FI PrE A28, B4 shard B 24
PR . WA E R, % A 2
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et PR
FEAE o AR B
BOME: 4.

7.14 B2

trEEIA]
ERAIEE T R RS R R SR T R RS TRE G SRR
T S v 5 1 R O ) size Ctopk) SR

POST my index/ search
{

"size":2,

" source": false,

"query": {
"vector": ({

"my vector": {
"vector": [1, 117,
"topk":2

}

}
}
}

®7-5 FEEIERSHREA

¥ WiBA

vector (Z—14>) TRz A WAEALN VectorQuery

my_vector R | AW BT R AR

vector (5§ —AM) fRE Bl BN RAE, KA E ALK Base64 Jnhd e A1)
LA

topk topk FMEIEH 5 size TREF—E,

% 7-6 WIS ABA R KEWSE, TR m & v ae el
ARG .

®7-6 AIERIEIRS I

2 FEH 1iAA

GRAPH 2§ | ef Fenil e 21 T VN 01Nl by N N [ N = 7
Ky E Pk, A S, BRIAMECN 200

28 AUEER: (0, 100000].
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FEH

1iRA

max_scan_num

FHET S BIR . (EROORE R sy, Eh AR
2. ERIAE N 10000,

| X o

EUEYEE: (0, 1000000].

IVF K%
5t B S
5

nprobe

BSOS B o EEORE R, B
HEARE . BRIAMEN 100.

EUEYEE: (0, 100000].

g

PN

AR RSO R SR ES TEMASHATEGEW, HInA/RER. JFETIES.

LR PSR B EEER: H /e E il topl0 2k S AWM BB HIL SR, filter {5
ILPESRAFR AR B my_label F-BON “red” MIGER.

A R B WA

POST my_ index/ search
{
"size": 10,
"query": {
"bool": {
"must": {
"vector": {
"my vector": {
"vector": [1, 2],
"topk": 10
}
}
by
"filter": {
"term": {
}
}
}

)
Ja B e

GET my_index/_search
{

"size":

"my label™:

10,
"query": {
"vector": {

"my vector": {
"vector": [1, 2],
"topk": 10

}

}
by
"post filter": {
"red"

"term": { "my label":

"red" }

}
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ScriptScore & ]

BN R, E ) BT LM ScriptScore #EAT BT AR WY, EMELMTH

Btz o

A B I BE LA AT DUONAT R A, script_score (W EF X AT BT JE RIS Rt T8, 5 1)
g0 i (VN e I o A IO o g = W 0K s 07 s = S 59 = e el T 2 <Y N A
W B 8K A match_all"B), YT A&J/HE IR,

POST my index/ search
{

"size":2,
"query": {
"script score": {
"query": {
"match all": {}
} 4
"script": {
"source": "vector score",
"lang": "vector",
"params": {
"field": "my vector",
"vector": [1.0, 2.0],
"metric": "euclidean"
}
}
}
}
}
%<7-7 script_score 2315 FA
2% PR
source script JIAFIA, {3 1a) AR A REFT 43 g o] s 4B
"vector_score' .
lang script WEVEFEIR, {8 [ 2 {5 "vector".
field [ B T B A R
vector 71 7] A
metric &, AliE{EN: euclidean. inner product. cosines
hamming.
BRIMA: euclideans

2024-11-07

192




R RS
167

7 SRR SR

EiTREI

4§} GRAPH_PQ % 5|83 IVF_GRAPH_PQ & 5|H}, Z 4 2R E PQ THEMAE

i my_index & PQ KA ZE I, Rescore

GET my_index/_search
{

"size": 10,

{

"vector":

"query":
{

"my vector":

{

"vector": [1.0, 2.0],
"topk": 100
}
}
br
"rescore": {
"window size": 100,

{

"vector rescore":

"field": "my vector",
"vector": [1.0, 2.01],
"metric": "euclidean"

}
}
}

£<7-8 Rescore 2t AR

XPRERE AT HEY . CSS SCHF Rescore [5 200t B AE R BEAT BT 0 ks #E, S0 A 1Al

ANIANR

¥ AR

window_size ) A 2 2 IR [A] topk 2545 9L, AHLAT window_size £5 45
FHgHE.

field IF) B B A4 R

vector 71 7] A

metric &, AliE{EN: euclidean. inner product. cosines
hamming.
BRINE: euclidean.

Painless 1B£ R X #5

CSS ¥ skl 1 2 A B i B THS AL, AT HE B E U painless BIAH BREAEM, IR

e RE R AT 70 A 3K
NI

POST my index/ search
{
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"size": 10,
"query": {
"script score": {
"query": {

"match all": {}
}I

"script": {
"source": "1 / (1 + euclidean (params.vector, doc[params.field]))",
"params": {
"field": "my vector",
"vector": [1, 2]

CSS il SCRFHIBE B T s B N R -

T 397

euclidean(Float[], KR IR B BRI %Y

DocValues)

cosine(Float[], DocValues) A IZALE R L

innerproduct(Float[], AR 2R H

DocValues)

hamming(String, DocValues) | IR RE. HZFF"dim_type" 4"binary" ][] &
B NI ) B 7 208 Base64 i AT H g 2.

7.1.5 RERZFERIEREEM

BAMEREMIL

o RMIEIA, FEdRSASERIEFITEEIA, bR A AT .

o A% “refresh_interval” A 120s BUE HK, b G0 BT 28 51 A2 UK B /N
segments, [A]I 98 /D merge 7 R ] B R 51 ERTFE

e EYUK “native.vectorindex threads” {H (ERINA 4D, IEINmER I MWHERZ%
PUT _cluster/settings
{

"persistent": {
"native.vector.index threads": 8

}
}

Eiatee it
o MRS AET. HUESASRE, T forcemerge HfE AEH AT BN
%,
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POST index name/_ forcemerge?max num_segments=1

GRS BT HESN AT T ITER, BRI R 5] A G B A 2 P R T

AE ), SECE AR, BRSO M A L E .

PUT _cluster/settings
{

"persistent": {

"native.cache.circuit breaker.cpu.limit": "75%"

}
}

o IR EWAY fetch B BIFEEOR, FIEIACE “ source” Y/ fdt SRR/, M

1M B fetch FF4Y
PUT my index
{
"settings": {
"index": {
"vector": "true"

}7

"index.soft deletes.enabled"

}l

"mappings": {
"_source": ({
"excludes": ["my vector"]
b,
"properties": {
"my vector": {
"type": "vector",
"dimension": 128,
"indexing": true,
"algorithm": "GRAPH",
"metric": "euclidean"

}
}
}
}

7.1.6 (A[i%) FitE S

: false

R A ERIIN, WREREH “IVF GRAPH” fl “IVE_GRAPH PQ” & 5| &k
Al T K O 5 ) AT TR R AR A

CI=—
F%‘Ei FJE%

FE B RS InE AT, IVF_GRAPH Fl IVF_ GRAPH_PQ & T Ky 5. XM
FhRE TR EE T P R VIR 48 /N B TE L, 72 IR R 8 v SR R 2R el AL

KAEHIT R ETRE AT, 2

K BEHLRAEAS BT L

MoE AR O SRR TR G, B O A AT R A, DS
rut S A B T GRAPH 50 GRAPH _PQ &K 5|, [FINfVEME] CSS £REN, SLHLAE
AN AL R RG] SrE. At SR 511 shard 18] H e A S0 D I ZR0TTFRS . R
O RGBS R—THE AL A TERE .
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BRIEDT

R BRI ER, BiEEES] “Kibana” , 5% Kibana 5[ .

F 22 S i) “Dev Tools” , BEANERAE AL .

B0 R TI R

- ARSI AN my dict, FEREIZZE I number of shards F 21 B A
1, SNTeEEM .

- YFEATH IVF_GRAPH R 5|8, A0 fiZ 51 # algorithm 1% % 5 GRAPH.

- Y4FEFEH IVF_GRAPH PQ K5I, FH 5251 algorithm ¥ & N
GRAPH_PQ.

PUT my dict
{
"settings": {
"index": {
"vector": true
y
"number of shards": 1,
"number of replicas": 0
by
"mappings": {
"properties": {
"my vector": {
"type": "vector",
"dimension": 2,
"indexing": true,
"algorithm": "GRAPH",

"metric": "euclidean"

}
BN 5 A B A
7 GO\ 2 B AR B R B O S E S AN FIRGIE R my dict &R
gl
WAEM D
¥ LRGN my dict REIVEMEA 2 RME—FRIRAHK (dict name) ] Dict X
Ko
PUT vector/register/my dict
{

"dict_name": "my dict"

}
£J% IVF_GRAPH 5 IVF_GRAPH PQ %7l

Q)% IVF_GRAPH 8{# IVF_GRAPH PQ Z5IHf, A FHZESEE dimension PA K
metric {55, RFTHEZATEM LR dict ZFREIT] .

PUT my index
{
"settings": {
"index": {

"vector": true
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}
by
"mappings": {
"properties": {
"my vector": {
"type": "vector",
"indexing": true,
"algorithm": "IVF GRAPH",
"dict_name": "my dict",
"offload ivf": false
}
}
}
}

%<7-9 Field mappings 2%}

2 iRR
dict_name TRE MBI 0 R B PR R G| FRE B4R

TS dict RGO/ 8, AETREBIMEE.

offload_ivf

WIRE R T SEILR) IVE BIHFZR 51 #42) ES 5mSEil, w] L
DHESNNAEIIAE R, DL B NE IR ERE T A, (HE R
WRIPERRAE —E k. RHEUERITT,

HUEVEFE: true. false.

ERINE: false.

7.1.7 BB CERI|ERF

CSS (A SRR I A CH+sTl, (R RRMESNNAE, IR T IO &R R
S A AT E

BERFGIHER

GET /_vector/stats

FE A G SL B, MR R 5] 5 Lucene HAMSEM R 5| —FE, B —4> segment #4Jifk
HAFE— R 530, EERN, ZRIIFSBn R HESN N AE T . S HE
ZAFHLHD X LEEAP N AE AT E B . B3R API B A AT AP N A & 28
A I IS B

T &R

PUT / vector/warmup/{index name}
i L3R 82 MV REHSFR € index_name (1) B R 51 MBS HEAN A7 Bt & T
ERRET

PUT /_vector/clear/cache

PUT /_vector/clear/cache/index_name

M FERIIN, ZANEISIREIMESANAAEE. RN ZA K
ANBRAII, R R ARSI Ut , SRR S E e e . I TE RS
£ APL RENERE A AL R SIS, IREAEER R S & TERE .
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718 MBRENZSEABRESG (Python)
Elasticsearch $#& £t A=) REST 411, LLJ Java. Python %51H 5 9’5 I P diii o

AR IR ER I AR EEE A [ R R 1 Python AL R, /14
Un s P 2 P i SE L A AR R

RIS
% 1 CL %4 python fRABUEL. 1 L 22 T DIAAT 01 F i 4 224
# IR SRR AIAS , JHAREL 7. 6 2441

pip install elasticsearch==7.6

(R ELNL]

from elasticsearch import Elasticsearch

from elasticsearch import helpers

# GJ# Elasticsearch &/
def get client (hosts: list, user: str = None, password: str = None):
if user and password:
return Elasticsearch (hosts, http auth=(user, password), verify certs=False,
ssl show warn=False)
else:

return Elasticsearch (hosts)

# QUERGIR
def create(client: Elasticsearch, index: str):
# Z5| mapping 58
index mapping = {
"settings": {
"index": {
"vector": "true", # JIEMERM
"number of shards": 1, # I E, MRIESEERRTRIKE
"number of replicas": 0, # RIIEIAE, WIELFRTREE

}l

"mappings": {
"properties": {
"my vector": {

"type": "vector",
"dimension": 2,
"indexing": True,
"algorithm": "GRAPH",
"metric": "euclidean"

}
# AR SR A B

}
res = client.indices.create (index=index, body=index mapping)

print ("create index result: ", res)

# SNH
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def write(client: Elasticsearch, index: str, vecs: list, bulk size=500):

for i in range (0, len(vecs), bulk size):
actions = [
{
" index": index,
"my vector": vec,
# R T SRS I A B
}

for vec in vecs[i: i+bulk size]

]

success, errors = helpers.bulk(client, actions, request timeout=3600)

if errors:

print ("write bulk failed with errors: ", errors) # RIEFRIATHIRIE

else:
print ("write bulk {} docs success".format (success)

client.indices.refresh (index=index, request timeout=3600)

# EHEERT

def search(client: Elasticsearch, index: str, query: list, size: int):

# BUWER), AR R REFE S E M A
query body = {

"size": size,
"query": {
"vector": {
"my vector": {

"vector": query,

"topk": size

}

res = client.search (index=index, body=query body)

print ("search index result: ", res)

# MERZR S

def delete(client: Elasticsearch, index: str):

res = client.indices.delete (index=index)
print ("delete index result: ", res)
if name == "' main ':

# W TR AR, A
es_client = get client (hosts=['http://x.x.x.x:9200'])

# XMFIET nttps MZEER, FH:

# es_client = get client (hosts=['https://x.x.x.x:9200', 'https://x.x.x.x:9200'],

user="'xxxxx', password='xxxxx')

# XFARIFE https MZEER, FH:

# es_client = get client (hosts=['http://x.x.x.x:9200', 'http://x.x.x.x:9200'],

user="'xxxxx', password='xxxxx')

# AR K

index name = "my index"

# AR S
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72 BENE

721 B=E8

create(es_client, index=index name)

§ HAKR
data = [[1.0, 1.0], [2.0, 2.0], [3.0, 3.0]

write(es client, index=index name, vecs=data)

# AR
query vector = [1.0, 1.0]

search(es client, index=index name, query=query vector, size=3)

# MERZR S

delete(es _client, index=index name)

TR IR S SRR IR AL SSD RIB R AR B R R TERE . K P SR A e
OBS 1 FFAREUE A il A, RV E A 500 B RS A

A EEE S AR, — B A IR X 7, B S EE AE
£ SSD 1, FEEN RIFIHER, Pr st A MBS AN, &) QPS HEE(K, SXmH AT LA
RIS RBA) APLRAFE(E SSD HIAKIEF i 2] OBS, IXANEefl I RERR IR 4SS
2ol W AEE.

ERA=
Z) R PRI
722 FRERS|
AEED

H AT 7.6.2 A1 7.10.2 iz A Elasticsearch Z2#£H1 1.3.6 it A OpenSearch £E7f 37 F7 A7
.

H T S R AR OBS, it DA A R Hh 2458 57 OBS (1) “Ay %8 A1 “Hpfd
TERE (QPS)” B FBRM . i BRI, S &3] OBS &iff 1 PERE AR

2R, BIIRE 5 IR AR B A I AR e

FEPAT R ERAERT, TIRAERRIEAEIRE N . EHRGHREPITIT, KR
BB N read only, 2 FEUE NI B .

FEPAT IR G518 ) -
- RGN A,
- RGIHEER 2B OBS, HAEIRET, 2 b FHMZR T 9

- FfERRRS, AERRERE . BEn, hmTaEwEs, fdRiie, ©f
IEA KSR BIL BE W
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- CIRERIR ARG, RIATT R SR 25 .
- RGN, S MERA R T R 5 HdE .
BRIESR
I GRoHRRGEHES G .
2. fE CHRRREEY UM, EREREURARIIMERE, RIHRES] “Kibana” , B
Kibana Sl »
. HE AN SR “Dev Tools” , #E AR
4. PATW T2, KIEERTIRLE OBS .
POST ${index name}/ freeze low_cost
R7-10 BRI
SHE A
index name TEGRAENZRLINA T
AGIECE SN
{
"freeze uuid": "pdsRgUtSTymVDWR HOTGEFw"
}
R7-11 IREISHIAA
SHE A
freeze_uuid RAZHRLWERIG 2R — D RIS, WRERESFPE
%) 1D, f8HZ ID &) PR 55 Ik
AR
FEIFEBKTRE, SELERSINEIEBEAN, RESREY, ERERAZHIN. ERETK
&, SRE5I5E close F open, EIXERATEIAN, ZR5|IAATEN, SEEFUREEEHIM red K7,
open ERERE.
5. PATIT ar S RIUR AR S50
GET freeze low cost progress/${freeze uuid}
RT-12 BRE IR
SHE A
freeze uuid SRS ID, % ID i 4 3REUY .
EAGIECE SN
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"stage" : "STARTED",
"shards stats" : {
"INIT" : O,
"FAILURE" : O,
"DONE" : O,
"STARTED" : 3,
"ABORTED" : O
by
"indices" : {
"datal" : [
{
"uuid" : "70S-Gl-tRke2jHZPlckexg",
"index" : {
"name" : "datal",
"index id" : "4b5PHXJITLaS6AurImfQ9A",
"shard" : 2
b
"start ms" : 1611972010852,
"end ms" : -1,
"total time"™ : "10.5s",
"total time in millis" : 10505,
"stage" : "STARTED",
"failure" : null,
"size" : {
"total bytes" : 3211446689,
"finished bytes" : 222491269,
"percent" : "6.0%"
I
"file" : {
"total files" : 271,
"finished files" : 12,
"percent" : "4.0%"
I
"rate limit" : {
"paused times" : 1,
"paused nanos" : 946460970

"uuid" : "70S-Gl-tRke2jHZPlckexg",
"index" : {
"name" : "datal",
"index id" : "4b5PHXJITLaS6AurImfQ9A",
"shard" : 0
I
"start ms" : 1611972010998,
"end ms" : -1,
"total time" : "10.3s",
"total time in millis" : 10359,
"stage" : "STARTED",
"failure" : null,
"size" : {
"total bytes" : 3221418186,
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"finished bytes" : 272347118,
"percent" : "8.0%"

b

"file" : {
"total files" : 372,
"finished files" : 16,
"percent" : "4.0%"

b

"rate limit" : {
"paused times" : 5,
"paused nanos" : 8269016764

"uuid" : "70S-Gl-tRke2jHZPlckexg",
"index" : {
"name" : "datal",
"index id" : "4b5PHXJITLaS6AurImfQ9A",
"shard" : 1
I
"start ms" : 1611972011021,
"end ms" : -1,
"total time" : "10.3s",
"total time in millis" : 10336,
"stage" : "STARTED",
"failure" : null,
"size" : {
"total bytes" : 3220787498,
"finished bytes" : 305789614,
"percent" : "9.0%"
I
"file" : {
"total files" : 323,
"finished files" : 14,
"percent" : "4.0%"
I
"rate limit" : {
"paused times" : 3,
"paused nanos" : 6057933087

3=7-13 1R [E S #R AR

S8 AR
stage ARTATAEIRE . BUE 1E:

e INIT: WIjaz3hak® IEEVILE1L.
e FAILURE: Z2kNK.
e DONE: 5.
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SHE WiEA
* STARTED: CE3).
* ABORTED: HUH, W 7.
shards_stats AEAE SN IRAS Y shard 45
indices RANRIIPPIRES VNG
F<7-14 indices 1R [E{E 5 AR
SHZ WiBA
uuid freeze [1) uuid.
index 5|15 5 A shard 15 2.,
start_ ms BB/
end ms SERNTR], A R AR RN -1,
total time CAE BRI ]
total time_in_millis O BRI R 2= R0 5.
stage 1 shard AT PIRES
failure RIGR A, 2R3 RIG 575 79 null.
size.total_bytes SRR ERES M S = 4
size.finished bytes L TERR G 1 E
size.percent O TE RS I 80A 7 L.
file.total bytes SRR ERES M SN
file.finished bytes L4 58 AR &5 1 SN B
file.percent L& 8 AR 45 R SN B E o L
rate_limit.paused_times | 1A 2| R 5204 45 B IR EL
rate_limit.paused nanos | i I3 5 S00% 45 15 10 I TR N A0 5
IR TEIIN R T 223G ELE settings, AI %% 7-15,
#7-15 FREEES| settings
¥ WiEA
index.frozen low_cost PRRIZR G NIGEE RG] . BUEA true.
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2

PR

index.blocks.write

HREJE MR G ZEIEE N BUEA true.

index.store.type

PRIRIZ R 5] FIAEESE TN obs. HUE A obs.

6. WIlKRG G, SEIRETES . PATW TS RNE AT SRS KT AT

W, 7.2.3 FEZAF

GET _frozen_stats

GET _frozen_stats/${node_id}

=7-16 1B RS HIRAR

e L]
node_id SRELEAATT AR, WS ECO 7R LR Y A id.
A EIEAE
{
" nodes" : {
"total" : 3,
"successful" : 3,

"failed" : 0
}l

"cluster name" :

"css-zzzl1l",

"nodes" : {
"7TuwKO38RR0oaON37YsXhCYw" : {
"name" : "css-zzzl-ess-esn-2-1",

"transport address" :

"10.0.0.247:9300",

"host" : "10.0.0.247",

"ip" : "10.0.0.247",

"block cache" : {

"default" : {

"type" : "memory",
"block cache capacity" : 8192,
"block cache blocksize" : 8192,
"block_cache_size" : 12,
"block_cache_hit" : 14,
"block cache miss" : 0,
"block_cache_eviction" : 0,
"block cache store fail" : 0

}
}l

"obs stats" :

"list" :
"obs list count" : 17,
"obs list ms" : 265,
"obs list avg ms" : 15

}7

"get meta" :

{
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"obs get meta count" : 79,
"obs get meta ms" : 183,
"obs get meta avg ms" : 2
by
"get obj" : {
"obs get obj count" : 12,
"obs get obj ms" : 123,
"obs get obj avg ms" : 10
by
"put obj" : {
"obs put obj count" : 12,
"obs put obj ms" : 2451,
"obs put obj avg ms" : 204
by
"obs op total" : {
"obs op total ms" : 3022,
"obs op total count" : 120,
"obs op avg ms" : 25
}
by
"reader cache" : {
"hit count" : O,
"miss count" : 1,
"load success count" : 1,
"load exception count" : 0,
"total load time" : 291194714,
"eviction count” : 0
}
by
"73EDPEqoQES749umJgx0zQ" : {
"name" : "css-zzzl-ess-esn-3-1",
"transport address" : "10.0.0.201:9300",
"host" : "10.0.0.201",
"ip" : "10.0.0.201",
"block cache" : {
"default" : {
"type" : "memory",
"block cache capacity" : 8192,
"block cache blocksize" : 8192,
"block_cache_size" : 12,
"block_cache_hit" : 14,
"block_cache miss" : O,
"block_cache_eviction" : 0,
"block cache store fail" : 0
}
by
"obs stats" : {
"list" : {
"obs list count" : 17,
"obs list ms" : 309,
"obs list avg ms" : 18
by
"get meta" : {
"obs get meta count" : 79,

"obs get meta ms" : 216,
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"obs get meta avg ms" : 2
by
"get obj" : {
"obs get obj count" : 12,
"obs get obj ms" : 140,
"obs get obj avg ms" : 11
by
"put obj" : {
"obs put obj count" : 12,
"obs put obj ms" : 1081,
"obs put obj avg ms" : 90
by
"obs op total" : {
"obs op total ms" : 1746,
"obs op total count" : 120,
"obs op avg ms" : 14
}
by
"reader cache" : {
"hit count" : O,
"miss count" : 1,
"load success count" : 1,
"load exception count" : 0,
"total load time" : 367179751,
"eviction count” : 0
}
by
"EF8WoLCUQbgJl1Pkgqo9-0A" : {
"name" : "css-zzzl-ess-esn-1-1",
"transport address" : "10.0.0.18:9300",
"host" : "10.0.0.18",
"ip" : "10.0.0.18",
"block cache" : {
"default" : {
"type" : "memory",
"block cache capacity" : 8192,
"block cache blocksize" : 8192,
"block_cache_size" : 12,
"block_cache_hit" : 14,

"block_cache miss" : O,
"block_cache_eviction" : 0,
"block cache store fail" : 0
}
b
"obs stats" : {
"list" : {
"obs list count" : 17,
"obs list ms" : 220,
"obs list avg ms" : 12
by
"get meta" : {
"obs get meta count" : 79,
"obs get meta ms" : 139,
"obs get meta avg ms" : 1

}7
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"get obj" : {
"obs get obj count" : 12,
"obs get obj ms" : 82,
"obs get obj avg ms" : 6

by

"put obj" : {
"obs put obj count" : 12,
"obs put obj ms" : 879,
"obs put obj avg ms" : 73

}!
"obs op total" : {

"obs op total ms" : 1320,
"obs op total count" : 120,
"obs op avg ms" : 11

}

by

"reader cache" : {
"hit count" : O,
"miss count" : 1,
"load success count" : 1,
"load exception count" : 0,
"total load time" : 235706838,

"eviction count” : 0

7. PUTII T A4 EE AR
POST _frozen_ stats/reset
iR [ 25 SRR

{

" nodes" : {
"total" : 1,
"successful" : 1,
"failed" : O

by

"cluster name" : "Es-0325-007_ 01",

"nodes" : {
"mgTdk2YRSPyOSXfesREFSg" : {

"result" : "ok"

}

}

}
[MERT Y

tap < AT HREREEN, NEEEFNSERAITES, LB SPRERNETS

SRR, EWSE TN ERAFTERTI RS,
8. PUTWIT A BRI HT DR A TR R 5 .

GET cat/freeze indices?stage=${STAGE}
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R7-17 EKRESHREA
e L]
STAGE SCHFAN R IR -
o start: FFURRLEHRIEARTERMIR T TR
e done: CATEMGLEMRGIFIER
e unfreeze: WHIRGEMRGIHIFE
o FEFHHAMA: IEAEREE R B O RS 58 )
R GIRIIE S
A EIEAE
green open data2 ObNtxWDtRbOSkS4JYaUgMQ 3 0 5 0 7.9kb 7.9kb
green open data3 oYMLvw31lQnyasqUNuyP6RA 3 0 51 0 23.5kb 23.5kb
(1 e
LA SHISEFMREIESFHR Elasticsearch BY_cat/indices —Z,
723 BERTF

R AR OBS Ja, O TR BERIE X OBS HIT5 IR, JH4RJT ES &k
i, ARG EAFH . 53— UORE RN, S E&UIA OBS, Z a3k
IR EAAAENAET, SRR SRR B H R BARSEAF SR NAF AT

ES U5 A A [ B SO 1 RS GR AN —FEIN, A7 RGSCRF 2 A7, M AR Y
block K/ANKGAFA R RIS, Wit fdx, tip SCAF, AERRER) /) block 2247, X fdt 3¢
i, ARV B K block 2247

F7-18 S EFH R BECE

NAME>.blockshift

= i) L

low cost.obs.blockcache.n | Array GAF RGBT ZRGAT, 7 REAEAF

ames IR A . BT B8 TR A A
BEARE, RGAMSEHRINE —N%T, L7
N default. W HE XEE, EHREE 14
TN default [ZEAF, HAhA FAER .
ZRINE: default.

low_cost.obs.blockcache.< | ENUM | 247 ({)25M, 7 £F memory F1 file.

NAME>type 245 il memory KA RIGEAEIS, 2 b H
WAE RN MMl file RBIRZEAERT, 2
WEELAE NGRAT » U A & 10 R RE R 3
FZA7ERE
ERINME: memory.

low_cost.obs.blockcache.< | Integer | ZZ475E1 block IR/, AP A F84, RI 2%

FA . WECE AN 16, Fon block K/ A 210 %
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i E % i) L
1, T 65536 71, B 64K,
BRiME: 13 (18K .
low_cost.obs.blockcache.< | Integer L2 X H
NAME>.bank.count ERE: 1
low_cost.obs.blockcache.< | Integer BFANZZAE S X H A1) block £,
NAME>.number.blocks.pe =
rbank BRIME: 8192
low_cost.obs.blockcache. | Array ANGAFHI S G 8848 » IR 5 R REA
<NAME> exclude.file.typ 1t exclude #1)3%, WA ELE include 515, N
s 2§ [ default %17 -
low_cost.obs.blockcache. | Array AL G 4 . IR J5 BB 7
<NAME> file.types exclude %3, WA ETE include 513, W&
{# FH default Z51%.

LT RN NENHE WA E, ZIEMHWHRELE, 475704 default H large.
Hrf default Z2471# F 64K 1 block KN, If H—3L4 304096 4~ block, default 22471
TA7ER fdt Je R A=A SCAF . large A7 F 2M [ block K7y, —3HAF 5%1000 4~
block, large 2471 72247 fdx, dvd, tip JaZ&HISCF.

low cost.obs.blockcache.names: ["default", "large"]

low cost.obs.blockcache.default.type: file
low cost.obs.blockcache.default.blockshift: 16
low_cost.obs.blockcache.default.number.blocks.perbank: 4096

low cost.obs.blockcache.default.bank.count: 30

low cost.obs.blockcache.default.exclude.file.types: ["fdt"]

low cost.obs.blockcache.large.type: file
low cost.obs.blockcache.large.blockshift: 21

low _cost.obs.blockcache.large.number.blocks.perbank: 1000

low_cost.obs.blockcache.large.bank.count: 5

low cost.obs.blockcache.large.file.types: ["fdx", "dvd", "tip"]

<7-10 Bt E S

A& it WiBA
index.frozen.obs.max_byt | String VRS FEFAE OBS AL Ui R PR# . B4
€s_per_sec LB, BolUE LRIARL.

ERIME: 150MB.
low_cost.obs.index.uploa | String R A SO RN I R B 2> {8 OBS
d.threshold.use.multipart Moy B E A%,

ERIME: 1GB.
index.frozen.reader.cache. | Integer S B AR A
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A& it WiBA
expire.duration.seconds N TR GRE E RG] S HEENAE, ERG
shard J53l1J5, reader 247 —BXifIa], #BH )5
K

ZRIME: 300s.

index.frozen.reader.cache. | Integer i B 28 A B K AE
max.S1z¢ %jﬁ}\fﬁ: 1000

7.2.4 ERR VIR RERIT

db B = gy

B>R1a.c
#£ Kibana [#] Discover UL I E X BN, BT UL GAFRMTZAE, SFEUTEBIESFE
M OBS F3RHL. Hanrh SO BRI, TSRS ORI A OBS _EARIUN 3
(RIS TR - B LA RSO T . i SRxX — 30 0 Bl B A A, RIPT R ER T &
WITERE, MEU Discover UUIHT B (X2 118 1) 1] 7

AR &

PR PEAN SRR 2023 4E 02 HJE6)EER) 7.6.2 F1 7.10.2 FRAERELL )2 OpenSearch £
o
E WS BIEARMLZETFE APT
180T A FHZ APT 25 9f)v8 B A 2 A7 B AR S FE A o
R

GET / frozen stats/local cache
GET / frozen stats/local cache/{nodelId}

M) 7 7 45
{
" nodes" : {
"total" : 1,
"successful" : 1,

"failed" : O
y
"cluster name" : "elasticsearch",
"nodes" : {
"6by31Pyl1R3m55Dcg31iK8Q" : {
"name" : "node-1",
"transport_address" : "127.0.0.1:9300",
"host" : "127.0.0.1",
"ip" : "127.0.0.1",
"local cache" : {
"get stats" : {
"get total count" : 562, /1 IV B A O G2 A7 AR B 1) B IR
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#
"get hit count" : 562, /1 IV BB A G2 A7 A B i P
A
"get miss_count" : 0, /| WV R A G2 A7 B B R A b
"get total ns" : 43849200, /1 IV B A 52 A7 25 ) B 1) S
IS
"get avg ns" : 78023 /1 NP B A 2 A7 A B 135
RS
},
"load stats" : {
"load count" : 2, / /B B A A IR
"load total ms" : 29, / /B B AR AT ) S I
"load avg ms" : 14, / /B B A GAF R~ 2 I K
"load fail count" : O, / / TIERH A AR H B AT S L
"load overflow count" : /1 IMES B A G A7 I R i A7
AR
},
"reload stats" : {
"reload count" : 0, / /B A A B AR H G2 AT (K TR
"reload total ms" : O, / /B A P B AR M G AT (1
"reload avg ms" : 0, /1 B A BAE AL G2 A7 (1) ~F 3 I
K
"reload fail count" : 0 / /B A A B AR H G2 A (1 S
A
},
"init stats" : {
"init count" : O, /1 FIIRAHS B A B G2 A7 1) B
"init total ms" : O, / I RIIEAV BT A B 2 A7 1R S N
"init avg ms" : O, / [ RIURV B A D 2 A7 1) F 38 I G
"init fail count” : / 1 WIBRAG e B A M 5277 A R ISR
#
}
}
}
}
}
BLESH
mED |X| 2 |BE [sc (B | ER
B |EE |op | &
e |m
)|
(5
4
low_cost [In | J5 | 10- | no |J& | sk, REBEFTIF B EHESA7 1 oK 3L
Jocal ca | te 5000 | de 8, (44 shard ¥ S —NELENTED
che.max. ge ,‘ LN A
capacity | r M - N
<00 . BWNEERE—EEE, TSR
=8
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Rk L] 7 SEREIETRRR:
BEm (X |2 |BHE |[sc |2 |1EH
B || EE |op | &
e A
f]
=
&
54
o WNREASFIEAMEFINEXRFIHEIRT
load_overflow_count #{E—E 54
n, BENEKZE.
indexlo |[In | % | O- ind | 2 | AHAEIEARREAFIRE.
w cost.] | te 100, ex o
= ™ AR
ocal cac | ge 2RI e gt A
he.thresh T ’fE L yﬂ% date §§27—E§E"J£tlﬂd‘%ﬁth{ﬁo E%I&
old 50. HIRAHELT date ZEBVFES, BUAER.
o WIRLREIZS MY date 2RI ES HIEMFIZRS|
B KEBDEUER, AEINERLLINEE,
index.lo | % | K | 1d- ind | A& | AEEREAHWGE PRI ], AR
w_cost.l | 7F 365d | ex index.frozen_date (V45 RLIIAIRT[A]) )
ocal cac H , B =
he.evict_ I .
time 30d. AR
o WNRANIHERIFENERS|, £
index.frozen_date, RUIRIEZRS |CUFERTE¥!
o
o FNIRIEHEREREEARK, HTEWE
zSia,
(B2

e f& low cost.local cache.max.capacity

PUT _cluster/settings

{

"persistent":

"low cost.local cache.max.capacity":1000

}
}

e f& index.low cost.local cache.threshold

PUT es_write pref2-00000000021/_ settings

{

"index.low_cost.local_cache.threshold":20

}

e & index.low cost.local cache.evict time

PUT es_write pref2-00000000021/_ settings

{
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"index.low cost.local cache.evict time":"7d"

}

7.2.5 U535 OBS ##1E

N T M) TR RIS B BOREEAE OBS T HIERAE, Bl T OBS SERPHEZF MGt
fabs, I B SERbERICR B R G R I, FHENESLR 1% OBS BTG DL

AR &
IEAFPEA SCRFLE 2023 4F 03 A S8 7.6.2 #17.10.2 Wit A Elasticsearch 24 DL K
OpenSearch £,
IhEENT 4B
e GET frozen stats/obs rate $%1: #rif] OBS #fE 1 SCHfH%
o UM RAZET| freeze obs rate-YYYY.mm.dd: 17/ OBS #AESZ A1 OBS #:4E
IR, DMET T RS OBS [MiRfEEH .
o CHIMEWCE low cost.obs rate index.evict time : &l “.freeze obs_rate-

YYYY.mm.dd” &5 FIAEHETE

GET _frozen_stats/obs_rate 1% []

5T B 5 IRk, ERET 5 BT OBS R,
SRR :

GET _frozen_stats/obs_rate
GET _frozen stats/obs_rate/{nodeId}

“{nodeld}” J7EE A OBS #AEH 115 11 ID.

M 71«
{
" nodes" : {
"total" : 1,
"successful" : 1,
"failed" : 0
by
"cluster name" : "elasticsearch",
"nodes" : {
"df1DvcSwTJI-fkiIlT2zE3A" : {
"name" : "node-1",
"transport_address" : "127.0.0.1:9300",
"host" : "127.0.0.1",
"ip" : "127.0.0.1",
"update time" : 1671777600482, // ARG VHE TR
I&] o
"obs rate" : {
"list op rate" : 0.0, // obs list #AEMEZE,
Hpr: R/ FD
"get meta op rate" : 0.0, // obs get meta #AEN]
WA, B K/
"get obj op rate" : 0.0, // obs get HAEMHEZE,

AL R/ A
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"put op rate" : 0.0, // obs put BIERERK, H
hr: W/Hb.
"obs_total op_rate" : 0.0, // obs FTEHAERHEE,
Hfr: /R
"obs upload rate" : "0.0 MB/s", // obs FAEEHEHIER,
MB/H.
"obs_download rate" : "0.0 MB/s" // obs F#EEIEHIHER,
MB/H.
}
}
}
}
RERS|

®  RABEGI A “freeze obs rate-YYYY.mm.dd”
e Jfl: “.freeze obs rate-2023.01.23”

AR
%215 [BUAMRBHARR /9 30 K,

[T
(=21l K |sco | BE | PR
| pe | AIEp
Sig
X
low cost.obs ra | Stri | nod | J& H T2 5] “.freeze obs_rate-
te index.evict t | ng |e YYYY.mm.dd” 4R A .
me o HUHYEME: 1d~365d.
o BRIMH: 30d.
o Hf7: K.

s AZL “ freeze obs rate-YYYY.mm.dd” 25| HLR BB A

PUT _cluster/settings
{
"persistent": {
"low cost.obs rate index.evict time": "7d"

}
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7.3 Rm=EiTH 2.0

731 &=

FHEN R

2 R PRI

12 =
| = TR

SRR SR AR, FEAT SO BRI DIRE, Al Rt AT
BEEAZREYT A RS, HTTPS Jf AR EREIR . HTTP HORERARS], T AW
TR P 55 N e SOE3ES], —EERREE 1. R 3RS S U7 IP i1t A1 URL
HIGEitRE f1. BN THREEC BT R HF oS, BRI . FTE S 305 & N null 7] LYK
=L NN
TF A 26 F ity 5N ORI 6 ThRE, S0 S HE A7 KR FE b R3S R ym AN A
WAE, BERTT S, P SR A] R XU .
e HTTP/HTTPS HifZ:
~  HTTP/HTTPS E AR BE 1P AT M EEH % g IP U5, ani=7 5 1P 7624
o, M2 P FERR B W, WS A S E R AE R . 4
MRS T4 BRI, an SR P i IP 72 2B (42 s R i B, % P i SR AN
SRR,
~  HTTP/HTTPS Ff & EHHum i imid (R S8R0 F i HTTP &3 B Ok BR 1
REP=P/N=
~  HTTP/HTTPS 3#r8& He B da il i R il s 2 ) B O R 1) S i &2
o WHERE:
TSN BRI S AR E, BERFEERN NS R EAER b, 2
{EE R FRN . RIS g fd A B3 [ATUAL, 23k PN A ) 22 TR B R S s TS K o
o FEREHGT:
A PAE S P v TP AU o) A& P ot AR SR 288, P m] DA TG v HE IR0 & ity
IP FIVF R &, 20T 2 H0 & 7 i 1 5 N A B U5 ) & .
o —HENTR:
AT LAY ST % P iR, AN S Kibana V7 0] F1 CSS JG &g g, Wiy
M
L4 ﬁ%ﬂ‘i“iﬁﬁﬂ
RALFEIMESITE GO, 1032900 % i B8 UL P i R E L
F 0] DAEE T G i A A i B A A SR T I .
o HHZE:
A LA — BUAF ] Py 5 S 4208 HTTP/HTTPS 155k URL M1 Body, /Al LAET
Vilal HEE B0 4 fm =K /7.

e  HHAIMY 7.6.2 F1 7.10.2 i 2= Elasticsearch £FE 7 R &5 41k .

e 2023 4 02 AN 7.6.2 F1 7.10.2 it ELasticsearch SERHN S Frimi & 4541 2.0
RS, Z BB IHE R SR A ] 1.0 iiiAs, VRIS TE W 7.4 IREEH] 1.0.
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7.3.2 HTTP/HTTPS #i4%
I AE Kibana U474, 7T LLIF A 8O IAERF () HTTP/HTTPS Jitds.

BRIESE
1. BRoHERMEERIEGA.
2. fE C“HEREEH” UUHNER HARERE, HRIEES “Kibana” , 5% Kibana FtH .
3. R AMSHE “Dev Tools” , AT #r4JF )3 Bi0C 1 HTTP/HTTPS it
- JF/8 HTTP/HTTPS i S

PUT /_cluster/settings
{
"persistent": {

"flowcontrol.http.enabled": true,
"flowcontrol.http.allow": ["192.168.0.1/24", "192.168.2.1/24"],
"flowcontrol.http.deny": "192.168.1.1/24",
"flowcontrol.http.concurrent": 1000,
"flowcontrol.http.newconnect": 1000,
"flowcontrol.http.warmup period": 0

}

(0 #eA
LSS EN ull B, TRIKEBECEEOAE.
~ XM HTTP/HTTPS ¥ B

PUT /_cluster/settings
{
"persistent": {
"flowcontrol.http.enabled": false

}

AT i 21 N HBC B S B0 W W3R 7-20,

£%7-20 HTTP/HTTPS iz rIBC & S8R

BLE R i) WiBA
flowcontrol.http.enabled | Boolean HTTP/HTTPS ids %, ERUCH, HHiaE

SR ST A M RE
BUETEH: true. false
TRIN{H: false

flowcontrol.http.allow List<String> | IP Huhtvjj 1] [ 44 5.

SCRFICE 2 A TP Mk FAIHERD, S 1P M
AR, RS SCE SR, Filan
“XX.XX.XX.XX/24,XX.XX.XX.XX/24” B
“XXXXXXXX, XX XX xx.xx 7 T

BOME N
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period

A& it WiBA
flowcontrol.http.deny List<String> | IP 1Jj[n] B 44 B,
SCRFCE Z A TP AR, 23 1P SR T%
X PRI ESCE SRR .
BIME N
flowcontrol.http.concurren | Integer HTTP/HTTPS 15 3K i) H K IE 2 2 AE -
‘ BRME: TR * 400
flowcontrol.http.newconne | Integer HTTP/HTTPS 15 3K I 4380 7] LA 42 ()38 2
ct HEERHEIE
BROME: 9 s A E * 200
flowcontrol.http.warmup | Integer HTTP/HTTPS i i HA0A B e K IH AR 1)

RE S TR],
“flowcontrol.http.newconnect” Ft & N
“100” H

“flowcontrol.http.warmup period” FC & A
“5000ms” , Fow S5s LAJE RGO H g
AW LUL B AR 100,

HUEYEHE: 0~10000
AL ms
ERIME: 0

7.3.3 NERE

de B (=
B3R lzll%\

SHR A

Elasticsearch A EBAIEWTERHLA], 7T CARCE A A BIMEL, 4979 | AR E1E
I, AT, S EOE R P IEBUR ARGy 429 IHELE . 1A A B 4 ) i

[ £

AR REAN R P IR, 2R RE R e R AL (T R RN AT, fE

TSRPARLE AT, N T BT R A N i, R LU 2 P it AR A 1 s S A A7 5K

IR HEAT B UL o

FEIT A BGPTSR I N AF RS, ST

721 AERITHIECE S HIRAA

LW LI E ST

A& i) iRR
flowcontrol.memory.ena | Boolean WAFIE TG, JF R JaRFa n g A7
bled Mo HUAE:

* true
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REZ

i)

1iAA

e false (ERINE)

flowcontrol.memory.hea
p_limit

String

B 1) 7 R 4 Sy N A7 B 2 . e MBS
AT R E

BUETEE: 10%-100%

BRIME: 90%

flowcontrol.holding.in_fl
ight factor

Float

SRR T, SR PR T A4S W e
network breaker.inflight requests.overhead 2
Ko WAAEBIPRBMER, 2RO S %
iR, BATERZR.

BUETEH: =05

BOME: 1.0

flowcontrol.holding.max

TimeValue

FEAME R IR N A], 2 1838 i e
I AT DLAAE B TR 120 SR S BT SR
o VRN,

“flowcontrol.holding. max_strategy” FCE o
HUETER: =15s

BRINE: 60s

flowcontrol.holding.max
_strategy

String

R e KA IR I (7] J5 RIS AT S ms .  HUE:

e keep CBRIME) : WIRMENAAANERAL,
RPRAR S R - I FAT I SRATS IR SS
ZRARYE ST N AF E e

o soft: WIRHENAAIE AL, HAIIPAT

ZAE R . PATAELAL 15825 inFlight 45 Wi

8o

e hard: WIRMENANERAL, EFAiE
3K, (AT B0 SR I 2% i 4

flowcontrol.memory.onc
e free max

String

BB I SR A S — Ik M e R EH 4T R I
17, BiibssEig s MEEPRAAIE —IK
PR RE

HUEVEHE: 1%-50%

BRIME: 10%

flowcontrol.memory.nud
ges_gc

Boolean

BN KA (1s 88— IR = R &8,
FITE DA A4 B 2E T O 5T B NG
R, AR kBRI, PRIES AN
Tt BUE:

o true (BRIMED

e false
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[MERTY:
e “flowcontrol. memory.enabled” F “flowcontrol.memory.heap limit" ZEREEMN 2 NSEHED
B. enabled RNERIEFIR, heap_limit 4TI RERTFRISIE,

e "flowcontrol.memory.heap_limit" EXIA{E 90%E—MUBRTFHISHE, RIHEREFEAT 90%(ER
ENfSEINENEFmET 64KB AXIEK, EEHNTF ME, MEAFTEE85%, &
IRRITREZ—IRIE 5% x HRNFRAENEFHETESE. NRERNFREGET 90%, W
ERE FIREEIERIEE, EISEEMA GC BiEHTHOREN, BEMRFHETER
RENSIE.

o HEFERAALUIE “flowcontrol.memory.heap limit" BHEIRE N S0%ELAT, (RIT=E—

EERERE, HEANRELIMNITHER, EEA: Elasticsearch Eif], Segment merge

%,

BRIESE
1. ExcHERIRSEEESEG.
2. fE CEEBEETY DUMERE HARSERE, HiR{EY] “Kibana” , ¥ 3% Kibana St .
3. HEHEZAEMSFHER “Dev Tools” , AT 4T o BLOE A N A7 %
- JFENAFRE
PUT /_cluster/settings
{ "persistent": {
"flowcontrol.memory.enabled": true,
"flowcontrol.memory.heap limit": "80%"

}
}

- RPIEREN AR
PUT /_ cluster/settings
{
"persistent": {
"flowcontrol.memory.enabled": false

}
}

7.3.4 15 KEHEST

de B (=
B3R lzll%\

THR R GEH T LT P 1P ROV LRI PR RS, P T LA T 450
%P3 TP IV, MBS 5 AR

/722 ERGT R ESHORA

ALE & it L]
flowcontrol.log.access.enabl | Boolean RBGHaT via BS SERFII R 7 Uiy 1P
ed sk S AR B E Gt BUA:
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EEIREE 7 SRR A
[T = it iEA
* true
e false (BRIMED
flowcontrol.log.access.count | Integer Grit il 1P Mk 1) B3 1R 25 7 i R U
M
BUEVEH: 0-100
BRINE: 10
(] #%88

o 1P FiHDABERERFTTIRETCRIX.

e “flowcontrol.log.access.enabled” IZFFIREXNEFimiaRKETHRGFT, 251t bulk EAF
search, msearch EIENEKAI ML,

7.3.5 —HEWTIA

BT DAUIWTY s ERRISYERE AN T R, T RO R R R T AR
S, IERIPRENR AN H 1

BIELR
1. BRERIRSEEESG
2. fE “HEREE T JURNESEHAREERE, FRi#RMES] “Kibana” , %5k Kibana FH1Hl .
B 2 M SRR “Dev Tools™” , AT fir & JT JH BLC FA— SR T«
- JHE R
PUT / cluster/settings
{ "persistent”: {
"flowcontrol.break.enabled": true

}
}

ST e B s
~ R EEWTR
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.break.enabled": false

}
}

73.6 iniE%1H. EEREEHIER
R B G MR B L1 15 A A R

BRIEDT
L B ARIRS R A
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2. fE CEEBEETY DUMEREHARSERE, HiR{EY] “Kibana” , 3% Kibana St .
3. AN SFHUAER “Dev Tools” , AT & I E I HI 15 U .
- BEPAT AR E S
GET /_nodes/stats/filter/v2
- BEEIAT AR R R
GET /_nodes/stats/filter/v2?detail
- BEREA R SRR E S
GET /_nodes/{nodeId}/stats/filter/v2
{nodeld} N EEF U EAEH| BT 5 ID.
LGN UE
{

" nodes" : {
"total" : 1,
"successful" : 1,
"failed" : O
I
"cluster name" : "css-xxxx",
"nodes" : {
"d3gnVIpPTtSoadkVOLQEkKA" : {
"name" : "css-xxxx-ess—-esn-1-1",
"host" : "192.168.x.x",
"timestamp" : 1672236425112,
"flow control" : {
"http" : {
"current connect" : 52,
"rejected concurrent" : 0,
"rejected rate" : 0,
"rejected black" : O,
"rejected breaker" : 0
by
"access items" : [

{

"remote address" : "10.0.0.x",
"search count" : 0,
"bulk count" : O,
"other count" : 4
}
1y
"holding requests" : 0

3=7-23 NS #5RR

SHZ WiEA
current_connect SRR HTTP &5 E R,  BA IR E

ol 3%, %% [FF GET/ nodes/stats/http $%1 current_open
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PR

{6, AT LB BT 5 21 2 R

rejected_concurrent

HTTP JiZ R AR, RAJEAEE, JTFHRRERTELR
FERGEELL

rejected rate

HTTP {5 e A%, REEAES, F b i E4an

W R
rejected_black HTTP md= I A AER, RAEAEE, FE RS BIE4 NS
KA.

rejected breaker

—HEWRRIT R, RN R

remote_address

IP kg it, HETHCEAESE T A5 A TP i A sk 3

Ho

search_count

%% P LA _search. _msearch U7 i) FIVREL

bulk count

2 5 LA _bulk V5 i L

other count

2 i HLAE SR U7 1) K

7.3.7 IGETiAE it HE

CI=—
B R I:Il%\

MEEREAE 2 oy REE VN H &

o ARARMEHAME APL PR M EFR VIR HE, APISHNCE Vs o] H L (8] A1
Kb, Vilal HE N 8T Rest $ FHR Al

o il HESTEM Rl Ui HE, FFRER PR HES ST
MATEN 2o HEd, AP EEEEHEEEEY I HE. $ RERL TS INZt]ld
Fh 7 w7 iR H B0 3%

ik a) H B 1E ST A B Vs al H &R, $UTar 2w AR E S5 R -

x7-24 i) HEWE ESH0R A

REZ

i) il

duration_limit

String i 1a) H B 1d sk a]

BUEYER: 10~120
HAfr: s
RINE: 30

capacity_limit

String i HEBILF RN G IF R Ui H & 5105

RADN, AN T ZECEE, Vi H
HilxrA Ik,
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i iRkt 7 SRR R
BER il L
HUEVER: 1~5
Hf7: MB
[MARIZY):]

“duration_limit" & “capacity_limit" REG—NSEIAZRE, HRHTCRMSEL.

BRIESHE
1. ExcHERRSEEESEG.
2. fE C“EEREETY UL HAREERE, HRIERES] “Kibana” , 5% Kibana S .
3. HEHEZEMFHER “Dev Tools” , $ATAAIF)E ViR HE,
- JFREERTE T AR H &
PUT /_access_log?duration_limit=30s&capacity limit=lmb
- JFESEHRE A AR HE
PUT /_access_log/{nodeId}?duration limit=30s&capacity limit=lmb
{nodeld} N EIF )5 Vil H AT A 1D,
4. PATHALAEFVINHE.
- EERSEHE ARV HE APL
GET /_access_log
- BEESEFTE AN HE API
GET /_access_log/{nodeId}
{nodeld) N FHEIT A5 o) H &R A 1D,
i 87 73~ 451«
{

" nodes" : {

"total" : 1,

"successful" : 1,

"failed" : O

b

"cluster name" : "css-flowcontroller",

"nodes" : {
"8x-ZHu-wTemBQwpcGivFKg" : {

"name" : "css-flowcontroller-ess-esn-1-1",
"host" : "10.0.0.98",
"count" : 2,
"access" : [
{
"time" : "2021-02-23 02:09:50",
"remote address" : "/10.0.0.98:28191",
"url" : "/ access/security/log?pretty",
"method" : "GET",
"content" : ""
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by
{
"time" : "2021-02-23 02:09:52",
"remote address" : "/10.0.0.98:28193",
"url" : "/ access/security/log?pretty",
"method" : "GET",
"content" : ""

3=7-25 NN B #5 AR

SHE WiEA

name T RAATR

host RN R TP Ak

count geit WA, U5 R T SRR .

access Guit AN, Va1 RRE RN . SEE S IR T-
26,

R7-26 access

e L]

time T SRAE KIS [A]
remote_address T8 SRR PR TP bk A3 1 o
url T K 46 URL

method XTI K Path (515
content X 17 3K P 2

5. PATERSMERVIH H &
- MBREERERTA T AR H & APL
DELETE /_ access_log
- BRI AT H & AP
DELETE /_ access log/{nodeId}

{nodeld) N7 EIF A U5 b H &R 5 1D,
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7.3.8 FRiARIHEIZREIXH

TR TR SRR I H A0S, B NEEHEX T, il HE &0 EE
%43 OBS T &R, W FRIFEVR HE LR B a4

PUT /_cluster/settings
{
"persistent": {
"flowcontrol.log.file.enabled": true
}
}

R7-27 BEIAA
¥ i) L]
flowcontrol.log.file.enabled | Boolean BB MERIMHEFECRBE S
H&Ef. BUE:
* true
o false (BRIMED
[MARLY:

o FEIBNHTCRENNE, BRImBERTR, RCRKI{ERFS_access_log.log} 3,
B HEEH IR LIFAEE B HE.

o EfIAETEAE, BICKHLTR.

A4 mEfEH 1.0
741 %'%L:I :%\

N B
%%ﬁé%ﬂ&%i%&ﬁ%ﬁ%ﬂ%‘@, AT SR R BRI ThRE, AR ALY SR T
B ARV R RS HTTP JF R E AR . HTTP KRR . JE TR Path
E’Jiﬁﬁ\lﬁﬂijﬁﬁﬂﬂgmﬁ”““ﬁ FF CPU ek R RE S, —HEWiREE S, [FIR
WAL S Y7 ] IP S8t A1 URL BIRAEGHRE . B THA @ﬂﬁﬁﬂiﬁ’]hﬁﬂﬂ‘?@ N
N . BT S50 E N null 7] UK BRIAE .

TR TE DI RE = S RAEN DAL LB 2, AT AR 1T s R 3 5t N RIS 7T,
FEAIR POO INFAE, Y/ r AN AT R XU o

e HTTP/HTTPS HifE

~  HTTP/HTTPS A R E P A1 MR iy IP U5 ), W 55 1P 76 22
AR JﬂlJﬁEFlﬂﬁE’J@%J%E%*tkﬁ T REASEATAIER . A48 R
AL 2 44 s, SR 28 Pty TP 75 2 (1 44 SR R B, 28 P it i SR A
SR
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- HTTP/HTTPS H- A HEAR Bt 4 it BR 1 19 md R A0 o () HTTP 342 S OR R Al
REREh—
- HTTP/HTTPS i He i Bt it BR 15 mWr g A R BOR BRI i
* WHAE

LT R HE N A TR IR B0 K Path, SCRFENAARIEEYH. 2R A A
BM{EAIEE T8> Path W EHENAAE I BIME. 2/ AARIEREISE T 5.4 Path
fFBIME, BARACE Path NS5 NAFRHE.

* Path ZRGEHREALZLE

A URYE S SRR 5, WE Path (A R R it M R R E E SUEER, W]
EHACE.

o EREXEST
AT DLIE SRR ity TP 597 e B R AE P (11 3K Path, P AT BAJEF S iiHE 1R
g TP U7 R S & A TR LT 3K Path 17 1n] &K .

o  EFEH
RAFIFRESIERERE D, dxMRRENEE, HPTETgiHE s
I B A T R R T

o PHHZE

A LA — BUARF ] Py 5 S 4208 HTTP/HTTPS 155k URL M1 Body, /Al LT
Vi) H BB B i 4 i i & s Ay

e CPUMHE
FLT SACE AR CPU (5 FH 2Rk PR 05 1l i & o

o —ENTR
AT PAYI T ST E Vi e, AE 4 kibana 75 17 F1 elasticsearch monitor 2842
.

)RR
o HAEMY 7.6.2 F1 7.10.2 A S Rt S il 1k .
o JFRMERHI TR THFER T RitERE .
o JFEiniE s HEAE AR R A R
o NTEMIEF CPU iz # /25 TR Path IS, Path KRN BURN % B & i
%, HNmEERER.

7.42 HTTP/HTTPS 5Ri%

CI=—
B3R I:Il%\

I AE Kibana #0474, 0 LA JE BOCAI4ERER HTTP/HTTPS s . $ATIA LK)
Bl E SH R

2024-11-07 227



R RS
167 7 SRR SRR

£%7-28 HTTP/HTTPS itz rIBC & S 8RR

BLE R it WiBA
flowcontrol.http.enabled | Boolean HTTP/HTTPS JidsH %, ERUCH, HHE

LB N U7 ] PERE
BUETEH: true. false
TRINH: false

flowcontrol.http.allow List<String> | IP #hik-9j5 7] 5 44 ..

SCRFICE 2 A TP Mk FAIHERD, S 1P M
AR, RS SCE SR, Filan
“XX.XX.XX.XX/24,XX.XX.XX.XX/24” B
“XXXXXXXX, XX XX xx.xx 7 T

BOME N

flowcontrol.http.deny List<String> | IP jj 1] B 44 51,

YR E 2 TP AR, Bl IP FIRTE
X, HIEFHIEGE SR

BIME N
flowcontrol.http.concurren | Integer HTTP/HTTPS 113K () FF K IE B EURE -
‘ BAME: AT L * 400
flowcontrol.http.newconne | Integer HTTP/HTTPS 15 3K I 4380 7] LA 42 (1) 387 2
ct BERHUEIE

BOME: 9 s A E * 200
flowcontrol.http.warmup | Integer HTTP/HTTPS i i FA0A B i K IH R 1)
period RE S TR], R

“flowcontrol.http.newconnect” Ft & N

« 100 ”» H

“flowcontrol.http.warmup period” FC & A
“5000ms” , o 5s LAJE RGHH g
B4 AT DLk 2R 100

BUEYEH: 0~10000

FAL: ms

BiME: 0

BIELSE
1. BEFaHRRSEEES G,
2. fE OEREEH” LR HARER, BEERES] “Kibana” , &3 Kibana Sl .
3. BN SR “Dev Tools” , AT A4 I8 BG4 HTTP/HTTPS #iid= .
- 7/ HTTP/HTTPS ¥ KfiE
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PUT /_cluster/settings
{
"persistent": {
"flowcontrol.http.enabled": true,
"flowcontrol.http.allow": ["192.168.0.1/24", "192.168.2.1/24"],
"flowcontrol.http.deny": "192.168.1.1/24",
"flowcontrol.http.concurrent": 1000,
"flowcontrol.http.newconnect": 1000,
"flowcontrol.http.warmup period": 0
}
}

(MARY:]
LSS EN ull B, TRIKEBECEEOAE.
~ XM HTTP/HTTPS ¥ B

PUT /_cluster/settings
{
"persistent": {
"flowcontrol.http.enabled": false
}
}

743 NERE

46 B /=
B3 FJ)%%

Elasticsearch W& A WA WA ALH], 7T DARCE AR B BIME, 2477 s A7 48 e 8,

fil R AE W, TEKREREZ L. {52 Elasticsearch 7E1H H] API B 35 HIWT 24 51 Fr) HE A7

H&E, WERTEIERAEEFEF R, BIEAA BT 20 s N AERTEFE, B A& S

T RATTH, RIS W28 A SRR AME R S BT ERCE . (H72, 47E Rest iR A
1 Ab ¥ B HE Py A7 R BRI, AT DABELINT APT 35 SR, XSRS 5 H . T AR
0] DABC & 7 S 4 R i f 3 NG SR Path FIFEANIL N A4 ®1], Hrp BTG SR Path
PRI B B 15 oK Path AIMEPIAEBRIAE,  7E15 SR ACEE A 2 Wrc & 3 N A7 RE, i
A A 7 4 1T 37 5K Path.

(MAETY):
o HEAREFERESEEBDIEKERE.
o FAERFRIZSSEH Kibana BIERS search {EIRERL,

e ESS551RAHEAFERESSE mget IBRWI=EL, Kibana BEFE, FTLUE mget BERIN
NISRER B,

FETT IR BRI N AR I, $AT & 8F HIEC B 2800 T

R"7-29 NERIENERESHIRA

BLE R it WiBA

flowcontrol.memory.enable | Boolean WNAEmRETT R, BRIAK

d W, TR A AR TS A
P REA LE VRS2
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1iAA

BUETEH: true. false
TRIN{H: false

flowcontrol.memory.allow
path

List<String>

WAELE H 44 . Path.

AL B MRS H AR
2, A LASCRFIE R AT

B R AR
HBIANBGE, AZ5NAE
s, RN ARIE R R

i, AReEHERER.
L

¢ "flowcontrol.memory.all
ow_path":
"/index/ search",

¢ "flowcontrol.memory.all
ow_path":
"/index*/_search",

¢ "flowcontrol.memory.all
ow_path":
["/index/ search",
"/index1/_bulk"],

Y HEECRBCE 10 4 Path,
A~ Path i KK FERR 1]/
T 32,

BOME N

flowcontrol.memory.heap li
mit

String

B 1) 4 Fey 3 N A7 1R B
KIEHZR . AR THEN
1 10%.

BUETEE: 10%-100%

BRIME: 90%

flowcontrol.memory. * filter
_path

String

P B 75 AT N AR S )
Vil Path, ] HNER
Path [ HE N 7748 BE
BRIME ", RIRULHACHT
AHERE. WRAME T
FERAT
“flowcontrol.memory.heap
limit” , HAHME
“flowcontrol.memory.* filte
r path” , FRFREDLR
ANFIFTA path #REZIR .
BN S T B BR AR R0
M, SR — A ER AT [F] IS
a7
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REZ RKE PR

“flowcontrol.memory.allow
_path” F
“flowcontrol.memory.* filte
r path” , BEIEREEE W
Vs

il [ B Fic B 1
“flowcontrol.memory.allow
_path” F
“flowcontrol.memory.* filte
r path” , Hr
flowcontrol.memory. * filter
_path="abc/ search" H.
flowcontrol.memory.allow
path="abc/ search", It
1515 abe/_search 1§ AL

i

RKEE: 32
flowcontrol.memory.* heap | String fic B 153K Path HIME N A7 B
_limit 18, N AFE IS BAE Al K

.

BUETEE: 0%-100%
ZRINE: 90%

BIELR
1. BREERIRSERESR G,
2. fE “HERPETL” JURNLESEHAREERE, FRi#RMES] “Kibana” , %5k Kibana FH1Hl .
3. BEHEMSHIER “Dev Tools” , AT &I E BLOCH N A7 E .
- JFFRAFRE

PUT /_cluster/settings
{
"persistent": {
"flowcontrol.memory.enabled": true,
"flowcontrol.memory.allow path": "/index/ search",
"flowcontrol.memory.heap limit": "85%"
}
}

- FFREAMNER Path KRR
FEF ARG AR Path WEMEANAFAEAIBIME, AT A LA e se 20
o
PUT / cluster/settings

{

"persistent": {
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"flowcontrol.memory.enabled": true,
"flowcontrol.memory": {
"flowcontrol search": {
"filter path":
"heap limit":
b
"flowcontrol bulk": {
"filter path": "index*/ bulk",
"heap limit": "50%"
}

"indexl/ search",
"50%"

}

- MERBEAER Path KIAFRZACE

PUT /_cluster/settings
{

"persistent": {
"flowcontrol.memory.enabled": true,
"flowcontrol.memory": {

"flowcontrol search": {
"filter path": null,
"heap limit": null

}

}
- RHARBAERE

PUT /_cluster/settings
{

"persistent": {

"flowcontrol.memory.enabled": false

}
}

744 Path £ FRAITEHRE

46 B /=
B3 F:Eg

FEAINEERER) Path 45 JR) Seiftds 44 BRI, PAT a8 IS E S B T -

#%7-30 Path £/H%RMITE % R HECE S KA

A& i) tRR
flowcontrol.path.white list | List<String | Path &5z A& R, KEKBEAS
= 5WAE. CPU A —8EWi, IP fids

B4k

YHERORHCE 10 /> Path, £/ Path 5K
KRN T 32,

BRINE N
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(= KA 5LAR
WA
— R FREREILE, (VEEESRATIRE
WSS BRECE.
BRIELR

1. BRXoHERSEHEGHE.
2. fE HEREEH” UL R HARERE, BEERES] “Kibana” , &3 Kibana Sl
3. HEHAMSHAFEK “Dev Tools” , $ATHT U8 N Path 4 7 it s H 4 #.

PUT _cluster/settings
{
"persistent": {
"flowcontrol.path.white list": "xxxx"
}
}

7.4.5 1BRFAEG 1T

CI=—
B R I:Il%\

FF S5 SR ARG 7T DLC S )1 S 1P HhhE AR, [RIBAT DSREEE SR 11 Path, id
SK1E>K URL F1 Body, HF3REU; A& K1 F g P ki F1iE K Path.

TEFF 3 BOR AAR B SRR GE LTI, AT A 0 K B S5 T

R7-31 TERRHEGITEC E S ¥R

= i) 1 BA
flowcontrol.statics.enabled | Boolean ERFFEG IS, TFRIERBES

X5 s P RE A R
BUETEH: true. false
TRIN{H: false

flowcontrol.statics.threshold | Integer vt B [R5 ) I SR B R . LB N
100, FREGHHHIE V521 100
AN TP HuhE A3 T RAE G 117 0] B 22 1
100 4~ URL.
B/ME: 10
& AAE: 1000
BRIME: 100

flowcontrol.statics.sample f | Integer Path RFFHIZ . ELE N 100, FEE 100
requency NG REFEL T — IR
B/ME: 50
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BER i) L
ZRINE: 100
(MARIY

o IP Zit#0 URL FHEFIHETHOEEFREE, TaaicREaAER 1P #IiEK URL, 0
REG=EIAZIZERRE (flowcontrolstatics.threshold ECE(E) , 1A EREEIERAR
ICRIEH AR,

e URL ZHFH4BIET URL hash {E/EIASE Path B9—204,

BIELR
1. BREERIRSEHRESR G,
2. fE “HERPETL” JURNLSEHAREERE, F#RMES] “Kibana” , %3k Kibana FHHl .
3. B AEMFHUAER “Dev Tools” , AT fr 2T 5 B G K RAE ST .
- JFRREG

PUT /_cluster/settings
{

"persistent": {
"flowcontrol.statics.enabled": true,
"flowcontrol.statics.threshold": 100,
"flowcontrol.statics.sample frequency": 50

}

}

- RHERFEG
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.statics.enabled": false

}
}

7.4.6 FIEEH
EFEHR AL O A SRR E I HE .
I GRoHRRGSEHES G .
2. fE “HERPE T JURNESEHAREERE, FRiiiRMES] “Kibana” , %35k Kibana FH1fl .
3. Bl AN SFHAE “Dev Tools” , HUAT T4 A IV I HIE L.
- BEIAET AR O
GET /_nodes/stats/filter
- AAEEN BT AR E SIS
GET /_nodes/{nodeId}/stats/filter
{nodeld} Ny E A7 Ui B H] #7592 ID.
M) 7 735 f81) <
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" nodes" : {
"total" : 1,
"successful" : 1,
"failed" : O
by
"cluster name" : "css-flowcontroller",
"nodes" : {
"E1BRNCMbTj6L1C-Wke-Dnw" : {
"name" : "css-flowcontroller-ess-esn-1-1",
"host" : "10.0.0.133",
"timestamp" : 1613979513747,
"flow control" : {
"transport" : {
"concurrent req" : O,
"rejected concurrent" : 0,
"rejected new" : O,
"rejected deny" : 0
b
"http" : {
"concurrent req" : O,
"rejected concurrent" : 0,
"rejected new" : O,
"rejected deny" : 0
I
"memory" : {
"memory allow" : 41,
"memory rejected" : 0
I
"cpu": {
"rejected cpu" : 0
}
"ip address" : [
{
"ip" : "/10.0.0.198",
"count" : 453
by
{
"ip" : "/198.19.49.1",
"count" : 42
}
1,
"url_sample" : [
{
"url" : "/*/ search?pretty=true",
"method" : "GET",
"remote address" : "/10.0.0.198:16763",
"count" : 1
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R [AI{E LA Node 2253150 It http 1% F A AH @IS AHR ST, memory L3k A7
ARG, ip_address ik IT i 2 Ui 7 )% /7 i 1P, url_sample 10 5% KA A BT
%K URL. cpuidsk CPU 41t

3=7-32 NS #5 AR

¥ A

PR

concurrent req

T RSEPRE TCP EZHIRE R, WA EREX M E W
29083%, 7% GET /_nodes/stats/http #2171 current_open {H ,
HRSHIXAMAE N, X EZIE | H 445 1P FAHS AP,

rejected_concurrent

HTTP JiZ R AR, RAJEAEE, JFHRmERTELR
FERERAL

rejected new

HTTP JiZ R AR, RAJEAEE, JFRRERTELR
W R

rejected_deny

HTTP JfZ R AR KRGS, BB R4 PR i

memory_allow

WA B AR, RHEATES, WAARERTFRIER
B, filk NARAE fG RV SRR, allow path 144 B
W ESRA SIS, iR allow path BLE N “**” , B
WSREA P IR

memory_rejected

WA B AR, RHEATES, WAL RER
B, filk RARRAE G B4 R EUE, allow path 44 B
W ERASHICS, iR allow path BLE AN “**” , B
WREA P IR

rejected_cpu

CPU Wiz R AR, RAJEAEE, i CPU iEBI{EIE
YT REL

ip_address IP ik gvh, BT AL EAE G U7 [l Y 1P Mk A sk 2
. ZHUHIES L 733,
url_sample TG K Path RAEGETE, e T-WC B I (B AR AE (8] g g1 H A A1

3K URL B8 . SHULHES LK 7-34,

%<7-33 ip_address

SHZ 1iAR
ip V5 19095 55 U8 TP Mk .
method St TP #uhk 5 ) kB S 1.
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P EE 7 SRR
%<7-34 url_sample

SHE L]
url WRFERAEG T, 037 W15 s iR URL.
method X2 SR Path [ 7% o
remote_address T SR B YR TP bk A
count X1 SR Path [PRAESETHREL

7.4.7 il Hi&

ERER

T BRI AR A E Ui H &

o ARARMHAME APL TR MEFR VR HE, APISHNCE V5 o] H & (8] A1
Ko, Vilal HE N 28T Rest $2 FHR Al

o il HEATENR Iy sk Vi H A&, 1R e P i U5 ) H 2 DLSCHR s
AATEN R H &, AP s &E HE AR R H &

NN RIS AR S e
FEIT R BRI VT ) H S, AT 30 K BCE 2 800 T -

#%7-35 o) HEWE E S H0R A

REZ xR PR

duration_limit String Py ie) 5 B3 s TH]
BUEVEH: 10~120
B s
FRINE: 30

capacity_limit String i) H &Il Gt I B Vi H & E e 0
WHRARN, MG RN KT EE, Vi H
FidgA L,

BUEVEH: 1~
Hf7: MB
BME: 1

(i3
duration_limit ] capacity_limit REG—SE0AEHE, HRHTCRMSEL.
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BRIEDT

1. ExcHERRSEEESEG.
2. fE CEEREETY UL HAREERE, HRIERES] “Kibana” , 5% Kibana S .
B ZEM F AU “Dev Tools” , $UATa A IF)E Uil H &
- FREREHFETRRRHESE
PUT /_access_log?duration_limit=30s&capacity limit=lmb
- FRERPE TR HRBE
PUT /_access_log/{nodeId}?duration limit=30s&capacity limit=lmb
{nodeld} N EIFJ5 Vi il H AT A5 1D,
4. PATEIALEF VI HE APL
- EERSEHE ARV HE APL
GET /_access_log
- BESEFTE AN HE API
GET /_access_log/{nodeId}

{nodeld} Jy 75 ZETT 5 Vs ia) H & 1715 5 1D

M) 7 735 81«
{
" nodes" : {
"total" : 1,
"successful" : 1,
"failed" : O
by
"cluster name" : "css-flowcontroller",
"nodes" : {
"8x-ZHu-wTemBQwpcGivFKg" : {
"name" : "css-flowcontroller-ess-esn-1-1",
"host" : "10.0.0.98",
"count" : 2,
"access" : [
{
"time" : "2021-02-23 02:09:50",
"remote address" : "/10.0.0.98:28191",
"url" : "/ access/security/log?pretty",
"method" : "GET",
"content™ : ""
by
{
"time" : "2021-02-23 02:09:52",
"remote address" : "/10.0.0.98:28193",
"url" : "/ access/security/log?pretty",
"method" : "GET",
"content™ : ""
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DRk 7 SRR A
2R7-36 M S %15t A
SHZ L]
name T RAATR
host RN R TP Ak
count Geit I, U5 A R T SRR .
access geit AN, VTR IE SRR . SECHITTES R 7-
37
F<7-37 access
SHZ L]
time 03T SR [A]
remote_address T RGP TP bk A3 1 o
url R AR 45 URL
method X2 SR Path 1) 7%
content STV IE SR BTN

5. PUTEAIT R BRI R H S SR

VAl H D RESR BT B AT B s P B9 U il H &

HEBRIN &Lk B e

&) acces_log.log HEMF . HE ST BAA U B K SCHF 250M, |2 0R1F 5 4>
e Yiial H SR B H B %4 2] OBS &

- JFBVIE B EER

PUT /_cluster/settings

{

"persistent":

"flowcontrol.accesslog.enabled":

}
}

{

true

- KRHAVIE B EXER

PUT /_cluster/settings

{

"persistent":

"flowcontrol.accesslog.enabled":

}

{

false
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/.

7.4.8 CPU i&i=

CI=—
B3R I:Il%\

CPU Jitd% Al LA T2 {19 5 i9 CPU (5 A A SEHL A% il o

CPU Ytz Bt Be & 19 Rl Ak CPU o A AR G it b oy B 49 s XU, W] RASE
TR BE UG CPU SR HAME. 27 5 CPU B RCE MME )G, CPU AR EFT
RRIER, IEBIRIPERER H B, RIAREA elasticsearch monitor Z84% A2 it

5

FEIT R BRG] CPU R AZERS, PAT a0 LIECE S Hn T

%<7-38 CPU T HIBC E S ¥R

REZ xR PR

flowcontrol.cpu.enabled Boolean CPU Jids I8, /a2y v n P ge .
o HUHEVEM: true. false
o ZRIMH: false

flowcontrol.cpu.percent_li | Integer T EHRCOK CPU HHEALE .
mit o HUH3ER: 0~100
o HRIME: 90
flowcontrol.cpu.allow pat | List CPU JiiEHA ., CPU s F1E3K path
h fimi4z, BLE allow path 45, iEREA

%5 CPU ifs.

o BRIMENZT.

o B path B K0 32 NFER, mE R
B 10 MERBE, ZEERSEE .

B, ECE “auto */ search” Y4 AR
FTE 1 auto ATZEZ 5111 search 13K,

flowcontrol.cpu.* filter p | String Wie B 25 BT CPU W% 17 14 Path, 24
ath BANE SR Path [ CPU {8 FH BRI{E .
o AKME 32,
4.

"flowcontrol.cpu.search.filter path":
"/index/ search",

"flowcontrol.cpu.search.limit": 60,

o ZRIMAE ", FORULECHTA HIERAE. W
RABE 1AL limit, RARE
filter_path, FIRFREHLFRINIA
path #5204 SRR S T B kA
FOU, il — AN A E 1
allow path Al filter path, JLIERESIESHE
Vo
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REZ i) PR

filtn, [RINECE T filter_path Al
allow_path, A

filter_path="abc/ search",
allow_path="abc/ search", ItFE
abe/_search J§ B o

flowcontrol.cpu.*.limit Integer i B %R Path ) CPU #{H, CPU #&idHH
il A A

o HUHIEH: 0~100

o ERIMHE: 90

BIELR
1. BREERIRSERESR G,
2. fE “HERFE T JURNESEHAREERE, FR#RMES] “Kibana” , %3k Kibana FH1fl .
3. BEHEEMSHIFR “Dev Tools” , #ATHT AT )H B CH CPU fif%.
- JFB CPU i

PUT /_cluster/settings
{
"persistent": {

"flowcontrol.cpu.enabled": true,

"flowcontrol.cpu.percent limit": 80,
"flowcontrol.cpu.allow path": ["index/ search"]
}
}
- XM CPU iz

PUT /_cluster/settings
{
"persistent": {
"flowcontrol.cpu.enabled": false
}
}

7.4.9 —HRHTR
— BT AT CADIWTT R ERRIZMERE AN BT A TR, RO SRR SR AR
S, IR BIPOEIK R H
I ExX#RERSEHESRG.
2. fE “EERFEEL” DUMNERE HAREEAE, FdER{ES] “Kibana” , 5 Kibana FHf .
3. BEAEMSHAFE “Dev Tools” , AT AT 4 JT 8 B — B WA -
]
PUT / cluster/settings

{

"persistent": {
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"flowcontrol.break.enabled": true
}
}

- KH—RER
PUT /_cluster/settings
{
"persistent": {
"flowcontrol.break.enabled": false

}
}

75 KEHRE

751 5=E8

RV R BRI B T SREEAT SR, K A KRR A 2R SR AT R
B, PREY RAF R A, A AN s, A WrEsierr, RAEEFER
HH T SRR T — 2 KB W SR EAT i, BOH H IS AT I B 5S

K R 5 (R U 1 4 R A R N Rk, P T SR BT A TR SR A I
[, r T I A I oK

(MARITY::]
BEHX 7.6.2 F17.10.2 lRASSAE ARSI,
7.5.2 {ELE

KB B B RN 2 SR B I R PR BR G P, TP AT AR 7 B S e B, BC LR SRR
R LA VE4HRAC & 777

1 BXREERRSEER G

2. fE “EERPEED UM, EFARCE KSR ER, RS “Kibana” ,

5 Kibana S
3. 7t Kibana B &AM S A EEE “Dev Tools” , #HUATUN T a4 o K& R & A4 5
R FRREIE T %

PUT _cluster/settings
{

"persistent": {
"search.isolator.enabled": true,
"search.isolator.time.enabled": true

}

}

CAEPIASIF IS DRE, 0 B LU AL S 5
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P EE 7 SEREN TR
739 XEFRENEEENMNSHELE
TR BLESH SR
search.isolator.ena | search.isolator.memory.tas | BNy B AT 554 € N KB HAE
bled k.limit 24 B RME
search.isolator.time.manag
ement
search.isolator.memory.po | fii i [ 25 1t P 25 1 4 25 F 10 R4
ol.limit .
' Lk
selqrcl.{[.lsolator.memory.hea 24§ "search.isolator.memory.heap.limit”
p.limi ) b
search.isolator.count.limit BT iSRRI PIE IR, €
' ' ' EENERHERE, BERbREE
ERE BRI E I ESS A TR,
search.isolator.strategy F DT O 25t R — 2 AT S5 AR
search.isolator.strategy.rati S o
0
search.isolator.tim | search.isolator.time.limit 4 R B AT S5 W E
e.enabled
4. REWKE S A2 REE 05 A M S EECE, T DRI LR S AT A A
i) a2 AT E
- BN R EWARSHE O R E AR 1 BE .
PUT _cluster/settings
{
"persistent": {
"search.isolator.memory.task.limit": "50MB",
"search.isolator.time.management": "10s"
}
}
R7-40 B AR
SHZ #HAEA | UiEA
il
search.isolator.mem | String | ZWAES H T HEEEAE R SHIEFIRAAFE, H
ory.task.limit T AR I I B R AT B B e
o HUATEH: O0b~75 s KHEN T
o FUIMHE: 50MB
BiAA
AILUBIRIN M i S ESRHENFFERE R IR AE.
GET
_cat/nodes?&h=id,ip,port,r,ramPercent,ramCurrent,heapM
ax,heapCurrent
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management

SHH #HHEE | 2AA
i)
search.isolator.time. | String | B/ ESEIEE SRR K I UE4E H S8 2Rt

ITEW) , HEITBEE R,
o IUEVEME: = Oms
o IRIMH: 10s

— AR R A R 55 T I ) A

PUT _cluster/settings

{

"persistent": {
"search.isolator.memory.pool.limit": "50%",
"search.isolator.memory.heap.limit": "90%",
"search.isolator.count.limit": 1000

}
}

FR7-41 SRR

limit

SHH IR | iRAA
i)
search.isolator.mem | String | 4T R RHENAEE L, PR EETA KE#)
ory.pool.limit AT 55 U 1 P9 AR et L B o o 4 U T
B BAT B B it L p — 2 K TS
o IUHYEM: 0.0~100.0%
o ZRME: 50%
search.isolator.mem | String | =475 AUE N AF I SEBREE I, 717 R 74
ory.heap.limit FA I B 23 PO fi o AR W IR Y, BUH AT
Rt — R KBTS
o IUHYEM: 0.0~100.0%
o ZRUME: 90%
search.isolator.count. | Integer | 4R 7 5 F8 B A R E WAL S EURIME, PSRN

AT S5 EOEE T b B i R T IR, AP
SRR W . WR gk Sl ok R ARTE SR, U B
B %15 3K o

o IUEYEMR: 10~50000

e IRINME: 1000
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MR
FRIES3IZE “search.isolator.memory.pool.limit”, “search.isolator.count.limit” Z%g0t, BI%ES
“search.isolator.memory.task.limit”, “search.isolator.time.management” FEPMEEUSHIEAESHA
FIREitRYEE.
— H TR T 2 SR AT 55 A SR

PUT _cluster/settings
{

"persistent": {
"search.isolator.strategy": "fair",
"search.isolator.strategy.ratio": "0.5%"
}
}
SHZ ¥R | AR
i)
search.isolator.strate | String | it & A WAz il A2 7 B K D) e HU A SR M o AR Him S s
gy M HL— 2 A AT T
Lk
AEHREEEWRER, BEEERNFTEEIZEE
Bl

BUEYEHE: fairs mem-first. time-first

o mem-first HENE A FE Al A P ITISS, Uk R B b o
WAFAE 5K ) — 2k B A S5 AT b .

e time-first HENEZFR Al A P ITI, GEHRR RS E
AT I 1) i K ) — SR B AR 55 R4 T

o fair JIK LR G & NAEFII R PIAP R R, iR
o3 B HE N AE FRIE R/ MHZE AN R
{73 search.isolator.strategy.ratio” 1Ky, JUJGA
R TRV K O W B N AZ P T . 75 A A3 N A7
A5 AR ) 2 ) B 1% R T

BIMA: fair

search.isolator.strate | String | fair SRS HIBI{E, 1L “search.isolator.strategy” fH N
gy.ratio “fair” AWM. LREFHRRERPNESATHRIE LAAE, 4
RKEWES NAEHZEA BT BN, #Eikius
AT TR B R B W4T b 4 A0l AR A 22 i
WA RS, EBUR N A E MRS T .

o HUHYEH: 0.0-100.0%

o HINE: 1%

- ERERESENE.

PUT _cluster/settings
{
"persistent": {

"search.isolator.time.limit": "120s"
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}
}

2 E iR | YiAA
g!

search.isolator.time.limit | String | 445 & WiER DR AR, Frf CalEmM 2
A 55 I B KK e BT AT

o IUEJEH: = Oms

o ERIMH: 120s

7.6 &Z5|I5¥E

7.6.1 %%1|:| l%\

ROl R M 7 e R, T I ER RS B TR a s, gl
SSAEINE DL, R AT UBE RS AT REAEAE B XU S I A B, RSB AR B 11T

Ko S RER TN stats {5 2R BIEERE A 45 % 5] # (monitoring-eye-css-[yyyy-
mm-dd]), I BRI

H Y 7.6.2 F1 7.10.2 4= ELasticsearch ZEHE S FF R 5] Wi 568 17,

7.6.2 ERERS| Mm%

I BXEERRGERER G

2. fE “EEREEH UUH, EBFEEHZRLIIREER, BEEY] “Kibana” ,
5 Kibana S

3. Bl AEMFHUEE “Dev Tools” , HUTUWIT ar 4T ITR 51 IEFETF K.

PUT _cluster/settings
{
"persistent": {
"css.monitoring.index.enabled": "true"
}
}

4. (k) WRFTEMIE ARG, AL Kibana ) “Dev Tools” $AT 41 R ir 4>

PUT _cluster/settings
{

"persistent": {
"css.monitoring.index.enabled": "true",
"css.monitoring.index.interval”: "30s",
"css.monitoring.index.indices": ["index name"],
"css.monitoring.history.duration": "3d"
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F=7-42 BLESHIHAA

SHZ #HAEA | UiEA

i)
css.monitoring.index | Boolea | & 7| HITFIC, WEN true M ERFR LI
.enabled n IR .

ERINE: false

css.monitoring.index | Time 5| WA 12 1 W 3 B SR AR [R] [ g o

.interval EME: 1s
ERIME: 10s
css.monitoring.index | String | RN R I AR, BAREAERL], 7L
Aindices BRERAR, Wl EER AT s — K&
9l
il -
e “"css.monitoring.index.indices": ["index name"]”

Fon HIEE “index_name” &3l

e “"css.monitoring.index.indices": ["log_*"]” FINM

FELL “log_” JFkHIZR T

e “"css.monitoring.index.indices": ["index1",

"index2"]” F#~MTE “index1” index2"PH MR
5l

BOME: * GRORMEEARID

css.monitoring.histor | Time 1} hé&?}.’?ﬁﬁ% MRS PREE B A, BRI — A

y.duration x/ME: 1
BIMAE: 7d
ikl
5| AR IS monitoring-eye-css-* FFIARIZERS|, EHREEFRYIZS |2 FRILEACR N
5|,

763 EBRIEERE
2R T A L, A — B A Y 2 3 S i

Al a1
Cel s, FE 7.62 AR M.
BRIELR

I BXEERRGERER G
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2. fE C“HEREEH VUM, ERCOIEMER, RdER{ES] “Kibana” , 3% Kibana
FHH

3. Bl ZEMFHUER “Dev Tools” , HUTUWI RS EFRIILEHE:
- HEAERIIEEHE
GET /_cat/monitoring
- AER RIMEERE
GET /_cat/monitoring/{indexName}
{indexName} AR EEFH LG MEMN R T LR
- AAERGIAFNRBRR RS E

GET cat/monitoring?begin=1650099461000
GET cat/monitoring?begin=2022-04-16T08:57:41
GET cat/monitoring?begin=2022-04-16T08:57:41&end=2022-04-17T08:57:41

3=7-43 1B RS HRAR

SH A BRIk iRR
begin e USRI, UTC I, BRUA4 A o
HI 5 208
XCHERS )M strict_date optional timelepoch millis
BRNE: AT R E 5 7.
end & A WML AR ], UTC KA, BRI M HT ],
X HERS M C:  strict date optional timelepoch millis
BRUE: T )
(AL
AHFEERERRS|, WL " RS IRERZS.
jB IE] ,f%_ E‘%WU H
index begin end status pri rep init unassign

docs.count docs.deleted store.size pri.store.size delete.rate indexing.rate
search.rate

test 2022-03-25T09:46:53.765Z2 2022-03-25T09:51:43.767Z yellow 1 1 O 1
9 0 5.9kb 5.9kb 0/s 0/s 0/s

F<7-44 IR EEEHISHIHAA

BHZ AR

index ECIEY

begin P W P AR A R A e 17D o

end A M 2 B O 45 R 1]

status 7 18 M 2 I TR TR R P9 P 2R S DIR S
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2 E PR
pri A ) M7 ] T B A 2R 51 F) shard $05E
rep A M ] TR o P 2R 5 B A B
init A M ) TR B AR 5] R R da R
unassign A A M P T o P 2R 51 PR R 73 BE
docs.count A ) M2 ] T o P SRS R
docs.deleted A A M2 P ) T ol A A SRS R B
store.size A A M ] TR o A A R R 51 KD
pri.store.size A M ) TR B AR 51 20 A R R /DN
delete.rate M I ) TR o PAY P2 5 D M R
indexing.rate M I ] T B P PR 2R 5 R D BN B
search.rate M IR ) T B P PR 2R 5] D B R

7.64 BFERI|NIE

HHEEERIIFNIEELR, CSS R WEHE T kibana H Dashboard ! Visualizations
K.

AR S

Caldar R, Ho 7.62 BHAZRLIWE.

#&FE Dashboard Bl
1. B RRSEEESRG.

2. fE C“AEREEH VUM, EPCOIEMER, HRdER{ES] “Kibana” , 3% Kibana
FHH

B 2 F A E) “Dashboard” , T dashboard Ft[fi
4, Hifi  “[Monitoring] Index monitoring Dashboard” £ 7 fil & dashboard.
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DRk 7 SR R
[®]7-1 & dashboard ElF&
\“‘\ “’ J"v “ L‘
A 11
TiE dashboard JE/R SR A EEID 325 B MR AD 1L 'S5 B AT 10 R SHE L
#<7-45 TN E EFR AR
ElRBH 5LAR
[monitoring] markdown Markdown 5, 14 #.1ji# dashboard FIAHIH
o
[monitoring] Indexing Rate (/s) SERFREAD 5 NS
[monitoring] Search Rate (/s) EERE AP A ICEL
[monitoring] indexing rate of B E N ORI 2 B Topl0 &5l .
index for top10
[monitoring] search rate of index | REFP AL IR IR £ Y Topl0 3.
for top10
[monitoring] total docs count EVEISSEER e
[monitoring] total docs delete FETE N B SRS B AL
[monitoring] total store size in EETE R SCRS P o5 FH A7 A 2 TR) AR A
bytes
[monitoring] indices store_size for | /&5 F77E4it %5 (Al 5 2 Y Topl0 &5l .
topl0
[monitoring] indices docs_count A HE R Z ) Topl0 &K 5l .
for top10
[monitoring] indexing time in BANT B TR] P SRS 5N ZE B KR Top10 2% 5
millis of index for top10(ms) (ms) .
[monitoring] search query time in | FEA7 I ] P 28 5] 22 B[] B K Top10 & 51
millis of index for top10(ms) (ms) .
[monitoring] segment count of % 5] Segment & i % ] Topl0 K5l .
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DRk 7 SR R
ER B A
index for top10
[monitoring] segment memory in | % 5| Segment 5 HHE A /75 K Topl0 &5l -
bytes of index for top10
SN

RS IEIEAFIFIIFR monitoring-eye-css-* B index pattern, BNISSENIEERR

Al

o

B E X Visualizations &%
2 5] % e W3 index/stats {5 2 A71i £ monitoring-eys-css & 51 H1, HILf# H kibana &
K IyRe R DLl 5 X EIE.
N ASCRSERE A i B R AR SO AR S R R P IR
TR oM RIS E R 6 .
P OB SR, I ERIES] “Kibana” , 3% Kibana 2.
PRI “Visualize” HENEEHIER .
.7 “Create visualization” , %+ “TSVB” , # A TSVB ZE| hiH.
wEKERZH, &F Visualizations.
WK TR, £ “Data” 7125, BCESH.
~ “Field” %% “index_stats.primaries.docs.count” 7~ 73 A I A% EE .
~  “Aggreation” % “Derivative” RINE A AIMZER, “Units” &HEN
“1s” FoRME AR A
~  “Aggreation” & “Positive Only” #4575 B )5 H I 75

- HFHEXDAFERSI RO, WK “Group by” BEN “Terms”, “By” &
BN “index_stats.index”, Z&AF RN 1A G RRGHLR 5| LFRIX 77

A

[&]7-2 TSVB BT A

qqqqqqqqqqqqqqqqq

® nggregaion

nnnnnnnn
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- CUTREEGRAFN BB AE R, )ﬂﬂ%%‘&hﬁlﬁ?%é‘lﬂﬁ%iﬁﬁﬁi K
BEHE S RANTERE . £ “Panel options” T1Z%, K “Interval” BEN “Im”
g “30m”, BIRJE%EE “timestamp” (1 [A] (] BE .

[&]7-3 i E B8] EFE

SARS|BITER

kibana 2 it IR K S AM T DRE, AR MR 5] 92 KR A R, 7T RAE kibana
B N BRI

A AW AE kibana S EIFR

1. 2% 7.6.5 kibana-monitor /7 “monitoring-kibana.ndjson” 3 ff.
2. %5k kibana, #%E#F “Management > Stack Management > Saved objects ” .

[E]7-4 1%+E Saved objects

Kibana ©

Saved Objects

Actions

3. R “Import 7, #EFF BAL 1 IR “monitoring-kibana.ndjson” LA
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[E7-5 A&t

Import saved objects

Please select a file to import

&

Import

(M Export O objects (3]

ects. Typically objects are only modified

4. EABSERGEFRE done, 5| MR KR ALY,

[El7-6 25| dE BRSBTS

Automatically overwrite all saved objects?

Saved Objects

(™ Export 9 objects & Import G Refresh

he raw data of s

Type  Title

[Monitoring] Index monitoring Dashboard
2 monitoring-eye-css-*

[monitoring] delete rate of index for top10
#  [monitoring] markdown

[monitoring] Indexing Rate (/s)

g  [monitoring] Search Rate (/s)

7.6.5 kibana-monitor

kibana-monitor Ft & R EUF o
BN “monitoring-kibana.ndjson” S fF.

Typically o

via their a

are only m

Type v

Actions

{"attributes": {"description":"", "kibanaSavedObjectMeta": {"searchSourceJSON":"{}"},6"

title":" [monitoring]

topl0","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring]

memory in bytes of index for

toplO\",\"type\":\"metrics\",\"aggs\":[], \"params\":

segment memory in bytes of index for

segment

{\"id\":\"61lca57f0-469d-11e7-

af02-69e470af7417\",\"type\":\"timeseries\", \"series\": [{\"id\":\"61lcab57f1-469d-

lle7-af02-

69e470af7417\",\"color\":\"#68BCO0\", \"split mode\":\"terms\",\"split color mode\":
\"kibana\",\"metrics\": [{\"1d\":\"61lca57f2-469d-11e7-af02-
69e470af7417\", \"type\" :\"max\",\"field\":\"index stats.total.segments.memory in by

tes\"}],\"separate axis\":0,\"axis position\":\"right\",\"formatter\":\"bytes\",\"c
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hart type\":\"line\",\"line width\":1,\"point size\":1,\"£ill\":0.5,\"stacked\":\"n
one\",\"label\":\"segments memory in bytes
\",\"type\":\"timeseries\",\"terms field\":\"index stats.index\",\"terms order by\"
:\"6lcab57f2-469d-11e7-af02-

69e470af7417\"}],\"time field\":\"timestamp\",\"index pattern\":\"monitoring-eye-
css—

*\",\"interval\":\"\",\"axis position\":\"left\",\"axis formatter\":\"number\",\"ax
is scale\":\"normal\", \"show legend\":1,\"show grid\":1,\"tooltip mode\":\"show all
\",\"default index pattern\":\"monitoring-eye-css-—

*\",\"default timefield\":\"timestamp\",\"isModelInvalid\":false}}"},"id":"3ae5d820
-6628-11led-8cd7-

973626cf6£f70", "references": [], "type":"visualization"”, "updated at":"2022-12-
01T12:41:01.165Z","version":"WzIwNiwyXQ==""

{"attributes": {"description":"", "kibanaSavedObjectMeta": {"searchSourceJSON":"{}"},6"
title":" [monitoring] segment count of index for

toplO", "uiStateJSON":"{}", "version":1,"visState":"{\"aggs\":[], \"params\": {\"axis f
ormatter\":\"number\", \"axis position\":\"left\",\"axis scale\":\"normal\",\"defaul
t _index pattern\":\"monitoring-eye-css-—

*\",\"default timefield\":\"timestamp\",\"filter\":{\"language\":\"kuery\", \"query\
"eA"\"},\"id\":\"61ca57£f0-469d-11e7-af02~-

69e470af7417\",\"index pattern\":\"monitoring-eye-css-—
*\",\"interval\":\"\",\"isModelInvalid\":false, \"series\": [{\"axis position\":\"rig
ht\",\"chart type\":\"line\",\"color\":\"rgba(231,102,76,1)\",\"£i11\":0.5,\"format
ter\":\"number\",\"id\":\"61lcab7f1-469d-11e7-af02-
69e470af7417\",\"label\":\"segment count of index for

toplO\",\"line width\":1,\"metrics\":[{\"field\":\"index stats.total.segments.count
A", \"1id\":\"61lca57f2-469d-11e7-af02-

69e470af7417\", \"type\":\"max\"}],\"point size\":1,\"separate axis\":0,\"split colo
r mode\":\"kibana\",\"split mode\":\"terms\", \"stacked\":\"none\", \"terms field\":\
"index stats.index\",\"terms order by\":\"6lca57f2-469d-1le7-af02-

69e470af7417\", \"type\":\"timeseries\"}], \"show grid\":1,\"show legend\":1,\"time f
ield\":\"timestamp\", \"tooltip mode\":\"show all\",\"type\":\"timeseries\"},\"title
\":\"[monitoring] segment count of index for
toplO\",\"type\":\"metrics\"}"},"1id":"45d571c0-6626-11led-8cd7-

973626cf6£f70", "references": [],"type":"visualization"”, "updated at":"2022-12-
01T12:41:01.165Z","version":"WzIwNywyXQ=="}

{"attributes": {"description":"", "kibanaSavedObjectMeta": {"searchSourceJSON":"{}"},6"
title":" [monitoring]
markdown", "uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring]

markdown\", \"type\":\"markdown\", \"params\": {\"fontSize\":12, \"openLinksInNewTab\":
false, \"markdown\":\"### Index Monitoring \\nThis dashboard contains default table
for you to play with. You can view it, search it, and interact with the
visualizations.\"},\"aggs\":[]}"},"id":"b2811c70-a5f1-11lec-9a68-

ada9d754c566", "references": [], "type":"visualization", "updated at":"2022-12-
01T12:41:01.165Z","version":"WzIwOCwyXQ==""}

{"attributes":{"description":"number of document being indexing for primary and
replica

shards", "kibanaSavedObjectMeta": {"searchSourceJSON":"{}"},"title":" [monitoring]
Indexing Rate
(/s)","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring] Indexing
Rate (/s)\",\"type\":\"metrics\", \"params\":{\"id\":\"61ca57f0-469d-11e7-af02-
69e470af7417\",\"type\":\"timeseries\",\"series\": [{\"id\":\"61lca57f1-469d-11e7~-
af02-

69e470af7417\",\"color\":\"rgba(0,32,188,1)\",\"split mode\":\"everything\",\"metri
cs\": [{\"1d\":\"61lca57f2-469d-11e7-af02-
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69e470af7417\", \"type\":\"max\",\"field\":\"indices stats. all.total.indexing.index
_total\"}, {\"unit\":\"1s\", \"id\":\"fed72db0-a5f8-11lec-aall-
992297d21aze\",\"type\":\"derivative\",\"field\":\"61lca57f2-469d-11e7-af02-
69e470af7417\"}, {\"unit\":\"\",\"id\":\"14b66420-a5f9-11lec-aall-

992297d21a2e\", \"type\":\"positive only\",\"field\":\"fed72db0-a5f8-1lec-aall-
992297d21a2e\"}], \"separate axis\":0,\"axis position\":\"right\",\"formatter\":\"nu
mber\",\"chart type\":\"line\",\"line width\":1,\"point size\":1,\"fill\":0.5,\"sta
cked\":\"none\",\"label\":\"Indexing Rate
(/s)\",\"type\":\"timeseries\",\"split color mode\":\"rainbow\",\"hidden\":false}],
\"time field\":\"timestamp\",\"index pattern\":\"monitoring-eye-css-
*\",\"interval\":\"\",\"axis position\":\"left\",\"axis formatter\":\"number\",\"ax
is _scale\":\"normal\", \"show legend\":1,\"show grid\":1,\"default index pattern\":\
"monitoring-eye-css-

*\",\"default timefield\":\"timestamp\",\"isModelInvalid\":false,\"legend position\
":\"bottom\"},\"aggs\": []}"},"id":"dedf8ab0-a5f8-11lec-9a68-

ada9d754c566", "references": [], "type":"visualization", "updated at":"2022-12-
01T12:41:01.165Z","version":"WzIwOSwyXQ==""}

{"attributes":{"description":"number of search request being executed in primary
and replica

shards", "kibanaSavedObjectMeta": {"searchSourceJSON":"{}"},"title":" [monitoring]
Search Rate
(/s)","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring] Search
Rate (/s)\",\"type\":\"metrics\", \"params\":{\"id\":\"61ca57f0-469d-11e7-af02-
69e470af7417\",\"type\":\"timeseries\",\"series\": [{\"id\":\"61lca57f1-469d-11e7~-
af02-

69e470af7417\",\"color\":\"rgba(0,33,224,1)\",\"split mode\":\"everything\",\"metri
cs\": [{\"1d\":\"61lca57f2-469d-11e7-af02-

69e470af7417\", \"type\":\"max\",\"field\":\"indices stats. all.total.search.query t
otal\"}, {\"unit\":\"1s\",\"id\":\"b1093ac0-a5f7-11lec-aal0-
992297d21aze\",\"type\":\"derivative\",\"field\":\"61lca57f2-469d-11e7-af02-
69e470af7417\"}, {\"unit\":\"\",\"1d\":\"c17db930-a5f7-11lec-aall-
992297d21laze\",\"type\":\"positive only\",\"field\":\"bl093ac0-a5f7-1lec-aall-
992297d21a2e\"}], \"separate axis\":0,\"axis position\":\"right\",\"formatter\":\"nu
mber\",\"chart type\":\"line\",\"line width\":1,\"point size\":1,\"fill\":0.5,\"sta
cked\":\"none\",\"split color mode\":\"rainbow\",\"label\":\"Search Rate
(/s)\",\"type\":\"timeseries\",\"filter\": {\"query\":\"\",\"language\":\"kuery\"}}]
,\"time field\":\"timestamp\",\"index pattern\":\"monitoring-eye-css-
*\",\"interval\":\"\",\"axis position\":\"left\",\"axis formatter\":\"number\",\"ax
is _scale\":\"normal\", \"show legend\":1,\"show grid\":1,\"default index pattern\":\
"monitoring-eye-css-—

*\",\"default timefield\":\"timestamp\",\"isModelInvalid\":false,\"legend position\
":\"bottom\"},\"aggs\": []}"},"id":"811df7a0-a5f8-11lec-9a68-

ada9d754c566", "references": [], "type":"visualization", "updated at":"2022-12-
01T12:41:01.165Z","version":"WzIxMCwyXQ==""}

{"attributes": {"description":"", "kibanaSavedObjectMeta": {"searchSourceJSON":"{}"},6"
title":" [monitoring] total docs
count","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring] total

docs count\",\"type\":\"metrics\",\"aggs\":[]1, \"params\": {\"id\":\"61lca57£0-469d-
11e7-af02-69e470af7417\", \"type\":\"timeseries\",\"series\": [{\"id\":\"6lca57f1-
469d-11le7-af02-

69e470af7417\",\"color\":\"rgba(218,139,69,1)\",\"split mode\":\"everything\",\"spl
it color mode\":\"kibana\",\"metrics\": [{\"unit\":\"\",\"id\":\"61lca57£f2-469d-11le7-
af02-

69e470af7417\", \"type\":\"max\",\"field\":\"indices stats. all.total.docs.count\"}]

,\"separate axis\":0,\"axis position\":\"right\",\"formatter\":\"number\",\"chart t
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ype\":\"line\",\"line width\":1,\"point size\":1,\"£il11\":0.5,\"stacked\":\"none\",
\"label\":\"total docs count\",\"type\":\"timeseries\"}],\"time field\":\"timestamp
\",\"index pattern\":\"monitoring-eye-css-

*\",\"interval\":\"\",\"axis position\":\"left\",\"axis formatter\":\"number\",\"ax
is scale\":\"normal\", \"show legend\":1,\"show grid\":1,\"tooltip mode\":\"show all
\",\"default index pattern\":\"monitoring-eye-css-—

*\",\"default timefield\":\"timestamp\",\"isModelInvalid\":false,\"legend position\
":\"bottom\"}}"},"id":"eeaB89780-664b-11led-8cd7-

973626cf6£f70", "references": [],"type":"visualization"”, "updated at":"2022-12-
01T12:41:01.165Z","version":"WzIxMSwyXQ==""

{"attributes": {"description":"", "kibanaSavedObjectMeta": {"searchSourceJSON":"{}"},6"
title":" [monitoring] total docs
delete","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring] total
docs delete\",\"type\":\"metrics\",\"aggs\":[], \"params\": {\"id\":\"61ca57£0-469d-
11e7-af02-69e470af7417\", \"type\":\"timeseries\",\"series\": [{\"id\":\"6lca57f1-
469d-1le7-af02-

69e470af7417\",\"color\":\"rgba(214,191,87,1)\",\"split mode\":\"everything\",\"spl
it_color mode\":\"kibana\",\"metrics\":[{\"id\":\"61ca57£f2-469d-11e7-af02-
69e470af7417\", \"type\":\"max\",\"field\":\"indices stats. all.total.docs.deleted\"
}1,\"separate axis\":0,\"axis position\":\"right\",\"formatter\":\"number\", \"chart
_type\":\"line\",\"line width\":1,\"point size\":1,\"£fill\":0.5,\"stacked\":\"none\
",\"label\":\"totol docs delete\",\"type\":\"timeseries\",\"hidden\":false}],\"time
_field\":\"timestamp\", \"index pattern\":\"monitoring-eye-css-
*\",\"interval\":\"\",\"axis position\":\"left\",\"axis formatter\":\"number\",\"ax
is scale\":\"normal\", \"show legend\":1,\"show grid\":1,\"tooltip mode\":\"show all
\",\"default index pattern\":\"monitoring-eye-css-—

*\",\"default timefield\":\"timestamp\",\"isModelInvalid\":false,\"drop last bucket
\":1,\"legend position\":\"bottom\"}}"},"id":"cfbb4e20-664c-1led-8cd7-
973626cf6£f70", "references": [], "type":"visualization"”, "updated at":"2022-12-
01T12:41:01.165Z","version":"WzIxMiwyXQ==""}

{"attributes": {"description":"", "kibanaSavedObjectMeta": {"searchSourceJSON":"{}"},6"
title":" [monitoring] total store size in

bytes","uiStateJSON":"{}", "version":1,"visState" :"{\"title\":\" [monitoring] total
store size in

bytes\",\"type\":\"metrics\",\"aggs\":[],\"params\": {\"id\":\"61lca57f0-469d-11le7-
af02-69e470af7417\",\"type\":\"timeseries\",\"series\": [{\"id\":\"61lcab57f1-469d-
lle7-af02-
69e470af7417\",\"color\":\"#68BCO0\", \"split mode\":\"everything\",\"split color mo
de\":\"kibana\", \"metrics\": [{\"id\":\"61lca57f2-469d-11le7-af02-

69e470af7417\", \"type\":\"max\",\"field\":\"indices stats. all.total.store.size in
bytes\"}],\"separate axis\":0,\"axis position\":\"right\",\"formatter\":\"bytes\",\
"chart type\":\"line\",\"line width\":1,\"point size\":1,\"fill\":0.5,\"stacked\":\
"none\", \"label\":\"total store size in

bytes\",\"type\":\"timeseries\"}],\"time field\":\"timestamp\",\"index pattern\":\"
monitoring-eye-css-

*\",\"interval\":\"\",\"axis position\":\"left\",\"axis formatter\":\"number\",\"ax
is scale\":\"normal\", \"show legend\":1,\"show grid\":1,\"tooltip mode\":\"show all
\",\"default index pattern\":\"monitoring-eye-css-—

*\",\"default timefield\":\"timestamp\",\"isModelInvalid\":false,\"legend position\
":\"bottom\", \"background color_rules\":[{\"id\":\"7712e550-664f-11ed-8b5d-
8db37e5b4cc4\"} ], \"bar_color rules\":[{\"id\":\"77680a30-664f-1led-8b5d-
8db37ebbdcc4\"}]1}1"},"id":"c7£72ae0-664e-11ed-8cd7-

973626cf6£f70", "references": [], "type":"visualization"”, "updated at":"2022-12-
01T12:41:01.165Z","version":"WzIxMywyXQ==""}

{"attributes": {"description":"", "kibanaSavedObjectMeta": {"searchSourceJSON":"{}"},6"
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title":" [monitoring] indexing rate of index for
topl0(/s)","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring]
indexing rate of index for
topl0 (/s)\",\"type\":\"metrics\",\"aggs\": [], \"params\": {\"id\":\"61ca57£f0-469d-
11e7-af02-69e470af7417\", \"type\":\"timeseries\",\"series\": [{\"id\":\"6lca57f1-
469d-1le7-af02-
69e470af7417\",\"color\":\"#68BCO0\", \"split mode\":\"terms\", \"metrics\": [{\"id\":
\"6lca57f2-469d-11e7-af02-
69e470af7417\", \"type\":\"max\",\"field\":\"index stats.total.indexing.index total\
"}, {\"unit\":\"1s\",\"id\":\"541ed8f0-a5ee-1lec-aall-
992297d21aze\",\"type\":\"derivative\",\"field\":\"61lca57f2-469d-11e7-af02-
69e470af7417\"}, {\"unit\":\"\",\"id\":\"67eclf50-a5ee-1lec-aall-
992297d21a2e\", \"type\":\"positive only\",\"field\":\"541led8f0-abee-1lec-aall-
992297d21a2e\"}], \"separate axis\":0,\"axis position\":\"right\",\"formatter\":\"nu
mber\",\"chart type\":\"line\",\"line width\":1,\"point size\":1,\"fill\":0.5,\"sta
cked\":\"none\",\"label\":\"indexing rate\",\"type\":\"timeseries\",\"split filters
\":[{\"color\":\"#68BCOO\",\"id\":\"81004200-a5ee-1lec-aal0-
992297d21aze\",\"filter\": {\"query\":\"\", \"language\":\"kuery\"}}],\"filter\": {\"qg
uery\":\"\",\"language\":\"kuery\"},\"terms field\":\"index stats.index\",\"terms o
rder by\":\"6lca57f2-469d-11le7-af02-
69e470af7417\",\"terms_size\":\"10\",\"terms direction\":\"desc\",\"split color mod
e\":\"rainbow\"}],\"time field\":\"timestamp\",\"index pattern\":\"monitoring-eye-
css—

*\",\"interval\":\"\",\"axis position\":\"left\",\"axis formatter\":\"number\",\"ax
is _scale\":\"normal\", \"show legend\":1,\"show grid\":1,\"default index pattern\":\
"monitoring-eye-css-—

*\",\"default timefield\":\"timestamp\",\"isModelInvalid\":false,\"tooltip mode\":\
"show all\"}}"},"id":"943b3e00-abef-1lec-9a68-

ada9d754c566", "references": [], "type":"visualization", "updated at":"2022-12-
01T12:41:01.165Z","version":"WzIxNCwyXQ==""}

{"attributes": {"description":"", "kibanaSavedObjectMeta": {"searchSourceJSON":"{}"},6"
title":" [monitoring] search rate of index for
topl0(/s)","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring]
search rate of index for

topl0 (/s)\",\"type\":\"metrics\",\"aggs\": [], \"params\": {\"id\":\"61ca57£0-469d-
11e7-af02-69e470af7417\", \"type\":\"timeseries\",\"series\": [{\"id\":\"6lca57fl1-
469d-1le7-af02-

69e470af7417\",\"color\":\"rgba (99,157,12,1)\",\"split mode\":\"terms\", \"metrics\"
c[{\"id\":\"61lcab7f2-469d-11e7-af02-

69e470af7417\", \"type\":\"max\",\"field\":\"index stats.total.search.query total\"}
, AN"unit\":\"1s\",\"id\":\"fdfdfad0-a5ef-1lec-aal0l-
992297d21aze\",\"type\":\"derivative\",\"field\":\"61lca57f2-469d-11e7-af02-
69e470af7417\"}, {\"unit\":\"\",\"id\":\"Oaaa26a0-a5f0-1lec-aall-

992297d21a2e\", \"type\":\"positive only\",\"field\":\"fdfdfad0-ab5ef-1lec-aal0l-
992297d21a2e\"}], \"separate axis\":0,\"axis position\":\"right\",\"formatter\":\"nu
mber\",\"chart type\":\"line\",\"line width\":1,\"point size\":1,\"fill\":0.5,\"sta
cked\":\"none\", \"label\":\"search
rate\",\"type\":\"timeseries\",\"terms field\":\"index stats.index\",\"terms order
by\":\"61lca57f2-469d-11e7-af02-
69e470af7417\",\"split color mode\":\"rainbow\"}],\"time field\":\"timestamp\",\"in
dex pattern\":\"monitoring-eye-css-—

*\",\"interval\":\"\",\"axis position\":\"left\",\"axis formatter\":\"number\",\"ax
is scale\":\"normal\", \"show legend\":1,\"show grid\":1,\"default index pattern\":\
"monitoring-eye-css-

*\",\"default timefield\":\"timestamp\",\"isModelInvalid\":false,\"tooltip mode\":\
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"show all\"}}"},"id":"ab503550-ab5ef-1lec-9a68-

ada9d754c566", "references": [], "type":"visualization", "updated at":"2022-12-
01T12:41:01.165Z","version":"WzIxNSwyXQ=="}

{"attributes": {"description":"", "kibanaSavedObjectMeta": {"searchSourceJSON":"{}"},6"
title":"[monitoring] indices store_size for
topl0","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring] indices
store size for

toplO\",\"type\":\"metrics\",\"aggs\":[],\"params\": {\"1id\":\"61lca57f0-469d-11e7~-
af02-69e470af7417\",\"type\":\"timeseries\", \"series\": [{\"id\":\"38474c50-a5f5~-
llec-aalO-

992297d21a2e\",\"color\":\"#68BCO0\",\"split mode\":\"terms\",\"metrics\": [{\"id\":
\"38474c51-a5f5-11lec-aal0-

992297d21a2e\", \"type\":\"max\",\"field\":\"index stats.total.store.size in bytes\"
}1,\"separate axis\":0,\"axis position\":\"right\",\"formatter\":\"bytes\",\"chart
type\":\"line\",\"line width\":1,\"point size\":1,\"£ill\":0.5,\"stacked\":\"none\"
,\"label\":\"store size for
index\",\"type\":\"timeseries\", \"terms field\":\"index stats.index\",\"terms order
_by\":\"38474c51-a5f5-11lec-aal0l-

992297d21a2e\",\"filter\": {\"query\":\"\",\"language\":\"kuery\"}, \"split color mod
e\":\"rainbow\"}],\"time field\":\"timestamp\",\"index pattern\":\"monitoring-eye-
css—

*\",\"interval\":\"\",\"axis position\":\"left\",\"axis formatter\":\"number\",\"ax
is _scale\":\"normal\", \"show legend\":1,\"show grid\":1,\"default index pattern\":\
"monitoring-eye-css-—

*\",\"default timefield\":\"timestamp\",\"isModelInvalid\":false,\"filter\":{\"quer
y\":\"\",\"language\":\"kuery\"}, \"bar color rules\":[{\"id\":\"7d9d3cb0-a5f5-1lec-
aal0-992297d21a2e\"}], \"tooltip mode\":\"show all\"}}"},"id":"c78119a0-a5f5-1lec—
9a68-ada9d754c566", "references": [],"type":"visualization", "updated at":"2022-12-
01T12:41:01.165Z","version":"WzIxNiwyXQ=="}

{"attributes": {"description":"", "kibanaSavedObjectMeta": {"searchSourceJSON":"{}"},6"
title":" [monitoring] search query time in millis of index for
topl0(ms)","uiStateJSON":"{}","version":1,"visState":"{\"title\":\" [monitoring]
search query time in millis of index for

topl0 (ms)\",\"type\":\"metrics\", \"aggs\": [], \"params\": {\"axis formatter\":\"numbe
r\",\"axis max\":\"\",\"axis min\":\"\",\"axis position\":\"left\",\"axis scale\":\
"normal\",\"default index pattern\":\"monitoring-eye-css-

*\",\"default timefield\":\"timestamp\",\"id\":\"61lca57f0-469d-11le7-af02-
69e470af7417\",\"index pattern\":\"monitoring-eye-css-—
*\",\"interval\":\"\",\"isModelInvalid\":false, \"series\": [{\"axis position\":\"rig
ht\",\"chart type\":\"line\",\"color\":\"#68BCOO\",\"£fi11\":0.5,\"formatter\":\"num
ber\",\"id\":\"61lcab57f1-469d-11le7-af02-
69e470af7417\",\"label\":\"index query time in millis\",\"line width\":1,\"metrics\
":[{\"field\":\"index stats.total.search.query time in millis\",\"id\":\"6lca57f2-
469d-11e7-af02-69e470af7417\",\"type\" :\"max\"}, {\"unit\":\"1s\",\"1d\":\"42c92b10~-
6645-11ed-925a-6de90846447d\", \"type\":\"derivative\",\"field\":\"61lca57f2-469d-
lle7-af02-

69e470af7417\"}], \"point_size\":1,\"separate axis\":0,\"split color mode\":\"kibana
\",\"split mode\":\"terms\",\"stacked\":\"none\",\"terms field\":\"index stats.inde
x\",\"terms_order by\":\"6lca57f2-469d-11le7-af02-

69e470af7417\", \"type\":\"timeseries\"}], \"show grid\":1,\"show legend\":1,\"time f
ield\":\"timestamp\", \"tooltip mode\":\"show all\",\"type\":\"timeseries\",\"backgr
ound color\":null,\"filter\":{\"query\":\"\",\"language\":\"kuery\"}, \"legend posit
ion\":\"right\"}}"},"id":"c8109100-6627-11led-8cd7-

973626cf6£f70", "references": [], "type":"visualization"”, "updated at":"2022-12-
01T12:41:01.165Z","version":"WzIxNywyXQ=="}
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{"attributes": {"description":"","hits":0, "kibanaSavedObjectMeta": {"searchSourceJSON
":"{\"query\":{\"language\":\"kuery\",\"query\":\"\"},\"filter\": [1}"}, "optionsJSON
":"{\"hidePanelTitles\":false, \"useMargins\":true}", "panelsJSON":" [{\"gridData\": {\
"x\":0, \"y\":0, \"w\":48,\"h\":5,\"i\":\"971ed6c6-81b9-491b-9f08~

e3ae9c382abd\"}, \"panelIndex\":\"971ed6c6-81b9-491b-9f08-

e3ae9c382abd\", \"embeddableConfig\": {}, \"panelRefName\":\"panel O\"}, {\"gridData\":
(\"=\":0, \"y\":5,\"w\":24,\"h\":15,\"1\":\"5a6982e7-0c6c-4733-8a2d~-
edc57cdf7397\"}, \"panelIndex\":\"5a6982e7-0c6c-4733-8a2d-

e4c57cdf7397\", \"embeddableConfig\": {}, \"panelRefName\":\"panel 1\"}, {\"gridData\":
A"\ 24, \"y\":5,\"w\":24,\"h\":15,\"i\":\"662476f4-739c-4a05-858¢c~-
2ee8230cf410\"},\"panelIndex\":\"662476f4-739c-4a05-858¢c—-

2ee8230cf410\", \"embeddableConfig\":{}, \"panelRefName\":\"panel 2\"}, {\"gridData\":
{\N"x\":0,\"y\":20,\"w\":16,\"h\":15,\"1i\":\"d89c38e2-33£f3-4592-b503-
20460a6a7a57\"}, \"panelIndex\":\"d89c38e2-33f3-4592-b503-

20460a6a7a57\", \"embeddableConfig\":{}, \"panelRefName\":\"panel 3\"}, {\"gridData\":
AN"=\":16,\"y\":20,\"w\":16,\"h\":15,\"1\":\"1£f693b49-79fa-4807-94e8~-
0c12f51e54£f8\"},\"panelIndex\":\"1£693b49-79fa-4807-94e8-

0cl2f51e54£8\", \"embeddableConfig\": {}, \"panelRefName\":\"panel 4\"}, {\"gridData\":
N"x\":32,\"y\":20,\"w\":16,\"h\":15,\"1\":\"616b143d-74e9-4dac-98ba-
5849536f0fba\"}, \"panelIndex\":\"616b143d-74e9-4dac-98ba-

5849536f0fba\", \"embeddableConfig\": {}, \"panelRefName\":\"panel 5\"}, {\"gridData\":
(\"x\":0,\"y\":35,\"w\":24,\"h\":11,\"i\":\"cfa82f27-1b8d-49ba-a7b9-
d8809d3b258c\"}, \"panelIndex\":\"cfa82f27-1b8d-49%ba-a7b9-

d8809d3b258c\", \"embeddableConfig\": {}, \"panelRefName\":\"panel 6\"}, {\"gridData\":
{\"x\":24,\"y\":35,\"w\":24,\"h\":11,\"i\":\"135d13eb-aab6-43ca-9029-
7d26e€91d90e3\"}, \"panelIndex\":\"135d13eb-aab6-43ca-9029-

7d26e91d90e3\", \"embeddableConfig\": {}, \"panelRefName\":\"panel 7\"}, {\"gridData\":
(\N"x\":0,\"y\":46,\"w\":24,\"h\":11,\"i\":\"28a77del1-9110-49e8-b273-
724£880b1653\"}, \"panelIndex\":\"28a77del-9110-49e8-b273~

724£880b1653\", \"embeddableConfig\": {}, \"panelRefName\":\"panel 8\"}, {\"gridData\":
(\"x\":24,\"y\":46,\"w\":24,\"h\":11,\"1i\":\"80ece867-cf23-4935-bfbc-
430afa5lbcca\"}, \"panelIndex\":\"80ece867-cf23-4935-bfbc-

430afa5lbcca\", \"embeddableConfig\": {}, \"panelRefName\":\"panel 9\"}, {\"gridData\":
A"\ 0, \"y\":57,\"w\":24,\"h\":11,\"i\":\"2ba970aa-c9c4-491b-bdd3-
clblee9bc8d3\"}, \"panelIndex\":\"2ba970aa-c9c4-491b-bdd3-

clblee9bc8d3\", \"embeddableConfig\":{}, \"panelRefName\":\"panel 10\"}, {\"gridData\"
S{\N"x\":24,\"y\":57,\"w\":24,\"h\":11,\"i\":\"f2elbbab-ddf7-492e-aaca-
9460fllaadaa\"}, \"panelIndex\":\"f2elb6ab-ddf7-492e-aaca-

9460fllaad4aa\", \"embeddableConfig\": {}, \"panelRefName\":\"panel 11\"}, {\"gridData\"
AN\ 0, \"y\" 68, \"w\":24,\"h\":11,\"1\":\"dd14182d-d8b9-47f2-bf36-
6cba3b09586¢c\"}, \"panelIndex\":\"dd14182d-d8b9-47£2-b£f36-

6cba3b09586¢c\", \"embeddableConfig\": {}, \"panelRefName\":\"panel 12\"}, {\"gridData\"
S{\N"x\":24,\"y\":68,\"w\":24,\"h\":11,\"i\":\"ad7£9333-52b7-49b7-8cac-
£470cf405131\"}, \"panelIndex\":\"a47£9333-52b7-49b7-8cac-

£470c£405131\", \"embeddableConfig\": {}, \"panelRefName\":\"panel 13\"}]","timeRestor
e":false,"title":" [Monitoring] Index monitoring

Dashboard", "version":1},"1id":"524eb000-a5f2-11ec-9a68-

ada9d754c566", "references": [{"1id":"b2811c70-a5fl-11lec-9a68-

ada9d754c566", "name" : "panel 0","type":"visualization"}, {"id":"de4f8ab0-a5f8-1lec-
%9a68-ada9d754c566", "name" :"panel 1","type":"visualization"},{"id":"811df7a0-a5£8-
llec-9a68-ada9d754c566", "name" : "panel 2", "type":"visualization"}, {"id":"eea89780-
664b-11led-8cd7-

973626cf6£70", "name" : "panel 3","type":"visualization"}, {"id":"cfbb4e20-664c-1led-
8cd7-973626cf6£70", "name" : "panel 4", "type":"visualization"}, {"id":"c7f72ae0-664e-
11ed-8cd7-973626¢cf6£70", "name" : "panel 5", "type":"visualization"}, {"id":"943b3e00-
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aSef-llec-9a68-

ada9d754c566", "name" : "panel 6","type":"visualization"}, {"id":"ab503550-a5ef-1lec-
9a68-ada9d754c566", "name" : "panel 7", "type":"visualization"},{"id":"c78119%a0-a5£5-
llec-9a68-ada9d754c566", "name" : "panel 8", "type":"visualization"}, {"id":"225£6020-
abfl-1lec-9a68-

ada9d754c566", "name" : "panel 9", "type":"visualization"}, {"id":"17d49220-662a-11led-
8cd7-973626cf6£70", "name" :"panel 10", "type":"visualization"}, {"id":"c8109100-6627—
11ed-8cd7-973626¢cf6£70", "name" : "panel 11", "type":"visualization"}, {"id":"45d571c0-
6626-11led-8cd7-

973626cf6£70", "name" : "panel 12", "type":"visualization"},{"id":"3ae5d820-6628-11led-
8cd7-

973626cf6£70", "name" : "panel 13","type":"visualization"}],"type":"dashboard", "update
d at":"2022-12-01T12:41:01.165Z", "version":"WzIxOCwyXQ=="

{"exportedCount":16, "missingRefCount":0, "missingReferences":[]}

7.7 %Ei”/‘ /\iﬁlﬂgi
7.7.1 P99 B HE U545

db B /=
B R I:Il%\

2 R PRI

REURIEER

Elasticsearch #1:[X £l %} search 1/ 3K f) Wi 42 &R & YW A€,  TeibhA RO N L HE 1) SERR
search 15, BLAFME B8 X EE8E search 153K 1Y P99 I ZE M 4% o

P99 Bf ZE W5 % H BN SZFF 7.6.2 A1 7.10.2 A SRS .

1 BEREERRSEER G

2. fE “EEREEH UUm, EBFESHZRLIIREER, BEY] “Kibana” ,
5 Kibana S

3. fELEMIFHUES, & “Dev Tools” , AT LA T an 23R B HTEE LR P99 i 4E:
GET /search/stats/percentile

AR ERE AR -

"overall" : {
Til,0" g 2,0,
T5,0" g 2,0,
25,07 8 &.5,
T50.0% 8 19,5,
T75,0% g 1ii.0,
95,07 g 169.0,
TO9,0" g 169.0,

"max" : 169.0,
"min" : 2.0

by

"last one day" : {
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T1,0" 3 2.0,
5,07 3 2.0,
"25.0" : 6.5,
"50.0" : 19.5,
"75.0" : 111.0,
"95.0" : 169.0,
"99.0" : 169.0,
"max" : 169.0,
"min" : 2.0

by

"latest" : {

"1.0" : 26.0,
P5,07 5 26,0,

"25.0" : 26.0,
"50.0" : 26.0,
"75.0" : 26.0,
P95,0% g8 26,0,
"99.0" : 26.0

"max" : 26.0,
"min" : 26.0

}

(1 AR

o Hrh “overall” FRRERFNEHIEIHFIRSERISIHE, “last one day” FREF—XKAIFLT

B, "latest” FFMDREERHRIRENFRITHE.

o P99 BIERNTERIIME, NMEHUERE, BEAMinfIRIHERER, BD 99%RIRIEELL

50%AYRIRESE EERR,

o WRBFEER, P9 RELIBIRES, P9 RSB\ SR BRI EERMTE.,

HE X H 7 | E .
AT LA BATHR € B 4 EBUA
GET /search/stats/percentile
{

"percents": [1, 50, 90]
}

HH latest FiiHHE-

FEWT DAAAT LA dr & HLE latest St iT{H:

POST /search/stats/reset

A EVER
{
"nodes" : {
"css-c9c8-ess-esn-1-1" : "ok"
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7.7.2 HTTP IR7SHS e ¥z

de B (=
B 3= F:Eg

A58 IE HTTP Vi1 Elasticsearch #5231R [F] response FIAH M FPIRZASHS, FFIR
Elasticsearch 45 Ui % A XPIRASMHAT it JoikERAIE A BS £ 0 SEPrREs .

1P el WP Rl BEANMEREATE R IGO0 HTTP RS IR ft I SR HTTP

R IBE

B

HTTP RS H B 7.6.2 A1 7.10.2 IRAFERE L.

REUIRTSHS

1 BEREERRSEHER G

2. AfE “HRFEEY UM, EFHER ARSI ML, BdiR{ES] “Kibana”

%% Kibana F1f] -

LM SRR, &5 “Dev Tools” .

4. {£ Dev Tools ] Console Fi [ F1 AT HRAE L FERR A PAT XS B 1 A5 2>

- 7.6.2 FROREERE, TEHAT LT @ RBCIRERS SE it

GET /_nodes/http_stats

EAEER I

" nodes"
"total"

"successful"

"failed"

"cluster name"

"nodes" : {

g

g 1,
} 4
"css-8362",

"FOIFAQPARaOJI7oL7HOXtQ" : {

"http_code"

"o200"

"201"
"420"
"400"
"404"
"405"

}
}

~ 7002 RARERE, EHPAT UL NSRRI S

g {

GET _nodes/stats/http

CAEER I

{
Il coo

"cluster name"

"nodes" : {

"css-2985",
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Il coo
"http"

"current open"

"total opened"

"omvR9 W-TsGApraMApREJjA"

"http code"

"200"
"201"
"429"
"400"
"404"
"405"

o O w o

: 25,

7,
’
’

’
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SE o F PR LU = M AR S PR AL B ) G Bk APT ORI R = R RS 4
I FE AR AN S A S

SYS.ES

o RIS ID. BRLIR. HinE XU LBUETEEZ L& 8-1.
o WEHMENR: CSSHEM. AFET/ 4 Elasticsearch R 1 W15 45 45
o INERIMRIEAR (JRMBTEF): 1 5%

(AR

HiHE: NORESRFHEEINNE, STREERFEENRIT.

®8-1 SIRFRMRSS SHFRIERITIEIR

¥5#5 ID IR AIR | IERRA X BESE ME | iEiEEH
M| ([RiatE
¥R
status ERHERE | ZESHET 01,23 CSS | 144t
R S i o 0. HERR v
P RIR 100% 1]
R
.
o 1: HdEEE
B, o E
N
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1845 ID BB | HERRE X BESEE ME | EIEH
& | (Ripis
FR)
FAVELE R A
FE Egt,
TERSE, 15 &
I AR 1
Lo
o 2: Kk
K, EBELH
ISP LS
.,
o 3. &ﬁ%’ftﬁi
disk_util AR |z T | 0-100% CSS | 1 2%
% Gi il L
R R AE A
HI%.
BAL: T
btk
max_jvm_he | Hx K JVM | CSS £/ | 0-100% CSS | 1 2%
ap_usage | MEMEHAR | AT A L
JVM HEASH]
LS
fH.
BAL: T
ke,
max_jvm_yo | fx K JVM | CSS &E#H = 0ms CSS 1 535
ung_ge_time | Young GC | &AM i SRt
FEIS JVM Young
GC ¥ei Rt
ST
fH.
AL ms
max_jvm_yo | fx K JVM | CSS &E#H =0 CSS | 1 4r%h
ung_gc_cou | Young GC | &A1 A1 et
nt W& JVM Young
GC # Rt
DI SFN
fH.
max_jvm_ol | fx K JVM | CSS &E#H = 0ms CSS 1 535
d_ge time | Old GC#E | &AW & S
gy JVM Old GC
FERT 2 iHE
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) f KAH
HAL: ms
max_jvm_ol | fx K JVM | CSS &E#H =0 CSS | 1 4r%h
d_gc_count | Old GC ¥ | &A1 A L
# JVM 0Old GC
R R HE
) f KAH
total fs_size | XFRS | CSSEEHEN | = 0bytes CSS | 1 pék
SR/ ARG i
KN
BA7: byte
free fs_size | LIFRS | CSS &R | = 0 bytes CSS | 1 pfh
AR | U RG] i
RN
FAL: byte
max_cpu_us | fiz Kk CPU | CSS £E#+H | 0-100% CSS 1 5%
age FIFH 2 FA A S i
CPU FH =%
) f K AH
AL A5
5@
max_cpu_ti | fxz K JVM | CSS £E##+ = 0ms CSS 1 7%
me_of jvm_ | HREMHA | A RE
process ff) CPU B | JVM JEFR{E
[A] il CPU
A R THE)
RKAE.
HAL: ms
max_virtual | fx K JVM | CSS £E##+ = 0 bytes CSS 1 535
_memory_si | iEFE i FAT Sl
ze_of jvm_p | gymeaipy | JVM ifERT
rocess 17K/ 15 FH ) R A
NAE KN
RRAE.
FAL: byte
max_current | B RHHT | CSS HEHE =0 CSS 1 535
_opened_htt | T AT R RH
p_count HTTP 38 | JFH AR
# M1 HTTP
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TERE) B

NP
max_total o | fx KA | CSSEMF | =0 CSS | 1 434
pened_http_ | $77F El’] FA AT S
count HTTP &4 | JTid i HTTP

£ AR

(EGOE=PN

=
indices_coun | &5 ¥&E | CSSEMK | =0 CSS | 1 434
t Rl HE. v
total_shards | 7} fr#& | CSSEEHH | = 0 CSS | 1705
_count 7R EE. S
primary sha | F5- % | CSSEERM | = 0 CSS | 1404t
rds_count 2 E4 R v

.
docs_count | ICAY%E | CSSEMN | =0 CSS | 1404t

SRR S
docs_deleted | #iMHIBRA) | CSSERER | = 0 CSS | 1 434
_count SRR | BBR RIS S

R E=
nodes_count | T S E CSS ERE =0 CSS 1 435
data nodes | BT 5 CSS EREH =0 CSS 1 5%
count B Hm T A S

.
coordinating | P CSS EHEH =0 CSS 1 5%
_nodes_coun B2 ISR LERE
t .
master_node | Master 79 | CSS 2511 =0 CSS 1 535
s_count MR Master 7 i S
ingest_nodes | Client 15 5 | CSS 2511 =0 CSS 1 5%
_count & Client 15 &% i

.
max_load a | f K | CSSE&EMH | =0 CSS | 1 434
verage Load & AN LERE

T%%T’E%QEEF‘ 1
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AT 554011
RRAE.
avg cpu_usa | “F# CPU | CSS &E#EH | 0-100% CSS 1 5%
ge R F58H CPU i
I ESiE
BI1E.
AL FHAY
btk
avg load_av | *FHHT s | CSSEHEH | = 0 CSS | 1 74t
erage Load 18 ST AR S
ER %G 1
VaR i S SIEE 2
AT 55 4011
SEHIME
avg_jvm_he | P IVM | CSS &E#H | 0-100% CSS | 1 2%
ap_usage MM | 1A IVM S
R e !
fE.
AL FHAY
btk
max_open_fi | E¥TFHH) CSS & Hfrh =0 CSS 1 535
le_descriptor | f k| BAHSE D LR
S HRFFE | TIPS
FHIR R
RKAE.
avg open_fil | C4THM | CSS&EHFT | =0 CSS | 1404t
e descriptor | SPHCAE | A A AT L
S HRFFHE | PRSI
RAFH)T
BI1E.
sum_max_fil | fe KRR | CSSERHF | = 0 CSS | 1 2%
e_descriptor | JSCfRRE | 5 AUROK S
s REFEL SRRSO
R T
e
sum_open_fi | ATHH | CSSE&EH#HF | =0 CSS | 1404t
le_descriptor | b4k | & ST LR
s Rk TEH ST A
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sum_thread_ | Write JAS1 | S AL | = 0 CSS | 144k
pool_write | wr RN | AHEBME Sl
queue 5% 558
sum_thread | Search BA | CSS £E##H =0 CSS 1 535
pool_search | % paHE ST AR RE
—queue PAMESE | REkiE
IS5
B2 A
sum_thread | ForceMerge | CSS £E#EH =0 CSS 1 535
pool_force | BN | 445 S 7E R SR
merge_queu | fERAESS | HIA IR TR
© # e I HERA
ESH
Hllo
sum_thread_ | Write A% | CSS&EH#fH | = 0 CSS | 1404t
pool_write r | thiafycl | &I HALS RH
ejected MRS | AT
# i R 4T
FH A,
sum_thread | Search BA | CSS £E##H =0 CSS 1 535
pool_search | Zijrhifafy | %47 SAEH S
_rejected CEZefE | RGN
558 i C R 4T
FH A,
sum_thread | Forcemerge | CSS £E#EH =0 CSS 1 535
pool_force | BRI | &5 S 7ERR e
merge reject | [ EELA | & IR
ed E5 4 e EL4E
HIEF L
Hllo
max_thread | Search B\ | CSS ZERfH =0 CSS | 1%t
pool_search | Zispfg K | FANYTALE S
—queue FEBRMESS | R
# R HERAE:
FH K
(R
max_thread | ForceMerge | CSS £/ =0 CSS 1 535
pool force | BABIHE: | AN e S
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merge_queu | KHEPAME | 5&H & IFLR
¢ %H TR0 A A HE

YNE g

IUNI
sum_thread | Write Zk#2 | CSS ZERfH =0 CSS | 1 734k
pool_write_t | 4 A/ BHEBEAN LR
hreads ZENIIPN

N T,
sum_thread_ | Search & | CSS ZERfH =0 CSS | 1 734k
pool_search | F5i 24k BT EEER Sl
_threads /N SAERUADN

N T,
sum_thread | ForceMerge | CSS & ##h =0 CSS 1 5%
pool _force | Z&FEuh i A | ERE
merge_threa | /)N a5 ]
ds IR

.
avg_thread_ | Write A% | CSS ZERf+H =0 CSS 1 5y %f
pool_write_ | dopHE | &4 RS SR
queue PAESE | ANEFEith

AIFEBAMESS

LGOR S

=
avg_thread | Search BA | CSS £E##H =0 CSS 1535
pool_search | %133 B RH
—queue HEES | R

£ HIFERAMESS

LGOR )

=
avg thread | ForceMerge | CSS £E#EH =0 CSS 1 7%
pool_force | BABIHF | 4 i e 3 At
merge_queu | HEME | 4R RE
© %H AR HERA

{E55E )

YA
avg_thread | Search 28 | CSS £E#H =0 CSS | 1%t
pool_search | FEli~F44 BT EEER S i
_threads KB 2N PN

/NS

=
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SRz A,
sum_thread | Flush BA%1 | CSS4EH#fH | = 0 CSS | 1404t
pool flush r | dugay | %5 41 L2
ejected E4ES | Flush Z67% i

# GO TREEEd ]

vl

i,
max_thread_ | Flush BA%1 | CSS £/ =0 CSS | 1%
pool flush q | duiggkt | AT AifE L
ueue BMAES% | Flush ZifEih

H I HEBAT:

L U ON

fH.
sum_thread_ | Flush Zkf2 | CSS&E#H | = 0 CSS | 1404t
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pool_generic | Fiti Ty | 41 e i
_threads Generic £ f2
2024-11-07 272




R RS

DRk g Wi
f&#5 ID BIRER | FBIRA X BUESE ME | IEREEA
MR | (RiAHE
¥R)
PNGN e HERA

S5 H -

BI1E.
sum_thread | Manageme | CSS £E#EH =0 CSS 1 5%
pool manag | nt PA%I BN EAE i
ement_queu | @A | Management
¢ % AR

HERAME 5555

Z .
sum_thread | Manageme | CSS £E#EH =0 CSS 1 5%
pool_manag | nt BAFIH | & S E LR
ement reject | @) | Management
ed WAESH | AR

45

2 .
max_thread_ | Manageme | CSS #E#fH | = 0 CSS | 1 70%f
pool manag | nt PA%I BN EAE i
ement_queu | 7 AL Management
¢ 5% AR

HERAME 5555

) f KAH
sum_thread | Manageme | CSS £E#EH =0 CSS 1 5%
pool_manag | nt Z&FEih B v
ement_threa | 1k Management
ds RPN

INZ A
avg_thread_ | Manageme | CSS##HH | = 0 CSS | 1 70%f
pool manag | nt PA%I B A v
ement_queu | PN | Management
¢ E5% AR

HERAME 5555

RSO
avg thread | Manageme | CSS ZE#EH =0 CSS 1 7%
pool_manag | nt Z&FEih e =pa LR
ement_threa | s34 K/ Management
ds LR R 11y

HERAME 555

HORSSLIER
sum_thread | Refresh B | CSS £E#¢H =0 CSS 1 535
poolrefresh | Zijei ity | &5 4E e
—queue BAFESS % | Refresh Zi7%

2024-11-07 273




R RS

467 8 it
1545 ID EAREM | IR B{ESE R ME | =iz
&R | (JRipE
¥7:)
Tt g HERA
55 H
Hllo
sum_thread_ | Refresh JA | CSS £E#fH =0 CSS | 10k
pool_refresh | % pa f) F S v
_rejected CIE 44T Refresh ZEf2
558 bAe el il
HAESSH
Hllo
max_thread_ | Refresh B\ | CSS &#H =0 CSS | 150k
pool_refresh | %I £k BT EAE it
_queue HEAE S Refresh Z&f¢
2 Tt g HERA
1555
KiE.
sum_thread_ | Refresh 2k | CSS £E#fH =0 CSS | 17k
pool_refresh | Fih 4 A A L2
_threads 7N Refresh ZEf2
PN\
Hllo
avg thread | Refresh JA | CSSEEREF | = 0 CSS | 1774k
pool_refresh | zih Pty | &35 AAE L
_queue HEME S Refresh Zkf%
# Tt g HERA
555
B
avg thread | Refresh Zk | CSSEEHEF | = 0 CSS | 1774k
pool_refresh | Fyl F15 BT SAE Rt
_threads Fe Refresh Zf%
Tt g HERA
555
B
sum thread | OBS CSS#EHEH | = 0 CSS | 1434t
pool_obs_se | Searcher BA | &-AN¥5 fifE S
archer_queu | % i HE | OBS Searcher
€ BAESSH | Sty
HEBME 55 %
Z .
sum_thread | OBS CSS#EHEH | = 0 CSS | 1434t
pool_obs_se | Searcher BA | 475 /5 7E LS
archer_reject | Zi|H1 i) | OBS Searcher
2024-11-07 274




R RS

it 8 fif
1545 ID EAREM | IR B{ESE R ME | =iz
MR | (RiAHE
¥R)
ed CEZfE | LAy
%% CIEAIESS
B2 A
max_thread_ | OBS CSS &M/ | =0 CSS | 1774k
pool_obs_se | Searcher BA | &-AN¥5 fifE S
archer_queu | %jfi Kk | OBS Searcher
€ FEBESS | AR )
# HEBME 55 %
f B KB
sum_thread | OBS CSSHEHER | = 0 CSS | 1434t
pool_obs_se | Searcher £ | &5 OBS LS
archer_threa | f2ih i@k | Searcher 4578
ds /N PN\
Hlo
avg thread | OBS CSS & Hfrh =0 CSS 1o
pool_obs_se | Searcher BA | %75 /5 7E LS
archer_queu | %31y OBS Searcher
¢ FEBMESS | LA )
# HEBME S5 %
GRS
avg thread | OBS CSS & Hfrh =0 CSS 1o
pool_obs_se | Searcher £k | &4 5i7E L2
archer_threa | fuh V-1 OBS Searcher
ds PN 2Rt b Y
HEBME S5 %5
H~FEIME
sum_thread_ | OBS BA%I | CSS ##d | = 0 CSS | 1575k
pool_obs_qu | e SHFEL | AN LE S
cue E55% OBS £ fEith
I HEBAE:
FH A
sum_thread_ | OBS BA%Y | CSS &g | = 0 CSS | 1575k
pool_obs_rej | g E A S
ccted 4TS | OBS Zigil
2 H C R4
ESH
Hlo
max_thread_ | OBS BA%1] | CSS &#H =0 CSS | 177k
pool_obs_qu | s AHE | A LE S
cue BMESS %L | OBS iRt
H I HEBME
2024-11-07 275




R RS

P14k 8 Wik
1E#R ID BB | HERRE X BESEE me | KiTEH
MR | (RiEHE
)
FH R
.
sum_thread_ | OBS k2 | CSS&E#F | = 0 CSS | 1404t
pool_obs_thr |y g/~ | &7 A OBS LR
cads SAERUADN
INZ A
avg_thread_ | OBS BA%I | CSS&E#EF | = 0 CSS | 1404t
pool_obs qu | thEsyHE | & ETE At
cue PAT45%0 | OBS Zifith
I HE AT
FHUE3)
.
avg_thread_ | OBS Zkf2 | CSS&EMF | =0 CSS | 1404t
pool_obs_thr | i35k £ S AE LR
eads 71 OBS Zkf#ith
I HE AT
FHUE8)
.
sum_thread | OBS CSS&#d | = 0 CSS | 1404t
pool_obs_up | Upload BA | &35 578 v
load_queue | % HE | OBS Upload
BMESHL | iy
HEBAMESS %
Z A,
sum_thread | OBS CSS&#d | = 0 CSS | 1404t
pool_obs_up | Upload BA | & fifE v
load_rejecte | %) | OBS Upload
d CUEZ(T | Rt
%4 CHE4AE S
Kz A,
max_thread | OBS CSS&#H | = 0 CSS | 1404t
pool_obs_up | Upload BA | &/AN5 578 v
load_queue | % f5 ok OBS Upload
HEMES | ARt
# HEBAMESS %
(Ii-ONI®
sum_thread | OBS CSS&#d | = 0 CSS | 1404t
pool_obs_up | Upload 28 | %55 OBS LS
load_threads | FEuh ik Upload Z7%
7 PNz
.
2024-11-07 276




R RS

P g .
$&¥% ID ErrRiR | FERRE X BVESEE ME | IIEEEA
&R | (JRipE
¥7:)
avg_thread_ | OBS CSSER/F | =0 CSS | 1 44k
pool_obs_up | Upload BA | &% fifE v
load_queue | %|f13F¥) | OBS Upload
HERMES | LRt
# FEBME 2554
P21 .
avg thread | OBS CSS&E#HT | =0 CSS | 1 434
pool_obs_up | Upload & | &% fifE v
load_threads | 2Pt | OBS Upload
KA AR Y
FEBME 25 %4
¥ 21 .
sum_thread | OBS CSS &/ | = 0 CSS | 1404t
pool_obs_do | Download | &4y SE i
wnload_que | PAFIH & OBS
ue FEBMESS | Download 2%
# Pt o ) HE
BAE S5 Hr 2
Hlo
sum_thread | OBS CSS&#d | = 0 CSS | 1404t
pool_obs_do | Download | &% fifE i
wnload_reje | BAFIHAE | OBS
cted CHEZL | Download 2
554 PRt E
TR 55K
Z A,
max_thread | OBS CSS &/ | = 0 CSS | 1404t
pool_obs_do | Download | & A4 57E i
wnload que | BAFIHH | OBS
ue KHEBME Download £
4 At ) HE
AL 55 25
T INIIS
sum_thread | OBS CSS&#H | = 0 CSS | 1404t
pool_obs_do | Download | %%/ OBS i
wnload_thre | ZEFEME | pownload 2k
ads KA RPN
Z A,
avg thread | OBS CSS&#H | = 0 CSS | 1404t
pool_obs_do | Download | &% fifE v
wnload que | BAFIHF | OBS
ue BIHEBME | Download &
2024-11-07 277




R RS

P14k 8 Wik
545 ID R ER | FERRE X BESEE ME | MBisE
& | (Ripis
%)
%4 it A
AT 55 5011
A
avg_thread | OBS CSS&#d | = 0 CSS | 1404t
pool_obs_do | Download | &34 7 LR
wnload thre | ZEF2ih°F | OBS
ads ¥R Download £
it A
AT 55511
A
min_free fs | &/NA]H CSS £E#E = 0 bytes CSS 1 535
_size TEREZSI | A T L2
FH A7 At =[]
1 5/ IME
BA7: byte
avg_jvm_old | JVM 4 | CSSEE#H | = 0 CSS | 1404t
_ge_count | AR GC | FATAR Sl
RH “EFRT B
S QEIL b
AT 2
THA R
fH.
avg_jvm_old | JVM Z4F | CSSEMHH | = Oms CSS | 1404t
_ge_time R GC | #5411 Bk Sl
i [1] i1 “B4F
7 B3 [\
W T A 2 1)
I 18] 2 1HE
RSl
AL ms
avg_jvm_yo | JVM 48 | CSSEERH | = 0 CSS | 1404t
ung_ge cou | fRFH GC | FANT AR S i
nt RH “CUERRR” I
S QEIL b
AT UK 2
THA R
fH.
avg_jvm_yo | JVM4EH | CSSEMF | = 0ms CSS | 1 4%t
ung_ge_time | QP4 GC | & At At
i [1] i1 “HER
7 13 [\
2024-11-07 278




R RS
167

8 Mz

$8%5 1D

1EIR B TR

BIRE X

HUESEE

ME

POE

s A A
(JRyatE
)

W AE B
I 1] R HE
RSN

FAfT: ms

avg max_fil
e_descriptor
s

NN
{4
BT
st

CSS £E#E
FATERK
SRRSO
R TR
EHIH

WV
=)

CSS
S

1 5%

avg mem_fr
ee_in_bytes

4477
o7 2]

CSS £EFf
F AR AE
I ZE
BT

{8

BA7: byte

= 0 bytes

CSS
S

1 5%

avg mem_fr
ee_percent

ARSI
SEea=ql]]

CSS £E#E
F AR AE
IR AEL
RS

=

BT TSy
kb

0-100%

CSS
S

1 5%

avg mem u
sed_in_bytes

FHEH
PN A7 ]

CSS £EFf
AT
I 2E
BT

{8

BA7: byte

= 0 bytes

CSS
S

1 5%

avg mem u
sed_percent

FHEH
AT ELAG]

CSS &R
HH A
FH A7 L
1 F) )
fH .
B H Ay
tb

0-100%

CSS
S

1 5%

max_mem _f
ree_in_bytes

KA
PN A7 ]

CSS £ERE
FATEAR
fERKINAT
R

= 0 bytes

CSS
S

1 5%

2024-11-07

279




R RS
167

8 Mz

$8%5 1D

1EIR B TR

BIRE X

HUESEE

ME

POE

A4 E AR
(JRyatE
)

1B
HA7: byte

max_mem _f
ree percent

KA
SEed=Al]

CSS £E#E
FATEAR
fERFINAT
ERVLNEEON
=

BT TSy
kb

0-100%

CSS
S

1 5%

max_mem_u
sed_in_bytes

AN EH
PN A7 ]

CSS £t
FATED
fERFINAT
REMHK
{8

BA7: byte

= 0 bytes

CSS
S

1 5%

max_mem_u
sed_percent

AN EH
SEed=al]

CSS £ERE
FATED
fERKINAT
ERVLNEEON
=

BT TSy
kb

0-100%

CSS
S

1 5%

sum_jvm_ol
d gc count

JVM #4¢
LB GC &
%

CSS & #trh
BT

“EER 5

AL
AT IREU R
THEZ A,

WV
=)

CSS
S

1 5%

sum_jvm_ol
d gc time

JVM #4¢
LR GC I
[

CSS R
AT R
1T “Z4F
7 B A
W AE 2 1)
7] 22 T HE
Z A,
AL ms

= Oms

CSS
S

1 5%

sum_jvm_yo
ung_gc cou
nt

JVM 4E#2
LB GC &
%

CSS & #trh
BT

R

AELNGiRpA

WV
=)

CSS
S

1 5%

2024-11-07

280




R RS

Rk L] g It
$6¥5 ID FEPRB TR IBFRE X BETEE Mz | EiTEHE
SR | (RiaiE
Fr)
ITIRE &R
THEZ A1,
sum_jvm_yo | JVM 4E§ | CSS £E#f+ = 0ms CSS 1 535
ung_ge_time | {4 GC i | &3 Ak SR
[] IT “Hk
7 B[]
KR AE 7 1)
i [B) 2T HE
Z Fi,
FAT: ms
sum_current | HFjE 3T CSS £E#E =0 CSS 1 535
_opened htt | JF HTTP | &AM 54T Sl
p_count TR T H AR R
17 HTTP
EHR
M,
sum_total o | IS | CSSEREFH | =0 CSS | 1 434
pened_http_ | FF HTTP | &AW 4T LS
count T Hid# HTTP
EER R
fH H,
IndexingLat | “F¥3JZ 5l R SERER = Oms CSS 1 5%
ency SEIR 5] 1E T 7 LS
IR SS]ing
8] o
FfT: ms
IndexingRat | “F#)2 5] NJE TPS, =0 CSS 1 7%
c R ER T LR
Y2 5| #E
SearchLaten | P32 iA) A% = 0ms CSS 1 435
cy ZEIR REERT S S
IR SS]ing
8] o
HA7: mso
SearchRate | ~T~#4) £ if] ) QPS, =0 CSS 1 43%h
Y& e
2024-11-07 281




R RS

DRk g Wi
f&#5 ID BIRER | FBIRA X BUESE ME | IEREEA
MR | (RiAHE
¥R)
task_max_ru | K Task | ZIEMRAE | = Oms CSS | 1%
mning time | E{FIK | BEEAT BT i
%‘ task EP ’
AT K
K task 11
FEI
number of | Pending CSS & Hfrh =0 CSS 1 535
pending_tas | Task #EBA | £ Master &b Sl
ks 5% L task )
HEBMESS
i35
3R8-2 YRR
Key Value
cluster id CSS £E7F

8.2 Logstash &2 ¥ X #F RV MM IEFE IR

LhEEV PR

WSt AT

AHIE ST ZAERMSS Bk s MRS M br i e 44 22 18], M A FEhn 51 AN 5
5E Lo ﬂﬂFTuL_Lz:”*hﬁﬁ%%fﬁ TR 5 B APL 4% LRI R SR M 557 A1
M FEAR AN A

SYS.ES
CSS.CUSTOM

o IEAIIEAT ID. EIRAIR. HEinE X UBUETEEZ WK 8-3.

o WEHMENSR: CSSER. AT/ Logstash R 5845 . Elasticsearch
EERERT SR I IR PR bR WL 8.1 SRR SCHF I 4 e br .

2024-11-07

282



R RS

P EE 8 Wi
o MR (HLGIED: 1 o4
(AL
RHiHE: NTREINFHASIEE, STRERRESEMRIT
#<8-3 RIS THFHITITHErR
¥5#% ID teFR AR IR X HESeHE
max_jvm_heap_usa | 5K JVM HEff | CSS R &5 | 0-100%
ge Mz ) IVM HEfd R 2R (1)
RRAE.
BAL: HAL
max_jvm _young g | H K JVM CSSEMPENTA | = 0ms
c_time Young GC #Eff | #J JVM Young GC #E
(NS N-
HAL: ms
max_jvm_young g | H K JVM CSSEMP RN | = 0
¢_count Young GC &% | ] JVM Young GC X
R THE R BORE
max_jvm old gc ti | K JVM Old CSSEMPENTA | = 0ms
me GC &S 1 IVM Old GC FEH
FIHMEM B KE
HAL: ms
max_jvm old gc ¢ | H K JVM Old CSSEMP RN | = 0
ount GC ¥ f¥1 IVM Old GC &%k
RIHMEM B KE
max_cpu_usage Bk CPU R | CSS &R ST A | 0-100%
= (7 CPU I FH 2 1 it
PN
BAr: HAL
max_load_average | fx K17 m Load | CSSEEFFH SN | = 0
" EEAER G 1 5080
P HERAME S5 U B
PN
avg_cpu_usage SE34) CPU ] | CSS R &7 A1 0-100%
S CPU F|HZ 11
fH-
BAr: HAL
avg_load_average | #7750 Load | CSSEEMHHW NI | = 0
" BERG T 1 et
BT S5 2155
2024-11-07 283




R RS

P EE 8 Wi
¥5#5 ID teFR AR IR X HESeE
fH-
avg_jvm_heap usa | “F-¥J JVM HEff | CSS &M &5 55 0-100%
ge iEES JVM HE A TR
M
BAL: HAL
avg_jvm_old gc ¢ | JVM A | CSS P ENTA | = 0
ount ¥ GC IRHL “CEFAR B EE
BB AT IRE ) BT HE
GRS
avg_jvm_old_gc ti | JVM ZFEM | CSSEMF XA | = Oms
me ¥J GC B[] PAT “EER” Bk
(RIS A 9% RIS 1] 2R
THE B 41E
FAL: ms
avg_jvm_young_gc | JVM A | CSSERHTENTA | = 0
_count ¥ GC IRHL CHRRAR” B R
B AT IRE) BT HE
GRS
avg_jvm_young_gc | JVM FE | CSSEMF XN A | = Oms
_time ¥ GC I [a] PAT R Bk
(RIS A 9% RIS 1) 2R
THE B 41E .
FAL: ms
sum_events_in EBHTAN R | ZEH TS E | = 0
23t input 71T | 1 AAH input 4
IR S8 A S48
sum_events_filtere | ZEMF TN A | ZAEFHTSIUE | = 0
d 239 filtere i | 7 AT pEALEE ()
IR S8 PSS
sum_events_out EHETNIE WA | ZBEHTSRUE | = 0
2033 out FAFMY | WA out FHFH)
EAE/PSE A PSS
events_in MG R ZEAAH TSI A | = 0
input FEFFEL | A& input #E1F
ETE A SOpve TR e
events_filtered MG R ZiRPRH TG 4T | = 0
filtered 8 fF 1) | 9 s AL TR HdE
EAETTRA o
events_out MG R ZiRPRH TG 4T | = 0
2024-11-07 284




R RS

P EE 8 Wi
¥5#5 ID teFR AR IR X HUESE
out fiFHIEHE | AL out fHFH
# AETR A
logstash_pipeline_e | 4ajiE s | A T4 | = 0
vents_in ANt input | EIERIE AN ST
FEFRIEAR S | input FE1F R EHE L
logstash_pipeline_e | & E R | 2P HTSH401 | = 0
vents_filtered B &0t N s s R HA N o e
filtered FH1F 1) | ALBEAIEHE L
AEITR A
logstash_pipeline_e | 4ajiE s | A T4 | = 0
vents_out WIN&T out #fi | Bl IR A BN &
GRIVEAEITR A out i {/F I B % -
HE
2=8-4 HEFELRAA
Key Value
cluster id CSS £E7F

TR X FFHY iR 4R AR

IheEii AR
AHE X T s RERS s WIS 1 s ie b it ay &2 =08, I br g R A
depEsE L. Pl uLLz"*#H&%T%ﬁE’\J%EE#%UAdz API 2 ORI R = RIS
FEA G W A FR bR AN S A
% =5 [8]
SYS.ES
gk Lo
o KIS ID. BRBIR. HinE XU LBUETEE S Ik 8-5,
o INIEHIMEXNS:. CSSER - ZMEH A
o INERIMSEERAR (JRIGERR): 1 o
2024-11-07 285




R RS

DRk g It
[MERTY:
FitE: NTRENFREINE, STRECEEEENRIT.
#<8-5 RS T R R IEITEIR
f&#5 ID teFR AR IR e X BUESE | MEXT | M5z EHA
R ([RiatE
¥R
jvm_heap usage JVM HEfE A | T JVM HE | 0-100% | CSS4E | 1 438k
S WA B -
Al AL R
cpu_usage CPU #|f% | CPU #|H 0-100% | CSS £ | 1 35t
%o g%é -
i EAL R
load average T Load fH | #MERGH 1 | = 0 CSS 4 | 1478
A SR JUN B -
55 =R%
open_file_descriptor | CATHHISL | WACIFH | = 0 CSS 4 | 1478
s PRRERTFE | SO TF B -
. =R%
max_file descriptors | it KRR | AKEFHIL | = 0 CSS4E | 1 435
SRR | AR R B -
# =R%
thread_pool_write_q | Write AZIH | 5 ALFEMF | = 0 CSS 4 | 1478
ueue SAFBMES | BIFEBAMESS B -
# . =R%
thread_pool_search_ | Search A% | RLFEMMF | = 0 CSS 4 | 1478
queue R HEME | BIHEBAMESS B -
% . =R%
thread pool force | ForceMerge | ##&IFEFE | = 0 CSS4E | 1 435k
merge_queue BB | Wb g HEBAE B -
N2 %5 =R%
thread_pool_write r | Write PAZIH | B ALFRH | = 0 CSS 4 | 1478
ejected ERCHE4 | MOELTES B -
=R%
2024-11-07 286




R RS

DRk g It
f&#5 ID teFR AR IR X BUESE | MEXT | i5iEEHA
R ([RiatE
¥R

5% . TR
thread_pool_search_ | Search A% | RLFEMH | = 0 CSS 4 | 1478
rejected HERCE | WEELES B -

#5550 . =R%
thread pool force | ForceMerge | sl &I | = 0 CSS £ | 1 4r%h
merge_rejected BABIAF R | i e 4 #E -

RIS | E55%0. =R%
thread_pool_write_t | Write ZBF2ith | 5 ALK | = 0 CSS 4 | 1478
hreads J=ly N KN -

=R%
thread_pool search_ | Search Z&f2 | RLFEME | = 0 CSS £ | 1 7r%h
threads RN KN -

=R%
thread pool force | ForceMerge | sl &I | = 0 CSS £ | 1 7r%h
merge_threads LAEMER | w ki, B -

A A%
thread_pool_flush_q | Flush BA%* | Flush Z&f&ith | = 0 CSS 4 | 1478
ueue SAFBMES | R EIHEBMESS B -

# o =R%
thread_pool_flush r | Flush BA%+ | Flush Z&f&ith | = 0 CSS 4 | 1 3%
ejected SAECE4 | R CIE4LE B -

5% %5 =R%
thread_pool_flush_t | Flush ZF#ith | Flush Zkfgith | = 0 CSS % | 1 7%
hreads J=ly N [y -

=R%
thread_pool_generic | Generic BA%1 | Generic Zif2 | = 0 CSS £ | 1 7r%h
_queue R HEME | A R HEBME B -

% %5 =R%
thread_pool_generic | Generic BA%1 | Generic Zif2 | = 0 CSS £ | 1 7r%h
_rejected RN SNt N ER IR a1t I { R4 B -

2024-11-07 287




R RS

M 4RE 8 sk
4% ID farR R AR farra X BESE | MEXT | dSiTEE
£ (Riats
)

YA 555K 1554 PS5
thread_pool_generic | Generic ZEf2 | Generic Zkf2 | = 0 CSS ££ | 1 4r%h
_threads RS AN MR #E -

=Rk
thread pool manage | Management | Management =0 CSS 4 | 1478
ment_queue BABIH S | Zeisi A -

BAAE 55 £k BAAE S5 5 =I5y
thread pool manage | Management | Management =0 CSS 4 | 1478
ment_rejected PAZIH R | &Rt e -

CIEEES | IEAESE. =I5y
thread pool manage | Management | Management =0 CSS 4 | 1478
ment_threads AR | SFRBEIK -

/N /N, =R %
thread_pool_refresh | Refresh BA%1| | Refresh Zkf2 | = 0 CSS % | 1 7%
_queue S HERME | i HEAE #E -

54 558 P E
thread_pool_refresh | Refresh BA%1| | Refresh Zkf2 | = 0 CSS % | 1 7%
_rejected HEREHE | R4 #E -

YA 555K 1554 P E
thread_pool_refresh | Refresh ZifE | Refresh &kf2 | = 0 CSS4E | 1 435k
_threads RS AN MR #E -

=Rk
thread pool obs sea | OBS Searcher | OBS Searcher | = 0 CSS 4 | 1478
rcher_queue BABIH S | Zeisi A -

AT 55 £k BAAE S5 H =I5y
thread pool obs sea | OBS Searcher | OBS Searcher | = 0 CSS 4 | 1478
rcher_rejected PAFIF S | it e BE -

CIEEES | IEAESE. =I5y

2024-11-07 288




R RS

DRk g Wi
f&#5 ID teFR AR fEIRa X BESE | MEXT | ISiEFEEA
R ([Ri54E
¥R)

thread pool obs sea | OBS Searcher | OBS Searcher | = 0 CSS 4 | 1478
rcher_threads AR | GARBEK B -

/N N P
thread_pool_obs_qu | OBS pA%IH | OBS Zkf2ith | = 0 CSS 4 | 1478
eue SAFBMESS | R EHEBMESS B -

# . P
thread_pool_obs_rej | OBS pA%IH | OBS Zkf2ith | = 0 CSS 4 | 1478
ected SACE4 | R CIE4LE B -

5% % =k
thread_pool_obs_thr | OBS Zk#2it | OBS ZifEith =0 CSS 4 | 1478
eads J=NGN RN o B

=R%

thread pool obs upl | OBS Upload | OBS Upload =0 CSS 4 | 1478
oad_queue BAZ AR | 2Rt b B -

YNGR PAAE 554 =k
thread pool obs upl | OBS Upload | OBS Upload =0 CSS 4 | 1478
oad rejected BAZIH R | &Rt e -

CHEZ4AESS | IEAAES L =Rk
thread pool obs upl | OBS Upload | OBS Upload =0 CSS 4 | 1478
oad_threads S LRSS NI o7 LT PN B -

/N /N, =IR%
thread pool obs do | OBS OBS =0 CSS 4 | 1478
wnload_queue Download fA | Download £ B -

F S HEBN | AR HERA =k

E5% 55 TR
thread_pool obs do | OBS OBS =0 CSS4E | 1 435k
wnload_rejected Download fA | Download £k BE -

71 SHSN: 3 T 1 e D T =R

EAESE | DS E TR
thread_pool obs do | OBS OBS =0 CSS4E | 1 435k
wnload_threads Download £§ | Download £k B -

PR RN | BRI R AN =k

2024-11-07 289




R RS

DRk g It
f&#5 ID teFR AR IR X BUESE | MEXT | i5iEEHA
R ([RiatE
¥R
free fs size WHERG] | CSSERHIL | = 0 CSS 4 | 1478
RN PERGATHK | bytes B -
/N, = HR%
FAL: byte A
total fs_size WAERGE | CSSERMIL | = 0 CSS % | 1 7%
P NGN HFRGEK bytes B -
/N, Py
FAL: byte A
jvm_old_gc count | JVM ZHFAR | “ZHEMR” L | = 0 CSS 4 | 1 704t
BOGC E | IR iEAT B -
R =R%
jvm_old_gc_time JVM ZHA4 | 4T “B4F = Oms | CSS £ | 1 70%h
e GC IfE) | AR S Eli it -
T B s =R%
P A
HAL: ms
jvm_young_gc coun | JVM R | “FRER” B | = 0 CSS £ | 1 7r%h
t SOGC E | IR iEAT B -
R =R%
jvm_young_gc_time | JVM R | $UT “4FFE | = Oms | CSSEE | 1 508h
GC It 1] A7 B3 R -
T B s =R%
P A
HAL: ms
mem_free_in _bytes | AJFHANAED | WACKRMAHM | = 0 CSS £ | 1 7r%h
I‘Eﬂ Wﬁg%o bytes E%é -
BA7: byte =i
mem_free_percent | WA AL | WAKRMAHR | = 0 CSS4E | 1 435
il WA7 LA B -
=R%
mem_used_in_bytes | NS | WACHHM | = 0 CSS £ | 1 4r%h
I‘Eﬂ Wﬁg%o bytes E%é -
BAT: byte =i
2024-11-07 290




R RS

M ferE 8 Wi
$5#% ID TR TR BRE X HUESE | MEXT | KizEHA
® (RtaiE
=)

RED=
current_opened_http | MFTCFTH | WAHHEFTFF | = 0 CSS 4 | 1 43%h
_count HTTP &4 ] HTTP &4 B -

P . = R%

RED=
total_opened_http_ ¢ | &FBITFHM | WAEHITH | = 0 CSS4E | 1 435k
ount HTTP & f) HTTP %4 B -

P . = R%
RED=
HE
7<8-6 HERE 1R
Key Value
cluster id CSS £E7F
8.4 fip & EERFISIT
AR RS S FRE T = WS IR SS CES X OB s oh S BE AT H o Wi dss . B SR
)5, win] DLZE CES & HiEH] & B &5 RN I B bR EdE .
Fic B AR WA 4% R E TR
1. BB S ARG SZBRY S5 75 EX A 4R bR 3 B EH B USRI fads
I B ) BRE R, 2 LAEFE. HTTP. HTTPS 2577 Ao anfs.
2. FeEIREXSR. NEREEER AT A E RS ER.
3. AEREER: B PUERAR PN, &5 RS EE S
ClEr3 368
o EEMAT “HIH” B “AbBEA” R
o EWMIEFWIBITHEKKT 10 504,

AR E A iR IR AR

WA EERER) cpus jvm fERIESL, HHEFFE DA E W N isiEls: P TVM HE(EH
. K IVM AR, P CPU %, &k CPU FIH XK.

2024-11-07

291




R RS
167

8 Mz

o WEEMMNBA. BEWERMAFLRERN, MHHEEAREN T EEER: FHR
IREIR . “FHRGHEEK, FHERER., PR EEHER,

o WEEMNBA. BEHWRHBAFIFIIELE R, HEE SEE T B
Write BAFIH S HEBMT S5 44 Search BAFI H B HEPATE S5 2. Write BAFI s i) 46
HAT S5 H0. Search PAFIH S B IR LT 5540

1 BXmMEEMRS CES EEfEH G .
2. LEANSHUEGESE CEE > BRI, BEASE SR T .
£ TIPSR B, ik mERIRS T, BRI EORI S E N

WA, WEZH = IR CES /) “ U & BRI ALE Sz~ &1,

Hrid Css ik

SR ERN . Forh, “BREESRALT R “4ERET SIS W IIE S K 8-7, H
i ZHr] LIRS CES Ak 55 1 280 W B %€ o

87 HENEHNECE AR

SRR

BCE UtRA

e B R M A
(IR 55 2K

WHERERRSE

PR E & E A
X R AR 4R 44
Mo

CSS CHF 2 MNEFE, ARIEILFR TR EIEFEYEE .
o CSSERE: DIEMEE 5w 2.

o CSSEH - ZMFFR: LUERPIRAT
LR PR RE B .

BCE IMIERTR

1. ZH RS CES 1 “ Ui ” &,

PEHIAR, WTRABbId b PR

Qg TR . AR OA R

2. ZEEZWGIRS CES ) “UiniiasmE” &5, %N CSS mistiE.
Hodr, “HHJRIRM” 1 “Y4ERE” ZHES R AIES LR 8-8, HANSE T LUR i

CES IRFHIZHUiH H € o

3R8-8 ML EIVEC E 7R

% BHIRRR AT
RS | IR | RS ERRS.
B4 HK
Y i e USSR 4 | CSS SHE 2 ANUERE, AR SR T R L
Ko o CSSEERE: UUSERAER IS,
o CSSEH - ZWMETA: DR A
PR I

2024-11-07

292




R RS

Rk L] 8 Wi
EE KITEFR

FR ARG E R G

WP HARERRE, PERIEY] “MIEE R AR MR,
PR AR I TR B A%

AR MR bR .

b=

2024-11-07 293



R RS
167 9 it

D
9.1 THEH KRR

NERTERM T ZH RS BERH RS, G NCR S Z MR RS MR
PEFAE, T HIERIER . STAE .

AR S

P 75 W % -
SFFEITRI R IRES IR

RO-1 HFHITHIKIRIRIETISR

BIEEMR FRAER E L

B EERE cluster createCluster

T e £ A cluster deleteCluster

Y RERE cluster roleExtendCluster

o )RR cluster rebootCluster

e B H e SO 2 cluster loadLexicon

TR B 5E S EE cluster deleteLexicon

W EERREA A E | cluster updateSnapshotPolicy
@A =EREE R S cluster updateAutoSnapshotPolicy
LT cluster upgradeCluster

TR E cluster retryAction

FHh snapshot createSnapshot

P TR AR snapshot restoreSnapshot
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e 9 Wil
BIEB™M HiFELR EMHZM
IESPN snapshot deleteSnapshot

92 £ CTS EHIIREB=HITEN

BRIEAR
A PHEN 7 8 T RS OV BB ER B, ROTFURILT =R VORIG R . A2 QIR
BAFKIBER IR, RGTFUAILT P OBS W 8AR BRI, 28 RSy El
SARAERIL 7 RIRIF IR,
A AR AE 25 8 U 55 8 B 2 A B T RO 7 R IR IR %
o AERTMRHMBIR AR H I EL
o FEIRNHIFIR AR HIE

15 A PR

o IR mwHIHER G RAEERRIL 7 RERIFICR. WRFEEWRBED 7 K1
BRI, (LN B 25T RAF# AR 55 (OBS) Bl s H R 55(LTS), A Al {E
OBS ik LTS HEH R mES PR FEE . B0, Bk 7 K LI H#
fEidk.

o  ¥EVEE, 1 48] DLt = & v s 6 B S R E R E L 3, 5 e
A AEIE TS & B R AR R R ARl 5k .

EHMMEHTIREFTRITENH
L BREREEHE.
2. RALf =, R CEESHE > ZWIHRS CTSY, MAZHIRES T
i

L RSN SRR ENFIRE BT .
4. FRHIFRICRRE I A Z R W N R E S, T DR R IR R 4 S — AN B
2N ok
- FAIR: BNFRATRR.
- HfFID: FANFEF D

~ BRESBR: WATIRRIAER, MZFHRT KR s SR R A FR T A
API #: O #AEAY R IE RS, %R

- R ID: BNV ID, %G VERAL I)?IDTZ FUR BRI, %
7'3

- %EE’(% £ BIHE A £ I 1 25 e 55 44 5K
- PRRAL AL T AR A I B A BRI SR A
- Tﬂ”ﬁﬁﬁ)ﬂ: FE N AR AR — A AR R
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— HON: WIEDUA “normal”. “warning”. “incident”, R e FEH A —
Tt o
m  normal: FRIERIERI.
m  warning: FKREIERK.
o incident: FoR HBRIERIREE P E AN, (03] R

N, AT 1NN BT 1T B | AR,
LA 52 SRR 7 R AR 18] B O B E A

5. g%ﬁﬂ%ﬁﬁ,@Eﬂ%@ﬁﬁ%ﬂii#~mﬁﬂﬁxﬁﬁﬂ%%ﬁ%ﬁ

=Fo

- EHRIESEMER S, N Enter 8, W UAERA SRR G KT
Hdhs .

~ O S 5, SRS S W4 L xlsx BRI SO S,
xlsx SCHRALE T AR WSS BT 0k, HLIRE S 5000 415 A
i Cpgdtl, mTUAR B S R (T SR 1
= e g, TR R BRI RS B Rk AT
, TR A EEHTT, SR S EETCA, BRI AT
%,
6. FTFHEMLMMLRTEIEMR, HS N “ZH RS EMHESE > HrhgH” S
R “ZHH RS EMES % > SBORG)7 ST,

7. CAIR) FETRRCEARAIR UM, S EJ7R) “IREIEAR” $24l, TYIHs R R
FHIFFIR U -

EIBMEHIIREEFITENS

1 BREBEERG.
2. K b — , % CETSHE > ZHIHRS CTS” , MAZHIHRS
il

FLT SR “FEAEBIRT, BEANFFFIRAE ST .

4. WG E RGN, S BOAE SR REE SR, A By
(<R[ 424, DI IH AR5 R T .

5. HFHIRSRREE ER A N FIRIE SR, W 9-1 Fron. HarFFIIRSL
FEUANEZ R H A A, EAE R
[E19-1 GiHikAE

Procedure for Using CTS v

- ERRAY. EARRIE. BURRAIMGEIERAY, E T RHEH R PR A KA
w SRR BR ID PR, BT TR BRI B 1D,
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M 48w 9 Hit
w GEUSRAL S AR IR, R IERSEA BRI EA AR
w ERSRAE IR AR IERT, IE e R T Eh i A BAR A
Mo
- BRI AR TR SR BARRERAE R, BLRAE R R G
[IDE| DAk TP

~ MO WEDUN “FrEEAS 7. “Normal”. “Warning”. “Incident”,
R A — T

- WPENEHE: AERRE WSO 1 /MR, Bl 1R, s 1 A REREEAE, ]
PLHE 5E il 7 R AT I TR B AR A

- Hal CTm L, ZE PRSI LD CSV AR A ERAS ST,
% CSV M TARE RS R FE, HmZ Sl 5000 25 8.

6. EBEFEEWALEE, i “EH .
7. EFELEHIR TR, T DU R R TSR R 1
- S L WIS 2L R L CSV SRR SRS
% CSV S T AR WSS RIFTE IR, HEZ S 5000 445 5.
— sl Cpgll, T USRI SRR IR L 1 BT (5 .
8. GEHEEAFMHEMLMN, Hf ¥ BIFZCRIOEAME L.

FHER FEXE =2 8D D wEEE QD FEH D #HEBR @ LT e

createDockerConfig dockeriognemd  SWR - dockeroginemd @ nomal 2023/11/16 10,5404 GUT+08:00 BT

.......................

FEER FEXE B B @ =40 FHEH C BIERR @ BAERE 1

"o )

ConsoleAction

9. MAERHEEEMILFAM, Py “EFEHMAE” , WM —AE DB IZRIEFITLS
T RITEAEME B
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BE5SMH

{

“request”: "
“trace_id": “676d4ae3-842b-11ee-9209-9159eeebalac”,
“code”: “200”,
“trace_name”: “createDockerConfig”,
“resource_type”: “dockerlogincmd”,
“trace_rating”: “normal”,
“api_version”: "
“message”: “createDockerConfig, Method: POST Url=/v2/manage/utils/secret, Reason:”,
“source_ip”: ¥
“domain_id": ” "
“trace_type”: "ApiCall”,
“service_type”: "SWR",
“event_type”: “system”,
“project_id”: ”
“response”: "
“resource_id”: "”
“tracker_name”: “system”,
“time": “2023/11/16 10:54:04 GMT+08:00",
“resource_name”: “dockerlogincmd”,
“user”: {

“domain”: {

“name”:

"id": * P v

10. RTFHMELMRCRTBOER, W20 (ZHIRS AR PR “mH Tk
FEMNSH > FAENT B RIS FESE > FEREE =59,
CAI3e) FETHRREAEFIR T, it BJ7R) “PRIGETAR” $dl, mTUIH 28 R
FHAFFIR I -
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D 18] =R

HE

10.1 = Mm&18

10.1.1 =¥ ZRARFZFWARIESEEFLSEITEZE
AR ERSS FE ML JUAN 7 TH R B E s Aok 553847 22 4

o [NKREE
AL RSN 2 A FTH, BNV SRS FE T . S T SR A 3 R 55 1 5
RIATHE, RIS, & E NS )2k .
— PP EERAERNSEE, SCEENR RS IEE, XTAMR LS
PaE . Rl MR
- EHYm. FELEHBESEG, ITEHESHMERS.
o EMl%A
ARSI N 22 A it
- i VPC a4 kiR VPC N ENLK %24
— IER T R R FFR (ACL), B] LI EAE 4aHE N FIE H 25N 9 B R 4%
M.
~ NER L ARERE G (EEEMZEET KBS, NARRIAIRG T R4 w LU AL @S
IPsec VPN iE#zE N BB H VPC [T W20 & .

o HlEua
ER RS, WL ZREIA, LR az HE . RIIHIEFE =77 (OBS) #Hm1)
AE PRAIE ™ B BcHE 22 4

10.1.2 =R EREIRS BMPLE FiFiE DN

RIS KM EVS RUAMIBA A6 P R 5] QIR , H P HERE
EVS R R HRE (RIBR/ND.

o IREFEVS RAHIE /O, & V0. HE 1O,
o EFXEAFER ECS, XTI EVS 26 K/ R Hi AR 4 G A B E e 2 007 s A 11 5
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10.1.3 = ZERSFIHEE=EN LERESZ D

BIRERFEF, BRI 1A A, &2 a0z 200 AN A, HPRgANY A Gf
N—A ECS) W ##—EH =/ EVS.

A2 ANE ECS #:3 EVS B K/ANKIAFE, HEH s RIRSAE R RS KN, EVS
R /IMEHE O 2 SRR BT SRR I 2

10.1.4 B TR LUERZHRRS
B AW EIRS, B RS #ER APL, 2 T =05 aTeLR T O E
U SRV SRS R o
e curl
curl & — N7 LHE, HRPATEF URL BAERUE BAEH. curl 72412
HTTP & o, 0] LAKIE HTTP 3R M55 o, AU M S . carl &M T4 0
PR KT curl H4I{E Ei1EZ I https://curl.haxx.se/ .
o Zufig
W gmA A O, ABEERIEE, HRIEAEIERE R
®  REST % /i
Mozilla Firefox. Google Chrome #5Jy REST $&fft T BRI ST 24, Rikkb
FRERIE .
- 1% Firefox, 152 W, Firefox REST Client.
- %%} Chrome, iEZ . Postman.

10.1.5 BRI ER T R E T B < AWML T $H
5 PR SR 21 5 RSP

e HESCHF: Elasticsearch H &

o HIE {4 Elasticsearch & 5| XA

o AhSTA SEHEMNCE S

o  BERG: BUARE 5%

10.1.6 = ERFZFERANBIBEERE LT A7

TAS RIS SRR K46 5 Wifh: —Fh2 Elasticsearch BRIAA) LZ4 B, H—
/2 best_compression B .
o LZ4HY
LZ4 %52 Elasticsearch F)ERINEAETVE, S0 Buds B 5/ B 46 R0 R P,
{HRE4R 5K — 2,
JEARSIR P SEBIRAE: R4t FECL A /b 4 4> bytes NI & FRITHS, FIRFESN
Ibyte HEATHIHE, BB E LT 4. ZEAEH TEREKR. ARG
o

®  best_compression £
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R RS

Jac Lk ialic! 10 %5 i)t
B 17BN LZ4 8%, ZHRIRFBIESCHEF A E X best_compression %, ZH 2%
EHTEANER, KRR, lH S5 WNrothissss, W
PARR AR 51 HOA7 6 A
WA T A4, WL BRIEAI I (LZ4 535 VI best_compression 57
PUT index-1
{
"settings": {
"index": {
"codec": "best compression"
}
}
}
P LA, LZ4 SIRAE AR s/ I 8 T 5 D5 T AR — 2, 111 best_compression S AE K45
M I 75 T M BT — 2%
10.2 SREEHE

10.2.1 X F0A] A [X
10.2.1.1 fra—2XiEF e A X

radXiE. ATRRX?

FRATTHI DX AT AT ] DR R Hs oD AL E, F] DATEREE R IXCa . mT Y X B 2%

o [XiH (Region): MHWEEL B AL ELEFER 73, [Fl—4> Region P ILE Tt
B, WG, NG AEE. VPC NZE. AW 1P, 81855 A RS . Region 704
JHH Region f1%& & Region, i F Region 51l ] /A AL $E L0 H 2 IRk 551
Region; % J& Region $i& R 23 [F]— 2k 55 5 A 1 Ay 58 FEL P B2 01 55 iRk %5 10 % H
Region.

o WHIX (AZ, Availability Zone): —~ AZ &— N MHETEHONES, F
MSLHIXKKHL, AZ W28 RIS, %, A sl o e M. —
A Region HHIZ A AZ (A S OCEARE, DO 2T 5 AZ /g ] FPE &R

B 10-1 e B 1 X IOANA] Y X2 8] R 9K 4R
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[E10-1 XigFneTAX

AJAHKX3 ATFX2 ATAX3 ATRAX2

AT R X 3 ?
VO B R B R B AR X8, IXEERT DAY IS AE, R R U ) S
.
EE T AX?
G TR A [ — T X P, =2 B T 1856 25 K R 717 R0 IR 2% s %iE PR 2K
o RN H TR ER SR KEES), B TR B AL R — X IR AN [F) ] H X

Mo
o PRI AN BRI 2 8] ) P48 AE I AEAI, P R BRI A AL A — AT X
Mo

X5 AN 2% i
MfEEE APLEHRYER, EBOaifs e KX &1 s. E2EE, BWE%E (=R
k% APL 2% ) 1) “Zuin{iml” Fi.
10212 01T BB BB AT FAR 2
TEEEREN) “RARMGFE” T, v DAIREUEREAT /A1 i m] X AE S .
1. BRoEEMSEHES G,
2. EFE “HEEH > Elasticsearch” , BEANBEHFIFR T,

3. HlSEREAAREE AR “CEAEE T, EHEES SR CATHIX T BRI
Ji o A B AT X
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iEaE 1] 10 i) it
E10-2 KHEERER
REER
A AKX
SRS vpc
Fha subnet-
iR dws B=E
22ER =13
5T s=
VRS
ARG - HBE
HTTPSHAIE FFE | FEES
AIRGiIa)iPvAsiht 192.
10.2.2 SREERR A

10.2.2.1 Filebeat I AR S E &R AR X &R
o I AMRMAER: AHH.

o AR WM ERIERENCARCER] filebeat oss fiAS, 1S
https://www.elastic.co/cn/downloads/past-releases#filebeat-oss FEAT T %o

10.2.3 &R EEE

10.2.3.1 20{a 3£ EX CSS FRZ IR IFEPH ?

CSS k55 R A J5 H HTTPS Vi n) ()2 &4 fe T8 Z aE
(CloudSearchService.cer). Z4UEPBARAEAMAIE M.
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ikl 10 5 DL )
1. BRaEEREEREG.
2. PR CEREE HENEREYIR.
3. HRIEXTNVAERER AR, St NEEREREAE B UL

4. AE “HAFE” T, fdr “HTTPS 7Rl ” JRHR “ FEIEH” o

10.2.3.2 20{al4E3#: CER Z&iF P Y& ?

JEFT HTTPS V5] (%2 A28 0] AR 2k CSS 55 % AniE45
(CloudSearchService.cer). T RKZERM LR “.pem” B8 “jks” k&R ANET, KE
X ZAE T AT R A e
o L EIEPM “cer” KREEHN “ pem” .

openssl x509 -inform pem -in CloudSearchService.cer —-out newname.pem
o L AIEPBM “cer” HREEHN “jks” K.

keytool -import -alias newname -keystore ./truststore.jks -

file ./CloudSearchService.cer

Hr, newname 7&H M H € X HIEB 4 FR.

PAT A )R, PR REIEDSEN, JFNEN. WRAIZEN, JREmANER
He

10.2.3.3 CSS £ TR £HMIG?
EROVRIRING, TS HERE I 2 4.

B

o HTREATIER, BHRERWSENINFER 9200 IO BEHTF, #Hixi%EE
EENRSSENSTENE, HEIRERE.
ARV S5 = RRT R,
e 2023 FF 2 BZRIEIENERAE TR EBIEN, BNERERE, HTeHE
B

ER DRGSR G

W CHERE R NSRRI

FRTT MR AR AAR,  HEANSREREAE U

f£ el A, el CESR e

L b=
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s 10 5 1A
E10-3 EZe4d
AEEE
A AAX
EHIfAE = vpC-
-2 subnet
gy dws BT
RS =

5. fF “Hadl” #Eth, GRHESRN ey, By “HE” R ERUE

%

1024 S¥BLE

10.2.4.1 Elasticsearch £E&£40{A[i% & search.max_buckets S ?

o) R $E A
CSS FRINF G HAEF R VFRI5OK bucket 20N 10000, WERPAT IS HRAMER 7 2R 1]
#83d 10000 4™ bucket, AJ LLEIT B R search.max_buckets FI1E K 7t 1 5 £ ) bucket iR
Al {H2TEEFER, 1 search.max_buckets FI{E 238 AR A 72 F N 1748 H
TR EVEE AR .

RAFR

1F Kibana 1] “Dev Tools” TAHHATUI T g4

PUT _cluster/settings
{
"persistent": {
"search.max buckets": 20000
}
}

10.2.4.2 a0{al{& 24 Elasticsearch EE&FHY TLS B £ ?
H AT CSS 7£ 7.6.2 M UL ERUAS Fri& ek TLS Hik.
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iEaE 1] 10 L] /&

1. BRZERIRSESH G

2. hFR CHERFETY IENERIE.

3. EFFREMGUNER, POERARR, ENEREAE B,

4. EF SHWE” , B “wiET , BIT “HEX” , Bl YlInT
FEHE XSHPIRIN “S847 BN
opendistro_security.ssL.http.enabled_ciphers, “Z¥{H”
['TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256',
'TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384'|

MR

R "BHE AEMEENY, FEATESEE. IR "SHE AEMEEMNY,

mEHS|STEEk.

Bse)E, i EJH) “PRACT d CRAIE” WH, HINSETCR)E Ak
“CREUREHETHERARER” , Bl “HE” .

AR THSHBUIIRER “ARIRE” v “Mzh” i, FonBe /s .

J'%Elé%ﬁiﬁﬂi%, PRSI “H2 > HF” HEEM, HEicEL

R

10.2.4.3 3R] FF /2 Elasticsearch EFFIL L HITHE?

Elasticsearch FEREMY) 22 4= w1 iF H EThRE BN &R HT . H AT CSS 7E 7.6.2 K VA _ERRA)
Elasticsearch SEF S #IF A 24w i H £ RE .

o=

5.

AR

SRR,

G o RIRSEH G

B “HEHE T >Elasticsearch” HEANEEREY|K .

PR ETT A AERE, PR AERE AR, HENERTFEEA(E B .

W “SHRCE” , R w7, RIT “HEXT . Bl Yl .
EHEXSH TR “S8 4”7 N opendistro_security.audit.type, “ZH{H” AN
internal_elasticsearch.

El10-4 BEXEH

>
EREW

v EBESE

v SRS

v EFEEER

v BEVEF

A BEY

BER =0 BHOUT e

Bese)E, i EJH) “PRACT d CRARE” WH, HINSEICR)E Ak
“CREUEHETERARER” , Bl “HE” .
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=

IS EERYIRE R AEMRE” N “RIh” B, R ESRATE R

6. RMFERFIER, REFEIESIN “EHL2 > H77 ERERN, i E s
o

7. EERIGE, BRAEREEEESIK “Kibana” , #F A Kibana T, HAH 4 &
iE, #EN “Dev Tools” T .

8. 7 “Console” F %1\ GET _cat/indices?v %, JAsimd G aam 4R,
A Faudit HHICHI R 51 R TT A )

103 R RS IZEA

10.3.1 anfat ER B RSB A H 07
1. ESREERE Kibana FLTH, 7F Kibana H &M S HiFiEFE “Dev Tools” .
2. #4Tr4 PUT /*/_settings{"number_of replicas":0} .
MR
“AIRERIUER RS, FENNT. BT RIRMEEENXINZERS], W: PUT

/test*/_settings{'""number_of replicas':0},

10.3.2 A 4 #EIEERS |7 h 28 P ECE—1> node TI = £?

JRE 5 H
BRI T A BT A node 9 21T HEA LA TS

o Y HIRG|HIEC S EIEAT A _LH shards B ET /D>, #riE &R 5| shards 7 ELAR
balance.shard Z4( =%, N 7 PATFTA R 5 A5 s F4 shards 45 0 BCAE £ &
JURAd: R D

o WAYE, H AUMNES Y A LA shards HEN 0, BB EERES H AT
rebalance, {H % rebalance 75 220) 1], ILESHT & %R 5I1R % 5 2 balande.shard 24
5, FEAARSI0 A, BIERECAE B 80 A R B .

W SRR shard 70 EC R EEH P MCE S 4L

cluster.routing.allocation.balance.index (ERIA{E 0.45f)

cluster.routing.allocation.balance.shard (ERINE 0.55F)

(MARL:
e "balance.index”: {EH#K, shard DECHMAATEEENES INED FEDTRIHESSH,
W a B5|1HH 6 4 shards, FIETRE 31, ZEEEMETIL &5 2, 2. 2 FEHE.
e "balance.shard”: {E#kXK, shard DECHIRRTFEERERSHE (FFBZ5IM) TP~ L,
WNZ5| a {2 N shards, ZE5|bH 4 4 shards, ZEEEMRBETRE 6 M R#H{T2. 2. 2F
& .

e balance.index #[] balance.shard I£[EfaEs shards 3L,
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R RG5O — A node 1 B, A LUR 2 Bl R Ipik:
L JEEHGETERIIN, LW TR EX NS H.

"index.routing.allocation.total shards per node": 2
BIBANREIFERN T 8 B2 40 2 4 shards. Hop, BARRGAT SR Z HELZ
/DA shards, AR EREAE T AL R0 (B BD REEBATIVE.

2. W2 shards B EoERE IS D BT A BB G shards 73 HC 2 [F] — N5 A
b, ATLMEH POST _cluster/reroute [ move iy &1L 70 F Bl HAR T &1, rebalance
B2y B 3l 70 Be Hoth B B 70 Fr 5 A fle ARE B AL 548 4 557 AT DL
24877 balance.index, balance.shard it & .

10.3.3 Elasticsearch 7.x SEEA0A7E index T8I type?
{E Elasticsearch 7.x fiiAH, Z:8d 1 type ME&, 7£ 7.x M UAEHIMAH, index #AFE L

FrAIE types
MR FTEmGIE, "TLAEa2 I “include_type name=true” 5& i H type 2
,

PUT _template/urldialinfo_template?include_ type name=true
L I N ya\ = [—
PATIA NS, AESE R

“#! Deprecation: [types removal] Specifying include type name in put index template

requests is deprecated. The parameter will be removed in the next major version. ”

10.3.4 SN{AIECE CSS RN E A ?

1. 7£ Kibana 31T GET _cat/indices?v i 2 HINERRIANEH . WH rep ZH5)
A1, BRI A

Console

ke &

2. RS, AT RATR BT A A
PUT /index/_settings

{
"number of replicas" : 1 /137 T 2 L ) AR K

H
(1] 5288
index ATREEMAZRT IR, FREIRERHITIER,
103.5json BE T 11 F, 2R LIBEERNEE, &2 459
F, 2 8IARRHR

R — HAIE T, F shards BEAATAE,
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BEIAE, TIEEAE Kibana 04T BL T d4

PUT /indexname/ settings

{

"number of replicas" : 1 /| TN T B R R AL
}

[MERL Y
index NTFRIEMAIZS 1B, FRELIRERHITIEN.

10.3.6 Elasticsearch &8t 57 F i3 Z < G BLL 200

1. ERBERIE S b (3 B2 Bl A SR o0 B 1 22 T & M Rl

2. filk Elasticsearch HZ0J%E index B, GIE# g2 FHONES NERIEFHERN
fEr, N A SRR R

3. R ZE, WERAGE K EE SRR, TREA IS B B Al AR
NHE 4855 )

10.3.7 £ CSS MiTHI & A M EAEERHNT R BUALEIARE ?

1. BxsfRE6S
2. {EEEMFEEIUIN, AT EEE ERE/ESN Kibana.
3. &3 Kibana 7L, %3 Dev Tools.

K Home = Add data

E ®

nr]

4. {f Dev Tools ] Console F+[HH#17 GET _cat/indices?v 7%, A HEERE /) Fr 2
BIAE. W, pri ¥R RZREINDHEL rep FIRREIAE . R3] —EBQE, pri
TeIEEH, rep W LB

story  Se Hel
1 GET _cat/indices?v] [N 1 health status index uuid pri rep |[docs.count docs.deleted store.size pri.store.size
2 green open .kibana_1 dahkfY4HS56zS1iRGWx4HA| 1 @ 6 1 25.8kb 25.8kb

10.3.8 Elasticsearch %ﬁﬁ: Kibana #0{A[ & 1813 5 | #iE
1£ Kibana 1] LLiliE API RS HIE, oW

GET indexname/_search
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IR €y NS

[&10-5 1R EIHUE

#<10-1 B¥tAA

¥ fak

“took” FEIN JLZ=AD

“time_out” FE TR

“ shard” BARgaRr® 7 5 o b, BREEME T 5 AN, 5 A
R IIR ] T, R 0, Bk T 0 A

“hits.total” AWE KR, 31 document.

“max_score” #i A& document X F— search IIAHIE L IILHEC 7020, A
K, BUBRULHED, 73 BHidlis .

“hits.hits” 5 T ILECA% Z 1 document FTEARELYE -

10.3.9 CSS —RE X FF =1L &8

CSS ASCHFFFILERETRE . WARRIEM RN, 7 5 2R N DD e S
f, BRAEREERRIG, PR IHEEREMIER . "7 DRI T 7 A2
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=

o UWIRAEFARIERIERCASCHRE, AT AE DI L BRI 4E R D AN T i

o ARG IR A SRR BRI TIRe, AT LRI AL R S s . il
%2 51 LA log TF3k, 7£ Kibana 1) “Dev Tools” T [H AT LA F iy 4:
PUT log*/ settings
{
"index.blocks.read": true,
"index.blocks.write": true,

"index.blocks.metadata": true

}

10.3.10 Elasticsearch &8P ENE FinT =B node.roles A i " R1Z
T EAE ingest TR ?

o] 5 A
EEREREAN P i 19 A H “node.roles” DA “1” AR RUZ ingest T A ?
o IR P i T A2 ingest 1AL, S AR & S AFLE Coordinating only node, Ty
1 F AR & Coordinating node 7K & F vify i >R e 2
o R A ingest WK, AR i i AR AL T2 AR ?
| YRS

LERETT A1 “node.roles” SN “i7 B, FOREEREMIE P o 1 B A A T ingest T A
o

®  Elasticsearch [ “coordinating only node” & CSS R4+ #5N “client node”, #I1HE
SRR A client node, T 5 /{2 client node 3 [F] 73 W2 7 o iF oK o

e ingest W RAHY T —E ELK, HTHIEEHM, A ingest W5, 2/ o7 it
A E

10.3.11 Elasticsearch EEE1Z BN D TR Bl 5 K

o Jiikl:
F#T7F Kibana, fF devtools FHIFATUO T A2
PUT all/ settings?preserve existing=true
{
"index.max_result_window" : "10000000"
}
o Jjik2:
JEEPATIT A AT R
curl -XPUT ‘http://localhost:9200/ all/ setting?preserve existing=true’-d
{

"index.max_result window":"1000000"

}
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A E=E
ZECESENAYHERRTS CPU, BERIRE.

10.3.12 an{a] & #f Elasticsearch SEEE 4 €y B HAZEHE 2

Elasticsearch A7y & #ASZ B4 FH #72 Open Distro ff) ISM.  BEAL T HAFAE K ISM
template (1) 5RBE BOFP R, WA E A OC ISM template ()5 85 7] LL 2% Open Distro
P ER

1. A0 policy i, ZRFi41E.opendistro-ism-config % 5| 5 N — 45, X
SRR ¢ id” B2 policy B4, WA policy HIFE o
[E10-6 EN—FEHE

1
"_index" : ".opendistro-ism-config",
o o =

“description”
"last_u|
"schema

ple default policy that changes [the replica count between hot and cold states.”,
: 1641432156329,

" onull,

“name" : "hot",

"actions” : [ ],

“transitions” : [

"st _name” : “"delete”,

"conditions” : {
“min_index_age" : "2d"

N
1

1

{
"name" : “"delete",
"actions" : [

» “delete” : { }
;

“transitions” : [ ]

2. ¥ policy MZEGIFE LG, R 1T opendistro-ism-config & 7 5 N — 5%k
o X HEE IR W R B R .
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LRSS
167

[&10-7 BUBHIIAIRTS
{

" _index" : “.opendistro-ism-config",
" _type" : "_doc",

"_id" : "FABKSF5GSTCmROQkWA1HVW",

" _score" : 1.0,

‘_source” : {

"managed_index" : {
"name" : "datal",
"enabled" : true,
"index" : "datal”,
"index_uuid" : "FABKSF5GSTCmROQkWA41HVW",
"schedule" : {
“"interval” : {
"start_time" : 1641432652693,
"period” : 1,
"unit" : "Minutes”

}
¥
"last_updated_time"” : 1641432652694,
"enabled_time" : 1641432652694,
"policy id" : "policyl",
"policy_seq_no" : null,
"policy primary_term" : null,
"policy" : null,
"change policy”™ : null

AT explain 4>, BLEFIR [FIH P28 R A — % policy [ id.

GET opendistro/ ism/explain/data2
{
"data2" : {

"index.opendistro.index state management.policy id" :

}

"policyl"

2 J& Open Distro 2HAT—MIHAITRFE, K policy HI N FIHBX 25w+, #)

AL LU ISR 0T B Fs .
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[E10-8 ¥R %R

a policy that changes the replica count between hot and cold states.”,
5

VIG5, policy H ) min_index age #R<> 4 & Hillid >k .
(MARIY

SNESRILRIKEH policy AR, BETTHAIRHIIIZEANERS IR NERN, BAERRKIEN

policy FINBEHT—H, FH policy HFHMER S EEHEFIRIBH L AE.
4. fEEL5E policy LAJE, AT change policy API 5¢ Al SRME BEHT, W F Fiom.

POST opendistro/_ ism/change policy/datal
{

"policy id": "policyl"
}

SEEE
KFwfr e, HEw R AR, ES 0.
10.3.13 2nfiZ B =1 R SFREEAHERNSE?

RIS B8 H LW B M elasticsearch fREF—EL, @it settings # MiE .

. ERTLASE Kibana FHATI RG], BB R 51200

PUT /my_ index/ settings
{
"index.search.slowlog.threshold.query.warn": "10s",

"index.search.slowlog.threshold. fetch.debug": "500ms",
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"index.indexing.slowlog.threshold.index.info": "5s"

o  HiET 10 MHiH—1 WARN H &
o RHUET 500 =M% —4> DEBUG Hi.
o ZE|fET 5t —4 INFO HE.

T 2% H M https://www.elastic.co/guide/cn/elasticsearch/guide/current/logging.html

10.3.14 e EIE & 5| BHE?

o HEhLE WG R
A DLVE ERAES A REE R S HE R, @ AT CSS 3#F Opendistro Index State
Management. 7 JiL: https://opendistro.github.io/for-elasticsearch-docs/docs/im/ism/
o TanHHM
~ &3k Kibana, 7£ Dev tools #f7 DELETE /&3 &4 .

ok Cerebro, IIEM R HIREGI 44, HBERGIZIK, %P “delete index”
FEFMEFERE  “Confirm”,
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10-9 Cerebro MIFRZES|

e i Overview = nodes (£ rest /7 more v

target_index_name W closed (0)

ol S

% css- </> show mappings

target index name

Z © show settings

B 192.168xxxx i show stats
g

heap

I close index

# force merge
W Css-

B 192.168x00xx
= &, flush index

= refresh index

heap i O clear cache

e & index settings

- | @ delete index

- BRI RIRS AR, MIBREAR T HIEGA.
curl -XDELETE http://IP:9200/& 5| %
MHIBRIE—K logstash A Hdfdr 2, FIWMBER 19 5 o 4 .
ez M EERE: curl -XDELETE  'http://IP:9200/logstash-2017.06.19*'

G4 ERE: curl -XDELETE -u username:password
'https://1P:9200/logstash-2017.06.19' -k

[MARIY
e usecrname: EIERMKFBZENIAS admin,
e password: BIEEERFANRENIED,

o IP: EE—PERFTRAY IP bk,

10.3.15 CSS £ W51 EF?

o EM fielddata
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TR MHTR, 216 fielddata R, 25 HB KNI,
a. ff Kibana #4700 N4, EERGIH fielddata 5 .

DELETE /_search/scroll

{

"scroll id" :
"DXF1ZXJ5QW5kRmVOY2gBAAAAAAAAADAWYMO1aVYtZndUQINsdDcwakFMNULQQ=="
}

b. 2 fielddata (5 N AFRE S, AT RLHAT 0 R 6 5 2 fielddata.
POST /test/icache/clear?fielddata=true
“test” M fielddata 5 F WAFE R AR 51 A K .
o JEH segment

KA segment ) FST S5 BOMBEBIA A7, IF HIZ LA AE A S R
1o PHUEUIRZR 51 segment BRI K, 2 SBAMAMEMRE R, U0 HREAT
THHE

a. f£ Kibana $ATUI T a4, AE ST A segment FEM & FH AR/
GET /_cat/nodes?v&h=segments.count, Segments.memory&s=segments.memory:desc
b. 1% segment AN FE IS, AT LGEE MRS AHBIRG] . KRB
SE G AN HE B &R 51 577 R A A7
e JEHE cache
£ Kibana #1471 T fir 275 2 cache.

POST _cache/clear

10.3.16 £ delete_by_query an SHIFREEE, ATAMBERARR
g ?

811 delete_by_query i< I ERECHE I A IR EOSCERYEMER, EAOGRR Sl
T MIERFRIC. MR RR, SR ARG AL A MR ARG A .

PRI, 225 G R R A 2 RO ST BER I BR 2 Ja S R, R 83T —
B TR A SR BRI B, XA I R A 25 1) A 2 BT

HAB, FEERATA M ER Bl i 75 28 5 IR s 18], XIS AT RE A B i & AMEBUR #2
B A 8], SO R BT T

10.4 &AM ER

1041 =¥ ZEARFZ =B ZIF SearchGuard fEHEZRZE?

AZHFF
RIS T 2 RN S SearchGuard i DIHE— 1
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10.4.2 Elasticsearch ££8%[f4 89 script dotProduct o EH1T

o] & J&
& DhReRt, TR 24E Elasticsearch [M] & INHEZTE x-pack $dfhH, HAl = %MK
SN x-pack 214, AL, Elasticsearch ZE# )i 4 ) script dotProduct JTLiEFHAT .
BRRF R

VIS SRS BT BRI SRS T AR EE R %,
454 Elasticsearch FURRPFHLAE], R T MR RAES), REWBIRIN i 2 mtERE . moks
& RA . 2REEZHRAERBRRR. E2EEHES%.

(1 A8
MIERZEINASSIE 7.6.2 F1 7.10.2 BRABIEEERE,

10.5 EEB#i10) / SR B ik %
10.5.1 B1T#EER) Kibana F1 Cerebro R L i8] CSS £ &1L ?

¥ H 4 Kibana fll Cerebro 2 X\ CSS ££7f,
o [ Kibana X% CSS #£8f: 2 . 10.9.2 H 2 Kibana e %% =48 & AR 55 1)

Elasticsearch? .

e [ Cerebro XJ#z CSS ££/f: HEE 3 HEE Cerebro, Jo3lJEIHSEERMIAM IP
RAAT,

~ A RNERAS . https:/ AW IP:9200
~ AR eBERES  htp:/ A M IP:9200

10.5.2 9200 F1 9300 v O =B &R FHL?
HIFHL. 9200 3 L1 9415 ] Elasticsearch 2EREM 1, 9300 Jy74 4 2 1] i3 1 .
il 9300 3 147 LA T JLFR 72

o R ZIF VPC [FF M P BT
o INHEE VPC FETMVIN, 7 EFphiiEm hbcE .
o B EANFEM VPC ANFEIW TG, 7B el w458, @M VPC M

2%, SRIGHIREER B E, POEmATM .
10.5.3 apfa[fEF NAT WXL =18 R AR SS 22 Mif 9]
T8 A WX 7 1] 2 183 R AR S B E AL
1R =R IRSER
2.FC0 & NAT M o%
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3B R R S5 % AN
4381 A M7 IR SRR IR

A EE
INRAFR AR ERHEAILLINRE, NS BEREIRERRERIAN, BEEERALIIEE.

RNZRERSFER
$B1 FRoWRRESEHES G,
$B2 E CEBEI JUH, PEEREARR, MENEREEAME B U .
B3 CTLERGE” BYGRIA WU k. VPC FIFM{EE, @i 10-10 FiR.

10-10 3REVER
BREER
EFE= vpcC
-+ subnet:
1| dws BT
22 =33
S=ETH 5=
™I default
HTTPSAIA) ESEi
RpRgiAIaliPv4itiit 192.
-y

2024-11-07 319



RS
Rk L] 10 55 WL )

BLE NAT %
HIE 1 G5 NAT 2%,

L GsiEhlG, (£ “IRSGIIR” R NAT KK, BEAMZEEE] S .

2. B “IYSENAT W7, BoE NAT MRIFRER .. HEMIES % (NAT W%
P ¥er) W NAT MR,

AR
"REIVFAE R 1 "FRN BRI SERIRSEEIRBRIER.
3. EEZTHUE, B “SLEEE”
IR 2 I DNAT B,

1. NAT MRIELEINGE, 76 NAT #2416, BEHELRIIH NAT Mk “Z8”7 , it
AN NAT W15 DL

2. kP “DNAT BN 5125, #ids “Usin DNAT BUU” . 4G S5 (NAT W%
465 ) 0 DNAT 3.

MR
o MR IP: AJLURIER CAVSARMEAR 1P TUEAIE.
o ARIRO: FLIBENX.
o FARIIP: =EZIRSZHINMIGE IP, BIERENAHZIRSEEIRNA "WKaiatbit”,
o FARI®OA: 9200
o WRECEEAIEHESZD "ARIHEL, WFZERINZSA DNAT HIN,
3. WINSERUE, Bl CHEE” .
-y

R RRSREHNN

TR ERERRGEHREH G, W NRER, RERAK, AR “HAE
SR

- A R N SV TP vl 7o o1 El 7 2 d K ot R N S T
FR3 el HARFET T, EF TR L

FE4 Rl USRI, RN 9200 i NS R .

FE]W5 WEZRE, Bl “BiE”

R

B AW E S RARS
TEN W25 H %I\ https:/IP:port B3 http:/IP:port, VjHl = ZE RS -
® [P:port: FPEAR 1P 5, RIGIE DNAT M5 E A3 2 W TP A1 W 1
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o URERITE T REMHEA, 1M https:/IP:port, FFHHA 2 H - 4 A

wh,

o IRERAI EREMK, HHIA http:/IP:port.

1054 FiEEEH SR LA HEZER IP k2

JRAERER 1P Mk Joyk B AT SRR 1P bk .

TR AR IP KA, RIREJRINAN T

o EFHMIP KETA.
HNERE R BT Y /e RHRAE . B EAES I INEERE N 1P, 45 8 E Sl b4
BEIP, WA a0 S sisty, kA=,

o RN IP KAETA.
TN ERE B E 2. 6.5.4 MU Z AR Elasticsearch £ FE7E Gl @I S HF T
Ja 7RI AMUTE], 6.5.4 K2 JGhASH] Elasticsearch ZERE IR “ 204

7, TFREERSIIN— N AN IP. X T AR AR IP, FTLAFESERER
W Rl CARYTIE SECEIE ARG, RGR AR TP,

o JHPAHE IP KA
XOAEE 1AM SR, AT DS FoE I ks ] A I
“BE”, BEDAEHDT IR AR RS YT 4% L TP A fE
ZIEES S

10.5.5 CSS £ B B XXM x-pack-sql-jdbc #HITE PimiEIZEHE
18?

ANSCHF

H AT = 8 R IR S5 1A 5% x-pack 4114

10.5.6 ECS Jo R iEIER AT
BRNZ R, HEEB TSRS R

1. JeHfih BECS SR FIEERE & B LR —14 VPC.
- WA, PATHIR 2.
- WIRATE, WEEBOE ECS L, [FZ MERER—1 VPC .
2. BEEERN U IT AT A RV 9200 3 (TCP #H0 , 8iH i
YRR Ve 22 9200 3 (TCP Hr0) «
- WRZ, PATHIE 3.
- AR, R VPC UM, WE A BT AT A E T 9200
ity 1 B S0 VF A it 1158 BB 2 5 9200 it
3. #F BCS SR Mz 4z 4.

- R, REREHKEE N SR, RN CHAREE T,
AUEE “ZadER7. REIITHE 4,
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- WAREA, M ECS HISEBIERS IUm, #BEA VPC T, e el W
ZAaH.

4. 1£ ECS £ b, W25 nT PLE® EBRIERE,
ssh < 1755 T A 837 [i] 18 - g 11 5>

AR
LERESSITRE, FEENMTRURESTLAESERIZER PRSI T R,

- WRATRUEAE, WML IEH .
- R O ANE, TEBRARBORSF B HEA .

10.6 £

10.6.1 Elasticsearch 2B X #FA 6] VPC Z [B|f#ET#H?
Elasticsearch A HF HIZERANE VPC 2 [ %HE, (H2n] CLdEE LR 2 #oy 0T

T,
BGiE—:

A LU 443 50 2 S ReE A SRR
FE:

1. FTi8 VPC %%, #EIIXTEEER:,

2. {TEMZ% S, f#iH Logstash BT HEITF

10.6.2 2T % Region iT# CSS &8%?

CSS SRR SCRF EEBERERS . (LT DL OBS fl e 0 MG 10 17 AT M A4 52 B
BEERS.

o R OBS WL KIK, WHBHUATERLTE.

o W OBSMEXHL, WESHMITIKIKE N OBS f, FZEHTHITE.

AR
o HEBXEHSHZE, BRIEBIRSEHRENRIENGSIT, BULEEREREBEERFEIR
IREERFAOIRARG IR,

o BIRIBEFTERRE,
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10.7 £ RN ERE
10.7.1 aRfAf EiARBESR?

ki3 368
ERETFE T, HEHEE TRBGER.
R EBE 1)
1. HERRSE “EREH” b, REER “HE” 5 “Kibana” Vil
o
2. 1F Kibana B &M SR %S “Dev Tools” , iy “Getto work” , #E A Console
S o

Console = (X SOAHIAKE, Fi0I9% S X3, P BT &34
3. #UT@r4 GET _snapshot/_all, HilfTaGERFR, W RN,

E10-11 HGFFBEEERES

Console

®

History Settings Help
1 GET _snapshot/_all DR 1~ {

=

o

ss_repository/a

:443",

=B <
=

&

- bucket: OBS ffi#.
~  base path: FEIEHHR. RUSKERIANMEE, JEMRZERAIK.
~  endpoint: OBS 14 .
- region: 7L region.
4. Bl ERIEGE R,

a. $UT GET _snapshot/repo_auto/_all fi74>, XY HIG 2 I ATA PRSI
S
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&10-12 {REBIE 2

History Settings Help

1 GET _snapshot/_all 1+ {
2 GET _snapshot/repo_auto/_alll LN 2~  "snapshots" : [
3 r
4 nap "snapshot-2da7",
5 uuid aRqRYK7DdOU4uoaUg”,
6 " 1 7060299,
7 “"version" : "7.6.2",
8~ “indices" : [
9 "datal-00000000000"
10+
11
12
13
14
15
16
17
18
19+
20
21
22 "successful” : 4
23+ }
24+ }
25+ ]
26+ }

m  snapshot: TREEHZFR.
m  state: REDIRE.
m  start time. start time in millis. end time. end time in millis: FRHEHT
[8] o
m  shards: shards M. total RSN failed R RGN
successful &7~ I EL
b. 4T GET _snapshot/repo_auto/$snapshot-xxx, 245 & LIRS E.
m  Ssnapshot-xxx 75 HRHE SEPRIF L 4 BAR P IR A4 FR
m  repo_auto J5 [MERPIE LR, AT LAFIBERCAT .
5. (Al MRRTE € tRIBAEE .
W FEE A B 4E 2 LR, $44T DELETE _snapshot/repo_auto/$snapshot-xxx.
$snapshot-xxx 7R S BT 0 5 o HAR R TR IR A2 FR o

10.7.2 EREMIIRE 2B TRERE?

0 SR ok () SR A S PR DR Th g, EL OBS A P B g o bR RO R IR, )T LAk
OBS Hfi A7 6t (PRI B R S RE . I, WM BRARAF LI R, R 1HER
TEMIBRAESS -

i OBS i 77fik B PR HEAE B S AR B SR T A #R A 2D 3R

1 BXEERRSERER G
2. A B QIR Wl NERE, QUL RE TR RIEOT O],
FRERAF B e R T R SR AR DU

AE

RSN RER— region T, SEEAMRAESTEETHRMERF, Feet
AP REELEATRNER D REN—F, SUERHTRERERN,
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10 5 D[] it

PR EREN RIS 2308 “ATH N, RN CHEARE R
DU

FEACN TR R 3 <SRBI, BEAN “HRIRPRI” E BT . JH AR D)
Ao i, “OBSHE” Ml “&hrifis” S PO BRI A RIS 2 1 OBS HA
BT

REFECE )G, ERIEESIRT, ERJLASE, TS BRI ER LR PR
B REREER, THRGEREEMEE, Bosnae iy B = IER
EHheERE, BRER.

AR

WNRBEEME CURITFAISEERF LIRSHMSEEETE, BEERECRIRTFAIEEFIRBAY "OBS
WM BHER SHEEATHEREEHFRIREREERY OBS A,

BRI “HEAET B CRE”, dRH “URE” TR

6“7 TUHBC BT E S50

“Ko|”: FREFREMTKERNRLI A, BRI, RERERAE, BIATEE R
SlEFR, WFRRKEFTERRSI . 0~1024 NFRF, ARSI KEF
B, AR &</ MR AT SCREA “*” ILEE2ANE 5G], il index*, %
NIRRT A FRATSE index MIATE &5 .

“EREI BRRICHECA S FEMKRERS, AT DARYE SCARHEF e LRI g B E R &
ARG, EIEFAEMEH ENFRER . BIME “index (+H)” RRFTERZR
gle 0~1024 NFFF, ARRAE ARG FERE, HARGS <>/ 55 R F 1T -
“Rol BB RO Ea AN BRIME “restored index $1” FINTE
AT E R E R G| ZFRRETH L “restored 7. 0~1024 N7, AREE S ZHAIK
HEBE, HAREE <>/ FFR T4 .

AR

"R |IBIRCEGE F RS ISTEIER FERIRES L.

IR PR EMTIE R ERREARR, AR AT e AR A ARk
FALT “RTHDY PGS HERE, WRIRIE TR R T AT OIRES, At
TE R RIA L . KR BIAR RN, AR IR AR T A
o WIRCPEILAR SRR, HiZER P AAERY RS, WREZR)E, %A%
MG PR BRR ~cE a, TETRAR.

“HL T HARERE[F 44 shard 858517 BRAAE &, @IS EdE, 2L
PRGSO o B ST BRI R . i A SRR R S )5, WRESEH AR
EMRALRGIBIRZR, IWEHAERE.
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[&110-13 kS RER

(/3=
3|
23 RO

25| 2REREL

@ @ @ 0

it css-1563 -

7. B B’ PR .. IKE RS, TRIEZIRS AEZIRE” BTN IR R
U7, B EI B AR PR RS S A
E]10-14 W ERIH

BUERERAR REBEFR v Q C

/WD = REBRE = EBRE = hEgeE = HREREIEZEE = 1#{E

snapshot-3388 .
v Q)| PSR Manual 2022/06/17 10:30:41 .. WS | kR
797b5929-866¢-4ach..

10.8 EHIBIFSEH

10.8.1 A PEREE XIS RRSHIMIL KT8 FR

ﬁ%F‘ 7 B ORTE I MR AR bR WAL A AR R BOIRS . F P T DA %@Jz:”*ﬁﬂ&
o ARIESLPR NI S B S B SR, U B, Al RO R R R

| [W-wNiB

o WIRARBUNEA (W Smin), BAFLERIFRMBIZ R (05 K0 METIHREE
(1 85%) HINEHL, WA HARRL T % .

o WIRARBUNEA (W Smin), SERHERCRSHILZ X (05 U0 KT 0 1
Dty M HHAR B o

e )i

o B SHALMEHIZFRA KM A BN, AT LA AR WV RE, AT AT DONEERE
T e I B s s e A B A AR e DURE TR 8], BRE I R A
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o RB|SERERORS A M ELR, nfUERERMS 3 E &7 IEH LA Shard
REHECESR, £ Cerebro FEEHERGRKAE)S.

10.8.2 Elasticsearch &35 2 A RFEL A Z] 98%

BEEED

EEEWE R I, Elasticsearch 5 ““FHEHNELE” —EHAT 98%, FFH#H L
WAE EL BT B 2 75 X SR B S o

|2 7 [ [
1E Elasticsearch £/, Elasticsearch 2 /5 H 50%WNAF, 4k 50% N A2 8% Lucene
T, N SN GESHE—HRS, FYWEHNAEEIES] 98% & 1EH I
%, EEBOCER

RAFR

AT AT “Hek IVM MEAERIZR” R “SF35 JVM HES T2 7 X P Aok i i 4E
WA I DL o

1083 t EE LR DB FERR?

FESERER) “REAMFRE7 T, W ULAE SRS AL

1. B RRESEEESRG.
2. kPR “HERFEFE > Elasticsearch” , BEAERYIFR T

3. Ul SEREAREE AR “EAERT T, EHREGEE T AR
5 CERMAA R LR, RVERRE S R
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LREEL] 10 i) {5
E10-15 SEEKER
BEXxzE
ERFSIR css Vi
ERFRE 7.10.2
ERIE O I/
F5E -
BlEEaa] 2024/03/23 11:33:19 GMT+08:00
ERFESE (GB) 200
ERFhEERAE (GB) 10

1084 B RHERARISRESEIEEFASS?

EIEEE
ﬁ%%ﬁ”’“fﬁfﬂ, Elasticsearch ££5F “HAALMH R 153 80% LA L, F LAY &
(EEEE SRR N - YA e sy - AT 8

Al 5520

o AT SRS 85%: £ FECHIN AL

o B RfEAZEMEIE 90%: Elasticsearch 2 2150k X N7 5 A1 1 7 10 21 At fd 2%
8 F 2 EE IR AR B8 15 R

o AT SEHRHEIT 95%: RS2 XT Elasticsearch S FR TN 1 A AN R 5] 55
WH read only allow delete J&VE, DB % i LT AE R LESANEHE, R
RE ORI B 2R 5

B R R, TS RS A TR R AR B E A R O AT A

SLRRAFBCE G], ATHTIT cerebro B T W R I 4 BLIG O, gt — %, tmT Bk

indices.recovery.max_bytes per_sec Fll
cluster.routing.allocation.cluster_concurrent rebalance F N ZHUE I INZR 5] 77 BCIHFE
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10.9 Kibana &
10.9.1 2A{[{& 24 %& & Kibana 1 Cerebro BIEIE 51 Z5h5

AR B R 8 5% Kibana 1 Cerebro FE HE D125, B mic S B A &R0,  w] PAXT

LA TEE .,

1. EEMEMY|ER, RRFETEREEFEMEN, BHERLK, EAEREAER
L »

2. £ ‘IEEFE” X4, My “HESW” G “EHE” , WEIFMIATNEER
0,

(MARY:

o HMAIFRIEBRIREN 8~32 NFH,

o EBEVEEATFH. N\EFH. BFNTAFFEEPIN=3K, HASISaNTA=HT
B ~@8% &*(- =H[{}1:.<>/?

o TEESEERKAZEEFNERRKAZHER.
o EINERHEXE.

10.9.2 B# Kibana A X1 =18 Z Bk 558Y Elasticsearch?
H ## Kibana X = R IR S B ES, Tk el 2614

o RHIAET T E SRR T A
e HIT[A vpc T ECS R55#5 % Kibana, AHELZ M 1Jj ] Kibana B 7],
o HS7¥F OSS fA M) Kibana 5% 1EH: 2] -~ 14 2 Rk 55 1) Elasticsearch.

Kibana AL & 575
o AMA:
elasticsearch.username: "***"

elasticsearch.password: "**x"

elasticsearch.ssl.verificationMode: none

server.ssl.enabled: false

server.rewriteBasePath: false

server.port: 5601

logging.dest: /home/Ruby/log/kibana.log

pid.file: /home/Ruby/run/kibana.pid

server.host: 192.168.xxx.xXx

elasticsearch.hosts: https://10.0.0.xxx:9200
elasticsearch.requestHeadersWhitelist: ["securitytenant","Authorization"]
opendistro security.multitenancy.enabled: true

opendistro security.multitenancy.tenants.enable global: true

opendistro security.multitenancy.tenants.enable private: true

opendistro security.multitenancy.tenants.preferred: ["Private", "Global"]

opendistro security.multitenancy.enable filter: false
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AR
o LR EBELEEM opendistro_security kibana, FEHHIEES® https:/github.com/opendistro-
for-elasticsearch/security-kibana-plugin/tags?after=v1.3.0.0,
o LIRAVBRHhRAFTEAERINAIRIT—E, TEE GET _cat/plugins SRENEISER 2 £HR4HHY
A5,
o Rz efia:

server.port: 5601

logging.dest: /home/Ruby/log/kibana.log
pid.file: /home/Ruby/run/kibana.pid
server.host: 192.168.xxx.xXx

elasticsearch.hosts: http://10.0.0.xxx:9200

10.9.3 Kibana @& X #FSFHHAIEDIEE?

Kibana T H £#5 75 24K SQL Workbench i, H Ai =% % k%5 H A Elasticsearch
7.6.2 UL E I RRA SCHRY o

1E Kibana ] SQL Workbench %, %\ Elasticsearch SQL &) 7] LA 5 ds, tn] LA
“Download” FHHHE, SCFFHEE LT H 1~200 885, B4 FH 200 %0 .

10-16 SQL Workbench

£ soumens

2024-11-07 330


https://github.com/opendistro-for-elasticsearch/security-kibana-plugin/tags?after=v1.3.0.0
https://github.com/opendistro-for-elasticsearch/security-kibana-plugin/tags?after=v1.3.0.0

