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KE=E(FTFEava SDKERIESH
SDKZE =
JDKRRAER

KERIEAIFE ava SDK E3K{$EF J2SE Development Kit 6.0 BiEEARAS, BTLAM

http://www.oracle.com/technetwork/java/javase/downloads/ FEEFThRZAS Java,

TR Java A 1.6 (JS2E 6.0) iR SHA256 ERAY SSLIEBRIRESR. Java hiRAs 1.7 BiESIRA
BEEEMIES, FARIX—EEAIFE,

TERA

BR—: BMTEJava-SDK
HEREBZEM TE xos-java-sdk-2.1.1.jar, TEetl: xos-java-sdk-2.1.2.jar
£ jar BFAFEBER MHITLAT maven <, L3EZE maven KithGE,

mvn org.apache.maven.plugins:maven-install-plugin:3.0.0-M1l:install-file -
Dfile=xos-java-sdk-2.1.2.jar

FEEA9 maven TFERY pom.xml 34, E'dependencies S mRHIIALLTECE :

<dependency>
<groupId>cn.chinatelecom</groupId>
<artifactIid>xos-java-sdk</artifactid>
<version>2.1l.1</version>
</dependency>

BRI INAWS 3K

KERIRNEAEFRSAWS 3820, EaLUBITAWS s3EOFARRREAEFME, BEEEFHEHEAWS s3
0O, EE maven TH2AY pom.xml 324, #E"dependencies" 5 AN TNECE :

<dependency>
<groupId>com.amazonaws</groupId>
<artifactIid>aws-java-sdk-s3</artifactid>
<version>1.11.336</version>

</dependency>

<!-- MM stsksFERMLL K -->

<dependency>
<groupId>com.amazonaws</groupId>
<artifactIid>aws-java-sdk-sts</artifactid>
<version>1.11.336</version>

</dependency>

gt
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REBhfJaccessKey SsecretkKeyRERAFMERCIERFE, RAHEiA AR AT AR FENE
iE. M endpoint B RE=IRARIIRSS imitbit,

RENRIE%H

AccessKey (AK) FlSecretAccessKey (SK) RFFAIRIRATFIIRSSURE, FRAMETBRREUS
S ERCIATEE RAEE

SRHEYEndpoint
EndPointfsREN S RiFERAE A FiE EilEEEE,

FhiEClient

{EFASDKINRERT, FHEHEEClient, {LHEA0T:

String accessKey = "<your-access-key>";
String secretKey = '<your-secret-access-key>";
String endPoint = "<your-endpoint>";

BasicAwSCredentials credentials = new BasicAwSCredentials(accesskey, secretKey);
ClientConfiguration clientConfiguration = new ClientConfiguration();
EndpointConfiguration endpointConfiguration = new EndpointConfiguration(
endpoint, Regions.DEFAULT_REGION.getName());
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
/ /& P b E
.withclientConfiguration(clientConfiguration)
/ /IR E
.withCredentials(new AwSStaticCredentialsProvider(credentials))
//endpointi% &
.withEndpointConfiguration(endpointConfiguration)
.buildQ;

WMRFEENZFiRAII—EEIAEE, BT ClientdIrHZFERwithClientConfiguration75iAEAN
ClientConfigurationstffll, —&#BHERRERFZINT:

ClientConfiguration clientConfiguration = new ClientConfiguration();
// % E i ent¥i KHTTPIZEREL

clientConfiguration.setMaxConnections(50);

/ /% & Socket /B[]

clientConfiguration.setSocketTimeout(50000);

/ /¥ B IR IR R B[]
clientConfiguration.setConnectionTimeout(50000);

ClientConguration2F FPimfVEcEE, AJECENE. EEEN. SANERSFSH, TESHT:
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sS4

maxConnections

socketTimeout

connectionTimeout

requestTimeout

clientExecutionTimeout

maxErrorRetry

connectionMaxldleMillis

signerOverride

tEtEXEO

lbEL
IgEiER

faik

RYFFIFHOSAHTTPIERSL. ZHAR
50

Socket EfEHIEIERIERIRTE (&
fi: =7) . BIAJ50,000=R

ENERATEERRTE) (BB 2R .
2N 950,000=F)

EAFIERTTRRAIEBRATE (8

il

) . BATER
EFIRERHUTERENE (84 =

) . BATER
BEREMERARIEILIREL. FA3IR

WRZ RS ERIT I SEHNREE, N
XIAERE (B 2R) . BUAR
60,0007

EEEFERAER, TLURE
73"S3SignerType"; &R EfERAVAE
&, gLugsE
J9"AWSS3V4SignerType", ERIAJIv4
o=

Bk

ClientConguration.setMaxConnections

ClientConguration.setSocketTimeout

ClientConguration.setConnectionTimeout

ClientConguration.setRequestTimeout

ClientConguration.setClientExecutionTimeout

ClientConguration.setMaxErrorRetry

ClientConguration.setConnectionMaxlIdleMillis

ClientConguration.setSignerOverride

# (Bucket) BRTHEFMEXIR (Object) MIERR, FIBRSREMARBETR ME. EaILiET

createBucketizZ[O6IZE.

(KR

public void createBucket() throws AmazonClientException {

String bucket

"<your-bucket-name>";

System.out.printin("createBucket");
Bucket createdBucket = s3Client.createBucket(bucket);
System.out.println("Bucket Name:" + createdBucket.getName());
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FFBucket—LbiiiER

8% i) i58E
name String R

IRENHETIR
T/IEE5 BB

¥ (Bucket) 2RFFiEXIS (Object) HIFEE, FTBHINISEVARBETEME. EaLUBEY
listBucketsiZKEEFIRISE.

(KR

pubTlic void TistBuckets() throws AmazonClientException {
System.out.println("1listBuckets");
List<Bucket> buckets = s3Client.listBuckets();
for (Bucket bucket : buckets) {
System.out.printin("Bucket Name:" + bucket.getName());
System.out.printin("Bucket Creation Date:" + bucket.getCreationbate());
System.out.printin("Bucket owner:" + bucket.getowner());

}
}
IREZER
S8 £} 1B
buckets List<Bucket> EIRSYIES

FFBucket—LbiiiBA

s it %88

name String EER
creationDate Date HEEUE HER
owner Owner HEfowner

FIERE ST
ThfEiER

18 (Bucket) 2FIFHEMEXISR (Object) AR, FTBINSEWARBETEIME. EAILUER
doesBucketExist #EO¥IBEBTFE.
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pubTlic void doesBucketExist() throws AmazonClientException {

String bucket = "<your-bucket-name>";
System.out.printin("doesBucketExist");
boolean exists = s3Client.doesBucketExistVv2(bucket);
if (exists) {

System.out.printf("Bucket %s already exists.\n", bucket);
} else {

System.out.printf("Bucket %s not exists.\n", bucket);

}

}
B kS

S8 i) oLz EAVE

bucket String TEAFR =
IREIZER

S8 ] 1568

exists boolean BESFT

il
LhHEisEE

# (Bucket) BRTHFMEXIR (Object) MIERR, FIBRISREMARBT R ME. EalLiEd
deleteBucket ZMERTE. MEF—MERI, FESCMIRFZBEPHIETNR (BENRIEE) .

(¥ CHR

public void deleteBucket() throws AmazonClientException {
String bucket = "<your-bucket-name>";
s3Client.deleteBucket (bucket);

}

iBREL
e i) 588 BEVE
bucket String BRAR =

IZEREIRENER
IIgEER

1 (Bucket) BFRFF#EXISR (Object) AES, FiBANISREVARBETEME. EelLliEd
setBucketAcl B2 EMAVHENIR. #EHEPRE S T CannedAccesssControlList 5
AccessControlList FEF&,, CannedAccesssControllist 32t THENX AIRRIZE], WFABIES, o
HFFAEES, RHEEE, AccessControllist #2{ft 7 EAERINIRIEHI, ATEENESNRIES. AP
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IR E bucket BY ACL ZBIHEEBES WRITE_ACP R,

(¥ R

e CannedAccesssControlList

pubTlic void setBucketAc11() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.printin("setBucketAc1");
s3Client.setBucketAcl (bucket, CannedAccessControlList.PublicRead);
System.out.println("setBucketAcl success");

e AccessControlList

pubTlic void setBucketAc12() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.printin("setBucketAc1");
// BhnH Frexampleuserfiiwritetd R
AccessControlList controlList = s3Client.getBucketAcl (bucket);
CanonicalGrantee canonicalGrantee = new CanonicalGrantee("exampleuser");//JF
Ja i Frexampleuserfiwri tekd i)
controlList.grantPermission(canonicalGrantee,Permission.write);

s3Client.setBucketAcl (bucket, controlList);
System.out.println("setBucketAcl success");

IBREH

e CannedAccesssControlList

8% i) 588 BEVE
bucket String B —=
CannedAccessControlList CannedAccessControlList TSR —=

T CannedAccessControlList B9iER ;

B8 588
CannedAccessControlList.Private WBIES

B>
\|
4
et
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CannedAccessControlList.PublicRead

5
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CannedAccessControlList.PublicReadWrite

e AccessControlList

{5/ AccessControlList IZEEHANRES, HJLARERFERPXIEANHEERR. 89
AccessControlList I PRIITEE:
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28 xE 588 REVE

bucket String R z
controlList AccessControlList TR =

£ AccessControlList HEJ@IT grantAllPermission € Grant iREHR, Grant FaF-Permissionif
BBgNT:

o 588

Permission.Read FVFFIERERAIRISR

Permission.Write OUFEIRE. BE. MBRETRINGSR
Permission.ReadAcp FVPBREABHIACLIER

Permission.WriteAcp FVHESHBHIACLIER

Permission.FullControl $KSREAD, WRITE, READ_ACP, WRITE_ACPR

SRBNHEIREI PR
I)J Eaiﬂ Bg

W (Bucket) 2FFTFFHENIS (Object) SRR, ATERINSREVARBETE ME, EaILi@Ed
getBucketAcZI3REAFRIA AR,

(KR

pubTlic void getBucketAc1() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.println("getBucketAcl");
AccessControlList controlList = s3Client.getBucketAc] (bucket);
List<Grant> grants = controlList.getGrantsAsList();
System.out.println("getBucketAcl: owner=" + controlList.getowner());
for (Grant grant: grants){
System.out.printin("getBucketAcl: grantee=" +
grant.getGrantee().getIdentifier()

+ ", permission=" + grant.getPermission());
}
}
==
TS
8H PR iz1:): ] BEYVE
bucket String HEFR =2

IR[O45R

IR[E]AY AccessControlList FEESHE M :
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&4 i) i5Ap
owner Owner HWHowner{s &

grants List<Grant> grants S1IUEE, @878 MERPSERPermission,

KTF AccessControlList FENIHEM BRI &% IRERFHIEIR —15.

IR EEREE
T/IEE5 AR

WEEHE (Bucket Policy) BILARIE R ERF SFUREIIBIDRFRINIR. MRBEESKIRE T
policy, MFEEIpolicyeBE=IRBIpolicy, XF policy NEKIRIBIES®E EAEIKITHA .

SR LASERE setBucketPolicy #IREMRRS, ERTLAHUTLATRLE:

e (M JSON BN AF TR ERIEERE.
o {EF3 Policy SSHUEERMAK, FEAEHRJY JSON HEZRIFHTE,

BRI LAER Policy SSM3ERAR, SRERRENAFITERHIMETUEIRAIRRMN, 1SS HER toJson 75
FEATLAFREN JSON SREESIA,

policyA97~BIZn T :

{
"Id":"PolicyId",
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ExampleStatementIDl",
"Principal":{

"AwWS": [
"arn:aws:iam:::user/userIid",
"arn:aws:iam:::user/userName"

1

I

"Effect":"Allow",

"Action": [
"s3:ListBucket",
"s3:CreateBucket"

1

"Resource": [
"arn:aws:iam:::exampleBucket"

A g

"Condition":"some conditions"

b
]
}

StatementfAFIRAEII T :
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https://www.ctyun.cn/document/10306929/10136179

T

Sid

Principal

NotPrincipal

Action

NotAction

Effect

Resource

NotResource

Condition

(AR

ik
statement Id, ANEXEF, EikstatementfI=FFFER

AERET, BIRNA, EEAFKstatementtPRETIIAY
DomainkAKUser, XIFBECR ", RMBHAR (ESH
F) . ZXdDomain FRrERIF#EET, Principalt&=(4
arn:aws:iam::user/*, HIFTENUseri#iTHEIET, Principal
&z Marn:aws:iam:::user/<your-user-name>

AERHEE, AR, statementIUECERILLZ FMOE
A. BYERPrincipal

ANIEXHET, 1EEASFstatement/EFRYEME, ActionFERA
WRIFESISORTEIRIEES, USHERAER, FRD
KNG, THEABERF ", TNZR IR TIFEERIE, f
Ul "Action":["s3:List*", "s3:Get*"]

ANEKHET, IEE—ERME, statementILECRRIZABIRIFZ I
RUEfbiR(F. EERAction

PR, IEEAKstatementfIBPREIFIARIEL,
EffecthY(E A IAllowslZE Deny

AT, fgEstatementiS/FRAN—EER, SiFEht
e, "TBEIR

AT, IEE—EEE, statementlCERIZAZEZ 4P
REMZER., BYERResource

AT, AKstatementERHISRILE

e £/ JSON B AF TR ERIEERE.

public void setBucketPolicyl() throws AmazonClientException {
// VARG s iFexampleuserl, exampleuser? )7 a2 BURG Y 6 % o
String bucket = "<your-bucket-name>";
System.out.println("setBucketPolicy");
String bucketPolicy = "{\n" +

\"Version\": \"2012-10-17\",\n" +
\"statement\": [{\n" +
\"sid\": \"1\",\n" +

A%,
Principals
NotPrincipal
TEE—

A%,
NotPrincipal
5pPrincipalif%
E_

ok, Action
5NotAction
HHE—

A%,
NotAction5
ActionitE—

Wik

Ak,
Resources
NotResource

EHE—

AJi%,
NotResource
5Resource
wH—

A%
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" \"Effect\": \"ATlow\",\n" +
" \"Principal\": {\"Aws\": [\n" +

\"arn:aws:iam:::user/exampleuserl\",\n" +
\"arn:aws:iam:::user/exampleuser2\"\n" +

" 13, \n" +

" \"Action\": [\"s3:GetoObject\"],\n" +
\"Resource\": [\"arn:aws:s3:::" + bucket +
"/\"1\n" +

" F\n" +

s3Client.setBucketPolicy(bucket, bucketPolicy);

o (A3 Policy SSHUEERMAKR, FEAEHRJY JSON FEZRIFHTE,

pubTlic void setBucketPolicy2() throws AmazonClientException {
// VLR BN forexampleuserl, exampleuser?2 i/ af SHUR A X & o
String bucket = "<your-bucket-name>";
System.out.println("setBucketPolicy");
Policy bucketPolicy = new Policy().withStatements(
new Statement(Statement.Effect.AlTlow) / /455 A S5 HEmS H A [FRLIR v 7o V71 R
.withPrincipals(Principal.AlTlUsers)
.withPrincipals(new Principal("AwS", "arn:aws:iam:::user/exampleuserl"),
//%texampleuserlf 144k
new Principal("Aws",
"arn:aws:iam:::user/exampleuser2™))//%texampleuser2 A%k
.withActions(S3Actions.GetObject)//#{F AGetobject

.withResources(new Resource("arn:aws:s3:::" + bucket + "/*")));//i8E &I

RN BT R %

s3Client.setBucketPolicy(bucket, bucketPolicy.tolson());
}

+

SEhREE

2H i) 5B BEVE
bucket String HBRBIR 2
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WE5REE (Bucket Policy) AJLARIEMACE AP S ERIARIZIRAIIR, &eTLAER
getBucketPolicy EFRENBIREL.
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public void getBucketPolicy() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.println("getBucketPolicy");
BucketPolicy policy = s3Client.getBucketPolicy(bucket);
System.out.println("getBucketPolicy success, " + policy.getPolicyText());

}
SR B
S8 ESi4] 1588 BEEvE
bucket String TEAFR =
IR[EI455R
o =) 1588
policy BucketPolicy HSRES

XFIR[ERY BucketPolicy BIERIRBEIES® HEhSIHEA .

P& HEoRES
IR

HE5REE (Bucket Policy) AJLARIEMACE AP SMME ERIARIZIRAIIR, &aTLAER
deleteBucketPolicy EEMIBRE RS,

(¥ CHR

public void deleteBucketPolicy() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.println("deleteBucketPolicy");
s3Client.deleteBucketPolicy(bucket);

}

iBRSE
88 i 588 BEVE
bucket String AR =

a1 e X ) LT =
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4 EHEEN LB IRENNTI B ERIHNNS, MFETE. AN BUEEER
(Bucket) ZE#pEHAFINI, ERILUEIS setBucketLifecycleConfigurationf2{ERJ AR BEHIEApEHIM
W, MUETLUEIS PCACRISRkey ISR, tRalEiRIRE SRIMRASE HSEARAXTSRAVSHRTE, X5id
HiFE St B ohfflfR.
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TRIRR A EHPIRE LR T EnabledgE Suspended, FISERRAISRITERRSRIECEA BEAERL. BIRIHFUT
setBucketLifecycleConfiguration¥{Fa B ia+ SR EIA R HERRIN.

K361

pubTlic void setBucketLifecycleConfiguration() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.printIn("setBucketLifecycleConfiguration");
BucketLifecycleConfiguration config = new BucketLifecycleConfiguration();
List<BucketLifecycleConfiguration.Rule> rules = new
ArrayList<BucketLifecycleConfiguration.Rule>();
// mtime rule
BucketLifecycleConfiguration.Transition transition = new
BucketLifecycleConfiguration.Transition();
transition.setbDays(1l);
transition.setStorageClass(StorageClass.StandardinfrequentAccess);

// atime rule

BucketLifecycleConfiguration.AtimeTransition aTimeTransition = new
BucketLifecycleConfiguration.AtimeTransition();

aTimeTransition.setDays(3);

aTimeTransition.setStorageClass(StorageClass.StandardInfrequentAccess);

aTimeTransition.setTransToStandard(true);

aTimeTransition.setNoTransMaxSize(1024*1024);

// incomplete upload rule
AbortIncompleteMultipartUpload abort = new AbortIncompleteMultipartupload();
abort.setbaysAfterInitiation(20);

BucketLifecycleConfiguration.Rule rule = new
BucketLifecycleConfiguration.Rule();

rule.setId("haha");

rule.setExpirationInbays(10);

rule.setAbortIncompleteMultipartUpload(abort);

rule.setStatus(BucketLifecycleConfiguration.ENABLED);

// ncvit B fE

rule.setNoncurrentVversionExpiration(new
BucketLifecycleConfiguration.NoncurrentVersionExpiration() .withbays(365));

// WERNREHE, 7L E T SR

LifecycleFilterPredicate predicate = new LifecyclePrefixPredicate("abc/");

rule.setFilter(new LifecycleFilter(predicate));

//LifecycleFilterPredicate predicate = new LifecycleTagPredicate(new
Tag("your-key", "your-value"));

//rule.setFilter(new LifecycleFilter(predicate));

rule.addTransition(transition);

rule.addAtimeTransition(aTimeTransition);

rules.add(rule);

config.setRules(rules);

SetBucketLifecycleConfigurationRequest req = new
SetBucketLifecycleConfigurationRequest(bucket, config);

s3Client.setBucketLifecycleConfiguration(req);

System.out.printin("setBucketLifecycleConfiguration success");

imRE
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SetBucketLifecycleConfigurationRequest FIS#u5x AR :
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bucket

BucketLifecycleConfiguration

KT AEApEEIAN Rule AYIAA:

status

expirationinDays

noncurrentVersionExpiration

abortincompleteMultipartUpload

transition

atimeTransition

filter

Transition:

o
days

storageClass

AtimeTransition:

o
days

storageClass

transToStandard

noTransMaxSize

ES:] 1588 BERE
String HRR =
AnfEHEAIR
BucketLifecycleConfiguration fnpﬂ,ﬂu =
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int AT HARTE)
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NoncurrentVersionExpiration:

% S i%88
days int THAREL

IR atimefIN REEMAYsAKIZME, AWS S3i&HFatimefllll, REZBLEIR B IFatime N,
sV e XS ) T =
INEEi5EE

Ao BEESET LIRS IREMNTI BanEET NS, MUFESE. AN B EEE
(Bucket) R94EapEIEARIM,

(S EEN

pubTlic void getBucketLifecycleConfiguration() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.printin("getBucketLifecycleConfiguration");
BucketLifecycleConfiguration config =
s3Client.getBucketLifecycleConfiguration(bucket);
List<BucketLifecycleConfiguration.Rule> rules = config.getRules();
for (BucketLifecycleConfiguration.Rule rule: rules){
System.out.printin("getBucketLifecycleConfiguration: " + rule.getid());

System.out.printin("getBucketLifecycleConfiguration expire: +
rule.getExpirationInbays());

if(rule.getAbortIncompleteMultipartupload() != null){
System.out.printin("getBucketLifecycleConfiguration abort: " +

rule.getAbortIncompleteMultipartUpload() .getDaysAfterInitiation());

b
if(rule.getNoncurrentversionExpiration() != null) {
System.out.println("getBucketLifecycleConfiguration ncv expire days:
.
rule.getNoncurrentversioneExpiration() .getbays());
3

LifecycleFilterPredicate predicate = rule.getFilter().getPredicate();
if (predicate instanceof LifecyclePrefixPredicate) {
LifecyclePrefixPredicate prefixPredicate =
(LifecyclePrefixPredicate)predicate;
System.out.println("getBucketLifecycleConfiguration prefix filter:

prefixPredicate.getPrefix());

if (rule.getTransitions() != null) {
for (BucketLifecyclecConfiguration.Transition tran :

rule.getTransitions()) {
System.out.println("getBucketLifecycleConfiguration tran: " +

non

tran.getStorageClassAsString() + "," +
tran.getbays());
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}
if (rule.getAtimeTransitions() != null) {
for (BucketLifecycleConfiguration.AtimeTransition tran:
rule.getAtimeTransitions()){
System.out.println("getBucketLifecycleConfiguration atime tran:
+ tran.getStorageclassAsstring() + "," +
tran.getbays() + "," + tran.getTransToStandard() + "," +

tran.getNoTransMaxSize());

}

imREHM

GetBucketLifecycleConfigurationRequest FIS#1i58 :
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bucket String TBRATR =
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HIpFtEE s FHAECE
TDgEisEs

RS EALUBITIR SN BaEE TS, MAFETE. AN BUaIiERiE
(Bucket) ZapEHBEINI,

(KR

public void deleteBucketLifecycleConfiguration() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.printin("deleteBucketLifecycleConfiguration");
s3Client.deleteBucketLifecycleConfiguration(bucket);
System.out.printin("deleteBucketLifecycleConfiguration success");

}
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TDREisER

BIEERHLE (CORS) B THE—MHFIIEMNZFin Web R ERRFS S —MEFHRFERERG .
FA CORS 378, BALWIEFEEMNZE s Web NFFER, RERALASZEMHEIFERAREME
B, #EILAiBidsetBucketCrossOriginConfigurationiZ[1i& EERVEEEHRER S,

B

public void setBucketCrossoriginConfiguration() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.printin("setBucketCrossoriginConfiguration");
List<CORSRule.AllowedMethods> rule2AM = new ArrayList<>();
rule2AM.add (CORSRule.AllowedMethods.PUT);
rule2AM.add (CORSRule.AllowedMethods.GET) ;
rule2AM.add (CORSRule.AllowedMethods.HEAD) ;
rule2AM.add (CORSRule.AllowedMethods.POST) ;
rule2AM.add (CORSRuTle.AllowedMethods.DELETE) ;
CORSRule rule = new
CORSRule() .withid("corsrRule") .withAllowedMethods (rule2Am)
.withATTowedorigins(Arrays.asList("*"))
.withExposedHeaders(Arrays.asList(''x-amz-server-side-encryption",
"ETag", '"x-amz-request-id", "Date",
"Content-Length", "Accept-Ranges",
"Access-Control-AlTow-0rigin"))
.withATTowedHeaders(Arrays.asList("*"))
.withMaxAgeSeconds (600) ;
List<CORSRule> rules = new ArrayList<>();
rules.add(rule);
BucketCrossoriginConfiguration config = new
BucketCrossoriginConfiguration();
config.setRules(rules);

s3Client.setBucketCrossoriginConfiguration(bucket, config);
System.out.printin("setBucketCrossoriginConfiguration success");
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8% i5tH

AllowedMethods FVFRIERIT A
AllowedOrigins FEFRIEKIR
AllowedHeaders FVFRUIERL
ExposedHeaders AIFREIRYResponse Header
MaxAgeSeconds Bl ERERAVEFRE

REVE IS hRECE
ThgEisER

B ERIFEHZ (CORS) BX T HE—MEHIIEMEFin Web N ARERFS S —MEFRIZRIRERZENA .
FUF CORS 328F, ErILMEFEENIZFin Web R FBER, BRI AILUSEE TS RIARIERRTE
R, & LliBidgetBucketCrossOriginConfigurationtZ FRENE ISR HRECE .,

(K CHR

pubTlic void getBucketCrossoriginConfiguration() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.printIn("getBucketCrossoriginConfiguration");
BucketCrossoriginConfiguration config =
s3Client.getBucketCrossoriginConfiguration(bucket);
List<CORSRule> rules = config.getRules();
for (CORSRule rule: rules){

Ssystem.out.printin("getBucketCrossoriginConfiguration: " +
rule.getAllowedHeaders());
System.out.println("getBucketCrossoriginConfiguration: " +
rule.getAllowedorigins());
System.out.printin("getBucketCrossoriginConfiguration: " +
rule.getAllowedMethods());
System.out.println("getBucketCrossoriginConfiguration: " +
rule.getExposedHeaders());
System.out.printin("getBucketCrossoriginConfiguration: " +
rule.getMaxAgeSeconds());
}
}
==
TR
e #em 1598 BENE
bucket String AR =
$
IREIEER
£ S0 izl

BucketCrossOriginConfiguration BucketCrossOriginConfiguration iz canat=l Ll
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XFBucketCrossOriginConfiguration—%£ii8H

B8 1588

AllowedMethods FVFBERTTIE
AllowedOrigins FFHIEKIR
AllowedHeaders FEVFRIIERL
ExposedHeaders APR[EIARIResponse Header
MaxAgeSeconds BIEERERAVEFRE

il 3 b [T =
TIREi AR

BIERRE (CORS) EX THE—MEFINENZFin Web M AR SB—MEFHNRIFERZERG .
FFE CORS X%, ERILIMGERFENZFin Web NAER, RRTTLUEFIEBAITFERGIEHNE
B, fEaTLl@iddeleteBucketCrossOriginConfigurationiZ MBS IR S OACE .

(¥ CHR

pubTic void deleteBucketCrossoriginConfiguration() throws AmazonClientException{
String bucket = "<your-bucket-name>";
System.out.println("deleteBucketCrossoriginConfiguration");
s3Client.deleteBucketCrossoriginConfiguration(bucket);
System.out.printin("deleteBucketCrossoriginConfiguration success");

}

iBRSE
8H 2R i5EH EEYE
bucket String TBEFR =2

IRERRFEFIIAES
TDREi AR

BT EAFER RS TS, EILE—MEPRES I ERMRA. FIg0, image. jpghiA1)F0
image.jpghiA<2), WNREFHLEHILESTIMNESIMIRRE, SFENSR, LUEETLMEEREMRA
HIRISR, 1SR LATF SR AN HITORE.
o FrEhRAEH
SHEFRIFTENSRERRAER, ZEENFIIEIETXSRESRIRE—ME—HRIversion id,
o EHiFhRAEH
MEPRIFFENSREERAES, ZEENMIERETRISRAversion IDRIREANuIl, #EFF
BiRAEHINgEC G, TiEBXAZIEE, ReEEE.

AT LASEFE setBucketVersioningConfiguration 2 OFF S a & shR AN H .


af://n667
af://n668
af://n670
af://n672
af://n684
af://n685

B

public void setBucketVersioningConfiguration() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.printIn("setBucketVersioningConfiguration");
BucketVversioningConfiguration config = new BucketVersioningConfiguration();
config.setStatus(BucketVversioningConfiguration.ENABLED) ;
SetBucketVersioningConfigurationRequest request = new

SetBucketVersioningConfigurationRequest(bucket, config);
s3Client.setBucketVversioningConfiguration(request);
System.out.printin("setBucketversioningConfiguration success");

imREH

SetBucketVersioningConfigurationRequest HIE5iA8 :

. BEY

o ESac] i5BE
=
bucket String R =
Zu

BucketVersioningConfiguration BucketVersioningConfiguration {#gghﬁj =

1

*FBucketVersioningConfiguration—%&1538H

e 1528R
BucketVersioningConfiguration.ENABLED FHiShRA
BucketVersioningConfiguration.SUSPENDED HiEhRA =

RN RR I HIATS

IDgEIER

BESR AR MR AES], ETLE—MEPRES I NSIRAE. EoTLAER
getBucketVersioningConfigurationiZ 5K A= HIECE .,

(¥ CHR

public void getBucketversioningConfiguration() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.printin("getBucketVersioningConfiguration");
BucketVversioningConfiguration config =

s3Client.getBucketVversioningConfiguration(bucket);
System.out.printin("getBucketVversioningConfiguration success, " +

config.getStatus());

}

S48
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bucket String TEAFR =
IREIEER
£ -] 7L
BucketVersioningConfiguration BucketVersioningConfiguration e
*FBucketVersioningConfiguration—Li5388,
e 1526R
BucketVersioningConfiguration.ENABLED FriEhRA
BucketVersioningConfiguration.SUSPENDED BRI
BucketVersioningConfiguration.OFF KiARRA =

XISREXIEO

IRENRISR T+
T/IREER

& LAERE listObjects OISR, SRE&RSZIRE] 1000 ISR,

(B
RIS R RS SRR R

public void TistObjectsl() throws AmazonClientException {
System.out.printin("listobjects");
String bucket = "<your-bucket-name>";
ListObjectsRequest request = new ListObjectsRequest();
request.setBucketName(bucket);
// EUERTE
//request.setPrefix("abc/");
ObjectListing objects = s3Client.listObjects(request);
for (S30bjectSummary object : objects.getObjectSummaries()) {
System.out.printin(" - " + object.getkKey());

YR list KF1000, MIREIRYLEER isTruncated Atrue, BILR[EIAY nextMarker FRIEHTLAEATIR
EERAEE R, FIEEXNSRRENCIEINT:

pubTlic void TistObjects2() throws AmazonClientException {
System.out.printin("listobjects");
String bucket = "<your-bucket-name>";
String nextMarker = null;
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ObjectListing objectListing;

do {
ListObjectsRequest TistObjectsRequest = new ListObjectsRequest();
TistObjectsRequest.withBucketName(bucket) .withMarker(nextMarker);
objectListing = s3Client.listObjects(listObjectsRequest);
for (S30bjectSummary s30bjectSummary:

objectListing.getObjectSummaries()) {
System.out.println(s30bjectSummary.getkey());

3
nextMarker = objectListing.getNextMarker();

} while (objectListing.isTruncated());

BUREBE LEREHRER (P, B515. W5I15%) , TEIETRB (URYRR) . MBI
:

public void Tistobjects3() {
System.out.println("listObjects™);
String bucket = "<your-bucket-name>";
String nextMarker = null;
ObjectListing objectListing;
do {
ListObjectsRequest TistObjectsRequest = new ListObjectsRequest();
TistobjectsRequest.withBucketName (bucket) .withMarker(nextMarker) ;
TistObjectsRequest.setEncodingType("url"); // {5EURLYwIY
objectListing = s3Client.listObjects(listObjectsRequest);
List<S30bjectSummary> objectSummaries =
objectListing.getObjectSummaries();
for (S30bjectSummary s30bjectSummary :
objectListing.getObjectSummaries()) {
String keyName = null;
try {
keyName = URLDecoder.decode(s30bjectSummary.getkey(),
StandardcCharsets.UTF_8.name());
} catch (UnsupportedEncodingException e) {
throw new RuntimeException(e);
b
System.out.printin(CkeyName) ;
3
nextMarker = objectListing.getNextMarker();
} while (objectListing.isTruncated());

imREH

ListObjectsRequest AR EISEHINT:
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bucketName
encodingType
marker
maxKeys

prefix

delimiter

IR[O5R

B & DY mO

S 1508

String  IREWEEIR b=

String FAATFREREXNSHFRIRIEER 5

String  1EEFIHNSIEBXIRANESR &

int iRBresponseIREIXIRAVEE, FNBEFIRAEYA1000 &

String  PREFIEE objectKey ILEZHIER prefix AIITER 5
Sprefix 88— IXISkeyH 7o BINFR. Frdkey
BEI8ENprefixBE—RHPIDelimiter RHHIRISRAIE—

String B, MERI&HEIEEprefix8#, &delimiterXIErEXISkeyiH oy

1708, SMRROEIEMTSkeyFHAZIFE— delimiter
Z [EERIRTEBD FZ R —A

IR[E]AY ObjectListing BT :

B

commonPrefixes

objectSummaries

delimiter

encodingType

isTruncated

marker
maxKeys

bucketName

S

List<String>

588

LIERBPIGE T delimiterfprefix FiERT,
e 8 S1EEMPrefix BE—X HI
delimiter=fFa9%I5keyEA—2H

MSREHE, BTNREETEntity Tag,

List<S30bjectSummary> Key. LastModifiedTime, OwnerfSizeE
%’%\o

String 5igksigEfIdelimiter—

String IRERISRkeyAIF1FIRASSREY
HfalselIRNREAISERPEE T LEHS

boolean RRERERFHINSRER, BURIRE
THEIMaxKeys MIRIEE

String 5igkhigERIMarker—

int RRREERPE SNSRI ENIRAE

String

PATARERIRERRR
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BiER 5] 588

LBiREILER S IsTruncated gtruels, =J
nextMarker String LAENextMarkerfE A FIREIERY
Marker, #EEEIAH T—EPOHINRER

prefix String 5igkehigEaTprefix—E

EExIS
bl

eI LAER putObject #M0 EEXSR, WIRMNE—MIRERLESD LEEKR, &E—REHRANEK
BEEZAFEERNLENNSR. JUBTIREBERLERFRIContent-MD5FESRIRIEAHRISTE L
&, MR EEREIEREEBIEMDSIRES, IZRESIREI—MEIRIER. FAPTLIBE LR M I5REER
1SMETag SFEHIIMDSEREHEERMIA LIZERERERIN.

EENGIRFE LSRR LIEEREBETHT TP EERI6 MERL: Cache-Control, Expires,
Content-Encoding, Content-Disposition, Content-Type, Content-Language, 15 H{EXNERATE
KRETIXEEKL, RBnSEEGXLELGRIERT MK, XeMEBITLUBHER I SITTEEER
YERHTIER., XS FEEiE I THeadObjectiBERYRHR, XRLRFHEBSBIKEEIXINAY
HTTPLig iR B Fi.

PutObjecti2{FRT LA HERAABISSGBRIS 4, #BIF5GBRISU4RTLABIE 75 F HER(E HERIRAE
fEIRSS, XISkeyRIanEERAUTF-85RD, KEME1~1023FHZE, FEELAVINFRAL,

(A EHR
. XfLf

pubTlic void putObjectl() throws AmazonClientException {
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
String localPath = "<your-local-path>";
PutObjectResult ret = s3Client.putObject(bucket, key, new File(localPath));
System.out.println("putobject: " + ret.getETag());

o Al LfE

public void putObject2() throws AmazonClientException {
System.out.printin("putobject");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
String content = "1234";
byte[] contentBytes = content.getBytes();
InputStream is = new ByteArrayInputStream(contentBytes);
ObjectMetadata meta = new ObjectMetadata();
//meta.setContentMbD5(md5Base64 (content)) ;
//meta.setContentLength(4);
//meta.setContentType("text/plain");
PutObjectRequest req = new PutObjectRequest(bucket, key, is, meta);
// HEacl
req.setCannedAc] (CannedAccessControlList.PublicRead);
[/ WELER

//req.setStorageClass(StoragecClass.StandardInfrequentAccess);
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// rate A&, H7KB

//req.putCustomRequestHeader("x-amz-Timit", String.format("rate=%d", 10));
PutObjectResult ret = s3Client.putObject(req);
System.out.printin("putobject: " + ret.getETag());

public String md5Base64(String data) {
try {
MessageDigest md = MessageDigest.getInstance('md5");
byte[] md5 = md.digest(data.getBytes());
BASE64Encoder be = new BASE64Encoder();
return be.encode(md5);
} catch (NoSuchAlgorithmException e) {}

nwn

return ;

imREH

PutObjectRequest AlIRBERNSEHGINT
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W & DN RO

o e i588
bucket String PUTARIEROREFR =
SRR B RR SS TR XS LAY
key, PutObjecti{EsZRHEX 4 LIEE
key String Xk, NFREBNIR EE 2
Z"/folder" T, RFEBIRE
Key="/folder/{exampleKey}"BIA]
%
%
: . il
file File EERIA S (=
DA
/n
i
=
. . E
inputStream InputStream Al EfERYStream &
DA
i
BeE _EEXNRITIE XAREACLE
cannedAcl CannedAccessControlList &, 1FHiRBAN IR EXISRIFIAMNR — 5
5]
EoE HENSAEFMERE, BiEtnER
storageClass StorageClass RISTANDARD, {E5HiEY B
STANDARD_IALAR 31428 BIGLACIER
B LIEXSANFAACLER, F4
accessControlList ~ AccessControlList A . =
PATIARE RISIIAALR —F5 =
objectMetadata ObjectMetadata XRAITTEIRER B
tagging ObjectTagging MRAMREER B
eI LATE EAEXISRAYIEIE ObjectMetadata IREXSRITEUE. XWRANRERITTEIENT:
Bk {EF
ObjectMetadata.setContentType REHTTP/HTTPSIERLERHHAY Content-Type
ObjectMetadata.setContentLanguage REHTTP/HTTPSIERLERHAY Content-Language
ObjectMetadata.setCacheControl REHTTP/HTTPSIEXKLERHAY Cache-Control
IREHTTP/HTTPSIEKLERHAY Content-
ObjectMetadata.setContentDisposition ﬁ,% » LS o
Disposition
ObjectMetadata.setContentEncoding REHTTP/HTTPSIERLERHAY Content-Encoding
ObjectMetadata setContentLength WEHTTP/HTTPSIERLEBHAY Content-Length,

REEK bodyRIKE (B F715)
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TSREIERIMDS{E (4213 Base64dRhD) , it
ObjectMetadata.setContentMD5 XIS AT B (%21 Base64!3) | SRIAHR

SRR,
IREIE5R
PutObjectResult IR[EIRYE LT :
£l E-3i%} 568
ETag String HEXNSREIIMAYENtity Tag
Versionld String XIS EEMNAYRRAId

THEIIR
ThgEis e
TR getObject BT

(KR

pubTlic void getObject() throws AmazonClientException {

System.out.printin("getobject");

try {
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
long start = 0, end = 10;
GetObjectRequest req = new GetObjectRequest(bucket, key);
req.setRange(start, end); // WEMNSHNERGE, Ay
// #EiiRlheader
// ResponseHeaderoOverrides header = new ResponseHeaderoverrides();
// header.setContentDisposition("attachment; filename=testing.txt");
// req.setResponseHeaders(header);

S30bject object = s3Client.getObject(req);

S30bjectInputStream s3is = object.getObjectContent();

ObjectMetadata meta = object.getObjectMetadata();

System.out.printin("getobject: meta mymd5: " +
meta.getUserMetabataof("mymd5"));

String content = IOUtils.toString(s3is);

System.out.printin("getobject: " + content);

System.out.printin("getobject header: " +
object.getObjectMetadata() .getContentDisposition());

} catch (IOException e) {

e.printStackTrace();

iTREH

GetObjectRequest 24§


af://n954
af://n969
af://n970
af://n972
af://n974

bucket

key

range

versionld

responseHeaders

modifiedSinceConstraint

unmodifiedSinceConstraint

matchingETagConstraints

nonmatchingEtagConstraints

81T ResponseHeaderOverrides AIESERHTTP/HTTPSIORELE R,

String

String

long, long

String

ResponseHeaderOverrides

Date

Date

List<String>

List<String>
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PUTARIRERR BT,
XIgHkey,

TENSIEEEERN
R (B 1)
setRange(start, end)
FTRHRFTRIEEE,
#iEEE0 REC2616

HbucketFFiShRAIEH|
RIATE, FIFISEIREN
IEEMRAHIRTSREUE,
HRIEEZSERRT
1%, ERNREERFARA
BIRISRENIE

BEHTTP/HTTPSIERL
AER

NSRS ERIRSRI R FSE
PRESRTIE], NIEHE
%, AlLRERER

ANRENSEFRIRTE)
EFaER T SUYEbR
1EaTIE, WIEEER
X5, BULREER

WERMENRIETagHl
ObjectAy ETagPTHL,
NIEEER,; SNRE
%EIBE

WNERENAIETag{ER
ObjectHYETagA~ILEL,
NWIEEER; SURE]
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A ESRIEALEE T
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https://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec14.35

2 E 3]

contentType String BESHTTP/HTTPSIgA #AY Content-Type
contentLanguage String BESHTTP/HTTPSIg A AY Content-Language
expires String BESHTTP/HTTPSIR.#AY Expires
cacheControl String BESHTTP/HTTPSIER ARy Cache-Control
contentDisposition String BEEHTTP/HTTPSIL =AY Content-Disposition
contentEncoding String BEEHTTP/HTTPSIAA#AY Content-Encoding

IR[OIE55R

IR[ERY S30bject BT :
o S5 1568
objectContent S30bjectinputStream XIRAGEIRTR
metadata ObjectMetadata XRAITTEE
taggingCount int M RITEHIE 2
bucket String XIS AR
key String Xf%key

SHR
T&EisiaR

EEILAER copyObject ZASHMISR, BFEERESHFHINRE, FENRELIR BIFEIIIRE.

a3l

SH— R
pubTlic void copyobject() throws AmazonClientException {
String destBucketName = "<your-bucket-name>";
String destObjectkey = "<your-object-key>";
String sourceBucketName = "<source-bucket-name>";
String sourceObjectKey = "<source-object-key>";

ObjectMetadata metadataCopy = new ObjectMetadata();

metadataCopy.setContentType("text/json");

CopyObjectRequest request = new CopyObjectRequest(sourceBucketName,
sourceObjectKey, destBucketName, destObjectKey);

// request.setStorageClass(StorageClass.Standard); // W& R KILEMEIEA

// WNSFRIEXS G AR AAE R, TR B

// ObjectUnfreezeSDK unfreezeSDK = new ObjectUnfreezesbK(accessKey,
secretKey, endPoint);

// System.out.printin(unfreezesbK.unfreeze(oriBucket, orikey));

// Thread.s1eep(60000); // “5f5fifik ek

CopyObjectResult result = s3Client.copyObject(request);
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System.out.println("CopyObject success" + result.getETag());

AR E T EEESIR RN GE, EEXEZEHAREN T, ATLAER copyObject #O{&
BIgRITEE, T8 RbucketFIBAIbucket—EL, EkeyF1EAIkey—EL,

public void changeMetadataviaCopyobject() throws AmazonClientException {

String bucket = "<your-bucket-name>";
String sourceObjectKey = "<your-object-key>";
String destObjectkey = "<your-object-key>"; // EfilFEkEkey

ObjectMetadata metadataCopy = new ObjectMetadata();

metadataCopy.setContentType('"text/json");

CopyObjectRequest request = new CopyObjectRequest(bucket, sourceObjectKey,
bucket, destObjectKey)

.withNewObjectMetadata(metadatacCopy) ;

CopyObjectResult result = s3Client.copyObject(request);

System.out.println("changeMetadataviaCopyObject success, Etag:" +
result.getETag());
}

XK (BiZ1GB) BIER T, Bl copyObject AJgES AR, EEFEES FEHNAR
BTSSR, TransferManageriiZ% 7o REHINED, TLARTFESINUYE, BEARRHESE ok L
ERtG#E0O P9 TransferManager #1790 R EHIEB5

sz~
RS
=
&
£ ESic] 1588 N
W
=
bucket String G =
oriKey String IEXISkey =
destBucket String BaYHE P
destKey String BHIXISRkey =
BCE BRIISRAVFEREY, EtRERE
storageClass ~ StorageClass ~ STANDARD, {ESfZEEISTANDARD_IALARZ TGRSR B
GLACIER
IR[EIZE R
IR[E]AY CopyObjectRequest [E4
£ *B 1588

ETag string SISRAIME—FREE
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ThEEiER

&R LAERR deleteObject #EAMIBRENNISR.

(AR

public void deleteObject() throws AmazonClientException {
System.out.printin("deleteobject");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
s3Client.deleteObject(bucket, key);
System.out.printin("deleteoObject success");

}
iBREL
2% S 588 BEYE
bucket String i =
key String PUE £ =

HEERIFRITSR
INkEiER

& LAEF deleteObjects #FOMERIFRZ AR, REFRFNRENET: F4H(verbose iR FNEHR
(quietiEz, IFMIERBIERIISEMNER, BREXRIREIRWER, BANEMER.

(K CHR

pubTlic void deleteObjects() throws AmazonClientException {

System.out.printin('"deleteobjects");

String bucket = "<your-bucket-name>";

string [] keys = {"<your-object-keyl>", '"<your-object-key2>"};

DeleteObjectsRequest request = new DeleteObjectsRequest(bucket);

request.withkeys(keys);

DeleteObjectsResult ret = s3Client.deleteObjects(request);

List<DeleteObjectsResult.DeletedObject> Tist = ret.getDeletedObjects();

for (DeleteObjectsResult.Deletedobject del: Tist){
System.out.printin("deleteobjects: " + del.getkey());

iRREH

DeleteObjectsRequest AlIRBHISEINT:
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bucket String PUTAIRERIR R TR =
keys String[] EFRAINTSkey =

IROIEER

IR[ERY List<DeleteObjectsResult.DeletedObject> RISRENAIBRAINTSR key

IRENXISRITEN
TREisER

eI LA getObjectMetadata 2 13RENXISRITEME. getObjectMatadata EBIEHNIERESES
getObject—#¥, {BE getObjectMetadata iR[EIFIhttplaR FZE TS EIE.

E3 3l

public void getObjectMetadata() throws AmazonClientException {
System.out.println("getobjectMetadata");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
ObjectMetadata ret = s3Client.getObjectMetadata(bucket, key);
System.out.println("getObjectMetadata content-Tength: " +
ret.getContentLength());

}
RS
88 E 5] i588 EEVE
bucket String i =
key String PUE £ =

IR[O5R

IR[E]AY ObjectMetadata B0 :

5 HKE L

contentLength long RIRBRIRENIREGEIAN (BRI F15)
contentType String XIS HETCHIARAEMIMESREY

eTag String SISRAYENtity Tag

lastModified Date BRI —IRIEBSSRAYRTIEL

versionld String SR EFHINRAID,

IREXIRIGANR
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TDREisER

S5igpafREL, SinafPRERESR CannedAccessControllist 5 AccessControlList Fiff,
EIENE, WRHRNARESTRELAINR. tCafEEaNRE private, {BEXSIFANIRE
public read, NIFFERFEBEILAAGIEIZISR. BIABR T, RBENSRABEEAEREIZNSR, BIxdxR
BOGIAAPRERIAR private, IREXNRACUHERFRERBXUISRHIIWRITE_ACPIR.

(AR

e CannedAccesssControlList

CannedAccesssControlList AU SIFARIRE ST : PrivateFABIES), PublicRead (2N3LEFA
BE) , PublicReadWrite (AIHEE) . {#H CannedAccesssControllist & BHEa0TF ARG
BanT:

public void setObjectAcl11() throws AmazonClientException {
System.out.println("setObjectAcl");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";

s3Client.setObjectAc] (bucket, key, CannedAccessControlList.PublicRead);
System.out.println("setoObjectAcl success");

e AccessControlList

{§EA8 AccessControlList IREXISRIGAIIRERT, AR ERSERPXIRAHENR, £
AccesssControlListiZ XSGR PR~ BAH RN T

public void setObjectAcl12() throws AmazonClientException {
System.out.println("setoObjectAcl");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
// I Frexampleuserffwrite R
AccessControlList controlList = s3Client.getObjectAc] (bucket, key);
CanonicalGrantee canonicalGrantee = new CanonicalGrantee("exampleuser");//Jf
Ja i Fexampleuserfiwri tefil iR
controlList.grantPermission(canonicalGrantee,Permission.write);

s3Client.setObjectAc] (bucket, key, controlList);
System.out.println("setobjectAcl success");

inRkEH

e CannedAccesssControlList

84 i) 588 BERE
bucket String R =
key String XI5key =

CannedAccessControlList CannedAccessControlList STERIR

el
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%3 CannedAccessControlList §9itER ;

B8 1588
CannedAccessControlList.Private IWEES
CannedAccessControlList.PublicRead NIEFNEES
CannedAccessControlList.PublicReadWrite ~IES

e AccessControlList

{5/ AccessControlList IZEEHAINRES, HJLARERFERPXIEANAERRR. 789
AccessControlList I PRIITEE:

£ 5] 1588 EEUE
bucket String AR =
key String Xg5key =
controlList AccessControlList XISANBR =

£ AccessControlList FB18IT grantAllPermission £\ Grant IZEMFR, Grant fAXFPermissionist
BRaNT

B8 1588

Permission.Read FTFEE S SREWEFITT R
Permission.Write REERTXSR

Permission.ReadAcp FVFREBISRAIACLIER
Permission.WriteAcp FHERISRAIACLIEE
Permission.FullControl $X1BREAD, READ_ACP., WRITE_ACPHR

IREVXI SRIB IR
IIgERER

AT LAER getObjectAc! FEOSAERISI5IAAIR.
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pubTlic void getObjectAcl() throws AmazonClientException {
System.out.println("getobjectAcl");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
AccessControlList ret = s3Client.getobjectAc](bucket, key);
List<Grant> grants = ret.getGrantsAsList();
System.out.println("getobjectAcl: owner=" + ret.getowner());
for (Grant grant: grants){
System.out.printin("getobjectAcl: grantee=" +
grant.getGrantee() .getIdentifier()

+ ", permission=" + grant.getPermission());
}
}
==
RS
¥ 5%} 588 BEEVE
bucket String XIS FAE R B FR z
key String XI5RRkey =
versionld String RERSEEHISAYRAd oy
IR[OI45R
1R[EIAY AccessControlList FEEHIEME:
8% i) i58H
owner Owner Xigaowner{E8
grants List<Grant> grants I#IUER., B8 TEMNHAFRSHEMRPermission

KXF AccessControlList FRHIANRIZEIRI &% iREXNSRIBIINR —75.

IRENRIRE
IIgEiRER

fEAT LA setObjectTaggingiZ A AR EIRS. Inse— NMEEXY, BIMNSRRZILUE10MER
2. bucketiBBEZIAFEBLbucketPRINISIRERSAIMNIR, FEITLUSHIIREFHBAF. 8K
H4TPutObjectTaggingi#FEB =R EBNIREER. FMNRRZSTLUKE10MRE, 17&KeyHl
ValueRHD KNG, HEKeyRJES., B8MrENKeyKEARBET128FT, ValuelKEARET256F
T5. SDK@IZHTTP headerfU AR IRERSHIREHEREEFRANT, FEXIIREAIKeyFIValueftfURL
WD, RENSITEEEASEMURARHTE A,

(¥ R
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public void setObjectTagging() throws AmazonClientException{

String bucket = "<your-bucket-name>";

String key = '"<your-object-key>";

List<Tag> tagList = new ArrayList<>();

tagList.add(new Tag("<your-tag-keyl>", "<your-tag-valuel>"));
tagList.add(new Tag("<your-tag-key2>", "<your-tag-value2>"));

ObjectTagging config = new ObjectTagging(tagList);

SetObjectTaggingRequest request = new SetObjectTaggingRequest(bucket,

config);

s3Client.setObjectTagging(request);
System.out.printin("setObjectTagging success");

}
==
RS
e *B i8R
bucket String TR FR
key String XJ5Rkey
— ObiectTasgin RENTRER, 827 1TagEakrvgdE, 81
geing JECHIABEINE  raglikey-ValueBORRiBE T HRESOMES
versionld  String REREEERIXRARAId

REISRIRE

&g

i58e

BRI LAMEgetObjectTaggingiE MSRENI SR E,

(KR

public void getObjectTagging() throws AmazonClientException{

String bucket = "<your-bucket-name>";
String key = "<your-object-key>";

key,

A0 A0 A0 WA & DN HO

iy

GetObjectTaggingRequest request = new GetObjectTaggingRequest(bucket, key);

GetObjectTaggingResult config = s3Client.getObjectTagging(request);

for (Tag tag: config.getTagSet()){
System.out.printin("getObjectTagging success, tags:

+ tag.getvalue());

}

"

imREH

+ tag.getkey() +
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S8 5] 588 REVE

bucket String HBRR 2

key String XdZkey =

versionld String REGRSEENSRARA B
IR[EEER

o i) i5%BB

REIREER, 887\ Tag@&iaikavsie, S TagliKey-

| R
tagging  ObJeCtTageing \ \ esomsatisle T AR

BRI RIREE
Al

AT LA deleteObject Tagging i MBI SARES,

(K CHR

public void deleteObjectTagging() throws AmazonClientException{
System.out.println("deleteobjectTagging");
String bucket = "<your-bucket-name>";
String key = '"<your-object-key>";
DeleteObjectTaggingRequest request = new DeleteObjectTaggingRequest(bucket,
key);
s3Client.deleteObjectTagging(request);
System.out.printin("deleteObjectTagging success");

}

s

BREH
Eo5 | 5] 588 EAVE
bucket String B 8
key String Xt5key =
versionld String RERSEEHNISRAYRAd )

HERFRE R LEURL
IgEi5RER

SR LAFIFE GeneratePresignedUrl 2 0— MIRER— _LEAIFIES S URLEEES,

(KR
4R HETIRIOTRESS URL:
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public String generatePutPresignedurl() throws AmazonClientException {
System.out.printin('"generatePutPresignedurl");
String key = "ExampleObject.txt";

Date now = new Date();

Calendar newTime = Calendar.getInstance();
newTime.setTime(nhow) ;
newTime.add(Calendar.SECOND, 900);

Date expire = newTime.getTime();

GeneratePresignedurlRequest request = new
GeneratePresignedurlRequest(bucket, key, HttpMethod.PUT);

request.withExpiration(expire);

URL ret = s3Client.generatePresignedurl(request);

System.out.printIin('"generatePutPresignedurl: " + ret);

return ret.toSstring(Q);

PRI MAT LERER URLE, AJLAEEBIIZURL EEXISR:

public void putObjusingPresignedurl(String presignedurl, File file) throws
IOException {

System.out.printIn("FiEEE MY URL FAEH...");

HttpURLConnection connection = (HttpURLConnection) new
URL (presignedurl) .openConnection();

connection.setDoOutput(true);

connection.setRequestMethod("PUT");

[/ EAESE N
try (OutputStream outputStream = connection.getoutputStream();
FileInputStream inputStream = new FileInputStream(file)) {
byte[] buffer = new byte[4096];
int bytesRead;
while ((bytesRead = inputStream.read(buffer)) != -1) {
outputStream.write(buffer, 0, bytesRead);

// Kot bR PR A
int responseCode = connection.getResponseCode();

if (responseCode == HttpURLConnection.HTTP_OK) {
system.out.printIn(" 2k FAERT. ") ;
} else {

Ssystem.out.printIn(" X BAA LM, RED: " + responseCode) ;

imREH
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28 xE faik

bucketName String &3

key String XIRE

expiration Date ISHARTIE), BATAO00F7)

method HttpMethod HTTP 75i%, REN PUT LA4ERL EE URL, ERIAAGET

IR[O5R
ERRXIMAITIE S L& URL, iz RPESENR AR BRGNS LA ATiETERE.

HERRTRE R T URL
II&EisaR

&R LAFIFS GeneratePresignedUrl # O A8— MNUSREM— N TIEZAIURLEER.

(K CHR
SR FRIRIRAITRES URL:

public void generateGetPresignedurl() throws AmazonClientException {
System.out.printin('"generateGetPresignedurl");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";

Date now = new Date();

Calendar newTime = Calendar.getInstance();

newTime.setTime(nhow) ;

newTime.add(Calendar.SECOND, 900);

Date expire = newTime.getTime();

GeneratePresignedurlRequest request = new
GeneratePresignedurlRequest(bucket, key, HttpMethod.GET);

request.withExpiration(expire);

URL ret = s3Client.generatePresignedurl(request);

System.out.printin('"generateGetPresignedurl: " + ret);

AR AI FEIRERURLE, AT BEEITIZURL FEHNIS:

public void getObjusingPresignedurl(String presignedurl, String downloadPath)
throws IOException {

System.out.printTn(" PB4 URL RO, ..");

HttpURLConnection connection = (HttpURLConnection) new
URL (presignedurl) .openConnection();

connection.setRequestMethod("GET");

[/ KA RS
int responseCode = connection.getResponseCode();
if (responseCode == HttpURLConnection.HTTP_OK) {
try (InputStream inputStream = connection.getInputStream();
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FileOutputStream outputStream = new
FileoutputStream(downloadpPath)) {
byte[] buffer = new byte[4096];
int bytesRead;
while ((bytesRead = inputStream.read(buffer)) != -1) {
outputStream.write(buffer, 0, bytesRead);

}
system.out.printIn(" 32 FE). ") ;
}
} else {
system.out.printIn(" T TFH LM, KEML: " + responseCode);
}
}
L=
RS
£ 5] ik
bucketName String &4
key String IOEE
expiration Date ISHRRTIE], BATA900%D
method HttpMethod HTTP 755%, ERIAAGET, 4AETE URL

IROIEER
ERRIAITIES S TH, URL, ISRV R ERE R B BB MR TR,

Post b{&
IngeisBg

ObjectPostSDKIEOA—MEEXIREM— 32 Fpost AT LENMHNSHES, BILAERIR(ERpost
form-datafy/5 = &34, ObjectPostSDKELIEEE Java SDK Demo ,

(KR

public void postobject() throws Exception {
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";

String localFilePath = "<your-local-file-path>"";

ObjectPostSDK.PostObjectPolicy policy = new
ObjectPostSDK.PostObjectPolicy(900);

policy.addEqualcondition("acl1", "public-read");
ObjectPostSDK.PostObjectData data = sdk.generatePostObjectData(bucket, key,
policy);

System.out.printin("Policy:" + policy.getPolicy());

Map<String, String> formFields = data.getFormFields();

formFields.put("acl", "public-read");

for (Entry<String, String> entry: formFields.entryset()){
System.out.printin(entry.getkey() + ":" + entry.getvalue());
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// String storageClass = StorageClass.Standard.toString(); // WEX ZA7fiE1

// String ret = formupload(data.getur1(), data.getFormFields(),
lTocalFilepath, storagecClass);

String ret = formupload(data.getUrl(), data.getFormFields(), localFilePath);

System.out.println("Post Object [" + objectkey + "] to bucket [" + bucket +
"1");

System.out.printin("post response:" + ret);

}
iBREE
s = REyE
= ﬁg ¥ =
=
bucket = bucketf9=ZFR =1
£
=
key T I5Hkey 2
£
%ﬂ_zz
B, B
expires Y ERRYE) (D) o A
N 900F)
#
torameClace ; B HETSRITEAEER, IR iEBISTANDARD., = B
& iﬁ {FSMSEEISTANDARD _IALAK: JFRYSEBIGLACIER STANDARD

AR ERA VAT

<form action="<data.ur1>" method="POST" enctype="multipart/form-data">

<input type="hidden" name="Policy" value="<data.fields['Policy']>" />

<input type="hidden" name="X-Amz-Algorithm" value="<data.fields['X-Amz-
Algorithm']>" />

<input type="hidden" name="X-Amz-Credential" value="<data.fields['X-Amz-
Credential']>" />

<input type="hidden" name="X-Amz-Date" value="<data.fields['X-Amz-Date']>"
/>

<input type="hidden" name="X-Amz-Signature" value="<data.fields['X-Amz-
Signature']>" />

<input type="hidden" name="bucket" value="<data.fields['bucket']>" />

<input type="hidden" name="key" value="<data.fields['key']>" />

<input type="file" name="file" value="" />
<input type="submit" value="Submit" />
</form>

ENNS
Iﬂﬂbiﬂﬂﬁ
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PutObjectATLASIEHII—IMISREHTENSIRE, MRZWNKREBEFE, PUTZRENENHREE
MRE, BNEEIESR.

BITAppendZ{EEIZEAIObject3cE NAppendable, TMiEITPutObjectiRF EfZRYObjecthIZRELZE
Normal., Y$AppendableZBIHIXISIHITEIE LERMFZ ERBERENSRNNSHEBEEERER
Normal,

AppendBEN ] LITERFF ISR AEHIEFHIT, MRBROMAEEIRSAEA (Enabled) SEE
& (Suspended) AEEASZHFAppendfE,

(A EHRT

pubTlic void putObjectAppend() throws AmazonServiceException {
System.out.printin("putobjectAppend"”);
String bucket = "<your-bucket-name>";
String key = '<your-object-key>";

Tong contentLength = 0;

try {
// SFHURIE ST, T Dg AL 25 B3 TRz 1 3REL
ObjectMetadata meta = s3Client.getObjectMetadata(bucket, key);
contentLength = meta.getContentLength();

} catch (AmazonServiceException e){

String content = "123";

byte[] contentBytes = content.getBytes();

InputStream is = new ByteArrayInputStream(contentBytes);
ObjectMetadata metadata = new ObjectMetadata();
metadata.setContentType("text/plain™);

AppendObjectRequest req = new AppendobjectRequest(bucket, key, is,
metadata) ;

// req.setStorageClass(StorageClass.Standard); // & &EX % HFMESA

req.setPosition(contentLength);

AppendObjectResult ret = s3Client.appendobject(req);

System.out.printIn("putobjectAppend success" + ret.getETag());

im RSN

AppendObjectRequest FRENIRERISEUNT :

o %88 SES R
bucket HERR =
key IREFR =
position SENIEINSE NN =z
storageClass XS RAGFiEREY B

IR[OER

AppendObjectResult IREIFEEINT :
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ETag String FENSREXINAIENtity Tag

KAV hRPIRTIFR
IDREER

SNERHEFFIE T hieAsizhl, #ERTLAGERS listVersions EOSIEISRARA, &XlistE{FRZIRE10001
XIGhRAS

K361
BTSSR AR ABATT:

public void Tistversions() throws AmazonClientException {

System.out.printin("listversions");

String bucket = "<your-bucket-name>";

ListVersionsRequest request = new ListVersionsRequest();

request.setBucketName(bucket);

VersionListing Tist = s3Client.listVersions(request);

for (S3versionSummary obj: list.getVersionSummaries()){
System.out.printin("key: " + s3versionSummary.getkey());
System.out.printin("versionId: " + s3VersionSummary.getversionId());

AN list AF1000, MREIRILEERS isTruncated Atrue, BILIREIRY NextKeyMarker #]
NextUploadldMarker fRCAILMEA TRIEIANER, FIZFANSMARAIEENT :

public void Tistversions2() throws AmazonClientException {
System.out.println("listversions™);
String bucket = "<your-bucket-name>";
String nextMarker = null;
String nextversionIdMarker = null;
VersionListing versionListing;
do {
ListversionsRequest TistVersionsRequest = new ListvVersionsRequest();

TistVersionsRequest.withBucketName (bucket) .withkeyMarker(nextMarker) .withversio
nIdMmarker(nextversionIdmarker);
versionListing = s3Client.TistVversions(listversionsRequest);
for (S3versionSummary s3VersionSummary:
versionListing.getversionsummaries()) {
System.out.printin("key: "
System.out.println("versionid:

+ s3VersionSummary.getkey());

" + s3versionSummary.getVersionId());
3
nextMarker = versionListing.getNextKeyMarker();
nextVersionIdMarker = versionListing.getNextVersionIdMarker();

} while (versionListing.isTruncated());

ITREH
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ListVersionsRequest AR ERISELIT:

=
=
Eor | i) i8R N
il
bucketName String  IREWEMR =
encodingType String  FFIRBRENSRNFRIRmISEE B
keyMarker String  IEEFIHXSIRAEEGSATE R B
versionldMarker  String  3EEFIHENSRIRAIEBRIS AR AL S 5
. iREresponseFIREINISAIEE, BIABHISRAEIS o
maxKeys int )
1000

prefix String PRIEFIZE objectKey PLEZHIZE prefix AYRTSR =

Sprefix88—E AT ISR key# 70 ENZR. B8
keyB&1gEMNprefixBE—RHIDelimiterZFFHIRISR

delimiter String  {EA—4H. MRIKBiEEprefixs#], t&kdelimiterkIfrg &
Sgkey#HiTHEl, SPIURDEIEINTSRkeyFHIAZISE—
NdelimiterZ [BtERIAIER D FZR—E

IR[O5R

IR[EIAY VersionListing BT :

Bt X8

commonPrefixes List<String>

versionSummaries List<S3VersionSummary>

delimiter String
encodingType String
isTruncated boolean
marker String
maxKeys int

bucketName String

L

WiERPIZE T delimiterfprefix/E@it
i, FrB8SiEEPrefixB5S—XHM
delimiter=fFaIxdgkeyEA—H

MRRAEHE, BIUREE T Entity
Tag. Key. Versionld,

LastModifiedTime, OwnerfSizeZ(=
=]

=

5iEkdnigERIdelimiter—E
IRERSEMRAN =R mESEE

B falselIRRRAIERPEE T 2B/
BARREREIFHAINTIRRAER, &
MR E] T #E IMaxKeys MIFTS: A
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LiIREIERFEIsTruncated Atrueld,

= 2 5t WHEANextMarkerfEA T REIAY

. Marker, $EEEEH N —EBDHIXNSRIE
nextMarker String .
prefix String 5iEkigERprefix—E

R RIIERIR
IkEiAR

LHEETHIEEEIESE, BEAEEREN, FEOHTRE ASEFRATHREZTLIESZ
5, EATLAER restoreObject EFEOMRRITEIISR.

(KR

TEAEETGIET 7 iNfIfERrestoreObjectREIR ISR TR

public void restoreobject() {
System.out.println("restoreobject");
String key = "ExampleObject.txt";
RestoreObjectRequest req = new RestoreObjectRequest(bucket, key);
RestoreObjectResult ret = s3Client.restoreobjectv2(req);
System.out.printin(ret);

}
iBRSE
Eor | i) 1568 BB
bucket String bucketBJZFR =2
objectKey String MISRAIEFR =
expirationinDays int IS fSRYET FARARR B
IREI5SR
BlitE 5] i8R
statusCode Integer RRIBHRIREFIRSHD
error String RS, RN, FNRENZFER
message String HIRNAMER, BRI, AEFRES

ERFFRRS
IDgEER

1EE]LAMEFE getGlacierObjectStatus O TRAITS: LRI IR,
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TEBMSIERGER 7 W{a)fFEREgetGlacierObjectStatusiE O EIA ST SRAVRFIRES :

public void getGlacierobjectStatus() {
System.out.println("getGlacierobjectStatus");
String key = "ExampleObject.txt";
GlacierobjectStatusResult restoreStatus =
s3Client.getGlacierObjectStatus(bucket, key);
System.out.println("getGlacieroObjectStatus success, glacier object status:
+ restoreStatus.getObjectStatus());

}

\E N

i RESH
sH xE Lz EEWR
bucket String bucketf9&ZFR £
objectKey String IRAIEFR =

IROIEER

EliEE i) L)
statusCode Integer RIRIEKAIERRT
message String HIRNAMER, EEMIAY, AEFREH

WRARZ, BT

OBJECT_IS_NOT_GLACIER: M4EISAbTFIEITRYRES
objectStatus  String DURING_UNFREEZE: RSSRIEFERRGH

TEMP_OBJECT_STALE: #RAEHIGRINSRERM, BREIEE

TEMP_OBJECT_EFFECTIVE: RAEMIGINSREN, THERUEH

error String HixAS, EiARIHE, NREIZFER
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DR EESERZ, GFENEh. XHDR. Mo REE. Tk E. ATEID FEfE, Java SDK
R T o EEREEEO, EelLABR TransferManager #0, HRUESLIINGRIS A EES 2 RAY
B, I EfERT, TransferManager &RBES4ENAR, BRFI TSGR EE.

(¥ CHR

e (M TransferManager 9 _E&

public void upload() {
try {
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
String localPath = "<your-local-path>";

// TransferManager R FEZEWIMEL—IK, "JULHTZA LTS

TransferManager transMgr = TransferManagerBuilder.standard()
.withs3client(s3Client)
[/ WEBNY RN, BRI SMB.
.withMinimumupTloadPartSize(10%1024*1024L)
// WERH R EARRBIEA100MB. KA L R THxER, A aRH 0k Bk, S0R

% EAe . BRIMEZL16MB.

.withMuTtipartUploadThresho1d(100%1024%1024L)
LbuildQ;

// TransferManager RH 7077 AT 0BE, Ktz FH 2 LRI [E.
PutObjectRequest request = new PutObjectRequest(bucket, key, new
File(localrPath));

request.withCannedAcT(CannedAccessControlList.Private); // BB
ACL, mJPL#HE AJticannedAccessControlList.PublicRead

// request.setStorageClass(StorageClass.Standard); // WEXT
RIAFAEI

ObjectMetadata meta = new ObjectMetadata();

meta.setContentType("application/octet-stream"); // WHE
Content-Type, Zkilapplication/octet-stream

request.setMetadata(meta); // AU E
FoAth B € ST

Upload upload = transmgr.upload(request);

[/ S5t b AR e

UploadResult result = upload.waitForuploadResult();

System.out.printin("upload success, etag=" + result.getETag());
} catch (InterruptedException e) {

e.printStackTrace();

e (§FH TransferManager o5&l

public void copy() {

try {
String destBucketName = "<your-bucket-name>";
String destObjectKey = "<your-object-key>";
String sourceBucketName = "<source-bucket-name>";
String sourceObjectKey = "<source-object-key>";

// TransferManager R FEEYIMGM—IK, "JULHTZA LAETS
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TransferManager transMgr = TransferManagerBuilder.standard()
.withs3client(s3Client)
.withMinimumuploadPartSize(10%1024*1024L)
.withMuTltipartuploadThreshold(100%1024%1024L)

.buildQ;

// TransferManager X507 N7 abBE, PHZ i FH &3 r B (el

CopyObjectRequest request = new CopyObjectRequest(sourceBucketName,
sourceObjectKey, destBucketName, destObjectKey);

Copy copy = transMgr.copy(request);

CopyResult result = copy.waitForCopyResult();

System.out.printin("copy success, etag=" + result.getETag());

} catch (InterruptedException e) {
e.printStackTrace();

o REDRLE
eI LAM#ERE TransferManager.abortMultipartUploads SREGES F L&,

public void abortMultipartuploads() {

String bucket = "<your-bucket-name>";

int sevenDays = 1000 * 60 * 60 * 24 * 7;

Date oneWeekAgo = new Date(System.currentTimeMillis() - sevenbDays);

TransferManager transMmgr = TransferManagerBuilder.standard()
.withs3cClient(s3Client)
.buildQ;

/[ /BUEAE—AN BRI A R S ) o Fr A

transmgr.abortMultipartUploads(bucket, oneweekAgo);

e XTFContent-TypefYiiiH

Content-TypeFI RIS 4RISIRSEEY, LUl image/png, image/jpg REIFIEEL,

video/mpeg, video/mp4 2SR, text/plain, text/html BXAER, REFEXIAERY
Content-TypeSBARERNRIE, LCANERZRETLTREE, WSISEEIaTLAUEI, AR LIEE]
FF. application/octet-stream EHSEHIEFTH FEEO.

fjava sdkdh, WNERAFIEEIRECContent-Type, £tRIEPuUtObjectRequest®fileSHNEET BEE
4R Content-Type,

iTREH
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e xE 588

localPath String FHERIARHIAIRER
bucket String &4

key String SJGkey

contentType String http contentTypesk

BB LEEXIRAVEIESEEL, BIEFNESEISTANDARD,

storageClass StorageClass
8 8 SMEERISTANDARD_IALAKZ JFAR4ZEBIGLACIER

metadata ObjectMetadata  HRBEENITEIE

& aclfEPutObjectRequestigE

iatts A L1&E5S

TDREisER

7R LSRR LUSEBIISGBRIAN o IR L&, 5 EENSRELFTERED F LIEFIK—
upload id,

(AR

System.out.printin("multiPartuUpload");

String bucket = "<your-bucket-name>";

String key = "<your-object-key>";
InitiateMultipartUploadRequest initReq = new
InitiateMultipartUploadRequest(bucket, key);
initReq.withCannedACL (CannedAccessControlList.PublicRead);

// initReq.setStorageClass(StorageClass.Standard); // BB RIITFEA
InitiateMultipartUploadResult initRes =
s3Client.initiateMultipartUpload(initReq);
System.out.println("multiPartuUpload: init success, uploadId=" +
initRes.getUploadid());

imREH

InitiateMultipartUploadRequest Al BHISEENT :

=
&
SH 5] oLz "
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bucket String HERFR =
key String XJ5RATkey =
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SKHISTANDARD. {E3TsEEY

storageClass StorageClass
& 8 STANDARD_IALUR Tk em
24 RB $iBRCIER

BCE LENRANFHAACLIER, 1F4
BRI IRENISIGIAR —T5

accessControlList AccessControlList

objectMetadata ObjectMetadata MSRATEIRER
tagging ObjectTagging MRAPREER

IR[OI455R

InitiateMultipartUploadResult JR[EIRIEMHEIIT

24 Bt %88

bucket String W79 B LIERIMBAIEFR
key String AR5 HEXISRAIETR
uploadlid String RRERS B L 1EESHId

Li&EBhR
fatil):

FiD ME & DN [hi0

1y

iy

s R EEESE, 18Es R EEESNIdTLLEES FEEE, ALK EIRS RiE L%,

BTBE—SH, B D AIBIEAIAMB-5GB, SR HEESBS L1001 4,
(R

String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
String uploadId = "<your-upload-id>";

InputStream streaml = new ByteArrayInputStream(new byte[5%1024%1024]);
UploadPartRequest partReql = new UploadPartRequest();
partReql.setBucketName(bucket) ;

partReql.setKey(key);

partReql.setUploadid(uploadid); // 7& initiatemMultipartupload #:Ht
partReql.setInputStream(streaml);

partReql.setPartNumber(1); // WENF SREZKE SR> EAEEFZHRE LD F, AL

AR

partReql.setObjectMetadata(new ObjectMetadata());
partReql.setPartSize(streaml.available());

// rate bA&[R#E, HA7KB

partReql.putCustomRequestHeader("x-amz-1imit", String.format("rate=%d", 10));
UploadPartResult partResl = s3Client.uploadPart(partReql);
System.out.printin("multiPartUpload: uploadPart success, etag=" +
partResl.getETag());

InputStream stream2 = new ByteArrayInputStream(new byte[1%1024%1024]);
UploadPartRequest partReq2 = new UploadPartRequest();
partReq2.setBucketName (bucket) ;


af://n1897
af://n1916
af://n1917
af://n1919

partReq2.setKey(key);

partReq2.setUploadid(uploadid);

partReq2.setInputStream(stream?);

partReq2.setPartNumber(2);

partReq2.setPartSize(stream2.available());

// rate LA&[R#, HA7KB

partReq2.putCustomRequestHeader("x-amz-Timit", String.format("rate=%d", 10));
UploadPartResult partRes2 = s3Client.uploadPart(partReql);
System.out.printin("multiPartUpload: uploadPart success, etag=" +
partRes2.getETag());

ITREH

UploadPartRequest AR ERSEUNT :

==
e Hm i385 =
bucket String W7o B EERRENEFR =
key String XI5Akey =
inputStream  InputStream  SISAVMAZGER =
. RAASERIEUEEX SR ATEN S R, K FEF1, )
partNumber int =
F&£F10000
uploadid String 181 initiateMultipartUpload #Z2{E3RENRY =

Uploadld, 5—4"%3k LAZRIISRIIM

IR[EER

UploadPartRequest IR[EIFYEMEEIIT :

£ 315} 1588
etag String IR &5 R¥IRIAYENtity Tag

aH7R

TIgEisER
BFHERS B S WIS TE LSIONRSH, B2 AN— SRt
(W EHR

String bucket = "<your-bucket-name>";

String key = "<your-object-key>";

String uploadId = "<your-upload-id>";

PartETag tagl = new PartETag(partReql.getPartNumber(), partResl.getETag());
//partNumber5eTagfE 44y Fr i 3R EL

PartETag tag2 = new PartETag(partReq2.getPartNumber(), partRes2.getETag());
List<PartETag> partETags = new ArrayList<>();

partETags.add(tagl);

partETags.add(tag2);
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CompleteMultipartUploadRequest completeReq = new
CcompleteMultipartUploadRequest(bucket, key, uploadId, partETags);
CompleteMultipartUploadResult completeRes =
s3Client.completeMultipartUpload(completeRreq);
System.out.println("multiPartUpload: complete success, etag=" +
completeRes.getETag());

System.out.println("bucket=" + completeRes.getBucketName());
System.out.printin("key=" + completeRes.getkey());
System.out.println("location=" + completeRes.getLocation());
System.out.println("versionId=" + completeRes.getVersionId());

imRkEH

CompleteMultipartUploadRequest FliZ BHISEHI T :

=5
& SR g
bucket String AT R EERIRBRIEFR =
key String SIS key =
T8N 995 FrH9ETagFPartN &g
partETags List<PartETag> z‘ TEAB LS REETagHIPartNumber 8
j&@id CreateMultipartUploadi2{EXREXAIUploadid,
uploadld String B CreateMultipartUploadiRfFRAEIUploa =

5= RE9D A AR

IR[EER

CompleteMultipartUploadResult IREIRYEMHINT :

o zed 588

bucketName String W7 A EERIRBAIETR

key String XIZRHYkey

etag String IR XSG RAYENtity Tag
location String BFEMXIRIIURIER
versionld String HEXISRIEEMAYRRAID

&3 R EEES
TDgEisER

FIZ5s F HERERTLFIH— MERIEEH TS R LR, XES R HEREKEL LR, (BRIRRT
BEE#FLE, listMultipartUploads #{ERTLABIFEREMaxUploadsS#CRiREIREID H LEEREY
#E, maxUploadsSHHIRAXEMZNAEYA1000, NRIREILERGHisTruncated==E& Atrue, &
TAEREEMNS R LEERIREEH, JLiEdREIEk+FIkeyMarkerfuploadldMarker£

2, RIHFEHERMERE LN FER.
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(S EEN

public void TistMultipartuploads(){
String bucket = "<your-bucket-name>";
ListMultipartUploadsRequest TistMultipartUploadsRequest = new
ListMultipartUploadsRequest(bucket);
MultipartUploadListing multipartUploadListing =
s3Client.listMultipartUploads(listMultipartUploadsRequest);
for (MultipartUpload multipartUpload :
multipartUploadListing.getMultipartuploads()) {
System.out.printin("uploadid=" + multipartUpload.getUploadid());
System.out.printin("initiator=" + multipartUpload.getInitiator());
System.out.printin("initiated=" + multipartUpload.getInitiated());
System.out.println("key=" + multipartuUpload.getkey());

WNERIist KF1000, NEREIRIZERS isTruncated Jotrue, FHR[E] NextKeyMarker
NextUploadidMarker {fEATRIERATER., SIREEXMEBREFBRIZ F EESH, JUXAS R
FIEENH. FIEFED R EESEREUCIENT:

public void TistMultipartuploads2(){
String bucket = "<your-bucket-name>";
MultipartUploadListing multipartUploadListing;
ListMultipartUploadsRequest listMultipartUploadsRequest = new
ListMultipartUploadsRequest(bucket);
do {
multipartUploadListing =
s3Client.TistMultipartUploads(listMultipartUploadsRequest);
for (MultipartUpload multipartUpload :
multipartUploadListing.getMultipartuploads()) {
System.out.println("uploadId=" + multipartUpload.getUploadid());
System.out.printin("initiator=" + multipartUpload.getInitiator());
System.out.printin("initiated=" + multipartUpload.getInitiated());
System.out.printin("key=" + multipartUpload.getkey());

TistMultipartUploadsRequest.setKeyMarker(multipartUploadListing.getNextkeyMarke
r0)J;

TistMultipartUploadsRequest.setUploadIidMarker(multipartUploadListing.getNextupl

oadidmarker());
} while (multipartuploadListing.isTruncated());

ITREH

ListMultipartUploadsRequest Bli@BRISHINT :
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bucket

delimiter

encodingType

keyMarker

maxUploads

prefix

uploadidMarker

IR[O5R

String

String

String

String

int

String

String

L

PUTARERIRERTR

Sprefix8#—ERTIIXSRkeyH T ENFR. G
keyB &18EAIPrefixBE—RHIIDelimiter=fF 2 BRI
SIEN—H., WRISBIEEPrefixa$], #&DelimiterX3fr
BXgkeyiT0EI, ZMNRDEIGEAIISRKeyFFIAZEIE
—\DelimiterZ [EtERIAVER D FZR—E

FFi&Eresponsertobject keyfI=RF4mAS2EE

FluploadidMarker&#—iieFFEEREIED o H L&
ISR, WERigHEiIREuploadldMarkerg#y, NIRREXT
SkeyIRIRF IR ERITkeyMarkertRRFFZ RIS
FER. WMRIRE T uploadldMarker24y, NZIREIRISR
keyZTFkeyMarkerHuploadldkFuploadldMarkerfids>
RER

AT EEEN BRI IEEH TR A LA ERRIRAE
2, s/Man1, EBIAMERAEERRZ1000

Sdelimiter&#—RATFIIdSkey T HEZRF, Fr
BkeyB SigEMIPrefixBE—RHIdelimiter=2fF Z /@K
SRIEN—E

HkeyMarker2#—iEEATEEREIHERD 2 h _EERIE
B, (NZRE T keyMarkerSHHIHEBY. REFIXE
SigkeyETFkeyMarkerHuploadldXFuploadldMarker
MR RER

MultipartUploadListing iR[EIRYE AN T :

M S DN Ho

o il

i1y

iy

ol

iy

Iy
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bucketName

commonPrefixes

delimiter

isTruncated

keyMarker

maxUploads

nextKeyMarker

nextUploadldMarker

prefix

uploadldMarker

uploads

S]]

String

List<String>

String

boolean

String

int

String

String

String

String

List<MultipartUpload>

e e R

TDREisER

L
PATRBR PRI

LIERBIGE T delimiterfprefixFit
i, FrE8aiEEiprefixBE—RHI
delimiter=fFA9%I5keyEA—2H

5iEkdigEIdelimiter—E

L HfalselRNRAIGERIEE T LEBF
ABRREREIREHNEESRER, &
M RiR[E] T #& AmaxUploads ™MD H
=g

=1

IRE] &S RIZRPATEIARISRAkey

RREREERFEEN LED FHENK
PN

HisTruncated Atrueld, nextKeyMarker
BILMEANEEEREIRUR LED B
kehagkeyMarkerfE

HisTruncated Atrueld, nextKeyMarker
ALEAGREERCIRYN EEDRiE
skepJuploadidMarkerf9{E

PREIRE]D A XSRS SRATkey LA
prefix{ESIBILR

RE &5 RpIZRTRrERuploadld

BETENSZNEWRUN EES RE
BRZUE. $EPNE—EAToRY)
AEETE. o R LERIERRE. xR
key. WSIHBE. FiEEEHuploadlds
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FIZE HEs FEEERILGIE— o B LR ER LEZEHEREREHN D HER. BXKPHE
12 fttobject keyFl upload id, REMNERFESE 100008 LEMNDHER, BHAREI10004, BT
B IREmaxPartsSHRYBEIEEREIERT S AEERIEE. WRE LENS REREEZT1000
AN, MREIZRFMisTruncated=FE true, BJFEITIREpartNumberMarkerS#FKEX
partNumber KFZ&#HD HER.

(K CHR

public void TistParts() {
System.out.println('ListParts");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
String uploadId = "<your-upload-id>";
ListPartsRequest TistParts = new ListPartsRequest(bucket, key, uploadid);
PartListing partListing = this.s3Client.TistParts(listParts);
System.out.printIn("bukcet=" + partListing.getBucketName() +
partListing.getkey() + ", uploadIid="+partListing.getUploadid());
for (PartSummary part : partListing.getParts()) {
System.out.println("part number="+part.getPartNumber()+",
size="+part.getSize());

}

"

, key=" +

WS FEKTF 1000, IR[ERY Partlisting # isTruncated /9 true , FAILIRIE
NextPartNumberMarker I TF—XiEKHY list BUERIANI S,

public void TistParts2() {
System.out.println("ListParts");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
String uploadId = "<your-upload-id>";
ListPartsRequest listParts = new ListPartsRequest(bucket, key, uploadid);
PartListing partListing;
ListPartsRequest TistPartsRequest = new ListPartsRequest(bucket, key,
uploadid);
do {
partListing = s3Client.listParts(listPartsRequest);
System.out.println("bukcet=" + partListing.getBucketName() + ",
+ partListing.getkey() + ", uploadid="+partListing.getUploadId());
for (PartSummary part : partListing.getParts()) {
System.out.printin("part number="+part.getPartNumber()+",
size="+part.getSize());

}

key='

TistPartsRequest.setPartNumberMarker(partListing.getNextPartNumberMarker());
} while (partListing.isTruncated());

imREHA

ListPartsRequest AR EBHISEINT
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bucket

key

maxParts

partNumberMarker

uploadld

IROIEER

BHAS

1 3 B EH

5] 1568 YE
String  HUTAERERIREETR =
String  XIZ&HJkey =
int EERES HEENEE, BABMNRXEYS =
1000 -
int FFEEiRElpart number kT -
partNumberMarkerf95 H{E8 2
String  iEEIREIZIdATENS B L&D HER =

PartListing IR[EIAYEMENT :

8H
bucketName

key

isTruncated

maxParts

nextPartNumberMarker

parts

RE
String

String

boolean

int

int

List<PartSummary>

1588
HATA R ERIRERAR
KR R EAEISRAIETR

HAfalselIFNREIGERFEE T 2ERT
BERRBEREARMNEESHER, &
NRE THE IMaxParts NI B{EE

RREREERPEER LD A EENS
PN

HisTruncated Atruelt,
NextPartNumberMarkera] LMERNfG4EE
HE L&D FigkFry
PartNumberMarkerf9{&

BETELESREBHEAE, FE+FH
B—INE 87T 1%9 FHEntity tag., HE1E
WATE], PartNumberfI K/NEER
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28 5t 15283

uploadid String R5 B E1&#BEId

Sklnh
LhfEisER

S50 FRETUN— EFENNSHEFIEED FE9EEE. SR LUER copyPart EFloH. EE
w4 FEl, FERH initiateMultipartUpload #3KEN—upload id, TESERAEHIFILED HRIEZ
&, HE(EA completeMultipartUpload B{FAR%ED FA— ISR, HEHRIXISAIEILSGB,
WIREREHID FRESRNSEHNES. BRTRE— DRI, 81MEFID RHX/INEERZISMB,
5GBI,

(KR

String destBucketName = "<your-bucket-name>";
String destObjectKey = "<your-object-key>";
String sourceBucketName = "<source-bucket-name>";
String sourceObjectKey = "<source-object-key>";

List<PartEtag> partEtags = new ArrayList<PartEtag>();

// s B E R

CopyPartRequest copyRequest = new CopyPartRequest()
[/ EIFRA 5, B AR A 5
.withSourceBucketName(sourceBucketName)
.withSourceKkey(sourceobjectKey)
.withDestinationBucketName (destBucketName)
.withDestinationKey(destObjectKey)
//uploadIdyinitiateMultipartupload ik [Al{f
.withuploadid(initResult.getUploadIid())
/ /BB 5 v EHE
.withFirstByte(firstByte)
.withLastByte(TlastByte)
[/ BN RS, RERXIRES BN ERES TR IA S R
.withPartNumber (partNum) ;

CopyPartResult copyPartResult = s3.copyPart(copyRequest);
parttETags.add(copyPartResult.getParteTag()); //i partETag A\ Partetag %I, &
Hor bt i B S

System.out.printin("multiPartCopy: copyPart success, part
etag=" + copyPartResult.getETag());
System.out.printin("lastModifiedDate=" + copyPartResult.getLastModifiedDate());
System.out.println("partNumber=" + copyPartResult.getPartNumber());

+ partNum + ",

[

iHRSE
copyRequest FIiIRERISEUIT :
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sourceBucketName
sourceKey
destinationBucketName

destinationKey

matchingETagConstraints

modifiedSinceConstraint

nonmatchingEtagConstraints

unmodifiedSinceConstraint
firstByte
lastByte

partNumber

uploadld

IR[O5R

CopyPartResult IR[EIFIEMHEIIT

E2H
etag
lastModifiedDate

partNumber

BViHS Fr L1&ESS

String
String
String

String

List<String>

Date

List<String>

Date

long

long

int

String
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IRABR AR
RXISRkey
SEanEE
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BT EEREERYRNeTagi iz
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BTRESFENSEEEBEHIE
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EERRD RERIREIESE, XY
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BERNRD RERNETETE, XY
SHERFT

RBAARIR D R EHIRETEERYISR T
FTEHIERS

ESRREHER RN F EEd
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BEEH D FHYENtity Tag
SHl5 FRIRFTENETE
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TDREisER

BiED R LIEESEBERTRIE— DR L. S— 1 oREESPILE, FoBFaiEBE SZEM
Aupload id &, ERIBEH LERISD AT BI=ESHRER. FUTEIHES A LIEESHREE, 1E
£ LS R AJsEa LIERINBAIBERRFLE, FILAMERIER FTRERTEZREGED F LIEESSERE
ERNEEB LERIIN S R TS =R, ATLUBTHITIIEE LED RIRERIARREFLED R L&
[ERFEB L&D RS ER SRR,

(A EHRT

String bucket = "<your-bucket-name>";

String key = "<your-object-key>";

String uploadId = "<your-upload-id>";
System.out.println("multiPartUpload: error=" + e.getMessage());
AbortMultipartUploadRequest abortReq = new AbortMultipartUploadRequest(bucket,
key, uploadid);

s3Client.abortMultipartUpload(abortReq);

iTREH

AbortMultipartUploadRequest BliR BERISEIIT

| ESi ) i85 EEUE
bucket String PUTAIREROIRETR 2
key String o B EERIRISRAkey 2
uploadid String IEEREAILS A EEId 2

REFIERSS (STS)

STSEPSecure Token Service @—LZeEIEIRSS, RILAERSTSKAX T TIGETBFPAEIEEINR, T
BRAFPERARNREEERIERR, oJLFERSTSIRS. XEMATEEEEWSAK/SK, REEER—
MEHRBR EIHA R EMRFERRIT], B EWSAK/SKHETRINEZENE.

It STSERSS

String accessKey "<your-access-key>";
String secretKey = '<your-secret-access-key>";
String endPoint = "<your-endpoint>";
BasicAwSCredentials credentials = new BasicAwSCredentials(accesskey, secretKey);
AwsCTientBuilder.EndpointConfiguration endpointConfiguration =
new AwsClientBuilder.EndpointConfiguration(endPoint,
Regions.DEFAULT_REGION.getName());
return AwSSecurityTokenServiceClientBuilder.standard()
.withCredentials(new AwSStaticCredentialsProvider(credentials))
.withEndpointConfiguration(endpointConfiguration)
.buildQ;

3xBYIERItoken
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private static final String DEFAULT_BUCKET = "<your-bucket-name>";
private static final String ROLE_SESSION_NAME = "<your-session-name>";
private static final String ARN = "arn:aws:iam:::role/xxxxxx";
private static final String POLICY = "{\"Version\":\"2012-10-17\"," +
"\"statement\":" + "{\"Effect\":\"Allow\","

+ "\"Action\":[\"s3:*\"1," // RWHIT S3 WPrA#HRME. NRNGE LA, KR
H N PutObject

+ "\"Resource\":[\"arn:aws:s3:::" + DEFAULT_BUCKET +
"\",\"arn:aws:s3:::" + DEFAULT_BUCKET + "/*\"1"// FSRVFEAEBRRGHRITA S, 7T EMER
BEAE S ARAESR A 1 SC A

+ "1

public static void assumeRole() {
try {

AwSSecurityTokenService stsClient = buildsTsClient();
AssumeRoleRequest assumeRoleRequest = new AssumeRoleRequest();
assumeRoleRequest.setRoleArn(ARN);
assumeRoleRequest.setPolicy(POLICY);
assumeRoleRequest.setRoleSessionName (ROLE_SESSION_NAME) ;
assumeRoleRequest.setDurationSeconds(60%60%2); // WALEE, FHROE, 2R

WL, S AC12/8

System.out.printin("policy=" + POLICY);

AssumeRoTleResult assumeRoleRes =
stsClient.assumeRole(assumeRoleRequest) ;

Credentials stsCredentials = assumeRoleRes.getCredentials();

System.out.printin("ak=" + stsCredentials.getAccesskeyId());

System.out.println("sk=" + stsCredentials.getSecretAccesskey());

System.out.printIn("token=" + stsCredentials.getSessionToken());

} catch (Exception e) {
e.printStackTrace();

Policyig &+

RVFETA AR
{"version":"2012-10-17","statement": {"Effect":"Allow", "Action":

["s3:*"],"Resource":["arn:aws:s3:::<your-bucket-name>","arn:aws:s3:::<your-
bucket-name>/*"]3}}

PRI H BE_ AR
{"version":"2012-10-17","statement": {"Effect":"ATlow","Action":
["s3:PutObject","s3:GetObject"], "Resource":["arn:aws:s3:::<your-bucket-

non

name>","arn:aws:s3:::<your-bucket-name>/*"]1}}

i o v BA%

{"version":"2012-10-17","statement": {"Effect":"Allow","Action":
["s3:PutObject","s3:AbortMultipartuUpload"”,"s3:ListBucketMultipartuploads","s3:Li
stMultipartuUploadParts"], "Resource":["arn:aws:s3:::<your-bucket-

non

name>","arn:aws:s3:::<your-bucket-name>/*"]1}}

HABHRAERLR

AERR: s3:PutObject
AR s3:GetObject
MHERAUR: s3:DeleteObject
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FREUAIEAE: s3:ListBucket

R
1.ListObjects #fE= HListBucket4A fRFE I
2."Version:2012-10-17"& #4KIpoTlicy & RARA S, ASGESURH Al H

GEZ TR =2
https://www.ctyun.cn/document/10306929/10136179

su wm e e
RoleArn String BEARN, EEfetlEARaETUESR =
Policy String fA&fpolicy, FEREjsont&z(, REHKE =
1~2048
R : . RESERTR, BFRARFEEN, REKE =
oleSessionName String 964 b
A Y =+ B | 2 S I\ Z=
DurationSeconds e SIEBXEARE, BAIAS3600s, SEEISHHE =

127\

{EMAIGAYtoken
sCHl—MCredentialsProvider, igE#Erak/skfdtoken,

public class MyCredentialsProvider implements AwSCredentialsProvider {
private AwSCredentials credentials;

public MyCredentialsProvider(string ak, String sk, String token) {

this.credentials = new BasicSessionCredentials(ak, sk, token);

public synchronized AwSCredentials getCredentials() {
return credentials;

public synchronized void refresh() {

}
// EHrak,sk,token

public synchronized void updateCred(string ak, String sk, String token) {
this.credentials = new BasicSessionCredentials(ak, sk, token);

{EAIERTtoken
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String secretKey = '<your-secret-access-key>";
String endPoint = "<your-endpoint>";
String sessionToken = "<your-session-token>";
MyCredentialsProvider credProvider = new MyCredentialsProvider(accessKkey,
secretKey, sessionToken);
ClientConfiguration clientConfiguration = new ClientConfiguration();
AwsClientBuilder.EndpointConfiguration endpointConfiguration = new
AwsCTientBuilder.EndpointConfiguration(
endPoint, Regions.DEFAULT_REGION.getName());
return AmazonS3ClientBuilder.standard()
.withCredentials(credProvider)
.withClientConfiguration(clientConfiguration)
.withEndpointConfiguration(endpointConfiguration)
.build(Q);
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