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| 1 I )’Lé——— i

BAEENE

ctyun-eop-ak/ctyun-eop-skEARESZiRIE:

1/5E8F/E: ERTERKNEMEREIEFEFRR.

2itE%58: {FFheader. ctyun-eop-sk. ctyun-eop-ak3EgliZhmacE;AH9%%5H,
3IEER . FRAFE=CHNRENEFEEZFHETmEThmacsha256kITHER.
AZEZNA: BERNEZEREAERBERLMIZEIHTTPIER,
tIEEERFTH
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FERFZFRAIEINT

BRFRHE=FEHTEBMNheaderHEFFRIAESGFIFR+ "\n" + HEFFAIquery + "\n" +
toHex(sha256(}? Ha9body))

header PL header name:header valueg—A~— M \nHfEEE

Sk, EOP&:3&MIZE R ctyun—eop-request—idfleop—dateiX A LVERN
RE#ITE 4 Fheader

HREEHAATIE header FHI— 4>, I HNHRFEZheader ER—N . FEG
=] (=]

ITRLZEH D Kheader REMITHF CREf1fheader_namePA264

FFHheader)
FOCF BT REET) » KHEF SRR 53R4T P A
4 Hheader .
query ARME APFEE, keyFME LA=1Z4:, HEFHUNAS H 26430+
HEF i query

BERBUY KHEF?, QueryZ H4s il i kAT 2644

toHex (sha256 (JREH AL R MIbodyZ HE AT sha25b64 B2, X4 2 H R &5 R Nt
body) ) il

HEFaheaderfsl+:

° 1E 14"(%';%4%ctyun eop-request-id, eop-date, host#fEERE, NFERAheader

ctyun-eop-request-id:123456789\neop-
date:20210531T1001012\nhost:1.1.1.1:9080\n

ctyun-eop-request-id, eop-dateflhostiJHEFEH XM,

® MR{RIIA—"ccadfheader, FEATX{“headertt ERHITEE, NFEERIheader
HE: ccad:123\nctyun-eop-request-id:123456789\neop-
date:20210531T1001012\nhost:1.1.1.1:9080\n

RERIEKRET, FEMIE—eop-datefIEt A, X EIERVENZYyyymmddTHHMMSSZ,
SERk—LE, MEFBBETRST

1.5 =/REABEFRAIctyun-eop-skiERNZEEH, eop-datefENEE, Eiktime,
2. ZktimefEAZSH, {REAIERAIctyun-eop-akEtE, HiHkAkK,
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3. ZKAK{ERNESH, eop-datefF B BEEHEHRE, &Eitkdate,

eop—
yyyymmddTHHMMSSZ (20211221T163614Z) (48 H BTEM3#0Z)

date

{# F ctyun—eop—skfE NEE4H, eop—datefE NEFE, B Hktime; Ktime =
Ktime

hmacSha256 (ctyun—eop—sk, eop—date)

fFiFHktimefF N, REIERKctyun—eop—ak#ids, B HkAk; kAk =
kAk

hmacsha256 (ktime, ctyun—eop—ak)
y fEHKAKYE N Z 5, eop-dateft)5E H HAEAE AEHE; 5 Hikdate; kdate =

ate

hmacsha256 (kAk, eop—date)

ER2ANARG

B "MESEE" f QIR EFRAER" DilEHRNGFEEFRFEstring_signature,
kdate&p¥tHSignature,

R LB string signature. kdate; BiR{E
Signature hmacsha256 (kdate, string signature) BH KSR, BB S EHITbase64

g8 HSignature

{ctyun—eop-ak} headers={RIIGE 4 T 47 I fiheader fF 7
Signature={Signature} (ctyun—eop—ak/ig &Signaturefi#la — ks
YheaderHE/ 7 LA 7 ;7 BHEHI T IRGZEA TR FheaderlilfF 72 eop
—datefllhost; FFARINZEIheader B HI{E HL/&Eop—Authorization: {ctyun

Eop-—

Authorization

—eop—ak} headers=eop—date;host Signature=xad0l/ada

H_E15ZIEop-Authorization, ZAIGEEIREE S headersfifEhttp clientpy, &HEIAT,
http_clientFrEEiEkLERUNT:

Eop-Authorization: ctyun-eop-ak headers=ctyun-eop-request-id;eop-date
Signature=xad01/ada

eop-date:20211221T7163614Z

49



E = L

p -y oy

State Cloud

ctyun-eop-request-id: 123456789

IR EEEHTEEheaderRLEEIARIctyun-eop-request-idfleop-date, FEEME
http_clientfgiEkkEBpnL, HEEop-AuthorizationdrthZEEEE1N,

6.2. 44NN
1 AR FAINELNEE

EFinAEIEKERNERXHeadersk, decrypted=true BRI /SRZEONNEINEE.

2 InEZEiZieE

ZINEES MBI =MEZERE, 23173 FRIIZESM2, FRINE SMARAFHIERSEiZHmac-
SM3,

2.1 JEXIFRINEESM2

FURSARYIERIFRINE, FSRINZER P ERMAIXIFRINESMA%SH, SM2 A BTEAIRENFRE
B(https://ai.ctyun.cn/console) FFERHIN AF N BIFFE RN, =HERmABAET
Base64MNZEHILNIBFRE. BENENE: SM2EIARXFBCE (BouncyCastle),
sm2p256vItatE, BXAPKCSS, #HHEARC1C3C2, JEEFEIE.

2.2 WRNZESM4

ERImETAR1288E256(1SM4%SH, RABCHE(BouncyCastle) 184
SM4/ECB/PKCS5Padding,

2.3 B EiZHmac-SM3

HmacfISM3EEEC LS, BrlHEOR=—8EN, EREHEBRIERERER,
encryptedHashKey=E {152l IR S .

2.4 ERIRINELE

1. MNIZHIEIREN AR, (FFBaseb6AfEZIREN N EFTIEE.

2. ERRSMATRESAFTEAE, FERE1SHNARINENIFRER, FEFBaseb4IIEER,
B\ ciphertextBlob=Eg,

3. (FRFE2C AR TRESAINZREORMBody{AJSONE, HEFBaseb4NFER, H
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AencryptedBody=Eg,
4, EpgHmac-sm3gHER, ERANARITING, F(EABasecdIIZER, 15
encryptedHashKey=Eg&,
5. fEAHmMac-sm3RFE4SI5ET4E, R ciphertextBlobZEHEErDFH{EFBase 641133
58 18 \ciphertextBlobHash=Eg,
6. {FAHmMac-sm3%FEAEE7FTH, EWencryptedBody=FE4H RS FBase64 0%
#5818 A\encryptedBodyHash=FEg,

2.5 i5RIBLEE

NSRRI, TIBRNSEHEFEL I Base64INEME:
{
"ciphertextBlob" : "{ifi F SM2 /A BH N J X125 7 A liSMAT AR %40,
"encryptedBody" : " FH X} FR % FHSMA DN J K42 11 5 iRBody /A JSONH ,  4ifiBUTF-8",
"encryptedHashKey" : "{f A 811 J5 (1 3E1T hmac - sm3WG 75 B4 FH (1 25 81
"ciphertextBlobHash": "ciphertextBlob 7B fflhmac-sm34EH ",
"encryptedBodyHash" : "encryptedBody 7Bt [fJhmac-sm345 5"

}

2.6 iREIFLENE

EHEIREFFOEIR, WAHTING, SHRKRERIIZEINEEN—, B mREEREA
=58 SstatusCode#HTX 57,
HziEkMINEIRE|statusCodeI0, NSHITINEIE, REHEWNT, THRNSEE
#213Baseb64 N4 E |
{
"encryptedResultHash": "encryptedResult¥EtffJhmac-sm345R, MAEHSE P um—8",

"encryptedResult": "SMAX|FREEEH NN o I Hz 1w 45 5 )

2= iR BGR BB e RIS encryptedResultHash i {RIE RS RS ,
$XElencryptedResult=ERfS, (FRIBEKATAISMARIFRZEF(THER:, RITRENEIRERE
BEHEORIERREBIARNS (JSONE) , 4mIBUTFS,

2.7 IR HEXIERDIREP

encryptedResult=EHEIT SMASIFRZ B AR 5 nl3ABNE A S A INZTheetg AR EIE, 18
EUR(FERINIZEINEEANIE R AT, BT/ UYSIREIRG:

iR HiRfER HHRAIR
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IR HiIRER HiRHE
AT_OP_40017 JIN&ZHAFF & EK NS AT SN T REZK

ciphertextBlob # {EAULAC . ‘
AT OP_40018 R T B A EANLHD, A77E 9 B nT R
/encryptedBody Mgy {H A ULAD

AT OP 40019 SM2fif 25 2 SM2FE ST FRfif 28 H B =
AL OP 40020  SMAJN%5 S M / SMASEE 25 R I SM4 X B 2 61 hnfidé 2% H B

3 SE{MBUAVA, jdk1.8%IL)
3.1 mavenIT 25| A\PAT&E

<l-- BCfl, #jdkA1.8LLFAI &t B il 4 K artifactld-->
<dependency>

<groupld>org.bouncycastle</groupld>
<artifactld>bcprov-jdk18on</artifactld>
<version>1.78.1</version>

</dependency>

<|--Baseb4Ih b, IR LA N Baseb4 AT AR, A s 25 AR &4 A 7>
<dependency>

<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld>
<version>1.17.1</version>

</dependency>

3.2SM2TE:%

import org.bouncycastle.jce.provider.BouncyCastleProvider;import javax.crypto.Cipher;import java.security.*;import
java.security.spec.ECGenParameterSpec;import java.security.spec.PKCS8EncodedKeySpec;import

java.security.spec.X509EncodedKeySpec;public class SM2Util {static {
Security.addProvider(new BouncyCastleProvider());
Y// ERiSM2E B % public static KeyPair generateKeyPair() {try{KeyPairGenerator keyPairGenerator =
KeyPairGenerator.getInstance("EC", "BC");
keyPairGenerator.initialize(new ECGenParameterSpec("sm2p256v1"));return keyPairGenerator.generateKeyPair();
} catch (Exception e) {//TODO fifi5 kb3
}

Y/ hnE
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public static byte[] encrypt(byte[] publicKey, byte[] data) {
try{
PublicKey pubKey = KeyFactory.getInstance("EC", "BC")

.generatePublic(new X509EncodedKeySpec(publicKey));

Cipher cipher = Cipher.getInstance("SM2", "BC");

cipher.init(Cipher.ENCRYPT_MODE, pubKey);

return cipher.doFinal(data);
} catch (Exception e) {

//TODO i b F

/1 W
public static byte[] decrypt(byte[] privateKey, byte[] encryptedData) {
try{
PrivateKey priKey = KeyFactory.getInstance("EC", "BC")

.generatePrivate(new PKCS8EncodedKeySpec(privateKey));

Cipher cipher = Cipher.getInstance("SM2", "BC");

cipher.init(Cipher.DECRYPT_MODE, priKey);

return cipher.doFinal(encryptedData);
} catch (Exception e) {

//TODO fifi 57 Ab F

public static void main(String[] args) {
KeyPair keyPair = generateKeyPair();
byte[] a = keyPair.getPublic().getEncoded();

byte[] b = keyPair.getPrivate().getEncoded();

3.3 SM4I8:3*%

import org.bouncycastle.jce.provider.BouncyCastleProvider;

import javax.crypto.Cipher;import javax.crypto.KeyGenerator;import javax.crypto.SecretKey;import

javax.crypto.spec.SecretKeySpec;import java.security.Security;
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public class SM4Util {

static {

Security.addProvider(new BouncyCastleProvider());

/] A SmMaE ]
public static byte[] generateKey() {
try{
KeyGenerator keyGenerator = KeyGenerator.getInstance("SM4", "BC");
keyGenerator.init(128); // Wikt 128 ik 256
SecretKey secretKey = keyGenerator.generateKey();
return secretKey.getEncoded();
} catch (Exception e) {

//TODO AbFE 5%

/] W
public static byte[] encrypt(byte[] keyBytes, byte[] data) {
try{
SecretKeySpec keySpec = new SecretKeySpec(keyBytes, "SM4");
Cipher cipher = Cipher.getInstance("SM4/ECB/PKCS5Padding", "BC");
cipher.init(Cipher.ENCRYPT_MODE, keySpec);
return cipher.doFinal(data);
} catch (Exception e) {

//TODO AbHEFH

/]
public static byte[] decrypt(byte[] keyBytes, byte[] encryptedData) {
try{
SecretKeySpec keySpec = new SecretKeySpec(keyBytes, "SM4");
Cipher cipher = Cipher.getInstance("SM4/ECB/PKCS5Padding", "BC");
cipher.init(Cipher .DECRYPT_MODE, keySpec);
return cipher.doFinal(encryptedData);
} catch (Exception e) {

//TODO AbFE 5%
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3.4 Hmac-sm3T E#*

import org.apache.commons.codec.binary.Base64;import org.bouncycastle.crypto.digests.SM3Digest;import

org.bouncycastle.crypto.macs.HMac;import org.bouncycastle.crypto.params.KeyParameter;
import java.security.SecureRandom;

public class HmacSM3Util {

/%%

* {14 HMAC-SM3

* @param key %4

* @param data %df

* @return HMAC-SM3 fH

*/

public static byte[] hmacSM3(byte[] key, byte[] data) {
HMac hmac = new HMac(new SM3Digest());

hmac.init(new KeyParameter(key));
hmac.update(data, 0, data.length);

byte[] result = new byte[hmac.getMacSize()];

hmac.doFinal(result, 0);

return result;

/**

* R E K I RE AL B

* @param length K (F1)

* @return BEALAE R 2 EH

*/

public static byte[] generateRandomKey(int length) {
SecureRandom random = new SecureRandom();
byte[] key = new byte[length];
random.nextBytes(key);

return key;
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/1 IR
public static void main(String[] args) {
/1 AL

byte[] key = generateRandomKey(16); // 165 i K HIBEHL %4

/7 FE SRR

byte[] data = "Hello, HMAC-SM3!".getBytes();

// it5i HMAC-SM3 fH

byte[] hmacvalue = hmacSM3(key, data);

/] ATENS,

System.out.println("HMAC-SM3 ff: " + Base64.encodeBase64String(hmacValue));

3.5 &pkiEREF

/ /AR5 PN ThEGIT (5 SR A4k j son s, 16 BEF2% 11 SRS Aff e 4 50
String body = "{\"ImageData\":\"imagedatabase64xxxx\"}";
/ /3 G - N VR R EREU A

String encKey = "xxxxxxx";

Map<String,String> requestBody = new HashMap<>();

/1A 7 E A %

byte[] publicKey = Base64.decodeBase64(encKey);

//*EiciphertextBlob#

byte[] sm4Key = SM4Util.generateKey();

requestBody.put("ciphertextBlob", Base64.encodeBase64String(SM2Util.encrypt(publicKey, smdKey)));

/ /" encryptedBodyF B

requestBody.put("encryptedBody", Base64.encodeBase64String(SM4Util.encrypt(smdKey, body.getBytes())));
/ /4 FiHmac - sm3 %

byte[] hmacSm3Key = HmacSM3Util.generateRandomKey(16);

//EFencryptedHashKey 7B

requestBody.put("encryptedHashKey", Base64.encodeBase64String(SM2Util.encrypt(publicKey, hmacSm3Key)));
//*EiciphertextBlobHash¥ Bt

requestBody.put("ciphertextBlobHash", Base64.encodeBase64String(HmacSM3Util.hmacSM3(hmacSm3Key,
requestBody.get("ciphertextBlob").getBytes())));

//* encryptedBodyHash ¥ Ef
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requestBody.put("encryptedBodyHash", Base64.encodeBase64String(HmacSM3Util.hmacSM3(hmacSm3Key,
requestBody.get("encryptedBody").getBytes())));

//TODO requestBody B AN RAK, BAESACE HEH B DRI AT, SR04 1 2 S BUH S i B SO

6.2.5Python3iE FRHl

M T pEEE: https://www.ctyun.cn/document/10264960/10022622

6.2.6Javaiff =l

M4 T EBERE: https://www.ctyun.cn/document/10264960/10029522

6.2.7PHPiF AR

M4 T EBEREE: https://www.ctyun.cn/document/10264960/10583402

6.2.8C#EARTRHI

M T EBEREE: https://www.ctyun.cn/document/10264960/10612501

6.3 API

6.3.1 ARGAS
WG

AT ENEmABGRRIAR, B ARRAERR,
BKRAEE

POST
EO=%

o ERA/MEH: EREBIKA/IVINF2MB;
o EREIURE: B ARSIz Hpg/ipeg/png/bmpiEzl.
URI

Iv1/aiop/api/2f6hqix09mv4/face/PERSON/person/detectFaceFromBase64
i5RSH



https://www.ctyun.cn/document/10264960/10022622
https://www.ctyun.cn/document/10264960/10029522
https://www.ctyun.cn/document/10264960/10583402
https://www.ctyun.cn/document/10264960/10612501

X8=

State Cloud

1.35Kk3Lheader£%§

2%

Content—

Type

appkey

ctyun—eop—

request—id

eop—date

host

Eop-—
Authorizat

ion

P

P

SHRE

String

String

String

String

String

String

L

jsonfg

*F- & N Fappkey

HFER id, B IE
, A ARl
J7iE FATHE U — A R

, AT HEIER

uuid &

BER.

THRESTE], AR,
A yyyymmdd THHMMSSZ .

YR IR, R TR

HARE = EM accessKey
Ml securityKey &4 )5

R B 5B ERINT
BUBREZEW

accessKey . securityKey
+ FE RN appkey (F
wAD . HERId R
WD, BRI ], 2

W REA RRZD Bk
TFRIAN

. T4
il

XF 5
application/json

562b89493bla40elb97ea
05e50dd8170

33dfa732-b27b-464f-
b15a-21ed6845afdb

20211221T1630147

ai—

global. ctapi. ctyun. cn
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e 2 SHRA B
B
B NE F Hbase64Zmby, B A {F 5
M base64gmtd =0, midja, AE
imageContent = String

2. i5KAbodyS#

=g

AIZE, SRR AT 51 an

“data:image/ jpeg;base64, ”

IFRABRA

R~

Curl -X POST "https://ai-global.ctapi.ctyun.cn/vl/aiop/api/2féhqix@9mv4/face/PERSON/person/detectFaceFromBase64"

=[]

-H

-H

-H

=[]

=[]

"Content-Type: application/json"
"ctyun-eop-request-id:33dfa732-b27b-464f-bl5a-21ed6845afd5"
"appkey : XXX"

"Eop-Authorization:XXX"

"eop-date:202111097104641Z"

"host:ai-global.ctapi.ctyun.cn"

--data '{"imageContent":"AAAAAAAAA...."}'

IR[O{Ei5ER

statusCode & String Ifj, R[Al%

15BN Z4L

G SR

L
W

RIVIRZSS, R EPIRAS, &\ 0 R
HR S 225N T R IR CRY

H

IS

message JE String

M statusCode JF 0, iR[A] error

(e

¥ statusCode N 0, #R[A] success;

T4

THNR
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RE BMK .
S ‘ ViHA 7~ THEXNR
HiE A
returnObj  J& Object R [\l N JGAG I 45 B %} % returnObj
2.ZkreturnODbj
¥ REWIE SHPKRE B M TERNR
face num & Int K F e A 1
face list & List AN RFEAE S -
face list[].face location #& Object N B b o & -
3IEREMOR BN NS 2]
\ . _ Tt
e 2 —EVE ZSHRA HH A~ 2
statusCode J& String  #5RED, BCEAPTX N IHIRIG 4101
. LR SR
message = String IR A6 N ) AR R "
details & String  IR[EIDN NS R TRIA TH R N AR R
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28 REVIR SERE W

error E

IREETG

String 1R [B] X B B R

1.5 R INIREHED

"statusCode": "@",

"message": "success",

"returnObj":{

"face_num" : 1,

"face_list" :

"face_location" : {

"top"

"left"
"width" :

"height" :

3
1}

8 2o,

: 48,

58,

72

2 15K MOR [EE A

'code': 400006,

‘details': 'S4 (Action. ImageData) #f%',

‘error': 'AI_OP_400006",

'message': "WMEMSHCRME,

'statusCode’:

}

RS

httpIRESH

200

400006

ik

S ZNTERE A

P

AT OP 4101

Tt
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HixngistiE

6 fisEIRID, 4 FFLASSEIRED, 5 FFLAMRSSEIRD.

IR

CTAPI_10000

CTAPI_0009

Al_OP_400005

Al_OP_400006

Al_OP_400008

Al_OP_400009

Al_OP_400010

Al_OP_400011
Al_OP_400012
Al_OP_400013
Al_OP_410001

Al_OP_410002

Al_OP_500001

HIRER

p=i

API Not Found

TR jsonfIbodyZ ¥

R AR R

DA IS HRAE

WER A IS 7 BT R

WER A ST B3

WER A IS M7 BAE B 4

base64 %4l abHi 7

St AAEE

RN G ER

Pl P A i

BE RS &ER

Wess Be O ey, IR AR T

HiRHEIE

R T AT I, ARy HAN A

WARIZ % (Action. ImageData) Ff%

Action. ImageData ‘7Bt 1% string 254
FaceThresh 5P 1% /2 float 254!
NeedFaceQuality 3%/ bool Z5%!

NeedFaceAngle 7B M iZ & bool 27

Action. ImageData FBtfH N2 74

Action {H 1% B A i

FaceThresh “FERFFEHIE, 155 H 4 ORI
ImageData B[] base64 714t i 7 il Sy
X2 FF jpeg/png/ipg/bmp H X

XM RINATFEER, BERERNT 7™

T ARG A AR

IHERERTRAS T 5000 AMLT 32

i IR L b EL

base64 SN : {EFHEMEY safe base64 FHIBH L

® python FHEFZ(FEFH base64.urlsafe_b64encode() BREIHITIRIS,

® java FHETF(HH BASE6G4.getUrIEncoder().encodeToString() BREUHIT4RAD.

6.3.2 AREE iRz

EOER
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AT ENEmARGHRIARSER. H5FELE.

BRGE

POST
EO=%

o ERA/MEH: EREBKA/IVINF2MB,
o EHTEIURE: B ARSIz Hpg/ipeg/png/bmpi&zl.

URI

Iv1/aiop/api/2f6hw505t7gg/face/PERSON/person/detectAgeGenderFromBase64

iARSH

1.35K3Lheader&#{

Content—

Type

appkey

ctyun—eop—

request—id

eop—date

P

SHRA

String

String

String

String

BiBA

jsonfg

*F- & i Fappkey

M PR id, H
PG, HP
Al LA uuid

T AT AR

RN TE],  H A

P

application/json

562b89493bla40el1b97eal
5e50dd8170

33dfa732-b27b-464f-
b15a-21ed6845afdb

20211221T1630147

THNR
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p iy
¥ e
B
host = String
Eop-—
Authorizati £ String
on

2.i5KAbodyS#

i P

Fig, Ean
yyyymmdd THHMMSS

){—:_'\L”ﬁgy al_

HREZHM

accessKey

securityKey £
BXIEER,
552524 L)
BOFRESE
M accessKey .
securityKey. “F
5 M. fflappkey
(40 , H
FUERd (FE2b
1), VE KN [A]
, b T IR A
(FERA0D AL
TR

il
[ B B global. ctapi. ctyun. cn

TR
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28 BiBA

|
W
£
Bk
!
2 N

pit
i

& NE F ibase642mtd, B {8 A L base644w b5
imageContent #&  String A\, 4wbdjE, AEEHIZ, SIFRFTEE] W -

“data:image/ jpeg;base64, ”

IFRABRE

Curl -X POST "https://ai-global.ctapi.ctyun.cn/vl/aiop/api/2féhw505t7gg/face/PERSON/person/detectAgeGenderFromBase64"
-H "Content-Type: application/json"

-H "ctyun-eop-request-id:33dfa732-b27b-464f-bl5a-21ed6845afd5"

-H "appkey:XXX"

-H "Eop-Authorization:XXX"

-H "eop-date:20211109T7104641Z"

-H "host:ai-global.ctapi.ctyun.cn"

--data '{"imageContent":"AAAAAAAAA...."}'

IR[O{Ei5ER
15 KEEIIREIR AN Z4L

BT SH% _
BY L: TR
W

IE]’H(ALM IE] 0 %Fﬁkyj EIWE
statusCode +& Int 0

RS2 2% T i AR SR .

W code A 0, iR[A] success; ISR

message JE String success

code AE 0, DR [A1XF N 1) A 524 1R 1E B

returnObj  +& Object  R[AIA NGB 1H: 1R ) 45 X & returnOb j

2.ZkreturnODbj
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2%

face num
face list
face list[].face location

face list[]. gender

face list[].age

5K RBOREIRA Z4L

~B®H SR
e 2

H v
statusCode +& String
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"left" : 48,
"width" : 58,
"height" : 72

1

"gender" : "Male",

"age" : "23"

3
1}

2. 5 REMIR EHETFI

i
‘code': 4101, ‘'message': 'iHRNAHIR',
‘details': "fEANH AT, BEHLANNSHLER,
'statusCode': 4101, 'error': 'AI_OP_4101'
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base64 SN : {EREMEY safe base64 HIBH L

® python FHEFZ(FEFH base64.urlsafe_b64encode() BREIHITIRIS.
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® java FETF(FEF BASE6G4.getUrIEncoder().encodeToString() BREUHITYmAD.
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base64 SN : {EREMEY safe base64 FHIBHL

° python F#EZ({FEFE base64.urlsafe_b64encode() EREGHITRAD,
®  java FETE(HH BASE6G4.getUrIEncoder().encodeToString() BREUHIT4RAD.
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Curl -X POST "https://ai-global.ctapi.ctyun.cn/v1l/aiop/api/2hfksnibjaos/face-fas-action/person/detectFasFromBase64"

-H "Content-Type: application/json"

-H "ctyun-eop-request-id:33dfa732-b27b-464f-bl5a-21ed6845afd5"

-H "appkey:XXX"

-H "Eop-Authorization:XXX"

-H "eop-date:20211109T7104641Z"

-H "host:ai-global.ctapi.ctyun.cn"
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115K IR EIERFI

"FaceAntiSpoofing" : "VEU AN/ AETEAR N/ NI EW R 22, ToikFIWT,

{
"statusCode": "@",
"message": "success",
"returnObj":{
"face_num" : 1,
"face_list" : [{
"face_location" : {
"top" : 36,
"left" : 48,
"width" : 58,
"height" : 72
s
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1}
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base64 wESHIN: ERFEHIRY safe base64 fHETH T
® python FHEFZF(FH base64.urlsafe_b64encode() EREIHITIRZ,

® java FHETF(HH BASE6G4.getUrIEncoder().encodeToString() BREUHIT4RAT.
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AT alBmABGPNIAKREERROE.
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o ERA/MEH: EREBKA/IVINF2MB,
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URI

Iv1/aiop/api/2f6hycj3a9z4/face/PERSON/person/detectMaskFromBase64
ERESE

80



E = L

p -y oy

State Cloud

1.35Kk3Lheader£%§

2%

Content—

Type

appkey

ctyun—eop—

request—id

eop—date

host

Eop-—

Authorizati

on

ot
NS C
Pt

= String
= String
= String
= String
= String
= String

L]

jsonfg =

*F- & N FHappkey

MR id, A HE, H
PR LLGER uuid VA EAT
A ME— A, T H AR
RIS IENTS

THRITE], B PWE, B
yyyymmdd THHMMSSZ .

2 ST TRE e P b S

HRELZEM accessKey #
securityKey &% 545/,
Z 58244 RN B iR R
=B accessKey .
securityKey. “F& M
appkey (JELAD , HFIER
id (AERAD , EREE], %
Ui R A R DL R
PN

_ T4
7~
R

application/json

562b89493b1a40el
b97eal5e50dd8170

33dfa732-b27b-
464f-b1ba-
21ed6845afdb

20211221T1630147

ai—
global. ctapi. cty

un. cn

81



E = L

p -y oy

State Cloud
2. iEKRbodySE)

BT T4
S¥ SHHKA W Tl
PR 5

N R base64gmfid, B A H & T
imageContent & String base64Zmid /78, “mi%jE, DEERIZ, 7 -

a5 “data:image/ jpeg;base64, ”
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Curl -X POST "https://ai-global.ctapi.ctyun.cn/vl/aiop/api/2f6hycj3a9z4/face/PERSON/person/detectMaskFromBase64"
-H "Content-Type: application/json"
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-H "appkey:XXX"

-H "Eop-Authorization:XXX"
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s
"Mask" : false
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base64 SN : {EFEMEY safe base64 FHIBH L

® python FHEFZ(FEFH base64.urlsafe_b64encode() BREIHITIRIS,
® java FHETF(HH BASE6G4.getUrIEncoder().encodeToString() BREUHIT4RAD.
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