du
in

ZOSYIZR1FiEPython_SDK{EF
HEE
THESRE

BXER
o SDKEFEEPUERTHEME WA (A0FEBkEE, mdshttps://www.ctyun.cn/document/1002
6735/10110276)
IRIE ER

IEFERIPython SDK BREIATLASZHEF Python 2.7 LUK Python 3.4 - python3.11(python3.12& LA EhR
NEARTHS), EEMAERNE B L LEEPython(2.X8& 3. X)pip(Python2.X)&& pip3(Python3.X),

SDK%Z %
BERISDKZ NS Mz e LR <RI\,

o Linux F&3E
REPythonkRASDKEAEE, EALITGOMHTRE, BIFETroot P HTRE, TABSHA
TR TR,
Python2.X kg4~

unzip sdk_python2.X.zip

cd sdk_python2.x/sdk/

pip install -r requirements.txt
sh install_extension.sh

Python3.X 74~

unzip sdk_python3.X.zip
cd sdk_python3.x/sdk/

pip3 install -r requirements.txt
sh install_extension.sh

e windows N&3E
TEPythonhRASDKELER), (FRALATGHOHITRE. RERIEZNwindowsEiN EERETHE,
TLRE 8 TosRA0.2ipSeft., TESTHHRERINE, HAwindows® &1, HUTLITHS:
Python2.X higas

pip install -r requirements.txt
python install_extension_window.py

Python3.X k4~

pip install -r requirements.txt
python install_extension_window.py


af://n0
af://n2
af://n3
af://n4
https://www.ctyun.cn/document/10026735/10110276
https://www.ctyun.cn/document/10026735/10110276
af://n7
af://n10

EXBHBE—T, window FEHAIpython install_extension_window.pyan< 245 E486 FHEAservice-
2.s3.sdk-extras.json3 4 NEpythonfJHITER T, WIREHRITHRHREN, FEEBE K service-
2.s3.sdk-extras.json¥£ N ZE| “pythonZZEHR\Lib\site-packages\botocore\data\s3\2006-03-01"FHE
Bp=,

2

EIEUERSDKIEOZHI, FERIERZ0S, ERLATRRGIALAERZOSHEZRFIETPython2.7.5,
RIATETE O,

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="" #access_key

secret_key="" #secret_key

url="" #ZOSERET A
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)

HETERIABYconnect_timeoutiBRTAYEIN60F,, WNEEEZEE, BJLAFEIEE Fconnect_timeout:
(connect_timeoutix g SIRERIARGEZEIR IR ED)

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

from botocore.client import Config

access_key="" #access_key

secret_key="" #secret_key

url="" #zOSERT A

#IC B RN I TR DN 58P, SR EON0

myConfig = Config(connect_timeout=5, retries={'max_attempts': 0})
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url,config=myConfig)

REEIRIBEN

IBKARERIREMEXER, BABRIBRERERIBESE TR, B— MRS NARRIERD
R, BIRREONRRE.
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T
100
200
201
202
204
206
304
400
400
400
400
400
400
400
400
400
400
403
403
403
404
404
404
405
408
409
409
411
412

416

sEIRAI IR

Continue

Success

Created

Accepted

NoContent

Partial content
NotModified
InvalidArgument
InvalidDigest
BadDigest
InvalidBucketName
InvalidObjectName
UnresolvableGrantByEmailAddress
InvalidPart
InvalidPartOrder
RequestTimeout
EntityToolLarge
AccessDenied
UserSuspended
RequestTimeTooSkewed
NoSuchKey
NoSuchBucket
NoSuchUpload
MethodNotAllowed
RequestTimeout
BucketAlreadyExists
BucketNotEmpty
MissingContentLength
PreconditionFailed

InvalidRange



EI=ND FEIRES IR
422 UnprocessableEntity

500 InternalError

BucketiE{E
Create Bucket

IDgEiER

Create Bucket IEKALITHEEWKS TEIE—MFA9Bucket, BRNFAFPESNRIRBREIACIZAIREE
REEI100ME.

TR HREISOKEEAIE, BAAEEH G ERE LEH FEAEEES FOIEEEMN, kEZ
EZRLAELE,

HikRE

create_bucket(

ACL="private"|"public-read",
Bucket="bucket-name",
ObjectLockEnabledForBucket=True|False,
AzPolicy="single-az"|"multi-az",
StorageClass="STANDARD" | "STANDARD_IA" | "GLACIER"

SERER
BHEM
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SHEWR

ACL

Bucket

ObjectLockEnabledForBucket

AZPolicy

StorageClass

IR[Ol455R KeisiaR

'ResponseMetadata’: {
'HTTPStatusCode':

SR

BucketfUACLERE, ECES#Put Bucket
ACL

Bucketf9&FR, KESEEIA3EI631N=F
7, ENEFH, #=E. R () .
EELARRIZ (1) FREkEdERE.

FFREXAFBIEBuckethIObjectBiELD
g8, EABIERINIS®EPut Bucket Object
Lock Configuration

TEHIEURTURIRRE, ANE(EA 'single-
az'fl 'multi-az', PDRIFRIE AZ FiEFIZ
AZ 8. BRANER AZ 4%

MIEMESEE, aN%ER

'STANDARD', 'STANDARD_|A'
'GLACIER', DBIFRTME. SR, T84,
EIARERNE

200,

'RetryAttempts': 0,

'HostIid': "',

String

String

Boolean

String

String

'RequestId': 'tx000000000000000000016-0060a4ca03-47ce2-default’,

'HTTPHeaders': {

'date': 'wed, 19 may 2021 08:19:15 GMT',
'content-length': '0',

'x-amz-request-id"':

default',
'connection':

IEEIER

ResponseMetadata

i

#-*-coding:utf-8 -*-

'Keep-Alive'
g
httpiE IR EIEWE

from boto3.session import Session
from botocore.exceptions import ClientError

import sys

'tx000000000000000000016-0060a4ca03-47ce2-

B & I Ho

ol

iy

i
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def is_client_error(code, e=None):
if e is None:
exc = sys.exc_info()[1]
else:
exc = e
if disinstance(exc, ClientError) and exc.response["Error"]["Code"] == code:
return ClientError
return type("NeverEverRaisedexception", (Exception,), {}) if e 1is None else
False

def test_cb(bname, acl):
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
#fl%session
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
try:
#RHLTE R
response =
s3_client.create_bucket(Bucket=bname,ACL=acl,AzPolicy="single-
az",StorageClass="STANDARD")

except is_client_error("BucketAlreadyExists"):
print('catch exception BucketAlreadyExists')

except is_client_error("BucketAlreadyOwnedByYou"):
print('catch exception BucketAlreadyownedByYou')

except is_client_error("InvalidBucketName"):
print("catch exception InvalidBucketName")

else:
print(response)

if _name__ == "_main__":

bucket = 'testing-bucket'

ACL = "private"

test_cb(bucket,ACL)

Delete Bucket

TJgEi% B

Delete Bucket i5SKEJLATEFEENS THHIFR Bucket, MBRZBIZEESK Bucket 9%,
HiEREE

delete_bucket(Bucket="string")

SHi%EA

SHEW SR e BEBYLR

Bucket EERIFRAIBuUcketZFR String 2
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IR [O]455Ri5ER

{
"ResponseMetadata": {
"HTTPStatusCode": 204,
"RetryAttempts": O,
”HOStId": llll,
"RequestId": "tx00000000000000000006d-0060afde86-386a-default",
"HTTPHeaders": {
"date": "Thu, 27 May 2021 18:01:43 Gm™MT",
"x-amz-request-id": "tx00000000000000000006d-0060afde86-386a-
default"
}
}
3
IREIER
IBEIZR g -5}
ResponseMetadata httpiEKIREIZWE Dict
<l

#-*-coding:utf-8 -*-

from boto3.session import Session

from botocore.exceptions import ClientError
import sys

def is_client_error(code, e=None):
if e is None:
exc = sys.exc_info()[1]
else:
exc = e
if isinstance(exc, ClientError) and exc.response["Error"]["Code"] == code:
return ClientError
return type("NeverEverRaisedException", (Exception,), {}) if e is None else
False

def test_rb(bname):
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
# fill7#session
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
try:
# Kitdelete bucket ifk
response = s3_client.delete_bucket(Bucket=bucket)

except is_client_error("NoSuchBucket") as e:
print('catch exception NoSuchBucket')

except is_client_error("InvalidBucketName") as e:
print("catch exception InvalidBucketName")

except is_client_error("BucketNotEmpty") as e:
print("catch exception BucketNotEmpty")
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else:
print(response)

if _name__ == '_main__":
bucket = 'test-bucket2'
test_rb(bucket)

Head Bucket

ThaEises

Head Bucket IERATLAFIKIER AN Bucket REFERE ZEBENRILEIZBucket( Eftt A& TBucket),
HiERE

head_bucket (Bucket="bucket-name")

SEi5A
o A Sk KB EEYUR
Bucket BucketB9&ZFR String 2
iIR[El4ER58H
{

'ResponseMetadata’: {
'"HTTPStatusCode': 200,
'RetryAttempts': O,
'Hostid': '',
'RequestId': 'tx000000000000000000017-0060a4cd72-47ce2-default’,
'"HTTPHeaders': {
'content-length': '0',
'connection': 'Keep-Alive',
'x-amz-request-id': 'tx000000000000000000017-0060a4cd72-47ce2-

default',
'x-rgw-object-count': '3"',
'date': 'wed, 19 mMay 2021 08:33:54 GMT',
'x-rgw-bytes-used': '20971986'
}
}
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IREISR

ResponseMetadata

HTTPStatusCode

X-rgw-object-count

x-rgw-bytes-used

il

#-*-coding:utf-8 -*-

ik

httpiEKIR [E4E
httpiEIRTSHD

ZBucket SCIRFAERIS4EIE, IERTIOAISEEE, FBucket
ZHRAHEX, ©%Put Bucket Versioning , BLEIA44MIBRATART
BRFRBEEIEMR, FERTEIERS.

SRIBucket> 4 HIEAISERRZSE), BUFTS

from boto3.session import Session

import boto3
# NCEIN

access_key="your access key"
secret_key="your secretkey"

url="zos endpoint"

# f#session

session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)

try:
# R R

print(s3_client.head_bucket(Bucket="bucket-aa"))
except Exception as e:
error_message = str(e)

if "An error occurred (404)

in error_message:

print("bucket not exist")

else:
print(e)

List Bucket
INeEiR AR

List Bucket ATLAZIHIBERAFABRIFTARIbucketFIZR,

AR
Tist_buckets()

SENiRER
%

B
Dict

Int

Int

Int
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IR [O1455Ri5ER

{"owner": {"DisplayName": "Tiubingrun", "ID": "void"},
"Buckets": [
{"CreationDate": datetime.datetime(2021, 5, 28, 8, 21, 52, 776000,
tzinfo=tzutc()),
"Name": "test-bucket"
b
{"CreationDate": datetime.datetime(2021, 5, 28, 8, 21, 56, 389000,
tzinfo=tzutc()),
"Name": "test-bucketl"
L
{"CreationbDate": datetime.datetime(2021, 5, 28, 8, 21, 57, 765000,
tzinfo=tzutc()),
"Name": "test-bucket2"

1,
"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx00000000000000000000f-0060b0a885-20bdd-default",
"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Fri, 28 May 2021 08:23:33 GMT",
"x-amz-request-id": "tx00000000000000000000f-0060b0a885-20bdd-

default",
"content-type": "application/xml"
}
3
}
IROZER fEid 5]
ResponseMetadata httpiEKIR [EIEUE dict
Owner HIHAbucketf9EE dict
Buckets bucketfy71Z= list
a5l

#-*-coding:utf-8 -*-
from boto3.session import Session
#1C E T
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
#fisession
session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)
#IELIE R
response = s3_client.list_buckets()
print("%s's bucket:" % response["Owner"]["DisplayName"])
for bucket in response["Buckets"]:
print('bucket: %s create on %s' %
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(bucket["Name"], bucket["CreationbDate"]))

List Bucket Object
Thgeisieg
List Bucket ObjectiEsKAILAFIHiZ Bucekt FERDEEATEODject, REIZIERFEME Read YR,

HikFER

client.list_objects(
Bucket="string',
Delimiter="string',
Marker="string',
MaxKeys=123,
Prefix="string',

S5

SH2Mm SR -] EEWR
Bucket Bucketf9Z#R String =
Delimiter ST BT T EHIFRT String a
Marker AORistHRIERIREIA R String B
MaxKeys —RiR[ElkeysFIRAEIE (EMAEFILBR/91000) Integer B

Prefix R EIRERkeyHIRTER String )

IRBIZERi%EE
{
"Name": "demo-bucket",

"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx0000000000000000008c2-0060b455b8-20bdd-default",
"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Mon, 31 May 2021 03:19:20 GM™MT",
"x-amz-request-id": "tx0000000000000000008c2-0060b455b8-20bdd-

default",
"content-type": "application/xml1"
}
e
"MaxKeys": 100,
"Prefix": "",
"Marker": "",
"EncodingType": "url",

"IsTruncated": False,
"Contents": [

{


af://n288
af://n289
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af://n325

"LastModified": datetime.datetime(2021, 5, 31, 1, 36, 11, 396000,

tzinfo=tzutc()),
"ETag": ""5e692532922c938080e691a0f895993d"",
"StorageClass": "STANDARD",
"Key": "test/f3/f3_3",

"owner": {
"DisplayName": "void",
"ID": "Vo-i dll
1,
"Size": 1377
T
]
}
iIR[OgEE ik
ResponseMetadata httpiE kiR EIEHE
Name Bucket BYZFR
IsTruncated IRBIERZEEEMRT
Contents WAEINSELRTIES
NextMarker LERWERT, NEEsTrERNMarker:
f5

from boto3.session import Session

def test_lb(bname):
# MBI
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
#f0l%#session
session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)
#R T R
response = s3_client.list_objects(Bucket=bname, MaxKeys=100)
for obj in response["Contents"]:
print('object: %s Size: %s Owner: %s' %

(obj["Key"], obj["size"], obj['Oowner']['DisplayName']))

def test_Tb_bDelimiter(bname):
# MBI
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
#tll##session
session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)
#RETE R

response = s3_client.list_objects(Bucket=bname, Prefix='test/',

Delimiter='/", MaxKeys=100)


af://n352

# ATEISS
if "CommonPrefixes" in response:
for prefix in response["CommonPrefixes"]:
p = prefix['Prefix']
print(p)

response = s3_client.list_objects(Bucket=bname, Prefix=p)

for obj in response["Contents"]:
print('object: %s Size: %s Owner: %s' %

(obj["Key"], obj["size"], obj['owner']['DisplayName']))

else:
print("No CommonPrefixes™)

if _name_ == '_main__":
bucket = 'demo-bucket'
test_1b(bucket)
IFIRE(" mommmeemmccosccccnccsncccaosaa D)

test_Tb_bDelimiter(bucket)

Put Bucket Policy
Ihgeikap
Put Bucket Policyi&akFIFZ0S S3 bucketig EfHME.

HikRE

put_bucket_policy(
Bucket="bucket-name",
Policy="{"
'"version": "2012-10-17",'
'"Statement":['

l{l
l'lS.id": l'.id_lll’l
""Effect": "Allow",’
IIIPr_inC_ipa'lll: ll*ll’l
'"Action": [ "s3:PutObject"],'
'"Resource": ["arn:aws:s3:::acl3/*"]"
l}l
l] Ll
l}l
)
S4%A
SHEMR SR i) BEYR
Bucket BucketfY&ZFR String =
Policy R EEbucket FRIZRRR String 2

Bucket PolicyZER AT :
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FB

Version

Id

Statement

Sid

Effect

Principal

Action

Condition

Resource

NotResource

IR [O1455Ri5ER

i
fRFE5Amazon S3—3, FTZ#F"2012-10-17"F1"2006-03-01"
ESRIEID, FEREEAIME—IRR

TRERIRIA, ENTERNPRIES], SRERIEAIStatementa]H
SEMAER, BREAR— Ndict, BRBRTEEUTFR:
Sid Effect Principal Action ReSource Condition

REIEERISHNARIID

RERIRAUR, RS EA SR RIBAISIRZIZZ A RIE 2%
K, EEFEK: BEEAAlow’, IBHEIEK: EENDeny”

IR, BB ARERISHNARTERRBR, RIEmR ",
FAFTBAR. BXEANuser# TIEAET, Principalt&z{/9"AWS":

"arn:aws:s3:::user/userld"

B, BMEEAFRMRISHARTERRNZOSEE, LIFIRFAE
W, AEESFEERME, LIESHER. SHHBEM ™, TNXRIRE
ETHIORTE#ME. FERAYAction

B"s3:GetObject", "s3:GetObjectAcl", "s3:PutObject”,
"s3:PutObjectAcl"&

FHHEG), 1EEAFMRISATIRGIRSM. ATLABE Conditiond
ZOSEFRBIAYE, /a0 "Condition™: {"StringEquals":
{"aws:Referer":["waw.ctyun.cn "]}, IEASANEREffectA"Allow”, M
FEFRE" www. ctyun. cn "BYIEK; IR Deny”, MiE4s,

IEERREBIN—ARE, SHSHEEk /" frERIR

IBERIEAMERN—RZR, RISIBERT BRItz /MIEEZR, B
{&[F Resource

'ResponseMetadata’: {

default’

'RequestId’':

'"HostId': "',
'"HTTPStatusCode': 200,
'"HTTPHeaders': {
'x-amz-request-id': 'tx0000000000000000000e2-0060adh2d8-105a-

3

'content-length': '0',
'date': 'wed, 26 May 2021 02:30:48 GMT',
'connection': 'Keep-Alive'

'RetryAttempts': 0

3

xB
string

string

list

string

string

dict

list

dict

string

string

'tx0000000000000000000e2-0060adb2d8-105a-default"’,

iy

iy

Him

iy

el

aJi%,
Resource 5
NotResource
BEE—

ali%,
Resource 5
NotResource
wE—
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IREIER ik e

ResponseMetadata httpiEKiR EIEHE Dict
HTTPStatusCode httpiE RS Int
o]

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
#1C E I
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
#fl%session
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
#REIE K
res = s3_client.put_bucket_policy(
Bucket="bucket-name",
Policy="{"
'"version": "2012-10-17","
'"'Statement":["'

L
'"sid": "id-1","
'"Effect": "Allow",'
""Principal”: "*",'
""Action": [ "s3:PutObject"],’
'"Resource": ["arn:aws:s3:::acl13/*"]"'
g

print(res)

Get Bucket Policy

Thggik e

Get Bucket Policyi K ARBUREE—bucket EAISRAZ
HiERE

get_bucket_policy(Bucket="bucket-name")

SE5EE

o e Sk xE EEYLR

Bucket BucketB92R String =
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IR [O]455Ri5ER

{
'ResponseMetadata'’: {
'RequestId': 'tx0000000000000000000e3-0060adb4f8-105a-default’,
'Hostid': "',
'HTTPStatusCode': 200,
'HTTPHeaders': {
'x-amz-request-id': 'tx0000000000000000000e3-0060adb4f8-105a-default’,
'content-type': 'application/json',
'content-length': '182"',
'date': 'wed, 26 May 2021 02:39:52 GMT',

'connection': 'Keep-Alive'
be
'RetryAttempts': 0
be
"Policy': '{
"version": "2012-10-17",
"1d": "s3PolicyIidl",
"Statement": [
{
"sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::bucketl/*"
}
]
1
}
IBEIER fid 5]
ResponseMetadata httpiEsKiR EIEHE Dict
HTTPStatusCode httpiERIRSG Int
Policy IREbucketfpolicy Dict
o]

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

#1 E T

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

#f#session
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
#IELIR R
print(s3_client.get_bucket_policy(Bucket="bucket-name™))
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Delete Bucket Policy

INgeiR e
Delete Bucket PolicyiZk AMERIR BT Nbucket ERIFERE
HiERE

delete_bucket_policy(Bucket="bucket-name")

S5 e
SHaEW SR S5 BRYR
Bucket BucketB9&ZFR String =2

IR [E1455Ri5t08
{

'ResponseMetadata’: {
'RequestId': 'tx0000000000000000000e4-0060adb8ac-105a-default’,
'"HostId': "',
'HTTPStatusCode': 200,
"HTTPHeaders': {

'x-amz-request-id': 'tx0000000000000000000e4-0060adb8ac-105a-

default',
'content-length': '0',
'date': 'wed, 26 mMay 2021 02:55:40 GMT',
'connection': 'Keep-Alive'
I
'RetryAttempts': 0O
}
}
IBEIER A E-3i4]
ResponseMetadata httpiEKiREIZWE Dict
HTTPStatusCode httpiE IR Int
]l

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print(s3_client.delete_bucket_policy(Bucket="bucket-name™))
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Put Bucket ACL
AL

IREBucketfIACL, IE=HIXTBuckethIiBIAIRIR, ZIRFRERFEBWRITE_ACPHR,
E=MARIREACL, =MAXACEFER, SRR —TSHEE. HS, BETACLSHAE T
1BE, BIREMENHEREIACL, FEEFISERPHTRIN, EiZS5ECIvR, el lMERS
SRR, 1iZSEUERIBRLHITEIE; AccessControlPolicy2EA T AIGrantS 805 X ET LA
FXERP TN, AccessControlPolicy SZUBIHIEKRAMERE, MGrant BT IERLEE. =
MERESBEFEEACLEN, SIEHEEESIRIR, SHRBREEACLEN, MISEEREBIER
ACLIINEIARIBERIRIN A (ACLBHA X SHIANSRFIAERPRIZIFULL_CONTROL, m5B4MaEH
ARVAREBEERACLEM) .

HikRE

put_bucket_ac1(
Bucket="string',
ACL="private'|'public-read"',
AccessControlPolicy={
'Grants': [

{
'Grantee': {
'"Type': 'Canonicaluser'|'AmazonCustomerByEmail'|'Group',
'ID': 'string',
'"EmailAddress': 'string',

'"URI': 'string'
b
'Permission':
"FULL_CONTROL ' | "WRITE'| "WRITE_ACP'|'READ'|'READ_ACP'
be
1
'owner': {
'ID': 'string'
3
e
GrantFullcControl="string"',
GrantRead="'string',
GrantReadACP="string',
Grantwrite='string',
GrantwriteACP="string"',

SRR
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SHEM

Bucket

ACL

AccessControlPolicy

Grants

Grantee

Type

ID(Grantee)

EmailAddress

URI

Permission

Owner

ID(Owner)

GrantFullControl

GrantRead
GrantWrite
GrantReadACP

GrantWriteACP

IREI45RiER

Sk
BucketH9ZFR

FhE X HIEIREACL,
EYESERE

'private’
'public-read'

BASMEGIRN—MEFRBEESH

sl
WA

BRI FAFRE,

HEEE

'CanonicalUser'
'AmazonCustomerByEmail"Group'

WHRRABFID

WIS (3 HRITESERFERRRIRTE, emailAddressHIASZS, R

{#FemailAddress/R,)

HAZAURI
EESEEN

FRFEHAF: http://acs.amazonaws . com/groups/global/Allusers
FFBIANIERF: http://acs.amazonaws . com/groups/global/Authenticatedusers

A AR F ISR,
RETE
'FULL_CONTROL'
"WRITE"WRITE_ACP'
'READ"READ_ACP'

Bucketfig#&
BucketfE&ID

BIENBFE LB Tread, write, read ACP, and write ACP#{E
LARGrant*2%7, 1&z{EBR"id=xxxx"g("emailAddress=xxxx"B&"uri=xxxx"LARth
NEE (BESER) (F LeIESEHERIERD, emailAddressHHHAZ

¥, REEFERBemailAddress/AR)

WA AT LA TR, BPlist object
W AFA LI TEIRE, ISR, MRSESSRETECHNS

R AT LUSEERBAIACL
AR A AT LUESERIACL

'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': O,
'HostId': '',

'RequestId':

'HTTPHeaders': {

default',

'date': 'wed, 02 Jun 2021 02:52:37 GMT',
'content-length': '0',
'tx000000000000000000001-0060b6f275-2cf25-

'x-amz-request-id"':

'content-type': 'application/xml',
'connection': 'Keep-Alive'

KB

String

String

dict

list

dict

String

String

String

String

String

dict

String

String

String
String
String

String

Ho
iy
&
=N

ACLBHTTHM/R, EfthFi
B, NABEER

ZITE TR, BEfRmisET
NUAEEREF

ZAE TR
[EVE A

[EVE A

Type/g'CanonicalUser', %=
ERIBIR

MR Type
J9'AmazonCustomerByEmail',
MhZZF B

R Types'Group', MZFE:
IR

ZITH TR
ZHH AR
ZE R
&
&
&
a
&

'tx000000000000000000001-0060b6f275-2cf25-default’,
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IREIER Hiig

ResponseMetadata httpiERIR[EIEHE
HTTPStatusCode httpiE FAIRSAS
il

from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-1"

#ac1 =407
res = s3_client.put_bucket_acl(Bucket=bucket_name, ACL='private')
print(res)
#AccesscontrolPolicy iz
res = s3_client.put_bucket_acl(

Bucket=bucket_name,

AccessControlPolicy={

'Grants': [

{
'Grantee': {
'Type': 'CanonicaluUser',
'ID': 'test-1",
b
'Permission': 'READ'
L
{
'Grantee': {
'Type': 'Canonicaluser',
'ID': 'test-2',
I
'Permission': 'READ'
b
{
'Grantee': {
'Type': 'AmazonCustomerByEmail',
'EmailAddress': 'abc@abc.com',
B
'Permission': 'READ'
b
e
'owner': {
'ID': 'test-1'
3

)

print(res)

#Grant =

res = s3_client.put_bucket_acT(


af://n634

Bucket=bucket_name,

GrantReadACP="'1id=test-4",

GrantwriteACP="'emailAddress=def@def.com")
print(res)

Get Bucket ACL

IhaEiER

Get Bucket ACL $%FSRIREN Bucket B9 ACL, BIEfEHE (Bucket) BUIHIARBRIZHIFIR. ZIRIEFE

READ_ACPHR, ZINBEREIRILEERSPUt Bucket ACLEBE—3, BEEEETEMNE, WRLAMPEET
B, IREERPESLS R AR DI, BiTypeA&RAmazonCustomerByEmail, T2
CanonicalUser,

HikRE

get_bucket_acl(Bucket="'string')

SELREB
sHaMm SHEx HE EBWR
Bucket BucketB9BFR String 2
IREI45Ri%08
{
'owner': {
'DisplayName': 'test-1',
'ID': 'test-1'
B
'Grants': [
{
'Grantee': {
'Type': 'Group',
'"URI': 'http://acs.amazonaws.com/groups/global/Allusers’'
b
'Permission': 'READ'
e
{
'Grantee': {
'EmailAddress': '',
'Type': 'Canonicaluser',
'DisplayName': 'test-1',
'ID': 'test-1'
e
'Permission': 'FULL_CONTROL'
bl

'ResponseMetadata'’: {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': "',
'RequestId': '"tx000000000000000000005-0060b6f276-2cf25-default’,
'"HTTPHeaders': {
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af://n653

'date': "wed, 02 Jun 2021 02:52:38 GM™MT',
'content-Tlength': '843"',

'x-amz-request-id': 'tx000000000000000000005-0060b6f276-2cf25-

default',

'content-type': 'application/xml',

'connection': 'Keep-Alive'

}
}

}
IBREIZR iR e
Owner BucketFhiB& Dict
DisplayName(Owner) BucketFhFE&EHETA String
ID(Owner) BucketfrBEBIFBFID String
Grants EINFIER list
Grantee SN AR dict
Type s s Sl string
URI A URI string
ID(Grantee) I EPID string
DisplayName(Grantee) WA RS string
EmailAddress AR B HBFE string
Permission AR string

i

from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-1"

res = s3_client.get_bucket_acl(Bucket=bucket_name)
print(res)

Put Bucket Lifecycle Configuration
LhggiEE

Put Bucket Lifecycle ConfigurationiZ[O RS N Bucket B34 apEEARINI,
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HikER

put_bucket_T1ifecycle_configuration(
Bucket="string',
LifecycleConfiguration={
'Rules': [
{
'Expiration': {
'Date': datetime(2015, 1, 1),

'Days': 123,
be
'ID': 'string',
'Prefix': 'string',
'Filter': {
'Prefix': 'string',
'Tag': {
'Key': 'string',
'value': 'string'
b
'And': {
"Prefix': 'string',
'Tags': [
{
'Key': 'string',
'value': 'string'
be
]
}
be

'Status': 'Enabled'|'Disabled',
'Transitions': [

{
'Date': datetime(2015, 1, 1),
'Days': 123,
'StorageClass': 'GLACIER'|'STANDARD_IA'|'STANDARD'
b
1¢
'"NoncurrentversionTransitions': [
{
"NoncurrentbDays': 123,
'StorageClass': 'GLACIER'|'STANDARD_IA'|'STANDARD'
B
I

'NoncurrentVersionExpiration': {
"NoncurrentDays': 123

B

'AbortIncompleteMultipartUpload': {
'DaysAfterInitiation': 123


af://n709

S

BHEW

Bucket
LifecycleConfiguration
Rules

Expiration

Date

Days

Filter
Prefix
Tag
Key

Value

Status

Transtions

StorageClass

NoncurrentVersionTransitions
NoncurrentDays

NoncurrentVersionExpiration
AbortincompleteMultipartUpload

DaysAfterlnitiation

IR [E1455Ri568

"ResponseMetadata": {

SR

TRIRME—RIRNY

IEEFERETR

S EHINIAO SRR

EanEERHINY

FA B R AU S R SR AT HART A)
TS SRASTHA R A, B #3/91S08601
820, BISUTCHRORY
TSR MNLTRAIREL

oRENEEESSES
ANAIA ST W[ESP ESETEE

Rz PN BB FE BRI R
IRERIETR

ERE

TRRESMNEMN , BIEE:
Enabled, Disabled

R R(ARI 1 FZIEERIStorage

Class

TR AR R BS540
STANDARD/STANDARD_IA/GLACIER
TRIRD SERR AN A i AL

PRI SRAOFE SERR A ZARLTERAIR
%

PR SERRAS BT HRALNY
IRRBRARTT IS R L&
TRR—IRDBR LERSTFERE

"HTTPStatusCode": 200,

"RetryAttempts": O,

nwn

"HostId": s

string

string
dict
list

dict

datetime

integer

dict
string
dict
string

string

string

list

string

list

integer

dict
dict

integer

REYR
=

&, B
E, WFE
E, BEiER
ID

il

il

0 fD

Date5Days
Zid—

Date5Days
Zid—

iy

D I HO

H

il

A
A

IR B TFiE
M, =R

A
A

iy

H o

iy

"RequestId": "tx000000000000000000071-0060b9%e5aa-aca5-default",

"HTTPHeaders": {

"date": "Fri, 04 Jun 2021 08:34:50 GMT",
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"content-Tength": "0",
"x-amz-request-id": "tx000000000000000000071-0060b9e5aa-aca5-
default",

"content-type": "application/xml"

il

#-*-coding:utf-8 -*-

from boto3.session import Session

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client('s3', endpoint_url=url, verify=False)

bucket_name = 'public'

# R R

res = s3_client.put_bucket_11ifecycle_configuration(
Bucket=bucket_name,
LifecycleConfiguration={

'Rules': [
{
'Expiration': {
'Days': 365
b
'ID': 'Lifecycle Test',
'Status': 'Enabled',
'Filter': {
'And': {
'Prefix': 'test',
'Tags': [
{
'Key': 'tag-1',
'value': 'val-1'
e
1
3
b

Get Bucket Lifecycle Configuration
LhaEiEE

Get Bucket Lifecycle ConfigurationiZ[FIsRIREN Bucket R4 ER/EIEAFINY.,
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HikER

get_bucket_T1ifecycle_configuration(
Bucket="string',

SE5EE

SHEW SEiR E ] BEYm
Bucket IEEFERETR String =

IR [E1455Ri5i08

'Rules': [

'Expiration': {
'Date': datetime(2015, 1, 1),
'Days': 123,
'ExpiredobjectbDeleteMarker': True|False

b
'ID': 'string',
'"Prefix': 'string',
'"Filter': {
'Prefix': 'string',
'Tag': {
'Key': 'string',
'value': 'string'
i
'And': {
'Prefix': 'string',
'Tags': [
{
'Key': 'string',
'value': 'string'
B
]
3
b

'Status': 'Enabled'|'Disabled',

'Transitions': [

{
'Date': datetime(2015, 1, 1),
'Days': 123,
'StorageClass': 'GLACIER'|'STANDARD_IA'|'STANDARD'
b
1g
'"NoncurrentversionTransitions': [
{
"NoncurrentbDays': 123,
'StorageClass': 'GLACIER'|'STANDARD_IA'|'STANDARD'
b
1;

'"NoncurrentvVersionExpiration': {
'NoncurrentDays': 123
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b

'AbortIncompTleteMultipartUpload': {
'DaysAfterInitiation': 123

e

e

"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,

nwn

"HostId": s

"RequestId": "tx000000000000000000073-0060b%ec59-aca5-default",

"HTTPHeaders": {

"date": "Fri, 04 Jun 2021 09:03:21 GMT",
"content-Tength": "332",
"x-amz-request-id": "tx000000000000000000073-0060b9%ec59-aca5-

default",

"content-type": "application/xml"

}
}
}
IREIGR fEik
Rules A apFEIEEN
Expiration XIERATIS HERANY
Date XISANTHIE AR
Days ISR ZHINLIRAIREL
ID ARIRME—RIRRNY
Filter ISR FBRINIAIRT S
Prefix VAW S PO EETIES
Tag NN BB S ER e AIRTSR
Key RESHIEFR
Value RERYE
TRREER AN , BJiEE: Enabled,
Status .
Disabled

Transtions MRS AR FEIFEERIStorage Class

StorageClass

NoncurrentVersionTransitions
NoncurrentDays
NoncurrentVersionExpiration
AbortincompleteMultipartUpload
DaysAfterlnitiation

ResponseMetadata

TR RE R ER A1, 40
STANDARD/STANDARD_IA/GLACIER

PR SERRASBEE T BRI

PRI SRAY P SERRAS AN £TRAIREL
IR SERRAS BT HRALNY
IRRERRARTERAI DR L&
WRR—IRD R EERESFHERE
httpiESiR [EEHE

S5

list

dict
datetime
integer
string
dict
string
dict
string

string
string
list
string
list
integer
dict
dict
integer

Dict



il

#-*-coding:utf-8 -*-

from boto3.session import Session

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client('s3', endpoint_url=url, verify=False)
bucket_name = 'public'

res = s3_client.get_bucket_11ifecycle_configuration(
Bucket=bucket_name

)
print(res)

Delete Bucket Lifecycle

Thgeisieg
Delete Bucket Lifecycle $Z1FA3EMIFR Bucket BRI A EHAFANY,
HiERE

deTete_bucket_lifecycle(Bucket="string')

SR
SHER SR E5:5) BRYM
Bucket IEEFERER String =

IR [E]45 55 BE
{

"ResponseMetadata": {
"HTTPStatusCode": 204,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx000000000000000000091-0060b9f573-aca5-default",
"HTTPHeaders": {
"date": "Fri, 04 Jun 2021 09:42:11 GM™MT",
"x-amz-request-id": "tx000000000000000000091-0060b9f573-aca5-

default",
"content-type": "application/xml"
}
}
}
IREER fid 35

ResponseMetadata httpiEKiR[EIZHE Dict
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#-*-coding:utf-8 -*-
from boto3.session import Session

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client('s3', endpoint_url=url, verify=False)
bucket_name = 'public’

res = s3_client.delete_bucket_Tifecycle(
Bucket=bucket_name
)

print(res)

Put Bucket Website
INeEiR AR

JAFAPutBucketWebsite# 1577 iE=SE (Bucket) REMFHSMIGEERIIFIREHEEMN
(RoutingRule) .

HikRE

put_bucket_website(

Bucket="string',
WebsitecConfiguration={
'ErrorbDocument': {

A}

'Key': 'string'
I
'IndexDocument': {

'suffix': 'string'

e

'RedirectAllRequestsTo': {
'"HostName': 'string',
'Protocol': 'http'|'https'

e

'RoutingRules': [
{

'condition': {
'"HttpErrorcCodeReturnedequals': 'string',
'KeyPrefixEquals': 'string'

b

'Redirect': {

'"HostName': 'string',
'"HttpRedirectCode': 'string',
'Protocol’': 'http'|'https',
'ReplaceKeyPrefixwith': 'string',
'ReplaceKkeyWith': 'string'

3

I
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}
)

SE5EE


af://n960

SHEM
Bucket

WebsiteConfiguration

ErrorDocument

Key

IndexDocument

Suffix

RedirectAllRequestsTo

HostName

Protocol

RoutingRules

Condition

HttpErrorCodeReturnedEquals

KeyPrefixEquals

Redirect

HostName
HttpRedirectCode

Protocol

ReplaceKeyPrefixWith

ReplaceKeyWith

SiEid
bucket ZFR
BERNEEEENEE

HNRTRYECE. B 404 TURISTES,
{SZHEHRESRT html, jpg. png.
bmp. webp #&zCHISZE, AENAEHE
BRIA 404 THRE.

IEEBAERSALRONISRE, HREER
Bk EEEHN FREIRIBEER
B, BRERZNSBRIAS. FlanEsE
AOttBlE/9example.com/folder/txt.txt,
NSEFRIEIRIRS SR Jafolder/txt.txt

B MHECE. BUABETRIGE, 132
FHRERThtml 882093, A=A
BREFAEURE.

IEREZRE MAERINSIREER. FlaNisER
index.html, BPAZHIBRRFHEBIVEE
R, <BmRE index.html IAA,
HEYinaSarticle/BREY, £BIR
[A] article/index.htmIFIAE

EEAEEREE, ZRUSEMERN
B, thatRiRER T EEARNAEE
BcEEAIN.

EEEEAENZ

EEMRFERRIMNY, FOAMERREIERA
Y

T
E NS EiT=

IEEEEAMVAERIGLERYS, [
FECEAXKGRERS, FIa04038404

EEEERMUAINSERIE LA

EEABNEE, TUREMNEERR
B, TREsEMY, HEERR
A, TR SR

BEEAHRESZ
httpiREIRSANY ,

BEMERERIIMY, FAERRE
STz SIS

EEEEAMUIRAREER BrISR
#, SeaNABIERIAERFATILECE]
RYRIZRERS, {XAJ{E Condition /3
KeyPrefixEquals FH&E

EEEEEMNNEAEERBRAITSR

2, BRSANERENRAERENSR
i

dict

string

dict

string

dict

string

string

dict

dict

string

string

dict

string
string

string

string

string

ali

D

iy

il

ali

i

iy

iy Ho

iy

i

HconditionFeEfF,
HttpErrorCodeReturnedEquals
#KeyPrefixEquals F& REEED
g

HconditionFREfG,
HttpErrorCodeReturnedEquals
FKeyPrefixEquals FiE R EERT
a1

RoutingRulessF N EFLE,

iy

i

7|

ReplaceKeyWith 5
ReplaceKeyPrefixWith #4i%E

ReplaceKeyWith 5
ReplaceKeyPrefixWith w4i%E
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{

'ResponseMetadata’: {
Fob
IROZER g

ResponseMetadata httpiEXRIREIEEE, SIFERRENREIB M RequestiDESE

il

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secretkey"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
#RETE R
response = s3_client.put_bucket_website(
Bucket="bucket-ac',
contentMD5="",
#ILEGEE
websiteConfiguration={
'Errorbocument': {
'Key': 'error.html',
e
'Indexbocument': {
'suffix': "index.html',

L
'RoutingRules': [
{
'Condition': {
'"HttpErrorcCodeReturnedequals':
'KeyPrefixEquals': 'kk'
b
'Redirect': {
'HostName': '127.0.0.1'",
'"HttpRedirectCode': '404',
'Protocol': 'https'
3
e
1
}
)

print(response)

404",


af://n1062
af://n1073

Get Bucket Website

TJgEiEB

GET Bucket website BRI TFEIISTFERREKABHSMILEERER.
HiERE

client.get_bucket_website(Bucket="string')

SE5EE

SHEM S8R E i)
Bucket FhEmER string

IR [E1455Ri5t08

{
'RedirectAl1RequestsTo': {
'"HostName': 'string',
'Protocol': 'http'|'https'

B
'IndexDocument': {
'suffix': 'string'

e
'ErrorDocument': {
'Key': 'string'
be
'RoutingRules': [
{

'Condition': {
'"HttpErrorcCodeReturnedequals': 'string',
'KeyPrefixEquals': 'string'

b

'Redirect': {

'HostName': 'string',
'HttpRedirectCode': 'string',
'Protocol': 'http'|'https',
'ReplacekeyPrefixwith': 'string',
'Replacekeywith': 'string'

3

b

1}
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IREISR

ErrorDocument

Key

IndexDocument

Suffix

RedirectAllRequestsTo

HostName
Protocol
RoutingRules

Condition
HttpErrorCodeReturnedEquals

KeyPrefixEquals

Redirect

HostName

HttpRedirectCode

Protocol

ReplaceKeyPrefixWith

ReplaceKeyWith

il

ik
BRI E S

IEEBMAERERSRE, SREERERS
BEEAMNPIBEREEERN, BREZISREE
RIRE

RE I ERRR

IBERS IMEINSEEL. FlulisE/s
index.html, BBAZBIBEEFERRIRERE, &
BaiR[E] index.html BIRNZE, =& ZHiHEE
article/BRAET, £BanR[A| article/index.htmlfy
a

BEREIEKEESRS, ZHINSEMRNE
. HERER T EEEMN AR ERMN
.

BEEMRIENS

EERRSERIIMY, BOAERRIZRAIMNY
BEEAMNEESSE

BEEAMNFEAEE

BEEEEMNEIRL LRSS, AIStiE
AXXIR[EIRS, Ha04038404

IEEEEEHNAIRISERIRITEC R

EEMSUES, TLEREMNEEREbDEL.
TUEEGEMENY, SREERAT, BaLEEREIR
.

BEEREER
httpix[EIRZHEN,

BEEABERERIMNY, FAERRIEKRETZENA
AYHHY.

EEEEEMNNEARETER BirNIsE, Bt
B AERRSER P AT BRI RRTERER D, AT
£ Condition /9 KeyPrefixEquals BHZ &

EEEEOMNNEFEEDBMMIRE, Bik
HABRENRIBERAISRE

string

dict

string

dict

string
string
dict

dict

string

string

dict

string

string

string

string

string
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#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"
secret_key="your secretkey"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
#RALTE R

response = s3_client.get_bucket_website(
Bucket="'examplebucket")

print(response)

Delete Bucket Website

TJgEiEB

DELETE Bucket website iESkF T FiEE-RRIEHSMILECE.,
HiERE

client.delete_bucket_website(Bucket="'string"')

SRR

SHEW SHER 5] ERWR
Bucket EpRESIuLEC BRI BB IR string b=
IR [E]45Ri5% B
{
'ResponseMetadata’: {
Yol
IBEIER ik 2B
ResponseMetadata httpiEKIREIEWE, BEBEKIRENRSIERRequest| DEE Dict

il


af://n1169
af://n1170
af://n1172
af://n1174
af://n1186
af://n1197

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"
secret_key="your secretkey"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
#RALTE R

response = s3_client.delete_bucket_website(
Bucket="'examplebucket")

print(response)

Put Bucket Tagging
ThREisER

JHEERIBucketiZEIRE. — M BucketliRBIFESOMRE. ZIREEESs3:PutBucketTaggingSUR, 1%
HFFEERAREZIIR. M FaBEREIRE.

HikRE

put_bucket_tagging(
Bucket="string',

Tagging={
'Tagset': [
{
'Key': 'string',
'value': 'string'
e
]
b
SR A
=
882 &
= iR 3Ry
il
Bucket BucketfY4Z %R String =
IREERR, WHARESIIR, RES50MRE, BMRSEHERRE
Tagging ¥, keyERK128%F%y, valueFRA256%F 1, valueB[LAAZS, keyfl dict 2

valuetggutf-84%15

IR [E1455Ri5t08

'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': O,
'Hostid': "',
'RequestId': "tx000000000000000000002-0060aeeb68-28109-default’,
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'HTTPHeaders': {
'date': 'Thu, 27 May 2021 00:44:24 GMT',

'content-length': '0',
'x-amz-request-id': 'tx000000000000000000002-0060aeeb68-28109-default’,
'content-type': 'application/xml',
'connection': 'Keep-Alive'
}
}
}
=6l

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secretkey"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-1"

#REE R

response = s3_client.put_bucket_tagging(
Bucket=bucket_name,

#1510
Tagging={
'TagSet': [
{
'Key': 'key-1',
'value': 'val-1'
}
1
}

)

print(response)

Get Bucket Tagging
ThREi AR
SREFEEBUCKETRIIRE,, 1Z#FFREs3:GetBucketTaggingffR, HAIABEEAERGZIUR.
HikRE
get_bucket_tagging(Bucket="string")
SEREE

s4am S xE EEYMR

Bucket BucketB9&ZFR String 2
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IR [O]455Ri5ER

{
u'Tagset': [
{
u'value': 'val-1",
u'kKey': 'key-1'
}
A e
'ResponseMetadata’: {
'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'Hostid': "',
'RequestId': 'tx000000000000000000003-0060af0c4b-28109-default’,
'HTTPHeaders': {
'date': 'Thu, 27 May 2021 03:04:43 GMT',
'content-length': '169',
'x-amz-request-id': 'tx000000000000000000003-0060af0c4b-28109-default’,
'content-type': 'application/xml',
'connection': 'Keep-Alive'
}
}
}
IREER fig 5]
TagSet S list
Key fn&key string
Value Fr&value string
o]

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)
bucket_name = "bucket-1"

response = s3_client.get_bucket_tagging(Bucket=bucket_name)
print(response)

Delete Bucket Tagging
R
BRBucket EAIIRES. ZIRIEFEs3:PutBucketTaggingfifR, HBANHBEE ARG ZNIR.
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HiERE
delete_bucket_tagging(Bucket="'string")

SRR

sHEW SR HE BEYR

Bucket Bucketfy&ZFR String 2
IREIZERi508

{

'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostIid': '',
'RequestId': 'tx000000000000000000004-0060af1l0ee-28109-default’,
'HTTPHeaders': {
'date': 'Thu, 27 may 2021 03:24:30 GMT',
'content-length': '0"',
'x-amz-request-id': 'tx000000000000000000004-0060af10ee-28109-default’,

'content-type': 'application/xml',
'connection': 'Keep-Alive'
}
}
}
o]

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)
bucket_name = "bucket-1"

response = s3_client.delete_bucket_tagging(Bucket=bucket_name)
print(response)

Put Bucket Encrytion
TJgEi% B
put bucket encryptioniERe]LAS A ERECAINZETINEE

HikRE
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put_bucket_encryption(
Bucket="bucket-name",

ServersideEncryptionConfiguration={

'Rules’': [
{
'ApplyServersSideEncryptionByDefault': {
'SSEAlgorithm': 'AES256'|'aws:kms',
'KMSMasterKeyID': 'string'
b
i
1
be
)
SE%EB
SHEN S
Bucket Bucketf92FR

ServerSideEncryptionConfiguration

Rules

ApplyServerSideEncryptionByDefault

SSEAlgorithm

KMSMasterKeyID

IREI45RiER

'ResponseMetadata’: {

EEMARS RIIEEE
—MEFHRRIIRSS IR INZ R EMNIEE

IEERARIRSS IR NS N A TS
K EEEFERR. E_ELENSR
RHERPARIEEHTNZER, WE
TEREOANIEZ R 2N A

RS ImINEEE

24 SSEAlgorithm 9 aws:kms FfHE
HEIWSH, SHE A {ZREE
ARSSALHYEZ4BID): {regionID}:
{userID}"; ERAES256EL%, Ntk
IMAJANE, HiE, WFFHREFR 32

String

Dict

list

Dict

string

string

'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,

'HostId': '',
'HTTPStatusCode': 200,
'HTTPHeaders': {

'date': 'Thu, 03 Dec 2020 12:17:18 GM™MT',

'content-Tength':

'O',

'connection': 'Keep-Alive',

'x-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67-default’

e
'RetryAttempts': 0

A0 S & DN HD

i

i

il 1y

iy
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IR[E5R fEid S5
ResponseMetadata httpigkiREIEHE, BIEEIREMIRESIEK Request DEE Dict
il

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.put_bucket_encryption(
Bucket="bucketl",
# INEMERER
ServerSideEncryptionConfiguration={
'Rules': [
{
'"ApplyServersideEncryptionByDefault': {
'SSEAlgorithm': 'aws:kms',
'"KMSMasterkKeyID': '{ZHE MRS ANIFFIDY 1 {regionID}:
{userip}'

Get Bucket Encrytion
ThREis AR

get bucket encryptioniEsKe] LURBHFEBEVANZEE. EEFEREAT ERAMIBERE, WRE
NoSuchEncryptionSetErrorfgiz,

HikRE
get_bucket_encryption(Bucket="bucket-name")
SE5i58A

o S xE BEYA

Bucket Bucketl9Z#R String =2
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IR [O]455Ri5ER

IREER A -5t
ServerSideEncryptionConfiguration AR IwINIERCE dict
Rules —MEFRAIRS IR IIZE EMNER list

BEMARIIRS IR INE SN A TR L&
ETFiERR. BRELENREIIBERPRE

ApplyServerSideEncryptionByDefault e ) N dict

PPy JPHOTEY EATAEEE, RN AR
F

SSEAlgorithm RS ImINZ &I string
httoiE SR EE R ER A

ResponseMetadata pIEKIREEHE, SIFEFKIRENASIER Dict
RequestID&ESE

]l

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)

#I AT R

print s3_client.get_bucket_encryption(Bucket="bucketl')

Delete Bucket Encrytion

Ihgeikap
delete bucket encryptioniERMRFAEBENANNZE &
HikRE

deTete_bucket_encryption(Bucket="bucket-name")

SRR
g e Sk xB REUM
Bucket Bucketfy&ZFR String 2

IR [O1455Ri5ER
{

'ResponseMetadata’: {
'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’
'Hostid': '"',
'"HTTPStatusCode': 200,
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af://n1401

'HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GM™MT',

'content-length': '0',
'connection': 'Keep-Alive',
'x-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67-default’
L
'RetryAttempts': 0
}
}
IREIER 30 *B
ResponseMetadata httpiEKIREIEWE, BIRERKREIASIEKRequestlDEE Dict
o]

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)

print s3_client.delete_bucket_encryption(Bucket="bucketl")

Put Bucket Object Lock Configuration
TDgEIER

put bucket object lockiERFEFEEFIETE_ CIBINNIRERS. ANMUESN BEIE— MR
FRXSR, DRECIEMBRIREFEXNSRM, FARSIEHTAE.

HikER

put_object_Tlock_configuration(
Bucket="bucket-name",
ObjectLockcConfiguration={
'ObjectLockEnabled': 'Enabled',
'Rule': {
'DefaultRetention': {
'Mode': "GOVERNANCE'|'COMPLIANCE',
'Days': 123,
'Years': 123


af://n1412
af://n1414
af://n1415
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S

SHEWN

Bucket

ObjectLockConfiguration

ObjectLockEnabled

Rule

DefaultRetention

Mode

Days

Years

IR [E1455Ri5t08

{

'ResponseMetadata’: {

'RequestId':

'HostId': '

SHER
Bucketf9Z#R

N REHEEF R RMERE

FTNEERINSRMEINRERE L. IXIT7HE
RRBETHRUERE, BIAER

IEEMSIISENN, kEFEEEHEI
RYiE). SFEkHRBEEE—, TREERETEE
EFNIEER

XISRMERN PIEERIBOMEIRTE). 7 EHE
ECERIFEEI AR E, FHEAERAE

&, REEEE—
FIEREFUARIRI SR ER B RAIRIETU
(REBHAPREHE, BALR, SFHIRERE G

(REBEAPREHR, SAfUF. SREKEREETIRH

'HTTPStatusCode': 200,
'HTTPHeaders': {

String

dict

string

dict

dict

string

integer

integer

'tx000000000000000000001-005fc8d74e-5e67-default’,

B & I H

il

oy iy o

Iy

i

'date': 'Thu, 03 Dec 2020 12:17:18 GM™MT',
'content-Tlength': '0"',
'connection': 'Keep-Alive',
'x-amz-request-id':"'tx000000000000000000001-005fc8d74e-5e67-default’
b
'RetryAttempts': 0
}
}
IREIER A

ResponseMetadata

httpigkiREIEHE, BIEEIREMIRESIEK Request DEE
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#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.put_object_lock_configuration(
Bucket="bucketl",
ObjectLockConfiguration={
'ObjectLockEnabled': 'Enabled',
'Rule': {
'DefaultRetention': {
'Mode': 'GOVERNANCE',
'Days': 1,

Get Bucket Object Lock Configuration
ThgEisaR

get bucket object lockiEIGRENVFIERRINISRIERE. AR IERES SN ARIE— A

SHF BRI,

HiERE
get_object_lock_configuration(Bucket="bucket-name")

S#iREE

SHEH A el

Bucket BucketB9&FR String

IR [E1455Ri5ER

'ObjectLockconfiguration': {
'ObjectLockEnabled': 'Enabled',
'Rule': {
'DefaultRetention': {
'Mode': "GOVERNANCE',
'Days': 1

3

'ResponseMetadata’: {

'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,

'HostId': '',


af://n1477
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'"HTTPStatusCode': 200,

'HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GM™MT',
'content-length': '0',

'connection': 'Keep-Alive',
'x-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67-default’
I
'RetryAttempts': 0O
}
}
IBEIER iz *xB
ObjectLockConfiguration R FAZHEEFMEHISHMEEE dict

FTNEERINSRMEIIERE L. IFHERRE

ObjectLockEnabled
JectlockEnable TSRS, BAEM

string

Rule IEEXNSRAIISBERN, EEFEEERIVIRIE, dict
FeARBEEE—, TREERETEEEFNiEER

XMSREEMN PIEERIBAMEIFORT B, FHEEECER

DefaultRetention S EENFIATE, FFIRAERENIEE, ReeEE— dict
/N
|
Mode FHEEER AR SR e (R BB EARIET string
Days {REBEAPRAIHE, X integer
Years {REBHAPREIRR, F integer
45

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)

print s3_client.get_object_lock_configuration(Bucket="bucketl")

Put Bucket Logging
ThREisAR

put bucket loggingigkig B HEEFSH. IBNEHEBSRBIIRFEREETE—HEeENERE
i@, WAHREEYLURERNATRES. BEEEEINAEEBFULL_CONTROLIGR, ATLA
BidGranteeNEMAR, HAPermissionsSE3ExE ¥ AFX BEANEIRNSR.,
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HikER

put_bucket_logging(
Bucket="bucket-name",
BucketLoggingStatus={
'LoggingEnabled': {

'TargetBucket': 'string',
'TargetGrants': [
{
'Grantee': {
'DisplayName': 'string',
'"EmailAddress': 'string',
'ID': 'string',
'"Type': 'CanonicalUser'|'AmazonCustomerByEmail'|'Group',
"URI': 'string'
B¢
'"Permission': 'FULL_CONTROL'|'READ'|'WRITE'
b
1;
'TargetPrefix': 'string'

SE5EE
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SHEW

Bucket
BucketLoggingStatus

LoggingEnabled

TargetBucket

TargetGrants
Grantee
DisplayName
EmailAddress
ID

Type

URI

Permission

TargetPrefix

IR [E1455Ri5ER

S¥iEir

BucketfYZFR

ATRSER. BSHENT, WERFXAESHE
FI08E

itk BB E RN B S SRER

HEF@EUE. LS EEERENERRAEEE
, GaRFER. BRYLURES NEFNBEES
K’HEIE— D BirEEE+S, EXMER T, BPY
LA TargetPrefixX 4> B&ESR B NRIFAETE,

BRUER
BT
BREF
HR{A3thIE
EAFID
AR
SIEAURI
A&

BAEMNREIR. B NREFERBNASEERIE—
BinfriEtEs, WeTLiEd BiresskX o BEkE
BB— R fE TS

'ResponseMetadata’: {
'RequestId':

'HostId':

String

dict

dict

string

list

dict
string
integer
string
string
string

string

string

'tx000000000000000000001-005fc8d74e-5e67-default’,

'HTTPStatusCode': 200,
'HTTPHeaders': {

'date': 'Thu, 03 Dec 2020 12:17:18 GMT',
'content-length': '0',
'connection': 'Keep-Alive',

'x-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67-default’

e

'RetryAttempts': 0
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ResponseMetadata httpisKIREIEEE, BEFKREREEKRequestl DESE
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#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.put_bucket_logging(
Bucket="bucketl",
# B EKbucket logging &%
BucketLoggingStatus={
'LoggingEnabled': {
'TargetBucket': 'bucket6',
'TargetGrants': [

{
'Grantee': {
'DisplayName': 'Second User',
'ID': 's3',
'"Type': 'Canonicaluser',
b
'Permission': 'READ'
b

1g
'TargetpPrefix': 'log/',
b
e

Get Bucket Logging

TgEisER

get bucket loggingiERIREFIEREH B &% FECE
HikRE

get_bucket_logging(Bucket="bucket-name")

SE5EE

SHEH SR e

Bucket BucketB9&ZFR String
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R[OS SRR

{
'LoggingEnabled': {
'TargetPrefix': 'string',
'TargetBucket': 'string',
'TargetGrants': [
{
'Grantee': {
'DisplayName': 'string',
'"EmailAddress': 'string',
'ID': 'string',
'Type': 'CanonicalUser'|'AmazonCustomerByEmail'|'Group',
'"URI': 'string'
L
'Permission': 'FULL_CONTROL'|'READ'|'WRITE'

]
3,

'ResponseMetadata’: {
'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
'HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GMT',
'content-length': '0',
'connection': 'Keep-Alive',
'x-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67-default’

I
'RetryAttempts': 0


af://n1640

IREISR

LoggingEnabled

TargetBucket

TargetGrants
Grantee
DisplayName
EmailAddress
ID

Type

URI

Permission

TargetPrefix

il

ik
iR B E E N B S SRAIR

AEEEMNE. JLSESEREESRPAEIRT, 831F
FiEtE. BPALIEREZ NREN ATSIREIR— Bz
W, EXFERT, BFALERTargetPrefixX o HERE
BRI AT,

BRUER
BERUFR]
BrEF

i skl
1ZAFEFID
EAERE
IRIZEURI
BESETFET

AEMSREIR. SN REFERNBTHEERIE—BiniEtE
&, WALAEE B ReisskX o B SR B i —NRE TS

#-*-coding:utf-8 -*-
from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.get_bucket_Tlogging(Bucket="bucketl")

Put Bucket CORS

LhaEEA

Put Bucket CORS #[O0fRiEKIZE Bucket ISR BEHLENIR.

HikRE

put_bucket_cors(

Bucket="string',
CORSConfiguration={
'CORSRules"': [

{

'ID': 'string',
'AllowedHeaders': [

1,

'string’',

string

list

dict
string
integer
string
string
string

string

string
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'AlTowedMethods': [

'string’',
1,
'AllowedOrigins': [
'string’',
1¢
'ExposeHeaders': [
'string’,
1¢
'MaxAgeSeconds': 123
5
1
}
)
SRR
SHEW SR
Bucket EREEEAIbucketZFR

CORSConfiguration  fERFMERHXISAEIRL S,
SEREbUcketEEEIFTB IS HMNNES, AFERE

CORSRules 10054
ID FSIEFEINAYID, BRI E 255
NSRS &IX CORS IEKRATEHIIEENX HTTP i
AllowedHeaders KEZB, FAXDEANES, B CORSRule ATLAEL
B2 AllowedHeader,
SFZEHITIIHTTPSIASIZR, SFEGET, PUT,
AllowedMethods HEAD, POST, and DELETE, Ea#kiRIalLARCEZ A
Bk
FeiFaeIEIAIAZbucket —NERZANR, STF * IBELD
AllowedOrigins £, TRFBESEITIAE, TMEE,
—4kCORSRuler]LAECE % allowedorigins
FVFNEEESIRENAY CORS 1Bk HAISLER, AX
ExposeHeaders WY A/NE, B CORSRule ATLAELE S

ExposeHeader,

BERFHLERENEMENE, B8R, XS CORS
MaxAgeSeconds BN HAY Access-Control-Max-Age k&8, BB
CORSRule RBEECE—™ MaxAgeSeconds

string

dirct

list

string

string

string

string

string

integer
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R4S R R

'ResponseMetadata'’: {
] [ | ]

3.3

IREIER faik

ResponseMetadata httpiEKIREIEWE, BEIEERKREIASIEKRequestlDEE

il

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
response = s3_client.put_bucket_cors(
Bucket="bucket-zq',
# BLEMICORS {5
CORSConfiguration={
'CORSRules': [
{

'AllowedHeaders': [

[ON ]
’

P

'AllowedMethods': [
'PUT',
'POST',
'"DELETE',
"HEAD ',
"GET',

P

'AllowedOrigins': [
'http://127.0.0.1:5500"

P

'ExposeHeaders': [
'ETag’',

e

'MaxAgeSeconds': 30,

print(response)


af://n1750
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Get Bucket CORS

INsEiR AR
Get Bucket CORS #Z [0 RIERIREY Bucket BB RRHLENRECE.

HikFEE

get_bucket_cors(Bucket="'string')

SE%EB
SHEN SR E 5]
Bucket BucketfyZFR String
IR [Bl145Ri5% B
{
"CORSRules': [
{
'ID': 'string',
'AllowedHeaders': [
'string',
1;
'AllowedMethods': [
'string',
1
'Allowedorigins': [
'string',
1
'ExposeHeaders': [
'string’',
1g
'MaxAgeSeconds': 123
b

1}
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IREIER ik 5]

JotEREbucketBCENATBEEMNUAIES, FIFECE 100K .
CORSRules list

my,
ID EINIAYID, & AKE255 string

FVFNIEEERIX CORS iEKRAHERHBEN HTTP iFKLER, A
AllowedHeaders ROFELANES, B%: CORSRule AILAREE S string
AllowedHeader,

FVRZIEFATHIIHTTPISiASIZR, B8FEGET, PUT, HEAD, POST,

AllowedMethods string
and DELETE
AllowedOrigins FEFREIEIHIAlZbucketlI— N NERZ MR string

FEVFNISERRERENAY CORS KNI FRISLER, ARXDTIIAKN

ExposeHeaders
. B, 5%% CORSRule AJLAFEE £ ExposeHeader,

string

Bl RHERENERATE, BA0F), XIR CORS iEKMAL
MaxAgeSeconds Ffg Access-Control-Max-Age L8, BA%% CORSRule RASHE integer
— ™ MaxAgeSeconds

il

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.get_bucket_cors(Bucket="bucketl')

Delete Bucket CORS

INsEiR AR
Delete Bucket CORS $2[F3skMIB: Bucket BUESIR &R S=ARECS .,
RikREBY

delete_bucket_cors(Bucket="string"')

SRR
SHEM e S ETUA

Bucket Bucketf9zFR String =
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R4S R R

'ResponseMetadata’: {

3

IREIER ik

ResponseMetadata httpigkiREIEHE, BIEEIREIRSIEK Request DEE

a5l

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.delete_bucket_cors(Bucket="bucketl')

Put Bucket Versioning

ThREis AR

Put Bucket Versioning #SCHL/E FEE E{EBucketAURRAIEHITIEE.
HikRE

put_bucket_versioning(Bucket="bucket-name', VersioningConfiguration=
{'status':'Enabled'|'Suspended'})

S5

SRR SHE s

Bucket BucketA9ZFR String

EATTEBucketRUMRAI=HITIRE, HIEHME:
Suspended, Enabled,

VersioningConfiguration Dict

IREI4ERiER

'ResponseMetadata’: {
'HTTPStatusCode': 200,
'RetryAttempts': O,

B S I Ao

Hm

Hm
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'Hostid': '',
'RequestId': 'tx000000000000000000018-0060a4d268-47ce2-default’,
'HTTPHeaders': {

'date': 'wed, 19 may 2021 08:55:04 GMT',

'content-length': '0',

'x-amz-request-id': 'tx000000000000000000018-0060a4d268-47ce2-

default',

'content-type': 'application/xml',

'connection': 'Keep-Alive'

}
}
}
IREIER iR S0
ResponseMetadata httpiEKiR EIEHE Dict
HTTPStatusCode httpiE SRS Int
]l

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)
#W B bucket [ RA Tz HIFL &

print s3_client.put_bucket_versioning(Bucket="bucket-name',
VersioningConfiguration={'Status':'Enabled'})

Get Bucket Versioning

ThREisER

Get Bucket Versioning & OSLIFKEBucket iR A= HIBC S,
HikRE

get_bucket_versioning(Bucket="bucket-name")

SRR

o Sk FRE BEYM

Bucket Bucketf9ZFR String =
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IR [O]455Ri5ER

u 'status':

'Enabled', u 'MFADelete': 'Disabled', 'ResponseMetadata': {

'HTTPStatusCode': 200,

'RetryAttempts': 0,

'HostIid': '',

'RequestId': 'tx000000000000000000019-0060a4d332-47ce2-default’,
'HTTPHeaders': {

'date': 'wed, 19 mMay 2021 08:58:26 GMT',
'content-length': '192"',
'x-amz-request-id': 'tx000000000000000000019-0060a4d332-47ce2-

default',
'content-type': 'application/xml',
'connection': 'Keep-Alive'
}
}
}
IREER IREIER IR 5]
BucketfUhRAEHIECE, BUIKBRETIZEE, ZFBIS .
Status . String
IR[E]
ResponseMetadata httpis IR [EIEHE Dict
HTTPStatusCode httpiEIIRESHB Int
]l

#-*-coding:utf-8 -*-
from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)

#3REBuUCke t ¥ iR A A il ThHEC B

print s3_client.get_bucket_versioning(Bucket="'bucket-name")

Object I&{E

Get Object
TDREis AR

Get Object IBKATLUG— 34 (Object) TEHEARMD. ZIRIFFEXSBix Object EREARTBiR
Object MFIE AR TIENR (AFIF) .
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HikER

get_object(

Bucket="string',
IfMatch="string'
IfModifiedSince=

datetime(2015, 1, 1),

IfNoneMatch="string',
IfunmodifiedSince=datetime(2015, 1, 1),

Key='string',
Range='string',

VersionId='string'

SE5EE

s4am

Bucket

IfMatch

IfModifiedSince

IfNoneMatch

IfUnmodifiedSince
Key

Range

Versionld

IR [E1455Ri5E8

BucketHYZFR

%XT%EI’J EtagflifMatchsPRIE—EEHREIRISR, SN
R[E]412581R

REEEN Bz EEEMICRINRASIRENSR, &
MIR[E304481R

REMSHIEtag MBS EF TR A 2IRENSR,
BUEREI304551R

Rﬁ IEENEZERBIEMICRAINSR A 2IRE, SN
R[E]412581R

Objectfy& R

IBE TSN =FTSEE, B0 bytes=0-9 F~ FE;
FFL10 7 byte

MR MFERAIRAS, IRBIZMRANIRE404

I‘EEIl?E

String

String

String

String

String

String

String

String

"Body": <botocore.response.StreamingBody object at 0x7fba661401d0>,

"AcceptRanges":
"ContentType":

"bytes",

"application/octet-stream",

"ResponseMetadata": {
"HTTPStatusCode": 206,
"RetryAttempts": O,
"HostId": "",

"RequestId":

"tx0000000000000000008d6-0060b49d76-20bdd-default",
"HTTPHeaders": {
"content-length": "21",
"x-rgw-object-type": "Normal",

B S I Ao

Hm

iy o 0

iy

Hm

H

i1y
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"accept-ranges": "bytes",

"Xx-amz-meta-s3cmd-attrs":
"atime:1621340201/ctime:1621340201/9id:1001/gname:test_user/md5:aa516fe673e70cll
ad659ch708094fc2/mode:33204/mtime:1621340201/uid:1001/uname: test_user",

"Tast-modified": "Tue, 18 May 2021 12:17:14 GM™MT",

"content-range": "bytes 20-40/20971520",

"etag": ""7fa986abc03d636cl4dea69df48a7090-2"",

"x-amz-request-id": "tx0000000000000000008d6-0060b49d76-20bdd-
default",

"date": "Mon, 31 May 2021 08:25:26 GMT",

"content-type": "application/octet-stream"

e

"LastModified": datetime.datetime(2021, 5, 18, 12, 17, 14, tzinfo=tzutc()),

"ContentRange": "bytes 20-40/20971520",

"ETag": ""7fa986abc03d636c14dea69df48a7090-2"",

"ContentLength": 21,

"Metadata": {

"s3cmd-attrs":

"atime:1621340201/ctime:1621340201/9id:1001/gname:test_user/md5:aa516fe673e70c1l
ad659ch708094fc2/mode:33204/mtime:1621340201/uid:1001/uname: test_user"

}

}

SHEN SEmir 35

Body REXIRIIRNES StreamingBody

ResponseMetadata httpiEKIREIZUE Dict

LastModified XIS AICIEERT ) Datetime

ContentRange AN SRR ERII N 6 2 RTERD String

ETag XIERAIETag String

ContentLength Mo RARHHS Integer

Metadata MR —EFEITEEER Dict
o]

#-*-coding:utf-8 -*-
from boto3.session import Session
import datetime
bucket = 'demo-bucket'
key = 'object5'
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)
date=datetime.datetime(2021, 5, 1, 12, 17, 14)
# RIrh R TMod FiedSinceik I
response = s3_client.get_object(
Bucket=bucket, Key=key, IfModifiedSince=date
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print(response)

Head Object
TgEisER

Head Object i&ERATLAFKENXI M. Object FYTTEHE, Head HIRRS Get RIRPR—EL.

HikFER

head_object(
Bucket="string',
IfMatch="string'

IfModifiedSince="'2015-01-01",
IfNoneMatch="string',
IfunmodifiedSince='2015-01-01",

Key='string',

VersionId='string'

SERER

o e

Bucket

IfMatch

IfModifiedSince

IfNoneMatch

IfUnmodifiedSince
Key

Versionld

IR [E1455Ri5ER

u 'AcceptRanges'
'ResponseMetadata’:

SR
BucketH9ZFR

S 4RIEtagHlifMatchsRRIE—EETR RS 4-TEL
&, BNRE41255R

REfEErEz EEESICRIE A SIREITTEYE,
BUREI304551R

RENHNEtag B EIEEF RN A IR ETEGE,
BNREI304581R

REIEEMBEZ ERBIESCRIIF A SIRETEL
1B, BNRE41258%

ObjectB9BFR

MR MFERAINRAS, RBEIZMRANIRE404

HiR

A}

: 'bytes', u 'ContentType':
{

"text/plain',

'"HTTPStatusCode': 200,
'RetryAttempts': 0,

'HostIid': "'
'RequestId':

String

String

String

String

String

String

String

'tx00000000000000000001d-0060a4d598-47ce2-default’,

B S O A

ali

| ol o

iy

i

iy
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'HTTPHeaders': {
'content-length': '10"',

'X-rgw-object-type': 'Normal',
'x-amz-storage-class': 'STANDARD',
'accept-ranges': 'bytes',

'Xx-amz-meta-s3cmd-attrs':
'atime:1621393265/ctime:1621393370/gid:0/gname:root/md5:2d950f68bda376b90126224b
cbd03d5e/mode:33188/mtime:1621393370/uid:0/uname:root"',

'last-modified': 'wed, 19 May 2021 03:02:52 GMT',

'connection': 'Keep-Alive',

'etag': '"2d950f68bda376b90126224bcbd03d5e" ",

'x-amz-request-id': 'tx00000000000000000001d-0060a4d598-47ce2-
default',

'date': 'wed, 19 mMay 2021 09:08:40 GMT',

'x-amz-version-id': 'u.zsHpklQMT1gMvgqojQQbjwgmvqgjjom',

'content-type': 'text/plain'

}

}, u 'LastModified': datetime.datetime(2021, 5, 19, 3, 2, 52, tzinfo =
tzutc()), u 'ContentLength': 10, u 'Versionid':
"u.zsHpklQMT1gMvqojQQbjwgmvgjjom', u 'ETag':
'"2d950f68bda376b90126224bcbd03d5e" "', u 'StorageClass': 'STANDARD', u
'Metadata': {

's3cmd-attrs':
'atime:1621393265/ctime:1621393370/gid:0/gname: root/md5:2d950f68bda376b90126224b
cbd03d5e/mode:33188/mtime:1621393370/uid:0/uname:root"

}
3
IREER fid ES:5)
ResponseMetadata httpiEKiR[EIEUE Dict
HTTPStatusCode httpIE IR Int
content-length RN, BAIFT Int
etag Xt EHThR A etag String
StorageClass AHRITFRER ) String

i

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)

# ) A TFunmodi fiedSincell X VersionIdikis

print (s3_client.head_object(Bucket="bucket-name", Key="Object-name",
IfunmodifiedSince="2022-01-01", VersionId ="aABzBeMXoSdIzCQ.igbDhMKOOrnteqml"))
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Put Object
TgEisER

Put Object IBKATLIME— N34 (Object) EEEFSTE Bucket, WISAPREVANFABIIR, RIGEIES
UFFFLEEE, FE, IR, RERNSRSE.

HikRE

put_object(

ACL='private'| 'public-read',
Body=b'bytes' |file,
Bucket="string',
ContentMD5="string',
Key="string',
Metadata={

'string': 'string'
b
Append=True|False,
AppendPosition=integer)

SR
=
BHER SR ww
%
ACL ObjectRYiAEHEHETEIARFABRUR String a
Body STRAVEHE Bytes a
Bucket FENbuckethIZFR String =
ContentMD5 XISEWEAIMDS String £
Key IFSHIKey String 2
Metadata Object BITTEHE Dict =
EBRLUBIMER E{EObject; LA FERT, @A
AppendObjectiEZOSBIE—MEMSEE ., HHE
FERT: WRSARIENMSEENS, BIRERNEINNIER]
Append NHSRIKERS, WEETZUEREENRS. R bool =
X FRIEINEEIAE, (BRIG BAGENRIBRISI S -
FEAMEEE, M PositionNotEqualTolength&&, 4N
SRS HARENNSEEIN S, FlanEid B EERISHREY
7INormalf93z{4, M ODbjectNotAppendable R,
AppendPosition  JBIMERXT, IEEBEMNAIE Integer &


af://n2091
af://n2092
af://n2094
af://n2096

R[OS SRR

Epelnic oty
{
"ETag": ""21fd59a7339f2e5f73c97039254fd784"",

"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx00000000000000000092e-0060b4cd10-20bdd-default",
"HTTPHeaders": {
"date": "Mon, 31 May 2021 11:48:32 GMT",

"content-Tength": "0",
"etag": ""21fd59a7339f2e5f73c97039254fd784"",
"accept-ranges": "bytes",
"x-amz-request-id": "tx00000000000000000092e-0060b4cd10-20bdd-
default”
}
}
}
IREER fid 5]
ETag ObjectfJETag String
ResponseMetadata httpig3KIR EIEWE Dict
YNt
{
"ETag": ""a3b89c7dff296d1940664896e5ed09f6"",

"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx00000000000000000010b-0060cc6cab-47cd6-default”,
"HTTPHeaders": {
"content-Tength": "0",

"accept-ranges": "bytes",
"etag": ""a3b89c7dff296d1940664896e5ed09f6"",
"x-amz-request-id": "tx00000000000000000010b-0060cc6cab-47cd6-
default",
"date": "Fri, 18 Jun 2021 09:51:39 GMT",
"X-rgw-next-append-position": "110"
}
be

"AppendPosition": 110
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{5l
i e

#-*-coding:utf-8 -*-

from boto3.session import Session
import hashlib

import base64

import datetime

def test_po(bname, key, file, md5):
# #void
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)

response = s3_client.put_object(ACL="private', Bucket=bname,
Metadata=dict(ml="ml'), Body=file, Key=key, ContentMD5=md5,
ServerSideEncryption="AES256"',Tagging="'tag=tag-value')
print(response)

if _name__ == '_main__":
bucket = '"test-bucket'
#UE U 46 SCA

with open('/root/sbk/test/test_file', 'r') as file:
byte = file.read()
#1715 md5
md5 = hashlib.md5(byte).digest()
md5 = base64.b64encode(md5) .decode('utf-8")
#IHTIE R
test_po(bucket, 'test_put', byte, md5)

BN EAEET

#-*-coding:utf-8 -*-

from boto3.session import Session
import hashlib

import base64

def test_po(bname, key, file, md5):
# #void
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)

response = s3_client.put_object(ACL="private', Bucket=bname,
Metadata=dict(ml="ml'), Body=file, Key=key, ContentMD5=md5, Append=True,
AppendPosition=0)

pos = responsel['AppendPosition']

print('next pos:' + str(pos))

response = s3_client.put_object(ACL='private', Bucket=bname,
Metadata=dict(ml="ml'), Body=file, Key=key, ContentMD5=md5, Append=True,
AppendPosition=pos)
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print(response)

if _name__ == "_main__":
bucket = 'test_append'
H#E I A6 ST A
with open('/root/sbk/test/1k', 'r') as file:
byte = file.read()

#115MD5

md5 = hashlib.md5(byte).digest()

md5 = base64.b64encode(md5) .decode('utf-8")
#I AR

test_po(bucket, '1lk', byte, md5)

Delete Object

IhgeisaB
Delete Object IEKBILAE—N314 (Object) MR,
HixRE

delete_object(
Bucket="string',
Key='string',
VersionId='string'

)
SRR
sHEMm SR i) ERWR
Bucket FEEObjectAfEAYBuUCcket String 2
Key IEEEMFRAIKey String 2
Versionld FEEEMIPRAYODbjectAYVersionld String ray
IREIZE Rk B
{
"ResponseMetadata": {

"HTTPStatusCode": 204,

"RetryAttempts": O,

IIHOStIdII: IIII’

"RequestId": "tx000000000000000000b60-0060b4e390-20bdd-default",

"HTTPHeaders": {

"date": "Mon, 31 May 2021 13:24:32 GMT",
"x-amz-request-id": "tx000000000000000000b60-0060b4e390-20bdd-default"
}
}

}
IREIER iR S0

ResponseMetadata httpig IR EIEWE Dict
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#-*-coding:utf-8 -*-

from boto3.session import Sessio

bucket = 'test-bucket'

key = 'test_put'

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client("s3", endpoint_url=url)
s3_clientl = session.client("s3", endpoint_url=url)

response = s3_client.delete_object(Bucket=bucket, Key=key)
print(response)

Delete Multiple Object
ThREisER

Delete Multiple Object {ERSCHUEMIFRSE, SRASTHFEIRMIBR 1000 N34, XTFIREILER, COS
12 Verbose #1 Quiet FIFEREL. Verbose {RIUEIREIGA Object FIMFRLER; Quiet IRXRIR
EIRSERY Object (&,

HikFER

delete_objects(
Bucket="string',

Delete={
'Objects': [
{
'Key': 'string',
'Versionid': 'string'
i
1

'Quiet': Truel|False

e

SRR

=
sH7 B
S em
V]
Bucket 5EObjectFrfEAYBuUCcket String =
HrfDelete['Objects] {EEZEMIFRAIXTSREIE, Delete['Quiet])y .
Delete Dict 2

boolZ&E, 1ExEVerbosetZz\AIFKAIFF
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R[OS SRR

Verboset&E{(FF
{
"Deleted": [
{
"Key": "test_putl"
be
{
"Key": "test_put2"
}
i

"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx000000000000000000b65-0060b4e603-20bdd-default",
"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Mon, 31 May 2021 13:34:59 GMT",
"x-amz-request-id": "tx000000000000000000b65-0060b4e603-20bdd-default",

"content-type": "application/xml"
}
}
Verboset&m{x
{
"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx000000000000000000b66-0060b4e60c-20bdd-default",
"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Mon, 31 May 2021 13:35:08 GMT",
"x-amz-request-id": "tx000000000000000000b66-0060b4e60c-20bdd-
default",
"content-type": "application/xml1"
}
}
}
IREIER it 5]
ResponseMetadata httpigkiR[EIEHE Dict

Deleted MIBRRLIOBIRISRFIZR List
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il

#-*-coding:utf-8 -*-

from boto3.session import Sessio
bucket = 'test-bucket'
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client("s3", endpoint_url=url)
# it EE MR 10 545 B
delete = {'Objects': [{'Key': 'test_putl'},

{'Key': "test_put2'}], 'Quiet': False}
response = s3_client.delete_objects(Bucket=bucket, Delete=delete)
print(response)

Put Object ACL
ThREisER

REObjectfYACL, 1=HIXTObjecthIBIRINIR, 1ZIR(FRERFPEBWRITE_ACPRSR.
BE=MARIREACL, =MARAERER, BXREHA—ThSHEE. He, BUACLSESIGR T
1BE, RIRETMEXHERENACL, FEEFIRERPHTIRIN, BEiZS8ECHIR, el lMERS
SRR ATEEEL, 1iZSEUERIBRLHITZIE; AccessControlPolicyS#A T FIGrantSEs BT LA
SR HEITIEI, AccessControlPolicy FTIBIHIERAMEIE, MGroantGVETIERLE®E., =
FRHSBEERBACLENE, SENSMEEESIINIR, NHREBREACLEY, MEFERBR
ACLIINEIARIRERIEN R (ACLBEA RN ESRATEERRIZIFULL_CONTROL, MMHB4INA
AN ASRBHARACLEM) .

HikFER

put_object_acl(
Bucket="string',
Key="string',
VersionId='string',
ACL="private'| 'public-read"',
AccessControlPolicy={
'Grants': [

{
'Grantee': {
'"Type': 'Canonicaluser'|'AmazonCustomerByEmail'|'Group',
'ID': 'string',
'"EmailAddress': 'string',

'"URI': 'string'
}
'Permission':
"FULL_CONTROL ' | "WRITE'|"WRITE_ACP'|'READ'|'READ_ACP'
b
1,
'owner': {
'ID': 'string'

o
GrantFullcControl="string"',
GrantRead="string',
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GrantReadACP="'string"',
GrantWrite='string',
GrantWriteACP="string',

SRR

SHEW
Bucket
Key

Versionld

ACL

AccessControlPolicy

Grants

Grantee
Type

ID(Grantee)

EmailAddress

URI

Permission

Owner

ID(Owner)
GrantFullControl

GrantRead
GrantWrite
GrantReadACP

GrantWriteACP

IR [E1455Ri5t08

SEER

Bucketf9Z#R

RE

SRAHRT, FEENSRIFEMRA

FirE X AIEIREACL,
BEEE

'private’
'public-read'

BESMRBGIRIN—FEESH

BFIR
AR
IR,
ESEE
'CanonicalUser’

'AmazonCustomerByEmail'
'Group'

HUZIAFID

A FAFHREE; (F: BRI ORI, emailAddressHRAZIF, AHEE

ffEFemailAddress/Az)

MR URI
BETE

FFFERF: http://acs.amazonaws. com/groups/global/Allusers FRIAEIAIERRF :

http://acs.amazonaws.com/groups/global/Authenticatedusers

EHIR AR T ARUR,
REBE
'FULL_CONTROL'
"WRITE'

"WRITE_ACP'
'READ"READ_ACP'

NERFRBEE
MRAEEID

B P A LA @it Tread, write, read ACP, and write ACP#{E
LURGrant*2%7, 1&z{EBR"id=xxxx"8("emailAddress=xxxx"B&"uri=xxxx"LARth
NEE (BESER) (T LAIESEHFERERE, emailAddressHHAZ

¥, REEFEBemailAddress/AR)
A LA RIS TR E

FIR BRI S TEIRE, MrREEE ISR

R A AT LB SRAIACL
BB F RIS BIISRAIACL

'ResponseMetadata’: {
'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'Hostid': '',

'RequestId':

'HTTPHeaders': {

'date': 'Thu, 03 Jun 2021 06:03:29 GMT',
'content-length': '0',

*xB
String
String

String

String

dict

list

dict

String

String

String

String

String

dict

String

String

String
String
String

String

HD

o KD

ACLEHTTHNIRIR, EfhEr
5, NIAREER

ZHH A, BT
MAgERER

ZITH TR
ZE R

ZE TR

TypeJg'CanonicalUser', NiZ=
220255

MR Type
J9'AmazonCustomerByEmail',
MIZZF BRI

R Type/s'Group', WHZFER
IR

IR R

ZIE R
ZE TR

B

iy

'tx00000000000000000000b-0060b870b1-2f63c-default’,
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'x-amz-request-id':

default',
'content-type': 'application/xml',
'connection': 'Keep-Alive'
}
}
}
IBEIER iR
ResponseMetadata httpig IR [EIEHE
HTTPStatusCode httpiE FIRSAS
o]

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-1"
object_name = "test"
#ACLSHUT

res = s3_client.put_object_acl(Bucket=bucket_name, Key=object_name,
ACL="'private')
print(res)
#AccesscontrolPolicy 5=
res = s3_client.put_object_acl(
Bucket=bucket_name,
Key=object_name,
AccessControlPolicy={
'Grants': [
{
'Grantee': {
'Type': 'Canonicaluser',
'ID': 'test-1',

b
'Permission': 'FULL_CONTROL'
b
{
'Grantee': {
'Type': 'Canonicaluser',
'ID': 'test-2',
b
'Permission': 'READ'
b
{

'Grantee': {
'"Type': 'AmazonCustomerByEmail',
'"EmailAddress': 'abc@abc.com',

'tx00000000000000000000b-0060b870b1-2f63c-
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},

'Permission': 'WRITE'
i
1
'owner': {
'ID': 'test-1'
}
}
)
print(res)
#Grant 7l

res = s3_client.put_object_acl(
Bucket=bucket_name,
Key=object_name,
GrantReadACP="1id=test-4",
GrantwWriteACP="emailAddress=def@def.com')
print(res)

Get Object ACL
ThREisER
SRENEREObjecth ACL, IZIR{EFREREAD_ACPIUR. ZIASREIRIZERSPut Object ACLBEI—E,

ERFEIENR, WRLMBREREZN, REERPESLUSNEIZN AR D/, BlTypefrs

EAmazonCustomerByEmail, T&CanonicalUser,
HikRE

get_object_acl(Bucket="'string', Key='string', VersionId='string')

SR
SHEIR SHmiR 57} BEYMm
Bucket BucketfY&3FR String 2
Key PO String 2
Versionld ZIREIHET, BENRIVESERE String B
RO Ri%EE
{
'owner': {
'DisplayName': 'test-1',
'ID': 'test-1'
Yo
'Grants': [
{
'Grantee': {
'Type': 'Group',
'"URI': 'http://acs.amazonaws.com/groups/global/Allusers’
L

'Permission': 'READ'

3,
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'Grantee': {
'EmailAddress': '',
'Type': 'Canonicaluser',
'DisplayName': 'test-1',
'ID': 'test-1'
L
'Permission': 'FULL_CONTROL'
bl
'ResponseMetadata’: {
'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': '',
'RequestId': 'tx000000000000000000010-0060b870b1-2f63c-default’,
'"HTTPHeaders': {
'date': 'Thu, 03 Jun 2021 06:03:29 GM™MT',
'content-Tlength': '843"',
'x-amz-request-id': 'tx000000000000000000010-0060b870b1-2f63c-

default',

'content-type': 'application/xml',

'connection': 'Keep-Alive'

}
}

}
IBEIZR iR 5]
Owner SSRAEE Dict
DisplayName(Owner) NRFIEENRTRES String
ID(Owner) NRFIEEIBFID String
Grants BEFZE list
Grantee IS AR dict
Type s s Sl string
URI S IAURI string
ID(Grantee) A FFID string
DisplayName(Grantee) WA B RS string
EmailAddress BRI B FEBRFE string
Permission PR string

il
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from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-1"
object_name = "test"
res = s3_client.get_object_acl(Bucket=bucket_name, Key=object_name)

print(res)

Put Object Tagging
ThREisER

BRBIITNSERENFERTEFENINSR. EE—NMEEY. BIR, TENRAHERTAE
NRIR 10 MR, BRI, BWMEHRIIT s3:PutObjectTagging RAEAISIR. BRABR T,
Bucket HEEHBIAIR, FETLUSHAIRIEFHEMEA. ENETTEMMRARIRE, B
versionld ZifIS#, RIAEE s3:PutObjectVersionTagging M EHIRUR,

HikFER

put_object_tagging(
Bucket="string',

Key='string',
VersionId='string',
Tagging={
'TagSet': [
{
'Key': 'string',
'value': 'string'
be
1
}

SRR
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sHEm SHEA KE
Bucket Bucketfy&FR String
Key ObjectAYZFR String
SZIRAGET, EENSRIGFERE. NMEER, EUANSIIRA
Versionid  HId, WIFENUINRAS, HENEEE, WFEEE String

Versionld='null'; Versionld="&TH5EmThRAIId,

D, WEHITRESIR, &E50MFE, BMFEEER
Tagging BEXS, keyBrA128%F T, valuele k256 T, valueFJLAAZ, dict
keyFvaluetsAutf-84wk3

IR [E1455Ri5t08

{
'ResponseMetadata’: {
'RequestId': 'tx0000000000000003dfc24-0060b9d6a3-8d768-cn_east2',
'HostId': "',
'HTTPStatusCode': 200,
"HTTPHeaders': {
'server': 'ct-zos',
'date': 'Fri, 04 Jun 2021 07:30:43 GM™MT',
'content-type': 'application/xml',
'content-length': '0',
'connection': 'keep-alive',
'Xx-amz-request-id': 'tx0000000000000003dfc24-0060b9d6a3-8d768-
cn_east2'
b
'RetryAttempts': 0
}
}
o]

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-002"
object_key = "object-002"
version_Id = "yGuRzcUi-2RxqngoTLzdtljLyKR-plw"

response = s3_client.put_object_tagging(
Bucket=bucket_name,

B & I Ho

i

i
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Key=object_key,
versionId=version_Id,
#Taggingft &5 2
Tagging={
'Tagset': [
{
'Key': 'key-1',
'value': 'val-1'

}
D)

print(response)

Get Object Tagging
TDREis AR

IREXGSARESEE, EFEALRE, B REBHITs3:GetObjectTaggingi2ERIRIR, BUABRT,
BREIE AR UFIMRANGEER. NTFSIRANEFERE, SHFEERTTT A — I NSRS MNRA., 1
A, EREOEMRARITRE, 15EA versionld EiS#. BT, BEFE
s3:GetObjectVersionTaggingi2{ERIRPR,

FANBRT, FEEREEEEUAIR, HETLIBHAREFEMA.

HikRE

get_object_tagging(
Bucket="string',
Key='string',
versionId='string'

)
S5
=
&
SH2Mm SR E i) %
]
Bucket BucketfJ&FR String =
Key ObjectfIZFR String &
ZIRFIFHRT, IBENSANSEMRAER. NEERT, BANERA
Versionld B9Id, WFENUIRRAS, HEXEIRE, WEEE String &

Versionld='null'; Versionld="&TH5EmThRAIId,

IR [E1455Ri5ER

'ResponseMetadata'’: {
'RequestId': 'tx0000000000000003e02a2-0060b9d762-8d768-cn_east2',
'HostIid': '',
'HTTPStatusCode': 200,
'HTTPHeaders': {


af://n2489
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af://n2516

'server': 'ct-zos',
'date': 'Fri, 04 Jun 2021 07:33:54 GM™MT',

'content-type': 'application/xml',
'content-length': '169',
'connection': 'keep-alive',
'x-amz-request-id': 'tx0000000000000003e02a2-0060b9d762-8d768-
cn_east?2'
I
'RetryAttempts': 0
e
'TagSet': [{
'Key': 'key-1",
'value': 'val-1'
1
}
=6l

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-002"
object_key = "object-002"
version_Id = "yGuRzcUi-2RxgqngoTLzdtljLyKR-plw"

response = s3_client.get_object_tagging(
Bucket=bucket_name,
Key=object_key,
VersionId=version_Id

)

print(response)

Delete Object Tagging
TDREis AR

MEERINISRFRIBRE MRCE. EFERAIEE, EwiB BN Ts3:DeleteObjectTaggingiR{EAIR
R, EMBRMFENSRARIIRE, BEERFROversionldEIISE., EHFE
s3:DeleteObjectVersionTaggingt2{ERIRR,

HikRE

delete_object_tagging(
Bucket="string',
Key="string',
versionId='string'


af://n2518
af://n2520
af://n2521
af://n2523

S

sHgEn Sk

Bucket Bucketf9ZFR
Key ObjecthIZFR

ZIRAIZET, IEENFANFERE. NEER, FANERFMRAE
Versionld 891d, WEFAENUIRRAS, HEXEIRE, WEEE
Versionld="null', Versionld="&3{T45ERFThRAIId,

IREI4S R AR

String

String

String

{
'ResponseMetadata’: {
'RequestId': 'tx000000000000000410f7f-0060b9db25-843b5-cn_east2',
'HostId': '',
'"HTTPStatusCode': 204,
'HTTPHeaders': {
'server': 'ct-zos',
'date': 'Fri, 04 Jun 2021 07:49:57 GM™MT',
'connection': 'keep-alive',
'Xx-amz-request-id': 'tx000000000000000410f7f-0060b9db25-843b5-
cn_east2'
e
'RetryAttempts': 0
}
}
]l

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url)

bucket_name = "bucket-002"
object_key = "object-002"
version_Id = "yGuRzcUi-2RxqngoTLzdtljLyKR-plw"

response = s3_client.delete_object_tagging(
Bucket=bucket_name,
Key=object_key,
versionId=version_Id
)

print(response)
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Put Object Legal Hold
ThgEER
put object legal holdiEKTEISEX SR LERIKIARBEE

HikFEE

put_object_legal_hold(
Bucket="bucket-name",
Key="string',
LegalHold={
'Status': 'ON'|'OFF'

e
VersionId='string'
)
SR
SHEW SR JEBY R
Bucket Bucketf9Z#R String 2
Key BTHROERBIRENIRER string 2
LegalHold BENSIK A RBERE dict 5
Status FREENRERREREIRBEE string &
Versionld Fe B AR EBRINISAYRAID string &
RO Ri%EE
{
'ResponseMetadata'’: {
'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
'HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GMT',
'content-length': '0',
'connection': 'Keep-Alive',
'x-amz-request-id':"'tx000000000000000000001-005fc8d74e-5e67-default’
e
'RetryAttempts': 0
}
}
IREIEER g £

ResponseMetadata httpiEXKIREIEEE, SIEERRENAEIB M RequestiDESE
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#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.put_object_legal_hold(
Bucket="bucketl",
Key="'obj',
#¥HfLegalHo1d
LegalHold={
'Status': 'ON'
L
VersionId='5KGFjmi87mTwpTEIHQITIKHcUIWOy8z',

Get Object Legal Hold

INeEisEE
get object legal holdiEIIREUEEXN SRV HFHKERBIRE
BiEER

get_object_legal_hold(
Bucket="bucket-name",
Key="string',
VersionId='string'

)
2%
SHEM SR E S} EEWR
Bucket Bucketf9Z#R String 2
Key BT ARBIRERINISREFR String =
Versionld B EKEREBAINTSAIRAID String a
IREIZERi% B
{

'"LegalHold': {
'Status': 'ON'

}

'ResponseMetadata’: {
'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
'HTTPHeaders': {
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'date': 'Thu, 03 Dec 2020 12:17:18 GM™MT',
'content-length': '0',

'connection': 'Keep-Alive',
'x-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67-default’
e
'RetryAttempts': 0
}

}

IRElER A xKE
ResponseMetadata httpisKIREIEHE, BFEBFKREIASIERRequestl DESE Dict
Status FNEENRERREK A REBERE string
Versionld BLEMR AR BRIXISRAYNRASID string

]l

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.get_object_legal_hold(
Bucket="bucketl",
Key="obj"',
VersionId='5KGFjmi87mTwpTEIHQITIKHcUIwWOy8z',
)

Put Object Retention
TIgEER
put object retentioniERIREXIRIREBIAIRECE.

HikFEE

put_object_retention(
Bucket="bucket-name",

Key='string',

Retention={
'Mode': 'GOVERNANCE'|'COMPLIANCE',
'Retainuntilbate': datetime(2015, 1, 1)

be

VersionId='string',

BypassGovernanceRetention=True|False


af://n2647
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S

s4am

Bucket

Key

Retention

Mode
RetainUntilDate

Versionld

BypassGovernanceRetention

IR [E1455Ri5ER

{

'ResponseMetadata'’: {
'RequestId':
'HostId': '',

SHEA
BucketB9ZFR

TSR EIRERIIRETR
MSRIREHARECETTR

T NEENSRAVREHARE
ISR BTEIREEHAPRITHA B HA
BCEMG AR BEAIRISRATARASID

T EEX MR ENIZ ST I ER

2

'HTTPStatusCode': 200,

'HTTPHeaders': {

ES:

String
string
dict
string
datetime

string

Boolean

'tx000000000000000000001-005fc8d74e-5e67-default’,

H O D

17

iy

'date': 'Thu, 03 Dec 2020 12:17:18 GM™MT',
'content-length': '0',
'connection': 'Keep-Alive',
'x-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67-default’
I
'RetryAttempts': 0
}
}
IRE4ER ik
ResponseMetadata httpiEXRIREIEEE, SIFERRENREIB M RequestiDESE

il

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.put_object_retention(

Bucket="bucketl',

Key="obj',

Retention={
'Mode":

' GOVERNANCE ',


af://n2654
af://n2696
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'RetainuntilDate': datetime(2020, 11, 25)

L
VersionId='5KGFjmi87mTwpTEIHQITIKHcUIwWOy8z',

BypassGovernanceRetention=True

Get Object Retention

Thgeiseg
get object retentionREXXISRAVREBHAIRIZE
HiERE

get_object_retention(
Bucket="bucket-name",

Key='string',
VersionId='string'
)
SEiReE
sHEW Sidiid SRy
Bucket BucketAYZFR String
Key TR ARBIZENTIREIR string
Versionld BECEMEARBRIXISRAIRASID string
IREI45Ri%08
{

'Retention': {
'Mode': 'GOVERNANCE',
'RetainuntilDate': datetime.datetime(2020, 12, 11, 0, 0, tzinfo=tzutc())
}
'ResponseMetadata’: {
'RequestId': 'tx000000000000000000001-005fc8d74e-5e67-default’,
'HostId': '',
'HTTPStatusCode': 200,
'HTTPHeaders': {
'date': 'Thu, 03 Dec 2020 12:17:18 GMT',
'content-Tlength': '0',
'connection': 'Keep-Alive',
'x-amz-request-id':'tx000000000000000000001-005fc8d74e-5e67-default’

e
'RetryAttempts': 0


af://n2709
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IREISR
ResponseMetadata
Retention

Mode

RetainUntilDate

il

#-*-coding:utf-8 -*-

ik

httpiEKIR[EEHE, BEFKIR

MRRERECE TR
FMEEXRAYREHAFRRT
XISRBEREEHAPRITHA B A

from boto3.session import Session

import boto3

access_key="your access key"
secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)

s3_client=session.client("s3",endpoint_url=url)

print s3_client.get_object_retention(
Bucket="bucketl"',

Key="'obj',

VersionId='5KGFjmi87mTwpTEIHQITIKHcUIwWOy8z',

)

Generate Presigned Url

IhaEEE

Generate Presigned UrliEsk4ER—MIGRTAITREZAIUr,

IR, BIELE. TRXHFS,

HikRE

generate_presigned_url(
ClientMethod="put_object",

Params={
'Bucket':
'Key':

I

'bucket-s6"',

"testl.py',

Expiresin=3600,
HttpMethod='PUT',

SE5EE

S

[ERESEB Rz RequestiDESE Dict
dict
string

datetime

RBERRIDR SRR R LB % Uris
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SHBW E S xRy
ClientMethod  EPFum{ERINS375iE String
Params EFiIRTEERNESH string
. ERRIUrIERETE, BT IZEEEERIZUrREERRER :
Expiresin N N Dict
W, B
HttpMethod HttpiEK{ERRYT A Strint

IR [O1455Ri5ER

http://192.168.218.130:7480/bucket-s6/testl.py?AwWSAccessKeyId=/*your
accesskey&Expires=1622796987&Signature=Ew8brpCcL5E36UfqDXCbF%2FBUHTk%3D

IREIER g i)
Url SR R AYIRETAY U Dict

il

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

import requests

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)

s3_client=session.client('s3',endpoint_url=url)

# RIS 42

url= s3_client.generate_presigned_url(
ClientMethod="put_object"',

Params={
'Bucket': 'bucket-s6',
'Key': 'testl.py',

e

Expiresin=3600,
HttpMethod="PUT',
)
print url
#ELE R AR S
with open('/root/testl.py', 'rb') as file:
#FE TR ur] x5
response = requests.put(url, data=file)
response.raise_for_status()

D HD A0 & HO
=l 1|
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Generate Presigned Post

IDREISER

Generate Presigned PostiZsk&Em—MGRTAIFREZRIUr, (RBERERGIREEFRIAF T LABIEZUr| £

fESTHRIER BT httpiposta ). TREH LISHNIR, IURBANTAE.
HiERE

generate_presigned_url(
Bucket="bucket-name',
key = 'key-name',
Expiresin=3600,

SR

s4ER Sk

Bucket YAFE FERIBucketZFR

Key N EERFPREFRIET
. AERRIUrIBNERATE, ETiZAdEE R Ur R EEERE SN,
Expiresin N
=2tz
IRE45Ri5% BB

{

'url': u '"http://192.168.218.130:7480/bucket-s6",

'fields': {

'policy': u

String

String

Dict

'eyJjb25kaxRpb25zIjogw3siyYnvVja2v0IjogImJ1ly2t1dC1zNiJ9LCB7Imt1eSI6ICIib3RvVLNB5IN

dLCAizXhwaXJhdGlvbiI6ICIYMDIXLTA2 LTAOVDASOj IZOj I2wil9',
'AWSAccesskeyId': u 'your access key',
'key': 'boto.py',
'signature': u '2TnylQLVyPxuqwlfviH/mwQCvxg="

}
}
B
iR
™ faid
url SEREAE A ISRIRO U
folgs | ESIMEBEREIE, SRS, policySHiRE, REIEpoStLIF LERIEIE

RIEFIIRSS I

String

Dict
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#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
import requests
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)
#IRPINZE A E
response = s3_client.generate_presigned_post(
Bucket="bucket-s6"',
Key = 'boto.py',
ExpiresIn=3600
)
print response
I HUR 4R S A
with open('/root/boto.py', 'rb') as f:
file = {'file': ('/root/boto.py', )}
siE A R ur T B S
http_response = requests.post(response['url'],
data=response['fields'],files=file)
print http_response

Put Object Copy
TIgEisER
Put Object Copy IEREEIG— N NIFERIZE HIZI BRIRIE,

HikRE

copy_object( ACL="private'|'public-read',
Bucket="string',

CopySource="string' or {'Bucket': 'string', 'Key': 'string', 'versionid':
'string'},
Key='string"',
Metadata={
'string': 'string'
Be

MetadataDirective="COPY'|'REPLACE',
TaggingDirective="COPY'|'REPLACE',
Tagging='string'

SE5EE
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S & oY Mo

SHER SR *xB

ACL objectAYJACL String &

Bucket S#IA9BERIBucket String =2
SHIRYE Stringt&=(: {bucket}/{key} or

opoe S, 0% g g
'Versionld": 'id'}

Key SHIB9EIKey Strint 2

Metadata £%/s9EaIMetadata Dict B
MetadataES$i%IR, 'COPY' S4lER

MetadataDirective =~ Metadatagk 'REPLACE{SEFE S ER Client &

MetadataflB=&

Tagging SHi%EIR 'COPY' S4liRITag

TaggingDirective . e
eeine 5 'REPLACE MBS TagTas

TransferConfig &=

Tagging 1B BAIODbjectfyTag String &
IREIZ5Ri%08
{
"CopyObjectResult": {
"LastModified": datetime.datetime(2021, 5, 31, 12, 56, 59, 770000,
tzinfo=tzutc()),
"ETag": "21fd59a7339f2e5f73c97039254fd784"
e
"ResponseMetadata": {
"HTTPStatusCode": 200,
"RetryAttempts": O,
"HostId": "",
"RequestId": "tx000000000000000000b2c-0060b4dd1lb-20bdd-default",
"HTTPHeaders": {
"transfer-encoding": "chunked",
"date": "Mon, 31 May 2021 12:56:59 GMT",
"x-amz-request-id": "tx000000000000000000b2c-0060b4dd1b-20bdd-default",
"content-type": "application/xml"
}
}
}
IREER ik *B
CopyObjectResult SHINER, B3EHRI0bjecthiIETAGHIEIZERTE Dict

ResponseMetadata httpigkiREIEIE, SIEEXRENIRESAEK Request DESE Dict
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#-*-coding:utf-8 -*-

from boto3.session import Sessio
bucket = 'test-bucket'
access_key="your access key"

secret_key="your secret key"
url="zos endpoint"
session = Session(access_key, secret_key)

s3_client =

session.client("s3", endpoint_url=url)

response = s3_client.copy_object(ACL="public-read', CopySource={'Bucket': ' 'test-
bucket', 'Key':'test_put'}, Bucket='test-bucketl', Key='test_put2')
print(response)

Copy
TIgEiAE

Copy IERLIUG— M HNRIEZEHZI BIREE, STFFHENATSGBRIN

HikRE

copy (CopySource, Bucket, Key, ExtraArgs=None, Callback=None, SourceClient=None,

config=None)

SE5EE

o e

CopySource

Bucket

Key
ExtraArgs
Callback
SourceClient

Config

IREI45RiER
7%

Sk

SHIRYREbucket, objectfIa]i%AY Versionld &= :

{'Bucket': 'bucket’, 'Key': 'key', 'Versionld": 'id'}
SHIRIBERIBucket

SHIRBERIKey

EEA clientfUERIMNE 2]

EERE, FEMRR, EZSHERNFTE
iRclient, EAEM, BOAMERZRIClient

fEHBCE, ¥ Mboto3.s3.transfer.TransferConfig

Dict

String
String
Dict
Function
Client

TransferConfig

S & oY Ao
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#-*-coding:utf-8 -*-
from boto3.session import Session

total_bytes = 0
#ITENIEE
def show_progress(nbytes):
global total_bytes
total_bytes += nbytes
print('copyed bytes: %s' % total_bytes)

bucket = 'test-bucket'

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client("s3", endpoint_url=url)

response = s3_client.copy(CopySource={'Bucket':'test-bucket', 'Key':'1G'}, Bucket
= 'test-bucketl', Key = 'test_copy', Callback=show_progress)

Restore Object
ThgEisER
FITARIRITRES S SR
HikRE

restore_object(
Bucket="string',
Key='string',
versionId='string',
RestoreRequest={

'Days': 123,
'GlacierJobParameters': {
'Tier': 'Standard'
}
}
)
SEIREE

SHEM SR i) BEYR
Bucket Bucketfy&ZFR string 2
Key BEITHRRRIERNISREETR string 2
Versionld SIRANRAES string B
RestoreRequest R IRIEERB RS Dict =2
Days BT ISR AR REBRTE, BRISIFEEA1-31X integer &
Tier e, BRIRZ#Standard String 2
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IR [OI455Ri5ER

{
'ResponseMetadata’: {
'HTTPStatusCode': 202,
'RetryAttempts': 0,
'HostIid': '',
'RequestId': 'tx000000000000000000004-00621c88d4-12211-default"’,
'HTTPHeaders': {
'date': 'Mon, 28 Feb 2022 08:33:24 GMT',
'content-length': '0',
'x-amz-request-id': 'tx000000000000000000004-00621c88d4-12211-
default',
'connection': 'Keep-Alive'
}
}
}
L EI TS faiA 3]
ResponseMetadata httpiEkiR BIEHE Dict
o]

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
import sys
bucket=sys.argv[1]
obj=sys.argv[2]
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client("s3",endpoint_url=url)
print s3_client.restore_object(
Bucket=bucket,
Key=0bj,
#ARSIEE (S S
RestoreRequest={
'Days': 4,
'GlacierJobParameters': {
'Tier': 'Standard'

PR EIEIRIE
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Create Multipart Upload

IDREISER

Create Multipart Upload i&KSCEWIAL o F E1E, BIniTItiER UG SIRE] Upload ID AT E4E
A9 Upload Part i53K, XSEARECANFAEIR,

HikRE

create_multipart_upload(
ACL='private'| 'public-read',
Bucket="string',

Key="

string',

StorageClass="string',
Tagging='string',

)
SRR
sHEMm SR 5]
ACL EF HESHHRIACLERNY String
Bucket XHE FERIBucketZFR String
Key E HERSIHEFR String
StorageClass  X{HE9FERE String
MRS, FRBREEUTXMKey1=Valuel, MERBER
Tagging — =5, =ZRiAkey, ZEAvalue, FIBEIERZ =t String
ST Avalue
IREIZ5 Rk B
{
u 'Bucket': 'bucket-s8', u 'UploadId': '2~YG11hMAGVEFF9dIsy4THdUu3TSWPGH4'
u 'Key': '"filel', 'ResponseMetadata': {
'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'HostId': "',
'RequestId': 'tx00000000000000000002a-0060a505ca-47ce2-default’,
'"HTTPHeaders': {
'date': 'wed, 19 May 2021 12:34:18 GMT',
'content-length': '245"',
'x-amz-request-id': 'tx00000000000000000002a-0060a505ca-47ce2-
default',

'content-type': 'application/xml',
'connection': 'Keep-Alive'

B & I Ho
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IREIER faik e

Bucket MAHRIFAIBUcketBZFR String

Uploadid SERLEID String

Key NAFFEBuUcket P {RIFAIZFR String

ResponseMetadata httpiEKIR[EIZWE Dict

HTTPStatusCode httpiE SRS Int
o)

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)
#{TElupload id%fE R
print(s3_client.create_multipart_upload(Bucket="bucket-name',Key="file-name",
Tagging="'tag-key=tag-value'))

Upload Part
TIREisER

Upload Part iERSCHENISBLLUGHIS R E(E, STSAIRAYELES 1 B/ 10000, MRTRE—R, Hitb
FHRANBAIAFHZETFSM, FEERIEK Upload Part B, TEE#EHS partNumber ] uploadID,
partNumber ARAES, SHFELFLEIE. partNumber BIBEEZEMN1FHA.

HikRE

upload_part(
Body=b'bytes'|file,
Bucket="string',
Key="string',
PartNumber=1,
Uploadid="string',

SR
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SHEW SR

Body F HERISUSEE

Bucket NHE FERIBucketBZFR

Key F_HERISUSBFR

PartNumber  HFIDER LGRS
INED £ ; . ;

Uploadid SR FERIID, 7ECreate Multipart Upload®HiR([E]RY
Uploadld

IREI4&ERi% A
u '"ETag': '"59d0d19fc45ca69230d858f60a5557f8" ",

'HTTPStatusCode': 200,
'RetryAttempts': O,
'Hostid': "',

'RequestId':

'HTTPHeaders': {

'accept-ranges': 'bytes',
'connection': 'Keep-Alive',
'etag': '"59d0d19fc45ca69230d858f60a5557f8"",
'x-amz-request-id"':
default',
'date': 'Thu, 20 May 2021 02:17:58 GMT'
}
}
}
IRESR fid
Etag SR EREIERYEtag
ResponseMetadata httpiE kiR EEHE
HTTPStatusCode httpiE SRS
o]

'content-length': '0',

#-*-coding:utf-8 -*-

from boto3.session import Session
import boto3

access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)
print s3_client.upload_part(Bucket="'bucket-name',Body=open("file-name",
'rb').read(), Key='key-name',PartNumber=2,
UploadId='2~ziyYVSXVMaM_5IvXMI4safwllT0OU5yA")

String =
String =
String =

String =

String

'ResponseMetadata'’: {

'tx000000000000000000003-0060a5c6d6-5dc75-default’,

'tx000000000000000000003-0060a5c6d6-5dc75-
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Complete Multipart Upload
TIgEisER

Complete Multipart Upload FBsRSEEHISSRE DR EE. HEELEAER Upload Parts HERTAIRLL
&, 1ReILARSiZ API SERR 1%, 7E(ERIZ API B, W JRTE Body FE5HE— AT PartNumber
ETag, FSRRIQRAERME.

HikFER

complete_multipart_upload(
Bucket="string',

Key='string',
MultipartUpload={
'Parts': [
{
'ETag': 'string',
'PartNumber': 1
B
1

be

Uploadid="string',
)

SR A
3 SERY tEEE
sHaMm SHEx ESic] U
Bucket XAHE FERIBucketZFR String 2
Key E HERSHER String &
T \/\n\/\ngl%\’ SNSRI E )
MultipartUpload Fﬁﬁﬁﬁ iJJ:%E’JJ:ExE’JDEﬂ BFEDERXINEtag Dict =
MRS
Etag PERXIRIAIEtag String &
PartNumber PEXINS BRRS String &
>ER 91D Multi I IR[E]A
Uploadid SER EfERIID, 7ECreate Multipart UploadsRiR[EIRY String &£
Uploadid
IR[EIZ5 R ik B

{

u 'ETag': 'a7d414b9133d6483d9alc4e04e856e3b-2"', u 'Bucket': 'bucket-s8', u
'Location': 'http://192.168.218.130:7480/bucket-s8/5M', 'ResponseMetadata': {
'HTTPStatusCode': 200,
'RetryAttempts': O,
'Hostid': '',
'RequestId': "tx000000000000000000064-0060a62bc5-5dc75-default’,
'HTTPHeaders': {
'date': 'Thu, 20 mMay 2021 09:28:37 GMT',
'content-length': '296',


af://n3146
af://n3147
af://n3149
af://n3151
af://n3188

'x-amz-request-id': 'tx000000000000000000064-0060a62bc5-5dc75-

default',

'content-type': 'application/xml',

'connection': 'Keep-Alive'

}
}, u 'Key': '5M'
}
IBEIZR g
Etag BRI {HHYEtag
Bucket {RESFRIBuUcketBFR
Location NGB E
ResponseMetadata httpis SR EIEERE
HTTPStatusCode httpIE SRS
]|

#-*-coding:utf-8 -*-
from boto3.session import Session
import boto3
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)
print s3_client.complete_multipart_upload(
Bucket="bucket-s8"',
Key='5M",
#5: partiR M ETagll 2 PartNumber
MultipartUpload={
'Parts': [
{
'ETag': '5f363e0e58a95f06che9bbc662c5dfh6’,
'PartNumber': 1

Irg

{
'ETag': '34ae08b4a695b10f23d94913ch881c6bc’,
'PartNumber': 2

h

be
UploadId='2~3BRpGICgM_5Lym31H53HhY1-XD6VvjeH',

List Parts
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Thgeiseg
List Parts FIsREIIFES R LEFHE LIENSBRIYES.
HixRE
Tist_parts(
Bucket="string',
Key='string',
MaxParts=123,

PartNumberMarker=123,
Uploadid="string',

SHi%EA

SHEWR S¥iEir xB

Bucket XHE HERIBucketBZFR String
Key EESHEREFPMREFRSGETR String

MaxParts RZIREINSEREE Int

PartNumberMarker listhID BRImSHIRIRRS, REDRRSKTIX M it
FRPRERT SRE]

SE& FHEMIID, #ECreate Multipart Upload=hiR[E]HY

Uploadld String

Uploadld

IR [E1455Ri5i08

'ResponseMetadata’: {
'"HTTPStatusCode': 200,
'RetryAttempts': 0,
'Hostid': '',
'RequestId': 'tx00000000000000000000b-0060a5cd69-5dc75-default’,
'HTTPHeaders': {
'transfer-encoding': 'chunked',
'date': 'Thu, 20 mMay 2021 02:46:01 GM™MT',
'connection': 'Keep-Alive',

'x-amz-request-id': 'tx00000000000000000000b-0060a5cd69-5dc75-

default',
'content-type': 'application/xml'

I

u 'Bucket': '"bucket-s8',

u 'NextPartNumberMmarker': 3,
u 'Parts': [{

u 'LastModified': datetime.datetime(2021, 5, 20, 2, 12, 22, 643000,

tzinfo = tzutc(Q)),
u 'PartNumber': 1,

B & I H

HD  RD

ol

ol

i
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u 'ETag': '"eb260e9ae827821beceeed4104f0ad89" ',
u 'size': 6

oA

u 'LastModified': datetime.datetime(2021, 5, 20, 2, 29, 2, 299000,

tzinfo = tzutc()),
u 'PartNumber': 2,
u 'ETag': '"59d0d19fc45ca69230d858f60a5557f8"",
u 'size': 7

bl
u 'Uploadid': '2~ziyYVSXvMaM_5IvXMI4safwllTOUSyA",
u 'StorageClass': 'STANDARD',
u 'Key': 'filel',
u 'owner': {
u 'DisplayName': "',
u 'ip': "'
be
u 'MaxParts': 3,

u 'IsTruncated': False,
u 'PartNumberMarker': 0

}

IREZER iR
ResponseMetadata httpiERIREIZHE
HTTPStatusCode httpIE SRS
Bucket A4 EfERIBcuketZFR

T—IRIistRRHEI D ER AR S, EERTEINRE
NextPartNumberMarker (MR E _ LERD R B AT HEnRERY S EREL
B), fEAT—RlistlIo ERiCiame

Parts B& HENSRIER

LastModified %57 B EIRARE BTRIRTE)
PartNumber DERIRS

Etag Z5 BREWEXI N Etag

Size Z BREEAN, BT
Uploadld SE& EfERYID, 7ECreate Multipart Upload#RiR[E]
StorageClass DER RIS XS R AT 5

Key DR EHERN SRR P REFIIRF
Owner SRR HERSUGRTE R

MaxParts HRllistiRZIREIRIZEREE
IsTruncated REEMT

PartNumberMarker LEilisti D IR S

Int

Dict
Datetime
Int
String
Int
String
String
String
Dict

Int
Boolean

Int
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#-*-coding:utf-8 -*-
from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"
session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)
print s3_client.list_parts(Bucket="bucket-s8', Key='filel',MaxParts=2,

PartNumberMarker=0, UploadId='2~ziyYVSXVMaM_5IVvXMI4safwllT0OU5yA")

Abort Multipart Upload

IhaEEA

Abort Multipart Upload FASRSEIIEF— Mo R EEFHERE _EEAIR, ZH&TEA Abort Multipart
Upload B, #NSRBIEMEFEAIXA Upload Parts HEHRRYIERK, M Upload Parts £iREISKML,

HikRE

abort_multipart_upload(

Bucket="'
Key="str

string',
ing',

Uploadid="string',

SE5EE

SYER Sk

Bucket

Key

Uploadid

IR [O1455Ri5ER

NAHE FERIBucketZFR
S EER P RFISULEBFR

SR EERIID, TECreate Multipart UploadshiR[E]RY
Uploadld

String

String

String

Him
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'ResponseMetadata’: {
'HTTPStatusCode': 204,
'RetryAttempts': O,
'HostId': '',
'RequestId': 'tx000000000000000000014-0060a5d778-5dc75-default’,
"HTTPHeaders': {
'date': 'Thu, 20 May 2021 03:28:56 GMT',
'connection': 'Keep-Alive',
'x-amz-request-id': 'tx000000000000000000014-0060a5d778-5dc75-
default'

IREIER ik E

ResponseMetadata httpiEKiR BIEHE Dict

il

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)
s3_client=session.client('s3',endpoint_url=url)

print s3_client.abort_multipart_upload(Bucket="bucket-name', Key='key-
name',UpTloadId="2~ziyYVSXVMaM_5IVXMI4safwI11TOU5SyA")

List Multipart Uploads
Th&EisER

List Multiparts Uploads FISREAIIEEHITHIDER E1E, tBREBE Created{BREiXIZHAaborted
a#& CompletedfI3ER HEEUE, BURZRZFIH 1000 NEEHITHRIZER L.

HikFER

Tist_multipart_uploads(
Bucket="string',
KeyMarker="string',
MaxUploads=123,
Prefix="string',

S
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B & I Ho

SHER SR 2B
Bucket XAHE FERIBucketBEFR String &
KeyMarker HRBEKey X FKeyMarkerf9oE& HEEIRA SIR[E] String &
SERBSBERSHE MR, A/E1-1000, 1BiT10008)
MaxUploads w s Int =
HIEAHANF1000
Prefix KeyfHIRTER, RABLAPrefix IFFLAIKey A SIRE] String &
IREIZ5 Rk A
{
u 'Uploads': [{
u '"Initiator': {
u 'DisplayName': 'testuser',
u '"ip': 'testuser'
e
u 'Initiated': datetime.datetime(2021, 6, 23, 8, 20, 45, 149000, tzinfo
= tzutc(Q),
u 'Uploadid': '2~AB_w22rcwgDnKcpGeVvae8wPIwqyw3_",
u 'StorageClass': 'STANDARD',
u 'Key': '30M',
u 'owner': {
u 'DisplayName': 'testuser',
u '"ip': 'testuser'
}
Fo o
u 'Initiator': {
u 'DisplayName': 'testuser',
u 'ip': 'testuser'
e
u 'Initiated': datetime.datetime(2021, 6, 23, 8, 21, 1, 499000, tzinfo =
tzutc()),
u 'Uploadid': '2~BR1rFShYE_5m_MU30nxAEmUpnlhPjba"',
u 'StoragecClass': 'STANDARD',
u 'Key': '40mM',
u 'owner': {
u 'DisplayName': 'testuser',
u '"Ip': 'testuser'
}

}]1, 'ResponseMetadata': {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'"HostId': '',
'RequestId': "tx000000000000000000038-0060d2ef92-193d76-default’,
'"HTTPHeaders': {

"transfer-encoding': 'chunked',
'date': "'wed, 23 Jun 2021 08:23:46 GMT',
'connection': 'Keep-Alive',

'x-amz-request-id': 'tx000000000000000000038-0060d2ef92-193d76-
default',
'content-type': 'application/xml'
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}
}, u "MaxUploads': 1000, u 'NextKeyMarker': '40M', u 'Bucket': 'bucketl', u

'IsTruncated': False, u 'NextUploadIdmarker':
'2~BRTrFShYE_5m_MU30nxAEmUpnlhPjba’

}
IEREISESR ik e
ResponseMetadata httpiEg IR EIEWE Dict
Uploads SRR HEEEE Dict
Initiator Zo R LERtlEE Dict
Inittited 1z B L AECIZAIATIE) datetime
Uploadid 1z B EtERYUploadld String
StorageClass FERAY String
Key DR EfERIKey String
Owner PR EERNESE Dict
]

#-*-coding:utf-8 -*-

from boto3.session import Session

import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session=Session(access_key,secret_key)

s3_client=session.client('s3',endpoint_url=url)

print s3_client.list_multipart_uploads(
Bucket="bucket-name',

B RiE

PostimRLIEE A

ThREi AR

IZINRERXFERPRIE TR, FBAMERHNE R FANEEERFHERES, SHHMER R
JPG. PNG. WEBP, BMP, TIFF,

HikER

process_object(
ProcessSource="string',
Bucket="string',
Key='string',
ZosProces="string'

)
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S

SHEW

ProcessSource

Bucket

Key

SR

FUEHIE FERR, &U{Bucket}/{Object}[?Versionid=]

IEEAIERRYE R B IS
SLEERIE R BRFRIZIR
ERLERNS, B89, e, hetk, KED, B

ZosProces

ZosProcesstNEN &

i, REUSEINEE

o EF4EH(e.g. image/resize,w_300,h_200,m_fixed)
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color

limit

SHHE

18RE Bfr4EnY
EFEE

8RE Br4EnL
E=E

IEEEIHE

IEEA
padid, fEE
HTEE®

BEDT
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8 Brg8nt
EXTIRERS
ERYER

LV

[1,4096]

[1,4096]

Ifit (BRME) : Etb4srt, BifrgaiEsigEwiin
RN KER.
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ARSI/ NERE .
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SHEWR SR BB E=EEWM
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o 7KED

o ER7KED(e.g.
image/watermark,image_aHVkaWUuanBnP3gtem9zLXByb2NIc3M9aW1hZ2UvcmVzaXpl
LHBfMzAvcm90YXRILDE4MA==,g_north,t_40)

o XZFKEN(e.g.
image/watermark,text_Q2hpbmFOZWxIY29t,type_heiti,color_FF0000,size_40,g_se,t_80)
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{
'ETag': '"4cc020485083clee00ab44d6ebe34cOb" ',
'ResponseMetadata'’: {
'HTTPStatusCode': 200,
'RetryAttempts': 0,
'Hostid': "',
'RequestId': 'tx000000000000000000024-0060bca54e-d355-default’,
'"HTTPHeaders': {
'date': 'sun, 06 Jun 2021 10:37:02 GMT',
'content-length': '0',
'etag': '"4cc020485083clee00ab44d6ebe34cOb" ',
'accept-ranges': 'bytes',
'x-amz-request-id': 'tx000000000000000000024-0060bca54e-d355-
default'
}
}
}
sHEMm S#imid 5]
ResponseMetadata httpiEKIR[EIZHE Dict
ETag XISRAJETag String
a5

#-*-coding:utf-8 -*-

from boto3.session import Session
access_key="your access key"
secret_key="your secret key"
url="zos endpoint"

session = Session(access_key, secret_key)
s3_client = session.client('s3', endpoint_url=url, verify=False)
dst_bucket_name = 'dst'

dst_key_name = 'hudie_mini.jpg'

source_name = 'src/hudie.jpg’
#REE S
process_method = 'image/resize,w_200"'

print s3_client.process_object(

)

Bucket=dst_bucket_name,
Processsource=source_name,
Key=dst_key_name,
ZosProcess=process_method

print res
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GetigRIRENE A
INaEiER

E R4 B R Eget_objectEMIBTAN R, RATXFMERTRIE R HELLE, SHFHEE RS

JPG. PNG, WEBP, BMP. TIFF,
HikRE

get_object(
Bucket="string',
Key='string',
ZosProces="string'

)

SR

SHEWR SR

Bucket FHERBRIAFR
Key FENTSRAIEFR

BERGENGI, S2%0, 58, hets, 7KED, w8zUiEHe, 3%
ZosProces BYERIEE BN J5iEBPut Bucket Topic Configuration&#id

B3

IR [E1455Ri5ER

String

String

String

'Body': <botocore.response.StreamingBody object at 0x7f85b8466d90>,

'AcceptRanges': 'bytes',

'ContentType': 'image/jpeg',

'ResponseMetadata’: {

'HTTPStatusCode': 200,

'RetryAttempts': 0,
'HostId': '',

'RequestId': 'tx000000000000000000017-0060bc9edc-d355-default’,

'HTTPHeaders': {
'content-length'

: '7997',

'Xx-rgw-object-type': 'Normal',
'X-amz-storage-class': 'STANDARD',

'accept-ranges':

'bytes’,

'x-amz-meta-s3cmd-attrs':
'atime:1621495036/ctime:1621424206/gid:0/gname: root/md5:97a6d0c27011ddc89b42456d
a8blbe8a/mode:33188/mtime:1621424206/uid:0/uname:root"',

'last-modified':

'"Tue, 25 May 2021 15:55:46 GMT',

'etag': '"37a704f5a75b786730d7280cf727b72b" ",

'x-amz-request-id"':

default',

'date': 'Sun, 06 Jun 2021 10:09:32 GM™MT',

'content-type':

'image/jpeg’

'tx000000000000000000017-0060bc9edc-d355-

B & I Ho

ali

il

il
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be

'LastModified': datetime.datetime(2021, 5, 25, 15, 55, 46, tzinfo =
tzutc(Q)),

'ContentLength': 7997,

"ETag': '"37a704f5a75b786730d7280cf727b72b" ",

'StorageClass': 'STANDARD',

'Metadata': {

's3cmd-attrs':

'atime:1621495036/ctime:1621424206/gid:0/gname: root/md5:97a6d0c27011ddc89b42456d
a8blbe8a/mode:33188/mtime:1621424206/uid:0/uname: root’

}
}
SHER SHimir SREL
Body RENEHRE StreamingBody
ContentType IREIRFSRAYZEEY string
ResponseMetadata httpig KR EIZWE Dict
LastModified XTSRRI EIEERTE) Datetime
ContentRange RN SRERENIE N P E 2 HIER D String
ETag SIHRAYETag String
ContentLength M R ARAHS B Integer
Metadata MR ERITERER Dict
ol

#-*-coding:utf-8 -*-

from boto3.session import Session

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

session = Session(access_key, secret_key)

s3_client = session.client('s3', endpoint_url=url, verify=False)
bucket_name = 'public'

key_name = '1000.jpg’

#R(ERE S

process_method = '"image/resize,w_300,h_200,m_fixed'

res = s3_client.get_object(
Bucket=bucket_name,
Key=key_name,

ZosProcess= process_method
)

print res

TopictE{E
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Put Bucket Topic Configuration
TgEisER

SR aEAmEANNER, WRMEEREN, FENRERECEBE—MZISERMNER, N
IREZERRAIARN, TIALIEER £,

HiERE
create_topic(
Name='string',

Attributes={
'string': 'string'

SE5EE

s4am Sk sem

B S I Ao

fil

Name TopicHIZFR String

TopicHIEM, HRIEARIIENGR (Kafka, RabbitMQ,

o
HTTP/S) , BARRNEE <t

i

Attributes

REIE iR

'"TopicArn': 'arn:aws:sns:zg_cn::Kafka_topic',
'ResponseMetadata’: {
'RequestId': '77809110-426b-48d8-9el15-32fde7bb27e7.157067.1102100",
'HTTPStatusCode': 200,
'HTTPHeaders': {
'server': 'ct-zos',
'date': 'Sun, 06 Jun 2021 02:53:37 GM™MT',
'content-type': '"application/xml',
'content-Tlength': '294"',
'connection': 'keep-alive',
'x-amz-request-id': 'tx00000000000000010d114-0060bc38b1-2658b-
cn_east2'
b
'RetryAttempts': 0

IBE4ER A £
ResponseMetadata httpiEKIREEHE, BEIRERKIRENASIEKRequestiDEE Dict

TopicArn & ARN String
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5l

#-*-coding:utf-8 -*-

from boto3.session import Session
from botocore.client import Config
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

sns_client = boto3.client('sns',
endpoint_url=url,
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
use_ss1=True,
verify=False,
region_name="'default"',
config=Config(signature_version="'s3"),

)

topic_name = "Kafka_topic"
kafka_endpoint = "11.50.132.160:9092"

attributes = {}
attributes['push-endpoint'] = 'kafka://' + kafka_endpoint
attributes['kafka-ack-Tevel'] = 'broker'
response = sns_client.create_topic(
Name=topic_name,
Attributes=attributes

)

print(response)

Get Bucket Topic Configuration
ThREisER

IREEERFEREY.

HikRE

get_topic(TopicArn="'string')

S

sHER  SidEd e

. TopicHIFE—HRR, SFARNAUE, BLBLUTEH: .
TopicArn String
arn:aws:sns:::

& HI

2l

b= |
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IR [O]455Ri5ER

{
'GetTopicResult': {
'"Topic': {
'User': 'zousheng',
'Name': 'Kafka_topic',

'EndPoint': {

'EndpointAddress': 'kafka://11.50.132.160:9092"',

'EndpointArgs': 'Attributes.entry.l.key=push-
endpoint&Attributes.entry.l.value=kafka%3A%2F%2F11.50.132.160%3A9092&Attributes.
entry.2.key=kafka-ack-level&Attributes.entry.2.value=broker&version=2010-03-
31&kafka-ack-Tevel=broker&push-endpoint=kafka://11.50.132.160:9092",

'EndpointTopic': 'kKafka_topic'

b

'TopicArn': 'arn:aws:sns:zg_cn::Kafka_topic'

e

'ResponseMetadata’: {
'RequestId': '77809110-426b-48d8-9e15-32fde7bb27e7.157067.1110405",
'"HTTPStatusCode': 200,
'"HTTPHeaders': {

'server': 'ct-zos',
'date': 'Sun, 06 Jun 2021 03:11:00 GMT',
'content-type': 'application/xml',
'content-length': '719',
'connection': 'keep-alive',
'x-amz-request-id': 'tx00000000000000010f185-0060bc3cc4-2658b-
cn_east2'
B
'RetryAttempts': 0
}
}
IREIZR iR i)
ResponseMetadata httpiEKIREEEE, BEIFERKIRENASIE K RequestiDEE Dict
GetTopicResult TBERATREVER Dict
Topic TopicfE8 Dict
TopicArn /A ARN String
]|

#-*-coding:utf-8 -*-

from boto3.session import Session
from botocore import exceptions
from botocore.client import Config
import boto3

access_key="your access key"
secret_key="your secret key"
url="zos endpoint"

sns_client = boto3.client('sns',


af://n3784
af://n3807

endpoint_url=url,
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
use_ss1=True,

verify=False,

region_name="default',
config=Config(signature_version="s3"'),

)

topic_arn = "arn:aws:sns:zg_cn::Kafka_topic"
try:

response = sns_client.get_topic(TopicArn=topic_arn)
except sns_client.exceptions.ClientError:

response = "There is not Topic"

print(response)

Delete Bucket Topic Configuration

LhaEiEA

MfFER. HEERBS (Idempotence) #4F, EUIMIBFAFENERFS

HiEREE
delete_topic(TopicArn="'string')

SR

: TopicHIZ—HRiR, SEARNIISH, BEBLUTEH:
TopicArn
arn:aws:sns::

R[OS R AR

{

'ResponseMetadata'’: {

'RequestId': '77809110-426b-48d8-9el5-32fde7bb27e7.

'HTTPStatusCode': 200,
'HTTPHeaders': {

SEGEIR.

157067.1142347",

'server': 'ct-zos',
'date': 'sun, 06 Jun 2021 04:14:38 GMT',
'content-type': 'application/xml',
'content-Tlength': '204',
'connection': 'keep-alive',
'x-amz-request-id': 'tx000000000000000116e4b-0060bc4bae-2658b-
ch_east2'
b
'RetryAttempts': 0
}
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il

#-*-coding:utf-8 -*-

from boto3.session import Session
from botocore.client import Config
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

sns_client = boto3.client('sns',
endpoint_url=url,
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
use_ss1=True,
verify=False,
region_name="'default"',
config=Config(signature_version="s3"),

)
topic_arn = "arn:aws:sns:zg_cn::Kafka_topic"

response = sns_client.delete_topic(TopicArn=topic_arn)
print(response)

List Bucket Topic Configuration

Th&EisER
REFEEENFERNE. HASEM, RE=Topics#ETE,
HikRE

Tist_topics()

SR
. %
IRE45Ri5 BB

{
'"Topics': [{
'User': 'zousheng',
"Name': 'kafka_topic',

'"EndPoint': {

'EndpointAddress': 'kafka://11.50.132.160:9092",

'EndpointArgs': 'Attributes.entry.1l.key=push-
endpoint&Attributes.entry.l.value=kafka%3A%2F%2F11.50.132.160%3A9092&Attributes.
entry.2.key=kafka-ack-Tlevel&Attributes.entry.2.value=broker&version=2010-03-
31&kafka-ack-Tevel=broker&push-endpoint=kafka://11.50.132.160:9092",

'"EndpointTopic': 'Kafka_topic'

L
'"TopicArn': 'arn:aws:sns:zg_cn::Kafka_topic'
bl

'ResponseMetadata’: {
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'RequestId': '77809110-426b-48d8-9el5-32fde7bb27e7.157067.1269231",
'HTTPStatusCode': 200,
'HTTPHeaders': {

'server': 'ct-zos',
'date': 'sun, 06 Jun 2021 09:04:45 GM™MT',
'content-type': 'application/xml',
'content-length': '796"',
'connection': 'keep-alive',
'x-amz-request-id': 'tx000000000000000135def-0060bc8fad-2658b-
cn_east2'
I
'RetryAttempts': 0O
}
}
o]

#-*-coding:utf-8 -*-

from boto3.session import Session
from botocore.client import Config
import boto3

access_key="your access key"

secret_key="your secret key"

url="zos endpoint"

sns_client = boto3.client('sns',
endpoint_url=url,
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
use_ss1=True,
verify=False,
region_name="default',
config=Config(signature_version="s3"'),

)
topic_arn = "arn:aws:sns:zg_cn::Kafka_topic"

response = sns_client.list_topics(
print(response)

ERiRINE
(ERRHEES
BRI

BERmINE, £ EEXNRIREINEMEEINGE.

o 0% sdk LEXISRAT, BITAFRMNER, sdkiEEtRHTINEEE LIERIRS . RSIHERE
AURSSRBD N fFAURISR.
o fRE: sdkTEMISRES, BIAFRMAVER, BERSmRENMENS, FHRFZIERMT,
NIRRT R sdkREIRO B, ERER—FEITNERZERTERER, WEXE
A, NSRS ERETERINEE.

HRipython sdk{XsZFFAES. GCMAIEEIE,
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REKRE

MEEBFERAZFHINEINAE, EETRRERpython sdkiVREZ 5, EEIIIME—MKRE. &
279 pycryptodome, hRAAEKTF3.20.0,

PATIAT <

pip install pycryptodome==3.20.0

RN A

TDREis AR

A — IEE, ERERETSRENEEE, NEL, NEEEENIEHT
B,

HikRE

get_crypte_key()

S8R

7c

IR [EI45 SRR

BECIRE—32 byte X/\IESA, 1E=0byte,
pl

from s3transfer import zoscrypt
my_key = zoscrypt.get_crypte_key()

(RFINEE=H
LhgEisER

AT EREERIkeyER, REIZOBEEMNKey(RFRIAME, REZIAMBAIkeyEiBIdbase64i# T
UEHEN

HikER

save_key(key, file_path)

2%
SH2Mm SR i ERYm
key 18R HIkey Byte[] 2
file_path FEBkeyREFHIEER String 2
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IREIZ Rk AR
7
]l
from s3transfer import zoscrypt

#4: ptkey
my_key = zoscrypt.get_crypte_key()

#{rfikey
zoscrypt.save_key(my_key, "D:\\data_test\\my_key™)

nnEennzz A

IIRERER
IR PR R MU ERRIREF.
HiERE

load_key(file_path)

SE%EB
SHER St e ERYUHR
file_path FEENNEATkeyRIEEER String a2

IR [E]45 515t EE

REFEERE THERES, KB 9byte#iH,

o)

from s3transfer import zoscrypt

load_key = zoscrypt.load_key("D:\\data_test\\my_key")

ez k&bl
IDREiER

BN HEEO, IZIEOEEHIMENs3_client, user_key, file_path=/"&#1, Hftt&#FIPut
ObjectiE—L.

HikRE

put_object_encrypt(s3_client, user_key, file_path, bucket,
key, **kwargs):
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S

syEn Sk e

PIRHRThEFiniEO. FAERT EEX

s3_client . boto3.session.Session.client
user_key BRECRENZRER, FEEERN String
base6418=.
file_path FE HERSRER String
bucket B2 LIRS FTERINE String
key FE LERIXISAIkey String

EENSRAIEMMSEISE, WACL,
**kwargs MetadataZs, S#UFERSFZFIPut Object Dirt
—E

B & I Ao

i

fiD

fl  HOD

2l

i

IR [E1455Ri5t0R

FOPut Object—2],

il

#-*-coding:utf-8 -*-

import base64

from s3transfer import zoscrypt
from boto3.session import Session

ak = "your ak"
sk = "your sk"
host = "your host address"

# Hlihttsession and client
session=Session(ak, sk)
s3_client=session.client("s3",endpoint_url=host)

#IEAMPIFHE S, X207, BT ELRIE D4 I A R 5
#IRAT RN T AR B AR R TH . A] S B RAT N2 B A 71y
load_key = zoscrypt.load_key("D:\\data_test\\my_key")

#58 AR RIS S SO 445, bucket_name, key_name
file_path = "D:\\data_test\\my_data.txt"
bucket_name = "bucket-crypt"

key_name = "test_crypt"

#W O BT S, ACL, metadataZE@ivMs B ol E 255 S+
response = zoscrypt.put_object_encrypt(s3_client,
base64.b64encode(Toad_key),
file_path,
bucket_name,
key_name,


af://n3921
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ACL = "private")

print(response)

nneE T E Gl

LhHEiEE

RN HEEO, ZIEOZEBEHIMENs3_client, user_key, file_path=/"&#1, EfttS#F1Get

ObjectizA—%.

HixRE
get_object_decrypt(s3_client, user_key, file_path, bucket, key, **kwargs)
S4%A
SHEMR Simid S0
. VIR IhE FimiE . FSRHTIRET . . .
s3_client o boto3.session.Session.client
SHR(F.
User ke BRECRENZSRER, 285N s
<Y base641&=,, &
file_path RENAIS R IFRIER R String
bucket EERIHINISRFTERIE String
key EEREIXI S A Ikey String
REISEMSEER, W IfMatch,
**kwargs VersionldZ, 2#ERAS{F0Get Object Dirt
—H.
IR[EIEERi5E

#Put Object—2L,

il

#-*-coding:utf-8 -*-

import base64
from s3transfer import zoscrypt
from boto3.session import Session

ak = "your ak"
sk = "your sk"
host = "your host address"

# ¥lthiksession and client
session=Session(ak,sk)

B & I Ho

fiD

i

f0 RO

i

iy
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s3_client=session.client("s3",endpoint_url=host)

#INFAMPIFHE S, X200, B ELRE LRI A R A
H#HRAER] T AN A R . W22 (R A7 N2 2 3 Y
load_key = zoscrypt.load_key("D:\\data_test\\my_key")

#ts ERA BT ST 5 (RAT I SCAF#% 1%, bucket_name, key_name
down_path = "D:\\data_test\\my_down.txt"

bucket_name = "bucket-crypt"

key_name = "test_crypt"

#HE D R 5, Ifmatch, VersionId#isMs Bl B R G S5k
response = zoscrypt.get_object_decrypt(s3_client,
base64.b64encode(Toad_key),
down_path,
bucket_name,
key_name)

print(response)
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