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XET
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1. SDKZ%E

| ZEEP|P
MEUFIRRA L EpipiS, LUCentosffl, iEERLATmOBARZEE:

yum -y install epel-release
yum install python-pip

| z2esDK

1. TExos-python-sdk.zipFREFH N, TEHEEA:
https://help.ghoss.xstore.ctyun.cn/sdk/python/xos-python-sdk.zip

unzip xos-python-sdk.zip & & cd xos-python-sdk
2. fERpipandRE=

pip install --no-index --find-links=. boto3



2. 105k

| rrmiseen

{ERsdkZ B RScHItatsdk, #rgEs3 client, @ids3 clientSEFREIATZHETINAE,

| e

import botocore.config

import botocore.session

class S3Demo(object):
def __init_ (self):
config = botocore.config.Config(
# signature version='s3v4', # s3 or s3v4, 254K

# s3={
# 'addressing_style': 'virtual', # virtual|path, default virtual
# 'use_cname': False, # Je{5 NEE AL ViR
# 3,
# connect_timeout=60, # default 60 seconds
# read_timeout=60, # default 60 seconds

session = botocore.session.get_session()

self.s3 client = session.create_client(
's3',
aws_access_key id='<your-access-key>',
aws_secret_access_key="'<your-secret-key>",
endpoint_url="'<your-endpoint>', # e.g. http://endpoint or https://endpoint
config=config)

| mRey

24 L

aws_access key id FHFIKS access key

aws_secret_access_key | FIFKS secret key

endpoint_url REAFFLAMIE, HIUEEttpEhttpsAIER

config BFIRECE, ILABCEEEEEE



3. fétAXEO

| euzeim

INgEIRER

ST LLBid ffEAcreate_bucketBliE7FE1E.
KEBHl

def create_bucket(self):
resp = self.s3 client.create_bucket(
Bucket="'<new-bucket-name>"'

)
print(resp)
iERSE
8H xB 7Lz
Bucket String TEBFR
IREIER

IRIERERSAIRTE S EIEMTD, 2005R7Ak.

| sawimmIE

INgeiRER
EelLiEE EAlist_bucketssREXAEFIER.

(KB

def list_buckets(self):
print('list_buckets")
response = self.s3_client.list_buckets()
for bucket in response[ 'Buckets']:
print(bucket["Name"])

imRSH
7



24 xB

Buckets Bucket#i¢H

| nsmesEs

Ihgeisieg

EeTLAMERhead bucketiEZOHIMBRE S FE.
KEaHl

def head_bucket(self):
resp = self.s3 client.head_bucket(
Bucket="'<your-bucket-name>"'

)
print(resp)
imRSH
8% 5] 71z
Bucket string AR
IR[E455R

IR AR ESE, 2005TEE, A04ETRGIE

| mpssm

INgEisER
A LAEAdelete bucketfipa7EhElE.

a3l

def delete_bucket(self):
resp = self.s3 _client.delete_bucket(
Bucket="'<your-bucket-name>"'

)
print(resp)
ITREH
SH xE 1588

Bucket string AR

BEVE

Al

EEVE

2l



REIESR
IRIERERSFIRTESMERETD, 2045R7<MIFRERTH

| imEmimEiR

IDaEiER

IR SIS —RTSEE MANWEIY, FRACanned ACL, & Canned ACLERE—HTIRE X AIHHRANE TN
PR, TFRFIETHRXAITEXFENE L.

ACL R ik

private FWBIES FHEEREEEIEENR, EBFIREHIENR
public-read AHIFFES FEEREEEIEENR, R REIZFEEER
public-read-write AHES FrE AP EEZIFEBRNE SR

authenticated-read EMABFEE FERAEERIEEIIR, iTMAFREEZFHEEZR

BB put_bucket_acHEMIRE—MEERILIIAIR. BAREREFMEEIIACLZEIRERS
WRITE_ACP 1R,

(K EBR

def put_bucket_acl(self):
resp = self.s3_client.put_bucket_acl(
Bucket="'<your-bucket-name>",

ACL='private' # private | public-read | public-read-write | authenticated-read

)
print(resp)
iTRSH
BH xB 588 ERYE
Bucket string WEEFR =
ACL string aclg =
IREIESR

HRIEIRERFIMTERIREMT], 200576,



| sEvsmsimineR

IDaEiER

TR LA get_bucket_acliE3REVFHEEAJaccess control list (ACL) {52, FHERAIACLEJLAERIZAYAS
IRREFEBIAPIEE, AFPFEEBREAD_ACP (IZEVFHER ACLER) NRA BT LIEEFERAIACLE
B,

KEBRE

def get_bucket_acl(self):
resp = self.s3_client.get_bucket_acl(
Bucket="'<your-bucket-name>",

)

print(resp)

BRSE

28 -5 jizl::| BEYE

Bucket string TBEFR 8
IROEER

| i) iEE

Owner Owner FrE&ER

Grants Grants MR AFRFERRES

| inmmsens

INgEiRER

TAEREIAUREE (bukcet policy) BILARIEMECE I SFMEERINRIEIRAIER, AEHEHEIFIZR (access
control lists, ACL) REEXIERE—XIRIGEINR, MiFEBEICRIETUETFSMHEET—MENNEHHE—
AWSEENR. BrREEIEBPutBucketPolicy2ERIRIR, WNREELBIZRE T policy, MFAIpolicys
E=REEMpolicy. EALUEEput_bucket_policyiZMIR BB, MAERIRISELUSONBHNZ/HH
fzati@idPolicySEUEN. policydImBIan T :



"Id": "<your-policy-id>",
"Version": "2012-10-17",
"Statement" : [{
"Sid": "<your-statement-id>",
"Principal”: {
"AWS":["arn:aws:iam:::user/<your-user-name>"]
¥
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:CreateBucket"
1,
"Resource": [
"arn:aws:iam:::<your-bucket-name>/*"

1,
"Condition": "<some-conditions>"
]
3
TR iR
Id policy id, AJEEXREF
Version policy A5, ExEiE2012-10-17

StatementfIREIRBBAN T :

TR iR

Sid statement Id, ANEXES, fEiAstatementf=fFE8

Principal AEXET, WA, iBEAKstatementiPRETXIAIDomainl AR
User, X¥HBECRF " , FBRAF (E®RF) . ZAXDomain™
FrERF#EINET, Principalt&={marn:aws:iam::user/*, ZIIEAUser
FHTINAS, Principalt&=arn:aws:iam::user/<your-user-name>

NotPrincipal ANEXEHET, IS, statementlICERRILZ SMNIEfBA, BUER
Principal

Action ANEKEE, IBEAKstatementfEARIVRIE, Action=ERAEIRF %
MEHNMBIRIEES, UFFERAFRR, AROKXNE, IFBERF
" RNZRRREHA TR EIR(E. IO "Action":["s3:List*",
"s3:Get*"]

NotAction IEXEF, ISE—EIRE, statementITEMZABIREZ FMNUE i

F. EYERIAction

oy

Ak,
Principals

NotPrincipalis
H_

HF

AJE,
NotPrincipal5
Principalit&

A%k, Action
5NotActioni%
H_

Ak,
NotAction5
ActionjtE—



TTE g EOVE
Effect WEXEHET, IEEAKstatementfINIRERIFIARIEY, EffectfIfEY% WhisE
mAAllowsl & Deny
Resource AIEKHET, iEEstatementiSEAN—HRIR, FEHBECRF ", & A,
TTERIR Resource5
NotResource
EE—
NotResource AlkxiEs, IEE—HER, statementlLEMZAE R IMIE MR ali%,
B, EUEREIResource NotResource
HResourceik
H_
Condition AlERET, Afstatement ISR ik
X1
def put_bucket_policy(self):
resp = self.s3_client.put_bucket_policy(
Bucket="'<your-bucket-name>",
Policy="{"Version":"2012-10-17","Statement":[{"Sid":"123","Effect":"Allow"," +
""Principal":{"AWS":"*"} ,"Action":["s3:PutObject","s3:GetObject"], ' +
'"Resource":["arn:aws:s3:::"' + '<your-bucket-name>' + '/*"]}]}'
)
print(resp)
iERESE
£ 5] L] EOVE
Bucket string AR =
Policy string REBRE, jsonFfiE =
IREIER

RIERERSARTESIREMT), 200KR7A.

| skEwimsens
Ihgeisieg

ferLLEid get_bucket_policyZMSREISEFMERBARAEREE. MREERNSHARZFEBIIAEE, U

ERSH YIRS EFEREB GetBucketPolicyt R, EE T ZFMEMFTEENK,. WRES

GetBucketPolicytXfR, 75i%E#5IREI403 Access Denied$&ix, MIREGEBIEHINIR, BB EARETFHE

WBIrEEWFIS4, MWiRE405 Method Not Allowed$&iR,



(¥R

def get_bucket_policy(self):
resp = self.s3_client.get_bucket_policy(
Bucket="'<your-bucket-name>",

)
print(resp)
iEREE
o 5] 71 BERYLE
Bucket string TBER =2
IZEIER
e 5] i5BB
Policy string REENE, jsonFFFE

| spsrmssns

Ihgeisieg

e LAiEd delete_bucket_policyiZOIMIFREEFEMBAUZARES. WREERNSHARRIZFERITES
&, WERBHhYIHEEFERESDeleteBucketPolicyt iR, BETZFHEEABEERIKS,. MRERE
DeleteBucketPolicyt¥fR, 73:%#&IR[EI403 Access Deniedi&iR, WIREEBIEHRINIR, BB ERET
FEEFrAEE KPS, NIREA405 Method Not Allowed$&ix,

(¥R

def delete_bucket_policy(self):
resp = self.s3_client.delete_bucket_policy(
Bucket="'<your-bucket-name>",

)
print(resp)
iERESE
e 5] 7L EOVE
Bucket string HBEFR 8
IREIZEE

HRIERERSHIRTE SR, 2005R7<MFRERTH



| eEmesEnRE

IDaEiER

4 AEET LB IR BT Bah BT RIS, FE=E. EeTLAER
put_bucket_lifecycle_configuration## iR EMEAVERERIECE, BCEMNIRTLABIS LRI Skey RIS, 1R&
75 ERE SRR E D SERATISRAS B E, XNSiSH RSBk,

def put_bucket_lifecycle configuration(self):
resp = self.s3_client.put_bucket_lifecycle_configuration(
Bucket="'<your-bucket-name>",
LifecycleConfiguration={
‘Rules': [
{
'ID': 'TestOnly',
"Expiration’: {
'Days': 3650,
¥
'Status': 'Enabled',
'Filter': {
'Prefix': 'documents/',
¥
'Transitions': [
{
'Days': 365,
'StorageClass': 'GLACIER',
¥

1,
"AbortIncompleteMultipartUpload’: {

'DaysAfterInitiation': 123

}
5
1,
¥
)
print(resp)
iBRSE
sH 5] 171 BERVE
Bucket string HBEFR =
LifecycleConfiguratio | LifecycleConfigu = 37 4asEHAINIAOEE, &ZE S 10005510 =
n ration
KT EEAFINRule—Li5iER
e 5] 7L EOVE
ID string LD B



o S5 7 L:]
Status string EEEEMN  (Enabled|Disabled)
Expiration Expiration AT EARTIE]

AbortincompleteMul | Abortincomplet = sk5ER_EAERIS BT HARTE

tipartUpload eMultipartUploa
d
Transitions Transition#{H NHEEARENRSFRERN  (REERSIEATIE)
Filter Filter RIFSSEE, AILMEERIGREISIRE
KTFExpirationdJiRa:
£ xE 1588
Days int HHAREL

XFAbortincompleteMultipartUploadf9isiaa :

B8 S0 588

DaysAfterlnitiation int THIREY
KFTransitionAYiRA:

BH S0 L

Days int AR HIREY

StorageClass StorageClass EARAITFESEEY

FZFFiltergixaa

£ xB L]
Prefix string EETERISR
IREIESR

HRIEIRERFIMTERIREMT], 200576,

| mEvimemEmRE

IjJEBiHHH
EaEf LA get_bucket lifecycle configurationtE 5k BRI SpEHARL S

oy

iy

oy



(¥R

def get_bucket_lifecycle_configuration(self):

resp = self.s3 client.get_bucket_lifecycle configuration(

Bucket="

)
print(resp)

iTREH

<your-bucket-name>'

588 RELVE
REFR =
5] 1588
Rule#¢e —MEAE S EHEEMNEE, —FRNEETRNID, IThEcH

KFEasEEANIRule—LEi-EH

Status

Expiration

AbortincompleteMultipa

rtUpload
Transitions

Filter

XFExpirationa9isaA:

24

Days

XFAbortincompleteMultipartUploada9isiaa:

24

DaysAfterlnitiation

FFTransitiongiEa :

]
string
string
Expiration

AbortlncompleteM
ultipartUpload

Transition#{28

Filter

XI5RkeyRIZR. PLECRISISIZE(ER. SRIRARISITHARIE. B
ST HAREIFNE Exﬁl’fﬂﬂ%*

1588

AID

EBEAMN  (Enabled|Disabled)
XA HARTE)

Repk &R Frid HARd(A]

NAARENRSRAERN  (BERSIEERTIR))

MFFEE, AL ERRERISInS

1588

HHAREL, BOA-1, RRASH]

1588

THAREL



£ 5] %88

Days int RIS HIREY

StorageClass StorageClass BRI ESEEY
KT FilterfisieA:

24 £S5 %88

Prefix string SELEAIRILR

| mRsEEnEERE

INsEiRER
fEeTLAEAdelete bucket lifecycleiZOMIBRERIAE S EIRAECE.

(B

def delete_bucket_lifecycle(self):
resp = self.s3 client.delete_bucket_lifecycle(
Bucket="'<your-bucket-name>"'

)
print(resp)
iHRSE
B8 2E 1508 BEyE
Bucket string HBEFR =
IR[E45 R

RIEIREIRFIMTEEIREMT], 2045873750,

| ieEmssRE

Lhgeikae

BRERHEE (CORS) X THE—MEFIIERNEFi% Web RBEFSS—MEFHERZENA. FH
CORS xz8F, EaILIMEFERNEFin Web NFAER, BEEELISEMERIHERANEENER. SaTLIE
Eput_bucket_corsEIRERAIBSEILRIEE.,



(¥R

def put_bucket_cors(self):

resp = self.s3_client.put_bucket_cors(

Bucket="'<your-bucket-name>",

CORSConfiguration={
"CORSRules': [{

'AllowedHeaders': ["*"],
'AllowedMethods': ["POST", "GET", "PUT", "DELETE", "HEAD"],
'AllowedOrigins': ["*"], # n/LM#fHhttp://domain:port
'ExposeHeaders': ["ETag"],
'MaxAgeSeconds': 3600,
3,
s
)
print(resp)
i5RSEH
o eSS 7 L:] BERYGE
Bucket string TBEFR =2
CORSConfiguration CORSRule#H izS e ava YW =

KTt hRECECORSRuleRI— L H

5% 5288
AllowedMethods FVFRIEKTTIE
AllowedOrigins FFRIEKIR
AllowedHeaders FeVFRgIESRL

ExposeHeaders SIFIREIRYResponse Header
MaxAgeSeconds BIERERAVE AT )
IREER

RIERERSARTESIREMT), 200KR7A.

| mevimesti RS

LhgeisBe

Bl ERL= (CORS) BN THE—MEFINEMNEFinm Web NARERFRSS—MEFRIEFRZERNAR. FA
CORS 327#F, BEILWSREFERIZFin Web MR, RAEILUSEMEEAITFERLDENER, SaILUE
idget_bucket_corsiEI3RBUBEIRIHIAERE.



(¥R

def get_bucket_cors(self):
resp = self.s3_client.get_bucket_cors(
Bucket="'<your-bucket-name>",

)
print(resp)
iEREE
e ] 5488 BELE
Bucket string TBER =2
IZEIER
e -5t i588
CORSRules CORSRule#iitH S cavalls A

KT HREECORSRulesfy—LEi5BH

8% 568

AllowedMethods RFRNIBRTTIE
AllowedOrigins FVFRIEKIR
AllowedHeaders FePFRYIESRL
ExposeHeaders BIFIREIRIResponse Header
MaxAgeSeconds BIEiE RS RAVEFATIE)

| mpsrmRstim AL

IhaEiER

SIERIRHE (CORS) BN THE—MEHMEMNEFin Web NAEFSE—MEHPIRRRERNS. FIFA
CORS 28, @aILIMEFENE i Web NFAER, REELUSEMEBRIHSRIADENER. SaTLiE
ddelete_bucket_corsizMFrEIESELAECE.

(B

def delete_bucket_cors(self):
resp = self.s3 client.delete_bucket cors(
Bucket="<your-bucket-name>",

)
print(resp)



8H S L BEEYVE
Bucket string HBEFR =
IREIZEHE

RIEIRERFIMTERIREMT), 20458750,

| imEmEa RS

Ihgeinen
EAILAU@II put_bucket_versioningiR BFERMRAMZEIAS. FAEBRINRAZFPAST LUK E AL TRYE:
* Enabled: YRMEETRIFIBXNSERMAES, ZEE8NFNEIEEFPONSEBSRLE—ME—N

version ID,

* Suspended: EEFERANRAES], ZEEMNRINEbuckethrIdSAIversion IDEIREAnull,

(K EBR

def put_bucket_versioning(self):
resp = self.s3_client.put_bucket_versioning(
Bucket="'<your-bucket-name>",

VersioningConfiguration={

'Status': 'Enabled’ #'Enabled' | 'Suspended'’
¥ )
print(resp)
ITREH

% eSS 71z EEVE
Bucket string FHEBIIEFR =
VersioningConfigurat | VersioningConfi = 2% TiRBMAIEHIRSHISE =
ion guration

VersioningConfigurationi5iBH

BH 35 1568
Status Status Enabled|Suspended, MRAIEHIFFFIRES
IR[E55R

RIEIREIRFIMTERIREMT), 2005736,



| sEvimRR RS

IDaEiER

EILAEId get_bucket versioningZXBUFEBAIMRASIZEIRSEE. RBEFEBIREE 7 8RS AR
HEE. NREFEBMRIBHIEBTIRAEHIRS, BAZFERASBHIMANEFNIRSES, YT
get_bucket_versioningiZ{ERBEREURAIZEHIEBAIEE.

KEBRE

def get_bucket_versioning(self):
resp = self.s3_client.get_bucket_versioning(
Bucket="'<your-bucket-name>",

)
print(resp)
iERESE
e 5] 7L EEVE
Bucket string TBEFR 8
EEIR
sH xB 588

Status Status Enabled|Suspended, MRAIEHIFFIRES



4. JWRExEO

| skEwrassIE

TIhaEisER

list_objectsE{ERTHIHFHERETIILINR, XRFRERZ1000MIRES, JLUBTIRETIEFEHS!
HEFERP SR ERIINRER.

(B

def list_objects(self):

print('list_objects")

response = self.s3 client.list_objects(
Bucket="'<your-bucket-name>",
MaxKeys=50, # list up to 50 key at a time

)

for obj in response['Contents']:
print(obj["Key"])

gN&R list XF1000, MLREIRIZERF isTruncated Jgtrue, BidMarkerS#eILUEE FRERAER, 7%
AT RISRAIHUCESAN T :

def list_objects2(self):
print('list_objects"')
objects = []
response = self.s3_client.list_objects(
Bucket=self.bucket,
MaxKeys=100,
)
objects.extend(response[ 'Contents'])
while response['IsTruncated']:
response = self.s3_client.list_objects(
Bucket=self.bucket,
MaxKeys=100,
Marker=response[ 'Contents'][-1][ 'Key"']
)

objects.extend(response[ 'Contents'])

for obj in objects:
print(obj["Key"])

24 X8 L REVE

Bucket string HBEFR =



24

MaxKeys

Prefix

Marker

Contents

| Heevis

ThaEisER

BRI LAEFput_objectiE B H1E304.

(B

def put_object(self):

string

string

S

Content#i¢H

print('put_object')

key = '<your-object-key>'

local_path = '<file-path>'
with open(local_path, 'rb') as f:

imRSH

o
Bucket
Key
Body

ACL

588

REMNFREREARELE. FMENARERKETS
1000

EEFIHNRAEEFTEE SHIRIR

BTFEE—EFRREETIENSR, AisEriEmTay
F—MER

1588
XISRFIZR

resp = self.s3_client.put_object(

Bucket="<your-bucket-name>",

Key=key,
Body=f,

# ACL='public-read',

# ContentType="text/json',

# StorageClass="'STANDARD_IA',

)
print(resp)

s
string
string
bytes|file

string

1588

R

XRE

 FERIEERE, WFTFFRISERIR

XISIHENIR, BY{Eprivate | public-read | public-
read-write

oy

Al AD | RD

oy



24 X

ContentType string
StorageClass string
Metadata dict
IREIEER
24 Xy
ETag string

TR put_objectXIIHARNERRT, &RABELESGBA/NINM, BITSGBREEEMD HLFE.

| Feivs
Ihgeisieg

fEaTLA(FERget_object FEHRIS.

(¥R

def get_object(self):
print('get_object')

key = '<your-object-key>"'

588

http content-type header

FRE HENSAIEIEEE, BIETRESEEISTANDARD,

{RSEREISTANDARD |ALAR: |FR42EBIGLACIER

BENTTEUE

1588
XIRAHE—IREE

local_path = 'E:/ExampleObject.txt'’

resp = self.s3_client.get_object(
Bucket="'<your-bucket-name>",

Key=key
)
body = resp["Body"]

with open(local path, 'wb') as f:

for chunk in body:
f.write(chunk)

iTRSH
24 B
Bucket string
Key string

1588
R
XRE

oy

iy

oy



8H -5 B8
Body StreamingBody NSERAS
Metadata dict BE X TTEE

| sims

IDaEiER

1o LAERcopy objectEFI—N\ELEEIRFEFAINGS. (FHcopy objectAl LASHIE N ERAISGBRIRT
%, HfTcopy objecti®fE, HMEHEIIHIENXISAIREADIBRFIXS BirbucketfIWRITERSR,

KEBRE

def copy_object(self):

key = '<dst-object-key>"'

resp = self.s3_client.copy_object(
Bucket="<dst-bucket-name>",
Key=key,
CopySource={'Bucket': '<source-bucket-name>', 'Key': '<source-object-key>'},
ContentType="text/json",
MetadataDirective="REPLACE",
# StorageClass='STANDARD_IA',

)
print(resp)

MK (i3 1GB) BIER T, BEiZ(FRcopyObject AJgesHIMERT, FTEFEAD AEHIINANHIT
#E2%l, TransferManagers3 7o FEFIRIEO, TLABFEFRISE.



class TransferDemo(object):
def _init (self):

def

config = botocore.config.Config(

signature_version='s3v4', # s3 or s3v4

session = botocore.session.get_session()
self.s3 client = session.create_client(
's3',
aws_access_key_id='<your-access-key>",
aws_secret_access_key="<your-secret-key>"',
endpoint_url="'<your-endpoint>",
config=config)

MB = 1024 * 1024

transConfig = s3transfer.manager.TransferConfig(
multipart_threshold=5 * MB, # KTiZ{E M B4k
multipart_chunksize=5 * MB, # 7} K/b
max_request_concurrency=2,

)

# WEWE, THERARG
# transConfig.max_bandwidth = 1 * MB

self.transfer = s3transfer.manager.TransferManager(self.s3_client, transConfig)

copy(self):
print(datetime.datetime.now().strftime('%Y-%m-%d %H:%M:%S.%f'), "copy start")
source={"'Bucket': '<source-bucket-name>', 'Key': '<source-object-key>'}

dstBucket = '<dst-bucket-name>"'

dstKey = '<dst-object-key>"'

# VREE

extraArgs = {'ContentType': 'text/plain', 'ACL': 'public-read'}

future = self.transfer.copy(source, dstBucket, dstKey, extra_args=extraArgs)
future.result()

print(datetime.datetime.now().strftime('%Y-%m-%d %H:%M:%S.%f"'), "copy success")

BH xB 588 EEVE
Bucket string TR 2
Key string BHIxISkey =
CopySource CopySource pENSES =
ContentType string REBrIIZAIContentType B
StorageClass string BE HENSFERE, SENESEEISTANDARD, "

{ERSRSEEUSTANDARD _|ALAR 31428 BGLACIER



*FCopySource:

o x5 L BEEVE

Bucket string TBER =2

Key string BT Skey =z
IREER

24 Xy 1588

ETag string I RAIE—IRES

| mpsds:

IhgEisieg

el LAMsEFAdelete objectiEOMIBRRTS:,
s ERRL]

def delete_object(self):
key = '<your-object-key>"'
resp = self.s3_client.delete_object(
Bucket="'<your-bucket-name>",

Key=key,
)
print(resp)
iERESE
e 5] 7L EOVE
Bucket string iz 2
Key string POEE =
IZEIER

HRIERERSAIRTEEMBRETD, 204ZR<MIFRETH

| sempsrds:

ThREiRER

ErJLAERdelete_objectsiEOLEMIRES MR, ALIRDRES MEREMBFAENSAIILHE.
delete_objectsiEAIEE—MEE TE&RE 1000 keyRIMBRER, FIAFIEIRS SXIBMAIRISREN B TH
bR, FESMIPRRINEERMAVER B responseiRE]l. WNRIERMBFAIISRAEFE, SREICHFRAIER.



delete_objectsiZ{FIREIE & verbose FlquietFFfiresponset®zt,, verbose responseREIARNREMET, 1%
EXHNREIERE S TE M keyHIMIPREER, quiet responselR[EHEIREIRIERNE S THIBREM A key, X
F— T2, ZREEN AN ERARFREHTER,

XE3 1

def delete_objects(self):
resp = self.s3_client.delete_objects(

Bucket="'<your-bucket-name>",

Delete={
'Objects': [
{
'Key': 'ExampleObject.txt',
¥
{
'Key': 'ExampleObjectl.txt',
bs
1,
s
)
print(resp)
i5RSH
o eSS 7 L:] BERYGE
Bucket string TBRER =2
Delete Delete ERIpRAIXTSkeyFlIZE =
IR[E45 R
o KB 588
Deleted #14A MPREREE, B8 M keyRIRIFRER

| sEawrdsTsE

INgEisER
1Ee]LAMEAhead objectiEFFEIS TR SR



(¥R

def head_object():
resp = s3_client.head_object(
Bucket="'<your-bucket-name>",
Key="'<your-object-key>",

)

print(resp)
IBREH
24 xB
Bucket string
Key string
IROIEER
24 =
ETag string
Versionld string
ContentType string
Metadata £ LAz
StorageClass string
ContentLength int

| imERinERR
IhEgixen

1588
XIRME—HRE
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def put_object_acl(self):
key = '<your-object-key>'
resp = self.s3 client.put_object_acl(
Bucket="'<your-bucket-name>",
Key=key,
ACL="public-read',

)
print(resp)
i5RSEH
¥ ESi5) L]
Bucket string TBER
Key string Xdgekey
ACL string aclg
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RIERERFIMTESIREMT], 2005735,

| srEnrssiniiR
IhEgixen
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def get_object_acl(self):
key = '<your-object-key>"'
resp = self.s3_client.get_object_acl(
Bucket="'<your-bucket-name>",

Key=key,
)
for grant in resp['Grants']:
print(grant)
iTRSH
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KEBRE

def get_object_tagging():
resp = s3_client.get_object_tagging(
Bucket="'<your-bucket-name>",
Key='<your-object-key>"

)
print(resp)
RS
% x5 L
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Key string SJGkey
Versionld string RERESERINSRANRAI
IR[EER
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def delete_object_tagging():
resp = s3_client.delete_object_tagging(
Bucket="'<your-bucket-name>",
Key="'<your-object-key>"
)

print(resp)
RS
s8H xB 7Lz BRWVE
Bucket string PUTARERINESTR =
Key string RETEERANTSRkey =
Versionld string BEREERNESRINRAI )
IREIEER

HRIERERSAIRTESMBRETD, 2045R7<MIFRERTH
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def put_object_tagging():
resp = s3_client.put_object_tagging(
Bucket="'<your-bucket-name>",

Key="'<your-object-key>",

Tagging={
'TagSet': [
{
'Key': ‘keyl’,
'Value': 'valuel'
}s
1
}
)
print(resp)
iERESE
e 5] 7L =R
Bucket string TBRER =2
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def generate_getobject_presigned_url(self):
print('generate_getobject_presigned_url')
key = '<your-object-key>"'
url = self.s3_client.generate_presigned_url(
ClientMethod="get _object’,

Params={'Bucket': '<your-bucket-name>', 'Key': key},
ExpiresIn=900)
print(url)

o IHIAZRER TR LAER FEIZIR:

def getObjUsingPresignedUrl(self, presigned_url, download_path):
import requests

response = requests.get(presigned_url)

if response.status_code == 200:
with open(download_path, 'wb') as file:
file.write(response.content)
print(f"Downloaded object saved to: {download_path}")
else:

print(f"Failed to download object. Status code: {response.status_code}")

return response.status_code, response.text

o SRS RRY LIEHEE:

def generate_putobject_presigned_url(self):

print('generate_putobject_presigned _url')

key = '<your-object-key>"'

url = self.s3 _client.generate_presigned_url(
ClientMethod="put_object’,
Params={'Bucket': '<your-bucket-name>', 'Key': key},
ExpiresIn=900)

print(url)

o BYIZMER LIEHERAT SR HEZIR:

def putObjUsingPresignedUrl(self, presigned_url, file_path):
import requests
with open(file_path, 'rb') as file:
response = requests.put(presigned_url, data=file)

print(f"Upload Response Status: {response.status_code}")
return response.status_code, response.text
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generate_presigned_postiZ[1A—MEEXNRER— R post AN HIEXHISEES, nILAERIm{FER
post form-dataf975 = &304,

(K EBR

def generate_postobject_presigned(self):

print('generate_postobject_presigned"')

key

= '<your-object-key>"'

Conditions = [

['starts-with', '$key', key],

response = self.s3_client.generate_presigned_post(

'<your-bucket-name>",
key,
Fields={},

Conditions=Conditions,

ExpiresIn=3600)

print(response)
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Fields 4R BIIREIANSE, BT EEacl, ContentType =&
Conditions R SECRIE, TLURFESNAISEL S

REIESR

o 35 588

url string B EERurl

key string XJ5hTkey

policy string ARSSim AT REEAIpolicy

x-amz-algorithm string VAEZ, IRHREE

X-amz-signature string VAE R, BRINISHER

x-amz-date string v4&E, BEIER

x-amz-credential string VA& Z, akE8

AWSAccessKeyld string V2ER, akiER

signature string V2EZ, ERNSHES
BllmEAD AT

<form action="<data.url>" method="POST" enctype="multipart/form-data">
<input type="hidden" name="Policy" value="<data.fields['Policy']>" />
<input type="hidden" name="X-Amz-Algorithm" value="<data.fields['X-Amz-Algorithm']>" />
<input type="hidden" name="X-Amz-Credential" value="<data.fields['X-Amz-Credential']>" />
<input type="hidden" name="X-Amz-Date" value="<data.fields['X-Amz-Date']>" />
<input type="hidden" name="X-Amz-Signature" value="<data.fields['X-Amz-Signature']>" />
<input type="hidden" name="bucket" value="<data.fields[ 'bucket']>" />
<input type="hidden" name="key" value="<data.fields['key']>" />

<input type="file" name="file" value="" />

<input type="submit" value="Submit" />
</form>
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def list_object_versions(self):

print('list_object_versions')

response = self.s3 client.list_object_versions(

)

for obj in response['Versions']:
print(obj["Key"])
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import botocore.config

import botocore.session

import s3transfer.manager

import datetime

class TransferDemo(object):

def

def

__init_ (self):
config = botocore.config.Config(
signature version='s3v4', # Z4MA, s3 or s3v4

self.bucket = '<your-bucket-name>'

session = botocore.session.get_session()

self.s3_client = session.create_client(
's3',
aws_access_key_id='<your-access-key>",
aws_secret_access_key='<your-secret-key>",
endpoint_url="'<your-endpoint>',
config=config)

MB = 1024 * 1024

transConfig = s3transfer.manager.TransferConfig(
multipart_threshold=5 * MB, # KTFiZ{tfdiH 2 bk
multipart_chunksize=5 * MB, # 7 K/h
max_request_concurrency=2,

)

# WEME, NHEFIRARS]
# transConfig.max_bandwidth = 1 * MB

self.transfer = s3transfer.manager.TransferManager(self.s3 client, transConfig)

upload(self):
print(datetime.datetime.now().strftime( '%Y-%m-%d %H:%M:%S.%f'), "upload start")
key = '<your-object-key>'

# PREE, Ll E ContentTypefllACL
extraArgs = {'ContentType': 'text/plain', 'ACL': 'public-read'}

with open('<file-path>', 'rb') as f:
future = self.transfer.upload(f, self.bucket, key, extra_args=extraArgs)
future.result()

5] 588
string S
string POEE



£ il %88
fileobj fileobj FIFFRISTARTSR

extra_args dict Y REE, FJLUREContentTypeflACL; ACLEX{Eprivate | public-
read | public-read-write

TransferConfig&#y,
o 35 L
multipart_threshold int KT ZEEBRS R LE
multipart_chunksize int SRR/, BIASMB
max_request_concurrenc | int RS RFHRE
y

X TFContent-TypelJEic &

Content-Type BT HRIANHHIRIFREY, LLUN image/png ,  image/jpg EEIFZEE!, video/mpeg ,
video/mp4 BASMREY, text/plain , text/html BXAZEH, NEEFIIAERIContent-TypeSBEARE
RUERME, ECANEIRZEBRTLATRES, WUSMSRB R LAREIN, SARBIAJLAE ], application/octet-stream 3§
BISEBTA MEEO,

B AP RIEE R MR ETeREIE, EEfEContent-Typel@ B IFMIZRESEY; Content-TypeS#)
FERPEMRE, BIAR application/octet-stream , fEpython sdkdr, BILURIENISkeyBEERYT EEEK
REXHERIContent-Type, S&REIT:
import mimetypes
def mime_type(key):
mt = mimetypes.guess_type(key)[0]
if mt == None :

return ""

return mt

| msates B EisEs
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# create_multipart_upload

resp = self.s3_client.create_multipart_upload(
Bucket="<your-bucket-name>",
Key="'<your-object-key>"

)

upload_id = resp[ 'UploadId’]

print('create_multipart_upload success upload_id: %s' %upload_id)

iTRSEH
24 S L EEVE
Bucket string AR =
Key string Xdgekey =
IREER
o xE %88
Uploadid string o R EEESRId

| Lok

Thggixen

M s R HEESE, 185 R LEESHNIdEILLEES MR, s AUESEIRS FELE, BT &
=10 R, 810 FREIEXR/NASMB~5GB, 8400 LIEESRES LE10000MD . EeTLAER
upload_part E1E5H,



(¥R

def multipart_upload(self):
bucket = '<your-bucket-name>'
key = '<your-object-key>"'
local_path = '<file-path>’
parts = [] # part list uploaded by client
part_size = 5 * 1024 * 1024
# create_multipart_upload
resp = self.s3_client.create_multipart_upload(
Bucket=bucket,
Key=key
)
upload_id = resp['UploadId']
print('create_multipart_upload success upload_id: %s' %upload_id)
# upload_part
with open(local_path, 'rb') as f:
s = f.read(part_size)
part_num = 1
while s:
file_chunk = io.BytesIO(s)
resp = self.s3_client.upload_part(
Bucket=bucket,
Key=key,
Body=file_chunk,
UploadId=upload_id,
PartNumber=part_num,
)
print('upload part %d success' %part_num)
part = {
'ETag': resp['ETag'],
'PartNumber': part_num
}
parts.append(part)
s = f.read(part_size)
part_num += 1
# complete_multipart_upload
resp = self.s3_client.complete_multipart_upload(
Bucket=bucket,
Key=key,
UploadId=upload_id,
MultipartUpload={
'Parts': parts
s
)

print('complete_multipart_upload success upload_id: %s' %upload_id)
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# complete_multipart_

upload

resp = self.s3 client.complete_multipart_upload(

Bucket="<your-buc
Key="<your-object
UploadId=upload_i
MultipartUpload={
'Parts': part
¥
)

ket-name>",
-key>",
d,

S

print('complete_multipart_upload success upload_id: %s' %upload_id)
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def list_multipart_uploads(self):

print('list _multipart_uploads')

prefix = '<your-object-key>'

resp = self.s3 client.list multipart_uploads(
Bucket="'<your-bucket-name>",
Prefix=prefix,
MaxUploads=50,

)

for task in resp[‘'Uploads']:
print('key: %s, id: %s' %(task['Key'], task['UploadId']))
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def list_parts(self):
print('list_parts')
key = '<your-object-key>"'
resp = self.s3_client.list_parts(
Bucket="'<your-bucket-name>",

Key=key,
UploadId='<upload id>"',
)
print(resp)
iBRSE
o 5] 7L ERYVE
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def multipart_copy(self):
bucket = '<dst-bucket-name>’
key = '<dst-object-key>'
source_bucket = '<source-bucket-name>"'
source_key = '<source-object-key>'
parts = [] # part list uploaded by client
part_size = 5 * 1024 * 1024

# head_object
resp = self.s3_client.head_object(
Bucket=bucket,
Key=source_key
)
print('head_object success length: %s' %resp['ContentLength'])
size = resp['ContentLength']
# create_multipart_upload
resp = self.s3_client.create_multipart_upload(
Bucket=bucket,
Key=key
)
upload_id = resp['UploadId']
print('create_multipart_upload success upload_id: %s' %upload_id)
# upload_part
start = 0
part_num = 1
while start < size:
if start + part_size < size:
end = start + part_size - 1
else:
end = size - 1

resp = self.s3_client.upload_part_copy(
Bucket=bucket,
Key=key,
CopySource={"'Bucket': source_bucket, 'Key': source_key},
UploadId=upload_id,
PartNumber=part_num,
CopySourceRange="bytes=%d-%d"' %(start, end)

)

print('copy part %d success' %part_num)

part = {
'"ETag': resp['CopyPartResult']['ETag'],
'"PartNumber': part_num

}

parts.append(part)

start = end + 1

part_num += 1

# complete_multipart_upload
resp = self.s3 client.complete multipart_upload(



Bucket=bucket,

Key=key,

UploadId=upload_id,
MultipartUpload={
'Parts': parts

¥
)

print('complete_multipart_upload success upload_id: %s'
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def abort_multipart_upload(self):
print('abort_multipart_upload')
key = '<your-object-key>"'
upload_id = '<upload-id>'
resp = self.s3_client.abort_multipart_upload(

Bucket="'<your-bucket-name>",

Key=key,
UploadId=upload_id,
)
print(resp)
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STSBPSecure Token Service 2—fh&LEFIERSS, BJLAMERASTSKERII FIGETBFESHEHRINR., XXTFiEA
Fﬁﬁﬁﬂﬂ%fﬁﬁﬁw BJLAMEASTSIRS ., XHHMAZTEIZEEWSAK/SK, REEL—NEHASE)
IHAEERIRFERRIA, BaFEKSAK/SKHETRINZ2XGE,

| AL TSIRSS

access_key = '<your-access-key>"'
secret_key = '<your-secret-access-key>"'
end_point = '<your-endpoint>'

region = 'cn'

self.sts_client = boto3.client(
'sts',
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
endpoint_url=end_point,

region_name=region)

I sREVlmAYtoken

def assume_role(self):
print('assume_role")
bucket = '<your-bucket>'
policy = r'{"Version":"2012-10-17","Statement":{"Effect":"Allow","Action":["s3:*"]" \
r',"Resource":["arn:aws:s3:::%s","arn:aws:s3:::%s/*"]}}"' % (bucket, bucket)
role_arn = "arn:aws:iam:::role/<your-role>"

role_session_name = "<your-session-name>"

print('policy: %s' % policy)
response = self.sts_client.assume_role(
Policy=policy,
RoleArn=role_arn,
RoleSessionName=role_session_name,
)
print('ak %s' % response['Credentials']["'AccessKeyId'])
print('sk %s' % response['Credentials']['SecretAccessKey'])

print('token %s' % response['Credentials']['SessionToken'])
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Policy String fatEfpolicy, EEEjsoni&zl, FRHEHSET1~2048 2

RoleSessionName String RESEER, WFRABFEENX, REKE2~64 2

DurationSeconds Integer SIEEEART A, BAIAF93600s, SEE1595¢HE 12/t B
Policyiz &fIF

* FUFRTRERER(E

{"Version":"2012-10-17","Statement": {"Effect":"Allow","Action":["s3:*"],"Resource":["arn:aws:s3:::

<your-bucket-name>","arn:aws:s3:::<your-bucket-name>/*"]1}}

o PREIRBELEFTE

{"Version":"2012-10-17","Statement": {"Effect":"Allow","Action":["s3:PutObject”,"s3:GetObject"], "Re

source":["arn:aws:s3:::<your-bucket-name>","arn:aws:s3:::<your-bucket-name>/*"]1}}
* ERPHLE

{"Version":"2012-10-17","Statement": {"Effect":"Allow", "Action":["s3:PutObject", "s3:AbortMultipartu
pload","s3:ListBucketMultipartUploads","s3:ListMultipartUploadParts"],"Resource":["arn:aws:s3:::<y
our-bucket-name>","arn:aws:s3:::<your-bucket-name>/*"]1}}

o EfthE WERIFNR :
o HERPR: s3:PutObject
o TEAIR: s3:GetObject
o fERINFR: s3:DeleteObject
o FRENFIZRALR: s3:ListBucket
RS
* ListObjects #{ERHListBuckettpR1=HIAY
* "Version:2012-10-17"2&FHIpolicyiEUHINAS, FEespE M
BENRATSE RS,
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