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toHex(sha256([REtAIbody))
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header PL header name:header valueg—A~—MEid \nHfEEE
Sk, EOP&:3&MIZE R ctyun—eop-request—idfleop—dateiX A LVERN

REHITE L Mheader
HEEHHETIR (HE
FFiheader)

header F1 ) —#B45, HHUHRFZLheader B —A. FTEH
T2 H LR header TEMATHF (W EAIMheader_name 1264
PECFRBRERAT) , K 518 B K5 R AT 8 P 43 R
F52& 4 iheader .

query LARAE N HH%, key AUE A=IERE, 7 HE{E FH 262 307

HEFF P query

BERYIR KR, Query 2404 di il /s ZdEAT 25 44

tollex (sha256 (JREf[Y)  (EHER Fbody S Btk 4T sha2b64i 2, 47 22 HR 45 R AL+ it

body) ) i)
HEFFEYheaderffl+:
o BIR{REEEctyun-eop-request-id, eop-date, hostifEER, NEFERZMIheader

MIEHER:

ctyun-eop-request-id:123456789\neop-
date:20210531T100101Z\nhost:1.1.1.1:9080\n
ctyun-eop-request-id, eop-dateflhostiJHEFEH XM,

NERIRIIAN—"ccadfheader, ERfiXNheadertbEEHITER, MiFERZAIheader
HE: ccad:123\nctyun-eop-request-id:123456789\neop-
date:20210531T71001012\nhost:1.1.1.1:9080\n

KREIFEKET, EEE—eop-datefIATiE, X MEIEIAVERRyyyymmddTHHMMSSZ,
SERk—%, MEFHRTHRSHZ,

1.55RE(RRIERIctyun-eop-skiEAETH, eop-datefEHEE, Hitiktime,
ZEktimefEAER, {REBIBERAICctyun-eop-akEidE, HiHkAk,
ZkAKIERZ5A, eop-datelFER BEIEHEIE, EiHkdate,
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eop—
) yyyymmddTHHMMSSZ (20211221T163614Z) (48 HTEM3#Z)
ate
ffi Hctyun—eop—skfE NZ4H, eop—datefF NEHE, HHktime; Ktime =
Ktime
hmacSha256 (ctyun—eop—sk, eop—date)
fEARktimelE A%, FRHAIERIIctyun—eop-ak$idi, FHkAk; kAk =
kAk
hmacsha256 (ktime, ctyun—eop—ak)
o 1§ FHKAKTE N2 4H, eop—datel I 3 HAEAE NEPE; H Hkdate; kdate =
ate
hmacsha256 (kAk, eop—date)
EANAR G

B "MESEE" f "AIRFEEFRAER" DilEHRNGFEEFRFEstring_signature,
kdate&pkHSignature,

B A string signature. kdate; FBHRIE
Signature hmacsha256 (kdate, string signature) BH KSR, BB S EHITbase64

g8 HSignature

{ctyun—eop-ak} headers={RIi& 254 715 W [TheaderHE 7
Signature={Signature} (ctyun—eop—ak/ig &Signaturefi#la — ks

YheaderHE/ 7 LA 7 ;7 BHEHI T IRGZEA TR FheaderlilfF 72 eop
Authorization

—datefllhost; FFARINZ|header B H{E L /&Eop—Authorization: {ctyun

Eop-—

—eop—ak} headers=eop—date;host Signature=xad0l/ada

H_E15ZIEop-Authorization, ZAIGEEIREE S headersfifEhttp clientpy, A&HEIAT,
http_clientArEEiEkLEBUI T :

Eop-Authorization: ctyun-eop-ak headers=ctyun-eop-request-id;eop-date
Signature=xad01/ada

eop-date:20211221T163614Z
ctyun-eop-request-id: 123456789

48



X8=

State Cloud

TR AEEHTEBNheaderREEIARICctyun-eop-request-idfleop-date, FTEHE

http_clientf9iEkskZBint, FHHEEop-AuthorizationshthFEEEHN,
6.2.41 =
1 WIEAINEINEE

= FimAtcia ke iRInEskHeadersk, decrypted=true BIE][5A#EOINIZEINEE.
2 ==& ixiReA

ZINEES MBI =MEERE, 231753 FRIIZESM2, FRINE SMARAFHIERSEiZHmac-
SM3,

2.1 EXIFRINZESM2

FKURSARIERIFRINE, FESRINZZ= P AERRIRIFRINZESMARESE, SM2AETE Al“bjja-‘ﬂ‘iizﬂz
&(https://ai.ctyun.cn/console) P FHIN FAF N FIFE AR, E=HE8ETRATHE
Baseb4INZEHINAFRTER, BIAMENRE: SM2EARABCE (BouncyCastle),
sm2p256vItatE, BXAPKCSS, #HHEARC1C3C2, JEEFEIE.

2.2 WHRINZESM4

EFumBEITAR1288& 2561 SMAE A, KABCE(BouncyCastle) i8z\79
SM4/ECB/PKCS5Padding.

2.3 $SEEEiZHmac-SM3

HmacfISM3EAECSEMRFHIER S, PrlHEOR=8EN, EREHEBRIEREER,
encryptedHashKey=E & 152! IR S,

2.4 BEFIRINEBL!

1. MNEHIBIRENNBE, fFBaseb4fBEIREN N BF 2.

2. ERSMAITRESAF IR, ARSI LHINAMEXITRETR, FEFBase64INZER
B ciphertextBlob=E&,

3. ARSI FRERIIZEREORMRBody{AJSONER, F{EMABase64NZER, H
AencryptedBody=Eg,
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4. ZEpfHmac-sm3IEHER, ERANEHTING, HEMABaseodNELER, H
encryptedHashKey=Eg&,

5. fEAHmMac-sm3RFE4SI5ET4E, R ciphertextBlobZEEErDFH{EFBase 641135
#5818 \ciphertextBlobHash=rEg,

6. {FAHmMac-sm3%FEI4EEFZH, EWencryptedBody=FE4F RS FBase64 /0%
£, B \encryptedBodyHash=FEg,

2.5 i5RIFLEE

ASERRINT, RN SHERERIBaseo4NEZLME :
{
"ciphertextBlob" : "fff FISM2 A4 N J5 1) % /- AL pRSMAX TR EE 4,
"encryptedBody" : " FI X1 AR B FHSMA N J5 [194% 11 )5 i Body A JSONH: , 4WASUTF-8",
"encryptedHashKey" : " A 811 J5 (1 3E1T hmac - sm3WG 75 B A6 FH (1 25 81
"ciphertextBlobHash":"ciphertextBlob ¥ Etfflhmac-sm345 ",
"encryptedBodyHash": "encryptedBody B fJhmac-sm345 1"

¥

2.6 iREIFLENE

ERMIREEFOER, WAHITING, SHRREMIIZEINGER—, B mAREEREA
EAE statusCodei#{TX %,
OB REINEIREstatusCodeg0, MSFHTINELNE, IREHEWNT, TR NSEED
213 Baseb4NZZALIE :
{
"encryptedResultHash”: "encryptedResult:E(fhmac-sm355 5, WA HH 5% W 5",

"encryptedResult": "SMAX|FREEH N i f42 1 45 5L )

2= iR BGR BB e IS encryptedResultHash i {RIE RS RS,
kB encryptedResult=2ERfg, (ERIERITHIsmMATRZERTHERS, RInlskENZEIZREREMm
EiEONEREREIANZS (JSONE) , JmIBUTFS,

2.7 DNREREEREEREE

encryptedResult=F BB SMASIFRE tHEE R AT SREXEIA S RINETIREE IR ENE, 18
EERERINEINRERIBR T, SBLATILFMIAEIRD

iR HIRE R HiRHEIE

50



E = L

p -y oy

State Cloud

IR HiIRER HiRHE
AT_OP_40017 JIN&ZHAFF & EK NS AT SN T REZK

ciphertextBlob # {EAULAC . ‘
AT OP_40018 R T B A EANLHD, A77E 9 B nT R
/encryptedBody Mgy {H A ULAD

AT OP 40019 SM2fif 25 2 SM2FE ST FRfif 28 H B =
AL OP 40020  SMAJN%5 S M / SMASEE 25 R I SM4 X B 2 61 hnfidé 2% H B

3 SE{MBUAVA, jdk1.8%IL)
3.1 mavenIT 25| A\PAT&E

<l-- BCfl, #jdkA1.8LLFAI &t B il 4 K artifactld-->
<dependency>

<groupld>org.bouncycastle</groupld>
<artifactld>bcprov-jdk18on</artifactld>
<version>1.78.1</version>

</dependency>

<|--Baseb4Ih b, IR LA N Baseb4 AT AR, A s 25 AR &4 A 7>
<dependency>

<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld>
<version>1.17.1</version>

</dependency>

3.2SM2TE:%

import org.bouncycastle.jce.provider.BouncyCastleProvider;import javax.crypto.Cipher;import java.security.*;import
java.security.spec.ECGenParameterSpec;import java.security.spec.PKCS8EncodedKeySpec;import

java.security.spec.X509EncodedKeySpec;public class SM2Util {static {
Security.addProvider(new BouncyCastleProvider());
Y// ERiSM2E B % public static KeyPair generateKeyPair() {try{KeyPairGenerator keyPairGenerator =
KeyPairGenerator.getInstance("EC", "BC");
keyPairGenerator.initialize(new ECGenParameterSpec("sm2p256v1"));return keyPairGenerator.generateKeyPair();
} catch (Exception e) {//TODO fifi5 kb3
}

Y/ hnE
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public static byte[] encrypt(byte[] publicKey, byte[] data) {
try{
PublicKey pubKey = KeyFactory.getInstance("EC", "BC")

.generatePublic(new X509EncodedKeySpec(publicKey));

Cipher cipher = Cipher.getInstance("SM2", "BC");

cipher.init(Cipher.ENCRYPT_MODE, pubKey);

return cipher.doFinal(data);
} catch (Exception e) {

//TODO i b F

/1 W
public static byte[] decrypt(byte[] privateKey, byte[] encryptedData) {
try{
PrivateKey priKey = KeyFactory.getInstance("EC", "BC")

.generatePrivate(new PKCS8EncodedKeySpec(privateKey));

Cipher cipher = Cipher.getInstance("SM2", "BC");

cipher.init(Cipher.DECRYPT_MODE, priKey);

return cipher.doFinal(encryptedData);
} catch (Exception e) {

//TODO fifi 57 Ab F

public static void main(String[] args) {
KeyPair keyPair = generateKeyPair();
byte[] a = keyPair.getPublic().getEncoded();

byte[] b = keyPair.getPrivate().getEncoded();

3.3 SM4I8:3*%

import org.bouncycastle.jce.provider.BouncyCastleProvider;

import javax.crypto.Cipher;import javax.crypto.KeyGenerator;import javax.crypto.SecretKey;import

javax.crypto.spec.SecretKeySpec;import java.security.Security;
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public class SM4Util {

static {

Security.addProvider(new BouncyCastleProvider());

/] A SmMaE ]
public static byte[] generateKey() {
try{
KeyGenerator keyGenerator = KeyGenerator.getInstance("SM4", "BC");
keyGenerator.init(128); // Wikt 128 ik 256
SecretKey secretKey = keyGenerator.generateKey();
return secretKey.getEncoded();
} catch (Exception e) {

//TODO AbFE 5%

/] W
public static byte[] encrypt(byte[] keyBytes, byte[] data) {
try{
SecretKeySpec keySpec = new SecretKeySpec(keyBytes, "SM4");
Cipher cipher = Cipher.getInstance("SM4/ECB/PKCS5Padding", "BC");
cipher.init(Cipher.ENCRYPT_MODE, keySpec);
return cipher.doFinal(data);
} catch (Exception e) {

//TODO AbHEFH

/]
public static byte[] decrypt(byte[] keyBytes, byte[] encryptedData) {
try{
SecretKeySpec keySpec = new SecretKeySpec(keyBytes, "SM4");
Cipher cipher = Cipher.getInstance("SM4/ECB/PKCS5Padding", "BC");
cipher.init(Cipher .DECRYPT_MODE, keySpec);
return cipher.doFinal(encryptedData);
} catch (Exception e) {

//TODO AbFE 5%




p -y oy

State Cloud

3.4 Hmac-sm3T E#*

import org.apache.commons.codec.binary.Base64;import org.bouncycastle.crypto.digests.SM3Digest;import

org.bouncycastle.crypto.macs.HMac;import org.bouncycastle.crypto.params.KeyParameter;
import java.security.SecureRandom;

public class HmacSM3Util {

/%%

* {14 HMAC-SM3

* @param key %4

* @param data %df

* @return HMAC-SM3 fH

*/

public static byte[] hmacSM3(byte[] key, byte[] data) {
HMac hmac = new HMac(new SM3Digest());

hmac.init(new KeyParameter(key));
hmac.update(data, 0, data.length);

byte[] result = new byte[hmac.getMacSize()];

hmac.doFinal(result, 0);

return result;

/**

* R E K I RE AL B

* @param length K (F1)

* @return BEALAE R 2 EH

*/

public static byte[] generateRandomKey(int length) {
SecureRandom random = new SecureRandom();
byte[] key = new byte[length];
random.nextBytes(key);

return key;
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/1 IR
public static void main(String[] args) {
/1 AL

byte[] key = generateRandomKey(16); // 165 i K HIBEHL %4

/7 FE SRR

byte[] data = "Hello, HMAC-SM3!".getBytes();

// it5i HMAC-SM3 fH

byte[] hmacvalue = hmacSM3(key, data);

/] ATENS,

System.out.println("HMAC-SM3 ff: " + Base64.encodeBase64String(hmacValue));

3.5 &pkiEREF

/ /AR5 PN ThEGIT (5 SR A4k j son s, 16 BEF2% 11 SRS Aff e 4 50
String body = "{\"ImageData\":\"imagedatabase64xxxx\"}";
/ /3 G - N VR R EREU A

String encKey = "xxxxxxx";

Map<String,String> requestBody = new HashMap<>();

/1A 7 E A %

byte[] publicKey = Base64.decodeBase64(encKey);

//*EiciphertextBlob#

byte[] sm4Key = SM4Util.generateKey();

requestBody.put("ciphertextBlob", Base64.encodeBase64String(SM2Util.encrypt(publicKey, smdKey)));

/ /" encryptedBodyF B

requestBody.put("encryptedBody", Base64.encodeBase64String(SM4Util.encrypt(smdKey, body.getBytes())));
/ /4 FiHmac - sm3 %

byte[] hmacSm3Key = HmacSM3Util.generateRandomKey(16);

//EFencryptedHashKey 7B

requestBody.put("encryptedHashKey", Base64.encodeBase64String(SM2Util.encrypt(publicKey, hmacSm3Key)));
//*EiciphertextBlobHash¥ Bt

requestBody.put("ciphertextBlobHash", Base64.encodeBase64String(HmacSM3Util.hmacSM3(hmacSm3Key,
requestBody.get("ciphertextBlob").getBytes())));

//* encryptedBodyHash ¥ Ef
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requestBody.put("encryptedBodyHash", Base64.encodeBase64String(HmacSM3Util.hmacSM3(hmacSm3Key,
requestBody.get("encryptedBody").getBytes())));

//TODO requestBody B AN RAK, BAESACE HEH B DRI AT, SR04 1 2 S BUH S i B SO

6.2.5Python3iE FRHl

M T pEEE: https://www.ctyun.cn/document/10264960/10022622

6.2.6Javaiff =l

M4 T EBERE: https://www.ctyun.cn/document/10264960/10029522

6.2.7PHPiF AR

M4 T EBEREE: https://www.ctyun.cn/document/10264960/10583402

6.2.7C#HEARTRH

M T EBEREE: https://www.ctyun.cn/document/10264960/10612501

6.3 API

6.3.1 ARGAS
WG

AT ENEmABGRRIAR, B ARRAERR,
BKRAEE

POST
EO=%

o ERA/MEH: EREBIKA/IVINF2MB;
o EREIURE: B ARSIz Hpg/ipeg/png/bmpiEzl.
URI

Iv1/aiop/api/2f6hqix09mv4/face/PERSON/person/detectFaceFromBase64
i5RSH



https://www.ctyun.cn/document/10264960/10022622
https://www.ctyun.cn/document/10264960/10029522
https://www.ctyun.cn/document/10264960/10583402
https://www.ctyun.cn/document/10264960/10612501

X8=

State Cloud

1.35Kk3Lheader£%§

2%

Content—

Type

appkey

ctyun—eop—

request—id

eop—date

host

Eop-—
Authorizat

ion

P

P

SHRE

String

String

String

String

String

String

L

jsonfg

*F- & N Fappkey

HFER id, B IE
, A ARl
J7iE FATHE U — A R

, AT HEIER

uuid &

BER.

THRESTE], AR,
A yyyymmdd THHMMSSZ .

YR IR, R TR

HARE = EM accessKey
Ml securityKey &4 )5

R B 5B ERINT
BUBREZEW

accessKey . securityKey
+ FE RN appkey (F
wAD . HERId R
WD, BRI ], 2

W REA RRZD Bk
TFRIAN

. T4
il

XF 5
application/json

562b89493bla40elb97ea
05e50dd8170

33dfa732-b27b-464f-
b15a-21ed6845afdb

20211221T1630147

ai—

global. ctapi. ctyun. cn
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e 2 SHRA B
B
B NE F Hbase64Zmby, B A {F 5
M base64gmtd =0, midja, AE
imageContent = String

2. i5KAbodyS#

=g

AIZE, SRR AT 51 an

“data:image/ jpeg;base64, ”

IFRABRA

R~

Curl -X POST "https://ai-global.ctapi.ctyun.cn/vl/aiop/api/2féhqix@9mv4/face/PERSON/person/detectFaceFromBase64"

=[]

-H

-H

-H

=[]

=[]

"Content-Type: application/json"
"ctyun-eop-request-id:33dfa732-b27b-464f-bl5a-21ed6845afd5"
"appkey : XXX"

"Eop-Authorization:XXX"

"eop-date:202111097104641Z"

"host:ai-global.ctapi.ctyun.cn"

--data '{"imageContent":"AAAAAAAAA...."}'

IR[O{Ei5ER

statusCode & String Ifj, R[Al%

15BN Z4L

G SR

L
W

RIVIRZSS, R EPIRAS, &\ 0 R
HR S 225N T R IR CRY

H

IS

message JE String

M statusCode JF 0, iR[A] error

(e

¥ statusCode N 0, #R[A] success;

T4

THNR
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RE BMK .
S ‘ ViHA 7~ THEXNR
HiE A
returnObj  J& Object R [\l N JGAG I 45 B %} % returnObj
2.ZkreturnODbj
¥ REWIE SHPKRE B M TERNR
face num & Int K F e A 1
face list & List AN RFEAE S -
face list[].face location #& Object N B b o & -
3IEREMOR BN NS 2]
\ . _ Tt
e 2 —EVE ZSHRA HH A~ 2
statusCode J& String  #5RED, BCEAPTX N IHIRIG 4101
. LR SR
message = String IR A6 N ) AR R "
details & String  IR[EIDN NS R TRIA TH R N AR R
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28 REVIR SERE W

error E

IREETG

String 1R [B] X B B R

1.5 R INIREHED

"statusCode": "@",

"message": "success",

"returnObj":{

"face_num" : 1,

"face_list" :

"face_location" : {

"top"

"left"
"width" :

"height" :

3
1}

8 2o,

: 48,

58,

72

2 15K MOR [EE A

'code': 400006,

‘details': 'S4 (Action. ImageData) #f%',

‘error': 'AI_OP_400006",

'message': "WMEMSHCRME,

'statusCode’:

}

RS

httpIRESH

200

400006

ik

S ZNTERE A

P

AT OP 4101

Tt
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HixngistiE

6 fisEIRID, 4 FFLASSEIRED, 5 FFLAMRSSEIRD.

IR

CTAPI_10000

CTAPI_0009

Al_OP_400005

Al_OP_400006

Al_OP_400008

Al_OP_400009

Al_OP_400010

Al_OP_400011
Al_OP_400012
Al_OP_400013
Al_OP_410001

Al_OP_410002

Al_OP_500001

HIRER

p=i

API Not Found

TR jsonfIbodyZ ¥

R AR R

DA IS HRAE

WER A IS 7 BT R

WER A ST B3

WER A IS M7 BAE B 4

base64 %4l abHi 7

St AAEE

RN G ER

Pl P A i

BE RS &ER

Wess Be O ey, IR AR T

HiRHEIE

R T AT I, ARy HAN A

WARIZ % (Action. ImageData) Ff%

Action. ImageData ‘7Bt 1% string 254
FaceThresh 5P 1% /2 float 254!
NeedFaceQuality 3%/ bool Z5%!

NeedFaceAngle 7B M iZ & bool 27

Action. ImageData FBtfH N2 74

Action {H 1% B A i

FaceThresh “FERFFEHIE, 155 H 4 ORI
ImageData B[] base64 714t i 7 il Sy
X2 FF jpeg/png/ipg/bmp H X

XM RINATFEER, BERERNT 7™

T ARG A AR

IHERERTRAS T 5000 AMLT 32

i IR L b EL

base64 SN : {EFHEMEY safe base64 FHIBH L

® python FHEFZ(FEFH base64.urlsafe_b64encode() BREIHITIRIS,

® java FHETF(HH BASE6G4.getUrIEncoder().encodeToString() BREUHIT4RAD.

6.3.2 AREE iRz

EOER
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AT ENEmARGHRIARSER. H5FELE.

BRGE

POST
EO=%

o ERA/MEH: EREBKA/IVINF2MB,
o EHTEIURE: B ARSIz Hpg/ipeg/png/bmpi&zl.

URI

Iv1/aiop/api/2f6hw505t7gg/face/PERSON/person/detectAgeGenderFromBase64

iARSH

1.35K3Lheader&#{

Content—

Type

appkey

ctyun—eop—

request—id

eop—date

P

SHRA

String

String

String

String

BiBA

jsonfg

*F- & i Fappkey

M PR id, H
PG, HP
Al LA uuid

T AT AR

RN TE],  H A

P

application/json

562b89493bla40el1b97eal
5e50dd8170

33dfa732-b27b-464f-
b15a-21ed6845afdb

20211221T1630147

THNR
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ARG
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p iy
¥ e
B
host = String
Eop-—
Authorizati £ String
on

2.i5KAbodyS#

i P

Fig, Ean
yyyymmdd THHMMSS

){—:_'\L”ﬁgy al_

HREZHM

accessKey

securityKey £
BXIEER,
552524 L)
BOFRESE
M accessKey .
securityKey. “F
5 M. fflappkey
(40 , H
FUERd (FE2b
1), VE KN [A]
, b T IR A
(FERA0D AL
TR

il
[ B B global. ctapi. ctyun. cn

TR
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28 BiBA

|
W
£
Bk
!
2 N

pit
i

& NE F ibase642mtd, B {8 A L base644w b5
imageContent #&  String A\, 4wbdjE, AEEHIZ, SIFRFTEE] W -

“data:image/ jpeg;base64, ”

IFRABRE

Curl -X POST "https://ai-global.ctapi.ctyun.cn/vl/aiop/api/2féhw505t7gg/face/PERSON/person/detectAgeGenderFromBase64"
-H "Content-Type: application/json"

-H "ctyun-eop-request-id:33dfa732-b27b-464f-bl5a-21ed6845afd5"

-H "appkey:XXX"

-H "Eop-Authorization:XXX"

-H "eop-date:20211109T7104641Z"

-H "host:ai-global.ctapi.ctyun.cn"

--data '{"imageContent":"AAAAAAAAA...."}'

IR[O{Ei5ER
15 KEEIIREIR AN Z4L

BT SH% _
BY L: TR
W

IE]’H(ALM IE] 0 %Fﬁkyj EIWE
statusCode #& String 0

RS2 2% T i AR SR .

W code A 0, iR[A] success; ISR

message JE String success

code AE 0, DR [A1XF N 1) A 524 1R 1E B

returnObj  +& Object  R[AIA NGB 1H: 1R ) 45 X & returnOb j

2.ZkreturnODbj
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2%

face num

face list

face list[].face location &

face list[]. gender

face list[].age

CRER S SVGREI I VES 5

2%

statusCode s&

message =
details &
error &
IREETE

REWR SHRE

REBIE SHPRE i TEER
& Int L A )
7 List B NS
5 Object  AMGPTALAIE
7 String AR JE M
P String  AJAUEREME
wH il T
%
String — FHIRIY, JHCEAPTX R R R D 4101
String KRR IR [EMERE E N error”  error
String  IR[EXF RS RS RN AR
String  IR[EDNS LR RAY AT _OP 4101

1.5 R INIREHEDI

"statusCode": "@",

"message": "success",

"returnObj":{
"face_num" : 1,

"face_list" : [{

"face_location" : {

"top" : 36,
"left" : 48,

"width" : 58,
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"height" : 72
s
"gender" : "Male",

"age" : "23"

IERKMOR [EHE )

"statusCode": "4101",

"message":

"details":

"error"

REH

"error",

R A AR

:"AI_OP_4101"}

httpIRESH

200

HixngiiiiE

ik

S ZNTERE A

4 (VIEEIRIE, 4 FELAWSEIRE, 5 LIRS EIRD

iR

AI_0OP_4101

AI_OP_4102

AI_OP_4103

AT_OP_4104

AI_OP_4105

TR N AR

RS U U R

B R/ i 2u

Py ZEFSIY

R oRIERIDN:

HiRHR

NN TNZ, BERNNIS AR

SHE XA R ER, W RS T B IR

KPEPNANY bRl

KR oNZS, basebddmfd N AA R, BB A UA SR

EEE A RS AR

base64 SN : {EREMEY safe base64 FHIBH L

® python FHEFZF(FH base64.urlsafe_b64encode() EREIHITIRIZ,

® java FETF(FEF BASE6G4.getUrIEncoder().encodeToString() BREUHITYmAD.
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6.3.3 AREELRS
EOfER
AT talE N\RIFKEG I AR,
BRGE

POST
EOZK

o ERX/RE: B HREBKKIVINF2MB,
o EHEIURE: B ARSIz Fpglipeg/png/bmpi&zl.

URI

Iv1/aiop/api/2f7awxekgvls/face/compare/PERSON/person/compareFromBase64
imRSH

BkLheader&3)
BT ‘ B T
¥ N =B
IR MR
Content-Type #& String jsonfg = application/json
562b89493b1a40elb
appkey & String V& B Happkey
97ea05e50dd8170
FPER id, AP
&, AP CLE S 33dfa732-b27b-
ctyun—eop—

B String wuid ZFEHEETAEM 464f-bl5a-
ME—5fFE, HTHE  2led6845afd5

THRIB R

request—id
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ARG
State Cloud
poiy
¥ S
B
eop—date = String
host = String
version = String
Eop-—
Authorizatio # String
n
iHEXK{AbodyS4{

i

TSR], H P A
, B
yyyymmdd THHMMSSZ .

A R A, [EE T
B

MRS hAS, [EEH v2
CHA™ A vIFv2H
AR, VIFRAAN 5 2
e ANMFBAER, il
18 V2R A

HARE=E M
accessKey #
securityKey &% 4 5
AR, ZH5RAE R
FRAFEREZE W
accessKey .
securityKey. &M
H¥jappkey (JE200)
, HPiEkid (JEa
), VERINAE], ATy
R AR BLK
TR N2

7~

20211221T1630147

ai

global. ctapi. ctyu

n.

v2

cn

T
I
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imglBase64 &

img2Base64 &

BRG]

Curl -X POST "https://ai-global.ctapi.ctyun.cn/vl/aiop/api/2f7awxekgvls/face/compare/PERSON/person/compareFromBase64"

String

String

-H "Content-Type: application/json"

i

N B 26— 5K B R, B R L bas 644
7 gfd)E, AEEHEI, SIFRETS I

data:image/ jpeg;base64, ”

N B 26 5K B R, B R L bas 644
7 gfd)E, AEHEI, SIFRETS I

data:image/ jpeg;base64, ”

-H "ctyun-eop-request-id:33dfa732-b27b-464f-bl5a-21ed6845afd5"

-H "appkey :XXX"

-H "version:v2"

-H "Eop-Authorization:XXX"

-H "eop-date:20211109T7104641Z"

-H "host:ai-global.ctapi.ctyun.cn"

--data '{"imglBase64":"AAAAAAAAA...."

R[E{Ei5ER

1.E KA IR B R 227

statusCode s&

message 7E

SHR

String

String

,"img2Base64" : "BBBBBBBBBB...."}'

i 7~

RELRES, RE 0 FRompdh, R EERAAS
225 N i RIAHR ARG S

)

3l
3 W A

¢l

ME code N 0, iR[A] success; UK code success

i

T4
IO 3
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State Cloud
RE  BE% T
2 B w1
WiE A R
€ 0, TR A6 R ) AT SR RS R
returnObj & Float P NG AR ACL B 0. 99999

2 IERKWOR E0E N Z4]

REL  BEK ~ T4
S Tt BH Bl
H it %®
FERTD, TICEAPTX N A 1R
statusCode & String 500001
fith
‘ N WAL RIS HR
message = String IR A6 N ) AR R "
details & String  IR[BIXF N H ARG 5 3R N A5 17
error £ String IR [EIXS B EE R AT OP 500001
IREETG

1.EKRAINREIETG

{ ‘code': o,
'message’: 'success',
‘result': 1.0,
'returnObj': 1.0,

'statusCode': ©

2 15K MOR [EE A

{'code': 400006,
‘details': 'WMEIZH (imglBase64niimg2Base6d) AfL',
‘error': 'AI_OP_400006",

'message': 'WEMSECRSE",
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State Cloud
'statusCode': 400006}
RS
httpRA&HS
200
EES L
V2hRAFEIRAD -
R BiRiER

CTAPI_10000 API Not Found

CTAPI_0009 Te Rk jsonfibody =%
AI OP 400005 T SR AR AR
AI_OP_400006 MBI SR AL

RIS 5 7 BER A

IS

AI_OP_400008

AI_OP_400009 5 RIE I ZH T BAE NS

AI_OP_400011 base64%HE AbBE 7
AI_OP_400012 AR AT
AI_OP_400013 AR AINAFFA LR

AI_OP_410001 R —/ B — b

AI OP 500001 REGF 35, EERRE

iR

R R LT

BRHEIRID, 4 FLaNVSSEIRD, SHLIARSSHIRAT.

HHRAIR

FRET NI, ARV HABRA

WMERIZ L (imglBase64ikimg2Base64) AA%

imglBase64. img2Base64FEN iZsestringZs
i

imglBase64. img2Base64FEAH NZT FAT

imglBase64 Y img2Base64 FEXM] base64d F
P HR 4 T S i

XSCHFE jpeg/png/ jpg/bmphk =

Y RINATFE SR, W — /B RN
T2M

T RS Y I A R R

i B AR H G A

71



X8=

State Cloud

HiRG HRER BiRiR
H 7

B — /B = R A6 3
AI OP_601002 i FEEAR—/B R AR E AN

VIIRASEIRAD: 4 5EIR6E, 4 FLASEIRE, SHLARSEIRE

HRY HRER HiRHR
AI_OP_4101 TR A A IR R ANAHE R, BEEANNSHA IR
AT_OP_4102 TR SH% LR SR AR ZR, iE RS 7 Bk
AT_OP_4103 B — RN 2M B — RN 2M

R — R/l 2m B R — R ik 2m

%

KRN, baseb4dmfd WA AR, BB AR ASE

AI _OP 4104 P R — g S

¥

B4, basebddifd WA IR, B A #E AL

P A SR

53
AI_OP_4105 )i S SR EEPN 5 EAEE R — AR AR
AT_OP_4106 T ARSI 2 B AR E AR
base64 fRE3HAN: (EAFEHAEY safe base64 FHIZHT

® python FHEFZ(FEFH base64.urlsafe_b64encode() BREIHITIRID,

® java FETF(FEF BASE6G4.getUrIEncoder().encodeToString() BREUHITYmAD.
6.3.4 ABGiE{FHET
EOER
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AT ENESABGHRARZES iEE.

BRGE

POST
EO=%

o ERA/MEH: EREBKA/IVINF2MB,
o ERBIURE: BH18z3ZFipg/ipeg/png/bmpizl,

URI

Iv1/aiop/api/2hfksnibjaos/face-fas-action/person/detectFasFromBase64

iTRESH

iBkkheaders#{

2%

Content—

Type

appkey

ctyun—eop—

request—id

eop—date

host

£
D3

=)
=

FD

ZHRE

String

String

String

String

String

L

jsonfg

*F- & N Fappkey

Mgk id, B
iE, AP LUEE uuid
S AT E M —
frd, HTH&EERE

I

i

RIS A,
, 2
yyyymmddTHHMMSSZ .

L R, [ E T

_ T
il

X5
application/json

562b89493bla40elb97ea
05e50dd8170

33dfa732-b27b-464f-
b15a-21ed6845afdb

20211221T1630147

ai-
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p

B =
A

Eop—

=)

Authorizat s& String

T

i EH A~
TR
15%¢ global. ctapi. ctyun. cn

HRELE M
accessKey #Fl

securityKey &%4 5

ik, 5L
TRUBARRZEM

accessKey .

securityKey. &M H

ion
[fJappkey (FELAD ,
g sRid (JEzi)d
» VRIS TR], & hi T
w4 (AEAD P VE
RIRNZ
i5RiFbodySEy
e 2 _=EVE SHRB Y
BN base64mbs, B ¥
M base64gmit 7=, il )G,
imageContent & String

BRG]

AELEETER, HIFRETEan

“data:image/ jpeg;baseb4, ”

T%
R

R~

Curl -X POST "https://ai-global.ctapi.ctyun.cn/vl/aiop/api/2hfksnibjaos/face-fas-action/person/detectFasFromBase64"

-H "Content-Type: application/json"

-H "ctyun-eop-request-id:33dfa732-b27b-464f-bl5a-21ed6845afd5"

-H "appkey :XXX"
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-H "Eop-Authorization:XXX"
-H "eop-date:20211109T7104641Z"

-H "host:ai-global.ctapi.ctyun.cn"

--data '{"imageContent":"AAAAAAAAA...."}'

IR[O{Ei5ER
1.75R A INIREINI R 245

RE BEE _
S B ~ THANS
HiE B
REPRAS, &AL 0 IR, B AR
statusCode #& String 0
B 22 R [ A R P13 .
WH code A 0, iR[A] success; IR
message = String success
code jE 0, WU []Xjrhﬂﬁﬁjﬁkéﬁk% =P u
returnObj  +& Object R [B] A NGV A ASE N 25 SR X 5 returnOb j
2.3kreturnODbj
RE  BEK Tz
2K X L Bl
WE OB PRI
face num & Int B A ) B = -
face list = List (SN RESAIFEDSE -
face list[].face location = Object  AJGHTAbAI & -
EXUNITVE X NN TTIN
face list[].FaceAntiSpoofing #& String -

IBRKRBOREIRMNZEL

s 22, ek
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State Cloud

statusCode & String
message = String
details = String
error = String

IRE{ETG
1.5 R INIREHEZI

"statusCode": "0",
"message": "success",
"returnObj" :{
"face_num" : 1,
"face_list" : [{
"face_location" : {
"top" : 36,
"left" : 48,
"width" : 58,
"height" : 72

I8

i

B, JRCEAPTXS M. ) 1AL

15%[:]55TISZEK]% 3E{E14Lﬁ

IR [E] X6} 8 ) TR A A

AR BT L PR R A

"FaceAntiSpoofing" : "VEU AN/ ARTEAR N/ NI EW R 2, ToikFHIW,

11
1}

2 15K MOR [EE A

‘code': 4101,

‘details': "fEAWAENE, RELANNSHAEIR,

‘error': 'AI_OP_41e1’,
‘message': 'WRMNAHIR',

‘statusCode’: 4101}

RS

T
I

P

4101

R

RN A

AT OP 4101
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http RS iR
200 RINTE RN
Hixhg ikl

4 (AEEIRED, 4 FFASSEIRED, 5 FFLIERSS IR,

iR HiRER HHRAIR

CTAPI_0009  J&x%jsonfibody S %)

AT_OP_4102  iFR S ks ik SRS AT L ER, WiE RS B RS

AT_OP_4103 &y K/hiEEidam SN ibuwil

AT_OP_4104 &I A ittt 2k e BIR N7, base64dmtl A 1R, B i A SR
AI_OP_4105 At A AR AR ASE NS

AI_OP_5000  fil% Py il i P2 DR 55 DR Jon i 2R

base64 fHESMN: EFAEMAY safe base64 FHIZH

® python F¥EF(SF baseb4.urlsafe_b64encode() EREHHITHRAD.

® java HHEF(HFE BASE64.getUrlEncoder().encodeToString() EREUHI TR,
6.3.5ERMORiIRA

EOER

AT ENEmARGHNIARESROE.
BKRAEE

POST
EO=%

o ERAX/RE: B HREBKAIVINF2MB,
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o EHEIIRF: BH1& 2 Hpg/ipeg/png/bmpiEt.
URI

Iv1/aiop/api/2fehycj3a9z4/face/PERSON/person/detectMaskFromBase64
ITRSE

1.35Kk3Lheader£%§

e ‘ ~ T4
5% =T smrm ww =6
P %%
Content—
y String jsontg = application/json
Type
562b89493b1a40el
appkey & String V- & 8 F appkey
b97ea05e50dd8170
HPiEkR id, AP HE, H
X . B 33dfa732-b27b-
ctyun—eop— PRl PUEE wuid &5 EAT
y String o ‘ 464f-b1ba-
request—id AERME— R, HTHEE
N 21ed6845afdh
KIBER
THRETE], P E, B
eop—date y String 20211221T1630147
yyyymmdd THHMMSSZ .
ai-
host y String KT 4, [ e R global. ctapi. cty
un. cn
HAREZEM accessKey F
Eop- securityKey &% 4 54,
Authorizati & String Z 525424 il 7 B L G R B
on =~ EM accessKey .

securityKey. ‘P& M)
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SHRA
IR

2.i5KAbodyS#

R
% SR
e

=]

imageContent x& String

BRG]

T%
%%

Vi w1
appkey (AEZ1) , HFER

id (BT , 1EREE], 2%

Uiy Ak (AR PLAOE
SRARNZS

T4
WA

7~
N R base64gmfid, B A H & T
base64Zmig /78, “mi%jE, DEERIZ, 7 -

RT3 “data:image/ jpeg;base64, ”

Curl -X POST "https://ai-global.ctapi.ctyun.cn/vl/aiop/api/2f6hycj3a9z4/face/PERSON/person/detectMaskFromBase64"

-H "Content-Type: application/json"

-H "ctyun-eop-request-id:33dfa732-b27b-464f-bl5a-21ed6845afd5"

-H "appkey :XXX"

-H "Eop-Authorization:XXX"

-H "eop-date:20211109T7104641Z"

-H "host:ai-global.ctapi.ctyun.cn"

--data '{"imageContent":"AAAAAAAAA...."}'

R [E{Ei5ER
1.IERAIIREINE A 228
G 2K

E g i

iR A

=)

statusCode & String

RELRES, R\ 0 RIREI,

P TENZR

REFERAC 0
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State Cloud
7E SHR _
ZH iR i
wig A
i5Z25 T [ A RS A1 2R
Wk code A 0, IR[A] success; IR
message = String success
code dE 0, JUJaR [a]%f B A AT ELEE 1R AE B o
returnObj  J& Object & [ml )& 73 8 11 B2 TR ) 45 A &
2.3RreturnODbj
ZH —EWE ZHRE B i
face num = Int A d N -
face list = List FANANKEREAER -
face list[]. face location = Map N3 I DA -
face list[].Mask = Bool & 75 I 1 EE -
3.IEKKWUR B R 221
¥ REVE SHRE HH i
statusCode #2& String FERAD, B AP T I A R 4101
message = String 15 2R Bt 3 [AE [E %€ N error”  error
details v String IR [EDGENHE RS S TR N A R
error = String  R[BIX M AIEF RS AL OP 4101
iR EHEREG

1.5 R INIREHEDI

TENZR

returnOb j

THNR

TEXH
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"statusCode": "0",

"message": "success",

"returnObj":{
"face_num" : 1,

"face_list" : [{

"face_location" : {
"top" : 36,
"left" : 48,
"width" : 58,
"height" : 72

1

"Mask" : false

11
1}

25 REMIR EHETFI

"statusCode": "4101",
"message": "error",
"details": "ifsK Py ZREEIR"

"error":"AI_OP_4101"}

RS
httpIRA&HY i34
200 RNTE R KT
SR
4 (EERG, 4 FLAWSEEIRIT, 5 FL RS IR
iR HRER HiRfR
AT_OP_4101 iR A 2451 BANNERNT, BELNOSEAL R
AI_OP_4102 #ERSHKAIR  SEE AR ZR, RS H T B RE

AI OP 4103 K K/ 2M B o/ i am
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R HiRER R TR

AI_OP_4104 A fiRhs kI B R A%, baseb4dmtG N A IR, B A% RA SR
AI_OP_4105  AAINE A K EAEE R A S A

base64 SN : {EFHEMEY safe base64 FHIBH L

® python FHEFZ(FH base64.urlsafe_b64encode() EREIHITIRZ,
® java FHETF(HH BASE6G4.getUrIEncoder().encodeToString() BREUHIT4RAI.

6.3.6 ARSSERIAILE

EOfER

REHETNRERNERZNERS, XF_ARRSMIN=2X (8=. BHSHE+A
BRIERIRA) %,
BRGE

POST
wOEK

o ERKRAIRF: XiF jpegiS, BASE64 FFELTEAARRL, FTERRIGITH

o ERANRH: FRIBRIEEHEE 10~40KB, BUITESRETNSITATMSBAKE
SIRIE, LIRS,

iBRKURI

/v1/aiop/api/348c0ca2pkw0/gcapi/simpauth66
ERESE

1.35K3Lheader&#{

£ T
BH

=

2% BY WA BN o)
RE
H £
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State Cloud
=
\ ¥
28 B
v
H
Conten Stri
=
t—-Type ng
Stri
appkey =
ng
ctyun—
Stri
eop— =
ng
request—id
eop— Stri
=
date ng
Stri
host yo
ng

json #%x{

appkey

M PIER
id, HHPHiE
, FPAT L
uuid 257595 H
AT A U — AT
#, T HEWH
KIBER.

TR SRS
Python31fl 7~
1l

V5 SR I [H],
PG,
n
yyyymmdd THHMMS
SZo
PRI
Python31f 7~
1l

22 3 1 A 35K

%, [ E T B

P

application/json

562b89493bla40e1b97ealded

0dd8170

33dfa732-b27b-464f-bl5a-

21ed6845afdb

20211221T1630147

ai—global. ctapi. ctyun. cn

Zxt

83


https://www.ctyun.cn/document/10264960/10022622
https://www.ctyun.cn/document/10264960/10022622
https://www.ctyun.cn/document/10264960/10022622
https://www.ctyun.cn/document/10264960/10022622

KRG
State Cloud
v i
X : _
¥ B iEH ~ Z5t
Eyit
H R

HRESHE

M accessKey
M securityKey
B4 5 R
Z 5844 U
FRAFRER
B accessKey

v securityKey

AN
Stri appkey (JEAZ0

Authorizat =
ng ), BRI
(FERAD , 1F
RIS TE], 23 15
s (R
) PLAARRAA N
o
BB WL
EPRRNTIE
Python31f 7~
il

Eop—

ion

2. i5KRbodyS£]

2
2%

s¥ B - PiBH T T %
ﬁ KA
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=}
=

SH A

portra Stri
&
it ng
Stri
idNum =
ng
fullNa Stri
&
me ng

BRG]

Curl -X POST

i

BASE64 2wt i NS ;
JE 4G N7 B4 2 107 40KB
, BT RE 2 B D e
Kifi FENG A E, 5%
M) L X6 2502
BERESKAL, TEE
BRAAT R

BASE64 F-5F

YAERI L Sk 56
(SR e —h X Z%EN
KE)

WIERH P k4 GEE

KRR EAE R T4

"https://ai-global.ctapi.ctyun.cn/vl/aiop/api/348c@ca2pkwd/gcapi/simpauth66"”

-H "Content-Type: application/json"

-H "ctyun-eop-request-id:33dfa732-b27b-464f-bl5a-21ed6845afd5"

-H "appkey : XXX"
-H "Eop-Authorization:XXX"
-H "eop-date:202111097104641Z"

-H "host:ai-global.ctapi.ctyun.cn"

--data '{"portrait": "_9j_4AAQSKZIRgA...","idNum": "13x6xx199x07xx98xx","fullName": "JEfHK"}"

R [E{Ei5ER

1.IERAIIREINE A 228

w1 THFER
” 93 4A
AQSKZ JRgA. .
13x6xx1
99x07xx98xx

YRS
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statusCode

retMessage

certToken

resStr

INIEESRAHSRAR
ZRF

A

28R _ T4
DL il
5
AR, 2
il 0 FRMI, B
Lot EHAEAIDS% R 0
T (1 RAR AR T 51155

B g R/ ”succe
String L
INEZE R T ss”

VNV QNIRRT
SIBE, HULER
ok, 7 fE4LE
String
PEHEE, *codeNO
. 4101, 41098},

S BR 5

YN INTTE
W RAUH, E
“CONIEZE SR ARG 3
7 EACHITA
String IER&MHET), A H
el it code KT,
Hcode NO. 4101,
41098, ZFBA

FrRm ISR

86



K=

State Cloud
GERFH RIS R
IR o t] 2, S S H 4
o] N G ROEE
) A 2
Al ] A 2
FE—FTA
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ARG
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B EH L ANBRIER

FRJPEGHS A& 1%

LIRAFREA ML, Jtidis, i
PRI B, A 2. R RSP RVI

EARRE R R A G

T—HEN

1. H3 A
2. EANE I
):ll_

1. HHrA
;2. B NEHE K
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R ERSY SRR

e EE N
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ARES A
=] ARG
RN
J
THKFY
; R iEA
(E5
: MNE 5128
in}
A AR
W
%
X RPAT
B oAb
AR
IREHEZA

1.5 R INIREHEDI

ATRE HBLR B

BUAIE /5K

J2E AR o AN

AR T He et 51 S I 5
—A B R, 5]

IR

AT

HoAt

"certToken": "d182ca85-XXXX-XXXX-XXXX-868cb258ceab",

"resStr": "@OXX",
"statusCode": 0,

"retMessage": "f&IJ"}

2 15K MOR [EE A

{

"statusCode": 1,
"retMessage": "% R

"error":"AI_OP_4101"}

T—HEN

o 2r EAR
IEPNANNE|S
BASE64%ts) &
/N 5K,
HFr

AGNEAE
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