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1. SDKZ%E

| JoxiaEER

KRELIEIKTF E)ava SDK Z3k{&EF J2SE Development Kit 6.0 BiES RA. BTLAM
[http://www.oracle.com/technetwork/java/javase/downloads/]
(http://www.oracle.com/technetwork/java/javase/downloads/) FEEFHRA Java,

A& Java R4S 1.6 (JS2E 6.0) Hi28 SHA256 &R SSLIEBRIANES ;. Java iRA 1.7 ESRAES
EEFNLE, AZX—ARAIE.

| =m=t

Bit—: EMTE)ava-SDK

HEREBZEM T xos-java-sdk-2.1.3jar, T&blE: https://help.ghoss.xstore.ctyun.cn/sdk/java/xos-
java-sdk-2.1.3 jar

£ jar BATEERTHITLALT maven @<, L3 ZE maven At GE.,

mvn org.apache.maven.plugins:maven-install-plugin:3.0.0-Ml:install-file -Dfile=xos-java-sdk-2.1.3.
jar

R maven TF2HY pom.axml 32, £ "dependencies” TRHRIIANLATECE

<dependency>
<groupId>cn.chinatelecom</groupId>
<artifactId>xos-java-sdk</artifactId>
<version>2.1.3</version>
</dependency>

B RIMAWS s3{kii

KB ETRBSAWS 3120, SEILUEITAWS s3EFERRB RN, BSEEEFERAWS s34
A, &%/ maven TR pom.xml {4, £ “dependencies” FRFANALLTEE:



<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-java-sdk-s3</artifactId>
<version>1.11.336</version>

</dependency>

<!-- fEstslRSS HEAMEL TR -->

<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-java-sdk-sts</artifactId>
<version>1.11.336</version>

</dependency>



2. 19546 SDK

HAGehiaccessKey SsecretKey RIEARIETOIRAFE, RASBLRFATHEEAEENEE,
endpoint ERERIBHAIRS b,

| skEwimze

AccessKey (AK) FSecretAccessKey (SK) RRFILARATIERSHIER, ZRIEEMERBSNEER

=z — A% = amy
= i ZERETE

I 3REYEndpoint
EndPointfiREN S RiEERXEREAEE EiEREE,

I FiEEClient

EFSDKINEERT, FEEHEClient, BUIT:

String accessKey = "<your-access-key>";
String secretKey = "<your-secret-access-key>";
String endPoint = "<your-endpoint>";

BasicAWSCredentials credentials = new BasicAWSCredentials(accessKey, secretKey);
ClientConfiguration clientConfiguration = new ClientConfiguration();
EndpointConfiguration endpointConfiguration = new EndpointConfiguration(

endpoint, Regions.DEFAULT_REGION.getName());
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()

/1 E

.withClientConfiguration(clientConfiguration)

/IR E

.withCredentials(new AWSStaticCredentialsProvider(credentials))

//endpointi% &
.withEndpointConfiguration(endpointConfiguration)
/17T E E SR 15 1A
.withCnameEnabled(false)
.build();

NREEENE PRI — LIRS, BELIEEClientfdiHREEAwithClientConfiguration/5iEEN
ClientConfigurationstffll, —#pn~ARENREINT:

ClientConfiguration clientConfiguration = new ClientConfiguration();
// B client i RHTTPIE 4L
clientConfiguration.setMaxConnections(50);

/ /% B Socket |ZHI] I} E]

clientConfiguration.setSocketTimeout(50000);

/ /U B L TR IR I I [R)

clientConfiguration.setConnectionTimeout (50000);


https://www.ctyun.cn/document/10306929/10027493
https://www.ctyun.cn/document/10306929/10027495

ClientConguration2&FFinlIEcE2, TEENE. EEEN. FANEESSH. TESHUT:

24

maxConnectio

ns

socketTimeout

connectionTi
meout

requestTimeo
ut

clientExecutio

nTimeout

maxErrorRetry

connectionMa
xldleMillis

signerOverride

g

U TFFOBRAHTTPIEREL. BRIAA50

Socket ZEHEIRRIEIIASE (BB Z/) . BIAJ50,00027%

ESTIERAGEAAYE (B 270) . BAAJ950,000%F)

FFFKRTTRRIEIIATE (B =/) . BUATERS

EFRERPITEIENE (B 20) . BOARER

IBRKERARIEIRE. FAIA3R

SRR EEE LS HANRERE, WXAER (B 21) . A

7360,000=7

EEEFAV2EE, FLUREN"S3SignerType”; EEE(FRAVASE,
HLUKEA"AWSS3V4SignerType", ZRIARVAER

K&

ClientConguration.setMaxC
onnections

ClientConguration.setSock
etTimeout

ClientConguration.setConn
ectionTimeout

ClientConguration.setRequ
estTimeout

ClientConguration.setClient
ExecutionTimeout

ClientConguration.setMaxE
rrorRetry

ClientConguration.setConn
ectionMaxlIdleMillis

ClientConguration.setSigne
rOverride



3. fétAXEO

| euzeim

TIhaEisER

18 (Bucket) EFITFEIETISR (Object) HEEE, FAIERNREBVWARBETEME. EeJLUE I createBucket
EOBIEEE.

(B

public void createBucket() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.println("createBucket");
Bucket createdBucket = s3Client.createBucket(bucket);
System.out.println("Bucket Name:" + createdBucket.getName());

}
RS
S ESi) i BB ERVE
bucket String HBRFR =z
IROIER
28 £t} L]
Bucket Bucket WER

FFBucket—LEiER

o xB %88

name String HBER

| sawimmIE

IhaEiER

# (Bucket) ERTHEHENSR (Object) HIF=R, FIERINSEUARBTENR. BB listBucketsfz
MERENESIRIER.



(¥R

public void listBuckets() throws AmazonClientException {
System.out.println("listBuckets");
List<Bucket> buckets = s3Client.listBuckets();
for (Bucket bucket : buckets) {
System.out.println("Bucket Name:" + bucket.getName());

System.out.println("Bucket Creation Date:" + bucket.getCreationDate());

System.out.println("Bucket Owner:" + bucket.getOwner());

}
}
IREIEEER
28 5] i5 AP
buckets List<Bucket> EESUIES

FFBucket—LEiER

24 Xy %88

name String TBEMR
creationDate Date ellfE= L
owner Owner f@fowner

| s =EE

IDaEiER

¥ (Bucket) RETFEFEXIR (Object) HIAEE, FMBRINSREARBTEAME. EALAUER
doesBucketExist #EOHIEEBFE.

KEBRE

public void doesBucketExist() throws AmazonClientException {

String bucket = "<your-bucket-name>";
System.out.println("doesBucketExist");
boolean exists = s3Client.doesBucketExistV2(bucket);
if (exists) {

System.out.printf("Bucket %s already exists.\n", bucket);
} else {

System.out.printf("Bucket %s not exists.\n", bucket);



28 -] oLz

bucket String ERFR
IREIER

28 E i) ]

exists boolean BEAEFE

| mpstm

TIhaEisER
# (Bucket) RRTFEXISR (Object) HIEER, FIBRIXISREMAREBETEME.
EOMERE. MER— a1, FECHFRZERREEIR (BREMNRRE) .

(B

public void deleteBucket() throws AmazonClientException {
String bucket = "<your-bucket-name>";
s3Client.deleteBucket(bucket);

b
iEREE
e 5] 71
bucket String TBRER

| ieEmimEiR

ThaEisER
# (Bucket) RRTFEXISR (Object) HIEER, FIBRIXISRENLMREBETE A,

eI i@ g deleteBucket

RELVE

fim

RET L LE@id setBucketAcl

EOSSEBEARIR. iAaSPEE S T CannedAccesssControllist SAccessControlList FEFPHE.
CannedAccesssControlList I2t TFE XN RIEH], WFABIES, AHEIES, AHiEE,
AccessControlList 12 7 EMEAINRIZH], STEENXESNRETH. BPEEE bucket B9 ACL ZEIFE

B WRITE_ACP R,

(K EBR

¢ CannedAccesssControlList



public void setBucketAcll() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.println("setBucketAcl");
s3Client.setBucketAcl(bucket, CannedAccessControlList.PublicRead);
System.out.println("setBucketAcl success");

e AccessControlList

public void setBucketAcl2() throws AmazonClientException {

String bucket = "<your-bucket-name>";

System.out.println("setBucketAcl");

// B S exampleuserfWrited B

AccessControlList controlList = s3Client.getBucketAcl(bucket);

CanonicalGrantee canonicalGrantee = new CanonicalGrantee("exampleuser");//H /)i H Fexampleuserff]
Writef R

controlList.grantPermission(canonicalGrantee,Permission.Write);

s3Client.setBucketAcl(bucket, controllList);
System.out.println("setBucketAcl success");

RS

e CannedAccesssControlList

28 E i) L] B2EYE
bucket String TBEFR =2

CannedAccessContro | CannedAccessC TR
IList ontrolList

fim

*F CannedAccessControlList AYi5tRE:

24 588

CannedAccessControl INEIES
List.Private

CannedAccessControl NHEFAES
List.PublicRead

CannedAccessControl NHIEFES
List.PublicReadWrite

e AccessControlList

{5/ AccessControlList 2 E1GHANRET, TLARERFERPXIEANAENER. 1889 AccessControlList 1%
PRUNTZ:



24 X 588 REVE

bucket String TBEFR =2
controlList AccessControlLis = 1#IR =
t

£ AccessControlList A E]iET grantAllPermission £ Grant &R, Grant #AxFPermissioniiiBEa0
T

S inBg
Permission.Read ST R RIRT SR
Permission.Write TR, BE. MERESAINTSR

Permission.ReadAcp FEFFRBUERIACLIER
Permission.WriteAcp REHERABRIACLISR

Permission.FullControl | $%fSREAD. WRITE, READ ACP. WRITE_ACP#fR

| skEwsmimEiR

IDaEisER

# (Bucket) ERTHEHENSR (Object) HF=R, FIERINSEUARBET M. EILAETgetBucketAcl
EIREUEREIR.

(B

public void getBucketAcl() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.println("getBucketAcl");
AccessControllList controlList = s3Client.getBucketAcl(bucket);
List<Grant> grants = controllList.getGrantsAsList();

System.out.println("getBucketAcl: owner=" + controlList.getOwner());
for (Grant grant: grants){

System.out.println("getBucketAcl: grantee=" + grant.getGrantee().getIdentifier()

+ ", permission=" + grant.getPermission());
}
}
IBREH
o xE 5288 REVE

bucket String HBEFR =



IROIER
IR[EAY AccessControllist FEESHE M :

24 ESiS 588
owner Owner ERJownerZ &2
grants List<Grant> grants #IUER, 8278 AR SHAPRPermission,

XF AccessControlList FEUHIENRIRBERI &% & EEHANR —15.

| inmmmsns

IDaEiER

RS (Bucket Policy) AJLAREHECE AP SMRIEAIANRIRIINIR. WRMEEHIZE 1 policy, NIFET
KpolicyaB=REMpolicy, T policy FEMRRIIES® ERIRITH .

1ER]LAMER setBucketPolicy EIREMRE, EeJLITLATERE:
* {§ JSON XN AZFEEFIEERE.
o {§FH Policy Z5MIFESRRE, BiEHR)9 JSON 1ERIFRTER.

ISEILAERR Policy STEE5RRS, SIMRENAFHERHIUSTERIORMT, MWRSSHUSER tolson FTARILL
SREX JSON SRR&STA,
policyAymflgnT :


https://www.ctyun.cn/document/10306929/10136179

"Id":"PolicyId",
"Version":"2012-10-17",
"Statement": [

{
"Sid":"ExampleStatementID1",
"Principal™:{

TAWS": [
"arn:aws:iam:::user/userId",
"arn:aws:iam:::user/userName"

1

s

"Effect":"Allow",

"Action":[
"s3:ListBucket",
"s3:CreateBucket”

1,

"Resource": [

"arn:aws:iam:::exampleBucket"

1,
"Condition":"some conditions"
s

StatementfIRZESIRBBAN T :

TR iR
Sid statement Id, AEXHE=E, iEiAstatementfI=FFE
Principal ANEKET, WA, IBEARSstatementBRERIAIDomainLAR

User, XIFBER " , RrABAR (BEBARF) . ZXDomain ™
FrERF#EINET, Principalt&={marn:aws:iam::user/*, ZIIEAUser

HITIENES, Principalt&=garn:aws:iam:::user/<your-user-name>

NotPrincipal ANEXEHET, IS, statementlICERRILZ SMNIEfBA, BUER
Principal
Action AEXET, fEEAFKstatementEFERYEE, ActionFERAXISIFHE

SHIHIFTEIRERS, UFHNBEIAETR, FROKRNE. SHHEEAT
", RNZRIRREHATRIRTEER(E. Hla0: "Action™:["s3:List*",

"s3:Get*"]
NotAction GRS, ISE—HIR(E, statementlTERRIZABIRIEZ FMNUEL iR

{E. BY{E[RAction

oy

B,
Principals

Ry

NotPrincipalis

H_

HF

AJE,
NotPrincipal5
Principalit&

A%k, Action
5NotActioni%
H_

Ak,
NotAction5
ActionjtE—



TTE faik REVE

Effect WS, 1IEEASstatementIRIRERIHEARIEME, EffectfyEN DAY
mAAllowsl & Deny

Resource AERET, 1ExEstatementEERN—HERR, IFEE/A * & Ak,
ATREIR Resources
NotResource

EHE—

NotResource OEkEE, IBEE—HAR, statementlTEIMZARTRS IMIEE ik,
iR, BYERIResource NotResource
5Resourcejst

H_

Condition AlERET, Afstatement ISR ik

XE3RHBY
* M3 JSON 3R AF IR EIRIEE RS,

public void setBucketPolicyl() throws AmazonClientException {
// VLR RIS fo i exampleuserl, exampleuser2 )™ a2 HUR N A4 .
String bucket = "<your-bucket-name>";
System.out.println("setBucketPolicy");
String bucketPolicy = "{\n" +
" \"Version\": \"2012-10-17\",\n" +
" \"Statement\": [{\n" +
" \"Sid\": \"1\",\n" +
" \"Effect\": \"Allow\",\n" +
" \"Principal\": {\"AWS\": [\n" +
" \"arn:aws:iam:::user/exampleuserli\",\n" +
\"arn:aws:iam:::user/exampleuser2\"\n" +

" 11 \n" +
" \"Action\": [\"s3:GetObject\"],\n" +
" \"Resource\": [\"arn:aws:s3:::" + bucket + "/*\"]\n" +

" }\n" +
3
s3Client.setBucketPolicy(bucket, bucketPolicy);

* {3 Policy X9k, 4L/ JSON FEzUIFFFER.



public void setBucketPolicy2() throws AmazonClientException {
// VLURIRPISENS f Yrexampleuserd, exampleuser2 ) Al i BRI 3T % o
String bucket = "<your-bucket-name>";
System.out.println("setBucketPolicy");
Policy bucketPolicy = new Policy().withStatements(
new Statement(Statement.Effect.Allow)//¥8E A< 55 SN Hfiid AR PR A 7o 141 SR
.withPrincipals(Principal.AllUsers)
.withPrincipals(new Principal("AWS", "arn:aws:iam:::user/exampleuserl"), //Xfexampleuserif]
PR
new Principal("AWS", "arn:aws:iam:::user/exampleuser2"))//%fexampleuser2f
F AR
.withActions(S3Actions.GetObject)//##{F uGetObject
.withResources(new Resource("arn:aws:s3:::" + bucket + "/*")));//%&& %I AN G 65
s3Client.setBucketPolicy(bucket, bucketPolicy.toJson());

SRR

B8 S L BEEVE
bucket String HERFR =z
bucketPolicy String ESRBEHYISONIE R F TR e

ELGED:

ThREIRER

RIS (Bucket Policy) RJLARIEHMECE A SFME(EAMILRIRIRAIIR, EAJLUER getBucketPolicy #M
SRENAFE R

(K EBR

public void getBucketPolicy() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.println("getBucketPolicy");
BucketPolicy policy = s3Client.getBucketPolicy(bucket);

System.out.println("getBucketPolicy success, + policy.getPolicyText());

SE5EE

bucket String AR =



24 xB %88

policy BucketPolicy RS

KTFiRERY BucketPolicy FIERSRAFIES S IR .

| mpssmssns

IDaEiER

1ZREE (Bucket Policy) BJLARIEHEECE AP SFMR(ERIAASEIRIONR, &aTLAEA deleteBucketPolicy
EOMBRIESRRS.

KEBRE

public void deleteBucketPolicy() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.println("deleteBucketPolicy");
s3Client.deleteBucketPolicy(bucket);

b
BRSE
28 E i) L] B2EYE
bucket String TBEFR =2

| ieEmesEnRE

Ihgeisieg

A ARSI LIS IR EMNSCI BB HIRINS, MUEETSE. AXNBUNEIRER (Bucket) &
AREEARIN, ETLL@Id setBucketLifecycleConfigurationiERT LI B@AIAE B EIEMNI, FUETLABIEIT
BoxdsekeyRiSR. TRERITFIAIRE SRINASHE HERAXNSRAGSERGE, SMRISHESWE MR,

KB A SRS UMb FEnabledaf & Suspended, FHSEARAST SIS ERRTEEL B A Ao, BT
setBucketLifecycleConfigurationt{FB =1+ B ERERN,


https://www.ctyun.cn/document/10306929/10136179

(¥R

public void setBucketLifecycleConfiguration() throws AmazonClientException {

String bucket = "<your-bucket-name>";

System.out.println("setBucketLifecycleConfiguration");

BucketLifecycleConfiguration config = new BucketLifecycleConfiguration();

List<BucketLifecycleConfiguration.Rule> rules = new ArraylList<BucketLifecycleConfiguration.Rul
e>();

// mtime rule

BucketLifecycleConfiguration.Transition transition = new BucketLifecycleConfiguration.Transiti
on();

transition.setDays(1);

transition.setStorageClass(StorageClass.StandardInfrequentAccess);

// atime rule

BucketLifecycleConfiguration.AtimeTransition aTimeTransition = new BucketLifecycleConfiguratio
n.AtimeTransition();

aTimeTransition.setDays(3);

aTimeTransition.setStorageClass(StorageClass.StandardInfrequentAccess);

aTimeTransition.setTransToStandard(true);

aTimeTransition.setNoTransMaxSize(1024%1024);

// incomplete upload rule
AbortIncompleteMultipartUpload abort = new AbortIncompleteMultipartUpload();
abort.setDaysAfterInitiation(20);

BucketLifecycleConfiguration.Rule rule = new BucketLifecycleConfiguration.Rule();

rule.setId("haha");

rule.setExpirationInDays(10);

rule.setAbortIncompleteMultipartUpload(abort);

rule.setStatus(BucketLifecycleConfiguration.ENABLED);

// ncvid T E

rule.setNoncurrentVersionExpiration(new BucketLifecycleConfiguration.NoncurrentVersionExpirati
on().withDays(365));

[/ GCERHTEH, AT LAE E R RO RARRE

LifecycleFilterPredicate predicate = new LifecyclePrefixPredicate("abc/");

rule.setFilter(new LifecycleFilter(predicate));

//LifecycleFilterPredicate predicate = new LifecycleTagPredicate(new Tag("your-key", "your-val
ue"));

//rule.setFilter(new LifecycleFilter(predicate));

rule.addTransition(transition);

rule.addAtimeTransition(aTimeTransition);

rules.add(rule);

config.setRules(rules);

SetBucketLifecycleConfigurationRequest req = new SetBucketLifecycleConfigurationRequest(bucke
t, config);

s3Client.setBucketLifecycleConfiguration(req);

System.out.println("setBucketLifecycleConfiguration success");



imRSH

SetBucketLifecycleConfigurationRequest B9S£ER :

24 sl L EEVE
bucket String HBEFR =
BucketLifecycleConfi | BucketLifecycleC = “apEHIRE b=
guration onfiguration
KT aapEERFN Rule AYAR :
o KB 588
id String MWD
status String gy ===yl
(Enabled|Disable
d)
expirationinDays int SIS AR E]
noncurrentVersionExpira | NoncurrentVersion | [5SEhRZASTEARTE]

tion Expiration

abortincompleteMultipa
rtUpload

AbortlncompleteM

ultipartUpload
transition Transition

atimeTransition AtimeTransition

filter LifecycleFilterPredi
cate
Transition:
% x5
days int

storageClass StorageClass

AtimeTransition:

% x5
days int

storageClass StorageClass
transToStandard boolean

noTransMaxSize long

Repk &R Fid RART(A]

NAARENRSREAERN (RERSIEERTIE))
MRS AEN  (BERS3IE0RIE))

NFSSEE, AILASERISREIIRIREE

1588
RS HARE, BOA-1, R
BRI ERE

1588
RIS HARE, BOA-1, R
BRI ERE

REE RGN EERENREFE, EiAfalse R EIREFE

RTINS REHITEAR, BOA-1RRETE X4 ERiEHR



NoncurrentVersionExpiration:
o xR %88
days int THAREL

FE: atimeflI REEMAIsdkIZ, AWS S3i&Hatimefilll, REEDEIR B Fatimer N,

| mEviEsEs RS

IDaEisER
FEanEAEEIABTIRENNLNEN BRI ISR, MUFETE. AXNMBITEER (Bucket) AY
ELRIEEE IR



(¥R

public void getBucketLifecycleConfiguration() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.println("getBucketLifecycleConfiguration");
BucketLifecycleConfiguration config = s3Client.getBucketLifecycleConfiguration(bucket);
List<BucketLifecycleConfiguration.Rule> rules = config.getRules();
for (BucketLifecycleConfiguration.Rule rule: rules){
System.out.println("getBucketLifecycleConfiguration: " + rule.getId());

System.out.println("getBucketLifecycleConfiguration expire: +

rule.getExpirationInDays());

if(rule.getAbortIncompleteMultipartUpload() != null){
System.out.println("getBucketLifecycleConfiguration abort: " +
rule.getAbortIncompleteMultipartUpload().getDaysAfterInitiation());

}
if(rule.getNoncurrentVersionExpiration() != null) {
System.out.println("getBucketLifecycleConfiguration ncv expire days: " +
rule.getNoncurrentVersionExpiration().getDays());
}

LifecycleFilterPredicate predicate = rule.getFilter().getPredicate();
if (predicate instanceof LifecyclePrefixPredicate) {
LifecyclePrefixPredicate prefixPredicate = (LifecyclePrefixPredicate)predicate;

System.out.println("getBucketLifecycleConfiguration prefix filter: +
prefixPredicate.getPrefix());

if (rule.getTransitions() != null) {
for (BucketLifecycleConfiguration.Transition tran : rule.getTransitions()) {

"

System.out.println("getBucketLifecycleConfiguration tran: + tran.getStorageClass

AsString() + "," +
tran.getDays());

}
if (rule.getAtimeTransitions() != null) {

for (BucketLifecycleConfiguration.AtimeTransition tran: rule.getAtimeTransitions()){
+ tran.getStorag

System.out.println("getBucketLifecycleConfiguration atime tran:

eClassAsString() + +

tran.getDays() + + tran.getTransToStandard() + "," + tran.getNoTransMa

non
)

xSize());

iTRSH

GetBucketLifecycleConfigurationRequest F9Si508 :



24 X 588 REVE

bucket String TBEFR =2
IBEIS#
88 -5t 7L

BucketLifecycleConfigura | BucketLifecycleCon = f@4#pEEHIRE
tion figuration

XF BucketLifecycleConfiguration B94 s EERR BB &% KEMEDEE —1.

| mpsmEsmmERE

IhaEiER

FEanAREERIABTIREMNLIME N BRI ISR, MUEETE, AXXNBRUTMERE (Bucket) &
anfEIHARIN,

(B

public void deleteBucketLifecycleConfiguration() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.println("deleteBucketLifecycleConfiguration");
s3Client.deleteBucketLifecycleConfiguration(bucket);
System.out.println("deleteBucketLifecycleConfiguration success");

b
BREE
28 -5 jizl::| BEVE
bucket String TBEFR =2

| ieEmsEsRE

ThREiRER

BiEEFERLZ (CORS) EX THE—MEFIIENEFin Web NERFSHS—MEFPHNEFERENA. FIFH
CORS X%#%, EaILIWgEFENEFin Web NARER, BEALUSEEAITTERAEGNER. SeTLUE
iIsetBucketCrossOriginConfigurationiz[1ig EtEAYEEIR GRS,



HIEE

public void setBucketCrossOriginConfiguration() throws AmazonClientException {

String bucket = "<your-bucket-name>";

System.out.println("setBucketCrossOriginConfiguration");
List<CORSRule.AllowedMethods> rule2AM = new ArrayList<>();
add (CORSRule.AllowedMethods.PUT);
add(CORSRule.AllowedMethods.GET);

add (CORSRule.AllowedMethods.HEAD);

add (CORSRule.AllowedMethods.POST);

rule2AMm.
rule2AMm.
rule2AM.
rule2AMm.
rule2AMm.

add(CORSRule.AllowedMethods.DE

LETE);

CORSRule rule = new CORSRule().withId("CORSRule").withAllowedMethods (rule2AM)
.withAllowedOrigins(Arrays.asList("*"))

.withExposedHeaders(Arrays.asList("x-amz-server-side-encryption", "ETag", "Xx-amz-request-i

d", "Date",

-Origin"))

"Content-Length", "Accept-Ranges", "Access-Control-Allow

.withAllowedHeaders(Arrays.asList("*"))
.withMaxAgeSeconds (600);
List<CORSRule> rules = new ArraylList<>

rules.add(rule);

0);

BucketCrossOriginConfiguration config = new BucketCrossOriginConfiguration();

config.setRules(rules);

s3Client.setBucketCrossOriginConfiguration(bucket, config);

System.out.println("setBucketCrossOriginConfiguration success");

bucket

5] L REYVE
String B =
BucketCrossOriginCo | BucketCrossOrig | E&tsiiaan =

nfiguration

inConfiguration

%FBucketCrossOriginConfiguration—LLi588

o L]

AllowedMethods RVFRNIEKTTIE
AllowedOrigins FTFHIERIR
AllowedHeaders FeVFRgIESRL
ExposedHeaders PR EIRIResponse Header

MaxAgeSeconds BIERERAVE AT )
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IDaEiER

BiEEIRAE= (CORS) BN THE—MEFIIEMIZFin Web NAREFRSE—MEFRERRENS . FIA
CORS 28, ERILIMEFERNEFin Web NRER, FERELISEEBRIHSRINEEER. SaTLIE
i$getBucketCrossOriginConfigurationiZ sk EEEE AR &,

KEBRE

public void getBucketCrossOriginConfiguration() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.println("getBucketCrossOriginConfiguration");
BucketCrossOriginConfiguration config = s3Client.getBucketCrossOriginConfiguration(bucket);
List<CORSRule> rules = config.getRules();
for (CORSRule rule: rules){
System.out.println("getBucketCrossOriginConfiguration: rule.getAllowedHeaders());
System.out.println("getBucketCrossOriginConfiguration: rule.getAllowedOrigins());
rule.getAllowedMethods());

rule.getExposedHeaders());

System.out.println("getBucketCrossOriginConfiguration:
System.out.println("getBucketCrossOriginConfiguration:

+ + + + o+

System.out.println("getBucketCrossOriginConfiguration: rule.getMaxAgeSeconds());

BH S5 L] BEEVE
bucket String AR =

24 A %88

BucketCrossOriginConfig | BucketCrossOrigin | igisia#iny

uration Configuration

F*TFBucketCrossOriginConfiguration—L&y5i 85

SH 1588

AllowedMethods RFRNIBERTTIE
AllowedOrigins FVFRIEKIR
AllowedHeaders FeVFRYIERL
ExposedHeaders BIFIREIRIResponse Header

MaxAgeSeconds B iE RS RAVETFATIE)



| mrstmEstis RS

Nl

EiERIFHZ (CORS) EX THE—MEHFMENEFiH Web NAEFSE—MEFRERZENSR. FIA
CORS 2#F, EelLMTEFENEFin Web NARER, RERALUSEHERITERGASRR. SRILUB
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public void deleteBucketCrossOriginConfiguration() throws AmazonClientException{
String bucket = "<your-bucket-name>";
System.out.println("deleteBucketCrossOriginConfiguration");
s3Client.deleteBucketCrossOriginConfiguration(bucket);
System.out.println("deleteBucketCrossOriginConfiguration success");

b
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e 5] 71 EEWVE
bucket String TBER =2
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public void setBucketVersioningConfiguration() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.println("setBucketVersioningConfiguration");
BucketVersioningConfiguration config = new BucketVersioningConfiguration();
config.setStatus(BucketVersioningConfiguration.ENABLED);
SetBucketVersioningConfigurationRequest request = new SetBucketVersioningConfigurationRequest
(bucket, config);
s3Client.setBucketVersioningConfiguration(request);

System.out.println("setBucketVersioningConfiguration success");

iTRSH

SetBucketVersioningConfigurationRequest B£#5 88 :

BH ES:c] 7Lz} EEVE
bucket String AR =

BucketVersioningCon | BucketVersionin | kA48 E
figuration gConfiguration
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%FBucketVersioningConfiguration—L&i588
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guration.ENABLED
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guration.SUSPENDED
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getBucketVersioningConfigurationiZ O3B R A= HIEC S .
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public void getBucketVersioningConfiguration() throws AmazonClientException {
String bucket = "<your-bucket-name>";
System.out.println("getBucketVersioningConfiguration");
BucketVersioningConfiguration config = s3Client.getBucketVersioningConfiguration(bucket);
System.out.println("getBucketVersioningConfiguration success, " + config.getStatus());
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ERILAERS listObjects FOFIEISR, BX&EZIRE10001M35%.
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public void listObjects1() throws AmazonClientException {

System.out.println("listObjects");

String bucket = "<your-bucket-name>";

ListObjectsRequest request = new ListObjectsRequest();
request.setBucketName(bucket);

/] LUERTR

//request.setPrefix("abc/");
ObjectListing objects = s3Client.listObjects(request);

for

(S30bjectSummary object : objects.getObjectSummaries()) {
+ object.getKey());

System.out.println(" -

gNR list KF1000, MERERIZERS isTruncated Jtrue, EFIREIRY nextMarker #RIZEILAEA TRIEEHI
. JIEMENSREERIIT

public void listObjects2() throws AmazonClientException {

System.out.println("listObjects");

String bucket = "<your-bucket-name>";

String nextMarker = null;

ObjectListing objectListing;

do {

ListObjectsRequest listObjectsRequest = new ListObjectsRequest();

listObjectsRequest.withBucketName(bucket).withMarker (nextMarker);

objectListing = s3Client.listObjects(listObjectsRequest);

for (S30bjectSummary s30bjectSummary: objectListing.getObjectSummaries()) {
System.out.println(s30bjectSummary.getKey());

b
nextMarker = objectListing.getNextMarker();

} while (objectListing.isTruncated());

ENSRER LESEHRFN (X, B35, X5|5%) , FEEEmS (URLE) . ~HUTHEaT:



public void listObjects3() {
System.out.println("listObjects");
String bucket = "<your-bucket-name>";
String nextMarker = null;
ObjectListing objectListing;
do {
ListObjectsRequest listObjectsRequest = new ListObjectsRequest();
listObjectsRequest.withBucketName(bucket).withMarker (nextMarker);
listObjectsRequest.setEncodingType("url"); // F&EURLSiIY
objectListing = s3Client.listObjects(listObjectsRequest);
List<S30bjectSummary> objectSummaries = objectListing.getObjectSummaries();
for (S30bjectSummary s30bjectSummary : objectListing.getObjectSummaries()) {
String keyName = null;
try {
keyName = URLDecoder.decode(s30bjectSummary.getKey(), StandardCharsets.UTF_8.name
M
} catch (UnsupportedEncodingException e) {
throw new RuntimeException(e);

}
System.out.println(keyName);

}
nextMarker = objectListing.getNextMarker();

} while (objectListing.isTruncated());

iBRSE
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ERILABER putObject #2 EEXIR, MRME—MNRREMAESN LEEK, RE—XTRiNEKEE=
ZRIFFAREKN LERNXSR. LB IREIFRKLEBHFAIContent-MDSFESR{RIEEUEM =R L&, WIR %
IR BEEIIMDSIRES, IZIR(FERE—MERER. AP LUBIIHER HEXRERERIETag SHEHF
FIMDS{ERBEE RN LERIERT M.
HERSBIEE HESSR R LAEE R EEFHTTPIMUIERI6 MESRL: Cache-Control, Expires,
Content-Encoding. Content-Disposition, Content-Type. Content-Language, 15 _HEXISAGERIR
BT7XUIERL, REWSERGEXYLLUFIERE PR, X6 MERR LB ESISTEiR R EHTIER.
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public void putObjectl() throws AmazonClientException {
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
String localPath = "<your-local-path>";
PutObjectResult ret = s3Client.putObject(bucket, key, new File(localPath));
System.out.println("putObject: " + ret.getETag());

o mIlLfE

public void putObject2() throws AmazonClientException {
System.out.println("putObject");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
String content = "1234";
byte[] contentBytes = content.getBytes();
InputStream is = new ByteArrayInputStream(contentBytes);
ObjectMetadata meta = new ObjectMetadata();
//meta.setContentMD5(md5Base64(content));
//meta.setContentLength(4);
//meta.setContentType("text/plain");
PutObjectRequest req = new PutObjectRequest(bucket, key, is, meta);
// &Eacl
req.setCannedAcl(CannedAccessControlList.PublicRead);
/] BCEAEIRAY
//req.setStorageClass(StorageClass.StandardInfrequentAccess);
// rate DARRIE, HA7KB
//req.putCustomRequestHeader("x-amz-1limit", String.format("rate=%d", 10));
PutObjectResult ret = s3Client.putObject(req);
System.out.println("putObject: " + ret.getETag());

public String md5Base64(String data) {
try {
MessageDigest md = MessageDigest.getInstance("md5");
byte[] md5 = md.digest(data.getBytes());
BASE64Encoder be = new BASE64Encoder();
return be.encode(md5);
} catch (NoSuchAlgorithmException e) {}

wn o,
3

return

B kS8
PutObjectRequest A[iRBHISEHUIT :
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bucket String PATARERIREBTR
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key String AR EAEIRSS EXIMATkey, PutObjecti®(E =
IR EEEX MR, MFEBHREE
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file File EAERIAI S X R

inputStream InputStream iz LfEAYStream &R
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objectMetadata ObjectMetadata = XIERMTEIREE B

tagging ObjectTagging MRARESEE B

EATLATE LEXISRATIEE ObjectMetadata IREXIRITEUE. WRANREITTEIENT:
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ObjectMetadata.setContentType REHTTP/HTTPSiERLERFHY Content-Type

ObjectMetadata.setContentLangua | iREHTTP/HTTPSiESR:LERHHY Content-Language
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ObjectMetadata.setCacheControl REBHTTP/HTTPSiE=k:LEZR+HY Cache-Control
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Versionld
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public void getObject() throws AmazonClientException {

System.out.println("getObject");
try {

)

String bucket = "<your-bucket-name>";

String key = "<your-object-key>";

long start = 0, end = 10;

GetObjectRequest req = new GetObjectRequest(bucket, key);
req.setRange(start, end); // WEMNZNAERVEHE, $ALFT

// FEiiiR[Flheader

// ResponseHeaderOverrides header = new ResponseHeaderOverrides();
// header.setContentDisposition("attachment; filename=testing.txt");
// req.setResponseHeaders(header);

S30bject object = s3Client.getObject(req);

S30bjectInputStream s3is = object.getObjectContent();

ObjectMetadata meta = object.getObjectMetadata();

System.out.println("getobject: meta mymd5: " + meta.getUserMetaDataOf("mymd5"));
String content = IOUtils.toString(s3is);

System.out.println("getobject: + content);

System.out.println("getobject header: + object.getObjectMetadata().getContentDisposition

} catch (IOException e) {

RS

e.printStackTrace();

GetObjectRequest £%4

B84
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range

ES:2) 71z EEVE
String PUT AR ERR =
String Xg5AJkey

long, long TENSISEEENNENE (B F7) | &

setRange(start, end) RREI2FTHHIEIE
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HbucketFEhAEHIAIAHE, BT EERBISERS
HURISETE, SMEEZSEREHE, FOASKEESThRA
HIRI SR &R

BEEHTTP/HTTPSIIEELER

NFRIEERIRS AR T SEMERMRSIE], NIEREE. BUR
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i@iZ ResponseHeaderOverrides AIJES &5 HTTP/HTTPSIARELER. ATESHIMAESLESITE:

BH eSS (3
contentType String BESHTTP/HTTPSIaRFfY Content-Type
contentlLanguage String ESHTTP/HTTPSIgAZEAY Content-Language
expires String ESHTTP/HTTPSIgRIHAY Expires
cacheControl String BEHTTP/HTTPSIaAI#AY Cache-Control
contentDisposition String EESHTTP/HTTPSIgRZHHY Content-Disposition
contentEncoding String ESHTTP/HTTPSIgAzAAY Content-Encoding
IR[E55R
IR[ERY S30bject BT :
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public void copyObject() throws AmazonClientException {

String destBucketName = "<your-bucket-name>";

String destObjectKey = "<your-object-key>";

String sourceBucketName = "<source-bucket-name>";

String sourceObjectKey = "<source-object-key>";

ObjectMetadata metadataCopy = new ObjectMetadata();

metadataCopy.setContentType("text/json");

CopyObjectRequest request = new CopyObjectRequest(sourceBucketName, sourceObjectKey, destBucke

tName, destObjectKey);

// request.setStorageClass(StorageClass.Standard); // B R IEMEZT

[/ IRV GO AR R T, BRI R

// ObjectUnfreezeSDK unfreezeSDK = new ObjectUnfreezeSDK(accessKey, secretKey, endPoint);
// System.out.println(unfreezeSDK.unfreeze(oriBucket, orikKey));

// Thread.sleep(60000); // ZF{HfiR5EHL

CopyObjectResult result = s3Client.copyObject(request);

System.out.println("CopyObject success" + result.getETag());

iH{ATFfE)ava SDKIREBEZEEXISITEIRNG L, EEXEZEMABER T, TJLAER copyObject 1M
BERISTEIR, TR RbucketflBAbucket—2, JRkeyF 1B AYkey—EL,

public void changeMetadataViaCopyObject() throws AmazonClientException {

ey)

String bucket = "<your-bucket-name>";
String sourceObjectKey = "<your-object-key>";
String destObjectKey = "<your-object-key>"; // SR E K key

ObjectMetadata metadataCopy = new ObjectMetadata();
metadataCopy.setContentType("text/json");
CopyObjectRequest request = new CopyObjectRequest(bucket, sourceObjectKey, bucket, destObjectK

.withNewObjectMetadata(metadataCopy);
CopyObjectResult result = s3Client.copyObject(request);

System.out.println("changeMetadataViaCopyObject success, Etag:" + result.getETag());

MR (BIZ1GB) B9ER T, EiZ(FRcopyObject AlgeHINERS, FEFERDRERNANAITX
424, TransferManagerfsZ& T o R EHIA9ZEO, ATUBTFESRNE, BRNRFIESE ohF LEREEO
FaI{EF TransferManager #1795 FEHIERD .
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AT LA{EA deleteObject #EOMIBRE NS,
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public void deleteObject() throws AmazonClientException {

System.out.println("deleteObject");

String bucket = "<your-bucket-name>";

String key = "<your-object-key>";

s3Client.deleteObject(bucket, key);
System.out.println("deleteObject success");

}
iTREHY
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public void deleteObjects() throws AmazonClientException {

System.out.println("deleteObjects");

String bucket = "<your-bucket-name>";

String [] keys = {"<your-object-keyl>", "<your-object-key2>"};

DeleteObjectsRequest request = new DeleteObjectsRequest(bucket);

request.withKeys(keys);

DeleteObjectsResult ret = s3Client.deleteObjects(request);

List<DeleteObjectsResult.DeletedObject> list = ret.getDeletedObjects();

for (DeleteObjectsResult.DeletedObject del: list){
System.out.println("deleteObjects: " + del.getKey());

kS
DeleteObjectsRequest BliRBRISEHINT:
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keys String]] EIpRAIXISRkey =
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IR[EIAY List<DeleteObjectsResult.DeletedObject> RIZREN#AHBRAINI S key
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¥, {82 getObjectMetadata iR[EAIhttplR ;& EXISEIE.
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public void getObjectMetadata() throws AmazonClientException {
System.out.println("getObjectMetadata");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
ObjectMetadata ret = s3Client.getObjectMetadata(bucket, key);
System.out.println("getObjectMetadata content-length: " + ret.getContentLength());

iTRSEH
8% 5] 588 BEERLE
bucket String #a =
key String PE T =
IR[E455R

IR[EAY ObjectMetadata BT :

BH -5 %88

contentLength long RRBERIRBINSREFRNOARN (B F15)
contentType String SERAHEAIFREMIMESSEY

eTag String XI5HYENtity Tag

lastModified Date BRI —IREEISRAET A,

versionld String MR EFTHIMRAID,
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CannedAccesssControllist AU R MR E S T: Private(FAF 125 ), PublicRead (AJLiEFAFE) , Publi
cReadWrite (AILEEE) . ] CannedAccesssControllist ¥ EAHMIUT AR /R BT WI T
public void setObjectAclil() throws AmazonClientException {

System.out.println("setObjectAcl");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";

s3Client.setObjectAcl(bucket, key, CannedAccessControlList.PublicRead);
System.out.println("setObjectAcl success");

e AccessControlList

5/ AccessControlList IZEXISIHAPRAY, TLARERFERPXXSANGIENPR, {#FRAccesssControlList
REXNSAINPRGU BN T:

public void setObjectAcl2() throws AmazonClientException {

System.out.println("setObjectAcl");

String bucket = "<your-bucket-name>";

String key = "<your-object-key>";

// BN P exampleuserffiWritef iR

AccessControlList controlList = s3Client.getObjectAcl(bucket, key);

CanonicalGrantee canonicalGrantee = new CanonicalGrantee("exampleuser");//H )&M)/ exampleuserf]

Writef( SR

controlList.grantPermission(canonicalGrantee,Permission.Write);

s3Client.setObjectAcl(bucket, key, controlList);
System.out.println("setObjectAcl success");
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PRUNTZ:
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public void getObjectAcl() throws AmazonClientException {
System.out.println("getObjectAcl");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
AccessControlList ret = s3Client.getObjectAcl(bucket, key);
List<Grant> grants = ret.getGrantsAsList();
System.out.println("getObjectAcl: owner=" + ret.getOwner());
for (Grant grant: grants){
System.out.println("getObjectAcl: grantee=" + grant.getGrantee().getIdentifier()
+ ", permission=" + grant.getPermission());

}
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public void setObjectTagging() throws AmazonClientException{
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
List<Tag> taglList = new ArrayList<>();
taglist.add(new Tag("<your-tag-keyl>", "<your-tag-valuel>"));
taglList.add(new Tag("<your-tag-key2>", "<your-tag-value2>"));

ObjectTagging config = new ObjectTagging(taglList);

SetObjectTaggingRequest request = new SetObjectTaggingRequest(bucket, key, config);

s3Client.setObjectTagging(request);
System.out.println("setObjectTagging success");

}
iTRSH
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tagging ObjectTagging REMREER, 887\ TagEWRaIEE, 81
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public void getObjectTagging() throws AmazonClientException{
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
GetObjectTaggingRequest request = new GetObjectTaggingRequest(bucket, key);
GetObjectTaggingResult config = s3Client.getObjectTagging(request);
for (Tag tag: config.getTagSet()){

System.out.println("getObjectTagging success, tags: + tag.getKey() +

)

oy

+ tag.getValue
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public void deleteObjectTagging() throws AmazonClientException{

System.out.println("deleteObjectTagging");

String bucket = "<your-bucket-name>";

String key = "<your-object-key>";

DeleteObjectTaggingRequest request = new DeleteObjectTaggingRequest(bucket, key);

s3Client.deleteObjectTagging(request);

System.out.println("deleteObjectTagging success");

}
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bucket String
key String
versionld String

| s EEURL
Ihgeixen

171z
A
Xigkey

REFREERAISRAMRAId

Ze]LAFIFS GeneratePresignedUrl #2008 — MNISARM— LIERIFIES B URLEERS,



(K EBR
AR EAERISRAITRE S URL:

public String generatePutPresignedUrl() throws AmazonClientException {
System.out.println("generatePutPresignedurl");
String key = "ExampleObject.txt";

Date now = new Date();

Calendar newTime = Calendar.getInstance();
newTime.setTime(now);
newTime.add(Calendar.SECOND, 9090);

Date expire = newTime.getTime();

GeneratePresignedUrlRequest request = new GeneratePresignedUrlRequest(bucket, key, HttpMethod.
PUT);

request.withExpiration(expire);

URL ret = s3Client.generatePresignedUrl(request);
System.out.println("generatePutPresignedUrl: " + ret);
return ret.toString();

PRI EETRERURLIE, AILAEZEITIZURL EAEXISR:

public void putObjUsingPresignedUrl(String presignedUrl, File file) throws IOException {
System.out.printin("FriaEIdTIER URL EE34..."); HttpURLConnection connection =
(HttpURLConnection) new URL(presignedUrl).openConnection(); connection.setDoOutput(true);
connection.setRequestMethod("PUT"),// EAESHAZE try (OutputStream outputStream =
connection.getOutputStream(); FilelnputStream inputStream = new FileInputStream(file)) { byte[]
buffer = new byte[4096]; int bytesRead; while ((bytesRead = inputStream.read(buffer)) I= -1) {
outputStream.write(buffer, 0, bytesRead); } Y/ B EEARE int responseCode =
connection.getResponseCode(); if (responseCode == HttpURLConnection.HTTP_OK) {
System.out.printin("S{4 EfERIN. "); )} else { System.out.printin("SU{4 AL, IRZSRD: " +
responseCode); }}

imRSH

BH S0 ik

bucketName String e

key String XJ5E

expiration Date ISHRRTIE], BAIA9007)

method HttpMethod HTTP 75i%, R&E7 PUT LA&ERLEfE URL, ERIAAGET
IR[E45 R

ERINATIRE R L& URL, iZziZ i AAEEERNNERNEREIR LRI EE.
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INgEiRER
1ZE]LARIA GeneratePresignedUrl #2075

IIREM— M TREZAIURLIEE,

XE3 1
R N HRISRAITRE S URL:

public void generateGetPresignedUrl() throws AmazonClientException {
System.out.println("generateGetPresignedurl");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";

Date now = new Date();

Calendar newTime = Calendar.getInstance();

newTime.setTime(now);

newTime.add(Calendar.SECOND, 900);

Date expire = newTime.getTime();

GeneratePresignedUrlRequest request = new GeneratePresignedUrlRequest(bucket, key, HttpMethod.
GET);

request.withExpiration(expire);

URL ret = s3Client.generatePresignedUrl(request);

System.out.println("generateGetPresignedurl: + ret);

ERLRINAT T ISR URLE, ATLAEZRETIZURL FERISR:

public void getObjUsingPresignedUrl(String presignedUrl, String downloadPath) throws IOException {
System.out.println("FiREE %4 URL FHESCH...");
HttpURLConnection connection = (HttpURLConnection) new URL(presignedUrl).openConnection();
connection.setRequestMethod("GET");

/] KA RAR A
int responseCode = connection.getResponseCode();
if (responseCode == HttpURLConnection.HTTP_OK) {
try (InputStream inputStream = connection.getInputStream();
FileOutputStream outputStream = new FileOutputStream(downloadPath)) {
byte[] buffer = new byte[4096];
int bytesRead;
while ((bytesRead = inputStream.read(buffer)) != -1) {
outputStream.write(buffer, 0, bytesRead);
}
System.out.println(" X FHESI. ");
}
} else {
System.out.println("3CfF NEEM, R&FG: " + responseCode);



sH ] g

bucketName String &3

key String POE

expiration Date ISHRRTIE], BAIA900F)

method HttpMethod HTTP 73i%, BUAANGET, 4R URL
IR[E45 R

RIS AITREE R T3k URL, 1ZbEZeIF RS ERIRd B N ER MR T EXIR.

| Post k&

IneEiR AR

ObjectPostSDK#EOA—IMEENREN— 2 iFpost A LEXHRISHES, TLAERRERpost form-
datafy5 = E1E34,

A% 2]

public void postObject() throws Exception {
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";

un

String localFilePath = "<your-local-file-path>"";

ObjectPostSDK.PostObjectPolicy policy = new ObjectPostSDK.PostObjectPolicy(900);
policy.addEqualCondition("acl", "public-read");
ObjectPostSDK.PostObjectData data = sdk.generatePostObjectData(bucket, key, policy);

System.out.println("Policy:" + policy.getPolicy());
Map<String, String> formFields = data.getFormFields();
formFields.put("acl", "public-read");

for (Entry<String, String> entry: formFields.entrySet()){

System.out.println(entry.getKey() + + entry.getValue());

}

// String storageClass = StorageClass.Standard.toString(); // BN RAF#HIEM

// String ret = formUpload(data.getUrl(), data.getFormFields(), localFilePath, storageClass);
String ret = formUpload(data.getUrl(), data.getFormFields(), localFilePath);
System.out.println("Post Object [" + objectKey + "] to bucket [" + bucket + "]");

System.out.println("post response:" + ret);

}
RS
o S 1388 EEVE

bucket =4 bucketf9EZFR =



24 xR 588 BEVE

key FIFER SI5[Ikey B
expires BRI FBATATE (7)) &, ERIA900F,
storageClass FREER FLE HENSAIFMESEE, BIETRAESSEISTANDARD, B, BAS
{ESREEISTANDARD IALUR I FR4SEEUGLACIER STANDARD
BlmER AT

<form action="<data.url>" method="POST" enctype="multipart/form-data">
<input type="hidden" name="Policy" value="<data.fields['Policy']>" />
<input type="hidden" name="X-Amz-Algorithm" value="<data.fields['X-Amz-Algorithm']>" />
<input type="hidden" name="X-Amz-Credential” value="<data.fields['X-Amz-Credential']>" />
<input type="hidden" name="X-Amz-Date" value="<data.fields['X-Amz-Date']>" />
<input type="hidden" name="X-Amz-Signature" value="<data.fields['X-Amz-Signature']>" />
<input type="hidden" name="bucket" value="<data.fields[ 'bucket']>" />
<input type="hidden" name="key" value="<data.fields['key']>" />

<input type="file" name="file" value="" />
<input type="submit" value="Submit" />
</form>

| iems

INgEisER

PutObjecta] ARSI BRI —MNUISHITIEINGRE, MNRIZNREBELFE, PUTZRENBSEREENA
B, BNEEIENTSR.

BidAppendiEEIEEAIODbjectz:E 9Appendable, MiEZPutObjecti®/E E{EAIObjectiIEEIENormal,
XFAppendableX BRI SHITEE R E RSB ERENRNATHEBEEEIZE INormal,

AppendiBERALTERTTBIRAEHIRE ST, IREBROMRAIEFENRSAEA (Enabled) SEEE
(Suspended) JKREIEARSTHFAppendiR{E,



(¥R

public void putObjectAppend() throws AmazonServiceException {
System.out.println("putObjectAppend");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";

long contentLength = 0;

try {
[/ SRR SO FE , AT DU V55 B A4 3R IR
ObjectMetadata meta = s3Client.getObjectMetadata(bucket, key);
contentLength = meta.getContentLength();

} catch (AmazonServiceException e){

String content = "123";

byte[] contentBytes = content.getBytes();

InputStream is = new ByteArrayInputStream(contentBytes);
ObjectMetadata metadata = new ObjectMetadata();
metadata.setContentType("text/plain");

AppendObjectRequest req = new AppendObjectRequest(bucket, key, is, metadata);
// req.setStorageClass(StorageClass.Standard); // WEXTRITEMHIA
req.setPosition(contentLength);

AppendObjectResult ret = s3Client.appendObject(req);
System.out.println("putObjectAppend success" + ret.getETag());

iTRSH
AppendObjectRequest FR[IRERISEAIT:

e 3488

bucket R

key RIS AR

position EJICTISEo VI

storageClass RIS 2R
IREIZR

AppendObjectResult IREIRYEMINT :
o S %88

ETag String EESISIERIRAYENtity Tag

EEBEUM

fl | KD RD

oy
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IhHEiER

INRIBFE T hRAEER], EETLAER listVersions EOFIESAIRA, BRIistiR{FRZIRE1000MN 50
=,

XE3 1
EIERSI BRI SRR AR :

public void listVersions() throws AmazonClientException {
System.out.println("listVersions");
String bucket = "<your-bucket-name>";
ListVersionsRequest request = new ListVersionsRequest();
request.setBucketName(bucket);
VersionListing list = s3Client.listVersions(request);
for (S3VersionSummary obj: list.getVersionSummaries()){

System.out.println("key: + s3VersionSummary.getKey());

System.out.println("versionId: + s3VersionSummary.getVersionId());

R list KF1000, MREIRILESRF isTruncated Jotrue, @ITIR[EIAY NextKeyMarker #01
NextUploadldMarker #RiEATLMEAT/RIZEAURER. FIZENSIRAREUCIBINT

public void listVersions2() throws AmazonClientException {
System.out.println("listVersions");
String bucket = "<your-bucket-name>";
String nextMarker = null;
String nextVersionIdMarker = null;
VersionListing versionListing;
do {
ListVersionsRequest listVersionsRequest = new ListVersionsRequest();
listVersionsRequest.withBucketName(bucket).withKeyMarker (nextMarker).withVersionIdMarker(n
extVersionIdMarker);
versionListing = s3Client.listVersions(listVersionsRequest);
for (S3VersionSummary s3VersionSummary: versionListing.getVersionSummaries()) {

"

System.out.println("key: " + s3VersionSummary.getKey());

System.out.println("versionId: + s3VersionSummary.getVersionId());

}

nextMarker = versionListing.getNextKeyMarker();

nextVersionIdMarker = versionListing.getNextVersionIdMarker();
} while (versionListing.isTruncated());

imRSH

ListVersionsRequest AN ERISEENT



%
bucketName
encodingType
keyMarker
versionldMarker

maxKeys

prefix

delimiter

String

String

58P BEFE Y
IRERER b=
RFREREISRAFRIERIDXEE B
EEFIHYSRIRAERIRAGE R B
HEEF I HXISRIRAIEENI SRATRAATEE R &
iR&responseIREIRISATEE, BOMEMIGAESS &
1000

PRIEZ % objectKey PLECHISR prefix AINISR a
Sprefix8#—ERTXNNRkey#HITHENFR. G a

keyBl SiEE I prefix BE— R HIDelimiter==&FHIXI S
ER—A. RIgBIEEpreflixe#], &ZdelimiterXIFiE
Gkey TR EI, ENIRDBIGENITGKkeyFHAZISE
—/Ndelimiterz [EfERIAGER DR —AH

IREIEER

IR[EIRY VersionListing B0 :

BiER

commonPrefixes

versionSummaries

delimiter
encodingType

isTruncated

marker
maxKeys
bucketName

nextMarker

prefix

S

List<String>

List<S3VersionSu
mmary >

String
String

boolean

String
int
String

String

String

1588

LiERPIRET delimiterfipre§ix@iEA!, FTEAIEEPrefixEs

NShRAEE, SPMNREETEntity Tag. Key. Versionld,
LastModifiedTime, OwnerfllSizeZ {8

SigsksigERdelimiter—&
IREISSEIRAFZ R RS EE

LufalselfFRRRAERFEE T £RHFERRBEREARMEAITR
IRAMER, BURIRET#HEIMaxKeys MISRAEE

SiskhiRERMarker—E
RREREERPE SRS AHMENRKE
PUTABR( RSN

LiREIEEERS ) IsTruncated atrueld, FTLASERANextMarkerfERAT
REERMarker, #EEEAH T SO HINRER

SiERFiIRERprefix—5



| smatsrss

IhHEiER

HEE TEHIEEENNSRE, BENGEEREN, SERHITRER, HESREATMEZTLIEEIZNR.
Re]LASERT restoreObject #2OARRITEITSR,

A% 2]
TEAMCHERGIER 7 2{a{#ERrestoreObjectERERT TSI SIAI THER -

public void restoreObject() {
System.out.println("restoreObject");
String key = "ExampleObject.txt";
RestoreObjectRequest req = new RestoreObjectRequest(bucket, key);
RestoreObjectResult ret = s3Client.restoreObjectV2(req);
System.out.println(ret);

}
RS
o xE 5288 EEYR
bucket String bucketf9ZFR =2
objectKey String POELNEZAN b=
expirationinDays int 3RS FERI =] FREARR &
IR[EER
BHES 3 %88
statusCode Integer RRBEKIREFPIRZSES
error String HiRAS, BRARRIIRT, NRERZFER
message String EIRNAGER, WBIRKINET, AEFREH

| samsns
INgEiER
1EEILAEA getGlacierObjectStatus ORI S LaIRIRRRTE,

(K EBR
TEBEREETR 7 A ERgetGlacierObjectStatusiE A EIAIEIIRAIRFIRE :



public void getGlacierObjectStatus() {
System.out.println("getGlacierObjectStatus");
String key = "ExampleObject.txt";

GlacierObjectStatusResult restoreStatus = s3Client.getGlacierObjectStatus(bucket, key);

System.out.println("getGlacierObjectStatus success, glacier object status: + restoreStatus.g

etObjectStatus());
}
iTRSH
24 xB %88 EEYVHR
bucket String bucketfIZFR z
objectKey String XIZAIZFR =
IR[E455R
2 21 3 i5EB
statusCode Integer RRIEKRAIERD
message String HRXAEE, B, AT
objectStatus String SRS, BT

OBJECT IS NOT GLACIER: HBIRiSabFIRITRIRS

DURING _UNFREEZE: S$SRIF{EfRHS

TEMP_OBJECT_STALE: #2FERIIRIINSRELRN, BIEAET
TEMP_OBJECT_EFFECTIVE: fRFGMIGRINSREN, LTFHE3E

error String HiRAS, EAMIIRY, NREZFER



5. 3 k&

B
IhEgixen
PR EELSEREZ, SF0nt. XHIR. 819 hR L&, ShtEE. ATEISRLEE, Java SDKEHT

72 LIERIEEEO, ERILUEA TransferManager 21, RESCIMAGRID H EESSRIVERE. XY
LEf&RT, TransferManager RBEZEAZAIHLIN, RRHITS AR LIE,

S BRG]
e {#F TransferManager 955 1%

public void upload() {
try {
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
String localPath = "<your-local-path>";

// TransferManager HFHEZEYIMGIL—IK, FTUMHFEZAN EAETS
TransferManager transMgr = TransferManagerBuilder.standard()
.withS3Client(s3Client)
/1 BEEANGT RN, BRIAZSMB,
.withMinimumUploadPartSize(10*1024*1024L)
/1 WEFHS v EAARIEE N100MB. KA SR T AR, A RH S bAe, BRI B, B
IMEE16MB.
.withMultipartUploadThreshold(100*1024*1024L)
.build();

// TransferManager XM 5277 S TSR, iR H & 7Bl E .
PutObjectRequest request = new PutObjectRequest(bucket, key, new File(localPath));

request.withCannedAcl(CannedAccessControllList.Private); /] WEXRACL, TTLL#EALECan
nedAccessControllList.PublicRead

// request.setStorageClass(StorageClass.Standard); /] BEENT RIS

ObjectMetadata meta = new ObjectMetadata();

meta.setContentType("application/octet-stream"); // W EContent-Type, #ikapplic
ation/octet-stream

request.setMetadata(meta); // WAL E HAth B OouEE

Upload upload = transMgr.upload(request);
/1 EfE b AT .
UploadResult result = upload.waitForUploadResult();

System.out.println("upload success, etag=" + result.getETag());
} catch (InterruptedException e) {

e.printStackTrace();



* {#F TransferManager 5 E##|

public void copy() {

try {
String destBucketName = "<your-bucket-name>";

String destObjectKey = "<your-object-key>";
String sourceBucketName = "<source-bucket-name>";

String sourceObjectKey = "<source-object-key>";

// TransferManager HFEZEWILE—IR, WTLLH T 24 LTS
TransferManager transMgr = TransferManagerBuilder.standard()
.withS3Client(s3Client)
.withMinimumUploadPartSize(10*1024*1024L)
.withMultipartUploadThreshold(100*1024*1024L)
.build();

// TransferManager XM 52707 S T4, DRt A 2 37 Rl [A]

CopyObjectRequest request = new CopyObjectRequest(sourceBucketName, sourceObjectKey, destB
ucketName, destObjectKey);

Copy copy = transMgr.copy(request);

CopyResult result = copy.waitForCopyResult();

System.out.println("copy success, etag=" + result.getETag());

} catch (InterruptedException e) {
e.printStackTrace();

o BiEO R L&
EAILA#ER TransferManager.abortMultipartUploads SEEGES B E1E.

public void abortMultipartUploads() {

String bucket = "<your-bucket-name>";

int sevenDays = 1000 * 60 * 60 * 24 * 7;

Date oneWeekAgo = new Date(System.currentTimeMillis() - sevenDays);

TransferManager transMgr = TransferManagerBuilder.standard()
.withS3Client(s3Client)
.build();

/1 BOHAE—A BRIV AR T IE R 58 B 43 v B A%

transMgr.abortMultipartUploads(bucket, oneWeekAgo);

* XFContent-TypefJiBE
Content-Type I FHRASAAIRIRSSEY, LHUN image/png , image/jpg REIRZEEY, video/mpeg ,
video/mp4 BHISMSEEY, text/plain , text/html BNARE!, NEREXIAREAIContent-TypeSBEAE
HOIRME, LLANEIRZEBIRTLATE, WSRSEEYaT LARRIN, MASKEIn[LABEHTFF. application/octet-stream 38
BSEEITH TEEO.

ffjava sdkeh, WNERAFIREREContent-Type, £IRYEPUtObjectRequestfileS#BIESY BRBIERK
Content-Type,



sH xB 7L

localPath String E HERIAIS U ERR

bucket String &

key String igkkey

contentType String http contentTypesk

storageClass StorageClass BeE HEXISAVFEREY, BIEINESEISTANDARD, (R5msssy

STANDARD_IALAK 31425 EIGLACIER

metadata ObjectMetadata NERBEENITTEE

iEE: aclfEPutObjectRequestiRE

| msates B ErsiEs

LhaEisER

PR R LSBT SGBRIAN R EIlE EfE, 0k LIERSRBERFERES h LIEEHRIKE— upload
id,

(B

System.out.println("multiPartUpload");

String bucket = "<your-bucket-name>";

String key = "<your-object-key>";

InitiateMultipartUploadRequest initReq = new InitiateMultipartUploadRequest(bucket, key);
initReq.withCannedACL (CannedAccessControllList.PublicRead);

// initReq.setStorageClass(StorageClass.Standard); // W BN ZHIIEGE2ER
InitiateMultipartUploadResult initRes = s3Client.initiateMultipartUpload(initReq);
System.out.println("multiPartUpload: init success, uploadId=" + initRes.getUploadId());

imRSH

InitiateMultipartUploadRequest Bli{&BRISEUIT

BH £ 5288 ERYE

bucket String TBER =2

key String g5 key =

cannedAc! CannedAccessC | ECE HENSIIFIENXAWREACLER, FMRAN 1= B
ontrolList ENSRIBENR —15

storageClass StorageClass BoE HEXSAFERE, SERERTEISTANDARD, &

{RSMSERISTANDARD |IALAR: JFR4SEBEIGLACIER
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accessControlList AccessControllis = BB LENSANFHACLER., FREN KEXISRIA =
t [EABR — T
objectMetadata ObjectMetadata = MISAITEIRER &
tagging ObjectTagging WERANFEEE &
IREIER

InitiateMultipartUploadResult iR[EIAYEMSINT :

sH E-5i7] %88
bucket String WiTH B EAERIRBROETR
key String R Fr LAEXIRAIEFR
uploadld String RIRERD R E1EESRTId
| £enk
Thgeixen

Niptto F EEESRE, BEn R EEESNIdRILL G R EEE, FTLSAXHDEIRS RIELE, BRT&
F—0 R, 8109 FREIER/NASMB~5GB, 841D HIEESHS LE100001M 5 F.
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String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
String uploadId = "<your-upload-id>";

InputStream streaml = new ByteArrayInputStream(new byte[5*1024*1024]);
UploadPartRequest partReql = new UploadPartRequest();

partReql.setBucketName(bucket);

partReql.setKey(key);

partReql.setUploadId(uploadId); // f£ initiateMultipartUpload %Kit
partReql.setInputStream(streaml);

partReql.setPartNumber(l); // WHE/7 5 ARXIRERZENS F EEES TN R, LG
partReql.setObjectMetadata(new ObjectMetadata());
partReql.setPartSize(streaml.available());

// rate LA&FRIE, FAKB

partReql.putCustomRequestHeader("x-amz-1limit", String.format("rate=%d", 10));
UploadPartResult partResl = s3Client.uploadPart(partReql);
System.out.println("multiPartUpload: uploadPart success, etag=" + partResl.getETag());

InputStream stream2 = new ByteArrayInputStream(new byte[1*1024*1024]);
UploadPartRequest partReq2 = new UploadPartRequest();

partReq2.setBucketName (bucket);

partReq2.setKey(key);

partReq2.setUploadId(uploadId);

partReq2.setInputStream(stream2);

partReq2.setPartNumber(2);

partReq2.setPartSize(stream2.available());

// rate FALIREE, FA7KB

partReq2.putCustomRequestHeader("x-amz-1imit", String.format("rate=%d", 10));
UploadPartResult partRes2 = s3Client.uploadPart(partReq2);
System.out.println("multiPartUpload: uploadPart success, etag=" + partRes2.getETag());

imRkSH

UploadPartRequest AliRERISEINT :

24 x5 L

bucket String W70 R EERIRBRIETR

key String XJgMIkey

inputStream InputStream IR EUER

partNumber int RBASRIEUEEX GHRTRRID R, ATEFET, I TFH
+10000

uploadid String 1Eid initiateMultipartUpload ##/E3KEXAIUploadid,

5—15 kLIRSS
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UploadPartRequest iIR[EIRYEMHEINT

28 e

etag String

| axsr
Ihgeisen

1588

KR E1&53 RXIMAYENtity Tag

BEESD A EEESIIIMAESHE LERINR D R, fBZA— 1724,

(B

String bucket = "<your-bucket-name>";

String key = "<your-object-key>";

String uploadId = "<your-upload-id>";

PartETag tagl = new PartETag(partReql.getPartNumber(), partResl.getETag()); //partNumberteTagft I

53 I 3R AL

PartETag tag2 = new PartETag(partReq2.getPartNumber(), partRes2.getETag());

List<PartETag> partETags = new ArraylList<>();

partETags.add(tagl);
partETags.add(tag2);

CompleteMultipartUploadRequest completeReq = new CompleteMultipartUploadRequest(bucket, key, uploa

dId, partETags);

CompleteMultipartUploadResult completeRes = s3Client.completeMultipartUpload(completeReq);

System.out.println("multiPartUpload: complete success, etag=" + completeRes.getETag());

System.out.println("bucket=" + completeRes.getBucketName());

System.out.println("key=

System.out.println("location="

System.out.println("versionId=

iTRSH

+ completeRes.getKey());
+ completeRes.getLocation());
+ completeRes.getVersionId());

CompleteMultipartUploadRequest A& EHISHENT

24 xE

bucket String

key String
partETags List<PartETag>
uploadld String

L

PITE F EARIRBRIRTR

XI5RAIkey

BETENELERIS FAIETagilPartNumber&ER2

1Bid CreateMultipartUploadiEXkENfYUploadld, 5
— RIS B EAEXI

A
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IREIESR
CompleteMultipartUploadResult ixEIFIEHEIN T :

o Xy %88

bucketName String WiTo B EERIRBROER

key String XJ5AIkey

etag String TR HETWSREIIMAYENtity Tag
location String BHERNEHNURIER
versionld String L ENSEERMAIMRZAID

| sinp s

IhgEisieg

FIES F HERERT LS H—MBPIEEH TS B L, XUD R LENERBERE, BRIERTHESRE
#ALE, listMultipartUploads #{ERTLUEIZIEREmaxUploads&#ekiRBiIRElS H HIEEERIEE,
maxUploadsS £ KEFIEIAEISH1000, WRIRELERFHisTruncatedFE true, TREBRFEHR
HHs B HEERRETIE, aLiBTigEERBHkeyMarkerfluploadldMarker&#y, &FIHFETHI%SE
HHEE LD RER.

(¥R

public void listMultipartUploads(){
String bucket = "<your-bucket-name>";
ListMultipartUploadsRequest listMultipartUploadsRequest = new ListMultipartUploadsRequest(buck
et);
MultipartUploadListing multipartUploadListing = s3Client.listMultipartUploads(listMultipartUpl
oadsRequest);
for (MultipartUpload multipartUpload : multipartUploadListing.getMultipartUploads()) {
System.out.println("uploadId=" + multipartUpload.getUploadId());
System.out.println("initiator=" + multipartUpload.getInitiator());
System.out.println("initiated=" + multipartUpload.getInitiated());
System.out.println("key=" + multipartUpload.getKey());

WNRIistAF1000, NIREIRILER isTruncated Htrue, FiR[E] NextKeyMarker NextUploadldMarker {E
NRREZRRIER. REERMERBEND F EESE, aTARARTZIENER. YEREDH L&
E SN



public void listMultipartUploads2(){

String bucket = "<your-bucket-name>";

MultipartUploadListing multipartUploadListing;

ListMultipartUploadsRequest listMultipartUploadsRequest = new
ListMultipartUploadsRequest(bucket);

do {
multipartUploadListing = s3Client.listMultipartUploads(listMultipartUploadsRequest);
for (MultipartUpload multipartUpload : multipartUploadListing.getMultipartUploads()) {

System.out.println("uploadId=" + multipartUpload.getUploadId());

System.out.println("initiator=" + multipartUpload.getInitiator());

System.out.println("initiated=" + multipartUpload.getInitiated());

System.out.println("key=" + multipartUpload.getKey());

}
listMultipartUploadsRequest.setKeyMarker(multipartUploadListing.getNextKeyMarker());
listMultipartUploadsRequest.setUploadIdMarker(multipartUploadListing.getNextUploadIdMarker

M
} while (multipartUploadListing.isTruncated());

iERSE
ListMultipartUploadsRequest FIiZ BHISEENT :

e wem i385 EBE

[l
i

bucket String HATARERIREBTR

Al

delimiter String 5Sprefix8#i—ERATFXIISkeyH T BNFRH. B
keyB &18EMIPrefixB5E— /R HIMDelimiter=F 2 &R
WSAERA—E., NRRBISEPrefix5#], #&Delimiterxy
Fiaxigkeyi# 708, S MNRDEIENISRKeyFH a8
E|ZE— Delimiterz BRSO R —H

iy

encodingType String BT i&&responsediobject keyA=FfT4RagsEEY

iy

keyMarker String fluploadldMarker&#—iEAFHEEREIWE DS L
ERER. tNsgaiIgBuploadldMarkers#g, TIRR
[EXI5key RERF BIFHE RS TkeyMarkerfRRfFZ
BRSHER. MRIRE T uploadldMarkers#g, M4
RENGSkeyETFkeyMarkerBuploadld XF
uploadldMarkerfy53 H{EE

oy

iy

maxUploads int R EEEER AR IEEHITIS F HEERNEAE
2, &/MEAT, BAMEFRRXEERZ1000

oy

prefix String Sdelimiter&#—iEE AT RkeyHTHENFRF. AT
BkeyB S18EMIPrefixBE— X HIdelimiter=fF 2 /a]
IXISAER—A
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uploadldMarker

IROIEER

xR 588 BEVE
String FkeyMarker&#—iE A TIEEREIERD 2~ EERYS &

B, (NHIRE T keyMarker2#HIFHEERY. REFIRE
SJgkeyZETFkeyMarkerBuploadld XF
uploadidMarkerfig9> H1=8

MultipartUploadListing iREIFIEIEIIT :

84
bucketName

commonPrefixes

delimiter

isTruncated

keyMarker
maxUploads

nextKeyMarker

nextUploadldMarker

prefix
uploadldMarker

uploads

]
String

List<String>

String

boolean

String
int

String

String

String
String

List<MultipartUplo
ad>

| 5132 Hemn B

IhaEisER

1588
PUTABR RN

URePIRE T delimiterfllprefixMitey, ArEEAIRENprefixEE

EiEkdnigEnIdelimiter—&]

Y ifalselRRREERPEE T LEBFENREREDFEN LE
PHER, BNSEERETHEAImaxUploadsMISHER

RE] EE5 FFIRPRIERIEIISATkey
RRREERPE S LGS FENRKE

HisTruncatedfgtrueld, nextKeyMarkera]LAMERGEEIDCHIIAN
A £ FigkehkeyMarkerfi{E

MisTruncatedAtrueld, nextKeyMarkera] LMENGEEIATHIMAK
1 &5 BigkeiuploadidMarkerf9(&

PRERED A XS RIXISRATkey RS LAprefix{E/IRTSR
RE Ef&5 HFIFERPRIE Ruploadid

BERETENHSZ BB LD FEERIEAE. $EFRIS—IN
BARTHRBRKEE., 5 HERIERRE. Wxkey, WEHEE
&, FEEEFuploadld&R

FIZEE L&D RIRERILGIE— D B EERIEPER LIEREERTREHND HER. 5 KPEERMH
object key#l upload id, REMNERZZEE1000ME LENS HERS, BIARE10004, AILUETIRE
maxPartsS¥HIBEIEEREIERFT D HEEEHE. RE LENS AERINEESZT10001, MREIZESR
FRisTruncated=E Htrue, ATREITIREpartNumberMarker2#3XE partNumberKFiZ&#095 H1E

=

CNo
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public void listParts() {
System.out.println("ListParts");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
String uploadId = "<your-upload-id>";
ListPartsRequest listParts = new ListPartsRequest(bucket, key, uploadId);
PartListing partListing = this.s3Client.listParts(listParts);
System.out.println("bukcet=" + partListing.getBucketName() +

» key=" + partlListing.getKey() +

", uploadId="+partListing.getUploadId());
for (PartSummary part : partListing.getParts()) {

System.out.println("part number="+part.getPartNumber()+", size="+part.getSize());

NS FEATF 1000, IREIEY Partlisting A isTruncated Jg true , HETLARHE NextPartNumberMarker
AT—IRIERA list BIRSIANIE.

public void listParts2() {
System.out.println("ListParts");
String bucket = "<your-bucket-name>";
String key = "<your-object-key>";
String uploadId = "<your-upload-id>";
ListPartsRequest listParts = new ListPartsRequest(bucket, key, uploadId);
PartListing partListing;
ListPartsRequest listPartsRequest = new ListPartsRequest(bucket, key, uploadld);
do {
partListing = s3Client.listParts(listPartsRequest);
System.out.println("bukcet=" + partListing.getBucketName() + ", key="
tKey() + ", uploadId="+partListing.getUploadId());
for (PartSummary part : partlListing.getParts()) {

+ partListing.ge

System.out.println("part number="+part.getPartNumber()+", size="+part.getSize());

}
listPartsRequest.setPartNumberMarker(partListing.getNextPartNumberMarker());

} while (partListing.isTruncated());

iTRSH

ListPartsRequest Al BERISEINT:

BH ES:c] oLz EEVE
bucket String PUTAERFRIRERTR b=
key String XIgHIkey =
maxParts int EERESHEREE, KAMEMRAEZH1000 a
partNumberMarker int BFie@REpart numberkFpartNumberMarkerf =

PHR1ER
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uploadid

IR[EIEER

String B

PartListing iIREIRYEMHINT

88
bucketName
key

isTruncated

maxParts

nextPartNumberMarker
parts

uploadld

| ssink
IhEgixen

5]
String
String

boolean

int

int
List<PartSummary
>

String

588

BEVE
RElZidFTERIS B EERI3 R{ER =
1588

PATA R ERIRE AR
KRG EAEXIRRIBR

L falselRRRRIERFE ST 2PFENRBEREBDEM_EE
S HER, BNRIRETHEIMaxPartsMID HER

RRREERPE S EES R HENEAE

|sTruncatedAtruely, NextPartNumberMarkeral LI/ERGLEE
B &S FigkahagPartNumberMarkerf{&

BETEHESHERNEA, SETNE—INES TiZ5 FHEntity
tag. REEHAIE. PartNumberflIX/NEEE

IR R EERFId

E#l5 RN EFERNNRPESIEED FIVEUE. EIJLUER copyPart E8lo R, EEHD A
B, FEEA initiateMultipartUpload #Z3REX— upload id, fE5kEHM LIETHEEZR, FTEER
completeMultipartUpload #B{FRED FAA— MR, SEHFINSA/INEISGB, VAEREH D HER
TEERISRIIES. BRTRE— DR, BMEHS RERISEERRZISMB, 5GB].
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String destBucketName = "<your-bucket-name>";
String destObjectKey = "<your-object-key>";
String sourceBucketName = "<source-bucket-name>";
String sourceObjectKey = "<source-object-key>";

List<PartEtag> partEtags = new ArraylList<PartEtag>();

/1 BIESy v IR

CopyPartRequest copyRequest = new CopyPartRequest()
[/ BIFERART G, BRI R
.withSourceBucketName(sourceBucketName)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(destBucketName)
.withDestinationKey(destObjectKey)
//uploadId MinitiateMultipartUpload ik [H{H
.withUploadId(initResult.getUploadId())
/B Sy v G
.withFirstByte(firstByte)
.withLastByte(lastByte)
/1B S, RERIXRE R v EAAES I A
.withPartNumber(partNum);

CopyPartResult copyPartResult = s3.copyPart(copyRequest);
partETags.add(copyPartResult.getPartETag()); //# partETag AN PartEtag &+, &I EFEILSH
System.out.println("multiPartCopy: copyPart success, part " + partNum + ", etag=" + copyPartResul
t.getETag());

System.out.println("lastModifiedDate=" + copyPartResult.getlLastModifiedDate());
System.out.println("partNumber=" + copyPartResult.getPartNumber());

imRkSH

copyRequest TR BERISEUNT

8% 5] 7L ERYE
sourceBucketName String TRIEATR =
sourceKey String EXISkey =
destinationBucketNa | String BirEBmR =
me

destinationKey String B#rxdgkey =
matchingETagConstr | List<String> RFEERBEFRNSReTagiliZS#ELERIBR T B
aints A HITERNRLE,

modifiedSinceConstr | Date RATFREAFNSEREENEERIELRIIER N 4iH#TE B
aint HUERE

nonmatchingEtagCo | List<String> RAHEEREERNSRNeTagiliZSEE R ILECRIIER &

nstraints TAHEITERIRIE.
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unmodifiedSinceCon | Date FRF SR EEEN LSRR FIERAIER T4 TEH B

straint #BMF

firstByte long BERNRD FEFRNEIEEE, FOSRIGRRT =

lastByte long BERRD FEFNEIEEE, FNSIERTT =

partNumber int BRI R EHIREEE R R FRTERIER D 2

uploadld String S5HRREHREERAI F EEld =
IREER

CopyPartResult IR[EIRYEHEINT

o 35 588

etag String BEEF5D FHIENtity Tag
lastModifiedDate Date S5 FHIRFHMESETE
partNumber String payar=a=

| s B bisEs

LhaEisER

BHD F LEESBERTRIE—A DR L&, S3— P oR EERTIEE, FoBaiiEETSZHEMAY
upload id Ef&, BERSBEH EERID HETORITSESERER. FUTEIES B LIEESERERE, EELEND
RAJgEa EERINBRAIRES R FIE, FTLARERIER FEEITESREIES b LGS BRERRERE B e
DIR9% R ARRI=E. AILABITHRITYIZEE L&D R ERIARTE LD A EEEREE LIED RRIEE
RO,

(X EBR

String bucket = "<your-bucket-name>";

String key = "<your-object-key>";

String uploadId = "<your-upload-id>";
System.out.println("multiPartUpload: error=" + e.getMessage());

AbortMultipartUploadRequest abortReq = new AbortMultipartUploadRequest(bucket, key, uploadld);
s3Client.abortMultipartUpload(abortReq);

B kSE
AbortMultipartUploadRequest BIIZBHISEUNT :

28 X8 L REVE

bucket String PATARERIESTR =



key

uploadld

588
7 h E&RIISRATkey

EERELILNS H EE/Id

el



6. STSHHX#Z

STSBPSecure Token Service 2—fh&LEFIERSS, BJLAMERASTSKERII FIGETBFESHEHRINR., XXTFiEA
F'%E FBIASREESIRRS, ATLAEASTSIRSS. SXHFMABTREEFTWEAK/SK, REELM—MEEFEA
IHAEERIRFERRIA, BaFEKSAK/SKHETRINZ2XGE,

| AL TSIRSS

String accessKey = "<your-access-key>";
String secretKey = "<your-secret-access-key>";
String endPoint = "<your-endpoint>";

BasicAWSCredentials credentials = new BasicAWSCredentials(accessKey, secretKey);
AwsClientBuilder.EndpointConfiguration endpointConfiguration =
new AwsClientBuilder.EndpointConfiguration(endPoint, Regions.DEFAULT_REGION.getNam
e());
return AWSSecurityTokenServiceClientBuilder.standard()
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.withEndpointConfiguration(endpointConfiguration)
.build();



| sxaRiGEtoken

private
private
private

private

static final String DEFAULT_BUCKET = "<your-bucket-name>";

static final String ROLE_SESSION_NAME = "<your-session-name>";

static final String ARN = "arn:aws:iam:::role/xxxxxx";

static final String POLICY = "{\"Version\":\"2012-10-17\"," + "\"Statement\":" + "{\"Effec

t\":\"Allow\","

+ "\"Action\":[\"s3:*\"]," // RHIT S3 WA WRNFZE b4E, XEWLIREN Putobject
+ "\"Resource\":[\"arn:aws:s3:::" + DEFAULT_BUCKET + "\",\"arn:aws:s3:::" + DEFAULT_BUCKET

+ /"] SRVFRAE B R T S, AT MBI AR SR CRAE R A (K S F

+ "}

public static void assumeRole() {

try

{
AWSSecurityTokenService stsClient = buildSTSClient();

AssumeRoleRequest assumeRoleRequest = new AssumeRoleRequest();
assumeRoleRequest.setRoleArn(ARN);

assumeRoleRequest.setPolicy(POLICY);

assumeRoleRequest.setRoleSessionName (ROLE_SESSION_NAME) ;
assumeRoleRequest.setDurationSeconds (60*60%2); /] BAIRP, ARUNTE, BNV, K12/8E

System.out.println("policy=" + POLICY);

AssumeRoleResult assumeRoleRes = stsClient.assumeRole(assumeRoleRequest);
Credentials stsCredentials = assumeRoleRes.getCredentials();
System.out.println("ak=" + stsCredentials.getAccessKeyId());
System.out.println("sk=" + stsCredentials.getSecretAccessKey());
System.out.println("token=" + stsCredentials.getSessionToken());

} catch (Exception e) {

e.printStackTrace();

}
¥
iERESE
£ 5] iz EOVE
RoleArn String AENARN, EEflatIgAeETUESR =
Policy String fAtEfpolicy, EEEjsoni8x,, RHENKE1~2048 2
RoleSessionName String RBESIEER, WFBRABFEEN, REHKE2~64 =
DurationSeconds Integer SIEEMEARTE], BAIA93600s, SBE1594hE 12/ P
Policyiz &fIF

* FVFRTERER(E

{"Version":"2012-10-17","Statement": {"Effect":"Allow","Action":["s3:*"],"Resource":["arn:aws:s3:::

<your-bucket-name>","arn:aws:s3:::<your-bucket-name>/*"1}}



o [REIRBELEFTE

{"Version":"2012-10-17","Statement": {"Effect":"Allow","Action":["s3:PutObject","s3:GetObject"], "Re

source":["arn:aws:s3:::<your-bucket-name>","arn:aws:s3:::<your-bucket-name>/*"1}}

o ERTHLE

{"Version":"2012-10-17","Statement": {"Effect":"Allow","Action":["s3:PutObject","s3:AbortMultipartu
pload","s3:ListBucketMultipartUploads","s3:ListMultipartUploadParts"], "Resource":["arn:aws:s3:::<y

non

our-bucket-name>","arn:aws:s3:::<your-bucket-name>/*"]}}

o HfthE IREUR:
o HERPR: s3:PutObject
o TEAMPR: s3:GetObject
o HFRIIPR: s3:DeleteObject
o FRENFIZRAR: s3:ListBucket
pE =)
* ListObjects #Z{ERHListBuckettpRI=HIAY
e "Version:2012-10-17"2RFHIpolicyi&HINRAS, TREMAE MR ER
BZNRASE: R,

I {ERIGATtoken

o sSCII—/\CredentialsProvider, & Frak/skFfdtoken,

public class MyCredentialsProvider implements AWSCredentialsProvider {
private AWSCredentials credentials;

public MyCredentialsProvider(String ak, String sk, String token) {
this.credentials = new BasicSessionCredentials(ak, sk, token);

public synchronized AWSCredentials getCredentials() {
return credentials;

public synchronized void refresh() {

}

// EHrak,sk,token
public synchronized void updateCred(String ak, String sk, String token) {

this.credentials = new BasicSessionCredentials(ak, sk, token);


https://www.ctyun.cn/document/10306929/10136179

* {FHIEAYtoken

String secretKey = "<your-secret-access-key>";
String endPoint = "<your-endpoint>";
String sessionToken = "<your-session-token>";

MyCredentialsProvider credProvider = new MyCredentialsProvider(accessKey, secretKey, sessionToke
n);
ClientConfiguration clientConfiguration = new ClientConfiguration();
AwsClientBuilder.EndpointConfiguration endpointConfiguration = new AwsClientBuilder.EndpointConfig
uration(
endPoint, Regions.DEFAULT_REGION.getName());
return AmazonS3ClientBuilder.standard()
.withCredentials(credProvider)
.withClientConfiguration(clientConfiguration)
.withEndpointConfiguration(endpointConfiguration)
.build();



