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A1 1AM API ) Endpoint. XT O0S API, i B4 i B /B 7E 5 B, 2
WU B A% 1% %5 U5 s i) Endpoint. Endpoint #1401~ (Endpoint 714X N %
U5t Endpoint U7 A5 BHA, 5 BIERE TR, O

Endpoint 51|38 41 F -

OOS API Endpoint: oos-cn.ctyunapi.cn, 2 £F HTTP A1 HTTPS.

4811 API Endpoint: oos-cn-mg.ctyunapi.cn, S ff HTTP fl HTTPS.

EEAEEREE API Endpoint:  oos-cn-cloudtrail.ctyunapi.cn, 4% HTTPS.

IAM Endpoint: 0os-cn-iam.ctyunapi.cn, 3Z#F HTTPS.
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Tk FH 00s-Insy.ctyunapi.cn
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IARE S oos-sdqd.ctyunapi.cn
M5 PH 00s-gzgy.ctyunapi.cn
WAL EIX 0os-hbwh.ctyunapi.cn
i €A 00s-xzls.ctyunapi.cn
TR 00s-ahwh.ctyunapi.cn
IR 00s-gdsz.ctyunapi.cn
LR I3 M 00S-jssz.Ctyunapi.cn
g2 00s-sh2.ctyunapi.cn
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N T B R R AN S E, TR R R 00S MRS 441 SR AR T EE AT
ZEZIGAE . 00S 3B ] AccessKeyID/AccessSecretKey Xt FRINEE 15 14 K 5
EFEAME R K IEE By AccessKeyID Al AccessSecretKey 7 00S AR 55 T8
JG BB . 2 RS N B 1a) 00S RIETE RIS, 752 Jok KIEH
TR IR 008 4878 ks NAE A4 /7 i . RG] AccessSecretKey %2544
TR AT INE P AERAERS . 00S WREIERLLE, 28T AccessKey 1D # 2 %f
JBiff] AccessSecretKey, PARIFER 77 55EHUAE 44 A ERANERAUERD, QiR it Bt
RIS AERS AR LR — R, RIAIZIE SRR AR AN, 00S REE L b Fix
IR, IR EE R .

3.1.1 Head HEEEE

FH P AT BLZE HTTP 3% SR FR#8 i Authorization (#2480) [f) Head SR 5454
fBE, R E OB R B KR %A Authentication 7B,
WAy B 44 Vg )

AR TS VEI R

””

“Authorization: AWS” + Accessld + + Signature

Signature =Base64 ( HMAC-SHA1 ( YourSecretAccessKey, UTF-8-Encoding—
0f ( StringToSign ) ) ) ;

StringToSign = HTTP-VERB + “\n” +

Content-MD5 + “\n” +

Content-Type + “\n” +

Date + "\n” +

CanonicalizedAmzHeaders +”\n” +

CanonicalizedResource;

CanonicalizedResource = [ ”/” + Bucket ] +
<HTTP-Request-URI > +
[<sub-resource>];
CanonicalizedAmzHeaders
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V¥:  sub-resource, MR AELE, A5 LZHISHAHE: “acl”, “torrent”,
” 10 . ” ” 1 . ” ” 1 . ” ” P ” ” . . ”
gging , ocation , policy , requestPayment , ~versioning ,
“versions”, ”“versionld”, “notification”, “uploadld”, “uploads”,
"partNumber”, “website”, “delete”, “lifecycle”, “tagging”, “cors”,

“restore”,

HMAC-SHAL J& HH RFC 2104 58 XL . ZHEEREMAHNADSF/HE: —A4
key Al—> message. 00S ZEEGUFIE RIS, ] AccessSecretKey /N
key, 18 UTF-8 4#f5 ) StringToSign {FA message. HMAC-SHAL f% H G BE /&
NERFE, WO, Signature 1R SR IX /M ZL 1) Base64 4iht o

Ui -

1) Content-MD5 7K P 7 44 ¥ MD5 {H 5

2) Content-Type F/~1H K A HIZRAY,

3) Date FK/RILIKIEAERINTE], HaZih HTTPL. 1 HsCRKF ) GMT % 2

4) CanonicalizedAmzHeaders 7~ http HH] object user meta ZHE&;

5) CanonicalizedResource 7~ H P 1j [A] 1 00S BEiH .
¥J% CanonicalizedAMZHeaders W) 5%

i LA “x—amz—" NETZXH) HITP Header ##% N
CanonicalizedAMZHeaders. ‘& HIMJEE 1M1

D BELL “x-amz—" NETZET HTTP &K L4 FHH VNS 708 a7 X-
AMZ-Meta—Name: fred’ ##tpi’ x—amz—meta—name: fred.

2) ¥ LA RMPTA HITP 33K k3R 7 4 e 47 i HE ) .

3) WIRA ML FHIERL, WARYESRHE RFC 2616, 4.2 BHATHIF (PIME
WA RHFEOE S M) « WEWAN4N x—amz-meta—name’ FJTERL, XFM
FME S9N fred” 17 barney’ , WEIFEHN: ~ x—amz—meta-

name: fred, barney’ .

4) M1 3R S AT PN 25 22 10) 43 BR 455 P i IR AE AT 3 4% o 407 x—amz—meta—name:
fred, barney’ ##til: ’ x—amz—meta—name:fred, barney’ .

5) KA RISKANZR \n” ZrBRFF 7 BRHE R 5 1

CanonicalizedAMZHeader,

FJ% CanonicalizedResource )%
FA P R GEVE SR P U5 1A 00S B bR B IE#EFR N CanonicalizedResource. &
(RIS TR R
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1) ¥ CanonicalizedResource BT FE/E ( “7 )
2) WSERIEIT Host 153K 3L KFE € bucket, B4 bucket #4, FHAEILHET
Mk “/” (Bl4n/bucketname) o XfF bucket ZFHRLE path FHIIENR, BEE
A€ bucket HITER, AMIAEATHRAE.
3) 7E path FIEGIIAR AL HTTP 15K URT, 2hERSHAE L, NMEIERS
4) WRERAE TR, FlnRacl, 2website, ?logging, IAKFIH KT %
EAE I, WNEERHRFIIELL & AR ER T R & . 1E
CanonicalizedResource “EHFH BRI “? 7 M RIS T
CanonicalizedResource ll: /BucketName/ObjectName?acl
TEAiE CanonicalizedResource B, WAZALE T RIFEFE: acl, lifecycle,
location, logging, notification, partNumber, policy,
requestPayment, torrent, uploadld, uploads, versionld, versioning,
versions fll websites

R RIS S HARE T EE SRR Sk, IBAfE
CanonicalizedResource JE I L%l R SHAE ., LRI, FEXiXL:
EHAT IR . HE R IRTE R e, P 00 XSS HME AT 9w . GET
ﬁ%iﬁtpﬁﬁﬁiﬁgégiﬁfiﬁﬁz response—content—type, response—content—
language, response—expires, response—cache—control, response—content—
disposition, response—content—encoding.

#5-F: /BucketName/Ob jectName?response—content—type=ContentType

MR ERCE MR RIE KA, delete ZE TR EA S

CanonicalizedResource H.

StringToSign A Content-Type, Date, Content-MD5 iX£&iE 3K L
27, HAEXEERLIE. HED “x-amz” FFkMiER kM4 FZREHC
£ 7E StringToSign H1.

WERAEIE R T, Content-Type, Content-MD5 ZEiERLATELE, IAZNL
BHZH 7)) kRRE,

f# F Base64 Zmhi%

HMAC 1% 3R 25 42 05 201 FHl Base64 4ifih. Base64 fith 25 4 i ¥ Ay 141 FL IR g
B I 248 SR H i ASCIT St 45 o NS FARHTIX AN 775 A B BLHZ7E URL
iR, g gmis. toln, RS ESENS, £ URL e ik
N%2B.

I} [ B 1 B
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FE25 4 5 DA Z5UA IS [B) &, AT BAFH HTTP 1) Date 53Kk, AT LA x—amz-
date W3Rk, WEEFHIE AT 00S () RS AIASREARZE 15 8 L b, &
M, 00S £xi [Al4E i8S RequestTimeTooSkewed.

AL HTTP % i AN CE Date 1Kk, WRAIREERE A4 N 15 & Date 53Kk
HRME, IBAPRA] PAER] x—amz—date 53R S RAL LR [A]) 8L . x—amz—date 153K

S| = HE A
SLEREME

RFC 2616 HI#%zL (http://www. ietf. org/rfc/rfc2616. txt) . 4

THRPAE x—amz-date ki, 00S fETHHAEA I 2 ZWE Date ko i AWITRE
RAPA x—amz-date sk, R ITHEEXNT, Date KIENM B E AT .

N/
1. GET Object
M4 K johnsmith Ff bucket & get X%
wR StringToSign
GET /photos/puppy.jpg HTTP/1.1 GET\n
Host: johnsmith.oos-cn.ctyunapi.cn \n
Date: Tue, 27 Mar 2007 19:36:42 \n

+0000

Authorization: AWS
7799e793ced624ee7e5a:xXjDGYUmKxn
wqr5KXNPGIdn5LbA=

Tue, 27 Mar 2007 19:36:42 +0000\n
/johnsmith/photos/puppy.jpg

J¥ & : CanonicalizedResource Hf1 2 Bucket &4 FK, {H4& HTTP i&:3kK URI 7
WA, KA Bucket Z 7 A&1E Host 153K L8 & 1

2. PUT Object

7] 44 9 johnsmith f bucket o A& —/NXF45,

cn. ctyunapi. cn

Date: Tue, 27 Mar 2007 21:15:45
+0000

Authorization: AWS
7799e793ced624ee7e5a . hcicpDDvL 9SsO06A
kvxqgm! WkmOug)=

B3R StringToSign

PUT /photos/puppy. jpg HTTP/1. 1 PUT\n

Content-Type: image/jpeg \n

Content-Length: 94328 image/ jpeg\n

Host: johnsmith. oos— Tue, 27 Mar 2007 21:15:45 +0000\n

/ johnsmith/photos/puppy. jpg
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7ER: Content-Type iRk fl

BAERRF, Y

(& 7E StringToSign #1. H

iHKH %A Content-MD5 5Kk, L StringToSign H /24T

3. List Objects

list 44°4 johnsmith [1] bucket X % o

HR StringToSign
GET /?prefix=photos&max- GET\n
keys=50&marker=puppy \n

HTTP/1.1 \n

User-Agent: Mozilla/5.0

Host: johnsmith.oos-cn.ctyunapi.cn
Date: Tue, 27 Mar 2007 19:42:41 +0000
Authorization: AWS

7799e793ce4624ee7e5a:jsRt/rhG+Vitp88HrYL

706QhE4wd=

Tue, 27 Mar 2007 19:42:41
+0000\n

/johnsmith/

YERL: CanonicalizedResource 45
4. FRELACL

REARUL/, BERTRE RN

R TRIRENAL Y johnsmi th () bucket F7 Al 2 HI A IREC EAS & -

w3 StringToSign

GET /?acl HTTP/1.1 GET\n

Host: johnsmith.oos-cn.ctyunapi.cn \n

Date: Tue, 27 Mar 2007 19:44:46 +0000 | \n

Authorization: AWS Tue, 27 Mar 2007 19:44:46
7799e793ce4624ee7e5a:thdUi9VAkzhknilLj | +0000\n

96JIrOPGi0g= Jjohnsmith/?acl

=z
IS

E
5. Delete Object

7E CanonicalizedResource H & Ui i, & T % IR & W 77 5 S 507 .

M4 johnsmith (7] bucket HIERXT % . bucket 7E path Hi48 5%, A x-

amz-date 15K 3%k,

B3R StringToSign
DELETE /johnsmith/photos/puppy.jpg DELETE\n
HT \n

TP/1.1 \n

User-Agent: dotnet \n

Host: 0os-cn.ctyunapi.cn
Date: Tue, 27 Mar 2007 21:20:27 +0000
X-amz-date: Tue, 27 Mar 2007 21:20:26

X-amz-date: Tue, 27 Mar 2007 21:20:26
+0000\n
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+0000
Authorization: AWS

7799e793ce4624ee7e5a:k3nL7gH3+PadhT
EVn5Ip83xIYzk=

/johnsmith/photos/puppy.jpg

R MIE R x-amz-date i 3K Lk &4 Date i5Kk3k, 7£ StringToSign

i, SEPRI Date 18 K Skl % B A AT
6. 13 CNAME JER &0 %

s ONAME B BT R, IR B E SOoodE .

HK

StringToSign

PUT /db-backup.dat.gz HTTP/1.1
User-Agent: curl/7.15.5

Host: static.johnsmith.net:8080

Date: Tue, 27 Mar 2007 21:06:08 +0000
x-amz-acl: public-read

content-type: application/x-download
Content-MD5:
49JE4saaMU4BgNROKLY +lw==
X-Amz-Meta-ReviewedBYy:
joe@johnsmith.net
X-Amz-Meta-ReviewedBYy:
jane@johnsmith.net
X-Amz-Meta-FileChecksum:
0x02661779
X-Amz-Meta-ChecksumAlgorithm:
crc32

Content-Disposition: attachment; file
name=database.dat
Content-Encoding: gzip
Content-Length: 5913339
Authorization: AWS
7799e793ce4624ee7e5a: COFIOtUBYIbIKD
TpZqYkZPX91il=

PUT\n

49JE4saaMU4BgNROKLY +lw==\n
application/x-download\n

Tue, 27 Mar 2007 21:06:08 +0000\n
x-amz-acl:public-read\n
x-amz-meta-checksumalgorithm:crc32\n
x-amz-meta-filechecksum:0x02661779\n
X-amz-meta-reviewedby:
joe@johnsmith.net,jane@johns
mith.net\n
/static.johnsmith.net/dbbackup.

dat.gz

VR, “x-amz -CiE SRR HEE T,

AT EMER, FHONNE TR,

E2

6] 44 B1E SR S AE R E 5 3 BB 7 i\ . R Content-Type, Content-MD5 1%
RBEMAF] T StringToSign H, {HZHAR Content-*i& KL EH BN

7. List Buckets

HR

StringToSign
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GET/HTTP/1.1 GET\n
Host: 0os-cn.ctyunapi.cn \n
Date: Wed, 28 Mar 2007 01:29:59 +0000 | \n
+0000\n

7799e793ced624ee7e5a:Db+gepJSUbZK /
wpx1FRODLtEY0ZA=

8. X R AL
TR StringToSign
GET /diction GET\n
ary/fran%C3%A7ais/pr%ec3%a9f%c3%a | \n
8re HT \n
TP/1.1 Wed, 28 Mar 2007 01:49:49 +0000\n
Host: 0os-cn.ctyunapi.cn /diction

Date: Wed, 28 Mar 2007 01:49:49 +0000 | 4ry/fran%C3%A7ais/proec3%adfc3v%a
Authorization: AWS

7799e793ce4624ee7e5a:dxhSBHol6eVSP | 8re
cXJgEghlUzZMnY=

StringToSign MK URI ZREXKI T E, 2R AESRAUR, B4% URL Ziid
MRNE

3.1.2 ERAEASKWIE

B TR BELCASN, F AT RO URL N B WS HCRRIA %415 BT
3 RFi% URL B4y 58 =J5 el L Us 1), ARV TIEEAS URL. XX F A S =
I3 00 S A RO AR ER R P AR A, AT B K. Xy E
FE 3 I s — > 2% 3 P 0 25 ) DAL R B 1 IR 44 RO SRR SEDL, - R i L
A ST TR R A B 332 44 1R 300 o

%4 URL S5 GET % K F1 POST 13K

ER: T URL 773X, A3 K S B B A0 7 Sk JT et ) phy Pt 25 7F FLIK
P R, A TS DA S A

URL w8 2 44 B il in T

http://o0s-
cn.ctyunapi.cn/quotes/nelson?AWSAccessKeyld=44CF9590006BF252F 707 &EXxpires
=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAIiv4%3D

HER: 7 URL LBl 4, nAig/ba4 Signature, Expires,
AWSAccessKeyld =S4,

25



O0S H K #& 4

BREFESH | ~EIFHRE iR
R
AWSAccessKeyld | 44CF9590006BF252F707 AJ DL 5 BN R AT 13 )

s, s R —
ZEFIE—FH, A5
AccessKeyld Fl
AccessSecretKey .

Expires 1141889120 & N A4 ], d%
FRFD RS . ARS8 ity
Tk 3K A N ] (1) 17 SR K
E{EEZC

HRNKERZ AT R, W
AL B W KT 7
K, BHRGAR A 7
K, 7RGk B4

/—j_:\‘/f_‘a‘ A%\ o
Signature vjbyPxybdZaNmGa%2ByT272 | URL &% HMAC-SHA1
YEAIiv4%3D [ StringToSign ] Base64
Gt 77 gt .

Expires IXAMSHUMME L —A UNIX B8] CH UTC B[R] 1970 £ 1 A 1 5JF
SRR E, VEW wiki) , AT RRIRIZ URL AORERTAIA]. 405k 00S 20 EiX A
URL 1% K KI5 M T35 42 BLE (9 Expires SN, R A1 47 SR IS 10 4 5%
. lhn: 4T EZ 1141889060, & & A AIE—4 60 F2J5 A Bh AR
URL, WAL E Expires i) 1141889120,

B 1 00S SZHERIIE RN Fh Head 24, URL H L 524 1 /77281 Head
RS A N EEHEAR —FE, FEX AT

1) J@id URL &2 40, Z T Date 4030k Expires 4.

2) ASZHFEFIEAE URL Al Head AL 254

3) WHEAE NN Signature, Bxpires, AWSAccessKeyId HiEIASIE—¥, DA
BN

4) TR SCIUETE KN [B] 2 FHE T Expires f[A]:

® RERIAHG T Expires BFTE], D3RR (0] 48 5% i )97 i

® U RiERINIAIAM T Expires I E, MIIFZ4 .
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3.2 APERIE (V4)
00S B T 32 #F 3. 1 AP EZHAE (V2) FETIRRIELHFILIN, B
Amazon S3 Version 4 254458k, VA B4 V2 544 2 VEHE 5 .

3.2.1 Signature Version 4 BIT{ERER

&P g N O RO 4

1. BIEMYETE K.

2. A FHREIE RANH AN B AR I F AP E

3. f#H SecretKey IRAEX A HH. NG ZBEL4EHSE L— Dol
TR SRR @RS 4 .

4. NG A LIRS TN B HTTP 18 3R Sk 8 1 A 2 50 in 3 URL .

00S MRS ENER G, AT FEP BRI FIE R HRIEME 4. 25,
00S 244 T HAF B W25 44 5 F P eI K i RIS I 2 30T L. R4 T
B, JUALERTER. GRS AVTEDL, MIHE LA K

3.2.2 JNIEFE

P AT A AR 77 10k 0% B 30 IEA 12

1. HTTP ###8ER K- 18 HTTP Authorization i% >R 3k Z 36 1F O0S & R i
B 7% . FTA OOS REST #AF (ffiFl POST 18 SR I3 T3 Wi 2% ¥ _F AR
4> TR B R k.

2. WHFFHRSE- [ URL BHSECRIAHERGEE, A8 S H1IE
B8 HTWHRELE URL B9—H7r, BIHIX A SEM ) URL 38 W RN A 44
URL.

00S 3 37 FF s FH 3T 0 S0 28 /) HTTP POST iR i1 _EA% 5. 83t HTTP POST
VSR, P AT DL I ) B Bk P 2% AR F] 00S

3. 2.3 {#H Authorization IR LIEUE

3.2.3.1 BEA
Authorization WERLEE LA T ER EINMAT N T E L, SEZhrh
TERH)

Authorization: AWS4-HMAC-SHA256
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Credential=2a948fd3f00ba0925806/20180501/region/s3/aws4_request,
SignedHeaders=host;range;x-amz-date,

Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f

1024
H R T BB R -
#Rar iR

AWS4-HMAC-SHA256

M2 5, HEE.

Credential

F ' AccessKeyld MYERE{E R, JERMEEAFEE R H .

X35

HRS5 &KIEFIFE awsd request, F&IUUNR:

your-access—key-

id>/<date>/<region’>/<service’/aws4 request

Hrp

® date #3 N YYYYMMDD.

® region:

XtF oos api: Vil 44 N oos—xx. ctyunapi. cn,
region N xx. FBIRMBAIVEG VT M Hk44 vE L
Endpoint %1% ;

TGt apic V4 A oos-cn-

mg. ctyunapi.cn, region N cn—mg;

X T HRAEIRER api: V74N oos—cn-
cloudtrail. ctyunapi. cn, region N cn;

ST iam api: Vjal3E44 A oos—cn—

iam. ctyunapi. cn, region A cn;

® service:

#fEH 00S APT k5%, service 4 s3;
LS T IRSS, service 7 s3;

AL FHERE IR RS, service N cloudtrail;
1AM %, service A sts.
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SignedHeaders DA R R 2R TFOEWERKLF, H
GOy, AETRNG, RN AT HERE, R
LU
host ; range ; x-amz—date
Signature THRE R 256 I 2EAE R, BL 64 NG TN fi 75758
RER.
AW T

® KU P LLEBEEEA A (R RAD [
checksum, FJFKHAGESEL TR X7 Iem 7 st HEHPFHEER
PR IR A ke 2 e AR . AT VO P & 113 checksum DA 3822 4
£

® AL NF T EEAH P ACE EN checksum.

R R, FLAHET x—amz—content—sha256 1Rk, IR ELFEESL

H#R 7, EH x—amz-content—sha256 1% 3K Sk HIME % B A7 checksum
B, B WRRHE BB N SR 745 8 UNSTGNED-PAYLOAD.

3.23.2 ZaAERE
Fa RN KPR
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“ =
‘"GET"!"PUT"!"POST"!"HEAD"!... |
1.Canonical Request " \ /

-
_.| UriEncode (<resource>} |
r — " ’
HTTP Verb + "\n" +,/ /// UriEncode (<QuneryParameterl>) + "=" + UriEncode (<value>) + "&" +
/// UriEncode (<QueryParameter2>) + "=" + UriEncode (<valus>) + "&" + Sorted by
Canonical URI + "\n" + = e QueryParameter
//' | UriEncode (<QueryParamsterN>) + "=" + UriEncode (<valus>) + "&" + |
Canonical Query String + "™\n" + [
LowerCase (<HeaderNamel>) + ™:™ + Trim(<value>) + "\n" + Sorted by
Canonical Headers + "\n" + LowerCase (<HeaderNameZ>) + ":" + Trim(<valus>) + "\n" + Headerlams
Signed Headers + "\n" + LowerCase (<HeaderNameN>) + ":" + Trim(c<value>) + "\n" +
Hashed Payload =
- e {_ | LowerCase (<HeaderNamel>) + ";" + LowerCase (<HeaderName2>) Sorted by
+ "™ + ... + LowerCase (<HeaderNameN>) HeaderName
T |Rex (SHR256Hash (<payload>) ) |
2.5tringToSign
r N
"AWS4-HMAC-SHAZ56" + "\n" + I ™
—t |F0rmat I508601, =.g. "20181220T000000Z™ |
TimeStamp + "\n" + -
r ~
Scope + "\n" + ""{ mmdd> <005 Region>/s3/aws4_reguest" |
Hex (SHA256Hash (Canonical Request))
P ——
3.Signature
r Y
DateKey = HMAC-SHA256 ("AWS4"+"<SecretdccessKey>", "<yyyymmdd>")
DateRegionKey = HMAC-SHAZ256 («DateKey», "<oos-region>")
DateRegionServiceKey = HMAC-SHA256 (<DateRegionKey>», "<oos-service>")
SigningKey = HMAC-S5HA256 (<DateRegionServiceKey>, "aws4_reguest™)
r ~

signature = Hex (HMAC-SHA256 (SigningKey, StringToSign))

TR 7T ERIIRE . HP R RO I R B B .

Thkg iR

Lowercase () | ¥ fF 4 /NG,

Hex () N 16 BRI

SHA256Hash () | %43 5k (SHA) N2 a8 ek %L

HMAC— {24555, FRPE SHA256 Bkt 2 418 .
SHA256 ()

Trim() OB o A A T B ol 2 A

UriEncode () |URI 4wfg&E T, UriEncode () AZsm | $AT LA L0 :

y Y Y YR D) y 0y Y Y TPt 0
z, 0 -9, ) %ﬂ"‘o

0 TP RARH TR, WG AN “%207 (A2
“+” ) o

® AN URT 4wt g it % FOp Az 173k E 2

o o NEHHhMAET TR MU RE, Flan “%1A”7 .

RALEAT it

30

® [RTHIFFIAN, HAh AT URI b A" -7, "a -

® [T XNRLZAN, WIEFHLFERY / AT . Hlan, ani
W B ZFRN  photos/Jan/sample. jpg, WIAXE 4 FR A1) IF
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HE.
WA RS 3 O E E X UriEncode AL, LA LRIE 14w A5
A BLIEH TAR.

PA N2 Java 7~ UriEncode () PRZEL.

public static String UriEncode (CharSequence input,
boolean encodeSlash) {
StringBuilder result = new StringBuilder();
for (int i = 0; i < input. length(); i++) {
char ch = input. charAt (i) ;
if ((ch> N & ch<="7) || (ch>=
a’ & ch <=’72") || (ch>> 0 & ch <=’9") || ch ==
" |l ech="=- |l ch="" 1] ch=".") {
result. append(ch) ;
} else if (ch =="/") {
result. append (encodeSlash ? "%2F” :
ch);
I else {
result. append (toHexUTF8 (ch) ) ;
}
}

return result. toString() ;

1. BIEEIER
RAFRM AN A CRAEENL. #BE. 35RASE) LU MERTER . e
TERZMTRIEMGE TR Z . DS T

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HexEncode (Hash (RequestPayload))

HTTPMethod #& HTTP J5v%, 40 GET, PUT, HEAD F1 DELETE.
CanonicalURI #& URI FI4extigis, LASLEH) “/” 3k, EHIFRH
IR REEE R SFR C 27 ) #uk. #Hlin/examplebucket/myphoto. jpg
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CanonicalQueryString & URI 4w J5 &R FAF R S8, F P 75 B st
SHAAFFMESAT URT gt . FE /R BEILSBATRB TR0, XS 80 THE
o HEFAEGmIY G 31T . PR URT 750 A () 25 10 455 H 2

prefix=somePrefix&marker=someMarker&max—keys=20:

http://ocos-
cn.ctyunapi.cn/examplebucket?prefix=somePrefix&marker=someMarker&max—

keys=20

CanonicalQueryString HMJiE F =0~ CYTAETBEL, o 7 #4T

)

UriEncode ("marker")+"="+UriEncode ("someMarker")+"&"+

UriEncode ("max-keys")+"="+UriEncode ("20") + "&" +

UriEncode ("prefix")+"="+UriEncode ("somePrefix")

IER A H b2 1 BRI, RN A B 2 BN BB A AT R
C“7 D o Bilan, NHEAERH T BE Bucket ) ACL ALKR:

http://oos-cn.ctyunapi.cn/examplebucket?acl

FEIXFEM S, CanonicalQueryString N:

UriEncode ("acl"™) + "=" + ""

WS URL PAEE “2 7, WEE RPN TSR, SRR
CanonicalQueryString WENTFFHE ( “7 ) , HEMAFEAE “\ n” .

Canonicalleaders /&1 RLHIFIFR . &GRS AFRAME HIATHRF C “\
n” ) 5. WERKBIRBAUN/NG o FESL T BT RE KL A FRHATHET,
N LU

Lowercase(<HeaderNamel>)+":"+Trim(<value>)+"\n"

Lowercase(<HeaderName2>)+":"+Trim(<value>)+"\n"

Lowercase(<HeaderNameN>)+":"+Trim(<value>)+"\n"
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CanonicalHeaders FIR WIUEHE LT W%

® HTTP Host #r3k

® N AEAE Content—Type iE3Rk, NIAZUEFH R INE] CanonicalHeaders %)
x.

® fIIfF x—amz—*iFER k.,
LA %2 Canonicalleaders H7nl, 53R KAFRA/NGIFCHF.

host:s3.amazonaws.com
X-amz-content-
sha256:e3b0c44298fc1c149afbf4c8996h92427ae41e4649b934ca495991b7852h855

X-amz-date:20130708T220855Z

SignedHeaders s& 3% FRHFHEF ], CLor5 BRI /NG 1 K Sk A FR S
%o FIELHPHE R 5 P AE CanonicalHeaders 7457 £ Hh AL & FR7 SR Sk AH ]
Bilin, XFaimEp)~fl, SignedHeaders F{E N :

host;x—amz-content-sha?256; x-amz-date

HashedPayload s&i# 3R £ 4] SHA256 W& 75 B+ 7S 2 HiE -
WHRIE R FPEAE R, WS FR R A E, WNFR:

Hex (SHA256Hash (""))

ey A 3R (5] LA R -

e3b0c44298fc1c149afbf4c8996fb92427aed1e4649h934ca495991b7852b855

i, 24 AER] PUT 38R EAR 0 RN, HY P AT AR SR A4 b S fixd 53
o AR GET 3 RAGZNS RN, BATIERAR, P AT RO 7475 53 (G A

2. BIEFFRY TATH

FFREA I A AR A R

"AWS4-HMAC-SHA256" + "\n" +
timeStamplSO8601Format + "\n" +<Scope> + "\n" +
Hex(SHA256Hash(<CanonicalRequest>))

W AT AWS4-HMAC-SHA256 $i& 52 B 7 4 B A G 5 57 HIMAC-SHA256
timeStamp & 1SO 8601 ¥ [H 4/ UTC I [a] (5 4n 20180501T000000Z)
Scope & A A A4 g BlHe 2 HIH, 00S XA AR %5
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date.Format(<YYYYMMDD>) + "/" + <region> + "/" + <service> +

"/aws4_request”

%FF 00S, s 747 E 2 s3. Region A 44 0os-xx.ctyunapi.cn 71 [ xx %

3. IR
i secretKey 1ENWITEME A ERAE RS, XHER HIH XRS5 HAT —
RYNEGAERE (HMAC #1E) , MmIRAEZZEH. ARSI T
DateKey = HMAC-SHA256("AWS4"+"<SecretAccessKey>", "<YYYYMMDD>")
DateRegionKey = HMAC-SHA256(<DateKey>, "<o0s-region>") DateRegionServiceKey
= HMAC-SHA256(<DateRegionKey>, "<o0o0s-service>") SigningKey = HMAC-
SHA256(<DateRegionServiceKey=>, "aws4_request")
AR MBI, M4 7R/ 8 1T AT 2 HMAC-
SHA256 & fE . RIS .
HMAC-SHA256(SigningKey, StringToSign)

4. W25 BN RE Rk
FETHRAE )G, RS INETE KA HTTP 335 5K Sk B ) 74 5
W22 (5 B INE] Authorization bRk OMARRL a1 R :

Authorization: <algorithm> Credential=<ak>/<credential_scope>,
SignedHeaders=<SignedHeaders>, Signature=<signature>

3.2.3.3 Al
PUR ARG V4 252 Bl o o A A A U5 1) 3 B 40 T

ZH =1

AWSAccessKeyId 2a9481d3f00ba0925806

AWSSecretAccessKey |ef2017c2eb5ffa0bl1761717ecbcal21dal6501384

Bucket ZFK: examplebuckets
5 8] fR38 4% /& oos—cn. ctyunapi. cn, region & cns

1. 7=fl: GET %4
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MAEAERR examplebucket HIREUT A test. txt FIRET 10 NFT . iR UM
T

GET /test.txt HTTP/1.1

X-amz-content-sha256:
e3b0c44298fc1c149afbf4c8996fh92427ae41e4649b934ca495991b7852b855
Authorization: SignatureToBeCalculated

x-amz-date: 20190220T060724Z

Range: bytes=0-9

Host: examplebucket.oos-cn.ctyunapi.cn

T It GET 1 R AR AT KRN 2, A% x—amz—content—-sha256 i
SRELME R TG RIE G A E. LN PIRIE R Authorization 13RSk THEI
75‘?20

1) StringToSign
a. QTG R

GET
[test.txt

host:examplebucket.oos-cn.ctyunapi.cn

range:bytes=0-9

X-amz-content-
sha256:e3b0c44298fc1c149afbf4c8996fh92427ae41e4649h934ca495991b7852b85
5

x-amz-date:20190220T060724Z

host;range;x-amz-content-sha256;x-amz-date
e3b0c44298fc1c149afbf4c89961h92427ae41e4649b934ca495991b7852b855

Horp, fJa AT RS RN hash (€. B=1T2%, BOVIERAEEE

b. R AT H

AWS4-HMAC-SHA256

20190220T060724Z

20190220/cn/s3/aws4_request
bca722269a76aadb00dfe5a50fefdbd5712065267e1692cc596¢cefd2681f5d14

2) RS EY]
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signing key = HMAC-SHA256(HMAC-SHA256(HMAC-SHA256(HMAC-
SHA256("AWS4" +
"<YourSecretAccessKey>","20190220"),"cn"),"s3"),"aws4_request™)

3) WHJENZA

be3f55b78165716c51ce37f588048f858fc27f7449d8fe74f887d999e5fc9193

4) Authorization 1E3K 3k

Authorization: AWS4-HMAC-SHA256
Credential=2a948fd3f00ba0925806/20190220/cn/s3/aws4_request,
SignedHeaders=host;range;x-amz-content-sha256;x-amz-date,
Signature=be3f55b78165716c51ce37f588048f858fc2717449d8fe74f887d999e5fc9193

2. 7l PUT X4
AR examplebucket B AT A test. txto
PUT /examplebucket/test.txt HTTP/1.1
X-amz-content-sha256:
7509e5bda0c762d2bac7f90d758b5b2263fa01cchc542ab5e3df163be08e6cad
Authorization:SignatureToBeCalculated
x-amz-date: 20190220T070722Z
x-amz-storage-class: STANDARD
Host: 0os-cn.ctyunapi.cn
Content-Length: 12

hello world!

DL N E I~ Authorization i 3R Sk & 1) 7 .
1) StringToSign
a. AIEITEIE R

PUT
/examplebucket/test.txt

content-length:12
host:o00s-cn.ctyunapi.cn
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X-amz-content-
sha256:7509e5bda0c762d2bac7f90d758b5b2263fa01cchc542ab5e3df163be08ebea
9

x-amz-date:20190220T070722Z

x-amz-storage-class:STANDARD

content-length;host;x-amz-content-sha256;x-amz-date;x-amz-storage-class
7509e5bda0c762d2bac7f90d758b5h2263fa01cchc542ab5e3df163be08e6cad

Hrp, H=ATRE, BARERANEEE RS . &G 17215 RIEN
fH, BEUIY x—amz—content—sha256 i 3Kk FEAH [E .
b. FF2E4 T

AWS4-HMAC-SHA256

20190220T070722Z

20190220/cn/s3/aws4_request
66919f4f7f555dec8599¢5894bbd5¢104767bbf0180103d751653143f67a8d45

2) RS EY]

signing key = HMAC-SHA256(HMAC-SHA256(HMAC-SHA256(HMAC-
SHA256("AWS4" +
"<YourSecretAccessKey>","20190220"),"cn"),"s3"),"aws4_request™)

3) HHEJEHZ

29407b3d2010ab3f86e313302a4d952d8ac0070364cd91ba3b113258a4d36b9b

4) Authorization iE3K 3k

Authorization: AWS4-HMAC-SHA256
Credential=2a948fd3f00ba0925806/20190220/cn/s3/aws4_request,
SignedHeaders=content-length;host;x-amz-content-sha256;x-amz-date; x-amz-
storage-class,
Signature=29407b3d2010ab3f86e313302a4d952d8ac0070364cd91ba3b113258a4d
36b9b

3.

i B AE Ak AR R T R
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Y A7 i examplebucket HIXT %, prefix BN “t”7 , mEZIRIFA 2
WG, ERIT

GET /?max-keys=2&prefix=t HTTP/1.1

X-amz-content-sha256:
e3b0c44298fc1c149afbf4c8996fh92427ae41e4649b934ca495991b7852b855
Authorization:  SignatureToBeCalculated

x-amz-date: 20190220T085955Z

Host: examplebucket.oos-cn.ctyunapi.cn

LN E IR Authorization i 3R Sk F 500 75 .
1) StringToSign
a. QIEMTEIER

GET
/
max-keys=2&prefix=t

host:examplebucket.oos-cn.ctyunapi.cn

X-amz-content-
sha256:e3b0c44298fc1c149afbf4c8996fh92427ae41e4649b934ca4959910b7852b85
5

x-amz-date:20190220T085955Z

host;x-amz-content-sha256;x-amz-date
e3b0c44298fc1c149afbf4c8996fh92427ae41e4649b934ca495991b7852h855

Hr, fa—A72 218 KK hash {H.

AWS4-HMAC-SHA256

20190220T085955Z

20190220/cn/s3/aws4_request
bc2b6af0cbbel76790b2697f7239b02dc21d4b62fc30e197441cf900d35d3b103

2) RS EY]

signing key = HMAC-SHA256(HMAC-SHA256(HMAC-SHA256(HMAC-
SHA256("AWS4" +

"<YourSecretAccessKey>","20190220"),"cn"),"s3"),"aws4_request™)
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3) RN

ce5ef3764d4a34b4e3c81d37b9a310432e5c4bf8bb4722c14877adba882fc559

4) Authorization iF>Kk

Authorization: AWS4-HMAC-SHA256
Credential=2a948fd3f00ba0925806/20190220/cn/s3/aws4_request,
SignedHeaders=host;x-amz-content-sha256;x-amz-date,
Signature=ce5ef3764d4a34b4e3c81d37h9a310432e5¢c4bf8bb4722¢14877adba882fc
559

3.2.4 EHEGSEIE

3.2.4.1  #HR

FH P ] DU A ) 745 B S HORE S S 5, AR T 44 URL.
%44 URL I FH 137 502 FH P mT DABE 565 00S B ARl s U7 Rl AR o 5l tan,
FURTDATE MG B AL S TR 44 1 URL, A TR 24T i (40 Curl) Al
HER T HI R

%4 URL SZ£F GET. DELETE. PUT. HEAD. POST i#3K.

ER: T4 URL 773X, AR S B B A0 1 Sk JI et ] Py Pt 85 7 FLIE
P PR SRR IS T VP S A5

PLF 2 T4 4 URL BI7Rfil.

https://oos-cn.ctyunapi.cn/examplebucket/test.txt
?X-Amz-Algorithm=AWS4-HMAC-SHA256 &X-Amz-Credential=<your-access-
key-i1d>/20180721/<o00s-region>/s3/aws4_request
&X-Amz-Date=20180721T201207Z

&X-Amz-Expires=86400

&X-Amz-SignedHeaders=host

&X-Amz-Signature=<signature-value>

T4 URL 77 B =
® TiiZE4 URL Hl i & 7. X-Amz—Date. X-Amz-Algorithm. X-Amz-
Signature. X-Amz-SignedHeaders. X-Amz—Credential I X— Amz—

Expires. FEAINFRA] PAE e, Wi bHAp—A, REFRE R
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® i Al A T SR X— Amz—Expires B[R] 23 15 B A TR0 RS AT IR
R FE RS .

® {1 URL M Header #1525 415 5, LA URL Jyife.

® % X-Amz-CredentialURL W IMEA R PI LM /7 P45 fESKEH, BN
Gwh A%2F . BN

&X-Amz-Credential=<your-access-key-id>%2F20180721%2F<00s-

region>%2Fs3%2Faws4_request

NRIH T URL RIS RIS B ERS

BAFRESH BB

X-Amz-Algorithm HE S HE % B N AWS4-HMAC-SHA256 .

X-Amz—Credential ) accessKeyId FJuFE{E S, oG B AFEEKH
WL XL RS, ZIETATER awsd_request, K&
E
{your—access—key—
id>/<date>/<region>/<{service>/aws4 request
o
® date #%X N YYYYMMDD,
® region:
B 57T oos api: VilAIk4 N oos—
xx. ctyunapi. cn, region A xx. & BUEALHE
417 103844 7 WL Endpoint 413 ;
B X T4tk api: V584N oos—cn—
mg. ctyunapi. cn, region N cn—mg;
B 0T HEREERER api: U744 oos—cn-
cloudtrail. ctyunapi. cn, region N cn;
B ST iam api: V53R 44 N oos—cn-

iam. ctyunapi.cn, region N cn;
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® service:

A H 00S APT lx%%, service N s3;
EHSR TS, service 2 s3;

il R R EE IR S5, service A cloudtrail;
B A TAM RS, service 4 stso

X—-Amz-Date

H AR () 4% 3006 UG 1SO 8601 brifk, I HL4Ziifi
H “yyyyMMddT HHmmssZ” #& 0 TH& 04k, Flan, 4n
B H HARES ] & “08/01/2018 15: 32: 41.982-
7007, JUALZEE Yot Oy UTC (HMAH SR
SRIGHRAE N “20180801T08324172”

X-Amz—Expires

PROLAE B TS 44 URL A R B [E) B CRARP AL
Bltn, 86400 (24 /NEP) o iZ{HZHEH . Al LB
w/MEAN 1, HRIEN 604800 (LK)

X-Amz—-SignedHeaders

I TRk ZH TR P FERL Frk:
® HTTP host F5k.

® x—amz—¥iHKk.

X-Amz—-Signature

FEHLRE A LSRR HIIE R . B2 44 A A0 00S TR A
ZHAVCES; A, 00S fE4E1%IE K.

3.24.2 HRAIE

NE AT SR
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-
|"GET"|"PUT"|"POST"|"HEAD"I... ‘]
1.canonical Request o \
™ _| UriEncode (<resource>) W
- ‘ )
[HTTP Verb + "™\n" + UriEncode (<QueryParameteri>) + "=" + UriEncode (<value>) + "&" +
UriEncode (<QuseryParameter2>) + "=" + UriEncode (<valuos>) + "&" + Sorted by
Canonical URT + "\n" + |- QueryParameter
// | UriEncode (<QueryParameterN>) + "=" + UriEncode (<valus>) + "&" + |
Canonical Query String + "\n""+ e
LowerCase (<HeaderNamei>) + ":" + Trim(<wvalus>) + "\n" + Sorted by
Canonical Headers + "\n" + LowerCase (<HeaderNameZ>) + ":" + Trim(<wvalus>) + "\n" + Headerlame
Signed Headers + "\n" + LowerCase (<HeaderNameN>») + ":" + Trim(<value>) + "\n" +
"UNSIGNED-PAYLOAD™ " . |
. — LowerCase (<HeaderNamel>) + ":;" + LowerCase (<HeaderNameZ>) Sorted by
+ ":" + ... + LowerCase (<HeaderNameN>} HeaderName
2.5tringToSign
-
"AWS4-HMAC-SHAZS56™ + "\n" + e
P |Fnrmat I508601, e.g. "20181220TO00000Z™ 1
TimeStamp + "\n"™ + _—— .
-
Scope + "\n" + ¢ Yy YT, dd>»/<00S Region>/s3/aws4_request" A]

Hex (SHAZS56Hash (Canonical Request))

P ——

3.Signature

-

DateKey = HMAC-SHAZS56 ("ANS4"+"<SecretAccessKey>", "<yyyymmdd>")
DateRegionKey = HMAC-SHAZSE (<DateKey>, "<oos-region>")
DateRegionServiceKey = HMAC-SHAZS56 (<DateRegionKey>, "<oos-ssrvice>")
SigningKey = HMAC-S5HA256 (<DateRegionServiceKey>, "aws4_request”)

P

signature = Hex (HMAC-S5HA256 (SigningKey, StringToSign))

TR T E T ERIIRE. H P HR RO R S HL .

Thig

ik

Lowercase () AT L TN

Hex ()

NG AN BEH D .

SHA256Hash () | Z2 48 AI &L (SHA) N #i%) ek 4

HMAC-SHA256 () | 1 FH $& {1t (25 44 25 BH 1) SHA256 SHyETHAE HMAC, IX /& i 411

Trim() M A T 5 B T 2%

UriEncode () URI 4t . UriEncode () WhZuinm 4T AR HE0

® ORI Zififk 7 NI FAF AT "N -7, Ta
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® &N URT Hf w5 % MPALA+ 7S HEFIME L K

® | NHEHME T EAAUN RS, Bl “%1A7

® [RTXRZZAH, MNIERMLTFRY /7 #ATHwbS. Hlun,
RXFGAFRY photos/ Jan/sample. jpg, MIAHEALFR A

) IERTHEAT SR .
RS H O HE X UriEncode BREL, PAHA RIS
b m] LLIEH AR

PL N2 Java F 7~ UriEncode () PRZEL.
public static String UriEncode (CharSequence input,
boolean encodeSlash) {
StringBuilder result = new StringBuilder()
for (int i = 0; i < input. length(); i++) {
char ch = input. charAt (i) ;
if ((ch>= A & ch <='7") || (ch >=
'a’ & ch <="72") || (ch >0 & ch <="9") || ch
| ch=".") {

~y

=" || ch="-" || ch="
result. append(ch) ;
} else if (ch =="/") {
result. append (encodeSlash ? "%2F” :
ch) ;
I else {
result. append (toHexUTF8 (ch) ) ;

}

return result. toString() ;

}

SRR 5 R SRR A2 R 2R BL, 20 R s
® I TEBEMKEY URL (ISR, FFARIEA MM NS, rlE &
UNSIGNED-PAYLOAD.

43



O0S H K #& 4

® ViAW FAFH (Canonical Query String) ZEIER T X-Amz—
Signature ZAMAFTAE LB 74T H .

® JTEFR kA IUEFE HTTP Host Ak, ISR A S x—amz—iFRk, XLk
k#2540 E . H A BLUE AR R LR B S 584
AW, ERAREZ MG R LS 584 .

3.2.4.3 HEmRERMRG

WA @44 URL B 7, 5 FHAt A== examplebucket H test. txt X7
%, IR BEE N 7 K (604800 F5) o LA GET iR Ml
GET
http://0os-cn.ctyunapi.cn/examplebucket/test.txt
?X-Amz-Algorithm=AWS4-HMAC-SHA256
&X-Amz-Credential=2a948fd3f00ba0925806/20190220/cn/s3/aws4_request
&X-Amz-Date=20190220T095256Z
&X-Amz-Expires=604800
&X-Amz-SignedHeaders=host
&X-Amz-Signature=<signature-value>

CLR 25 3R St 1t B anfer oF 525 44 ARG i iR 44 URL. 78] HR S i 4 U ) 25
IR

ZH =1

AWSAccessKeyld |2a948fd3f00ba0925806

AWSSecretAccess | ef2017c2e5ffalbl1761717ecbcal21dal6501384

Key

1) StringToSign
a. BIEITEIER (BLGET 15K 1))

GET

/examplebucket/test.txt

X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-
Credential=2a948fd3f00ba0925806%2F20190220%2Fcn%2Fs3%2Faws4_request
&X-Amz-Date=20190220T095256Z & X-Amz-Expires=604800&X-Amz-
SignedHeaders=host
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host:o00s-cn.ctyunapi.cn

host
UNSIGNED-PAYLOAD

b. fF%4 T

AWS4-HMAC-SHA256

20190220T095256Z

20190220/cn/s3/aws4_request
023d2e0e5fba779afb9fe6219413622e7f1affoffc7348e55d0805d97¢cb1571

2) A EY]

signing key = HMAC-SHA256(HMAC-SHA256(HMAC-SHA256(HMAC-
SHA256("AWS4" +
"<YourSecretAccessKey>","20190220"),"cn"),"s3"),"aws4_request™)

3) WHJENZEA

566134de06fb3daa22b9649baf82d15d6aa575e146b6ba9affl3a2bde63alec

4) T4 URL

http://0os-cn.ctyunapi.cn/examplebucket/test.txt?X-Amz-Algorithm=AWS4-
HMAC-SHA256&X-Amz-
Credential=2a948fd3f00ba0925806/20190220/cn/s3/aws4_request&X-Amz-
Date=20190220T095256Z& X-Amz-Expires=604800& X-Amz-
SignedHeaders=host&X-Amz-
Signature=f566134de06fb3daa22b9649baf82d15d6aa575e146b6badaffl3a2bde63a
lec

3. 3 Bucket 1 PR$ZHI
X GAEAE (00S) $Eflk Bucket Znl IR FRI% ], Bucket HHTA 3 FUi [IAL
fR: private (FAf) , public-read (HiE) Flpublic (AF) :
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® private (FAF)
FUE AR R B FE AR (7 7 AT BAXS % Bucket N Object HEAT
HiVE (3 Put. Delete Ml Get Object) o HiAth AJCiEiiiHli% Bucket
] Object.
® public-read (HiE)
FUE AR R B RN BR (47 P /T LG % Bucket N Object HEATS
#E (35 Put Fl Delete Object) o fEfT N (HIEEA VI A AXHZ
Bucket H11#) Object #EATHLHRAE (Get Object)
® public-read-write (AF)
RN CEFEE 4 D7 ) #HA] AGiZ Bucket H1f#) Object #E4T Put, Get Al
Delete #fF. XU {ET] A2 Bucket BT & R U3 Neis £, H
FITAT IX e A 77 A (1 3% FH EH 1% Bucket [RFTAT ZK$H, BT LAE I HZ AR o
PEB: ¥4 Bucket I, BRUALIRZ private, FIJAT LLKRIE 75 B S 5ON HAb AL
BR .

3.4 Bucket Policy REHEMK

3.4.1 4R

Bucket policy FT-x& X O0S %5 1) V5 in AR . Bucket Policy 7T LLH T

® A Vr/E4s Bucket 2 i AL IR ;

® FVF/HEAL Object 225 AR .

Policy A< £ & —> JSON F£F &, FRil#E 20KB. —* Bucket Policy f.4:

® [k Bucket Policy A5 .

® —NELZAMMALHY statements.

A~ statement EAF— MR IZ 05 B R —4> Bucket Policy f4E 24~
statements, Fi-4 statements 2 [ /2 2 B R

ER: WRZA statement Z (A A EZEE MR, HAE deny AN

=]
B 1A] o

I
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E]ptin:nnal top-level elements
Statement

Statement

o .

Statement
Sid
Effect
Principal
Action
Resource
Condition Block

3. 4.2 Bucket Policy Tt

FNHANY statements FHRIS N TT R

3.4.2.1 Version
Version 7& Bucket Policy i& & MIRRAS, B2 NAiED, Hil 00S APl H 7t
YFIEE 2012-10-17.

"Version™:"2012-10-17"

3.4.2.2 Id
Id /& Bucket Policy J— Al ikEbriR. HEFEEH UUID K45 B Bucket
Policy.

3.4.2. 3 Statement
Statement ;& NEERITTER, BRI LUEEEZANICHR. Statement JLHE A ULE
A —H AT ) statements, BFPMMALH] Statement &2 —MIEEKRFES ({})

P BRI A% Y JSON Bk

"Statement”:[{..},{..}.{...}]

1. Sid
Sid(statement ID)/2 statement ] —/NMAIIEAR I, B AT LUEAEE policy id f+
id.

"Sid" : "1"

2. Effect
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Effect & — M LR, HTRRATHREEEL TN, ARE R 2
Allow BY Deny.
"Effect":"Allow"

3. Principal
Principal H T-f5 & 9 so Vsl 5 4a 05 M B9 F 7, Principal 7] LA
® "Principal: "™*". Z{"Principal": {"CTYUN":"*"}: FIRFTH H

® "Principal”: { "CTYUN": "arn:ctyun:iam:: accountld:root" }: F/~HH
S
® "Principal": { "CTYUN": "arn:ctyun:iam::accountld:user/user-name" }:
AR
A LMEER P A Z A1 H 7 00 FRoR 7
"Principal™: {
"CTYUN": [
"arn:ctyun:iam::accountld:root",
"arn:ctyun:iam::accountld:user/user-namel”,
"arn:ctyun:iam::accountld:user/user-name2"
]
}
4. Action

Action HI T8 @ S VF BB 2405 el (B4, BRI AT AT AH AR )
F 7 BE40AT Bucket OGS #4E, LA Bucket F BEJRAHCHAE . Action H1 ]
PATC & PL AR .

55 Bucket 211 O0S BURFIFR AT
DUSS =2 0O0S #:E

00s: ListBucket

GET Bucket (List Object) . HEAD Bucket
oos:ListBucketMultipartUploads List Multipart Uploads

S ERVER 00S RURZIFI T .
R 00S #1E
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00s:AbortMultipartUpload Abort Multiple Upload
00s:DeleteObject DELETE Object
00s:GetObject GET Object. HEAD Object

oos:ListMultipartUploadParts List Part

00s:PutObject PUT Object. PUT Object-Copy. POST
Object. Initiate Mulitipart Upload. Upload
Part. Compelete Multipart Upload. Upload
Part - Copy

AlfEAEECRT (%) SRV IR 00S P2 b PRt T A #E . B, DL Action
JCRIEH T 00S #A4E

‘ "Action": "00s:*"
ISR DME SR RT () MR IRAE R PRI — &R0 . 140 NI Action JT
%, I&EMT PutObject, GetObject, DeleteObject
\ "Action": "00s:*Object" \
5. Resource
Resource /&7 Policy 7 & (X R RES . PTLAMERIERCAF*AI? , 20
LA arn:ctyun:oos:::bucketName/FH k. 1 1EAd Policy *F T-Frf LA image k1)
Object A=2%, W LAXFEACE :

"Resource™:"arn:ctyun:oos:::example-bucket/image*"

6. Condition

Condition #& Statement H' & &2 2 —Jugk, FANHEEFRZ Y condition
e, B HA—A condition JuE, {HJ2 R LA £ 4 conditions, 11 HA&EA
condition 7] PLEL £ 4> key-value XF. W N EFTs, condition B )45/
condition 2 [A]/Zi¥ % 5% &, condition key 2 [B] /2@ 5% R, &4 value 2
PSSR =S
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Condition Block

~ [Condition 1:

' Key1: Value1A OR Value1B OR Value1C
AND

AND L Key2: Value2A OR Value2B

-

. |Condition 2:
Key3: Value3A

(D FMHIsERF
FAMBELTRFME) “3hiR” B, ATHEE 00S ATHIHLIEERAL. K ftiz
BRFR] 7y LA 200
1) String Conditions
String conditions A L so ¥R & string UL ECELI

Condition iR

StringEquals FEUEVLICHE 2 ME, X KR/ANE .
StringNotEquals 518E MMEAILE, X0 KAhE,
StringEqualslgnoreCase 58 E MAEASHEILEL, AX 7 KAhE,
StringNotEqualsignoreCase 518 PMEAILE, AX4H KNS

StringLike 58 E MAEASHEIL G sosEd H @ iRr, 5

e e PEAREL, AT DAL HE 2 A ARF UG C A e 75
(B L FFICE B (7). Ko KRNhE.
StringNotLike S EARILE, X9 KNSR TERILE .
BRI AACRT, SR E AL

i, ZEPULES HTTP Referer SkJ&LL “http://www. mysite. com/” FF3kHiE
3K, AJDLXFERCE

"StringLike":{
"ctyun:Referer:[

"http://mww.mysite.com/*"

]
¥

2) AiRME AT B AT

FIRATRMEZAME, FHPeUEE S “IER” 5 “H45R” xttl, kigE
Condition JLE&
FHBESF | WY
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Bool A R AE VL C
filtn, 1 A Bool 12 BT 5 ctyun:SecureTransport B8R 45 iE 4
R SSL Kk HiER.

{
"Version": "2012-10-17",

"Statement™: [
{
"Effect": "Allow",
"Principal™:{ "CTYUN": ["*"] },
"Action": "00s:PutObject"”,
"Resource™: "arn:ctyun:oos:::example_bucket/*",
"Condition™: {"Bool": {"ctyun:SecureTransport": "true"}}

3) IP Address

IP address conditions FaVF 2 B IP Hilik I ULECERI], 5 ctyun:Sourcelp key P
AR IG5 S ARERT CIDR #30 (Bilin: 10.52.176.0/24) , &%
RFC 4632

Condition ik

IpAddress IP bl 53 B 1) 1 44 B

NotlpAddress 1P ik B ] 1 2B 44 5

(2) A8

Fet %

ctyun:Referer HEFRIBEMEASMER. HTREERTH Referer
Rk

ctyun:SecureTransport | 54 /RIEE HEAFE G H . fEIEREGREH SSL
RIEH o

ctyun:Sourcelp 5P bz HAFLE S . HTREIERER IP H
k.

ctyun:UserAgent SRR is B G M. TR A R #H & i
S FHFRT o
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3.4.3 =
N A2 — A€ X Referer Policy 111

{
"Version":"2012-10-17",

"Id":"http referer policy example”,
"Statement":[
{
"Sid":"Allow get requests referred by www.mysite.com , mysite.com
and empty referer”,
"Effect™:"Allow",
"Principal":{ "CTYUN": ["*"] },
"Action":"00s:*",
"Resource":"arn:ctyun:oos:::example-bucket/*",
"Condition™:{
"StringLike":{
"ctyun:Referer":[
"http://www.mysite.com/*",
"http://mysite.com/*",

1. FHZ&— € X IP Policy i1+

{
"Version": "2012-10-17",

"Id": "Policyld1",
"Statement”: [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal”: {
"CTYUN"; "*"

h

"Action": "00s:*",
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"Resource": "arn:ctyun:oos:::example-bucket /*",
"Condition" : {
"IpAddress” : {
"ctyun:Sourcelp": "192.168.143.0/24"
2
"NotlpAddress" : {
"ctyun:Sourcelp™: "192.168.143.188/32"

2. T AT ) B 44 P 42T R AR

I THI A5 S AT ART 8 FH BE 44 P 52 T 0os:GetObject AUFR . HEALFR 78 1F
ARART NSO 804, 4 FH P Bucket BiC B D 3 I HAy B8 A#RRE L IUAT
R I R, RO E A . AT RLK bucket B AR, AREECET
Bucket %

{
"Version":"2012-10-17",

"Statement™:[
{
"Sid":"AddPerm",
"Effect":"Allow",
"Principal™:{ "CTYUN": ["*"] },
"Action™":[" 00s:GetObject"],

"Resource":["arn:ctyun:oos:::examplebucket/*"]
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00S LA MR FE IhAE, RIS Bucket MR E IIRE G, B (RS
A D #ARERT I Bucket P AL T-E KR B IR X0 SRBEATAE ORI % o

A LARIE TR K, X Bucket 20T 3 & MR DfE, LAK (Days) Ei# LA
(years) NS EEGHIRFAMN K, lyear=365 days.

HER:

o SHMMRE —BHIFR, ARERH, ARAEEMREN, Ha UEK
B RLOR B

IR B B (RS R 2UAD B an%S Bucket A BB S RLOR I KON 10

K, X% AJET Bucket A, Al 155 8 HTHT ]2 2019-3-1 12:00:00,
A4S AE 2019-3-11 12:00:01 i & U 4R B 3 .
o (H{TH/ CEFERA) #ARBN. B, MERLT &ML E IR

X5

o T HHREBIKIN R, T EL A APLL 6] S8 SO R
KA, Hgilad & an B SUF R AL

o T EMORE RN R, WIRBE 7 A G FIIN, NS R
A= i e SRR R CAAE R, 50 B B 5 R 1) 2 i PR SR A5 5 1
ERLOR B A A REAE AL

-

W5 AL, A2. A3 fil Ad #iJ& T Bucket A, 2020 4F 2 H 1 H X Bucket A %
BT AR 30 K. M5 AL, A2 435 B 1) 1 A B HEN,  %F
% A3, A4 AR E AR A B IR

X5 A= iy R SRR )

Al X GENEE 10 K H bR A7 e 9 RIS ) 17k
A2 SR B 10 K G MR

A3 p

A4 T
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MR | X RE R[] BRI R [R] | Ao AR A R et
A
Al | 2020-03-01 2020-03-31 00:00:01 | 2020-03-11 J&i & h# 4
00:00:00 ARSI ) A7 it PR
A2 | 2020-03-01 2020-03-31 00:00:01 | £ 2020-03-31 Jri Ji Zhitl
00:00:00 PR
A3 | 2020-01-01 AFAE. BIRER | AR
00:00:00 ¥ 2020-02-01 £
i, fE 2020-01-
31 00:00:01 &5t
T 30K, WAL
B4 A3 AR
A4 | 2020-01-29 2020-02-28 00:00:01 | i Jz

00:00:00
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4.1 #HOVEKR/ME Bk

4.1.1 BREKRX

O0S H K #& 4

4 HTTP REST #1 (00S API)

LA 42 OOS API i FHH 3K 2k

2R ik
Authorization T S0 W UE 5 R 3k .
Content-Length TR R

Content-MD5

FZM RFC 1864, {1 base64 Zhtik Ak s B
128 fi7 MD5 {H - BEid K k] DL /E#k s B e A
PLIGUIE B 2 75 5 % 5 i R 3 I Bs AR A

Content-Type

FHIRTE R N F PR MIME 2871,

Date

TR H BAFIET A . 241 E T Authorization 1Rk
BF, i8¢ x-amz-date 53 Date 153K k.

x-amz-date TR H BRI A, 41 & T Authorization 18R 3k
I, D246 € x-amz-date B¢ Date iRk, a1
FH#FRE T, ¥ LL x-amz-date FE N

Host R A4 .

4.1.2 & PN Rz Sk
PL R A& OOS API F e A i b 3k o
R Eip
Content-Length M J97 7 PR

Content-Type

. 2 MIME 2878,

Date OOS & 1] n [ {) ] JAH ST T o

ETag S RIIMEAAE . ETag R T X RIGHE, 1A
e HeHE . Sk AT AR /R il e A A
PAIGHIE R 2 75 5 % 7 i A 3 B AR A

Server MR 55 o445, ERIAME AR CTYUN.

x-amz-request-id

T ME— bR 1B K 1D,
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4.2 XF Service HIHR1E

4.2.1 GET Service (List Bucket)
XA Get 15 RIIARS, IR BIERE A PR T A Bucket, HA
“/ 7 Ko HZ. % APT HXIIAERH P AR, BEXAH P AREPAT ZERE.

ERIEIE

GET/HTTP/1.1

Host: 0os-cn.ctyunapi.cn
Date: Date

Authorization: SignatureValue

HRSH
ZIERAEAEE RS HL.

pAEIES S
2R iR
Bucket 174 Bucket {5 BRI A 25 .
Buckets 14— B Z > Bucket B 88 .

CreationDate Bucket G2 H i

DisplayName | Bucket 7&K /" & #5% .

ID Bucket A& K HY 1D,
Name Bucket H %R
Owner Bucket T/ IK P {5 B .

4.2.2 GET Regions
SREX TP o 1) 2R 5| A B AN B AL B 5138

TEREE

GET /?regions HTTP/1.1
HOST:00s-cn.ctyunapi.cn
Date:date

Authorization: signatureValue

EREH

B Hid

regions TR BRI R 51 B AL B 513K
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BEZER

HTTP/1.1 200 OK

x-amz-request-id: 236 A8905248E5A01
Date: Mon, 03Sep 2017 12:00:00 GMT
Content-Length: 100

Content-Type: application/xml; charset=utf-8
Connection: close

Server: CTYUN

<BucketRegions>
<MetadataRegions>
<Region>ChengDu</Region>
<Region>ShenYang</Region>
</MetadataRegions>
<DataRegions>
<Region>ChengDu</Region>
<Region>ShenYang</Region>
</DataRegions>
</BucketRegions>

M B 7T 3%

2R £

BucketRegions Bucket P2 57 B A EHEA B -
R, RES

MetadataRegions Bucket &R G| & -
R, KPS

DataRegions Bucket HIEHEA & -
R, REE

Region G EDACEIR & T DAL
HA: FAFER

4.3 %F Bucket HIIR4E

4.3.1 PUT Bucket

PUT Bucket #4F n] PAFH K-
® ()i — T Bucket;
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® %f A Bucket [1] Bucket ACL i#H4T1&04;
o XIEEN BTN, HENEBKEIINE.

HWERH P FEA PUT Bucket ALFRHIFH P 4 BE €)% Bucket.

Bucket A4 HIyE E A2 I 2. 3. 1 Bucket A4 HRVE .

PUT /HTTP/1.1

Host: bucketName.oos-cn.ctyunapi.cn
Content-Type: application/xml; charset=utf-8
Content-Length: length

Date: date

Authorization: signatureValue

<CreateBucketConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/"">

<MetadataLocationConstraint>
<Location>MetadataRegion</Location>
</MetadatalL.ocationConstraint >
<DataL ocationConstraint>
<Type>RegionType</Type>
<LocationList>
<Location>DataRegion</Location>
<Location>DataRegion</Location>
</LocationList>
<ScheduleStrategy>Strategy</ScheduleStrategy>
</DataLocationConstraint >
</CreateBucketConfiguration>

BERILE
AR iR Pl
CreateBucketConfiguration | ¥ & Bucket Z 5|7 BEMBIRAI BN | &
KA.
R K
MetadatalocationConstraint | #% & Bucket f{)Z 5| /7 & . gz
B, KIS Bucket [
75 A CreateBucketConfiguration i 04 20
HY, &
2 Bucket
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ACL =%
1K
B
N2

DatalLocationConstraint

W Bucket 40 (L
KM

Vo R==~

A5 1. CreateBucketConfiguration

5,
5

Type

Kt or B A

HA . Frzs

HRME: Local(AHb) |Specified (F87E
AD)

#Ril: Local

A5 . DataLocationConstraint

o

LocationList

R AR
K P

AN

A2 K. DataLocationConstraint

oA

Location

EGIEDA= R C DA

. String

HRUA:

® RN
MetadataLocationConstraint, 7~
RN E, ARUEN:
ChengDu. FuZhou. GuiYang.
HangZhou. LaSa. LanZhou.
QingDao. ShenYang.
ShenZhen. WuHan. WuHu.
WuLuMuQi. ZhengZhou

® 75N LocationList, F nEiE
&, AMIEAN: ChengDu.
GuiYang. LaSa. LanZhou.
QingDao. SH2. ShenYang.
ShenZhen. SuZhou. WuHan-.
WuHu. WuLuMuQi. ZhengZhou

BRIME: Tk

A5 5. MetadataLocationConstraint

g%, Locationlist

oA

ScheduleStrategy

i R ST ) 1R TR s

KA. Mt

HxE: Allowed(50 14 O0S H 3
&) |NotAllowed (A7 O0S H 5k
)

2ZRiL: Allowed

AN

A2 15 DatalLocationConstraint

iyl
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BRSH
B 9% TR IBAR
x-amz-acl & & Bucket ] ACL (Access Control List) 5
57 String
A%t private | public-read | public-read-write
BRRHE 1

ERBE NN picture fi bucket, RN EIXE N Beijing, FHE{r
BNE N AH, bucket IR EE NAEH .

PUT /HTTP/1.1

Host: picture.oos-cn.ctyunapi.cn

Content-Length:200

Content-Type: application/xml;charset=utf-8

Date: Mon, 03 Sep 2012 12:00:00 GMT

Authorization: AWS
7799e793ced624ee7e5a:9N/W/kmYwFhbgHYFTvQor317qVw=
x-amz-acl: public

<CreateBucketConfiguration xmlIns="http://s3.amazonaws.com/doc/2006-03-01/">
<MetadatalL ocationConstraint>
<Location>BeiJing</Location>
</MetadatalLocationConstraint>
<DataL ocationConstraint>
<Type>Local</Type>
</DataLocationConstraint>
</CreateBucketConfiguration >

R BB 1

HTTP/1.1 200 OK

X-amz-request-id: 236A8905248E5A01
Date: Mon, 03Sep 2012 12:00:00 GMT
Location: /picture

Content-Length: 0

Connection: close

Server: CTYUN
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ERBE—NEN picture fi bucket, RN BEIXE N Beijing, FHE{r
BRENIEE. W, AR R 00S B3 :

PUT/HTTP/1.1

Host: picture.oos-cn.ctyunapi.cn

Content-Length:200

Content-Type: application/xml; charset=utf-8

Date: Mon, 03 Sep 2012 12:00:00 GMT

Authorization: AWS
7799e793ced624ee7e5a:9N/W/kmYwFhbgqHYFTvQor317qVw=

<CreateBucketConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<MetadatalLocationConstraint>
<Location>BeiJing</Location>
</MetadatalL.ocationConstraint>
<DataLocationConstraint>
<Type>Specified</Type>
<LocationList>
<Location>BeiJing</Location>
<Location>ShangHai</Location>
</LocationList>
<ScheduleStrategy>Allowed</ScheduleStrategy>
</DatalocationConstraint>
</CreateBucketConfiguration >

B3R 2
BB E R .

PUT /HTTP/1.1

Host: ctyuntest0929.00s-cn.ctyunapi.cn

Authorization: AWS
0c6c84764e3b8eddf928:00F7NDGpgL33NRJIIXFHE0KYjyhk=
Date: Sun, 29 Sep 2019 07:16:11 GMT

Content-Type: application/xml;charset=utf-8

Content-Length: 170

<CreateBucketConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-
01/"><DataLocationConstraint><Type>Local</Type></DataLocationConstraint><
/CreateBucketConfiguration>
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HTTP/1.1 200 OK

Location: /ctyuntest0929

Content-Length: 0
Server: CTYUN

Date: Sun, 29 Sep 2019 07:16:32 GMT
x-amz-request-id: 7088d28e62cc4002

4. 3.2 GET Bucket location

BRI ORSREN Bucket MRS EASIEAI E, RARH T MPIE GET
Bucket location &UPRFH P A BEHAT Lb#ERAE .

GET /?location HTTP/1.1

Content-Length: length
Date: date

Authorization: signatureValue

Host: BucketName.oo0s-cn.ctyunapi.cn

Wi BTG 2R

ZHR

ik

BucketConfiguration

15 Bucket %51 b BLAI LR (7 L7
K, B

MetadatalLocationConstraint

% B Bucket KR 5|7 E .
KA., K

AN

A5 K5 CreateBucketConfiguration

DatalocationConstraint

W E Bucket FIEHELT E
KA, RIS

AN

A5 s CreateBucketConfiguration

Type

B Ar B R

R Mt

HRUE: Local(AHh) [Specified (F&&E A E)
Rik: Local

A2 . DatalLocationConstraint
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LocationList fe e MEIEA B
KA. KPR

Vo R==~

A2 15 DatalocationConstraint

Location Rl E R E .

KA. String

ARUA:

® 75 i MetadatalocationConstraint,
FTongwgl &, FREN: ChengDu.
FuzZhou. GuiYang. HangZhou. LaSa.
LanZhou. QingDao. ShenYang.
ShenzZhen. WuHan. WuHu-.
WuLuMuQi. ZhengZhou

® 2775~ LocationList, FREIREAE,
HRME N: ChengDu. GuiYang. LaSa.
LanZhou. QingDao. SH2. ShenYang.
Shenzhen. SuzZhou. WuHan. WuHu.
WuLuMuQi. ZhengZhou

NN R

A2 15 MetadatalocationConstraint %

LocationList

ScheduleStrategy i 7 E A I (1 BT S s

B Mz

HRE: Allowed(fu ¥ 00S H3hif
J&£)|NotAllowed CA ¥ O0S H B &)
2Rilk: Allowed

A2 . DatalocationConstraint

RN
PRI —N4 Y picture B bucket, ZHEINALE N Beijing, HIEALE NI
A Hb s

GET /?location HTTP/1.1

Host: picture.oos-cn.ctyunapi.cn

Content-Type: application/xml;charset=utf-8
Content-Length:200

Date: Mon, 03 Sep 2012 12:00:00 GMT

Authorization: AWS
7799e793ced624ee7e5a:9N/W/kmYwFhbgHYFTvQor317qVw=

R B4

| HTTP/1.1 200 OK
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x-amz-request-id: 236A8905248E5A01
Date: Mon, 03Sep 2012 12:00:00 GMT
Content-Type: application/xml;charset=utf-8
Content-Length: 200

Connection: close

Server: CTYUN

<BucketConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<MetadatalLocationConstraint>
<Location>BeiJing</Location>
</MetadatalL.ocationConstraint>
<DataLocationConstraint>
<Type>Local</Type>
</DatalocationConstraint>
<BucketConfiguration>

4. 3.3 GET Bucket acl
UL ERAE K3 Bucket ACL {55, HAHH GET Bucket ACL BRI HF
A0 DAHAT R AR

R
GET /?acl HTTP/1.1
Host: BucketName.oo0s-cn.ctyunapi.cn
Date: date
Authorization: signatureValue

M B2
P iR
Owner 17fif Bucket BT J& K 75 B A28
ID Bucket JiTj@ i 7 ¥ ID 15 &..
DisplayName Bucket JiTJ& K 7 i i om #A FK
Grant 174i#% Permission £ Grantee [ 2528
Grantee F k124 Display F14HA 1D Y FH 2 4 A& A 4 AT 1Y
Permission Xt — Bucket AR RIS B
HRE:

® READ (HiD)

® FULL CONTROL (AFH)

o = (FAf)

65



O0S H K #& 4

R

iRk —/NF8 52 bucket [ ACL {2 B,

GET ?acl HTTP/1.1

Host: bucket.oos-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 22:32:00 GMT

Content-Type: application/xml; charset=utf-8

Authorization: AWS
7799e793ced624ee7e5a:xQEOdiMbLRepdf3YB+FIEXAMPLE=

R BB

HTTP/1.1 200 OK

Date: Mon, 03 Sep 2012 22:32:00 GMT
Last-Modified: Sat, 01 Sep 2012 12:00:00 GMT
Content-Type: application/xml; charset=utf-8
X-amz-request-id: b1ee40b578b4632
Content-Length: 380

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<AccessControlPolicy>
<Owner>
<ID>ctyuntest@oos.cn</ID>
<DisplayName>CustomersName</DisplayName>
</Owner>
<AccessControlList>
<Grant>
<Grantee xsi:type="Group" xmlns:xsi="http://mww.w3.0rg/2001/XMLSchema-
instance">
<URI>http://acs.amazonaws.com/groups/global/AllUsers</URI>
</Grantee>
<Permission>READ</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>
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4.3.4 GET Bucket (List Objects)
I KR 8] Bucket H 0 B 458 (8% 1000) [ Object 55 H

Fra] LIRS SR o & ik BB R IR Bucket H Object B4,

WA P AIIA GET Bucket BRI H 7 A BePAT LRk o

Date: date
Authorization

GET/HTTP/1.1
Host: BucketName.oos-cn.ctyunapi.cn

: signatureValue

HRSH

AR

j:1p)

delimiter

RRTE, — RN R FATHAT 7 H B FR/F . B
F) e 7 #8025 delimiter AT prefix [8] fEAH E] 7 5
prefix 2 J5 55— N8 F| delimiter )74 5 #2 hn 31—
A4 CommonPrefix FIZHH . WS35 A Hr A & X
prefix, FrAMCEEFH SRR, HASEH
CommonPrefix. delimiter R 17, A HRFHAD
Pan K

ZAY. String

B UM
AN

marker

H7E bucket H list object FEC4A17 &, Amazon S3
H list object 32 [ Bl F A1 BEUY o

iy

max-keys

WEIR R SRR DoRrE, mRERs R
wAREE, B NEEEAHMISREN
true<IsTruncated>True<IsTruncated>, FH i [5] 34| 43 1]
EIER,

iy

prefix

725 FH SH PR ) 3 [B] (1 45 SR A LLIX AN R R IT 4R, BT bL
I RTZ0 bucket 4 A E TN

iy

BRETR

BHR

b

Contents

B~ Object 3R [ ) T3 -

CommonPrefixes

F 1B maxkey E SRR [H] .

25E X delimiter 2 J5, R[EI45 R H 24611 CommonPrefixes,
CommonPrefix H14 % LL prefix 7F3k, delimiter 455 ()4 45
FreER A, Eotn prefix S note/, [EIN delimiter 2 RHT ()
45 B i) note/summer/july K53 [2] note/summer/, H 43 45 Bk
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Host: test0304.00s-cn.ctyunapi.cn

x-amz-content-sha256: UNSIGNED-PAYLOAD

Authorization: AWS4-HMAC-SHA256 Credential=58c5d7df73fdcb78fe92/20200304/cn-
180622/s3/aws4_request, SignedHeaders=content-type;host;x-amz-content-sha256;x-amz-date,
Signature=aef077644b2ea50fa69f9787ab025be99ae41c9923411ccc2db2a2ff725f0ffh
X-Amz-Date: 20200304T070632Z

Content-Type: application/xml; charset=utf-8

Delimiter ¥ prefix A — I delimiter (574 25 45 BRIRENIFEN
CommonPrefix 207,

ETag I MD5 (15 S5 AR, ETag =52 R I it 5 2%
PG B R T UM%, FEA RMOeEdE 81

IsTruncated EI A (True) B (false) KFRNIR[EI4E F2 B ATE
BRI R,

Key LIPS =

LastModified TSR N R fa — IR B ) H B AN [A]

Marker Fric WA 7 B 46 % 71 ) bucket #1117 object.

Name Bucket ¥ % FK

Prefix KB DUREE AT ST 4R

Size PC3 XA object K/

StorageClass IR A
® STANDARD: #HrifEf7fiE;
® STANDARD _IA: A0 i) 47k s
® REDUCED REDUNDANCY: fKJU4&AF0 -

NextMarker #+ IsTruncated i [A] true, A7 AT LK NextMarker FH{E R E A
RIESR AP marker 28, DMEIREUS S0 5.

B R~
GET/HTTP/L.1

R B 7=

Server: CTYUN

HTTP/1.1 200 OK

Date: Wed, 04 Mar 2020 07:06:40 GMT

x-amz-request-id: b13be3abf4db4af33eaaaeb5bdb5b7bd7c7e82727476787a7c
Content-Length: 509

Content-Type: application/xml; charset=utf-8

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns="http://s3.amazonaws.com/doc/2006-03-01/"">
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<Name>test0304</Name>
<Prefix></Prefix>
<Marker></Marker>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>1.png</Key>
<LastModified>2020-03-04T07:04:48.135Z</LastModified>
<ETag>&quot;01fa001a4c65b834696¢c5e0049fd5004&quot;</ETag>
<Size>25348</Size>
<StorageClass>STANDARD</StorageClass>
<Owner>
<ID></ID>
<DisplayName></DisplayName>
</Owner>
</Contents>
</ListBucketResult>

fEFHERZER

BV H A e P A e T B

doc/Sample. pdf

doc/Ant/sample. doc

doc/Feb/sample2. doc

doc/Feb/sample3. doc

doc/Feb/sample4. doc

B prefix A doc/, delimiter A/, [AIK marker A doc/F, max—keys
N A0 ER, RN

GET /?prefix=doc/&marker=doc/F&max-keys=40&delimiter=/ HTTP/1.1
Host: doc.oos-cn.ctyunapi.cn

Date: Mon, 03 Sep 2012 12:00:00 GMT

Authorization: AWS 81ebc16ddc8d2af82¢90:thdUi9VAkzhknilL j96JIrOPGiOg

RE ) EREN:

<ListBucketResult xmIns="http://oos-cn.ctyunapi.cn/doc/2012-09-03/">
<Name>doc</Name>
<Prefix>doc/</Prefix>

<Marker>doc/F</Marker>
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<MaxKeys>40</MaxKeys>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>sample.pdf</Key>
<LastModified>2012-09-01T01:56:20.000Z</LastModified>
<ETag>&quot;bfld737a4d46a19f3bced6905cc8h902&quot;</ETag>
<Size>142863</Size>
<Owner>
<ID> </ID>
<DisplayName> </DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
</Contents>
<CommonPrefixes>
<Prefix>Feb/</Prefix>
<Prefix>Ant/</Prefix>
</CommonPrefixes>
</ListBucketResult>

4.3.5 DELETE Bucket
e EEE B RN BR Bucket, {HESR#E MR Bucket G Object, EPiZ Bucket
FRI AT Object B S MR o

THXKIBE

DELETE /HTTP/1.1

Host: BucketName.oos-cn.ctyunapi.cn
Date: date

Authorization: signatureValue

B3R5
MIRs: 4404 doc 1Y) Bucket:

DELETE /HTTP/1.1
Host: doc.0os-cn.ctyunapi.cn
Date: Mon, 03Sep 2012 12:00:00 GMT
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Authorization: AWS
7799e793ce4624ee7e5a:xQEOdiIMbLRepdf3YB+FIEXAMPLE=
Content-Type: application/xml;charset=utf-8

I

HTTP/1.1 204 No Content
X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN

4.3.6 PUT Bucket Policy

£ PUT AR 1 url WFNE Policy, W RABEATIRINBAZEL Policy (M4,
WK Bucket CAAFAE | Policy, BLEAFSE#RIEH Policy. RAMA A
£ PUT Bucket Policy AR A BESAT BERAE, 5 )<xiR [H] 403

AccessDenied &%,

HRIEE

PUT /?policy HTTP/1.1

Host: BucketName.oo0s-cn.ctyunapi.cn
Date: date

Authorization: signatureValue

Policy written in JSON

HERBIASEZE LA Policy HEAJH) JSON &

AR B

PUT /?policy HTTP/1.1

Host: doc.oos-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 12:00:00 GMT

Authorization: AWS
7799e793ced624ee7e5a:xQEOdiMbLRepdf3YB+FIEXAMPLE=

{
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"Version™:"2012-10-17",
"Id":"aaaa-bbbb-cccc-dddd",
"Statement” : [
{
"Effect™:"Allow",
"Sid™:"1",
"Principal” : {
"CTYUN":"*"
h
"Action":["00s:*"],
"Resource":"arn:ctyun:oos:::bucket/*",

R Bl

HTTP/1.1 2000K

x-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN

4.3.7 GET Bucket Policy

£ GET #4F R url "0t policy, W LAIRIGHEE Bucket [ Policy. R
MR AN GET Bucket Policy AUPRMITHIN A BEPAT BLERAE, 5 &R 1]
403 AccessDenied #1%. WIHR Bucket 3% & Policy, 1Z[A] 404, NoSuchPolicy

Hixo

HRIEE

GET /?policy HTTP/1.1

Host: BucketName.oos-cn.ctyunapi.cn
Date: date

Authorization: signatureValue
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R

GET /?policy HTTP/1.1

Host: doc.00s-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 12:00:00 GMT

Authorization: AWS
7799e793ce4624ee7e5a:xQEOdiMbLRepdf3YB+FIEXAMPLE=

1R B4

HTTP/1.1 200 OK

X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN

{
"Version™:"2012-10-17",

"ld":"aaaa-bbbb-cccc-dddd",
"Statement” : [

{
"Effect™:"Allow",
"Sid™:"1",
"Principal” : {
"CTYUN":"*"
h
"Action":["00s:*"],
"Resource":"arn:ctyun:oos:::bucket/*",
}
]
¥

4.3.8 DELETE Bucket Policy
7E DELETE #4E ) url d0n |k Policy, A PAMHERHE € Buc
G PG DELETE Bucket Policy MR H /7 A4 6

iR [F] 403 AccessDenied 1%,

ket H Policy., H

1T, B

® % Bucket it & T Policy, MIRRMT), iR[E 200 OK.
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® U1 Bucket W ANBIHE Policy, iZ[A] 204 NoContent.,

ERIEIE

DELETE /?policy HTTP/1.1

Host: BucketName.oos-cn.ctyunapi.cn
Date: date

Authorization: signatureValue

R

DELETE /?policy HTTP/1.1

Host: doc.oos-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 12:00:00 GMT

Authorization: AWS
7799e793ced624ee7e5a:xQEOdiMbLRepdf3YB+FIEXAMPLE=

& BB

HTTP/1.1 204 No Content
x-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN

4.3.9 PUT Bucket WebSite

1 PUT #4EM) url Hin Lk website, ®LLIXE website BCE . W Bucket
CALAF/E | website, MLEAESE RS website. HAWHH P FHA PUT
Bucket WebSite #FR I T H 7 A Get AT b ERAE, B N<=iR[F] 403 AccessDenied

Hixo

WebSite ZhAERT LALL FH P 4 S b A7 72 00S B XFOoawE T
WebSite B Bucket, 4 /i http://bucketName. oos—website—cn. oos—
cn. ctyunapi. cn B, BRI R @00, MHEIAXX BHRET, 2Bk 2

PP 8 E IR H A DU
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R AREN B E A TER (B http:// yourdomain. com/login. html)
MA@ 2 =7 A fE s (B http:// yourdomain. com. oos—
cn. ctyunapi. ecn/login. html) V5], B PAGIEE—N%N “ yourdomain. com” 1]
bucket, FHEHKEHRGHR “ yourdomain. com” HEIN—AH 41835 “oos—

cn. ctyunapi.cn” o

ERIEIE

PUT /?website HTTP/1.1
Date: date

Authorization: signatureValue

<IndexDocument>

</IndexDocument>
<ErrorDocument>

</ErrorDocument>
</WebsiteConfiguration>

Host: BucketName.oos-cn.ctyunapi.cn

Content-Length: ContentLength

<WebsiteConfiguration xmIns="http://s3.amazonaws.com/doc/2006-03-01/">

<Suffix>index.html</Suffix>

<Key>errorDocument.html</Key>

HRITE
AR iR ao)
AR
WebsiteConfiguration THRI A A . &
IndexDocument Suffix JLERIMNERS - &
Suffix 7Ei% >R website endpoint &2, =
Suffix 2P INFEIER B G . B, R
suffix /& Index.html, T/RiE R )72
bucket/images/, -4 IR [B] I N 52 4 N
images/index.html [¥] Object.
ErrorDocument Key 2548 - 4
Key WS P AXX HR, SIR AR E 1 5
Object.
B R

PUT /?website HTTP/1.1
Host: doc.00s-cn.ctyunapi.cn
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Date: Mon, 03Sep 2012 12:00:00 GMT
Authorization: AWS
7799e793ce4624ee7e5a:xQEOdiMbLRepdf3YB+FIEXAMPLE=

<WebsiteConfiguration xmlIns="http://s3.amazonaws.com/doc/2006-03-01/">
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>404.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

R BB

HTTP/1.1 2000K
X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT

Connection: close

Server: CTYUN

4.3.10 GET Bucket WebSite

FE GET #4E () url B0 b website, 7 LAZRAF45 € Bucket i) website. A
HRA F FI4HA GET Bucket WebSite BRI H - 4 Re AT b/, 50231k [l
403 AccessDenied £ 1% -

PEBH: W RAR XML A =57 B R R [BME, # &% O3, H P
i IR 75 2 S e S, e SURINTT

% SCHi ¥ s
\t &#9;
\n &#10;
\r &#13;
“ &quot;
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& &amp;

< &It;

> &4gt;
B RIBEE

GET /?website HTTP/1.1
Host: BucketName.oos-cn.ctyunapi.cn
Date: date

Authorization: signatureValue

R B

GET /?website HTTP/1.1

Host: doc.00s-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 12:00:00 GMT

Authorization: AWS 7799e793ce4624ee7e5a:xQEO0diMbLRepdf3YB+FIEXAMPLE=

R BB

HTTP/1.1 200 OK

X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration xmIns="http://s3.amazonaws.com/doc/2006-03-01/">
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>404.html</Key>
</ErrorDocument>
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</WebsiteConfiguration>

4. 3.11 DELETE Bucket WebSite
{E DELETE #4E 1 url Hin L website, B UAMIERFE % Bucket [ website.
HAARH P A3 DELETE Bucket WebSite AUFRIKIFH P A Ge AT ILERAE, &
Nj<=ix A 403 AccessDenied #51%. WA bucket %A website, #&x[A] 200 OK.
BRIBEE
DELETE /?website HTTP/1.1
Host: BucketName.oos-cn.ctyunapi.cn

Date: date
Authorization: signatureValue

R B

DELETE /?website HTTP/1.1

Host: doc.oos-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 12:00:00 GMT

Authorization: AWS 7799e793ce4624ee7e5a:xQEO0diMbLRepdf3YB+FIEXAMPLE=

18 5] 7~ 5
HTTP/1.1 2000K
x-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close
Server: CTYUN

4.3.12 List Multipart Uploads
ZEOHTHH A 2408 Initiate Multipart Upload il sR¥IUH1L,
HARSERBA L L 15y i EAE .
M 87 i 22 3R 5] 1000 AN FAR I FR RS S, e B2 A I A [l ) K 43
A PR, RREREERAME. Pt e] DU 3 max-uploads 241
SR BRI B ) o AR AR EH o SRS ET o i BRI AR T XA
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8, W R A& —AME N true B IsTruncated 7G&. R EAH £ T
XAMEM F EAR R, WFEE4SAA List Multipart Uploads iE:R,
HAEE R E key-marker R upload—id-marker Z¥.

FEMA R, o) i P AR AR (S BRI key KA . WA 1R
FRS T ZAMMERE— key W GIFKk5r Fr EALE AR, IBami Sk oy bA%
IR E SR key RIFFF, EAHF key M50 Fr bAL AHINR 2 B4R 5 3 1k
QRIS TA) (R T e SR AT HE B

TEREE

GET /?uploads HTTP/1.1

Host: BucketName.oos-cn.ctyunapi.cn
Date: Date

Authorization: Signature

BR i

=
delimiter SRERE, — NHBR ST T | R
PIFFF . BT B H B & delimiter
A prefix [ KIAHE 75, prefix Z 526
—ANEE] delimiter F7FF 5 #R 2 g —
AN CommonPrefix ZHH . iR EAH
el S prefix, FrA 108 7R 24
R, {HA 24 CommonPrefix.
delimiter R FF” 17, AL HFFH ARG
Fo
J5: String

max-uploads WEIR B B R R K H ,
JUFE A 1 F] 1000, 1000 2 M 5 44 FF R
R[5 v RS B R

5 Integer

ERIMME: 1000

o

key-marker 5 upload-id-marker Z%(—itt, %S
o e S RN AT AL B G T 46 . 1
3 upload-id-marker Z$05 A #if6 52,
A2 HA H key-marker Z304E 2 1 key
BRI key 25 H . iR upload-id-
marker ZH# 45 5E, ETEE 5 key-
marker & € EAHSEFECR T key B9 F b

oA
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B e ds, R IX L) fr BAE
AL T H upload-id-marker 45 €18
BERH 1D,

2. String

prefix

ZSHHTH HIBLE L prefix N ETLE M)
IEAEAT I BRI, AP UfEA 2
A prefix KA —AN bucket 5 BAS ] 140

CAJ A FER FH RO &R gt () S04
JEIE R IREE, % prefix KX} key i
174D

iyl

upload-id-marker

5 key-marker Z#—itd, 187E¥IRGAE
MA A B GG . Wi key-marker
KAWTEE, upload-id-marker % th 2>
WA, B, ARM key (HSE T B8R T
key-marker ft)_ AL ok FE A S BB S 7R
e, HE D KT upload-id-marker 15
EE -

iyl

RETR

2R

i)

ListMultipartUploadsResu | 32 %/ 7 ) 75 2%

It

KA, 8

F71 &i: Bucket, KeyMarker, UploadldMarker,
NextKeyMarker,NextUploadldMarker,Maxuploads,
Delimiter,Prefix,Commonfixes,IsTruncated

RHim:

Bucket g3 EARXRE R 2R AR R
KA. String
A5 45 ListMultipartUploadsResult
KeyMarker faiE key fH, TEIXA key Muifhi B oi'e 2 J5 iR

F A
2. String
AT A ListMultipartUploadsResult

UploadldMarker

fa s i b ID, fEIXAN 1D Prfefr B 2 5 H iR
FIFRAERAE

J5A: String

X5 A ListMultipartUploadsResult

NextKeyMarker

YL IR BN RA RN A IEEPAT 90 B
T2 52 N, NextKeyMarker 154 F —k %1%
3K 1 key-marker ZHH)1H .

J5A: String

25 s ListMultipartUploadsResult
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NextUploadldMarker

YLK RAREN BT IEEPAT 40 B b A&
FEF2E 52 N, NextKeyMarker 155 F — k%1%
%>R 1) upload-id-marker Z 1A .

2574, String

X545 ListMultipartUploadsResult

MaxUploads

M 7 A 2 ) AR AR R i K EH .
2574, String
X545 ListMultipartUploadsResult

IsTruncated

PR IR o e B AR AR R BT B T AR
WA, A true MR REA ERFIH . 0
For i BAEE R v BREGH IS T MaxParts Tt &R
faE K RE, W FE— IR IIRIE R LR
FIf v B .

5. Boolean

A5 45 ListMultipartUploadsResult

Upload

FA B EA R RS, WRAAT AT RERLE O
B Z A~ Upload TG %

FEH: XA

F71 5 Key, Uploadld, InitiatorOwner,
StorageClass, Initiated

AT i ListMultipartUploadsResult

Key

g3 i bARIS R AR BN R K Key 1H .
AL Integer

Uploadld

o3 EARRRERY ID 5.
AL Integer

Initiator

Fa e HATILIR o A EAE SRR R P
THi /. ID, DisplayName

FA: R

555 Upload

OOS K F' 1] 1D,
J5#. String
2 & Initiator

DisplayName

OO0S K FHIIK 7 44 .
J5#. String
2 & Initiator

StorageClass

TG HIA7 %257 (STANDARD 1§
REDUCED_REDUDANCY)

J57#4. String

A5 55 Upload

Initiated

a3 R PAE SRR R Bl R TR]
KA. Date
i A: Upload
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ListMultipartUploadsResu | Zn R iG R 2 1 Prefix 24, MM FEaSt

It.Prefix 2 Prefix FME. R EI2E 5 HALE AL key 1 DA
Prefix k% 4.

2574, String

X545 ListMultipartUploadsResult

Delimiter SRR, HRX BT T A A . BT
A )58 7 H# A & delimiter A1 prefix 8] (K41 []
T, prefix 2 J5 5 —NEE] delimiter [)5~FF 5
#R 4> F|—~ CommonPrefix 4.t %
B E X prefix, FrA BT H 2 4R F],
{HA24 CommonPrefix

M String

A5 4 ListMultipartUploadsResult
CommonPrefixes 258 X delimiter 2 J5, IR [AEE R PS5
CommonPrefixes, CommonPrefix F11 2 LA
prefix 3k, delimiter 45 R A2 A FRF R A&,

L 4n prefix +2& note/, [AI delimiter £ &HT ()

& B R ) note/summer/july K4 [B] note/summer/,
HoAx ok Bk 148 maxkey SRR [A]

M String

X545 ListMultipartUploadsResult
CommonPrefixes.Prefix WG R P2 Prefix 230, AR TER
R ABLELE delimiter =45 58 — IR L Z BT key
M7 e, HiXEs key ANAEM N ) e 47 B H
o

R R AE Prefix 28, MARXAN TR ER
£ prefix 2 J5, ZE—IKHIL delimiter 2 [H] 1)
T

J5#. String

5 ;. CommonPrefixes

R
NS R AT I =00 v EARERE . TERARE T max-uploads
SRR AN IR B EAR R R B R EH -

GET /?uploads&max-uploads=3 HTTP/1.1
Host: example-bucket.oos-cn.ctyunapi.cn
Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: AWS 7799e793ce4624ee7e5a.com:xQEOdiMbLRepdf3YB+FIEXAMPLE=
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AEI N

THFRGIFRRIZ IR List §AETER I i bAELRRYI% e, e
NextKeyMarker Fl NextUploadldMarker JG& . FJ' 7 ZAE R —IK List #{Erh
fEEXAME. WHt2i, £ F—Ik List #1EH 48 € key-marker=my-
movie2. m2ts (NextKeyMarker HI{E) Fl upload—id-
marker=YW551G1kZWEgd2h51GVsdmluZydz THVwhGIhZCBmYW1sZWQ

(NextUploadldMarker HI{E) -

i 7R A9 AR R T — NN e B AR R R — A key (my-
movie. m2ts) HIFI o WiRIELE | AN EN key SRHFFFH) EALZIERE, FERA
key P HB AR AR R AR EAR R S R AG I 18] R AP 1Y o

HTTP/1.1 200 OK
X-amz-request-id: 656¢76696e6727732072657175657374
Date: Mon, 1 Nov 2010 20:34:56 GMT
Content-Length: 1330
Connection: close
Server: CTYUN
<?xml version="1.0" encoding="UTF-8"?>
<ListMultipartUploadsResult xmIns="http://s3.amazonaws.com/doc/2006-03-01/"">
<Bucket>bucket</Bucket>
<KeyMarker></KeyMarker>
<UploadldMarker></UploadldMarker>
<NextKeyMarker>my-movie.m2ts</NextKeyMarker>
<NextUploadldMarker>YWS55I1GIkZWEgd2h5IGVsdmluZydzIHVwbG9hZCBmYWIsZW
Q</NextUploadldMarker>
<MaxUploads>3</MaxUploads>
<IsTruncated>true</IsTruncated>
<Upload>
<Key>my-divisor</Key>
<Uploadld>XMgbGlIrZSBIbHZpbmcncyBub3QgaGF2aw5nIG11Y2ggbHVjaw</Uploa
did>
<Initiator>
<ID>mailaddress@email.com</ID>
<DisplayName>userl-11111a31-17b5-4fb7-9df5-b111111f13de</DisplayName>
</Initiator>

<Owner>
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<ID></ID>
<DisplayName></DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
<Initiated>2010-11-10T20:48:33.000Z</Initiated>
</Upload>
<Upload>
<Key>my-movie.m2ts</Key>
<Uploadld>VXBsbh2FKIEIEIGZvciBIbHZpbmcncyBteS1th3ZpZS5tMnRzIHVwbhG9hZ
A</Uploadld>
<Initiator>
<ID>mailaddress@email.com</ID>
<DisplayName>InitiatorDisplayName</DisplayName>
</Initiator>
<Owner>
<ID> </ID>
<DisplayName> </DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
<Initiated>2010-11-10T20:48:33.000Z</Initiated>
</Upload>
<Upload>
<Key>my-movie.m2ts</Key>
<Uploadld>YWS55IGIkZWEgd2h51GVsdmluZydzIHVwbhG9hZCBmYWIsZWQ</Up
loadld>
<Initiator>
<ID>mailaddress@email.com</ID>
<DisplayName>user1-22222a31-17b5-4fb7-9df5-
b222222f13de</DisplayName>
</Initiator>
<Owner>
<ID> </ID>
<DisplayName> </DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
<Initiated>2010-11-10T20:49:33.000Z</Initiated>
</Upload>
</ListMultipartUploadsResult>
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4,3.13 PUT Bucket Logging

£ PUT #AE R url "k logging, AT EABEATHSIN/ A2/ MER logging [
. IR Bucket CDAAFAE T logging, MIRIMESBIIAA logging. RAAMR
FI 7 F0414 PUT Bucket Logging AUPRETFH P A BEPAT BLHRAE, 02z (Al

403 AccessDenied £5i% .

TREE

PUT /?logging HTTP/1.1

Host: BucketName.oos-cn.ctyunapi.cn
Date: date

Authorization: signatureValue

Request elements vary depending on what you're setting.

BRITE
AR iR =
BucketLoggingStatus | iR 12 5e. e
LoggingEnabled HEGFEWAESE, YEIHE | &
i, FREASENIE.
TargetBucket 5 & ERTF log 1) Bucket, O0S | 1§
2=1] it Bucket /74 H . AT LA
wEARE—MRIIE 1 bucket
Y£N TargetBucket, 13555 H
H I bucket AL . JRMLAT LA
2 Bucket 1 H EAEE]
—/ TargetBucket 11, 7EiXFfiE
B, ARTEE AR bucket
WE A K TargetPrefix, P&
NTF] Bucket [ log 7] PA# [X 43
Hok.
TargetPrefix A R log SCARKE DL A w4 i
£,

iyl

PAR 25 3 H & Bzl

TR

PUT /?logging HTTP/1.1
Host: doc.00s-cn.ctyunapi.cn
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Content-Type: application/xml; charset=utf-8
Date: Mon, 03Sep 2012 12:00:00 GMT
Authorization: AWS 7799e793ce4624ee7e5a:xQEOdiMbLRepdf3YB+FIEXAMPLE=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus xmIns="http://doc.s3.amazonaws.com/2006-03-01">
<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log-/</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

& BB

HTTP/1.1 2000K

x-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN

CAR & B0 H A& 1z 1 -

R

PUT /?logging HTTP/1.1

Host: doc.00s-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 12:00:00 GMT

Authorization: AWS 7799e793ce4624ee7e5a:xQEO0diMbLRepdf3YB+FIEXAMPLE=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus xmlns=http://doc.s3.amazonaws.com/2006-03-01/>
</BucketLoggingStatus>

R BB

HTTP/1.1 2000K

X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN
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77

TargetPrefix<RegionName>/UTCYYYY-MM-DD-hh-mm-ss-/ME—5

HArYYYY, MM, DD, hh, mm, ss ZpnlfRFEHEKIENKFE, A, H, /A
TargetPrefix /&M S #£ 2 5 Bucket HENHCE K. ME—F74F
H A3 A SRR S, AT DA 2
RGAMERIARHESA: . H P AL SIER DURT R B &30, wTBAE
List Object W45 prefix 24, PREH IHMH S, RS M.
L PR BB E, HEILKASWALZIHEILS] TargetBucket H, £

I, b, b

JEIR — B[] .

HERER
FRARK ~ B
BucketOwner | mailaddress@email.com 75 Bucket [ Owner
Bucket ##% | mybucket %K ) bucket, 13 00S Ui
B —/MEF R bucket £ 7K,
A IXANE RA 2 HILAEAE
fi log .
Time [04/Aug/2012:22:34:02 +0000] | iR Bk it a), A% R
[%d/%B/%Y :%H:%M:%S %z]
Remote IP 72.21.206.5 TR IP Mok AR AR
HH R B K 38 0T g 22 Bt S bm
R E R IPALAS Bk o
Requester ® HLHHERE: ® UUREMWH, BIRiH
mailaddress@email.com FRHERE,
o THF: mailaddress@email.com.
arn:ctyun:iam::10rc2arpn63 | ® IR/, BT HS
06:user/test_user ] ARN, 1:
® [EXHF: Anonymous arn:ctyun:iam::10rc2arpn6
306:user/test_user.
o WIREELVIN, Win
“Anonymous”
Request ID | e4dd82b2f0994896 Request ID /& O0S B —
MNERFE, T ME— bRt
MR
Operation REST.PUT.OBJECT REST.HTTP_method.

resource_type
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O0S H K #& 4

Key /photos/2012/08/puppy.jpg R “Key”#84r, URL 4w

Mo W R o A A
%, @R

Request-URI | "GET

HTTP i k1 [1] Request-URI

/mybucket/photos/2012/08/ il
puppy.jpg HTTP/1.1"
HTTP status | 200 Wi N [ HT TP IR &Y
Error Code | NoSuchBucket OO0S %5 i%MG, WRB A
O

Bytes Sent 2662992

5V SR B B Ik
B, AAFEEHTTP P
o WMRFZ 0, BoRer

Object Size 3462992

Object 5= K/

Time 70 MNHSCZITE 3K 21 HE i I (4]
[E]
Referer "http://00s.ctyun.cn” HTTP Referer i 3Kk i1H

User-Agent "curl/7.15.1"

HTTP User-Agent i 3K 3k (K18

Version Id 3HL4kqtlvjVBH40NTrjfkd WK Y versionld 2%,

RRAH, ok <

4.3.14 GET Bucket Logging

7E GET #:4E /) url #1/n_L logging, W LAZRAS4E € Bucket (1) logging. R A
HRF P A4 GET Bucket Logging BUR )1 H 2 A BESAT BEERAE, 75 0 &R [A]

403 AccessDenied 4% .

GET /?logging HTTP/1.1

Date: date
Authorization: signatureValue

Host: BucketName.oos-cn.ctyunapi.cn

Ml N2 TC 2

B iR

BucketLoggingStatus M) J3 ) 25 2

LoggingEnabled HEGEEWAER, YEaHER, B&XA
JuE; kb n R R TR A IR

TargetBucket {#14F log HJ bucket, 00S <=[a] itk bucket f7fif
EI l‘:l_I_T: o

TargetPrefix AP Tog SCARRE LI N R 28 iy 44
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R

GET /?logging HTTP/1.1

Host: doc.00s-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 12:00:00 GMT

Authorization:AWS
7799e793ce4624ee7e5a:xQEOdiMbLRepdf3YB+FIEXAMPLE=

1R B4
LA/ e 1 H A& A0 S s

HTTP/1.1 2000K

x-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus xmlIns="http://doc.s3.amazonaws.com/2006-03-01">
<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log-/</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

AR & 3547 0 L H A [0 S s 41

HTTP/1.1 2000K

X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus xmIns=http://doc.s3.amazonaws.com/2006-03-01/>
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4.3.15 HEAD Bucket

BEHRAE T A bucket R BAFAE, 1 HM T ZEHEBMRI . Wi
bucket f-7E, T HH A ARIRVT RS, $e#fERE 200 0K. H0), & [E 404 AN
1715, B 403 AR .

HRIEL
HEAD /HTTP/1.1
Host: BucketName.oos-cn.ctyunapi.cn

Date: date
Authorization: signatureValue

R B

HEAD /HTTP/1.1

Host: doc.00s-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 12:00:00 GMT

Authorization: AWS 7799e793ce4624ee7e5a:xQEO0diMbLRepdf3YB+FIEXAMPLE=

Ml 273~ 451

HTTP/1.1 2000K
x-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT

Server: CTYUN

4.3.16 PUT Bucket Lifecycle
BEHRAE F R ¥ B Bucket A= RN . AT P FLEAT PUT Bucket
Lifecycle BLPR I+ F P A BEHAT IEHATE -
A= i JE SR A AR G T 8 21 I o / 2 4 A7 At R TR PR BN 1)
T A A AR A R, AT A
® Ik 2 A U T A PR o 2% S )46 i JAL A B IS, 00S 4>
SeALMBRE AT A i e 0 v T 1 221 R B ) R SE o ) B T 2 [B] T g
A—BOER . (HXTRBHBMERE, AT BB R4 9%
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0O0S MIFREIIAXT R J5, 47F Bucket log Hidst—2 H &, #BIETIRZ
"00S.EXPIRE.OBJECT",
VER: W SRR SRR A= i A S U5 B B S IR, o R B S R
KB, TiERE .

© K 15 A A ] SR 0 DI PR X G e B R A B 45 9 I IR 7 i . OOS
AT R R AT M A7 )5, 2= 1E access logs Hidx—%HE, #
YET Z"O0S.TRANSITION_SIA.OBJECT".

TR
® UniR Bucket A e B i A A AN, RAT Z B0 0 @07 1) AR A
SRR 405 Bucket CLA77E AR [F] 44 FR A AE A AR, DUBRAT L1
Y 48 75 A RN o
® T Bucket 5z % {7 100 5% A= iy & WAL .
® [i]— Bucket, [F]—$% (EIAMIBR B 2 HAHE SURIITT B A0 RI4E
i A SR A BEAECE B N TT 4, ) Gy 8 60 5 21 S0P T B3 5 ¢ 11 A= i o0 A4
MNFIRTSE 2 ABC, TITEH:FEVEE RTS8 ABCD B AB B A 1) 2 I
I XoF G ) A T
® /"0y Bucket B2 HE T AE A AN, 3k Lo UK [ B B T O R
FAGEHOIR N . Blin, HPEAREN T —ANMEGEM, fiE
BRI AN % 30 RJGIEH, A4 OOS H4 2K /2 4141 30 K6
F2 [R5 GRS N B 5 BA 7 o
OOS I8 I K X G IR 1) g I B b= A= i o SIS TRD ST S 2SI 18], 9 FLK S
(AT S — R GMT F fifa]. Filan, —/XFRT GMT 2016 4F 1 7 15 [
10:30 A&, Adn Iy 3 K, MAX KRB A& GMT 2016 41 H 19 H
00:00. HEE—ANXTGE, O0S H Lk )& RIS R yHE, SkEFTHETIZN &
Fr 280 A RF T
A LU GET Object. HEAD Object ¥ ifi X % f) 2 3R 7] .

PUT /?lifecycle HTTP/1.1
Host: BucketName.oos-cn.ctyunapi.cn
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Date: date
Authorization: signatureValue
Content-MD5: MD5

<LifecycleConfiguration>
<Rule>
<ID>Uniqueldentifier</ID>
<Prefix>Prefix</Prefix>
<Status>LifecycleStatus</Status>
<Expiration>
<Days>NumberOfDays</Days>

</Expiration>

</Rule>

</LifecycleConfiguration>

AR Ei:p)

Content-MD5 5 base64 i) 128 fi7 MD5. LR
SLMIE, DU B ) 58 B

BR i

LifecycleConfiguration | A=y &l BAREII 25 2%, &2 .7 100 AN FILN .
AL R

%%f—?—'\: Rule

L

Rule PiC B — 2k Ak i A R R 25 45

HKA: s

FH 5 ID. Prefix. Status. Expiration.
Transition

X5 45: LifecycleConfiguration

Pt

ID FI DU T — R AR
KA FRFER
/\%){—i: Rule

BB : 1~255 44

iy

Prefix P e A A dw AR Ao R 2. R
DU TC T G125 (10565 G A R4 120 U 52 i,

HXFF[A— Bucket, [F]—Z&% 4 & #A
FUN AT S A ] S . 4R prefix 7S, N
BRI\ iy JE TR0 0] DT P A A7 A

KA. PR

A5 Rule
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HufE: 0~1024 745

Status i 7€ A A RN IR A &
. FRE
LT A Rule
WA :
® Enabled: A& A ML AR R
® Disabled: A AHAFRINIIAA R, O0S
AT I 2= B 1% 2 U
Expiration i 7€ A A ) SR e S [R) 25 2% Expiration
HRA. KA A
FA5 5. Days &k Date Transition
i Rule oA
2
Transition i 5 A o A BRI () B e A R 2 Expiration
. KD A
T fi: Days B¢ Date. StorageClass Transition
A s Rule 2/0AE
—
Days T 5 2B i J5) 0 U] 75 DT B 5 % B %2 /b K | Days Al
Ja AR Date —i%
ER: 0 F AR AR R A F AR, | —
ik SRR ) 575 S 06 T ) (]
FA . IERERL
A2 55.: Expiration B Transition
BE: KT 0 MIEEA
Date Fe o Ao B AU AE R H 31, OOS X7E ik | Days
H 8 2 Fi G o0 ST A R A . | Date —i%
FEAZAE RGN TR], A RGN TR) BT b i 8] 56 | —
G A T I B
H % 200 408 1508601 kX, I H A
UTC HI% 5i. Bil4n: 2002-10-
11T00:00:00.000Z .
2. String
A5 s5: Expiration. Transition
StorageClass EERERa S I p e (i Transition
KA. PR CixE
75 A: Transition i, b
HUA i o

STANDARD _IA: X807 i) /7% .
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ERH
ZN N E S W

A R R AN, IXASREE E BT B Togs/ DRl

2 Eipa)

GARHAERIR A 1 30 Rt DAOuZE dn i AU R Z5 /& Enabled, 00S ~4Ef

— BUR AR PP X AR, BRI S0 5

PUT /?lifecycle HTTP/1.1
Host: doc.00s-cn.ctyunapi.cn
Date: Tue, 13 Dec 2011 17:54:50 GMT

Content-MD5: 8dYiLewFWZyGgV2Q5FNI4W==

Content-Length: 207
<LifecycleConfiguration>
<Rule>
<ID>delete-logs-in-30-days-rule</ID>
<Prefix>logs</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>30</Days>

</Expiration>

</Rule>

</LifecycleConfiguration>

Authorization: AWS 7799e793ce4624ee7e5a:z6mvnXscCWad60vdmB9IxZVVZn46=

R [B 75

HTTP/1.1 2000K

X-amz-request-id: 32FE2CEB32F5EE25
Date: Tue, 13 Dec 2011 19:14:41 GMT
Connection: close

Server: CTYUN

2. BLEAF SRR

TREAFERAEQIRE 10 RIGFNRIYT A7, A1 20 RIGMIER.

94




O0S H K #& 4

R

PUT /?lifecycle HTTP/1.1

Host: ctyuntest0625.00s-cn.ctyunapi.cn

Authorization: AWS
AKIAIM6KGTNKZKF4ETLA:fWuioDnZ3CclcXPWu8x5MEWgILg=
Date: Mon, 29 Jul 2019 05:08:31 GMT

Content-Type: application/xml

Content-MD5: ouPJinB832ZHNLZNyl2Ccw==

Content-Length: 175

<LifecycleConfiguration>
<Rule>
<Prefix>logs</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>10</Days>
<StorageClass>STANDARD _1A</StorageClass>
</Transition>
<Expiration>
<Days>20</Days>
</Expiration>
</Rule>

</LifecycleConfiguration>

iR 5] 7=

HTTP/1.1 2000K

x-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 29 Jul 2019 05:10:33 GMT
Connection: close

Server: CTYUN
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AN IRTESS W

oA f S 2 AP, 55— DR E B B Togs/ N HTER X 5k
FEAIEJA ) 30 Rkl 58 = ARRNIEE BT BL documents/ Y HiT RIKXT Gfs £E
IR 365 KL, (HEE A RUUAIRA 2 Disabled, HIAAERL.

PUT /?lifecycle HTTP/1.1
Host: doc.oos-cn.ctyunapi.cn
Date: Tue, 13 Dec 2011 17:54:50 GMT
Content-MD5: 8dYiLewFWZyGgV2Q5FNI4W==
Authorization: AWS
7799e793ce4624ee7e5a:2z6mvnXscCWad60vdmBIxZVVZn46=
Content-Length: 413
<LifecycleConfiguration>
<Rule>
<ID>delete-logs-rule</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>30</Days>
</Expiration>
</Rule>
<Rule>
<ID>delete-documents-rule</ID>
<Prefix>documents/</Prefix>
<Status>Disabled</Status>
<Expiration>
<Days>365</Days>
</Expiration>

</Rule>

</LifecycleConfiguration>
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B E R

HTTP/1.1 2000K

x-amz-request-id: 32FE2CEB32F5EE25
Date: Tue, 13 Dec 2011 19:14:41 GMT
Connection: close

Server: CTYUN

A 4 58 U R G0 A i A SR
N R E A GOR AR A JE Y 3650 RAIHESR o

HE: MIREEMETSE, MK bucket PIIIFTE X R AR, 00S 2 MHBR

i /2 BER U PR T AT X R
HRRHBI

PUT /?lifecycle HTTP/1.1

Host: doc.00s-cn.ctyunapi.cn

Date: Tue, 13 Dec 2011 17:54:50 GMT

Content-MD5: 8dYiLewFWZyGgV2Q5FNI4W==
Authorization: AWS
7799e793ced624ee7e5a:z6mvnXscCWad60vdmBIxZVVZn46=
Content-Length: 226

<LifecycleConfiguration>

<Rule>
<ID>10 years all objects expire rule </ID>
<Prefix></Prefix>
<Status>Enabled</Status>
<Expiration>

<Days>3650</Days>

</Expiration>

</Rule>

</LifecycleConfiguration>
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IR [B] 7R
HTTP/1.1 2000K
x-amz-request-id: BDC4B83DF5096BBE
Date:Tue, 13 Dec 2011 19:14:41 GMT
Connection: close
Server: CTYUN

N CER AR RN SR EE W

FEBCEZ NN, EERS N RIAZE G A tn, i A a5 3]
FECE T — AN, $852 BT LA documents ARTZR KX RAE 30 KJaid . M7
—RFE E B AT LA documents/2011 JYRTZR AR R AE 365 Rt AEIXFPEHL
T, 008 K5k [FI B RS

PUT /?lifecycle HTTP/1.1

Host: doc.00s-cn.ctyunapi.cn

Date: Tue, 13 Dec 2011 17:54:50 GMT

Authorization: AWS
7799e793ce4624ee7e5a:2z6mvnXscCWad60vdmBIxZVVZn46=
Content-MD5: 8dYiLewFWZyGgV2Q5FNI4W==
Content-Length: 226

<LifecycleConfiguration>

<Rule>
<ID>111</ID>
<Prefix>documents</Prefix>
<Status>Enabled</Status>
<Expiration>

<Days>30</Days>

</Expiration>

</Rule>

<Rule>

<|D>222</ID>
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<Prefix>documents/2011</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>365</Days>
</Expiration>
</Rule>

</LifecycleConfiguration>

4.3.17 GET Bucket Lifecycle
TR TR BB EL ) bucket A2 1

HRIEEE

GET /?lifecycle HTTP/1.1

Host: BucketName.oos-cn.ctyunapi.cn
Date: date

Authorization: signatureValue

M T R

BR ik

KA. K
T4 Rule
R

LifecycleConfiguration A= i JE) BRI 25 4%

Rule

A= i JE SR ) 25 4%
HA. R
5 45: LifecycleConfiguration

FII T — R
FA: A
/\%){—i: Rule

Prefix

A5 FH R D] PR AT SR
KA FR
/\%){—i: Rule

Status

ZE A R BRI AR A
KA, FIFHE
A5 A Rule
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WA :

® Enabled: A& A ML AR XL

® Disabled: Az JE AL IAS A 3%
Expiration R i AR 2 4s o

M. KA

T . Days B¢ Date

i i: Rule

Transition Az i JE SR ) e A 2 2

HM. KA

T f5: StorageClass. Days ¥, Date
/\%){—I—'\: Rule

StorageClass X G A R

B FRH

X545 Transition

HU{E: STANDARD_IA: &40 [ 17 4%
Days A A JE RN FE DT R B 2 /b K 5 B
R

P HEY

A5 5. Expiration Z¥ Transition

Date Az A JE AR AR 2 H B, OOS X 7E Itk H 1A
ZHIT AN R0 GRANAT A i S SN
KA. String

Vo ==

A5 . Expiration B¢ Transition

HiREE

HEREG Ejiip) HTTP MM RS

NoSuchLifecycleConfiguration | The lifecycle configuration | 404 Not Found
does not exist.

R

MARE Bucket HRIUCE aiy A IR AU BC BLAS S, 00S KA JA ST TS k.
[l E M S AR R T TR s B AT BA Togs TSk B S AE B 5 1) 30 R F
.

GET /?lifecycle HTTP/1.1

Host: doc.oos-cn.ctyunapi.cn

Date: Tue, 13 Dec 2011 17:54:50 GMT

Authorization: AWS 7799e793ce4624ee7e5a:z6mvnXscCWad60vdmBIxZVVZn46=
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& Bl 7

HTTP/1.1 2000K

x-amz-request-id: BDC4B83DF5096BBE
Date:Tue, 13 Dec 2011 19:14:41 GMT
Connection: close

Content-Length: 267

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-
o1/">
<Rule>
<ID>30-day-log-deletion-rule</ID>
<Prefix>logs</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>30</Days>
</Expiration>
</Rule>

</LifecycleConfiguration>

4.3.18 DELETE Bucket Lifecycle

4 FVH T I BREC & (1) Bucket A28, 00S #4 2Bk 45 & Bucket [
A A= i ARG E A o P R o G AN 2 BT, 00S tHANZ FE E Sl gkt
% RAWRM P APIA DELETE Bucket Lifecycle AUPRAITH 7 A B $hAT M
E.

HRIEE

DELETE /?lifecycle HTTP/1.1

Host: BucketName.oos-cn.ctyunapi.cn
Date: date

Authorization: signatureValue
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R

DELETE /?lifecycle HTTP/1.1

Host: doc.oos-cn.ctyunapi.cn

Date: Wed, 14 Dec 2011 05:37:16 GMT

Authorization: AWS 7799e793ce4624ee7e5a:k3nL7gH3+PadhTEVNSEXAMPLE

1R Bl 7=

HTTP/1.1 204No Content
x-amz-request-id: BDC4B83DF5096BBE
Date: Tue, 13 Dec 2011 19:14:41 GMT
Connection: close

Server: CTYUN

4.3.19 PUT Bucket accelerate

75 PUT 1B H url L accelerate, A PABHATHINEEE CDN 1P (44
FERE . W3R Bucket DAL E T CON Jiid, MIR(ESBHEARE. AR
JH PRI PUT Bucket accelerate [ A BEBUAT HLHAE, 50 423R 5] 403
AccessDenied #5i%. —> Bucket fx ZHLHE 5 1~ 1P 14 bk B .

HRIEE

PUT /? accelerate HTTP/1.1

Host: BucketName.oo0s-cn.ctyunapi.cn
Date: date

Content-Length: ContentLength
Authorization: signatureValue

<AccelerateConfiguration xmls="http://s3.amazonaws.com/doc/2006-03-01/"">
<Status>transfer acceleration state</Status>
<IPWhiteL.ists>
<IP>IP1</IP>
<IP>IP2</IP>
</IPWhiteL.ists>
</AccelerateConfiguration>
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BRILE
B Ei:3%) T
WA
AccelerateConfiguration | A& CDN JIEAI A DS =
HM. KA
Status W E bucket ['] CDN JHHERES =
M. Mk
A%t Enabled|Suspended
A5 45 AccelerateConfiguration
IPWhiteLists FCE IP HAHRH R &
M. KA
IP CDN MRS I IP B4R, IPEBMNE | &
RFC 4632 ik i) CIDR £oRiZk.
B RAB

Ja 5l bucket [¥) CDN ik ThAE, WE IP AL HFFRASE: 36.111.88.0/24
F1114.80.1.136,

PUT /? accelerate HTTP/1.1

Host: doc.00s-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 12:00:00 GMT

Authorization: AWS fad0e782cd5132563e38:xQEO0diMbLRepdf3YB+FIEXAMPLE=

< AccelerateConfiguration xmls="http://s3.amazonaws.com/doc/2006-03-01/">
<Status> Enabled</Status>
<IPWhiteLists>
<IP>36.111.88.0/24</IP>
<IP>114.80.1.136</IP>
</IPWhiteL.ists>
</AccelerateConfiguration>

R [B 75

HTTP/1.1 2000K

X-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN
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4.3.20 GET Bucket accelerate

7F GET #/ER url Hn I accelerate, W] LAFR43458 % Bucket ) CDN FiL &
8. RAWRHPFMPA GET Bucket acclerate BUPRF P A BEAT I
fE, N2z A 403 AccessDenied #5i%.

2R Bucket A RCE TS CON JHE, HBARA IR FPRA(E B .

ERIEIE

GET /?accelerate HTTP/1.1

Host: BucketName.oos-cn.ctyunapi.cn
Date: date

Authorization: signatureValue

R

GET /?accelerate HTTP/1.1

Host: doc.00s-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 12:00:00 GMT

Authorization: AWS fad0e782cd5132563e38:xQEOdiMbLRepdf3YB+FIEXAMPLE=

R BB

HTTP/1.1 200 OK

x-amz-request-id: 32FE2CEB32F5EE25
Date: Mon, 03Sep 2012 12:00:00 GMT
Connection: close

Server: CTYUN

< AccelerateConfiguration xmls="http://s3.amazonaws.com/doc/2006-03-01/"">
<Status> Enabled</Status>
<IPWhiteLists>
<IP>36.111.88.0/24</IP>
<IP>114.80.1.136</IP>
</IPWhiteLists>
</AccelerateConfiguration>

R bucket A RCE L CON JIE, Krazlal LA HE B

<AccelerateConfiguration xmIns="http://s3.amazonaws.com/doc/2006-03-01/"/>
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4.3.21 PUT Bucket CORS

P UYL 5 (Cross—Origin Resource Sharing, CORS)E X T % 4 Web
AR AE— AN 5 5 — MR BRI T R B A, RN T e
R B — N PRE, BIFEVESES . 0, 4ok BT A Rk T A
JavaScript fAISAEE VG in] B Wb I, JWES S IELZ U5, Koy AL B
AN DR 3k 2 S T AN [ 3

it CORS, %/ n] AR & 1% 7 i Web N FHAEF,  [RIIE ] DLdE #5644 Hh
FVFES DT A 00S B .

DL 2 S CORS 7~ fil37 5 -

o I 1. LbinHH P HIM%S www. example. com, JGui{#FH T 00S. 7E web W
34 T JavaScript SEELH) BAEXT G )68, (HZTE 1% web B
Hr, HBER] www. example. com AIRTER,  [a) FHAth 0 3l A 3 FR 175 SR A o 4
NG ARAE L . IXAERL B P _EAR B E R L 2 www. example. com H1
o WMHRE TSRS, BBt eT DUE R B4R R 00S, TG
www. example. com %,

o 5t 2. B HEL N website [ bucket TR MEL, FIuGH]
endpoint & http://website. oos—website—cn. oos—xx. ctyunapi. cn. ¥
15, HPHEMF MG F/F) JavaScript (FEAETELL bucket A1), JHid
00S API endpomt 00s—xX. ctyunapi. cn 7] bucket /&i% GET A1 PUT i
Ko WU AREE 2 BHIE JavaScript KSR LLIER, (HAED) CORS, HlF
A PAEC & bucket SZHFK H website. oos—website—cn. oos—

xx. ctyunapi.cn FIEEIIE K .
WH bucket MIESIEIER. WHREE A F/E, 00S =E T REWRHFA

FNIHAE PUT Bucket CORS AUBRIFH A BB AT ILEeAE, B2k [\ 403
AccessDenied %, TERCEHEGE KRS, FH AT PLEE XML SREC B 507 s i i)
VEATHTTP /5. XML i SRARANBE I 64KB.

ERIEE

PUT /?cors HTTP/1.1

Host: bucketname.oos-cn.ctyunapi.cn
Content-Length: length

Date: date

Authorization: authorization string
Content-MD5: MD5
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<CORSConfiguration>
<CORSRule>
<AllowedOrigin>Origin you want to allow cross-domain requests
from</AllowedOrigin>
<AllowedOrigin>...</AllowedOrigin>

<AllowedMethod>HTTP method</AllowedMethod>
<AllowedMethod>...</AllowedMethod>

<MaxAgeSeconds>Time in seconds your browser to cache the pre-flight
OPTIONS response for a resource</MaxAgeSeconds>

<AllowedHeader>Headers that you want the browser to be allowed to
send</AllowedHeader>

<AllowedHeader>...</AllowedHeader>

<ExposeHeader>Headers in the response that you want accessible from client
application</ExposeHeader>
<ExposeHeader>...</ExposeHeader>

</CORSRule>
<CORSRule>

</CORSRule>
</CORSConfiguration>

BFR ik =B

CORSConfiguration | 5% 1115100 CORSRules T % )4 7% &
WA, A

CORSRule P S RS A TR T
K, Bl

i

A5 #5.: CORSConfiguration

iy

ID FEI FME— bR~ o B K255 F4F .
M. String
A2 55 CORSRule

AllowedMethod RVFEEIHTTP 7%, B 1CORSRuleM /> | &
A8 —NFEF— AN

KM Mz¢ (GET, PUT, HEAD, POST,
DELETE)
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A1 ri: CORSRule

AllowedOrigin RV . R2ZA5 A * @R, &
U1:  http://*.example.com.
R P RT BURSRE * RoR VI IR 517
] o
2 String
A1 /i CORSRule

AllowedHeader 2 76 ik OPTIONS iR 7 Access-Control- o
Request-Headers 3k H1 45 i€ [] header J& {5 S0 VF-
Access-Control-Request-Headers H i 4&EA4N 15 3K <k
SRR, AHERI A TR 2% H o
U 44 AllowedHeader ¢ %2 7] LA & —
A * BT B, <AllowedHeader>x-
amz-*</AllowedHeader>
A String
A2 i CORSRule

MaxAgeSeconds i € W VAR TR E YR Pk (OPTIONS) i | 15
KIR Bl R GATIE], BANFD . IR AF
S, 7575 B EEJREIERE, WIEERIETE M
O0S KIA A K o
—/MCORSRulef £ {5 —->MaxAgeSeconds Jt
#o
KA Integer (7))
4211 /i CORSRule

ExposeHeader fawe & P AT (9, i
JavaScript XMLHttpRequestX} %) &% n] )i
&AL String
A2 i CORSRule

R

NN R E https://www. examplel. com JEHIEEYE PUT. POST A
DELETE 53K . 1Z it 81T Access—Control-Request-Headers Fx3k 70 VF Thks:
OPTIONS Ko i Fr A Ansk e VENXAEATTIAS OPTIONS 1HRHJMIRL, 00S H#fik
[=14E R A R K k.

55 AN Fe VS S AR B A R s R SR, (EES AN N T

H—E  https://www. example2. como
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HANEUN YR A A R BT GET 35k . “*x” BT EEIBT A1
P
PUT /?cors HTTP/1.1

Host: examplebucket.oos-cn.ctyunapi.cn
x-amz-date: Tue, 21 Aug 2012 17:54:50 GMT
Content-MD5: 8dYiLewFWZyGgV2Q5FNI4W==

Authorization:AWS fad0e782cd5132563e38:xQEO0diMbLRepdf3YB+FIEXAMPLE=
Content-Length: 445

<CORSConfiguration>
<CORSRule>

<AllowedOrigin>http://www.examplel.com</AllowedOrigin>

<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>

<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>

<AllowedOrigin>http://www.example2.com</AllowedOrigin>

<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>

<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
</CORSRule>
</CORSConfiguration>

M 27~ 451
HTTP/1.1 200 OK
x-amz-request-id: BDC4B83DF5096BBE
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Date: Mon, 21 Aug 2017 17:54:50 GMT
Server:CTYUN

00S YL 21>k B ) B8 28 ) TR G K J5, BN bucket F4% CORS Fit &, FHfd
FH 85— 5 30 U5 28475 SR AH T BC Y CORSRule F0II e S B B4 487 oK o A5 10 ) S A
UGHD, 520050 A2 AT 254
v iERE Origin Ak ZUCHEL—A AllowedOrigin  JG&.
v VERJTIE (BN, GET 8§ PUT), sl Tk OPTIONS i&F>RH) Access—
Control—-Request-Method &Kk, WAIEFA  AllowedMethod JG

v HEWRIERT, Access—Control-Request-Headers iR k%) 14
AMNMERL, DAIIGEE—4 AllowedHeader JGZ.

4.3.22 GET Bucket GORS

IR [A] Bucket MESIECE (S R . HARA P AIHAE GET Bucket CORS ALFRIH)
T-H P A e AT e ERAE, <=k [A] 403 AccessDenied 4%,

GET /?cors HTTP/1.1

Host: bucketname.oos-cn.ctyunapi.cn
Date: date

Authorization: authorization string

L) vy
2R iR
CORSConfiguration | f % 75100/ CORSRules T & [ & 4%
KA. K
CORSRule P SRR S BT T i
FKA: e
7 4 AllowedOrigin, AllowedMethod,
MaxAgeSeconds,
ExposeHeader, ID.
A1 /5: CORSConfiguration

ID FUMI e — R . B 255N F4F
M. String
) '5: CORSRule
AllowedMethod P RS I HT TP /7. £1~CORSRule)y; £ /1>

AL —NRA— ATk
HM: K% (GET, PUT, HEAD, POST, DELETE)
2F5 5 : CORSRule
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AllowedOrigin

R P RFESE. k2654 * @

U1:  http://*.example.com.

R P WRT BURSRE * FoR Ve IR B 8717 .
2 String

A7 s: CORSRule

BeAF. e

AllowedHeader

J#1d Access-Control-Request-Headers 153k 3k, #&7E
T OPTIONSTE K H e ¥F[1)3E 2K 3k . Access-
Control-Request-Headers H ¥ EANE R SR L FR, 520
TERLN A TCEC AR 2% H « OOSHHAN K I Fe i)
M [ 3k

F R R AllowedHeader =45 £ A Ui 2 60 &
—AN * BT FSF. BlW, <AllowedHeader>x-
amz-*</AllowedHeader>

ZEAY: String

A5 #i: CORSRule

MaxAgeSeconds T 78 D U 2% N TR 1 SR G A7 Wi 2 FRTIST 1R (DA SN
).
—/MCORSRulefi £ 17 —>MaxAgeSeconds JTL 3 .
KA Integer (7))

A7 ii: CORSRule

ExposeHeader fRER MR (1,

JavaScript XMLHttpRequest %) GEB 15 [l () i B
&7 String
A2 . CORSRule

K

FREX Bucket FIESIEAC B 15 ..

GET /?cors HTTP/1.1

Host: examplebucket.oos-cn.ctyunapi.cn
Date: Wed, 13 Dec 2017 19:14:42 GMT
Authorization:AWS fad0e782cd5132563e38:xQE0diMbLRepdf3YB+FIEXAMPLE=

Ml 273 451

HTTP/1.1 200 OK

X-amz-request-id: 0CFO38E9BCF63097
Date: Wed, 13 Dec 2017 19:14:42 GMT

Server: CTYUN
Content-Length: 280

<CORSConfiguration>
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<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<MaxAgeSeconds>3000</MaxAgeSec>
<ExposeHeader>x-amz-server-side-encryption</ExposeHeader>
</CORSRule>
</CORSConfiguration>

4.3.23 DELETE Bucket CORS
B Bucket HIPSIRECE (S E . RAMHFMIA DELETE Bucket CORS L
BRIFH P A e AT BLERAE, 2R [l 403 AccessDenied #ik.
® U Bucket M2 1 CORS, MHBRALZL, &M\ 200 OK.
® U Bucket A BCE CORS, [\ 204 NoContent.,

DELETE /?cors HTTP/1.1

Host: bucketname.oos-cn.ctyunapi.cn
Date: date

Authorization: authorization string

R

DELETE /?cors HTTP/1.1

Host: examplebucket.oos-cn.ctyunapi.cn

Date: Tue, 13 Dec 2011 19:14:42 GMT

Authorization: AWS fad0e782cd5132563e38:xQEOdiMbLRepdf3YB+FIEXAMPLE=

Ml 273 451

HTTP/1.1 204 No Content
x-amz-request-id: OCFO38E9BCF63097
Date: Tue, 13 Dec 2011 19:14:42 GMT
Server: CTYUN

4.3.24 PUT Bucket object lock
55 LA E T DAE SR A B R B DhRE, T3 J5 4% Bucket HH A X RAERL
AWM P AAEBIREF 2 AR DUEAT I, B P A BT IeiAE .
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JFJA Bucket &L ER B DIRES , ARFTH T CELEEIRA ) #BANEEXT I Bucket
Y AL T B B 3 0 X S A TAS ORI R -
A DL SR R
o UIRCETEEMIREA K : WEAMREN KK TS T Lk E
BN, ARl WRAEH Years I Days Bty 2% B & MR B I
K, FERMBEFERRN: 1HFEEHT 365 K.
® UURATFRGMORE AN WE SR KT LLRT . S T8N T
bk E IR K
TR
B SHORE—HIFE, ARECH, ARedifia MR, (Hay e
KA HOR B I
W SRR ER R RS B EIRD, Bl dnx) Bucket A B E & MULR B KA
10 K, X% AJRT Bucket A, Al {15z )5 5[]y 2019-3-1
12:00:00, 1%L {42 7E 2019-3-11 12:00:01 i A LR EE 1
TS IR BRI, Ea . MR T & FLOR R
HIXS 5
B O TAEIREIARX S, ok A AP, i S B o0 RN
gAY, X Beil AR iy S SO it 8 2
BT AR SR, GREE 1A AR, MBSO 2R
TR (0 A o JEL SRR U T DAAR I, 5 BB M I e 4 1 A i Jo SRR U A5 5 1
T AR S A R

HRIEE

PUT /?0bject-lock HTTP/1.1

Host: bucket-name.oos-cn.ctyunapi.cn
Date: date

Authorization: authorization-string
Content-MD5:md5
Content-Length:length

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
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<Rule>

<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Days>days</Days>
<Years>years</Years>

</DefaultRetention>

</Rule>

</ObjectLockConfiguration>

AR

j:1p)

Content-MD5

KA base64 i) 128 {7 MD5. IR

SRR, DAEAR IR B ) e B A

R—ELE

2K

ik

ObjectLockConfiguration

EMRABER BN ERS.
R KA
FT5 /5 ObjectLockEnabled

B UM

ObjectLockEnabled

Bucket »& 15 5 & KL IR B D RE -
HA: Mg

X5 45: ObjectLockConfiguration
AR :

® FEnabled: JFJHA LR
® Disabled: NI a A MR .

FD

Rule

WE SR .

R KA

X5 45: ObjectLockConfiguration
¥ 5. DefaultRetention

iy

DefaultRetention

BRI & MR R A

KA. KA

LT mi: Rule

F545: Mode. Days B¢ Years ik —

Mode

AR B

R, Mt

245 . DefaultRetention

H%{E: COMPLIANCE: &HURH.

Days

AR B A R

KA. R A

A2 i DefaultRetention
e BHIEL, 1-36500.

%A
Days 1
Years 1
Nk —
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P FHRAMBERR: LFEET
365 K.

Years AR B R %A
KA, A Days A1
X f: DefaultRetention Years
. #Hors, 1~100. IR
P FHRAMBERR: LFEET
365 K.

R

PUT /?0bject-lock HTTP/1.1

Host: test.00s-cn.ctyunapi.cn
Authorization:authorization

Date: Tue, 12 May 2020 06:18:52 GMT
Content-Type: application/xml; charset=utf-8
Content-Length: 232

Content-MD5: m08Xh8w1loh6bZrLA6Hseaw==

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Days>1</Days>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

Ml 273~ 451

HTTP/1.1 200 OK

x-amz-request-id: 0431A9A8190CF829
Date: Tue, 12 May 2020 03:24:38 GMT
Server: CTYUN

4.3.25 GET Bucket Object Lock
f87 FH 44 T LLRER Bucket SR B IBCEAS B . KA P AA R )
AP AR DU AT IR AR
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GET /?0bject-lock HTTP/1.1

Date: date

Host: bucket-name.oos-cn.ctyunapi.cn

Authorization: authorization-string

Wi BTG R

ZHR

iR

ObjectLockConfiguration

H ORI B S B S
R R
F7 5. ObjectLockEnabled. Rule

ObjectLockEnabled

Bucket /& 5715 & HLOR B Zh g«
A Frzs

X #: ObjectLockConfiguration
HUA

® Enabled: JF)a &R
® Disabled: A )3 &R .

Rule

A LR O B
KA B

A5 5. ObjectLockConfiguration
¥ 5. DefaultRetention

DefaultRetention

BRI BRI R0 OR B O

R KD

AT R Rule

5 4. Mode. Days B{ Years —i%—

Mode

EA R
KA. Mz

A2 . DefaultRetention
HUffi: COMPLIANCE: & #i{&% .

Days

ERRERTE
KA, A

AN

27 mi: DefaultRetention

Years

E IR
S TIPSl
275 4. DefaultRetention

HRR B

| GET /20bject-lock HTTP/1.1
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Host: test.00s-cn.ctyunapi.cn
Authorization:authorization
Date: 20200514T020802Z

Ml L7~ 51

HTTP/1.1 200 OK

x-amz-request-id: FOOE807C4F345033
Date: Thu, 14 May 2020 02:08:15 GMT
Content-Length:50

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Days>1</Days>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

4.3.26 DELETE Bucket Object Lock
SR A T DU R R B A R L E R B . RAMRH A A RBRE
AP AR DA AT A

HRIEE

DELETE /?object-lock HTTP/1.1
Host: bucket-name.oos-cn.ctyunapi.cn
Date: date

Authorization: authorization-string

HRR B

DELETE /?object-lock HTTP/1.1
Host: test.00s-cn.ctyunapi.cn
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Authorization:authorization
X-Amz-Date: 20200514T020802Z2

Ml 273~ 451

HTTP/1.1 200 OK

x-amz-request-id: FOOE807C4F345033
Date: Thu, 14 May 2020 02:08:15 GMT
Content-Length:50

Server: CTYUN
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4.4 %F Object HIIRE

4.4.1 PUT Object

O0S H K #& 4

Put #1E F K17 $8 %€ bucket S IN— N4, ER R 51E K& %1% Bucket
HERR, P bZusinse B et %,

Date: date

PUT /ObjectName HTTP/1.1
Host: BucketName.oos-cn.ctyunapi.cn

Authorization: signatureValue

BRI

AR 5% B Y
M

Cache-Control FE IR SR/ B B 1 77 R E XRAFAT N o 4

Content-Disposition T O R RS B . 3

Content-Encoding fig HhOR SRS B i =G i

Content-Length TREXN REIKA, AL NFT . &

Content-MD5 J5 1% RFC 1864, {#i/] base64 Zmfdtg Ak | &

= B 128 £i7 MD5 {8 . i Rk mT DA AE
B e dr, DUISIEEE R~ S 5% b
RIERI B AR -

Content-Type

FRUERT MIME 2R 81 F Sk ik 8 254 Ko
ERME: application/octet-stream.

oA

Expires

X6} G AN A 28 A7 A B T
J5A: String

X-amz-meta-

AEAT Sk DORAS AT S0 U 2 oA 2 L 1
oHdE, HHPRRN, ERSAN R
WAFHE IR Al PUT 18 3RSk KN
8KB. ff PUT sk, P LRI eHd
KNBR N 2KB .,

iyl

x-amz-limit

X G BR A PR 2
X H: x-amz-limitrate=xxx, BUE A KT
128 (Y IEEH, A2 KiB/s.

iyl

X-amz-storage-class

o AT
J5#: String

HYUH:

iyl
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® STANDARD: HrifEf7Ef#

® REDUCED REDUNDANCY: fXJUAFE
fifi

® STANDARD IA: A5V i) 77-i%

BRIME: STANDARD

X-ctyun-data-location

W E Bucket [ H 7 &

KA. key-valuelZ .

BRE:

A
type=Local,scheduleStrategy=scheduleStrategy
B
type=Specified,location=location,scheduleStrate
gy=scheduleStrategy

® type: fREHIEAMEC ERIRN, BUEN
Local &% Specified. local £/RmtiE s
A, Specified £/RT8ENE. WH type
HUE  Specified, U5 24 € B AR B2
JE47 & location, location 7] LUH'E £
A, PAIZ5 0k, WTHUEN ChengDus
GuiYang. LaSa. LanZhou. QingDao.
SH2. ShenYang. ShenzZhen. SuZhou.
WuHan. WuHu. WuLuMuQi.
ZhengZhou.
® scheduleStrategy: iAFERHS, HUEA:
> Allowed: fu¥F OOS H 3l B K 17
fitifor &
> NotAllowed: A7 O0S HZNE
BARAF AL E

0

HRR B

440 myBucket HJ bucket 5, f#fif—5KAY my—image. jpg BIE F o
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PUT /my-image.jpg HTTP/1.1

Host: myBucket.oos-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 17:50:00 GMT

Authorization: AWS 7799e793ce4624ee7e5a:xQEO0diMbLRepdf3YB+FIEXAMPLE=
Content-Type: image/ipeg

Content-Length: 11434

[11434 bytes of object data]

R BB

HTTP/1.1 100 Continue

HTTP/1.1 200 OK

x-amz-request-id: 0A49CE4060975EAC

Date: Mon, 03 Sep 2012 17:50:00 GMT

ETag: "1b2cf535f27731¢c974343645a3985328"
Content-Length: 0

Connection: close

Server: CTYUN

A A

PR AEAF A ARSI 10 A7 i 56 P B B A TU R 77 At i, BOAE &L
T, 00S KRB IR IR T 2oRAF s . (B0 TAREA R EEE, FTLL
HEARWEAE, PP EE R L% E x—anz-storage-class N
REDUCED_REDUNDANCY, 16 4/ TU 4% SR SR AR R AR

4.4.2 GET Object

GET #AE HIRAIZRAE 00S WX GUE R, AT GET #:4E, H - eZixt
object FIT7EM) bucket H AR . Wi Bucket /& public read FIALFR, B4 H
ST DU SRS 75 S AT SR

HRIEE

GET /ObjectName HTTP/1.1

Host: BucketName.oos-cn.ctyunapi.cn
Date: date

Authorization: signatureValue
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BEREZE
TR iR RBILMR
response-content-type P Bk [0k H i Content-Type. Eo
response-content-language | ¥ & i [1]3k H ] Content-Language . Eo
response-cache-control B Ik [7] 2k H ) Cache-Control =
response-content- BEE IR 9] 3k FP ) Content-Disposition | 73
disposition 7E: O0S &1 response-content-
disposition I {H 15 B 21 M B Sk
Content-Disposition /1. X F A5 [a] [
WA, AE R gD T AT REAN ],
S TAE & P sk se il Bl ¥ IE
WA, FERE RSN X
f.txt”, H-4 response-content-
disposition Z &% & N
attachment;filename=URLEncoder.enco
de(URLEncoder.encode("' 3¢
4 txt",”UTF-8”), ” UTF-8”)
response-content-encoding | ¥ & ik [7]=kH ] Content-Encoding 5
response-expires v IR B3k HH ) Expires 5
x-amz-limitrate RN ERGIER . BEANKTO0 | A
IR, HA 2 KiBlse
R x-amz-limitrate A1 x-amz-limit
HEE ik —.
x-amz-limit X B PR ) ) 2R @
[ WoR
® x-amz-limit:rate=xxx
® x-amz-limit:concurrency=xxx
® x-amz-limit:rate=xxx,
CONCUITeNCY=XXX
Hrp
® rate i, HUE KT 128
MRS, HA72 KiB/s;
® concurrency NI R IEREL.
HUE KT 0 IEREHL.
VER: x-amz-limit F1 x-amz-limitrate
HEg=ig—.
HRLHERK
R iR BN
Range T EFRE R N R — AR i
If-Modified-Since R [E] ~Affﬁﬁ@55W%ﬁmﬁ &
, T3 Ul [E] 304 FH iR
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If-Unmodified-Since

1% [ —ANTEF8 58 i 18] 255 RS o i %t
, NERIE 412 45

iyl

If-Match

iyl

MR ETag 518 E — 80}, &[]
X 5. BN A] 412 B %

If-None-Match

iyl

MR ETag 5 EEA 8, &
Bl X 5. 5 IR [A] 304 1%

x-amz-limitrate

i

XN EBRHIER . BUE AN KT 01
FE: x-amz-limitrate #1 x-amz-limit =

ap —
Ae

o

x-amz-limit

iy

X GT BPR I R 2
W
® x-amz-limit:rate=xxx
® x-amz-limit:concurrency=xxx
® x-amz-limit:rate=xxx,
CONCUITENCY=XXX
Horr
® rate IR, HUEANKT 128 1
IEHE, AR KiB/s;
® concurrency NI RIEEE. B
EAKT 0 FIIEREH
VER: x-amz-limit A1 x-amz-limitrate X

L —
A —

o

MRk

RE

Ejiipa)

X-amz-expiration

ko IXANIN RSk /L BB X expiry-date A rule-id.
rule-id FI1E /& URL Zwfid ).

x-ctyun-metadata-location | SRHUG SR 510 E

FRL Mz

HU{E: ChengDu. FuZhou. GuiYang. HangZhou.
LaSa. LanZhou. QingDao. ShenYang. ShenZhen.
WuHan. WuHu. WuLuMuQi. ZhengZhou

x-ctyun-data-location

FRHL Bucket FIEEALE

HBL Mzt

HUfE: ChengDu. GuiYang. LaSa. LanZhou.
QingDao. SH2. ShenYang. ShenZhen. SuZhou.
WuHan. WuHu. WuLuMuQi. ZhengZhou

x-amz-storage-class

AR EI S
J5: String

CUSIER:
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® REDUCED REDUNDANCY: fRJU4AF 1%
® STANDARD IA: {451 in) 174k

BERRH
N T A R [E 6 % my-image.jpg

GET /my-image.jpg HTTP/1.1

Host: bucket.oos-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 22:32:00 GMT

Authorization: AWS 7799e793ce4624ee7e5a:xQEO0diMbLRepdf3YB+FIEXAMPLE=

R BB

HTTP/1.1 200 OK

X-amz-request-id: 318BC8BC148832E5

Date: Mon, 03 Sep 2012 22:32:00 GMT
Last-Modified: Sat, 01 Sep 2012 17:50:00 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 434234

Content-Type: image/ipeg

Connection: close

Server: CTYUN

[434234 bytes of object data]

4.4.3 DELETE Object
Delete #AERSERIRCHIXI B, BERHI T ZEUS X R PAE ) bucket 1A 5L
bR

R iEE

DELETE /ObjectName HTTP/1.1
Host: BucketName.oos-cn.ctyunapi.cn
Date: date

Content-Length: length
Authorization: signatureValue
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ERH
AT AR — Y my—image. jpg BB AR

DELETE /my-image.jpg HTTP/1.1

Host: bucket.oos-cn.ctyunapi.cn

Date: Mon, 03 Sep 2012 17:50:00 GMT

Authorization: AWS 7799e793ce4624ee7e5a:xQEOdiMbLRepdf3YB+FIEXAMPLE=
Content-Type: application/xml; charset=utf-8

R BB

HTTP/1.1 204 NoContent
x-amz-request-id: 0A49CE4060975EAC
Date: Mon, 03Sep 2012 17:50:00 GMT
Content-Length: 0

Connection: close

Server: CTYUN

4.4.4 PUT Object — Copy

BEHRAE R QI — A AE 00S LA 5% Ulo ST AT — 4> GET, R
JEBPAT IR PUT. BEHATHE DLIE SR, P /5 2O I RA AR, X HAx
Bucket A 5ALIR
R 2 00S YL ENE KRB IEAERAT P DUERAER,  #5 DURAE T RE 2 iR (9125
Weo GnARAEPE DRI Ia 2 AT B, 00S IR [BIARHE AT IR1E 2 . WIRAESS
AR IR, BT 200 OK RSS2 SEIRIAIH, XEMAE 200 OK M
AR AT BEAL T BRI VR o TR AR R i I FH R AR AT e AR ) P R I AT
EL SN

ERIEE

PUT /destinationObject HTTP/1.1

Host: destinationBucket.oos-cn.ctyunapi.cn
X-amz-copy-source: /source_bucket/sourceObject
x-amz-metadata-directive: metadata_directive
X-amz-copy-source-if-match: etag
X-amz-copy-source-if-none-match: etag

X-amz-copy-source-if-unmodified-since: time_stamp
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X-amz-copy-source-if-modified-since: time_stamp

X-amz-meta-paramater: value
Authorization: signatureValue

Date: date

ERLMA

A 38 PT DB L DL 3 SRSk SEBLNS LR A

2R

iR

R
Nt

X-amz-Copy-source

5 Bucket MU G4 FK, HIRHL() 7>

#

RE: TR

X-amz-metadata-directive

i B o H 2 R R TLEE oA
PR G R R e HR 7 5
KR PR
HUE -
® COPY: [t (x-amz-
storage-class) . FHEMIE (x-
ctyun-data-location) 4 At 7t
AR ORFFAAE, DU R )T
EAED
® REPLACE: Jiif a6 o #
B4 € M) TR 8 55 .
BIME N COPY.
VER: WIREUEN COPY, JEXTZA
H BT GAHE, W2 x-amz-
storage-class, 5 ANGEHE DL, R[]
400 705 .

iy

X-amz-copy-source-if-match

R YR XT % 1) Etag 545 5E Etag ILHD
I, A BEIAT XS G858 DA, &R
[ 412HTTP IR S EE R

KA. PR

iy

X-amz-copy-source-if-none-
match

WA 2455 %14 Etag 545 7€ Etag AT
FCIE, A RERAT X 588 DLERAE, 250
R[A] 412HTTP ARSI %

KA. FHH

iy

X-amz-copy-source-if-
unmodified-since

WA UEXT RAEFR E N 8] 2 5 A 1B
B A HAT XGPS DA, 53R (A
412 iR .

i
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KH. it
https://tools.ietf.org/html/rfc7232 ¥ & 4%
) HTTP B [ F R 5

X-amz-copy-source-if-
modified-since

AP RAE SR W E] 5 2 JE B0
o, AHATH G DUERAE, 56 [A]
412 H5iR

RAE. TFE
https://tools.ietf.org/html/rfc7232 }i &
%20 HTTP B (8] 75 B

iy

x-amz-storage-class

HAsi R 2R

A String

BUE:

® STANDARD: HrifEf7f

® REDUCED _REDUNDANCY: f&
TURAE M

® STANDARD IA: %551 0| 774

BRiINME N STANDARD.

iy

X-ctyun-data-location

v B Bucket (I ERE 7 &

FHY. key-valuefZ .

BUE

1%
type=Local,scheduleStrategy=scheduleSt
rategysi &
type=Specified,location=Ilocation,schedul
eStrategy=scheduleStrategy

® type: fiEHIEA kAL E ISR,
HUE 7 Local 8¢# Specified.
Local F&/~mtir 5 AN, Specified &
ANEEME. R type BUE N
Specified, W7 Z 45 E BRI
i location, location 7] DAMA'S %
A, LSk, FTHRUEN
ChengDu. GuiYang. LaSa.
LanZhou. QingDao. SH2.
ShenYang. ShenzZhen. Suzhou.
WuHan. WuHu. WuLuMuQi.
ZhengZhou,

iy
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® scheduleStrategy: & 5%, HUE
> Allowed: i 00S H3hESE
HARA AL B
> NotAllowed: AftiF 00S H
B B AT
X-amz-meta-paramater P EE Ko, HPTLURE | &
W, HE X —SnidRm 4.
FM . TR
REITTR
LR iR
CopyObjectResult BE A RIEITER AR
ETag R EHTXT 50 ETag. ETag A st 4 4
BRAE T HU%, Juldi AR SR
LastModified IR B0 G Je — B S H .
B R

¥ A7 i bucket—sample F1 )% R my—image. jpg B il — 1 BIAAE A, B
% % fiy 44 N my—second—image. jpg-

PUT /my-second-image.jpg HTTP/1.1

Host: bucket-sample.oos-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 22:32:00 GMT

X-amz-copy-source: /bucket-sample/my-image.jpg

Authorization: AWS 7799e793ce4624ee7e5a:xQEO0diMbLRepdf3YB+FIEXAMPLE=

IR [E] 7
HTTP/1.1 200 OK
X-amz-request-id: 318BC8BC148832E5
Date: Mon, 03Sep 2012 22:32:00 GMT
Connection: close
Server: CTYUN
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<CopyObjectResult>
<LastModified>2012-09-01T22:32:00</LastModified>
<ETag>9b2cf535f27731c974343645a3985328</ETag>
</CopyObjectResult>

4,.4.5 |Initial Multipart Upload

KEEOWIEL— 5 B4 (Multipart Upload) #Bf{E, FFik[El—AN kA%
ID, It ID FIRB ik o v EAEERAE T EAE BT A BB IR — 3 % HPAE
HATRE— KT EAE#S R L Upload Part) BF#RLZUE % 1D, F /5 1A LIZE
TRYEN I Py LA ST BT P R R R 1D, SR 1P I8 00
AR $RE Z 1D,

POST /ObjectName?uploadsHTTP/1.1
Host: bucketName.oos-cn.ctyunapi.cn
Date: date

Authorization: signatureValue

B RLHE R
2R iR Py
WHR
Cache-Control AT LR R A8 5 18 SR Bl B A () S A7 484 i
J5#. String
PRIN{E: None
Content- FREXT R RIR TS B @
Disposition KA. String
PRIN{E: None
Content-Encoding 8B X R E AR B R AR L 5N | &
PR AE 3R EHE Content-Type Sk B 51 H
media-type ¥ FH [ Fpfigad 77 2.
J574. String
PRIN{E: None
Content-Type FH R AR X G & % U AR MIME 28 @
A,
J574. String
PRIMME: application/octet-stream
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PR X MIME 3873

Expires

X RANFAE G AT B[R] o

2. String

iy

X-amz-meta-

FEATLL x-amz-meta- 4y | 452 Sk AR = 1F
FonEdE, e R A, SR
W 36F R PR IR A DA i L P — 78 3 A 3R
[5],

iy

X-amz-storage-class

S R IAFAEIETY, XS AR LR B Th 58 il

A EAR R R X 4.

. String

HUAE :

® STANDARD: FrifEfifi#

® REDUCED REDUNDANCY: f&IU4&
171

® STANDARD IA: %S5 o) 171

BRINE N STANDARD

oA

X-ctyun-data-location

¥ E Bucket ) EHE A &

A key-valuefE .

AR

FAWAE
type=Local,scheduleStrategy=scheduleStrate
gyELH
type=Specified,location=location,scheduleStr
ategy=scheduleStrategy

® type: fREHFEAMHOERET, HUE
A Local 8¢ Specified. local Z7 5k
5N, Specified F/RFEENM B . U
R type HUE N Specified, N7 EfgE
HAKR ¥R B location, location 1]
DIEEZA, LLES0k, "THUEA
ChengDu. GuiYang. LaSa.
LanZhou. QingDao. SH2.
ShenYang. ShenZhen. SuZhou.
WuHan. WuHu. WuLuMuQi.
ZhengZhou.,

® scheduleStrategy: % kg, HUEN:

iy
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> Allowed: 77 O0S H 3 & £
A A
> NotAllowed: A~ f¥F O0S H3jiA
FEBARAAAE AL E
BETR
£ iR

InitiateMultipartUploadResult | B8 BT IR Bl G & A48
R KA

T4 Bucket, Key, Uploadld
LR

Bucket gy Fr EAEXE R Bucket HI44 5K
M. Sring
A A InitiateMultipartUploadResult

Key 53 EABRE R0 R A4 TR
JH: String

AN

X5 55: InitiateMultipartUploadResult

Uploadld gy bA% 1D,
J5#: String
A 4 InitiateMultipartUploadResult

KRB
AT I ERE R ATIGH— 12N “example—object” X R A1 Fr AL
Ak

POST /example-object?uploads HTTP/1.1

Host: example-bucket.oos-cn.ctyunapi.cn

Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: AWS 7799e793ce4624ee7e5a:xQEQdiMbLRepdf3YB+FIEXAMPLE=

R ERA

HTTP/1.1 200 OK

X-amz-request-id: 656¢76696e6727732072657175657374
Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 197

Connection: close

Server: CTYUN
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<?xml version="1.0" encoding="UTF-8"?>

<InitiateMultipartUploadResult xmlIns="http://s3.amazonaws.com/doc/2006-03-01/">
<Bucket>example-bucket</Bucket>
<Key>example-object</Key>
<Uploadld>VXBsh2FKIEIEIGZvciA2aWWpbmcncyBteS1tb3ZpZS5tMnRzIHVwHG

9hZA</Uploadld>

</InitiateMultipartUploadResult>

4.4.6 Upload Part

ZHEE DTS2 v AR R A B B A%

TE FARATFT—AN 0y r 200, UAHAT Initial Multipart Upload #ffK4)
G i BARERAE, VRN S, 00S 2R [El—/> A% 1D, X —ANHE—(1
PR, H P OAZRE T Upload Part £2 1 NAiZ ID.

7y ;5 PartNumber AJ PAME—ARIR—>Fr Bodf Hog S o3 78X R AL
H, JuE M 1310000, anH 287 AR B B o g ok EARET I
o ZHTHI 2 R S

B 1R oAb, I o e EAN T OM, R AN RN
IR 1] o

N T RIREE A2 TSR SOR, &EAR D Fr EARTER TR E
Content-MD5 3k, 00S JEITHEHLN) Content-MD5 {E AR 2 44w (5 B, W SRAS
VLT, 2 [m]— MRS R

HRI\E
PUT /ObjectName?partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oos-cn.ctyunapi.cn

Date: date
Content-Length: Size
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B
fi 2 o] DLd It — R R Sk ST RLERAE
P24y iR p oy
WA
Content-Length Zor IR/, BT ps
KA Integer
BRINME: None
Content-MD5 27 Fr 8 1 128 47K A base64 4w i) MD5 E
o IXANSKAT DL SREGIEZ 5 i B 2 15 5 IR 4G
BHRERFF— 8. REX/MERATER, AU
SRAEFF S Content-MD5 HL i R $0 AT i 1) s ) —
R
M. String
PRINE: None
x-amz-limit XTGAR B s 2R 7
A
® x-amz-limit:rate=xxx
® x-amz-limit:concurrency=xxx
® x-amz-limit:rate=xxx, concurrency=xxx
Hr
® rate NIEZF, HUEAKT 128 i IEHAEL,
A2 KiBls;
® concurrency N R IEEE. BUE N KT 0
) 1E B
Expect FH P B8 A 5 B3 >R 2k A 100-continue, M AHTE | &
PR R 3R [B] B 2 BTAS 2 RORVE SRSk . an iR 2t
TR ITE EdEds, JHERSEA SR
%,
J5#: String
RINE: None
%l 100-continue
REITGR
"
H e B
e ARG iR HTTP IR
NoSuchUpload | &€ )45 i A& FEATFAE, 4% | 404 Not Found

ID FIREARIE, o Fr EARIERE AT A4
ks DA ek
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BRI
A ) PUT W5 RBAT— IR i AR R B B B AR AR . G R 2K
£5 7E Initial Multipart Upload #:4F 3k B3I _E4% ID.

PUT /my-movie.m2ts?partNumber=1&uploadld=VCVsb2FKIEIEIGZvciBIbZZpbm
cneyBteS1th3ZpZS5tMnRzIHVwWbG9hZR HTTP/1.1

Host: example-bucket.oos-cn.ctyunapi.cn

Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 10485760

Content-MD5: pUNXr/BjKK5G2UKvaRRrOA==

Authorization: AWS 7799e793ce4624ee7e5a:XxQEO0diMbLRepdf3YB+FIEXAMPLE=

***part data omitted***

IR [ 7 451
ma B H L E Etag Sk, P TR EEAE RS ROE TS b A I R I SR R B
1% Etag 1

HTTP/1.1 200 OK

X-amz-request-id: 656¢76696e6727732072657175657374
Date: Mon, 1 Nov 2010 20:34:56 GMT

ETag: "b54357faf0632cce46e942fa68356b38"
Content-Length: 0

Connection: keep-alive

Server: CTYUN

4.4.7 Complete Multipart Upload

G FhE I & I BT A v BoR e — g i AR AR

P B ewlaai s i b Agd#2, A58 Upload Part %1 AR ATH 7
Fro AR — 5 v EAGE AR BT ARG i BL AR 2 S5, R XA ok
W By PAR R U ENXAME SRR, 008 23 Loy 5 7+ HE 1 75 30K
BT Fr Bk kPt R B — NI % . 7E1XA Complete Multipart Upload
R, AP RERE—ADNFBIIR. FR, DA R BRI
FrBob i B4 EAESE S, Complete Multipart Upload #{FE4¥s b BLyI%
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IR L BUHH R . X BRI B R RN BB AR SE
3R [ ) ETag Sk B{EAR B KI5 Fr 5 o

00S #fft 1 AE I Fr Bethal LLEEEX Object WA MIIIBE. 1A

Complete Multipart Upload 211G 3F v Belt, AT CLdid i Get Object 2
FSRIRECCAF N A, 00S SR FE s — R BN uploadld, Ao F 5T+ F 07
AT BRI 2, IR A28 i o

POST /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oos-cn.ctyunapi.cn

Date: Date
Content-Length: Size
Authorization: Signature

<CompleteMultipartUpload>
<Part>

<PartNumber>PartNumber</PartNumber>

<ETag>ETag</ETag>
</Part>

</CompleteMultipartUpload>

BERSH
7
R LHE K
7
ERITR
R E{:5%) RE
WA
CompleteMultipartUpload | iR 75 28 . &
LA G
HAL: K
T 1LANELEA Part JUER
Part — B &
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B KA
T #5.: PartNumber, ETag

A5 i CompleteMultipartUpload

PartNumber PR BRI RS v
LR Part
KA. Integer

ETag B B AR SE RN I A1 1) Etag N2 - &
LR Part
. String

REITTR
SR iR

CompleteMultipartUploadResult | 5,2 58/ B [ 28 2%

R KA

RYE: &

F71 & Location, Bucket, Key, ETag

Location

KA. URI

Ve ==~

FETEX R URL Hihi.

A5 mi: CompleteMultipartUploadResult

Bucket

&M String

Vo ==

o3 Fr AL LR RS o

A5 K. CompleteMultipartUploadResult

Key

Bl BIx 51 Key.

J5#. String

Vo ==

A5 . CompleteMultipartUploadResult

ETag

J5#. String

AN

ETag H KA R 3 1 X 4 54

A5 . CompleteMultipartUploadResult

HyEF g B

i RARHS

ik

HTTP RS

InvalidPart

—ANEEZ AR E FBOEIERE], R B
IRV A B bAE, BUE TR ETag 1E
PR A BX A ETag {EASUL D

400 Bad Request

InvalidPartOrder

FrBOIRALTFHES, B R 220
MR 0 Fr 5425 7 HE 51

400 Bad Request

NoSuchUpload

TR NI i EAREREAMTAE, EA% 1D
FREARYS, 0 BRI R T e 2% 1R R
H ORI

404 Not Found

InvalidPartSize

RN T M B B 2 e 2 bl
b, &R k.

400 Bad Request
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BRI
N EAEERALE CompleteMul tipartUpload JuEH R E T =B

POST /example-
object?uploadld=AAAsb2FKIEIEIGZvciBlbHZpbmcncyWeeS1th3ZpZS5tMnRzIR
RwbG9hZA HTTP/1.1

Host: example-bucket.oos-cn.ctyunapi.cn

Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 391

Authorization: AWS 7799e793ce4624ee7e5a:xQEOdiMbLRepdf3YB+FIEXAMPLE=

<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>"a54357aff0632cce46d942af68356b38"</ETag>
</Part>
<Part>
<PartNumber>2</PartNumber>
<ETag>"0c78aef83f66abclfale8477f296d394"</ETag>
</Part>
<Part>
<PartNumber>3</PartNumber>
<ETag>"acbd18db4cc2f85cedef654fccc4a4d8" " </ETag>
</Part>

</CompleteMultipartUpload>

R BB
I TR L R R AR R R R

HTTP/1.1 200 OK

x-amz-id-2: Uuag1lLuByRx9e6j50nimru9p042VKnJ2Qz7/CINPcf TWALRPfTaOFg==
X-amz-request-id: 656¢76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20:34:56 GMT

Connection: close

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>

<CompleteMultipartUploadResult xmIns="http://s3.amazonaws.com/doc/2006-03-01/">
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<Location>http://example-bucket.oos-cn.ctyunapi.cn/example-Object</Location>
<Bucket>example-Bucket</Bucket>
<Key>example-Object</Key>

</CompleteMultipartUploadResult>

4.4.8 Abort Multipart Upload
SO TZ&E—ko i bAEEAE. o BAERREgZb)E, HP AR

I A% ID _EARIE B 0T AR 5E B Fr B o5 Y Ak 2 TR e e
o AN RIS ARAT  BUIEAE BAR, % AR AR e AT e AN . BT b,

N TR A Fr Bl 5 RO s 1), AT RERR 22 2 IR 1B 70 Fr AR ERAE .
WRIEE

DELETE /ObjectName?uploadld=Uploadld HTTP/1.1

Host: BucketName.oos-cn.ctyunapi.cn

Date: Date
Authorization: Signature

H 5 B
M ARG iR HTTP RZ
5

NoSuchUpload TR o BAREREALE | 404 Not
£, A% ID rgedEik, 4> | Found
AR AR AT A 4 1B
FOATER

B RAH

NG SR IE T FE E AL 1D SRZ& Al — WAy B AR

DELETE /example-object?uploadld=VXBsb2FKIEIEIGZvciBlbHZpbmcncyBteS1th3ZpZS5tM
nRzIHVwWhGShZ HTTP/1.1

Host: example-bucket.oos-cn.ctyunapi.cn

Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: AWS 7799e793ce4624ee7e5a:xQEO0diMbLRepdf3YB+FIEXAMPLE=
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& Bl 7

HTTP/1.1 204 No Content

Date: Mon, 1 Nov 2010 20:34:56 GMT

X-amz-request-id: cafd93679f174e05428e85969c999c7b9f968d9ba0aca2a080
Connection: close

Server: CTYUN

4.4.9 List Part
ZERAEH T A — ok i BARE R B4 EAE5E UK PR B
AR AU & — M@ Initial Multipart Upload #RAESRELA FA%
ID. i%iiE K2 R[] 1000 > EAE A BUE R, BRINIRIEI v Btioe 1000
A LIS 4R € max-—parts ZHORTEE — ERIR B B iR P 4
AR RS 1000 AN By, WA IsTruncated =B E B 15 B AL
true, JfHIEE A NextPartNumberMarker 7t 5. FI /0] DLE R — /NS
List Part iR NN part—number-marker Z%, IS FUME K B R _E—MiF
R iR [ i) NextPartNumberMarker {f .

GET /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oos-cn.ctyunapi.cn

Date: Date

Authorization: Signature

HRSH
K Get 1E RIS TR PRI ZHORIR Bl —> uploadld H1 ] parts £
Hro
LR iR Pxa)
l‘\ﬁ
uploadld % ID HRbRR—AN 0 i BAgd &
2. String
ZRIN{H: None
max-parts T B AR R OR (B R B R EE 3
ZKAY. String
ERiINME: 1000

138



O0S H K #& 4

part-number-marker

R LR FIRMRG FBRS RS, RA
iz v B oy 5 B m i B A S 9 g 4
Hok.

KA. String

BRINE: None

0

RETTER
2R ik
ListPartsResult B BN N R AR 2
R, K

555 Bucket, Key, Uploadld, Initiator, Owner,
StorageClass,PartNumberMarker,
NextPartNumberMarker, MaxParts,IsTruncated, Part

RYE: &

Bucket

o B AT N bucket 4 FK
M. String
Q2Hi & ListPartsResult

Key

FRIE X Z ) Key.
M. String
Q2Hi & ListPartsResult

Uploadld

R A% 1D,
I String
A2 5. ListPartsResult

Initiator

F8 B PAT R A B EAL I FE I PR
F5 5. ID, DisplayName

KA, KA

A ;. ListPartsResult

OOS Ik F /] 1D,
J5#. String

AN

L7 A . Initiator

DisplayName

OO0S K F* 1)K+ 44 .
J57#4. String

AN

A5 A . Initiator

StorageClass

X R BT (STANDARD 5%,
REDUCED REDUNDANCY) .
J5#. String

X5 . ListPartsResult

PartNumberMarker | ZIZR 460 B 1 F B 19 5o

J57: Integer

X5 . ListPartsResult
NextPartNumberMar | 4 LG KA KT A Be v 28 58, oo s g e s
ker KPR E— MBS RS, oy SHTIERT

— V5| 2475 SR 1) part-number-marker 218 -
57 Integer
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25 A : ListPartsResult

MaxParts w3 R B B R EE -
257, Integer
25 A ListPartsResult

IsTruncated PRI IR 5 B R T E B A A iR 21
H, WK true MIRREAEHIIH . WRD F %
AR BB T MaxParts TG 45 € B R,
M2 FE—IRFIRIE R TCEH A R BRESIH .

&A1, Boolean

X5 . ListPartsResult

Part AN R BOS N RS, MNP EREE S 0 MEkE A
Part L% .

9 5. PartNumber, LastModified, ETag, Size
M. String
A2 : ListPartsResult

PartNumber FRiR B oy 5
5 Integer
T e Part
LastModified Jr B AR SE R H
KA. Date
T e Part
ETag Fr Bt E AL 5E IR (R ETag 1B .
J5M: String
AT Part
Size Jr B R/
5 Integer
AT Part
HH A e
i AR iR HTTP IR
InvalidArgument | max-parts i F 4 2 0~1000. 400 Bad Request

NoSuchUpload TRy i bAE AL, 4% | 404 Not Found
ID FTREAREE, 70 v BAL R AT e
ZbEE CA B

HRRH

BB 7 bAE T — R FILL T IR L 5 i B, R List
Part i§R$8 € T max—parts M part-number-marker THZE. HIRIERHH
TEBER B P B, ANTE SR R AT USR] B 2 R B 3.tk
ABEZH P BAFLE, W BRI ER A 588, WSR2 5 {E A true 1)
IsTruncated JUE . [AIES, Mo ARG B2 E{E N 3 ) NextPartNumberMarker
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JUER, XMEH KRB EA T —IRIESF L EAEH part-number-marker Z %1

fH.

GET /example-
object?uploadld=XXBsh2FKIEIEIGZvciBIbHZpbmcncyVcdS1th3ZpZS5tMnRzEEEwW
bG9hZA&max-parts=2&part-number-marker=1 HTTP/1.1

Host: example-bucket.oos-cn.ctyunapi.cn

Date: Mon, 1 Nov 2010 20:34:56 GMT

Authorization: AWS 7799e793ce4624ee7e5a:xQEO0diMbLRepdf3YB+FIEXAMPLE=

& BB

HTTP/1.1 200 OK

X-amz-request-id: 656¢76696e6727732072657175657374
Date: Mon, 1 Nov 2010 20:34:56 GMT

Content-Length: 985

Connection: keep-alive

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<ListPartsResult xmlIns="http://s3.amazonaws.com/doc/2006-03-01/">
<Bucket>example-bucket</Bucket>
<Key>example-object</Key>
<Uploadld>XXBsbh2FKIEIEIGZvciBIbHZpbmcnecyVedS1th3ZpZS5tMnRzEEEwWbG9hZ
A</Uploadld>
<Initiator>
<ID>mailaddress@email.com</ID>
<DisplayName>umat-user-11116a31-17b5-4fb7-9df5-
b288870f11xx</DisplayName>
</Initiator>
<Owner>
<ID></ID>
<DisplayName></DisplayName>
</Owner>
<StorageClass>STANDARD</StorageClass>
<PartNumberMarker>1</PartNumberMarker>
<NextPartNumberMarker>3</NextPartNumberMarker>
<MaxParts>2</MaxParts>

<IsTruncated>true</IsTruncated>
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<Part>
<PartNumber>2</PartNumber>
<LastModified>2010-11-10T20:48:34.000Z</LastModified>
<ETag>"7778aef83f66abclfale8477f296d394"</ETag>
<Size>10485760</Size>

</Part>

<Part>
<PartNumber>3</PartNumber>
<LastModified>2010-11-10T20:48:33.000Z</LastModified>
<ETag>"aaaal8db4cc2f85cedef654fccc4adx8"</ETag>
<Size>10485760</Size>

</Part>

</ListPartsResult>

4.4.10 Copy Part

ALK CAAEAER) Object YE N B FAR I B, ¥ VA RG— N0 B
5 248 € 15 K2k x—amz—copy—source K& X #E U, AR R # DU Object HiH
—¥84r, FEEEMINIE SRk x—amz—copy—source-range. PartNumber JNFTXT %R

Fi'5, Uploadld iR R 70 Fr bA% 1D,

HRIEE

PUT /ObjectName?partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oo0s-cn.ctyunapi.cn

X-amz-copy-source: /source_bucket/sourceObject
X-amz-copy-source-range:bytes=first-last

X-amz-copy-source-if-match: etag

X-amz-copy-source-if-none-match: etag
x-amz-copy-source-if-unmodified-since: time_stamp
X-amz-copy-source-if-modified-since: time_stamp

Date: Date

Authorization: Signature

AR iR P
IR
X-amz-copy-source 525 bucketname FlI objectname, FARMT/ | /&
5B
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KA. String
PRIAME: None

X-amz-Copy-source-range

ZL YR object $ U1 bytes yE [ . Range {H
% 2 bytes=2 — NP -Ia— T
Mo FHAFHM 0 IFUG. B DT
10 NFF, bytes=0-9. H AR¥FEN KT 5G
[FJ5 object JHEAT H4#8 UL HIHRAE

I S P DUEEAS object, AN EIX A3k,
KA. String

BRINE: None

iy

X-amz-copy-source-if-match

® RN BRI SLK Etag 545 5€ Etag It
BL, $ATHE VUG R 4R

® RN R K Sk Etag 545 € Etag AN
B, iHRIR[E 412HTTP RS R,

iy

X-amz-copy-source-if-none-
match

® NN R 92k Etag FTE E S24k Etag A~
5], PATHE DLHERAE

® NN R 921k Etag AR E 924k Etag A
5], RIA] 412 #5iR,

iy

X-amz-copy-source-if-
unmodified-since

® IR XI R EW A S 2 G 1B
i, HATHS DUERAE;

® RN RIETE e R 2 e B,
TR [A] 412 4%

iy

X-amz-copy-source-if-
modified-since

® X RAETE B TR 2 e B
i, HATHE DUERAE;

® NN RAETR IR 2 G I s
ook, iz [Al 412 4R

iy

REITGR
EAs iR
CopyPartResult A0, AN S ) 25 52
HKA, R
Lis: .
ETag ¥ A ETag.
J574. String
A5 5. CopyPartResult
LastModified 73 v B E A AU 1]
J57. String
A5 5. CopyPartResult
BER=H

i MR Object HfasE Vil #8 DU — AN A Bl
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PUT /newobject?partNumber=2&uploadld=VCVsb2FKIEIEIGZvciBIbZZpbm
cncyBteS1th3ZpZS5tMnRzIHVwWbhG9hZR HTTP/1.1

Host: example-bucket.oos-cn.ctyunapi.cn

Date: Mon, 11 Apr 2011 20:34:56 GMT

X-amz-copy-source: /source-bucket/sourceobject
X-amz-copy-source-range:bytes=500-6291456

Authorization: AWS 7799e793ce4624ee7e5a:xQEO0diMbLRepdf3YB+FIEXAMPLE=

iR =] 7= B

HTTP/1.1 200 OK

X-amz-request-id: 996¢76696e6727732072657175657374
Date: Mon, 1 Nov 2010 20:34:56 GMT

Server: CTYUN

<CopyPartResult xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<LastModified>2009-10-28T22:32:00</LastModified>
<ETag>9b2cf535f27731c974343645a3985328</ETag>

</CopyPartResult>

4.4.11 Delete Multiple Object

HEE MM 4 Object Thig SZ£fH —A HTTP i R MIER— bucket Hr £ A
object. HIHRARENTE VR % K object 447, I IhAE AT DAL S MR IX £ object,
T AN Y35 22 AN B N B 17 3K

R B SR AL B — AN AN I 1000 /> object fJ XML F115E. FEIX A xml
T B E EMIERT object I F . KT Object, 00S #BLIR [ K
S5, RUIECE ORI TR, WORE RSP object AFEAE, 4 00S tH4xik ]
T3 15 o

HEEMI R Th RESCHr M MR RAm N, A ffE BRI GERE . BOAHLLT,
00S FEMI N 12 Bon4ififE 2, HEERA object HIMIBRET IR . 7 fa W5 B
T, 00S FR[EMER A object RIS R XF T BZMIBR object, FEMIN
HEAN IR [BAEAT(E S

U EMRAFERX R, bR EIMERRI.
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Bh, HEEMBERINAEL# FH Content-MD5 i 3Kk, 00S f# FH Sk R fR4iF
T SRARTE A S i A A B BB

POST /?deleteHTTP/1.1

Host: BucketName.oos-cn.ctyunapi.cn
Content-Length: Size

Content-MD5: MD5

Authorization: Signature

Date: Date

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>true</Quiet>
<Object>
<Key>Key</Key>
</Object>
<Object>
<Key>Key</Key>
</Object>
</Delete>
B Ep B BHR
Content-MD5 Base64 4ifd, 128 fi7ff) MD5, XAMERLY | &
WA, DLORIE B 72 4% i R rh s 1 L
M. 2% RFC1864.
J5A: String
BIME: T
Content-Length | &R, 2% RFC2616. &
J5A: String
BIME: T
ZFR iR B BA
Delete BB RS . &
K. KA
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LT T
Quiet 5 T A BB ACRIR B N, A2 | &
). true F1 false, ZRiAA false.
&A1, Boolean
LT Delete
Object A5 B MIBR object HIZF %S - &

KA, KA
A5 A Delete

Key B % object 44 &
. String
A2 ;. Object

M BT R

B | R

DeleteResult | £, & BN B R 25 28
KM, K
LA

Deleted R BRI 2%, B8 MR ¥ object.
A A%
AXH1 f: DeleteResult

Key 2R B HY object 4 .
JsAY: String
A5 A Deleted, BY Error

Error MR W 25 2%, B S Bk R I HY object 18 2.
R, K
27 5 DeleteResult

Code ] o 2R T RIR S B o

J57#. String

A5 K Error

{&: AccessDenied, InternalError

Message FRIRIA .
J574. String
A1 e Error

HRH
N HEFERACE MR —LE object, HUEMIERNII, ALK (BIINBA L
BRAIERD

POST /?delete HTTP/1.1

Host: example-bucket.oos-cn.ctyunapi.cn

Date: Mon, 11 Apr 2011 20:34:56 GMT

Content-MD5: p5/WA/oEr30qrEEI21PAqw==

Authorization: AWS 7799e793ce4624ee7e5a:xQEO0diMbLRepdf3YB+FIEXAMPLE=

146




O0S H K #& 4

Content-Length: 125
Connection: Keep-Alive

<Delete>
<Object>
<Key>samplel.txt</Key>
</Object>
<Object>
<Key>sample2.txt</Key>
</Object>
</Delete>

& BB

HTTP/1.1 200 OK

X-amz-request-id: 996¢76696e6727732072657175657374
Date: Mon, 1 Nov 2010 20:34:56 GMT

Server: CTYUN

Content-Length: 251

<?xml version="1.0" encoding="UTF-8"?>
<DeleteResult xmIns="http://s3.amazonaws.com/doc/2006-03-01/">
<Deleted>
<Key>samplel.txt</Key>
</Deleted>
<Error>
<Key>sample2.txt</Key>
<Code>AccessDenied</Code>
<Message>AccessDenied</Message>
</Error>
</DeleteResult>

4.4.12 W8tk
J#id MultipleUpload 8L N SO 4% 3K UploadFileRequest 28, SEEHE
T B EAER B f AL R D Re .
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SHWE

B i)

EnableCheckpoint s I A Wr L 2RAL Tl fE
BRik: KH

PartSize B B K/ partSize, # partSize /M
5MB, I4x¥ partSize 1% % 5MB.
2Rik: 5MB

UploadFile AR B AR SCA

checkpointFile oAy e EAR G RS, BN b
& A SO A [F] #8412 T uploadFile.ucp.

objectMetadata S T -

ProgressListener AR R 8% .

TaskNum o AR IR R GRS, BN L, 2N
1000,

F checkpoint SCHRICFFTA 73 v iR . BAE R A5 B (A7
FEAZSCA R, InRIE— 0 BAE RN, BRI A I AR SO e S R gk
. bPAEFERUE, U BEMBR . checkpoint SCAFERIN 51 _F AR FIAHLSC
PEE A%, N uploadFile. ucp.

Java BAERBE R

public static void multiUpload(AmazonS3 ossClient) {

try {
String bucketName = "bkt-hhhhtest";;

String key = "object_testl.pdf" ;
String uploadFile = "D:\\tmp\\2.txt";

/I 83T UploadFileRequest i% & £ 1331
UploadFileRequest request = new UploadFileRequest(bucketName, key);

Il A% A S
request.setUploadFile(uploadFile);

Il 53 Fr EARIER R, BOAN 1, &2 74 1000
request.setTaskNum(2);

PN RN, BRIN SMB, 2 partSize /NT 5MB, [ T g — AN A BA
bh, 4% partSize H#E % 5MB */
request.setPartSize(5 * 1024 * 1024);
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I I 5 Wr SR T RE,  BRINSE ]
request.setEnableCheckpoint(true);
FCFA Iy Fr EARGIRE SO . PR W RS DR S B S, A%
PR R B AE B IRAFAEZ S, REE— 2 v BAR IR, AR AR N 2R ST
R M) Rk EE bR, */
Il FAESERE, MR . BN S BAR AR SRR H %, N
uploadFile.ucp
/I request.setCheckpointFile("<yourCheckpointFile>");
MultipleUpload multiUpload = new MultipleUpload(request, ossClient);

Il Wr g A% A%

CompleteMultipartUploadResult result = multiUpload.upload();

/ISystem.out.printin("location:  "+result.getLocation());

System.out.printin(*Upload complete. Upload object name:" + result.getKey());

} catch (AmazonServiceException ase) {

System.out.printIin("Caught an AmazonServiceException, which means your
request made it " + "to OOS, but was rejected with an error response for some reason.");

System.out.printin("Error Message: " + ase.getMessage());

System.out.printin(*"HTTP Status Code: " + ase.getStatusCode());

System.out.printin("OOS Error Code: " + ase.getErrorCode());

System.out.printIn("Request ID: " + ase.getRequestld());

} catch (AmazonClientException ace) {
System.out.printIn(*Caught an AmazonClientException, which means the client

encountered "
+ "a serious internal problem while trying to communicate with OOS, "
+ "such as not being able to access the network.");
System.out.printin("Error Message: " + ace.getMessage());
}
}

4.4.13 POST Object
POST #AE A F HTML 3R FEg % % _F AL 2145 € 1 Bucket. POST 52 5 —FhIE
i) PUT #:4E, POST m] LAikA{#i FH i@ Browser—based B 730, BX 2R AL 2]IE
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€ bucket H. PUT MIS U@L HTTP Header #2251, i POST i id % ]
multipart/form-data b AT B AT 7 BOfAT S . P L ZiR AR I
Bucket A EALIR . 00S AAFAEH PR R Un FUSCR BT A WAL S, TR0 568 Gh 2
RN T

N T PRUEECHE AR W 25 A il B v s 3K, AT A Content-MD5 B it
ITREE . WEER S H0H A Content-MD5, 00S Kot S 438 (%) S 1) MD5
. WRIFE B ES H PR EA B, 00S KR B — ARG H P .
B#, H PR EAEXS R 00S I THERT G MD5 A, JF5 00S EM K iR
[6] () ETag 34T L. ETag /X R A M MD5 {8, A5 metadata.

HRIEE

POST /HTTP/1.1

Host: BucketName.oos-cn.ctyunapi.cn
User-Agent: browser_data

Accept: file_types

Accept-Language: Regions
Accept-Encoding: encoding
Accept-Charset: character_set
Keep-Alive: 300

Connection: keep-alive
Content-Type: multipart/form-data; boundary=9431149156168
Content-Length: length

--9431149156168
Content-Disposition: form-data; name="key"

Key
--9431149156168
Content-Disposition: form-data; name="success_action_redirect"

success_redirect
--9431149156168
Content-Disposition: form-data; name="Content-Type"

content_type
--9431149156168
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Content-Disposition: form-data; name="x-amz-meta-uuid

uuid
--9431149156168
Content-Disposition: form-data; name="x-amz-meta-tag"

metadata
--9431149156168
Content-Disposition: form-data; name="AWSAccessKeyld"

access-key-id
--9431149156168
Content-Disposition: form-data; name="Policy"

encoded_policy
--9431149156168
Content-Disposition: form-data; name="Signature"

signature=
--9431149156168
Content-Disposition: form-data; name="file"; filename="MyFilename.jpg

Content-Type: image/jpeg

file_content
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to O0S
--9431149156168—

HRSH
ARSLIAE RS HL

RETFB

Y. KPS ERNFNREAFZE (AWSAccessKeyld., &4, . SRESAIAT
x—ignore—HI M FBLAFRBRAN) WAL E7E policy FAFHIR A, PE 7 EARKE
—
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BR iR RRIBHE
AWSAccessKeyld | 2 - A BRI+ H P 8995 i %87 1D, A
ZHH PO T 44 P R e SR R —2H 2 R
[ SR VT AR o« anJiE KRB & Policy, X
T V2 %4, WikFBovnIETB.
2. String
PIME:
Cache-Control, FFE T REST Higkk. AREZELE, HZ | &
Content-Type, % PUT Object.
Content- ZAY. String
Disposition, PIME: T
Content-Encoding,
Expires
file SAFBOCA N o SO EOCAR N 20 &
Form R H G — 7B — kA bt —
&L
KM TR N
BiME: &
key AEXT R AR &
A LA T ${filename} A2 5 Sk A T T 7 32 4 (4 5T
R4 . Bilan, WA Betty FAERI SR
lolcatz.jpg, FBt{EHIEEN
Juser/betty/${filename}, FB-A PRAFHINT G 45K
¥4 72 Juser/betty/lolcatz.jpg .
M. String
ERINME:
policy IR TE R P RV N AR 2250 . X TAEE | %4
#153R, Policy T B w2
Policy /¥ & % I, Bucket Policy =B I .
M. String
ERINME: I
signature i AWSAccessKeyld X B RS policy 1 | 2&4F
%4, IRE RS Policy, T V2 %4,
W7 B IE B
signature = Base64(HMAC-
SHA1(YourSecrectKey,policy)), HAkitH 5%
TH A A Signature FEBIRIE D IR
X-Amz-Algorithm | &4 5k, MFFERELE Policy, X T V4% | &4

% N BO I IEF B
BUE: AWS4-HMAC-SHA256.
BAE: T
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X-Amz-Credential | p 1 accessieyld AIEH (5, JuREEa | &I
FEESR HI. X3, RS &IbF7F
aws4_request, #&3H0F:
<your-access-key-
id>/<date>/<region>/<service>/aws4_request
Horre
® date 5% YYYYMMDD.
® region: Vil , X GAFE I VE L

Endpoint %1 ;
® service: HU{H s3.
WHIE R E Policy, XJT V4254, Nk
BV IATFEL

X-Amz-Date H AFNI ()4 5006 ZUE A5 1SO 8601 nifE, JF | 41F
H 2554 F“yyyyMMddT HHmmssZ % 203847
we Ak Bilan, s H AR <08/01/2018
15: 32: 41.982-700”, WIWAZ0HE Sk H L4
UTC (HhAttAer) , RGN
“20180801T0832412”,

WRERE S Policy, X+ V4244, Nk
BOAWIATEL

X-Amz-Signature | NIEZ 4, ML U415 O0S tHHME A | &4
ULEL; 50, OO0S #E4uiZig K,

WRERE S Policy, X V4244, Nk
BONIHF B
success_action_red | A% R 5% b B E [ B URL. OOS ¥ | &

irect,redirect

Bucket. XF %4l etag {HAFE NE W T oS5
Bt ] URL.

SR RFEE success_action redirect, OOS ¥k
[7]££ success_action_status 7B 4 52 145 S0 RS
HRA,

Witk 00S JeikiR A A HR L) URL, K 28
%

WIR AL, OO0S ¥ itk HA AT E
JE 4R AE

A String

BIME: T

HERE: redirect WAER R =R lR, @UUTH
success_action_redirect
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success_action_sta
tus

R A5 F8 52 success_action_redirect, AL,

D JE IRAACAE A 1% 1] 2125 7 Uiy

BRUE: 200, 201 5% 204 (ERIN) .

® MR E N 200 BE 204, OO0S KR [l
— AN SCRG AT 200 B 204 RASAAS .

® UIR(EMEE AN 201, 00S Kk [l —A>
XML SCAYAT—AN 201 IREAL . %
XML N ZERE R, 1§25 POST X}
%o

o MR AREMENENE I LAHIME,
OO0S K5I [a] —> 4 SCAG I —A 204 RS
i,

HE:

FELL R A ) AdobeFlashplayer 7632 1F fifi b ¥ A

2 EIESCH HTTP W )3, 2285 AdobeFlash

YHFEAR, @Y success_action_status i B

N 201.

iy

X-amz-storage-
class

BRI G RA,

Z&H: String

HUE:

® STANDARD: #rifEfifi

® REDUCED REDUNDANCY: fXJUATEf#

® STANDARD IA: {57 o) 17
2RiAME AN STANDARD.

iy

X-amz-meta-*

AR S DU AN RTS8 T AR #2421 7o
i, %fﬁ)ﬂ*"f{%ﬁ BRSNS G — AT
fifiFfak [al . T 245 E15Z % PUT Object
A4, String

BRIME: &

iy

X-amz-website-
redirect-location

5 Bucket Fit B ML, HE A5 IR AN G
()15 =Kk 2AH[F] Bucket ) 3 7k — N0 Gl 2]
—ANHARA URL. OOS 2 ARFFIX/ME Ext %
ff) metadata. %I % ¥ metadata 15 5155 %
Object Key F11 Metadata #5847 .

AN TR R 1 R Sk 15 HE ) B A A
Bucket ] 55—~ %} % (anotherPage.html) .
x-amz-website-redirect-location:
/anotherPage.html

T (7] 21 At oA 3t £ 457 5
X-amz-website-redirect-location:
http://www.example.com/

FERG: XAMENMILL” 1”7 . http://EX https://FF
3k, HKEAREL 2KB.

iy
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X-ctyun-data-
location

B Bucket & A7

KA. key-valueJE .

-

i WE
type=Local,scheduleStrategy=scheduleStrategyzk
)

type=Specified,location=location,scheduleStrateg
y=scheduleStrategy

® type: fHEMIEAAAEL B IR, BUEN
Local 5{# Specified. Local £/REtiLE
N, Specified RxtaEME . WHE type HL
{9 Specified, W75 245 & AR B HE AL
# location, location A] LUHS £/, LUE
50, AIHUEA ChengDu. GuiYang-
LaSa. LanZhou. QingDao. SH2.
ShenYang. ShenZhen. SuZhou. WuHan.
WuHu. WuLuMuQi. ZhengZhou.
® scheduleStrategy: & 5%, BUEAN:
> Allowed: ¥ O0S H 8l B 4 77
fifior B
> NotAllowed: NFL¥F O0S H 3l ZL
AP E

iy

i REAS
i 3k

B 73 IR Sk BAAE, AR AT AT LA LU Wi RSk

BHR

b

X—amz—-expiration

rule—id i) value &£t URL Zmig .
M. String

WX G E 7L AR A (275 PUT Bucket
Lifecycle 1) , MR kaind#E . o
S EAFETIEHBM rule—-id ] key 1 value.

success action redire | FAERINE EF) URL,

ct, redirect

M. String
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B

j:1p)

Bucket

171i# Object ] Bucket £ FK o
KM TR
R IGE: PostResponse

ETag

ETag /25§ AL MD5 W75 J5 3 8t . I/
A LATE GET &R £ A 1f-Match 153K k. ETag X
SR RN AL, AELFE TR

J57 . String

R IGE: PostResponse

Key X RAAFR

M String
L JuE: PostResponse

Location X% URL

[}

M String
A JUE: PostResponse

R B

POST /HTTP/1.1

Content-Length: 4

Host: BucketName.oos-cn.ctyunapi.cn
Date: Wed, 01 Mar 2009 12:00:00 GMT
Content-Type: text/plain

Expect: the 100-continue HT TP status code

ObjectContent

e Rz 7 451
I ARSI 1 TRl AR 3k

HTTP/1.1 200 OK
x-amz-request-id: 0A49CE4060975EAC
Date: Wed, 12 Oct 2009 17:50:00 GMT

ETag: "1b2cf535f27731c974343645a3985328"

Content-Length: 0
Connection: close
Server: O0S
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B B4

R FHAE = action. method fl enctype. UIHRIXEE(E YY)
EE—NREARILE, EREEB. action & EAFE R URL, LI T #
‘B N Bucket fJ URL. #41: Bucket FJ44#5s& BucketName, I URL K
http://BucketName. oos—cn. ctyunapi. cn/.

method W20 POST. enctype W B AN “multipart/form—data” .

<form action="http:// BucketName.oos-cn.ctyunapi.cn /"
method="post"enctype="multipart/form-data">
</form>

® Post Policy FEX M

Post Policy f2f#i ] UTF-8 Fil Base64 Zitift) JSON SR, EHEE T iR
B0 2 IR 26 T ELH T R EAT S BniE . AR I e v SR Sep g 7 =, 18
AT ARRR B AR AN BT AR RS AR B i R 1 R R B R AR
e

AR —ANE B Post Policy /-l

{
"expiration™: "2007-12-01T12:00:00.000Z",
"conditions™: [
{
"bucket": "johnsmith"
h
[
"starts-with",
"$key",
"user/eric/"
]
]
¥

WL SR I B (expiration) fIZ& A4 (conditions) P HE 34 Al
THA
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AT ER A IS0 8601UTC H s =k 4 & Sems i H . 5l 4n
“2007-12-01T12:00:00. 000Z” 5 HHg £ 2007 4 12 H 1 HA UTC ZJak
Ro AEFME SRS i 7 B b 7 Y

- {is

SR SR H ) SR AR B E_EAR X RN 2 . SRR B PR E R R B
Bt (AWSAccessKeyld. 2544, 3CfF. SHEEAIHT x—ignore—HiI 4 i B A4 PR Bk
S IR E ARSI . R 2 A B MR AR B, (EHE S8
T, B, WREEMADYA x— anz-meta-tag FFE, FH—NFERME
N Ninja, % “ANFBMEN Stallman, 0] LUK KRS SO RS 5 E A
Ninja, Stallman.

X R F BT AT R IUTES . B, R RAERF B E N
user/betty/${filename}, HEHIRIEFIRESE [“starts-with”, “$key”,
“user/betty/” 1. VI [ starts-with”, “$key”,

"user/betty/$ {filename}”].

TLRAR i

bucket e € A% N2 UV Bucket.
FERRE AL AL AN starts-with.

content-length-range fa € & bAE NS RV B S N R R

SZFFVEHI VAL
Cache-Control, HioE T REST Mkrk.

Content-Type, Content- | S #FFE L EC I starts-with
Disposition, Content-
Encoding, Expires

Key 2 AL SR
TS HRUCEC AL starts-witho

success_action_redirect | A% s 1) 5 % 7 v B E ) 2 ) URL .
redirect RS HRULEC AN starts-with

success_action_status | WA T success_action_redirect, _FAERIN G
AR A A 38 [ 1) %% F i
KRR ICHL .

HAmLL x-amz-meta- e T H P oo .
NI SR 1R B 4 CRPRERUCEC AL starts-with .

TR
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AR TR AR T B (Blhn, Flash d5in T SCE4) , BabZi
BTN S SO . G R s U R ThRE, B x—ignore— WSINAFELMY
A% LA 00S 20 e T B 5 FLAN 52 i e T B 1 AR SR RRAS

FAFILES

R AFF LA
st m] DU N AR 7 B € 2 26 AR B B R 2R K UL G

RE BT EAER B AR E NN R T BIR

& — KA
FAt

Fia P

Kt UL it DT K 30 UE 7 B R 5 DL RC RS € BB . Rl 7R
bucket 415 & A BucketName:

{"bucket": "BucketName"}
ISR
[ "eq", "bucket": "BucketName"]

Starts With WRAE D ANFEA R 8 FME TG, 158 starts-with. 4R
BRI LA user/betty JT45:

["starts-with", "$key", "user/betty/"]

VERCAE AT A 25 FC & A LAV BOh AR A A, 1EfEH] starts-with
A= AEH A7l SUVHAEAT success_action_redirect:
["starts-with", "$success_action_redirect", "]

i € u X TR VO BB B T IE 5ok B L IR AN T BRAE
ARG RV 1 F) 10 MBS K/
["content-length-range™, 1048579, 10485760]

FREBFE Y

LG iR

\\ SURHL

\$ FE I 5

\b IRAE

\f E DI

\n BT

\r EEE

\t KPR .

\v M E LR .

\UXXXX FTH Unicode F4F.

Signature FEXHIMIE L TR

B | B

1 i ] UTF-8 X SR m& 3EAT dm i o
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2 1% /] Base64 *fixX 6 UTF-8 w5 #4745 .
3 ] HMAC SHA-1, 85 I8 B AR 25 1 n) % 4H 25 38 TR o
4 % /] Base64 % SHA-1 £ 44 3479w o

4.4.14 OPTIONS Object

P YR 2% AT LA 00S AIE TG R, SRFNWTH 2 5 AT DURIEREE IR . HITP J7
PRSI S BRTER . 0 YT A R TSI RIS, 00S R4 bucket [#5 Ik Ok
R [l N AE S o AR bucket WA FCE P, A4 00S [0 5 403
Forbidden.

OPTIONS /ObjectName HTTP/1.1

Host: BucketName.oos-cn.ctyunapi.cn

Origin: Origin

Access-Control-Request-Method: HTTPMethod
Access-Control-Request-Headers: RequestHeader

BRLHE R
2R ET:3) =B
]
Origin PRz I OOSH S s R IR . | 2
ltn:  http://www.example.com.
J5#: String
Access-Control-Request-Method | FronfEsEbrig kAT, B HREIN | 2
HTTP 7%,
5 String
Access-Control-Request-Headers | 7ESZFriE R R IZEFIHTTP | 5
HaRk, HESSMHE.
A String
Mg Rz S A =K
e 97 Sk iR

Access-Control-Allow-Origin | i F G K R IEHIR . a0 S UbIsAYE R vrvr i,
HE400S Azl [a] i b =k .
&AL String

Access-Control-Max-Age TRV =K T AR 2 A7 BT 1R, A2 b
&AL String

Access-Control-Allow- PGSR RIEM HTTP J5. WStk 5 A
Methods FVF, A4 O0S ANk [l v 3k .
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27 String

Access-Control-Allow-
Headers

FESEPRIE R, WA AT LAURIE R HTTP 3k 3k
I, LUESrRE. RS E AR Rk e
Y, O0S e al phma sk, A2 iR [T AA] LA
Access-Control J3k ity i 3k

27 String

Access-Control-Expose-
Headers

FESZBRmE R R, JavaScriptZs i a) LA e 6 R S
kR, LUES5r0.
27 String

R

P AS AT LLIA] 00S AIE TR TG R, K W 2 15 A] LR
http://www. example. com [A] 44N examplebucket HJ bucket, %% PUT i§3K.

OPTIONS /exampleobject HTTP/1.1
Host: examplebucket.oos-cn.ctyunapi.cn
Origin: http://www.example.com
Access-Control-Request-Method: PUT

M L 51

HTTP/1.1 200 OK

Server: CTYUN

x-amz-request-id: BDC4B83DF5096BBE

Date: Wed, 21 Aug 2012 23:09:55 GMT
Access-Control-Allow-Origin: http://www.example.com
Access-Control-Allow-Methods: PUT
Access-Control-Expose-Headers: x-amz-request-id

4.4.15 I =5

A RS R

XF TR B8R 13 Bucket, W] RLEIE AR Object HSLEEERE T, #
Object 73245 HAb N, [R] I 7T DAFE B #5660 B RO DA N B BE b AT 48] 72
SDK F1# H] AmazonS3 F1[{] generatePresignedUrl (String bucketName, String
key, Date expiration)Jji%, W LAAERMILZEERE URL. Z %7072 Bucket 4
B, Object 44 RRA IR R], o it AT IR0 A5 Null fRgal,  BROA I S B ] i
543k EEHUS AR (A5, JEEEERRA, SRR FRE T BEREE T Object.,
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A S R B -

public void test_generatePresignedUrl_limit() throws Exception{

0o0sClient.setEndpoint(OOS_DOMAIN);
GeneratePresignedUrIRequest GRrequest =

new GeneratePresignedUrIRequest(Sbucket, Sobject, HttpMethod.GET);
GRrequest.addRequestParameter(*"'x-amz-limitrate"”, "2048");

System.out.printin(oosClient.generatePresignedUrl(GRrequest));

}

PLUR & — AN ) L e 2

http://00s-cn.ctyunapi.cn/mysite/a.png?Expires=1363760719&AWSAccessKeyld=
mailaddress %40email.cn&Signature=S7FTz%2BerL|Bjirl7jKIALmMHXDRA%3D

F 2 53 PRIE

U AR TR EON RN E T B IR, TEIN A E LS “x-amz-
limitrate” , JAH generatePresignedUrlRequest. addRequestParameter (“x—
amz-limitrate”, value)J7i%, value fH VPR % (BLA7 KB/s), KZHumH|
generatePresignedUrlRequest Xf R, S HILZHRA L, LI AN T T
A0 B O 1 P A o 1 e 2 2 1) s 4

http://oos-cn.ctyunapi.cn/test-
20180604/6aa3df83gw1f35nhhp70pj20gj0r046l.jpg?Signature=817F/pabWm2%2Bi8iXyE
XZIXm/eGY%3D&AWSAccessKeyld=08f17977afala87736ac&Expires=1528438576&Xx-

amz-limitrate=2048

4.4.16 HEAD Ob ject
Head #1F T IRBON R T 52, AR BIEGEA LS. 2] 40 EIRH
X RE RS S, WL R AT

HRIEE

HEAD /ObjectName HTTP/1.1
Host: bucketName.oos-cn.ctyunapi.cn
Date: date
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Authorization: signatureValue

Rz Sk

ZE i)

X-amz-expiration WX R E T 2HN A, 54 OOS IR |8l i i )3

id F{E 2 URL b1 .

Sko XN N S AL S B E X expiry-date AT rule-id. rule-

x-amz-storage-class | FHEA AL . WIRAFHIET N STANDARD, AN [H]

T

2. String

WA

® REDUCED REDUNDANCY: fKJTA {71k
® STANDARD_IA: 471 inl 77

B i
B F R [E 5 R my-image. jpg

HEAD /my-image.jpg HTTP/1.1

Host: bucket.oos-cn.ctyunapi.cn

Date: Mon, 03Sep 2012 22:32:00 GMT

Authorization: AWS 7799e793ce4624ee7e5a:xQEO0diMbLRepdf3YB+FIEXAMPLE=

R ERA

HTTP/1.1 200 OK

X-amz-request-id: 318BC8BC148832E5

Date: Mon, 03 Sep 2012 22:32:00 GMT
Last-Modified: Sat, 01 Sep 2012 17:50:00 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 434234

Content-Type: image/ipeg

Connection: close

Server: CTYUN
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4.5 xTF AccessKey BUIR{E

4,5.1 CreateAccessKey

P42 I 7.3.9 CreateAccesskey

4.5.2 DeleteAccessKey

FEANZ I, 7. 3. 12 DeleteAccessKeyo

4.5. 3 UpdateAccessKey

412 W, 7.3.11 UpdateAccessKey. 7.3.10

4,.5.4 ListAccessKey

42 0 7.3.10 ListAccessKeys.

4.5.5 STS IGBHESGAR

00S A PR Bt I 245 1] . STS (Security Token Service) f&Nzit
SR P AR AL I B U ) 4 RIS Web AR %5 . J@IE STS, wLASKEE =77 B FH sl A P A
R—~ B8 SRR U5 el B E o 35 =5 S BOH 7 RT DA A 0 ) AR F B
F 00S APT, ¢ {#iH 00S #2441 SDK ki il 00S APT.

s A7 7] 00S APT I, HI 7 R 2K 24 (SessionToken) #E471E
53K header HELH DL RSEHIE AU URT H, #73kN “X-Amz—Security-

Token” .

HRIEE

POST/?Action=GetSessionToken&DurationSeconds=seconds HTTP/1.1
Host: oos-cn-iam.ctyunapi.cn

Date: GMT Date

Authorization: SignatureValue

BRESH
2 A THWHE
Action {8 J&:GetSessionToken. 7
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DurationSeconds A REAE AR, AR, JEE 15 Er | 2
2 36 /N, P ERAE R EA IR,
#4400 InvalidDurationSeconds .

M) 82 & SR
i 97 3k iR
Credentials F P U7 A RS B
SessionToken R
AccessKeyld I BN 7 1) AK
SecretAccessKey | IS5 A SK
Expiration I HH R [E]
Requestld iH2KID

B RAB

POST /?Action=GetSessionToken&DurationSeconds=7200 HTTP/1.1
Host:00s-cn-iam.ctyunapi.cn

Date: Wed, 01 Mar 2012 12:00:00 GMT

Authorization: AWS 7799e793ce4624ee7e5a:xQEO0diMbLRepdf3YB+FIEXAMPLE=

M N 1

<GetSessionTokenResponse>
<GetSessionTokenResult>
<Credentials>
<SessionToken>53732f2313e795ba5a649c40d64441b618f194d7c0c08

33c337dbc954b113eb37b66abeat751b890320fc5f7253482e87a0ca50f7bch

221fdc9f4620e232721e
</SessionToken>
<AccessKeyld>sts.1310458e7d0d73109ba7</AccessKeyld>
<SecretAccessKey>9af52496afb6c0f5ha6542
eclbec4e52c19093e2
</SecretAccessKey>
<Expiration>2018-10-29 17:38:21</Expiration>
</Credentials>
</GetSessionTokenResult>
<ResponseMetadata>
<Requestld>cb4cbf7cdd3f4572</Requestld>
</ResponseMetadata>
</GetSessionTokenResponse>

165




O0S H K #& 4

4. 6 Backoff iitHA
2 00S RGARSS Eir:, BN AIE R, 00S £xiR [R5 i 503 W RORAS
30 Retry—-After MM Sk, 7RI :

HTTP/1.1 503 Service Unavailable

X-Ctyun-request-id: abdcf4945d14406a-30383a4b4e4948542d6b6e696854
Retry-After: 90

Date: Tue, 6 May 2014 08:02:58 GMT

Content-Length: 133

Content-Type: text/xml

Connection: close

Server: CTYUN

<?xml version="1.0" encoding="UTF-8'?>
<Error>
<Code>SlowDown</Code>
<Message>Please reduce your request rate.</Message>

</Error>
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4.7 Bz

4.7.1 REST $£1=08 2
LiE SR AT, 00S iR [\ DL A% 2 A i B AS B

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>NoSuchKey</Code>
<Message>The resource you requested does not exist</Message>
<Resource>/mybucket/myfoto.jpg</Resource>
<Requestld>4442587FB7D0A2F9</Requestld>

</Error>
M B R U BH U R -
25 ik
Code BRI A S B F R . VRGN RS E B el LS L5

I ) 513R

Message G B RRIA .

Requestld | i&>RA ID.

Resource | HH#EHH I bucket 55 object 15 5.

4.7.2 $EIRLIISR

iR iR HTTP RS
AccessDenied FR B AR 46 403 Forbidden
AuthorizationHeaderMalformed |24 i% SRR &2, 400 Bad Request

AuthorizationQueryParametersError|2s £ 1 K S5 AA1%. 400 Bad Request

BadDigest FH 7 #6 %€ i) Content-MDS5 400 Bad Request
5 00S 1HHE RIAILAL
BucketAlreadExists 53R 1) bucket name £.4 409 Conflict
FAAE, IR AR
2
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BucketNotEmpty

o B Y bucket FE

409 Conflict

CanNotDeleteObjectLockConfigura

tion

%,
SRR IR, i
IR

400 Bad Request

CanNotModifyMetadatal.ocation

R L BEA VB

400 Bad Request

Filelmmutable

RAEFE RN, A

RETEL

403 Forbidden

IncompleteBody

X 5K FE/INT Content-
Length 15Kk f8E 1K
.

400 Bad Request

Internal Error

0O0S Ak &5sEiR, THE
ks

500

InternalServerError

InvalidAccessKeyld AccessKeyld NFELE 403 Forbidden
InvalidArgument TRIE RS 400 Bad Request

InvalidArgument

max-parts Yo [E 2Ky
0~1000.

400 Bad Request

InvalidArgument

ERLOR B I AN BE /N T

400 Bad Request

InvalidArgument

I BB K
EHURBII IR

400 Bad Request

InvalidArgument

7S

A LR B I 2 I

400 Bad Request

InvalidArgument

HRLORE TR Q2 JH 30,
ARefE L,

400 Bad Request

InvalidArgument

TEE A B BN
“Date” WIN{EASHIRIETR

R HER ] F- B o

400 Bad Request
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InvalidArgument

A ke IR NI 2
“Days” W2 IERERL

400 Bad Request

InvalidArgument

v B A A A RO, 7R
EL45 ® Expiration 1

Transition A ) — T,

400 Bad Request

InvalidArgument

T A A TR,
R prefix A HEH A4
i JE AU Expiration A1
Transition, Expiration %
& Days WAUKT
Transition % & ] Days.

400 Bad Request

InvalidArgument

VB A A RO,
R prefix A EE FIHFE
i JE BN Expiration 1
Transition, Expiration %
& Date W4T
Transition ¥ & [ Date

400 Bad Request

InvalidArgument

pa-RaNap EUVIWIUTINEES
fAERAA A

400 Bad Request

InvalidBucketName

&8 7€ 1Y bucket TCR o

400 Bad Request

InvalidLocationConstraint

MR E R T E
ANECHEAL B xml 1% 3 A
Bk

400 Bad Request

InvalidObjectName ST RGHRAE T 400 Bad Request
InvalidPolicyDocument HKIEAEE 400 Bad Request

InvalidRequest

IP A% BAETE,

400 Bad Request

InvalidRequest

IP A% AT R
il o

400 Bad Request
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InvalidRequest

A Ki% Content-MD5 i
*% o

400 Bad Request

InvalidRequest

B A i A AL, dn
SRR A= i i SR
Expiration F1 Transition 1%
BRI A ESR, WA
RE[EI (i FH Date, =¥
[F] 5481 FH Days

400 Bad Request

InvalidStorageClass RIABAANGE, 400 Bad Request
InvalidURI TCIEMRMTHE E ) URI. 400 Bad Request
MalformedXML XML #% XA G 400 Bad Request

MethodNotAllowed

TRRE IR UV AR

B

405 Method Not
Allowed

MissingContentLength

TE HTTP Sk b it

411 length required

ContentLength.
NoSuchBucket f6 7€) Bucket N 77E. 404 Not Found
NoSuchKey feEX R0 Key N7 404 Not Found

fE.

NoSuchLifecycleConfiguration

A i A I B B AR AE

404 Not Found

NoSuchUpload

TR 4 P AR FEANAT
f£, A% 1D nIRERE,
oy i AR FE AT R 41k
o DA SE R

404 Not Found

NotVerify

PP AR o

403 Forbidden

ObjectLockConfigurationNotFound

Error

Bucket %At & & AR

.

404 Not Found

PreconditionFailed

EOAAMEE KA
i A2 o

412 Precondition

Failed
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PutObjectTooFast I & 5 A — X R B> B [400 Bad Request
B
RequestTimeTooSkewed T SR AN 1) A1 i 45 2% 15 [A] |403 Bad Request
FHZE KK
SignatureDoesNotMatch FATTHE H #93E =K 19451403 Forbidden
25 RN A —
. WERE secretkey
ESE N RV
SlowDown 00S %%, §#E  [503 Service
i Unavailable
TooManyBuckets Bucket MU PR, 1400 Bad Request
-- B Ui i RAET 1R - 400 Bad Request
-- B Ui i SR 408 Request
Timeout
-- T %K /T Content- (502 Bad Gateway
Length 15Kk H 8 € 1K
.
- O0S k%%, i®E  [503 Service
i Unavailable
- O0S 5%, WHHE 504 Gateway
o Timeout

PWHY:  “--7 ROREAHR BRI, HARE.
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4.8 f#H HttpURLConnection &

package cn.ctyun.oos.sample;

import
import
import
import
import
import
import
import
import
import
import

import

java.
java.
java.
java.
java.
Jjava.
java.
java.

java.

io.InputStream;
io.OutputStream;
net.HttpURLConnection;
net.URL;
text.SimpleDateFormat;
util.Date;
util.Locale;
util.Random;

util.TimeZone;

javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

org.apache.commons.codec.binary.Baseb64;

public class HttpUrlConnectionSample {

private static final int CONN_TIMEOUT = 10000;

private static final int READ TIMEOUT = 30000;

private static final String DATE STR = "EEE, d MMM yyyy HH:mm:ss 'GMT'";
private static final SimpleDateFormat DATE FMT = new

SimpleDateFormat (DATE_STR, Locale.ENGLISH) ;

static {

TimeZone gmt = TimeZone.getTimeZone ("GMT") ;

DATE FMT.setTimeZone (gmt) ;

}

private
private
private

private

final String host;

final int port;

final String ak;

final String sk;

public HttpUrlConnectionSample (String host, int port, String ak, String

sk) {

this.host

this.port

this.ak =

this.sk

= host;
= port;
ak;
sk;
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private String authorize(String httpVerb, String date, String bucket,
String objectName) throws
Exception {
String stringToSign = httpVerb + "\n\n\n" + date + "\n/" + bucket + "/"
+ objectName;
Mac mac = Mac.getInstance ("HmacSHAL1") ;
mac.init (new SecretKeySpec (sk.getBytes ("UTF-8"), "HmacSHA1l"));

byte[] macResult = mac.doFinal (stringToSign.getBytes ("UTEF-8")) ;

String signature = new String(Base64.encodeBase64 (macResult), "UTF-8");
String authorization = "AWS " + ak + ":" + signature;
return authorization;

}

public void put (String bucket, String objName, byte[] data) throws
Exception {
String date = DATE FMT.format (new Date());
String authorization = authorize ("PUT", date, bucket, objName);
URL url = new URL("http", host, port, "/" + bucket + "/" + objName);
HttpURLConnection conn = (HttpURLConnection) url.openConnection();
conn.setUseCaches (false) ;
conn.setFixedLengthStreamingMode (data.length) ;
conn.setRequestProperty ("Date", date);
conn.setRequestProperty ("Authorization", authorization);
conn.setConnectTimeout(CONN_TIMEOUT);
conn.setReadTimeout (READ TIMEOUT) ;
conn.setDoOutput (true) ;
conn.setRequestMethod ("PUT") ;
conn.connect () ;
try (OutputStream out = conn.getOutputStream()) |
out.write (data);
out.flush ()
}
int code = conn.getResponseCode () ;

System.out.println ("code=" + code);

}
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public void get (String bucket, String objName) throws Exception {
String date = DATE FMT.format (new Date());
String authorization = authorize ("GET", date, bucket, objName) ;
URL url = new URL("http", host, port, "/" + bucket + "/" + objName) ;
HttpURLConnection conn = (HttpURLConnection) url.openConnection ();
conn.setUseCaches (false) ;
conn.setRequestProperty ("Date", date);
conn.setRequestProperty ("Authorization", authorization);
conn.setConnectTimeout (CONN_TIMEOUT) ;
conn.setReadTimeout (READ TIMEOUT) ;
conn.setDolInput (true) ;
conn.setRequestMethod ("GET") ;
conn.connect () ;
int code = conn.getResponseCode () ;
System.out.println ("code=" + code);
try (InputStream in = conn.getInputStream()) {
byte[] buffer = new byte[1024 * 8];
while (in.read(buffer) != -1) {
}

public void delete(String bucket, String objName) throws Exception {
String date = DATE FMT.format (new Date());
String authorization = authorize ("DELETE", date, bucket, objName) ;
URL url = new URL("http", host, port, "/" + bucket + "/" + objName) ;
HttpURLConnection conn = (HttpURLConnection) url.openConnection () ;
conn.setRequestProperty ("Date", date);
conn.setRequestProperty ("Authorization”™, authorization);
conn.setConnectTimeout(CONM_TIMEOUT);
conn.setReadTimeout (READ TIMEOUT) ;
conn.setRequestMethod ("DELETE") ;
conn.connect () ;
int code = conn.getResponseCode () ;

System.out.println ("code=" + code);

public static void main (String[] args) throws Exception {
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String host = "oos-nm2.ctyunapi.cn";

int port = 80;

String ak = "your ak";
String sk = "your sk";
String bucket = "bucket name";
String objName = "object name";

byte[] data = new byte[1024 * 1024 * 10];
Random rand = new Random() ;

rand.nextBytes (data) ;

HttpUrlConnectionSample s = new HttpUrlConnectionSample (host, port,
sk);

s.put (bucket, objName, data);
s.get (bucket, objName) ;
s.delete (bucket, objName) ;

}

ak,
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5 %53t API

O0S H K #& 4

5.1 Ziit API iR &H

® EEAMhhE

B NHibE A . 0os-cn-mg.ctyunapi.cn.

® &EEIHN

NTAREEER 24N, i1t 3 HTTP f1 HTTPS.

® FERGE

itk sCHF GET 1K ITIE K IZTE K

o FHRSY

FAE R T B E W T E R
> EAEAERE OE R EAES A ILERSEL

> BAER DR RS

AT ERA

BN FEFRSHNE RS

Y 7RSSR B AR APLIN, 286 h i AFEERK .

(E AN H AT il AN

5.1.1 A 3EiEKR L

R o

AFEMIRk,

ERANGR, AT B AL H N D25 AHERSH W
R
AW iR =
WHIE
Host Gt g4, Viin)i 44 & oos-cn- A
mg.ctyunapi.cn.
Authorization KK &
YR AL IE V2 I VA %44, @
\VZ R A
RE. FRH,
x-Amz-Date H SR (a] A% s A TS0 8601 bRtk | va 264
HEH “yyyyMMddT HHmmssZ” & X dEAT I
e Ab. lhn, St E R A Y
V2 %544

“08/01/2018 15: 32: 41.982-700" , WiLh
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O Jel L4 UTC (AR, K5 | arplasE
AT N “20180801T0832417” Az
Date &Y,
Date.
Date GMT i ] V4 %44
A,
V2 %4
AR
X-Amz-
Date &%
Date
5.1.2 RS 255
A G AL SRS i N AT
HTTP/L1xxx | K&,

® 200 xx Fnil R AT

® 4xX, 5xX FINIEHRIM.

5.1.3 A3t sk

BEASGETH M RLSE R P A R Rk

B

iR

x-amz-request-id

A 55 3 2B B I T A R SR B 1D

Content-Type

LI VASEES SitE

Date

M . 1 397 o

Server

R 55444 o
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5.2 4iit API B
AP| i

GetCapacity HEAEH R E WP AR,
GetBilledStorageUsage HEAEH R BRI A= .
GetRestoreCapacity IR H Sk B Es YRl &
GetDeleteCapacity AR R A P IBR AR &
GetTraffics I ERAE HIRE W A& .
GetRequests BEHRAE F SR A P il SR I3
GetReturnCode AR ISR AT W P 1 SRR B 8
GetConcurrentConnection | Ht#AE F R &) FH P B ROEH 4K
GetUsage I HRAE FH SR A1) P Bucket FRAE FIB 0 o
GetBandwidth SR RIS A W P B AT 58

PEBH: AT H GetUsage 1 GetBandwidth, ZiARYE ZEAF T, {8
F R %1 API: GetCapacity. GetDeleteCapcity. GetRequests.

GetReturnCode, GetConcurrentConnection,
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5.3.1 GetCapacity

O0S H K #& 4

BEERAE R AW P A & .

® EFRSH
2R iR o
IR
Action GetCapacity, =
BeginDate o AW A B IREI ), S BRI Aa T R | 2
T HE (FFXA: UTC+8) (¥ 00:00,
KA. Time.
BUE: #2208 yyyy-MM-dd.
EndDate e E WA R AR (], IR RV EE S TR OSSR | 2
HH (WX . UTC+8) R )E — M4k .
KA. Time,
BUE: %A yyyy-MM-dd. EndDate A~fig 5T
BeginDate.
Yo -
® Freg=by5min, EndDate 5 BeginDate ]
fEAKRT 1 K;
® Freq=byHour, EndDate 5 BeginDate []]
fEA KT 7 K;
® Freq=byDay, EndDate 5 BeginDate ][]
BEANKT 30 Ko
Bucket € B A B ) Bucket 48K, WIERAIEE Bucket | &

YRR, MRS E MK T T Bucket A EZ
Ao
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BUE: 3~63 A fids, ReEdhS 78k Hoy.
FREZE () R () 4Rk
StorageClass € A AR A @
KA. Enum.
® ALL: Frafritizel;
® STANDARD: HrifEf71ik;
® STANDARD_IA: & [ 471 -
ZRIME N STANDARD.
Region TREGHARNEEEME, MR EEEIENESY | &
PR, AWK 44N By Ba o B A B A
RE: PR
HUE: ZhengzZhou. ShenYang. ChengDu.
WuLuMuQi. LanZhou. QingDao. GuiYang.
LaSa. WuHu. WuHan. ShenZhen. SH2.
Freq i € IR [ G vH B B RAERLEE o
KA. Enum.
® bySmin: Giit Bl KIRAERLE N 5 704,
® byHour: Frit-AE SRR Y 1 /N
® byDay: FiitHuiE SRR Y 1 K.
BRINE A byHour .
® TN EER
22y iR
Account RHTERIIK 4 .
UserName RIMERMH P4 SRR P RIERZIEK,

| UserName A root.

StorageClass

IR A
® ALL: FrfAifi;
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® STANDARD: FriEffiE;
® STANDARD IA: XA i) 474 -

TimeZone

IR A E AR IX, 45—y UTC +0800.

Freq

S8 B R KL -
® bySmin: Gt KRR N 5 7y
B

® byHour:
i+

® byDay: FuitHdEHRFARIEZN 1K,

T B KRR N 171

BucketName

Bucket £ 7. WIS P EE KA %A AT
Bucket 2%, BucketName ~N%.

RegionName

HPRAiE, WA R R PR A# Region
%1, RegionName N%.

Statistics.Date

IR [ 45 FREXT I (1) B [ <
® iERZ4L Freq A by5min 5 byHour
i, IR\ N yyyy-MM-dd HH:mm;
® YifiRZS 4 Freq ~v byDay i, i [Al4%
XN yyyy-MM-dd.

Statistics.Data.MaxCapacity

PRI B R A, AL A2 Bytes
R Freq {84 by5min, %7 BUE SR NZ

Statistics.Data.AverageCapac
ity

PRUEAAAGEETE A BT 1E, #072& Byte.
R Freq {84 by5min, %7 BUE SR NZ

Statistics.Data.SampleCapaci

PRUELEE RO I SN B fE,  FA2 Bytes

ty
Statistics.Standard_ia.MaxCa | {455 M A7 it B () 25 =& AE, A7 2 Byte.
pacity W Freq {8 bysmin, %7 BUE SR NZ

Statistics.Standard_ia.Averag
eCapacity

AT 1) 77 i B s M 5 == P IME, e
Byte,
W% Freq {84 by5min, %7 EAH BRNE

Statistics.Standard _ia.Sample
Capacity

AT ) 7 f B ) St Sl B
Byte,

® ERH

/i (byHour) 6] Bucket 4 It-bucketl. {7 E A ZhengZhou. 2019-
10-15 & 2019-10-16 hrAEfFfE EHE KA &
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GET /?Action=GetCapacity&BeginDate=2019-10-15&EndDate=2019-10-
16&StorageClass=STANDARD&Bucket=lt-bucket1&Freq=byHour&Region=ZhengZhou
HTTP/1.1

Date: Wed, 16 Oct 2019 06:24:41 GMT

Authorization: AWS 7799e793ce4624ee7e5a:fgiFELI9z2ZTJ+MEfausUIFMCCAk=

Host: 00s-cn-mg.ctyunapi.cn

® R[ERA

HTTP/1.1 200 OK

Date: Wed, 16 Oct 2019 06:28:23 GMT
X-amz-request-id: 35560988c43e46d9
Content-Type: application/xml; charset=utf-8
Content-Length: 268

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<GetCapacityResponse>
<Account>test@oos.cn</Account>
<UserName>user_testl</UserName>
<StorageClass>STANDARD</StorageClass>
<TimeZone>UTC +0800</TimeZone>
<Freq>byHour</Freg>
<BucketName>It-bucket1</BucketName>
<RegionName>ZhengZhou</RegionName>
<Statistics>
<Date>2019-10-15 00:00</Date>
<Data>
<MaxCapacity>10001</MaxCapacity>

<AverageCapacity>10001</AverageCapacity>
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<SampleCapacity>10001</SampleCapacity>
</Data>
</Statistics>

<Statistics>

</Statistics>

</GetCapacityResponse>
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5.3.2 GetBilledStorageUsage

BEER A F R A WU S A &

B REARHENEE.

® HERSH

o MRl UIRIE oK, BT et f65€ B fr

B

iR

Action

GetBilledStorageUsage

BeginDate

18 5E A WA B IRIRE ], GuihERE R G e [
A (XA UTC+8) 1 00:00,

A Time.

BUE: #=00 yyyy-MM-dd.

EndDate

6 € B A B A S5 RN A], 3R (R I R) D 2R
HH (X . UTC+8) s fE — M4k .
KA. Time.
BUE: %A yyyy-MM-dd. EndDate A~fig 5T
BeginDate.
Yo -
® Freg=by5min, EndDate 55 BeginDate ]
fBAKT 1K;
® Freq=byHour, EndDate 5 BeginDate ]
fBAKT 7 K
® Freq=byDay, EndDate 5 BeginDate [{]]H]
B KT 30 Ko

fFim

StorageClass

B E T AR SR
&R Enum
HUE:
® ALL: FrA Ay,
® STANDARAD: Fru2%,
® STANDARAD_IA: &M in| 352,

iy
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BRMEN ALL.

Bucket fe 2 MU O 5 & 1) Bucket %K. R AR E &
Bucket £ 8K, MIZ R #)K T ATA Bucket [k
TRERZA,
RE: T
BUE: 3~63 7k, Hugh/hNg58 e,
MiREZE () RIg (O .

Region fRE AW A BN BIEAE . WIRATEEHHEAL |
BARK, MR ERIK )T T B B E iU o s
A,
RA: TR
BUE: ZhengZhou. ShenYang. ChengDu.
WuLuMuQi. LanZhou. QingDao. GuiYang.
LaSa. WuHu. WuHan. ShenZhen. SH2.
SuZhou.

Freq Fi 7€ IR 91 G2 1+ R RLIE &
KA. Enum.
BUE:

® by5min: FEit R KRAERLE Y 5 74t

® byHour: FEitHERFERLEZ A 1 /N

® byDay: FZitHdlEHRARE N 1K,
ERIAE N byHour

o HNZER

LR iR
Account K TE KRB 4
UserName REERH P 4. R P RIERZE

3K, M UserName A root.

StorageClass

IR
® ALL: oz,

185




O0S H K #& 4

® STANDARAD: FriERm,
® STANDARAD IA: {451 2K%L,

TimeZone

R B B s BT IX, 48— A UTC +0800.

Freq

A 161 e T PR R AL «

® bySmin: GiitHdEHIERAERLEZ N 5 7
B
byHour:
s

byDay: it Hl RAERE N 1 K.

it EE FRAERIE Y 1/

BucketName

Bucket £ 7. WIS P EE KA A Ay
Bucket 2%k, BucketName ~N%.

RegionName

YA E, WA PR R %A #H7 Region
%1, RegionName A% .

Statistics.Date

3R [ 25 SRS 7 [ B T

® M4iERZS ¥ Freq N by5min &% byHour I,
iR Ak N yyyy-MM-dd HH:mm;

Y% RS Freq A byDay i, & [EI#I A
yyyy-MM-dd.

Statistics.Standard.BilledStora

ge.BilledStorageUsage

brAEf I B A B, LA Byte

Statistics.Standard.BilledStora
ge.RemainderChargeStorageUs

age

PRAEAA AR AN ST A (I RAN AT NAN 57
AEMAED , EH0.

Statistics.Standard.BilledStora
ge.RemainderChargeOfDuratio

n

PRAEFE At B A I KA ST A, BN 0.

Statistics.Standard.BilledStora

ge.RemainderChargeOfSize

PRUEFHE R NN T AR, (08 0.

186




O0S H K #& 4

Statistics.Standard_ia.BilledSto

rage.BilledStorageUsage

AR5 [ A7 i Bt IS o 7 &, 72 Byte.

Statistics.Standard_ia.BilledSto
rage.RemainderChargeStorage

Usage

AT R A B AN S A & (AR SE AR
HFAERMFME , BAIE Byte.

Statistics.Standard _ia.BilledSto
rage.RemainderChargeOfDurat

ion

RI; M A BRI KANF AR, AL
Byte.

Statistics.Standard _ia.BilledSto

rage.RemainderChargeOfSize

RB; R A B RN SR E, AE
Byte.

o iEXRHl

K (byDay) &AM A il 2020-11-17 Frf A1 S8 B

=
B o

GET/?Action=GetBilledStorageUsage&BeginDate=2020-11-17&EndDate=2020-11-

17&Freq=byDay HTTP/1.1

Date: Wed, 18 Nov 2020 06:38:27 GMT

Authorization: AWS 7799e793ce4624ee7e5a:e09bM67kLPEKaSCmZ4JERNCTmgQ=

Host: 00s-cn-mg.ctyunapi.cn

® R[ERH

HTTP/1.1 200 OK

x-amz-request-id: 236A8905248E5A01
Date: Wed, 18Nov 2020 06:39:27 GMT

Content-Length:120
Connection: close
Server: CTYUN

<GetBilledStorageUsageResponse>

<Account>test@test.cn</Account>

<UserName>root</UserName>
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<StorageClass>ALL</StorageClass>
<TimeZone>UTC +0800</TimeZone>
<Freq>byDay</Freq>
<BucketName></BucketName>
<RegionName> </RegionName>
<Statistics>
<Date>2020-11-17</Date>
<Standard_ia>
<BilledStorage>
<BilledStorageUsage>40048</BilledStorageUsage>
<RemainderChargeStorageUsage>30046</RemainderChargeStorageUsage>
<RemainderChargeOfDuration>20029</RemainderChargeOfDuration>
<RemainderChargeOfSize>10017</RemainderChargeOfSize>
</BilledStorage>
</Standard_ia>
<Standard>
<BilledStorage>
<BilledStorageUsage>10002</BilledStorageUsage>
<RemainderChargeStorageUsage>0</RemainderChargeStorageUsage>
<RemainderChargeOfDuration>0</RemainderChargeOfDuration>
<RemainderChargeOfSize>0</RemainderChargeOfSize>
</BilledStorage>
</Standard>
</Statistics>

</GetBilledStorageUsageResponse>
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5.3.3 GetRestoreCapacity
S E AR E W BRI 2. )7 AT DURYE R, Al E A 98 70

RAY A e
o HRSH

B

iR

Action

GetRestoreCapacity .

BeginDate

T8 € A WHEE IR B LR ], Gorh AR i
I AR H ) (X 9. UTC+8) ) 00:00.
KA. Time.

BUE: #=00 yyyy-MM-dd.

EndDate

T € 7 WA B e ) DR ), 3R [ 4 P ek (]
AMARHEB (WX UTC+8) s E— M.
KA. Time.
BUE: %A yyyy-MM-dd. EndDate A~fig 5T
BeginDate.
Yo -
® Freg=by5min, EndDate 55 BeginDate ]
fBAKT 1K;
® Freq=byHour, EndDate 5 BeginDate ]
fBAKT 7 K
® Freq=byDay, EndDate 5 BeginDate [{]]H]
B KT 30 Ko

StorageClass

TR € B AAHE R
&R Enum
A -
® ALL: FrffAtl;
® STANDARAD_IA: XA e 257 .
BINME Y ALL .

iy
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Bucket 6 € A BCPR AL 0] = () Bucket 488, WIRATEE | &
Bucket #Fx, MIFIRE WK T ATH Bucket 1941
i HY ] B 22 A
R PR
BUE: 3~63 L ffds, ReEdhS 78k Hoy.
LR () R (O 4Rk

Region o A AR e B AL E . WIRA R ESEE | &
RrE AP, W AWK S B B A & 8o
B [l 22 AT
RE: PR
HUfE: ZhengzZhou. ShenYang. ChengDu.
WuLuMuQi. LanZhou. QingDao. GuiYang.
LaSa. WuHu. WuHan. ShenZhen. SH2.
SuZhou.

Freq Fi 7€ IR 91 G2 1+ R RLIE &
KA. Enum.
BUE:

® bySmin: Giit ¥l fRERLEE N 5 75

® DbyHour: Giit#dl KRRy 1 /N

® byDay: ZiitHdEHIRFERLE N 1 K.
2RIME N byHour .

o TRigER

22y i

ity

GetRestoreCapacityResponse. | /& Hif R IIIK /7 44 .

Account

GetRestoreCapacityResponse.

UserName

3K, ) UserName N root.

R RETH 44 ERARH P AGE %05

GetRestoreCapacityResponse. | fEfig57 .

StorageClass

® ALL: itz R;
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® STANDARAD IA: {55257,

GetRestoreCapacityResponse.

TimeZone

IR A E AR IX, 45—y UTC +0800.

GetRestoreCapacityResponse.

Freq

A 161 e T PR R AL «
® by5min: FEiHAEE FRAFRIEZ N 6 /)

b
® byHour: SEitHUEIOFRRE A 1/
iy

® byDay: FiilHE RFERIE N 1R,

GetRestoreCapacityResponse.

BucketName

Bucket £ 7. WIS P EE KA A Ay
Bucket 2%k, BucketName ~N%.

GetRestoreCapacityResponse.

RegionName

YA E, WA PR R %A #H7 Region
%1, RegionName A% .

GetRestoreCapacityResponse.

Statistics.Date

3R [ 25 SRS 7 [ B T

® M4iERZS ¥ Freq N by5min &% byHour I,
iR Ak N yyyy-MM-dd HH:mm;

Y% RS Freq A byDay i, & [EI#I A
yyyy-MM-dd.

GetRestoreCapacityResponse.
Statistics.Standard_ia.RestoreC

apacity

ERI; IRl A7 BBl i, LA Bytes

® ERH

K (byDay) BTG A s 2020-11-17 Firf 71 38 AL ) 4 HY

[ &

GET/?Action= GetRestoreCapacity&BeginDate=2020-11-17&EndDate=2020-11-

17&StorageClass=ALL&Freq=byDay HTTP/1.1

Date: Wed, 18 Nov 2020 07:38:27 GMT

Authorization: AWS 7799e793ce4624ee7e5a:e09bM67kLPEKaSCmZ4JERNCTmgQ=
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Host: 0o0s-cn-mg.ctyunapi.cn

® R [EIH]
HTTP/1.1 200 OK

X-amz-request-id: 236A8905248E5A01
Date: Wed, 18Nov 2020 07:39:02 GMT
Content-Length:120

Connection: close

Server: CTYUN

<GetRestoreCapacityResponse>
<Account>example@oo0s.cn</Account>
<UserName>userl</UserName>
<StorageClass>ALL</StorageClass>
<TimeZone>utc+8:00</TimeZone>
<Fregq>byDay</Freq>
<BucketName></BucketName>
<RegionName></RegionName>

<Statistics>
<Date>2020-11-17</Date>
<Standard_ia>
<RestoreCapacity>731920486</RestoreCapacity>
</Standard_ia>
</Statistics>

</GetRestoreCapacityResponse>
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5.3.4 GetDeleteCapacity

R PR AW P Bk ) 75
o ERSH

R ik =B

Action GetDeleteCapacity &

BeginDate 852 A A E IERER ], St EdR R G RN | 2
FFEHIA (XA UTC+8) 1 00:00,
KA. Time.

BUE: #=00 yyyy-MM-dd.

EndDate e A BRI A, R BRI SR | 2
HIA (R IXN: UTC+8) Wik o — 4.
AL Time.
BUE: #3:0N yyyy-MM-dd. EndDate AREH-T
BeginDate.
LK
® Freg=by5min, EndDate 5 BeginDate ][]
fBAKT 1K:
® Freq=byHour, EndDate 5 BeginDate ][]
fBAKT 7 K
® Freq=byDay, EndDate 5 BeginDate [{]]H]
BBA KT 30 Ko

StorageClass i€ AW AR AL
KA. Enum
A
® ALL: Az,
® STANDARD: FrifEf7f#;
® STANDARD_IA: &M [FI17if -

i
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ERNE N STANDARD.

Bucket

6 € A MM R 75 1) Bucket % FK. WIHRATE E

Bucket #4#%, MIZRREWIK S ~rA Bucket [
SRR AL,

KA. FRH

BUE: 3~63 7k, Hugh/hNg58 e,
MiREZE () RIg (O .

iy

Region

R AWM A ENBIEALE . WRATE E SR
B, MRS AWK N B Bl o B KR
A,

RA: FRFER,

BUE: ZhengZhou. ShenYang. ChengDu.
WuLuMuQi. LanZhou. QingDao. GuiYang.
LaSa. WuHu. WuHan. ShenZhen. SH2.
SuZhous.

iy

Freq

Fi 7€ IR 91 G2 1+ R RLIE

KA. Enum.

BUE
® by5min: FEit R KRAERLE Y 5 74t
® DbyHour: Ziit#dl KRR N 1 /N
® byDay: ZiitHdEHIRFERLE N 1 K.

ERIAE N byHour

iy

® MR

LR iR
Account K TE KRB 4
UserName REERH P 4. R P RIERZE

3K, M UserName A root.

StorageClass

AR AL.
® ALL: FrffifE;
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® STANDARD: rifEf7fiE;
® STANDARD IA: &5 B 1M

TimeZone R B B s BT IX, 48— A UTC +0800.

Freq IR Bl GE T 10 SRR

® bySmin: GiitEdE REERLE N 5 43
B

® byHour: ZiitEdEFERFERLE Y 1/
iR

® byDay: ZiitHdEHRERLE N 1K,

BucketName Bucket £ 7. WIS P EE KA A Ay
Bucket 2%k, BucketName ~N%.

RegionName i s, WA PR R A #E7 Region
%1, RegionName A% .

Statistics.Date IR (8] 45 5T R IR [A]

® 4iERZSH Freq A by5min ¢ byHour i,
iR Ak N yyyy-MM-dd HH:mm;

® 4iERZBH Freq A byDay i, R[EI#IA
yyyy-MM-dd.

Statistics.Data.DeleteCapacity | B A A7 fits B il 25 2

Statistics.Standard_ia.DeleteCa | M B A5117 0] 77 E 4 ) 25 &

pacity

® iERRH
¥ K (byDay) i) Bucket 4 It-bucketl. %3 f7 & N ZhengZhou. 2019-
10-15 % 2019-10-16 FrEA7fits B R Mh i 25 & .

GET /?Action=GetDeleteCapacity&BeginDate=2019-10-15&EndDate=2019-10-
16&Bucket=It-bucket1&Freq=byDay&Region=ZhengZhou HTTP/1.1
Date: Wed, 16 Oct 2019 06:38:27 GMT

Authorization: AWS 7799e793ce4624ee7e5a:e09bM67kLPEKaSCmMZ4JERNCTmgQ=
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Host: 00s-cn-mg.ctyunapi.cn

® REIRH

HTTP/1.1 200 OK

Date: Wed, 16 Oct 2019 06:38:28 GMT
x-amz-request-id: da66aa927f744dcl
Content-Length: 440

Content-Type: application/xml; charset=utf-8

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<GetDeleteCapacityResponse>
<Account>test@oos.cn</Account>
<UserName>user_testl</UserName>
<StorageClass>STANDARD</StorageClass >
<TimeZone>UTC +0800</TimeZone>
<Freg>byDay</Freg>
<BucketName>It-bucket1</BucketName>
<RegionName>ZhengZhou</RegionName>
<Statistics>
<Date>2019-10-15</Date>
<Data>
<DeleteCapacity>1641600</DeleteCapacity>
</Data>
</Statistics>
<Statistics>
<Date>2019-10-16</Date>

<Data>

<DeleteCapacity>1641600</DeleteCapacity>
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</Data>
</Statistics>

</GetDeleteCapacityResponse>
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5.3.5 GetTraffics

O0S H K #& 4

SRR HISR A ) 7 iR

® FRSH
EAS ik prih
W
Action GetTraffics, =
BeginDate o B R ARG ], ot B ARG oy | 2
JHRH (RFIXh: UTC+8) ) 00:00.
FKA: Time.
BUE: #%:38 yyyy-MM-dd.
EndDate i € B R A A R A], IR RVEE S TR R | 2
HH (X . UTC+8) s E — M4k .
KA. Time
BUE: %A yyyy-MM-dd. EndDate A~fig 5T
BeginDate.
Yo -
® Freg=by5min, EndDate 55 BeginDate ]
A KT 1 K;
® Freg=byHour, EndDate 5 BeginDate [})]]
A KT 7 K;
® Freq=byDay, EndDate 5 BeginDate ]|
BEANKT 30 Ko
StorageClass T & B AR S . @
HA: Enum
HUH:

® ALL: Frafritay;

® STANDARD: #HriEfFf;

® STANDARD_IA: &S5 176k -
ZRIME N STANDARD.
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Bucket

T € A HULE 1) Bucket #4FK. WIRANEE Bucket
FAK, MR &K N BT Bucket B EZ
.

R PR

BUE: 3~63 hirfid, RAEd NS TR By,
FikEZk (- M ) AR

oA

Region

TREEHRENEIEME. MRANEEEIRME,
UK 7 44 A B A E R A

R FRFER,

BUE: ZhengZhou. ShenYang. ChengDu.
WuLuMuQi. LanZhou. QingDao. GuiYang.
LaSa. WuHu. WuHan. ShenZhen. SH2.
SuzZhou.

oA

InOutType

& € I [l i B 2R A - EATI AT

KRR 7R

BUfH -
® all: fEwiRE AT EM TR
® inbound: fiE k[l AT &S
® outbound: fEEIRFIFT FATH R
ERINME A all.

iy

InternetType

T 2 IR 0] (R 2R A - LR/ A LR
RE: P
HUE

® all: Fi5 5 IR [m] HIB R JAL AN R LI I

=]

=R
® internet: #5EIR [P BB E ;s
® noninternet: 151X [0l 3E B B MR E .
BRINE A all,

iy

TrafficsType

TRAE IR B [ 2R - E /T8

oA
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BUE
® all: F5EIR I HEREMNEHE;
® direct: f5E iR HEZME;
® roam: F5E R[N E .

ERME Y all

Freq

i 7 IR 19 Gt T B B RAERLIE

KA. Enum.

BUE
® bySmin: it REERLEE Y 5 7
® byHour: ZGiitHdErREERLEE N 1 /N
® byDay: ZiitEdEMRIFRLE N 1K,
EINE N byHour .

il

® [NEER

2R iR
Account KHE SRR 4 .
UserName KHETERMH P 4. R P KIERZER, 0

UserName >4 root.

StorageClass

e irEagich
® ALL: FrAfrAfEial;
® STANDARD: #HriEfFfi:
® STANDARD_IA: (&S5 176k -

TimeZone

InOutType

IR A EHE IR X, 4i—>4 UTC +0800.
MERA- LTI T:
® all: FATMEM MTRE:
® inbound: iTiiE;

® outbound: FiTiiE.

InternetType

it BRI - BLIEC /AE ELIER A
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® all: HEMIREMIE T MR E
® internet: H XML&,

® noninternet: JFH MM E.

TrafficsType

TR A - E L8
® all: HEMEAERE;
® direct: HEWE;

® roam: EVIRE.

Freq

CAEIEAEIE TS
® by5min: &5 3EPGTE 1 K
® byHour: % 1 /MB4GEit 1K
® byDay: &K% 1K,

BucketName

Bucket % 7. 15 H FAETE K %A #5715 Bucket
231, BucketName HNZ5.

RegionName

PO E, R R #5 Region &
%, RegionName ~N%¥,

Statistics.Date

IR [ 25 S5 7 (B[]
® 4iERZSH Freq A by5min ¢ byHour
i, R E#E N yyyy-MM-dd HH:mm;
® 4iERZ¥ Freq Ay byDay i}, iR [A#%
N yyyy-MM-dd.

Statistics.Data.InternetDirec

PRAEAA AR B BRI L% EAT IR E, AR

tinbound Byte.

Statistics.Data.InternetRoa | AR A7k icdhs 1 TR iy EAT IR, 002
minbound Byte.

Statistics.Data.NonlInternet | FrEA7 i &t O AF TR B EAT IR, S0 2
Directinbound Byte.

Statistics.Data.Nonlnternet

RoamInbound

PRAEAEEEE AR LI R 8 I AT IR, B
Byte,
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Statistics.Data.InternetDirec | FrifE A7l £ 1) ILEC B4 AT E, $A72
tOutbound Byte.

Statistics.Data.InternetRoa | FriEA7-fif £ 8 1) TLER i AT E, $Are
mOutbound Byte.

Statistics.Data.Nonlnternet | SR /A £ (9 AE TR BB M AT R, B0 /2
DirectOutbound Byte.

Statistics.Data.Nonlnternet | FriEA7-fif £ () AE TR R I8 0 T AT LR, R0 2
RoamOutbound Byte.

Statistics.Standard_ia.Intern | A7 ) 47 fil £ 0 TN B2 HAT R, $07 =2
etDirectinbound Byte.

Statistics.Standard_ia.Intern | A ) 47 i £ (0 LN 1835 HAT R, $07 =2
etRoamInbound Byte.

Statistics.Standard_ia.NonIn | A7 ) 47 fi £ 0 3E B0 BLde AT &, AL
ternetDirectInbound & Byte,

Statistics.Standard_ia.NonlIn | IS o) £76ifs 204 0 38 TR X 80 EAT R, B4
ternetRoamInbound & Byte.

Statistics.Standard_ia.Intern | XAV i) 26 204 10 BRI BB M AT E, AL
etDirectOutbound Byte.

Statistics.Standard_ia.Intern | XA 0] 77 fif HHs 1 BRI i@ 00 N AT IR E, AL
etRoamOutbound Byte.

Statistics.Standard_ia.NonIn | A5 [0 £7 i EcHs O JE BB B3 AT E, $A7
ternetDirectOutbound 7& Byte.

Statistics.Standard_ia.Nonln

ternetRoamOutbound

AR 1) A7 fifs Kt (AR LR I8 30 AT, P

& Byte.

® ERH

¥ K (byDay) i) Bucket A It-bucketl. %37 % & ZhengZhou. 2019-10-15
% 2019-10-16 At A s I E .
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GET /?Action=GetTraffics&BeginDate=2019-10-15&EndDate=2019-10-16&
StorageClass=STANDARD&Bucket=It-bucket1&Freq=byDay&Region=ZhengZhou
HTTP/1.1

Date: Wed, 16 Oct 2019 06:41:57 GMT

Authorization: AWS 7799e793ce4624ee7e5a:5kj81zp55B/1+Kke0zjLzSMtEAQ=

Host: 00s-cn-mg.ctyunapi.cn

® R[ERA

HTTP/1.1 200 OK

Date: Wed, 16 Oct 2019 06:41:57 GMT
X-amz-request-id: c1bd7162b01e4ad5
Content-Length: 1316

Content-Type: application/xml; charset=utf-8

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>

<GetTrafficsResponse>
<Account>test@oos.cn</Account>
<UserName>user_testl</UserName>
<StorageClass>STANDARD</StorageClass >
<TimeZone>UTC +0800</TimeZone>
<InOutType>all</InOutType>
<InternetType>all</InternetType>
<TrafficsType>all</TrafficsType>
<Fregq>byDay</Freg>
<BucketName>It-bucket1</BucketName>
<RegionName>ZhengZhou</RegionName>
<Statistics>

<Date>2019-10-15</Date>
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<Data>
<InternetDirectinbound>86400</InternetDirectinbound>
<InternetRoamInbound>259200</InternetRoaminbound>
<NonlInternetDirectinbound>432000</NonInternetDirectInbound>
<NonInternetRoamInbound>604800</NoninternetRoamInbound>
<InternetDirectOutbound>172800</InternetDirectOutbound>
<InternetRoamOutbound>345600</InternetRoamOutbound>
<NonlInternetDirectOutbound>518400</NonlInternetDirectOutbound>
<NonlInternetRoamOutbound>691200</NonInternetRoamOutbound>

</Data>

</Statistics>

<Statistics>

</Statistics>

</GetTrafficsResponse>
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5.3.6 GetRequests
AR AR PR BT SR OCEL

o FRSH
2R #id =50
WIH
Action GetRequests, =
BeginDate i € BT R GBI AR 8], GeitBdE et | 2
(R IXy: UTC+8) JyJtas HIHII 00:00.
KA. Time.
BUE: #=UA yyyy-MM-dd.
EndDate T8 E T WTE R MDA RN A, R BB ANEDY S RE | £
W (R IX A UTC+8) Mfa — A% -
KA. Time,
BUE: #2N yyyy-MM-dd. EndDate ANHEF-
+ BeginDate.
PiEA:
® Freg=by5min, EndDate 55 BeginDate ]
R A KT 1K
® Freq=byHour, EndDate 5 BeginDate fJ
R A KT 7 K
® [reg=byDay, EndDate 5 BeginDate F/J[H]
B A KT 30 K.
StorageClass | #5 7€ & ) FIAFiE2E T . o
A Enum

HUA:

® ALL: Jififrfaakay,

® STANDARD: Fr#Ef7fi%;

® STANDARD IA: &5 0 774 .
ZRIN{E N STANDARD.
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Bucket

F6 € B IE SR BT Bucket 44 7K. IR ANTE %2 Bucket
2R, MIZTRE MK R BTA 1 Bucket I KR IRECZ
.

KA. FRH
BUE: 3~63 i 7fieh, Wuth/NS5EE 7. Jm
Z (- Mg (O Hpl.

oA

Region

i € AT KRB EBHEALE . WERATRE
HEArE, WK 42T B Bds i & 1)
SR IEZ AN
KA. FRH
HX{E: ZhengZhou. ShenYang. ChengDu.
WuLuMuQi. LanZhou. QingDao. GuiYang. LaSa.

WuHu. WuHan. ShenzZhen. SH2. SuZhou.

0

InternetType

T8 7€ IR Bl R SRR BN 24 S - IR R /AR LI
RE: FREER
HUE:

® all: F5EiR[0IH BRIV K B HE B3k
X1 =R EL

® internet: &R [m] F kM F)TE SR I

® noninternet: f5i&iR[AIHE M ATE K

ERME Y all.

0

RequestsType

€ IR Bl E SRR
RAE. FRH
BUE:
® all: Fii&E iR I PTA 2R BT KK
® got: fEEIRF] get RAIITE R IKEL;

® head: F5EIR[A] head ZERYFIIE R IK
s

® put: F5TIRIAl put B IIE R IEL

oA
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® post: FHEIX Al post ZEIIE SR IR
AL

® delete: f5EIR[A] delete ZEAHIEH R
R

® others: 55 ik [HIfR RS HABSE
37 SR OEL

ERIAE Y all.

Freq

0

i e IR [F] G O I R R

K%, Enum.

BUE:

® bySmin: Sl RAERLE N 5 4y
Bt

® byHour: FitEEFRAERLE N 1/
iNp

® byDay: ZuitZdEMRAERE N 1K,

BRE N byHour .

® [NEER

B iR
Account KGR K P 44
UserName RBERH 4. SRR P RIER

Zi&=K, M UserName A root.

StorageClass

BT
® ALL: A,
® STANDARD: FrifEfffi;
® STANDARD IA: &5 77
fifi o

TimeZone

IR B E AR IX, 48— UTC +0800.
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InternetType R[5 FR7 SR VR B 48 2K R - BRI /4 HL
FEK R -
® all: HIRMIERXEAMIEH.
E PP 17 SR I
® internet: HIEMIAIERIK
EAE

® noninternet: JFHECMH)iE

RequestsType TR
® all: T E R AR IX

® get: get RBFITE RK K
s

® head: head ZERIHIER
REL

® put: put FEAFIERIK
A

® post: post BAIHIER
REL

® delete: delete BT
5 R IRE

® others: [r_LiRAMAH
At Y F)TE SR IR

Freq IR (B H AR

® by5min: 5 it 1
Ve

® byHour: AN
e

® byDay: #®R&iit 1K

BucketName Bucket %% . WM P EERFBA

7 Bucket 2%, BucketName A%,
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RegionName

BAafLE, QR P AR SR 3 15

Region %, RegionName N7

Statistics.Date

IR [B] 25 JRES B PR B ] <
® 4i#RZ¥ Freq v by5min 5§
byHour B, R yyyy-
MM-dd HH:mm;
® 4ifkZ ¥ Freq A byDay I,
i [ 4% 0 yyyy-MM-dd.

Statistics.Requests

Statistics.Data.Internet. GetRequest

PRAEAF B ECE B R R B Get 1 5RIK

Statistics.Data.Internet.HeadRequest

PRHEAE At it B TR ) Head 185K K

Statistics.Data.Internet.PutRequest

PRAEAF A ECE B ELIE R Y Put 15 5R K

Statistics.Data.Internet.PostRequest

PRHEAE At Bt B LI Y Post 15 5K IR

Statistics.Data.Internet.DeleteRequest

PRAELE At Bt B ELIR M ) Delete 18 3K K

Statistics.Data.Internet.OthersRequest

PRHEAE At Bt B ELR MK Others 155K 1K

Statistics.Data.NonInternet. GetRequest

PR AEAE it EahE R AR ELIBC R ) Get T8 3R Ik

Statistics.Data.NonInternet.HeadReques

t

PRAEAE A KahE iR AR LB ) Head 155K

Statistics.Data.NonInternet.PutRequest

PR A a0 X AR ELIBR A Put 37 3R 4K

Statistics.Data.NonInternet.PostRequest

PRAEAE it cdfE A9 AR ELIBR M ) Post 15 5K IR

Statistics.Data.NonlInternet.DeleteRequ

est

B A7l B0E ) R BRI ) Delete 175 3R
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Statistics.Data.NonInternet.OthersRequ

est

PRAEAF i ECE B9 AR R R Y Others 155K
REL

Statistics.Standard_ia.Internet.GetRequ

est

RIS e -G Kt 1) ELIR M 1) Get 55K
REL

Statistics.Standard_ia.Internet.HeadReq

uest

RIS ) A7 fik Kt 1) ELIC X ) Head 15
RIKEL

Statistics.Standard_ia.Internet.PutReque

st

RIS ) A7 fids Kt 1) ELIR I ) Put 355K
REL

Statistics.Standard_ia.Internet.PostRequ

est

AERHVS i) A7 fids KLt (1) ELIER I ) Post 355K
REL o

Statistics.Standard _ia.Internet.DeleteRe

quest

RIS ) A7 fids Kltie 1) T ) Delete 77
RIKHL

Statistics.Standard _ia.Internet.OthersRe

quest

fERHVS i A5Gk A0 (1 LI 1Y) Others 155
RIKHL

Statistics.Standard_ia.NonlInternet.GetR

equest

(RIS o) A7 fids Kt 1 AR TR ) Get 18
RIKHL

Statistics.Standard_ia.NonlInternet.Head

Request

(RIS e A7 fids Kt 1) AE LI ) Head
R IKEL

Statistics.Standard_ia.NonlInternet.PutR

equest

AERA7 1] A it Bt (1 AE LRI Put 15
SRUHL

Statistics.Standard_ia.NonlInternet.Post

Request

AR 1] 7 it Bt (1 AF LRI ) Post 15
SRIKHL

Statistics.Standard_ia.NonlInternet.Delet

eRequest

AEHVS i £7-fek A0 (10 ELICR ) Delete
T RIREL

Statistics.Standard_ia.NonlInternet.Othe

rsRequest

IV e A7 fils Ketis 1) JF ELIEC X Y Others
T RIREL

® ERH
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K (byDay) #rif] Bucket A It-bucketl. #3147 % & ZhengZhou. 2019-10-15
%4 2019-10-16 K FTA bR B 15 SR IEL

GET /?Action=GetRequests&BeginDate=2019-10-15&EndDate=2019-10-16&Bucket=It-
bucketl&Freq=byDay&Region=ZhengZhou HTTP/1.1

Date: Wed, 16 Oct 2019 06:51:49 GMT

Authorization: AWS 7799e793ce4624ee7e5a:4Rcw3Su7YLhYNIFMfS3mIMHoOI4=

Host: 00s-cn-mg.ctyunapi.cn

® REIRH

HTTP/1.1 200 OK

Date: Wed, 16 Oct 2019 06:51:50 GMT
X-amz-request-id: 60d2744539e84af5
Content-Length: 1244

Content-Type: application/xml; charset=utf-8

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>

<GetRequestsResponse>
<Account>test@oos.cn</Account>
<UserName>user_testl</UserName>
<TimeZone>UTC +0800</TimeZone>
<InternetType>all</InternetType>
<RequestsType>all</RequestsType>
<Freg>byDay</Freq>
<BucketName>lt-bucket1</BucketName>
<RegionName>ZhengZhou</RegionName>
<Statistics>

<Date>2019-10-15</Date>

<Data>
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<Internet>
<GetRequest>101</GetRequest>
<HeadRequest>102</HeadRequest>
<PutRequest>103</PutRequest>
<PostRequest>104</PostRequest>
<DeleteRequest>105</DeleteRequest>
<OthersRequest>106</OthersRequest>
</Internet>
<NonlInternet>
<GetRequest>107</GetRequest>
<HeadRequest>108</HeadRequest>
<PutRequest>109</PutRequest>
<PostRequest>110</PostRequest>
<DeleteRequest>111</DeleteRequest>
<OthersRequest>112</OthersRequest>
</Nonlnternet>
</Data>
</Statistics>

<Statistics>

</Statistics>

</GetRequestsResponse>
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5.3.7 GetReturnCode

R PR A P 37 SRR (B A5 K
o ERSH

22y N iR

Action GetReturnCode.

BeginDate T8 € A IR EIRS B R RS AR IR, St s B G
INFIE AR H i (RFIX . UTC+8) 11 00:00,
KA. Time.

BUE: #2208 yyyy-MM-dd.

EndDate 8 5 AR [ A0 S8 R BT 45 AR TR, 3R (8] B0
RN R HE (XN UTC+8) Mima— MK
i o

HKA. Time.

BUE: #%30N yyyy-MM-dd. EndDate A~fig 5T
BeginDate.

Pl
® Freg=by5min, EndDate 55 BeginDate ]
B A KT 1K
® Freq=byHour, EndDate 5 BeginDate K]
A KT 7 K;

® Freq=byDay, EndDate 5 BeginDate f{][]
f& A KT 30 K.

fFim

StorageClass FE B ARSI .
&R Enum
HE:
® ALL: A,
® STANDARD: #HriEfFf;
® STANDARD_IA: f&AF1 i 771 .
BRIME N STANDARD.

iy
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Bucket

J5 5 A 3R (15 () Bucket & FK. WHRAIE E
Bucket 47K, NIZ<2 )K" T B i Bucket Y
V5 SRR [ A R 2

R T

BUE: 3~63 frrffd:, RAEH NS T R Hor.
ML () M (O ARk

il

Region

e B BN EAR A B . WA R e EIRE A E
SRR, WA 44T A e AL E R SRR [EhY
I A

RE. PR,

HUfE: ZhengZhou. ShenYang. ChengDu.
WuLuMuQi. LanZhou. QingDao. GuiYang.
LaSa. WuHu. WuHan. ShenZhen. SH2.
SuzZhous.

il

InternetType

FERE 3R 1] Py ] 2% 21 234 - BB )/ L BER )
R FRFER,
B -

® all: 5 I o] 51K Rk ] AL AT A B I R 5
[ 5% 5

® internet: i IR [A] B I IR (9] A5 5

® noninternet: 5% iR [8] 4 55 M AR [A]
i,

ERME Y all.

iy

RequestsType

i 3R B3R B A RIS SRR, AT AR E — N ER
ZAN R [EG ) TE SRR, HHIEZA
RequestsType i, H “+”7 BB H 5T,
R, TG
e

® all: FREIRBEIFTAIERIERHREG IR
e

® get: Ei=pER A get R ETIR (B0 R L,

® head: #8EIR[F head 2 IR AR IR EY

iy
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® put: FHEIRE put IR AT RS R B
® post: FEEIRE post 2B IR [BIAG KHL

® delete: FHEIR[A] delete ZEAY IR [AI AT K
g

® others: f5EIR[FIFR_Fd4MHHAR A 1Y
1R (B L

ERINMEN all.

ResponseType

o e IR B IR [FIRD 2R AL, ] LAFE & — N ERZ AN IR [F]
M EE KRR, 15 £ ResponseType I,
R IT .
KA. TR
HUE :

® all: 55 ik Bl A S AL 1R [l RS IR 3

® Response200;

® Response204: 1Y delete ¥ ¥
Response204;

® Response206: 1Y get fl head ¥
Response206;

® Response403;
® Response404;
® Response4xx;
® Response500;
® Response503.
BRINE N all

il

Freq

i € IR [ TH R B R FERLEE .
KA. Enum.
BUE :
® by5Smin: ZiitHHE HIRFERLE Y 5 7t
® byHour: ZEiHEHE RRIERLE N 1 /N
® byDay: Siit##EHIRFERE N 1 K.
BRINE A byHour

iy
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ZFR ik
Account KAHTE SRR 44
UserName KETERMH P 4. R P KIErZiER, 0

UserName >4 root.

StorageClass

T8 € B IR AA A 2R
® ALL: FrAfFHER:
® STANDARD: Frifif7fik;
® STANDARD_IA: &S5 [F 17 .

TimeZone

IR A EIR IR X, 45— UTC +0800,

InternetType

IR [5] F 3 [E] 2 28 - IR D) = LR N
®  all: T I IR [ A A0 3 I ) [
® internet: FHEXMIR [F]i5;
® noninternet: JEH MR [H]55 .

RequestsType

IR RS R SRR, MR [E 2 AN, B A
“+7 BEdE.
s T E SRS I [ A L
get: get M IR R A VAL s
head: head ZS AL {1 [F1fi%h X 4 s
put: put R IR RIS KL
post: post ZEAY AR (A1 A5 IR EL
delete: delete 2SR IR [FIA5 5L s
others: [k FIRAMHARIE R )R BT

ResponseType

IR AR G 2R A, 2R B AN, e R AT
“+7 R

® all: FrARARIR MY,

® Response200;
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® Response204;
® Response206;
® Response403;
® Response404;
® Responsedxx;
® Response500;
® Response503.

Freq

R[5 GE v Hdhs AR AR -
® by5min: FEiHAE NERAFRIZ Y 5 708
® byHour: FritAE 1SRRIy 1 /N
® byDay: FiilHukRFERIE N 1K,

BucketName

15K H Bucket 445, Wi H P EGE R P A HE T
Bucket 2%, BucketName ~NZ%.

RegionName

PO E, R R #5 Region &
%, RegionName ~N%¥,

Statistics.Date

IR [71] 45 FR6F I () B T <
® 4iERZSH Freq oA by5min 5k byHour
i, R EIRE N yyyy-MM-dd HH:mm;
® MiERZSH Freq N byDay i}, i [A[#% %
N yyyy-MM-dd.

Statistics.Data.Internet.Get

P EAF A E A LR Get SR AYIE SRS X H. 7T LA
HARE T B35 K HIRHL -
® Response200;
Response206;
Response403;
Response404;
Response4xx;

Response500;

Response503.
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Statistics.Data.Internet.Head

PRl A7 B0 BB Head 2R AE SR 1k, m]
PABEAR ST 5135 K2R B -

® Response200;

® Response206;

® Response403;

® Response404;

® Response4xx;

® Response500;

® Response503.

Statistics.Data. Internet.Put

PRAEAAEEOE TLEE I Put S8 AL SRS A 7T LA
HAREN T F135 R AL

® Response200;

® Response403;

® Response404;
Response4xx;

Response500;

Response503.

Statistics.Data. Internet.Post

P THE A7 $ 0 HBE ) Post ZRANE SRAD AR L. W]
PAEAR BT 5138 SRS L

® Response200;

® Response403;

® Responsed04;
Response4xx;

Response500;

Response503.

Statistics.Data.Internet.Dele

te

P A7 i B0 HBE ) Delete ZRANTE RAG IR KL W]
PAEAR ST 5135 K2R B L
® Response200;

® Response204;
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Response403;
Response404;

[

[

® Response4dxx;
® Response500;
[

Response503.

Statistics.Data.Internet.Othe | FrifEA7fif £ s HHKM Others 2R AL SKAD 1) CEL
rs A LURAR ST 5135 K2R B ICEL

® Response200;

Response403;

Response404;

Response4xx;

Response500;

Response503.

Statistics.Data.NonInternet. | FrifE A7k £ s 3F TR Get ZRALE KAGH) K. 7]
Get PAEAR BT 5138 SRS L

® Response200;

® Response206;

® Response403;

Response404;

Response4xx;

Response500;

Response503.

Statistics.Data.NonInternet. | Fri#f7-fiff 245 3 TR Head 284 15 KA Y X3
Head A LABEAR ST 5135 K2R B -

® Response200;

® Response206;

Response403;

Response404;

Response4xx;
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® Response500;

® Response503.

Statistics.Data.NonlInternet. | FriEA7 £t AF TR Put AU 35 SKAG 1) 8. 7]
Put PABEAKR ST 5135 K2R B

® Response200;

Response403;

Response404;

Response4xx;

Response500;

Response503.

Statistics.Data.Nonlnternet. | FrifE A7l £ 95 3 FLICR Post 1% SRS 1) L.
Post A LAEAKR ST 5135 K2R B

® Response200;

Response403;

Response404;

Response4xx;

Response500;

Response503.

Statistics.Data.NonInternet. | FrifE 71 £ 5 3E TLEKM Delete 287 1H KAL) EL .
Delete A DA EAR BT 5135 SR ISHT IR EL:

® Response200;

Response204;

Response403;

Response404;

Response4xx;

Response500;

Response503.

Statistics.Data.NonInternet. | FriEAFAiGEPE JE BB Others 574 i K A5 AT 7K
Others o n]PLEARR) R FE R AEIIREL:
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Response200;
Response403;
Response404;
Response4xx;

Response500;

Response503.

Statistics.Standard_ia.Intern

et.Get

A ) A7 it s ELIE N Get SRS SRAD R IH
A LABEAR ST 5135 KR B
® Response200;
Response206;
Response403;
Response404;
Response4xx;

Response500;

Response503.

Statistics.Standard_ia.Intern

et.Head

A ) A7 H s HLIE N Head 2R A SRAD ) K
Hro ATLLRARS] N SERISHIE
Response200;

Response206;

Response403;

Response404;

Response4xx;

Response500;

Response503.

Statistics.Standard_ia.Intern

et.Put

ARSI 1) A7t B HLIDE R Put S AL KA ) H
A PLEAR BN 535 SRR

® Response200;

® Response403;

® Response404;
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® Response4dxx;
® Response500;

® Response503.

Statistics.Standard_ia.Intern | A1 1) 17 i 2 L Post R AL R H1 X
et.Post Ko FTLAEARBR 5 KSR

® Response200;

® Response403;

® Responsed04;

Response4xx;

Response500;

Res ponse503.

Statistics.Standard_ia.Intern | AR5 7] 77 it £ s ELIE Y Delete 28 AY 1 K5 ik
et.Delete o AT LAHEARS R FITE R I IR
Response200;

Response204;

Response403;

Response4xx;

[

[

[

® Responsed04;
[

® Response500;
[

Response503.

Statistics.Standard_ia.Intern | {45117 7] 77 i £ B KM Others 288435 K5 1
et.Others o ATLLEARRNT 5 R R B

® Response200;
® Response403;
® Responsed04;
® Response4xx;
® Response500;
[

Response503.
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Statistics.Standard_ia.Nonlin

ternet.Get

RIS I A5 At 20 JE LR Get FRAAE SRS IR
Bo l DLEARE] R 5135 R IA IR EL

Response200;
Response206;
Response403;
Response404;
Response4xx;
Response500;
Response503.

Statistics.Standard_ia.Nonlin

ternet.Head

RIS i £7-fek A0 JE LTI Head SRS SRS R
o ATLAEAR SR BT RS AL

Response200;
Response206;
Response403;
Response404;
Response4xx;
Response500;
Response503.

Statistics.Standard_ia.Nonlin

ternet.Put

AEHI 1) A7 it B0 AR ELIBC R Put SEBLAESRAS K
Ko wTDLEAR B R 51035 R IEAIREL

Response200;
Response403;
Response404;
Response4xx;
Response500;
Response503.

Statistics.Standard_ia.Nonlin

ternet.Post

(RIS ) £5-fiks A0 AR LI Post SR7 T SRAS K
Ko AT DLEAR BN 81035 RIS A IREL

Response200;
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Response403;
Response404;

[

[

® Response4dxx;
® Response500;
[

Response503.

Statistics.Standard_ia.Nonlin

ternet.Delete

ERHT 1) A7t 2 A LK K Delete AL TR KA RIR
Ko TLAEARBTR 5 KSR
® Response200;
® Response204;
Response403;
Response404;
Response4xx;

Response500;

Response503.

Statistics.Standard_ia.Nonln

ternet.Others

A7 1) 47t B A1 FLIBE R Others S8AY15 SR AL 1Y
KL AT RARAA SR 15 RIS HCE -
® Response200;
® Response403;
Response404;
Response4xx;

Response500;

Response503.

® ERRHI

¥ K (byDay) 75 Bucket 4 It-bucketl. ¥i#547 & Jy ZhengZhou. 2019-10-
15 % 2019-10-16 HrHE A it 2t i ik (Rl A o 3

GET /?Action=GetReturnCode&BeginDate=2019-10-15& EndDate=2019-10-

16&StorageClass=STANDARD&Bucket=It-
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bucketl&Freq=byDay&Region=ZhengZhou&RequestsType=get%2Bput&Response Type=
Response200 HTTP/1.1

Date: Wed, 16 Oct 2019 07:03:54 GMT

Authorization: AWS 7799e793ce4624ee7e5a:BnaA3pDsSImzdnPtN4eN2VcKh8g=

Host: 00s-cn-mg.ctyunapi.cn

® REIRH]

HTTP/1.1 200 OK

Date: Wed, 16 Oct 2019 07:03:54 GMT
X-amz-request-id: a79028c963e4d3a
Content-Length: 1114

Content-Type: application/xml; charset=utf-8

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>

<GetReturnCodeReponse>
<Account>test@oos.cn</Account>
<UserName>user_testl1</UserName>
<StorageClass>STANDARD</StorageClass>
<TimeZone>UTC +0800</TimeZone>
<InternetType>all</InternetType>
<RequestsType>get+put</RequestsType>
<ResponseType>Response200 </ResponseType>
<Freg>byDay</Freq>
<BucketName>It-bucket1</BucketName>
<RegionName>ZhengZhou</RegionName>
<Statistics>

<Date>2019-10-15</Date>

<Data>
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<Internet>
<Get>
<Response200>1</Response200>
</Get>
<Put>
<Response200>11</Response200>
</Put>
</Internet>
<NonlInternet>
<Get>
<Response200>61</Response200>
</Get>
<Put>
<Response200>71</Response200>
</Put>
</Nonlnternet>
</Data>
</Statistics>

<Statistics>

</Statistics>

</GetReturnCodeReponse>
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5.3.8 GetConcurrentConnection

BEHRAE F R & P I IR RO R

® EFRSH
2R iR o
IR
Action GetConcurrentConnection, =
BeginDate o 8 B ROE ARG R, SRR | 2
IRy F e HI (BRFIX . UTC+8) (1) 00:00,
KA. Time.
BUE: #2208 yyyy-MM-dd.
EndDate i € AW I AOERAM A R ), 3R BRI TR | 2
AMKRHB (WX UTC+8) s E— .
KA. Time,
BUE: %A yyyy-MM-dd. EndDate A~fig 5T
BeginDate.
ViH: EndDate 5 BeginDate f[a]fE A KT 1 K.
Bucket a8 B F ROE AL Bucket IR RN E | &
Bucket Z %, MK A Bucket (173
FOERHZ AN
RE: FrH
BUE: 3~63 7, Hugh/hN558, .
FEREZE (- A () ARk
Region TR E AW AOERBM B AL E . WRATEHHE |

NE AR, WK 42 BrE SR A B IR E
R A,
R, FE,
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HUE: ZhengzZhou. ShenYang. ChengDu.
WuLuMuQi. LanZhou. QingDao. GuiYang-
LaSa. WuHu. WuHan. ShenZhen. SH2,

SuZhou.
InternetType T IR B R I 2 R -F R /R B | 5
8
KA. FRrH
B :
® all: $i5 5 IR [ FLIK R A e FOR A EL I
W I R
® internet: #57E ik [al TLIB M Y I A T FE
s
® noninternet: $i 7 IR [Al=EHI W () I K i
A
AN all,
Freq T 58 1R B G TR SRR L &

XA Enum.
BUE: bySmin: GEit-Eds fRFERLE A 5 8,
ERIME A by5min.

® [NEER

2R (3%

Account KT RE K 4 .

UserName RHEERIH 4. AR P A& R iZE R,
UserName 4 root.

TimeZone IR EHAR I X, 48— UTC +0800,

InternetType I R N 4% 2 T - I )/ A LA

e
® internet: HIEWIFKIEREL

® all: HIBEMIFEARIEREAAE BB I K&
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® noninternet: IFEIERIA)IF ARIEREEL.

Freq R [EEHE A, bySmin: & 5 908Gt —R.

BucketName Bucket % 7. W15 H P AEVE K FH %A #7 Bucket
Z4, BucketName ~N=Z,

RegionName Bt s, AP EE RSP EE A Region
#(, RegionName A=

Statistics.Date IR [F] 2t B N AT (] o

Statistics.Data.InternetConn | H.EEM 1 3F & E B HL .

ection

Statistics.Data.Nonlnternet AR IR M 1) IF A EFEHL

Connection

® EFRH

¥ 5 73 %F (by5min) 5 Bucket & It-bucketl. #t#&f7 & ZhengZhou. 2019-
10-15 % 2019-10-16 [H 3K &

GET /?Action=GetConcurrentConnection&BeginDate=2019-10-16&EndDate=2019-10-

16&Bucket=lt-bucketl&Freq=by5min&Region=ZhengZhou HTTP/1.1

Date: Wed, 16 Oct 2019 07:11:39 GMT

Authorization: AWS 7799e793ce4624ee7e5a:d4KttP1KihaC2YEI450t6dkqONE=

Host: 00s-cn-mg.ctyunapi.cn

o RERH

HTTP/1.1 200 OK

Date: Wed, 16 Oct 2019 07:11:39 GMT

x-amz-request-id: 43f5cbc9bef047d3

Content-Length: 24493

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>

<GetConcurrentConnectionResponse>
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<Account>test@oos.cn</Account>
<UserName>user_testl</UserName>
<TimeZone>UTC +0800</TimeZone>
<InternetType>all</InternetType>
<Freg>by5min</Freg>
<BucketName>It-bucketl</BucketName>
<RegionName>ZhengZhou</RegionName>
<Statistics>
<Date>2019-10-16 00:00</Date>
<Data>
<InternetConnection>0</InternetConnection>
<NonlnternetConnection>0</NoninternetConnection>
</Data>
</Statistics>

<Statistics>

</Statistics>

</GetConcurrentConnectionResponse>
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I FRAE R >k Al H 7 Bucket )48 FH B L
BB ANEBE AL APL, EUURYE Z AWK, {8/ %1 API:
GetCapacity. GetDeleteCapcity. GetRequests. GetReturnCode.

GetConcurrentConnection.

o EHERSH
B iR B
NI
Action GetUsage &
BeginDate e e BRI ], Serk-BdRE RGN oI | 2
HiH (I [X4: UTC+8) [ 00:00,
KA. Time.
BUE
® U YYYY-MM-DD i, R [8 PAR N H
(DARE-EE
® U YYYY-MM-DD-hh-mm 2, iR[A
PL5 3P BN I, mm HAEHR 004 05,
10.......55.
® AR R T (A — A H .
EndDate 85 B SE SRET IA), 3R [RIHOE BB R D 2 R H | 2

(X R: UTC+8) Mo — A5 -
. Time
HUfE: EndDate Bt A e T BeginDate, tHAREME
TR A
® U YYYY-MM-DD #if), iR[EIPLK
VoL DAREA TR
® LA YYYY-MM-DD-hh-mm #f], iR
51 LA 5 - oA A A, mm A A8
00. 05. 10.......55,
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Bucket T & AR FH B L) Bucket (R FRR, GiSRA TR E
Bucket 47K, MIZ<2 K T B i) Bucket Y
GiitHg B2 A,

RE. PR

BUE: 3~63 e, HRegh/hNg5 8, v,
JREZE (- A () K.

oA

® M 45R

B iR

UserName R REK T 4 .
BucketName Bucket % .
Region.Name AL E .
Region.Data.Date Geit i H .

Region.Data.Capacity

OIS &, $AN Byte.

Region.Data.Upload

HEMER EATIE, $4709 Byte.

Region.Data.Download

HIRM E#% T E, 408 Byte.

Region.Data.DeleteFlow

HERMIMERE, #4209 Byte.

Region.Data.RoamUpload

BRI AT E, $4A704 Byte.

Region.Data.RoamDownload

HERMIEE AT E, H78 Byte.

Region.Data.GetRequest

HERM Get 155K UCEL

Region.Data.HeadRequest

HIEM Head 15K K HL

Region.Data.PutRequest

FLECM Put 15 3R IKEL

Region.Data.PostRequest

HIEM Post 1% 3R L

Region.Data.DeleteRequest

HELM Delete i R % .

Region.Data.OtherRequest

HEEM % Get. Head. Put. Post.
Delete 4t HAth 17 3K %o

Region.Data.NoninternetUpload

FEHIRM E I EATIRE, B
Byte.

Region.Data.NonInternetDownload

FEEBRM B M TR E, AN
Byte.
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Region.Data.NonlInternetDeleteFlow

ARTLIC M M ER &, #7208 Byte.

Region.Data.NonInternetRoamUpload

AR ERME I EATIRE, AN

Byte.
Region.Data.NonInternetRoamDownload | 3 H.BEME 3 F i, #BA1N
Byte.

Region.Data.NonInternetGeRequest

FEHIKM Get R IKHL

Region.Data.NonlInternetHeadRequest

JEE I Head 153K X3

Region.Data.NonlInternetPutRequest

JEH IR Put 7 3K IEL.

Region.Data.NonlInternetPostRequest

£ E I Post 15 R IKEL .

Region.Data.NonlInternetDeleteRequest

JEEIB M Delete 15K I #K -

Region.Data.NonlInternetOtherRequest

JEHELM % Get. Head. Put. Post.
Delete M1 HARIE K K%

o iEXRHl

7511 Bucket 4~ my-bucket-test, 2018-12-24 ()i &,

GET /?Action=GetUsage&BucketName=my-bucket-test&Freq=byDay&EndDate=2018-

12-24&BeginDate=2018-12-24 HTTP/1.1

Host: 00s-cn-mg.ctyunapi.cn

Authorization: AWS fad0e782¢d5132563e38:xQE0diMbLRepdf3YB+FIEXAMPLE=

Date: Wed, 26 Dec 2018 09:01:30 GMT

Content-Type: application/xml; charset=utf-8

o RERH

HTTP/1.1 200 OK

X-amz-request-id: 236A8905248E5A01
Date: Wed, 26 Dec 2018 09:01:30 GMT
Content-Length:1200

Content-Type: application/xml; charset=utf-8
Connection: close

Server: CTYUN

<GetUsageResponse>
<UserName>test@o00s.cn</UserName>
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<BucketName>my-bucket-test</BucketName>
<Region>
<Name>ZhengZhou</Name>
<Data>
<Date>2018-12-24</Date>
<Capacity>3048576</Capacity>
<Upload>40000</Upload>
<Download>60000</Download>
<DeleteFlow>0</DeleteFlow>
<RoamUpload>20</RoamUpload>
<RoamDownload>30</RoamDownload>
<GetRequest>60</GetRequest>
<HeadRequest>60</HeadRequest>
<PutRequest>60</PutRequest>
<PostRequest>60</PostRequest>
<DeleteRequest>60</DeleteRequest>
<OtherRequest>80</OtherRequest>
<NonlInternetUpload>0</NoninternetUpload>
<NonlInternetDownload>0</NoninternetDownload>
<NonlInternetDeleteFlow>0</NonInternetDeleteFlow>
<NonlInternetRoamUpload>0</NonInternetRoamUpload>
<NonlInternetRoamDownload>0</NonInternetRoamDownload>
<NonlnternetGeRequest>0</NonlInternetGetRequest>
<NonlnternetHeadRequest>0</NonlInternetHeadRequest>
<NonlInternetPutRequest>0</NonlInternetPutRequest>
<NonlnternetPostRequest>0</NonlInternetPostRequest>
<NonlnternetDeleteRequest>0</NonInternetDeleteRequest>
<NonlnternetOtherRequest>0</NonlInternetOtherRequest>
</Data>
</Region>
<Region>
<Name>global</Name>
<Data>

</Data>
</Region>
</GetUsageResponse>
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5.3.10 GetBandwidth

AR AE R A F 7 ) P T 9

BB ANEBE AL APL, EUURYE Z AWK, {8/ %1 API:
GetCapacity. GetDeleteCapcity. GetRequests. GetReturnCode.

GetConcurrentConnection.

o FRSH
ZFR iR o)
IR
Action GetBandwidth. &
BeginDate | #5/& &) OO #1798 LG (B (IFFIX : UTC+8) & &
KA. Time
BUE: #EA yyyy-MM-dd-HH-mm, mm R #gHL 00,
05. 10.......55. HIIE-FZFT AIARE R —4H .
EndDate i € AW O A 55 AR ) (B XD UTC+8) , 1R | A&
(el B 485 ok ] (] By 5 %
KA. Time
BUE: A yyyy-MM-dd-HH-mm, mm R #gHL 00,
05. 10......55. EndDate BEANGEF- T BeginDate, tHARE
W T 2 T B[]
BucketName | 552 2 1f) & 77 % (1) Bucket #8K, WIRAIEE Bucket | 75

FAK, MR AWK T BT [ Bucket IIGETHE S .
RE: P

BUE: 3~63 i rffeh, HAEH/DNS 76 8oy, faish
() Mri ) AR

o HNZER

2R ik

UserName RHTE R4 .
BucketName Bucket % FK o
Region.Name A E/ A=
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Region.Date.Date GuitHARE I A

Region.Data.UploadBW B ER: EATCHTE, AL Bytels.
Region.Data.DownloadBW | B B FTCH %, HALZE Bytels.
Region.Data.RoamUploadB | FLI: Mg AT %, HRALZ Bytels.

W

Region.Data.RoamDownloa

dBW

GRS N AT 2R 0T

A7 Byte/s.

Region.Data.NonlInternetUp
loadBW

FRTLIR M B EAT CH A 98

, {7 & Bytels,

Region.Data.NonlInternetDo

wnloadBW

FETLIR N B N AT S 9

, 47 7% Bytels.

Region.Data.NonlInternetRo

amUploadBW

AR IR I8 7 AT CH 58

, {7 & Bytels,

Region.Data.NonlInternetRo

amDownloadBW

ARTLI R I T AT A 9

. {7 & Bytels.

® iFRH

rif) 2018 4 12 F 26 H 16 # 45 431 2018 4F 12 H 26 H 16 #1 50 73 my-

bucket-test {5 .

GET /?Action=GetBandwidth&BucketName=my-bucket-test&EndDate=2018-12-26-16-

50&BeginDate=2018-12-26-16-45 HTTP/1.1

Host: 0os-cn-mg.ctyunapi.cn

X-amz-content-sha256:

e3b0c44298fc1c149afbf4c8996fh92427ae41e4649b934ca495991b7852b855

Authorization: AWS4-HMAC-SHA256 Credential=fe49633483061d5b93e3/20181226/cn-

mg/s3/aws4_request, SignedHeaders=content-type;host;x-amz-content-sha256;x-amz-date,

Signature=40051b7b2fce14cd6025c8935019166814883696d017040cfd9334836fd40533

x-amz-date: 20181226T090108Z

Content-Type: application/xml; charset=utf-8
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® R[EIRH

HTTP/1.1 200 OK

Date: Wed, 26 Dec 2018 09:01:30 GMT
x-amz-request-id: cabf8789cbe74b2e
Content-Length: 1694

Content-Type: application/xml; charset=utf-8
Connection: close

Server: CTYUN

<?xml version="1.0" encoding="UTF-8"?>
<GetBandwidthResult>
<UserName>ctyuntest@oos.cn</UserName>
<BucketName>my-bucket-test</BucketName>
<Region>
<Name>ShenZhen</Name>
<Data>
<Date>2018-12-26 16:45</Date>
<UploadBW>1000</UploadBW>
<DownloadBW>2000</DownloadBW>
<RoamUploadBW>0</RoamUploadBW>
<RoamDownloadBW>0</RoamDownloadBW>
<NonlInternetUploadBW>3000</NonInternetUploadBW>
<NonlInternetDownloadBW>4000</NonlInternetDownloadBW>
<NonlInternetRoamUploadBW=>0</NonInternetRoamUploadBW>
<NonlInternetRoamDownloadBW>0</NonInternetRoamDownloadBW>
</Data>
<Data>

<Date>2018-12-26 16:50</Date>
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<UploadBW>5000</UploadBW>
<DownloadBW>6000</DownloadBW>
<RoamUploadBW>0</RoamUploadBW>
<RoamDownloadBW>0</RoamDownloadBW>
<NonlnternetUploadBW>7000</NonlInternetUploadBW>
<NonlInternetDownloadBW>8000</NonInternetDownloadBW>
<NonlInternetRoamUploadBW=>0</NonInternetRoamUploadBW>
<NonlInternetRoamDownloadBW>0</NonInternetRoamDownloadBW>
</Data>
</Region>
<Region>
<Name>QingDao</Name>
<Data><Date>2018-12-26 16:45</Date>
<UploadBW>1000</UploadBW>
<DownloadBW>2000</DownloadBW>
<RoamUploadBW>0</RoamUploadBW>
<RoamDownloadBW>0</RoamDownloadBW>
<NonlInternetUploadBW>3000</NonInternetUploadBW>
<NonlInternetDownloadBW>4000</NonInternetDownloadBW>
<NonlInternetRoamUploadBW>0</NonInternetRoamUploadBW>
<NonInternetRoamDownloadBW>0</NonInternetRoamDownloadBW>
</Data>
<Data>
<Date>2018-12-26 16:50</Date>
<UploadBW>5000</UploadBW>
<DownloadBW>6000</DownloadBW>
<RoamUploadBW>0</RoamUploadBW>
<RoamDownloadBW>0</RoamDownloadBW>

<NonlInternetUploadBW>7000</NonInternetUploadBW>
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<NonlInternetDownloadBW>8000</NonInternetDownloadBW>

<NonlInternetRoamUploadBW>0</NonInternetRoamUploadBW>

<NonlInternetRoamDownloadBW>0</NonInternetRoamDownloadBW>
</Data>

</Region>

</GetBandwidthResult>
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5.4 FirEFIER
HTTP | %R (code) | 45215 B (message) iR
M B2
L)
403 AccessDenie | User: <user_Arn> is not BA BRI B
d authorized to perform: statistics: | [
GetAccountStatistcsSummary
on resource: <statistics_Arn>.
403 | AuthorityNot | AccountlD: <account_ID> is Jo AW R T S AR Bl
Match not authorized to perform SRRV E T DA WA
AvailableBandwitdth. R
405 MethodNotAl | Method does not exist or is not | 77V AN foi4F
lowed attachable.
500 InternalError | We encountered an internal KA N BB 1R
error. Please try again.
400 InvalidArgu | Invalid BeginDate or EndDate | ¥ KA, B [a)iE R
ment on querying by day SHAEE
400 InvalidArgu | Invalid BeginDate or EndDate. | I [a]1#5 5k 2 Hu#g T2
ment
400 InvalidArgu | Invalid BeginDate and EndDate. | beginDate /5.
ment endDate
400 InvalidArgu | Invalid EndDate. CIHEZ) g5 R (a)iE
ment KRSEA G, WA A
ASEHE 5 4yl
EndDate BT 247 i %I
400 InvalidArgu | Invalid BeginDate. CIHEED) AR ()i
ment KRSEA G, I A
ASEHE 5 4yl
BeginDate - T—4~ A
il
400 InvalidArgu | Invalid BeginDate and EndDate. | beginDate F1 endDate 2
ment Too large time gap. EE RN N )
3Bh (I api $RBUE R
0O
400 InvalidArgu | Invalid Freq. A freq 15 RS HUE
ment AN IE
400 InvalidArgu | Missing Freq. BHMANSEL freq
ment
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6 HR{EIRER API

6.1 BAEEREE API &R &1
o MM

B NHibE A oos-cn-cloudtrail.ctyunapi.cn.
® &EEIHN

NT PRI E A, BAEREUSCRE HTTPS.
® HTTPiERAGE

AR BB YR HTTP POST 3R ik K i% iR .
o ERSH

MG RATFEREWNER:

> BAEBREE DT EA S AIE RSH.

> REER D TREA KE RS
AT F EHIR A B RS ECRE R R
ViHH: 705 4R 2 AR MR ERER APL I, 250 h#iE AFRERL. AFLmp
3k, AHRAKE AT R AR o

6.1.1 A 3iEK L
ERFNER I, #RE T N LS HOAN N O S5, A dLiER SN E T

7N

A faik =
iR

Host BRAFEREE VT )4k 44 , U5 )48k 4 #2& oos-cn- £
cloudtrail.ctyunapi.cn.

Authorization V4 5K 2544 . B
BE. T,

X-Amz-Date I A PR b A 0BG 1SO 8601 b, FFHL | =
U “yyyyMMddT HHmmssZ” #% =0 7481k
Flan, o5 H AR A2 “08/01/2018 15: 32:
41.982-700" , WIDAZITE Sk HAL 4 UTC (Wi
AR, SRGHAEN “20180801T0832417” &
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X-Amz-Target

FAEIRERIE R HAR, #8304 cn. ctyunapi. oos—cn-
cloudtrail. v20131101. CloudTrail 20131101. 7ar
get.

il 4 ) AR A R R PR SR«
X-Amz-Target:cn.ctyunapi.oos-cn-
cloudtrail.v20131101.CloudTrail_20131101.CreateTra
il

Content-Type

TR AR,
KA. FRH.
EY{E: application/json

6.1.2 RASNE RZFS

5 R RERA L AR A TS
& @ik
HTTP/LIxoox | R

® 200 xX FniH R I

® 4xX, 5xX FINIHRIM.

6.1.3 2\ HAE Rz sk

AR BB AP 157455 5 o 0 2 A SR

B ik

x-amz-request-id | M55 3 AL ) AT AR IRIE R 1D
Content-Type M . P 2 SRR

Date EJAREER

Server k55454 o
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6.2 BREERER API
API iR
IEHERAE R A — M ERER, PR EREE H B ORAF 20 FE 2
CreateTrail f] 00S Bucket.
DeleteTrail LA FH R M B T e 1) R

DescribeTrails UEERAE R EUR B 3 B B

GetTrailStatus A RSRBUR ERIRASE B o

PutEventSelectors | St A SR EC BB R 1 B H ARk a8 o

GetEventSelectors | MLERER R EEHEH H Mk ERE .

UpdateTrail IEHRAE F R B B R R 1 B 2 R
StartLogging BEHERAE FRIT i BRER
StopLogging UEERAE B R A 1R BRI

LookupEvents I ERAE F R AR K o B B A .

243



6.3 T1EERER API

6.3.1 CreateTrail

O0S H K #& 4

PEARAE HIR AN — N ERER, PR ERER H SR A7 245 % 1) OO0S Bucket.

EE:

o —NIKIRZAIE 10 MERER.

® [ CreateTrail A& RE G, HREERIAZRHRE,

StartLogging F )i R

® HERSH

==
ol

i H]

B

ik

Name

e 5 IR LI 4 FR
BRI, FIH,
BUE: 3~128 {7745,
e nJLIE A ASCI #BF (a-z, A-Z) , HF
(0-9) , A& (O, FhIZk (O =gt
2 (-)
® WL R Tk, Pl ReiiT g
=¥
® RAER IP Huhb#g = (Wit
192.168.5.4) ;
o ANEEEEMALAIE (O FRIZ (O .
WRIZL (D) FEHAE. WABEEEIMLS
OGO JETRIZL (O Bds.

S3BucketName

¥& %€ 00S Bucket ZFK.

S3KeyPrefix

i e BRER H E M A FRATE

® i HERZNIFEEEN: oos:/I<bucket>/<
H & 144 FRATZ%>/00SLogs/<ik 5
ID>/CloudTrail/<#>/< H >/< H>/< H & HdE
>

® Kigw HEMBRMAAMEEATN:
00s://<bucket>/0O0SLogs/<ik =
ID>/CloudTrail/<fE>/< H >/< H>/< H & HdE
>

| Fo
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R, FRE,
BUE: 0-200 NF55F.

LI VAZE S

2R i3

Name FRERI 24 FR o
S3BucketName 00S Bucket % #%.
S3KeyPrefix PRER H B 24 PRATS
TrailARN FREZH ARN,

® FRRH

L FR N test_cloud_trail FEREE, B EREE H ERAFAE 4 N test_bucket 1)
Bucket #, H&ERTZ N auditlog.

POST /HTTP/1.1
Host:00s-cn-cloudtrail.ctyunapi.cn

Authorization:signatureValue

X-Amz-Date:date
X-Amz-Target:cn.ctyunapi.oos-cn-cloudtrail.v20131101.CloudTrail_20131101.CreateTrail
Content-Type:application/json

{"Name":"test_cloud_trail","S3BucketName":"test_bucket","S3KeyPrefix":"auditlog"}

® X [nl7R Al

HTTP/1.1 200 OK
X-amz-request-id:ea219738be1a4688
Content-Type:application/json;charset=UTF-8
Content-Length:254

Date:Thu, 18 Apr 2019 10:01:10 GMT
Server:CTYUN

{"Name":"test_cloud_trail","S3BucketName":"test_bucket","Trail ARN":"arn:ctyun:cloudtr
ail::10rc2arpn6306:trail/test_cloud_trail","S3KeyPrefix":"auditlog"}
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6.3.2 DeleteTrail
LEHEAE FH R M B Fi 2 1) B

o iHRBH

O0S H K #& 4

E3 Hik CFS
B
Name o5t BRI I 4475« =

R, .
BUE: 3~128 i 45 E .

AL & ASCH 8 (a-z, A-Z) , HUr
(0-9) , AJ (O, FRIZ (O ZsEk
2 (-)

F;

Afes 1P HudbA 2 (4
192.168.5.4) ;

AREEE LA R (O TRIZL (O .

R O AEEHG. MARE SR
MG G ETRIZL () KHSE

® EFRRHI

fiH 444 4 test_cloud_trail FrFREE .

POST /HTTP/1.1

Host:00s-cn-cloudtrail.ctyunapi.cn

Authorization:signatureValue

X-Amz-Date:date

X-Amz-Target:cn.ctyunapi.oos-cn-cloudtrail.v20131101.CloudTrail_20131101.DeleteTrail
Content-Type:application/json

{"Name":"test_cloud_trail"}

® X [ul7R

HTTP/1.1 200 OK

X-amz-request-id:48e6e27fa7a34a55
Date:Fri, 19 Apr 2019 05:38:42 GMT
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Server:CTYUN

247




O0S H K #& 4

6.3.3 DescribeTrails

IE R RS A R BRI BB AR R
o RZH

B i::3%

TrailNameList TR BRI ARSI . T LR E — B AN ERERI
K

R T

BUE: 3~128 {7745,
® n/LLEE ASCH #Hf (a-z, A-Z) , BT
(0-9) , AJAH (O, FRIZL (O =55k

% (-)

o UHULFRIECE I, WL
==

® AHESE IP HuhbAE = (.
192.168.5.4) ;

® REEEAMARAIS (O FRIZ (O .
Tl () AEEAE. WARE SRS

MG G ETRIZL () KHSE

VLR

R AFEHNR R, WIR B A RS

® IR E ML trail LIRALALE, NIAIRE
trail ;

® WRIREMFTA trail LREALEAE, WK A=

2, BP{trailList":[]}-

oY | & W
o

o HNZER

B #iR

Name PRERHI AR
S3BucketName 00S Bucket ##R.
S3KeyPrefix EREEH ER A FRETE
TrailARN PREF T ARN
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0O0S FF &% X H4
® 5K

FREXA4 F5 AN test_cloud_trail 1R EE 1 EAS S .

POST /HTTP/1.1

Host:00s-cn-cloudtrail.ctyunapi.cn

Authorization:signatureValue

X-Amz-Date:date
X-Amz-Target:cn.ctyunapi.oos-cn-cloudtrail.v20131101.CloudTrail_20131101.DescribeTrails
Content-Type:application/json

{"TrailNameList":["test_cloud_trail"]}

® X [Hl7R

HTTP/1.1 200 OK
X-amz-request-id:570alb70a73f4b3c
Content-Type:application/json;charset=UTF-8
Content-Length:325

Date:Fri, 19 Apr 2019 07:33:39 GMT
Server:CTYUN

{"trailList":[{"Name":"test_cloud_trail","S3BucketName":"test_bucket","TrailARN":"arn:
ctyun:cloudtrail::10rc2arpn6306:trail/test_cloud_trail"}]}
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6.3.4 GetTrailStatus

O0S H K #& 4

BEHRAE P RSRIURERR S AE 2

® iR

B ik oL
PR
Name T8 E IR EFH 4 FR e
T

BUE: 3~128 i 45 E .

® TLLf A ASCH FhE (a-z, A-Z) , BT
(0-9) , AJA (O, TR (O =5k
k() ;
® WINUAF Rk, DA RREi g 4
s
® RS IP HudiA% S (Biltn:
192.168.5.4) ;
® REEEAMARAIL (O FRIZ (O .
BRIL O AFRAE. AR SRS
BOC) ETRZL GO mdHE.
o MifNgER
B iR
IsLogging S 5T JE PR

® true: CAIEIRES
® false: KR EIRE:.

LatestDeliveryTime

PRER IR — X 7] Bucket fRA7 H B HIIHA].
Yl WUOREA TR I ERES, WA SR Rt B

StartLoggingTime

o — IR IR EE IR LG T A . unix ISFEIER (UTC) , INfA]
Kt B =20
P WRRE TR IR, AR A 7 B .

StopLoggingTime

55— IR EREE RS 1 E] . unix BSFRJER (UTC) , INFA]
a2 =,
P RE PR RS, WA &R B 7 B .
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® HERRHI

SREVER B 44 A test_cloud_trail FIFRERIRSE B

POST /HTTP/1.1

Host:00s-cn-cloudtrail.ctyunapi.cn
Authorization:signatureValue

X-Amz-Date:date

X-Amz-Target:cn.ctyunapi.oos-cn-
cloudtrail.v20131101.CloudTrail_20131101.GetTrailStatus

Content-Type:application/json

{"Name":"test_cloud_trail"}

® X [Hl7R A

HTTP/1.1 200 OK
X-amzn-Requestld:12feb8d48aa84d09
Content-Type:application/json;charset=UTF-8
Content-Length:386

Date: Tue, 23 Apr 2019 02:12:57 GMT
Server:CTYUN

{"IsLogging":true,"LatestDeliveryTime":1555985394434,"StartLoggingTime":155598466
3079,"StopLoggingTime":1555987231038}
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6.3.5 PutEventSelectors

AR AE P R G B R R B AR I 8 25

PRNTENL T, RUCEEHFEMmILSNRE, SdxralEREMf, 100
B % 0 1 AN E B FA R gs

o i RBH

&R ok ER
AR
TrailName s e PRER I 44 K =

KA. R,
BUf: 3~128 s
® LI E ASCH FhE (a-z, A-Z) , T
(0-9) , A (O, FRIZ (O 55K

2 (-)

o WIILLFREE BTk, DA RFEE g
=¥

® RNRESR IP HuhbAE L (Wit
192.168.5.4) ;

o AMEEWEMALA L (O TRIZ (O
R O AEEHG. MABRE SRS

MG G ETRIZL () KHSE

EventSelectors $ 5 I R &
HUE: ReadWriteType
ReadWrIETYP | fisie RO IO S 2678 R

RAE: FRH
YR

® ReadOnly: Hif;

® \WriteOnly: H5;

o All: rfEHSE.
BRIME Y All.

o THRLRE
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4 FR ik
ReadWriteType B B 2R

® ReadOnly: HiE;
® WriteOnly: /B\—Ej,

® All: iaEHF .

TrailARN ER R ARN,

o iFRRH
NEREE test_cloud_trail 8 RS (WriteOnly) J87 IR ik ()8 FH S AE 0 1k 28

POST /HTTP/1.1

Host:00s-cn-cloudtrail.ctyunapi.cn
Authorization:signatureValue

X-Amz-Date:date

X-Amz-Target:cn.ctyunapi.oos-cn-
cloudtrail.v20131101.CloudTrail_20131101.PutEventSelectors
Content-Type:application/json

{"TrailName":"test_cloud_trail","EventSelectors":[{"ReadWrite Type":"WriteOnly"}]}

® X [Hl7R Al

HTTP/1.1 200 OK
X-amz-request-id:771c9193addb4861
Content-Type:application/json;charset=UTF-8
Content-Length:231

Date:Mon, 22 Apr 2019 03:28:47 GMT
Server:CTYUN

{"EventSelectors":[{"'ReadWrite Type":"WriteOnly"}],"TrailARN™:"arn:ctyun:cloudtrail::1
Orc2arpn6306:trail/test_cloud_trail*'}
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6.3.6 GetEventSelectors
A E RS S E LS ERE R

o iHRBH

O0S H K #& 4

RAE. P,
BUE: 3~128 i 45 E .

AL & ASCH 8 (a-z, A-Z) , HUr
(0-9) , AJ (O, FRIZ (O ZsEk
2 (-)

F;

Afes 1P HudbA 2 (4
192.168.5.4) ;

AREEE LA R (O TRIZL (O .

R O AEEHG. MARE SR
MOCO L ETRIZL (O KA E.

B ik =&
AR
TrailName PR 1 4 K &

® [NEER

22y i

#iR

ReadWriteType

BRI E R,
® ReadOnly: Hif;
® WriteOnly: H'5,
o All: JrfigsHiff.

TrailARN

EREEHT ARN,

® ERRHI

BH X TR test_cloud_trail B ER B2 B HAFIRE 285 B o

POST /HTTP/1.1
Host:00s-cn-cloudtrail.ctyunapi.cn

Authorization:signatureValue
X-Amz-Date:date
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X-Amz-Target:cn.ctyunapi.oos-cn-
cloudtrail.v20131101.CloudTrail_20131101.GetEventSelectors
Content-Type:application/json

{"TrailName":"test_cloud_trail"}

® X [Hl7R

HTTP/1.1 200 OK
X-amz-request-id:a97ab880f40c4242
Content-Type:application/json;charset=UTF-8
Content-Length:231

Date:Mon, 22 Apr 2019 05:33:40 GMT
Server:CTYUN

{"EventSelectors":[{"ReadWriteType":"WriteOnly"}]," TrailARN":"arn:ctyun:cloudtrail::1
Orc2arpn6306:trail/test_cloud_trail"}

255



6.3.7 UpdateTrail

O0S H K #& 4

BEHRAE R EE R IR R B E 28, B4 ERER H S 8E /A7 #U OOS Bucket. #RER H

FRIG e

BiBA:

o WU, K

P R

® N5 S3BucketName Al S3KeyPrefix #iATGE, ZAEARIER, HE

AEE, 1z[E 200 OK.
o i RBH
AR 1113 =8
WAIE
Name PB4 e
KA. A,
BUE: 3~128 fii 55 E .
® n/LLEE ASCH #Hf (a-z, A-Z) , BT
(0-9) , AJ (O, FRIZ (O ZEk
2 (-)
® WIPLFREEE Tk, DL R 4
2
® b IP HulbAx . (il
192.168.5.4) ;
® NEEHEMATAI A (O FRIZ (O .
BhIZ% (O FEdAE. AR ZRELE
ACO ETRZL (D BdE.
S3BucketName 00S Bucket %Fi. =
S3KeyPrefix G B F A6 4 R A
RE. FIFH

BUE: 0-200 NF45F.

o TRLRE

ZFR iR
Name EREERI S FR
S3BucketName 00S Bucket % FK.
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S3KeyPrefix PRER H BRI FRATE -
TrailARN FRIERI ARN.
® iFHRH

FEHT 4 N test_cloud_trail FIERESE S, ¥ERE:H BT HHA auditLog2.

POST /HTTP/1.1

Host:00s-cn-cloudtrail.ctyunapi.cn
Authorization:signatureValue

X-Amz-Date:date

X-Amz-Target:cn.ctyunapi.oos-cn-
cloudtrail.v20131101.CloudTrail_20131101.UpdateTrail
Content-Type:application/json

{"Name":"test_cloud_trail","S3KeyPrefix":"auditLog2"}

® ik [El7 Al

HTTP/1.1 200 OK
x-amzn-Requestld:6a452ca08cad49b5
Content-Type:application/json;charset=UTF-8
Content-Length:278

Date:Mon, 22 Apr 2019 09:22:19 GMT
Server:CTYUN

{"Name":"test_cloud_trail","S3BucketName":"bucket_name","S3KeyPrefix":"auditLog2",
"Trail ARN":"arn:ctyun:cloudtrail::10rc2arpn6306:trail/test_cloud_trail"}
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6.3.8 StartLogging

IEHRAE R IT E BRER .
PEBA: ) CreateTrail QUEERERE, BUERERUEXIIRE, HEHEM
StartLogging JT /5 BREx o

O0S H K #& 4

o EHRSH
AR ik =&
AR
Name BRI 4 7R =
KA. FI5H.
BUE: 3~128 {7745,
e nJLIE A ASCI #BF (a-z, A-Z) , HF
(0-9) , AJA (O, FRIZL (O =5k
2 (-)
® WL R Ik, DL R e
=28
o RAER IP Hibi-#& = (fFltn:
192.168.5.4) ;
o REEEEMARAIA () L ThIZk (O .
W2 (O FEHE. WA SR
OGO JETRIZL (O Bds.
o {ERRH

Ja 54N test_cloud_trail [)ERER .

POST /HTTP/1.1

X-Amz-Date:date

Authorization:signatureValue

{"Name":"test_cloud_trail"}

Host:00s-cn-cloudtrail.ctyunapi.cn

X-Amz-Target:cn.ctyunapi.oos-cn-
cloudtrail.v20131101.CloudTrail_20131101.StartLogging
Content-Type:application/json

® X [ul7R

HTTP/1.1 200 OK

X-amz-request-id:e543b10f6249483c
Date:Mon, 22 Apr 2019 05:45:20 GMT
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Server:CTYUN
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6.3.9 StopLogging
DEERAE FH R 52 1 BR B Th AE
o EHRSH
2R 3% =8
WAIE
Name BRI 1 4 E
REL, FIHE,
BUE: 3~128 fii7f5H .
® LI E ASCH FhE (a-z, A-Z) , i
(0-9) , AJA (O, TR (O =FEk)
& (- ;
® WL R Ik, AR B4
=¥
® RAER IP Huhk#g = (Wit
192.168.5.4) ;
® NEEHEMARAIA (D) . FhIZk (O .
MR (O FEHE. WARREEE RS
AOGO JETRZL (O rnds.
o {ERRH

{21444 test_cloud_trail F{FRER .

POST /HTTP/1.1

X-Amz-Date:date

Authorization:signatureValue

{"Name":"test_cloud_trail"}

Host:00s-cn-cloudtrail.ctyunapi.cn

X-Amz-Target:cn.ctyunapi.oos-cn-
cloudtrail.v20131101.CloudTrail_20131101.StopLogging
Content-Type:application/json

® R[ERA

HTTP/1.1 200 OK

X-amz-request-id:734105e4f0d740bf
Date:Mon, 22 Apr 2019 07:01:34 GMT
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Server:CTYUN
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6.3.10 LookupEvents
A R E B K PR E P P AE N % 180 RN K AR E HLH

G

SCFRFEW LT R

O0S v il % 4H;
EHHEM ID;
LA AR
AR

Fe T A

PR
el ALY

THP 4.

FITA (R VEER R T T, BRINIR[H] 50 DM EWL R, —RiR% R gikE 50 45
R, nRAEEEHAMLAR, 7 PUEE % E MaxResults 1 NextToken K172

e

® HERSH

B

ik =8

StartTime 6 3 B PR T AR A ], AR R e T

GRS B) RN S5 RS ], DU EC 46 ) ] 20 25 T 45
B, 75 PR B 5 RS S
RA. RIER .

BUE: unix B &K (UTC) , FEHaZIZFR. BRI
S 8] R 24 BB ()4 AT B 56 180 K.

® UIREARIN A TS5 AR IR), s
® UIRIECARIN (Al T 2 AT 18] 180 R ZHi

FRIRS 6], D3R [R5 P e s st 1) Ay B 22 iy
B 1) A3 BT B A 28 180 K.

EndTime 32 16 [ A5 B 2 () 65 RN ) o R RN 4 i T

i

GRS [B) RN &5 SRR TR, DUJEC 4 B ] o0 20 T 25 BRI
(B, 25 N B £ RS B o

it PR

BUE: unix I[RJEE (UTC) , KSmAR=Zfb. BRI
PRES A A B BT,

W StartTime 1 EndTime #5NF-F 2471 [A] 180
FHT IS ], D3R [a] P 2 5 R (A4 BB 58 180 K
AR I
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LookupAttributes

fe e B HHE AR BN

BRI, PR,

HUE: Attributekey fll AttributeValue R HY
/1

iy

AttributeKey

TREAWE IR Key,

/N AttributeKey, HEU/EME—.
RAE. FIH,

BUE -

Eventld
EventName
ReadOnly
UserName
ResourceType
ResourceName

EventSource

AccessKeyld

oA

AttributeValue

e 5E AttributeKey % B ({48 -

KRB, FRFH,

BUE: HR4E AttributeKey #iE. H
ResourceName fRIF AT ILE A #, X730 K/N5;
EventId. UserName. EventName. ResourceType.
EventSource. AccessKeyld &FVLECE#), JFH.
X5 K/ANE .

iy

MaxResults

BB W N i 2R B &8 W RAAER B e
AR B3, o 2 2% B rp 25 3% 7] NextToken 8 o
RA. BHCRTA,

BUE: 1-50, EZRIME A 50.

iy

NextToken

P UAR IR AT 7 LR [ R BRI, b 2R
LR RIRFIZSH . BERERIU, ERSH
i BT LS.

RE: T

i
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BUE: 5 Ema g R S8 —FE.

LI VAZE S

2R ik

Events WA B, R BIRE .

NextToken DFRR. WHREHIRENZE, WPH LR 8 FrE 1)
S5,

® iERH

et QR HID PRSP

POST /HTTP/1.1

Host:00s-cn-cloudtrail.ctyunapi.cn
Authorization:signatureValue

X-Amz-Date:date

X-Amz-Target:cn.ctyunapi.oos-cn-
cloudtrail.v20131101.CloudTrail_20131101.LookupEvents
Content-Type:application/json

{"LookupAttributes":[{"AttributeKey":"ReadOnly","AttributeValue":"true"}] }

® REIRH

HTTP/1.1 200 OK
X-amz-request-id:c1a075bc84f4277
Content-Type: application/json; charset=utf-8
Content-Length:23994

Date: Thu, 02 Jan 2020 07:16:20 GMT

Server:CTYUN

"Events": [

{
"CloudTrailEvent": {
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"eventld": "7645426409000523408",
"resource":
"{\"Resources\":[{\"name\":\"testTrail1\" \"type\":\"CloudTrail
Trail\" \"arn\":\"arn:ctyun:cloudtrail::1rllug2mvqg6ob:trail/testTrail1\"}]}",
"eventVersion": "1.06",
"eventSource": "00s-cn.ctyun.cn”,
"requestParameters™: "{\"Name\":\"testTrail1\"}",
"userAgent": "oos-cn.ctyun.cn”,
"readOnly": true,
"userldentity": {
"accountld": "1rllug2mvqg6ob",
"principalld": "1rllug2mvqg6ob”,
"type": "Root",
"arn": "arn:ctyun:iam::1rllug2mvq6ob:root"
h
"eventType": "ApiCall”,
"serviceName": "CloudTrail",
"sourcelp": "127.0.0.1",
"requestld": "8bb75b1394fa42ch",
"requestURL": "http://oos-cn-cloudtrail.ctyunapi.cn/",
"eventTime™: "2020-01-02T06:13:47Z",
"eventName": "GetTrailStatus",
"requestRegion™: "cn",

"managementEvent": true

"CloudTrailEvent": {

"eventld": "7645426419220464293",
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"eventVersion": "1.06",

"eventSource": "00s-cn.ctyun.cn”,
"requestParameters™: "{\"TrailNameList\":[\"testTrail1\"]}",
"userAgent": "oos-cn.ctyun.cn”,

"readOnly": true,

userldentity:

{

"accessKeyld":"d2756b7f524227e79a83",
"accountld":"1fimr2raot5sp",
"principalld":"e943d0aela3b461bb0al8fb8f2e55d44",
"type":"IAMUser",
"arn":"arn:ctyun:iam::1fimr2raot5sp:user/subUser",
"userName":"subUser"

b

"eventType": "ApiCall",

"serviceName": "CloudTrail",

"sourcelp™: "127.0.0.1",

"requestld™: "a8cde8aea5744b74",

"requestURL": "http://oos-cn-cloudtrail.ctyunapi.cn/",
"eventTime": "2020-01-02T06:13:37Z",
"eventName": "DescribeTrails",

"requestRegion™; "'cn",

"managementEvent": true
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6.4 FiRGFIR
HTTP | g28(code) | $BiR(EE\(message) HEiIRfEE
]y
L)
400 InvalidTrailNa | Trail name too short. IREEHIARRARE, 77T
meException Minimum allowed length: 3 | KEAE,
characters. Specified name
length: 2 characters.
400 InvalidTrailNa | Trail name too long. PREF A FRAREE, @it
meException Maximum allowed length: RRNTFRFKE
128 characters. Specified
name length: 140 characters.
400 TrailAlreadyEx | Trail trailName already exists | Bz O fE4E .
istsException for the customer: accountld
400 TrailNotFound | Unknown trail: PREFAAEALE
Exception arn:ctyun:CloudTrail:ctyun:ac
countld:trail/trailName for the
customer: accountld
400 MaximumNum | User: accountld already has | FREZAB I % KECRIR
berOfTrailsExc | 10 trails. il o
eededException
400 S3BucketDoes | Bucket name does not exist: | I &R BT,
NotExistExcept | bucketName bucketName NF1E .
ion
400 InvalidTrailNa | Trail name cannot be blank! | fREEZFR NS
meException
400 InvalidS3Prefix | S3 prefix is longer than A I B RR
Exception maximum length: s3Prefix
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400 InvalidLookup | Lookup attribute key is not Lookup J& key JEi%,
AttributesExce | valid.
ption
400 InvalidLookup | Lookup attribute value is not | Lookup J& A AR
AttributesExce | valid.
ption
400 InvalidMaxRes | A max results value of & & I lookupEvents
ultsException | {maxNumber} is invalid. IR [ 1) e K 4 SR
Specify max results between 1 | BR .
and 50.
400 InvalidEventSel | Specify a valid number of —NMEHHE R B T
ectorsException | selectors for your trail A HEEH A
403 AccessDenied | Access Denied R AAGEAN I IS
403 AccessDenied | Can not access bucket B trail B, FREM
{bucketName} bucket A& 4 HTK T
# bucket o
400 InvalidTrailNa | Trail names must not be trail ZMAEVE, &
meException formatted as an IP address. ip #2.
400 InvalidTrailNa | Trail name must ends witha | trail ZHAEE, A
meException letter or number. S A SN 2 ) o
400 InvalidTrailNa | Trail name must starts witha | trail ZHAEE, A
meException letter or number. & 7 s Bk .
400 InvalidTrailNa | Trail name or ARN cannot tail BMAETE, 85

meException

have adjacent periods (.),

hyphens (-), or underscores

0"

“_»

jiéi E\ € »

&« »
[}
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400 InvalidEventSel | Value {ReadWriteType} for | % ik e,
ectorsException | ReadWriteType is invalid. ReadWriteType {EA
1EAf.
400 InvalidTimeRa | The start time precedes the Lookup B, 4R [H]
ngeException | end time. T2 [A]
500 | InternalError | We encountered an internal | & AE ISR, 1 E
error. Please try again. o
405 MethodNotAllo | Method is not allowed. BRAEARERR A
wed
400 InvalidTrailNa | Trail name or ARN canonly | trail & A&7, A
meException | contain uppercase letters, TARETFT
lowercase letters, numbers,
periods (.), hyphens (-), and
underscores ().
400 InvalidS3Bucke | Bucket name cannot be blank! | fill#trail I, bucket
tNameExceptio HIRANRE N
n
400 InvalidLookup | Lookup attribute key can not | lookup J&tkey H fE1

AttributesExce
ption

be multiple.

B
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6.5 BIEREC R EHFIIR
e H
Bucket DeleteBucket

DeleteBucketLifecycle

GetBucketLifecycle

GetBucketLocation

CreateBucket

PutBucketLifecycle

PutBucketLogging

GetBucketAcl

PutBucketAcl

GetBucketPolicy

PutBucketPolicy

DeleteBucketPolicy

GetBucketWebsite

PutBucketWebsite

DeleteBucket\Website

GetBucketLogging

GetBucketCors

PutBucketCors

DeleteBucketCors

PutBucketObjectLockConfiguration

GetBucketObjectLockConfiguration

DeleteBucketObjectLockConfiguration

Services GetService
GetRegions
it GetCapacity

GetBilledStorageUsage

GetRestoreCapacity
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GetDeleteCapacity

GetTraffics

GetRequests

GetReturnCode

GetConcurrentConnection

GetUsage

GetBandwidth

ConsoleLogin

LogoutUser

CheckMfa

A IR

CreateTrail

DeleteTrail

DescribeTrails

GetTrailStatus

PutEventSelectors

GetEventSelectors

UpdateTrail

StartLogging

StopLogging

LookupEvents

7 1R 475 1

CreateGroup

DeleteGroup

GetGroup

ListGroups

AddUserToGroup

RemoveUserFromGroup

CreateUser

DeleteUser

GetUser
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ListUsers

ListUserTags

ListGroupsForUser

CreateAccessKey

DeleteAccessKey

ListAccessKeys

UpdateAccessKey

TagUser

ChangePassword

CreateLoginProfile

CreateVirtualMFADevice

DeactivateMFADevice

DeleteAccountPasswordPolicy

DeleteLoginProfile

DeleteVirtualMFADevice

EnableMFADevice

GetAccountPasswordPolicy

GetLoginProfile

ListVirtualMFADevices

UpdateAccountPasswordPolicy

UpdateLoginProfile

CreatePolicy

DeletePolicy

AttachGroupPolicy

DetachGroupPolicy

GetPolicy

ListAttachedUserPolicies

AttachUserPolicy

ListAttachedGroupPolicies
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ListPolicies

GetAccountSummary

DetachUserPolicy

ListEntitiesForPolicy

UnTagUser

ListMFADevices

GetSessionToken
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0O0S FF &% X H4
7 ifial¥EE] (IAM) API

7.1 1AM API &R &)
o MM

IAM AR 55 (R Al /. oos-cn-iam.ctyunapi.cn.
o EFWHN

AT BAEEE 24, TAMAYSCRE HTTPS
® FEXRIIE

IAM S #F POST il 3R 7 vk R ik TE R
o ERkS¥

AEREAFERB W T ER:

> BEPATHIEAE: Action .

> FAEAEROEHEEASHA GRS

> EREE O TRRE GRS

BEER: BRESEEFE url encode, RFUHBEIT url decode.
® FRIGwHG
53R SR B 25 SRR UTF-8 4745 3E 1T 4wt

7.1.1 AHEBH

AT T ERIR A ILE RS HONIE R 45

Vil 7EESHREIEAE IAM APLI, 2845 b7 AFEERL . AFEmRIk .
AFEE R GERSE, (R AN IAT HER RO RE

o AILIFERL

FEFAER T, HEEEE A LS ERR R OS5 AER SR

7N

AR ik BE
IR
Host IAM 5113544, 1AM 15 [l 35 44 42 oos-cn- 2
lam.ctyunapi.cn.
Authorization KRR B
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Y VA BT
RAE. FIFH,
X-Amz-Date H A 1) 4 SR 084 1S0 8601 bk, JEHAL |

R “yyyyMMddTHHmmssZ” 4% A7 4% k. 11
i, iR H EARES fE) 2 “08/01/2018 15: 32:
41.982-700" , Nz Jets HoH o UTC (P
AR, REHRATN “20180801T083241Z”

Content-Type RN AR, B
KA. FRH.
HUE: application/octet-stream

® \3kmi ik
B LAM AP i B 25 5 S o L5 A R B Sk
B iz

HTTP/1.1 XXX | &,
® 200 OK FKI/RiEK I

® 4XX, 5XX FRINiE R KM,
x-amz-request-id | M55 5 £ B H AR IRIE K [T 1D,

Content-Type M [ P 25 287
Date Mg 2. H 3
Server M55 284

Content-Length | MR, HAL0N Bytes

o AILREZH

BA 1AM APLIERIES R, R TS A SRRk B TAM AP L 5 5
24 (AR APLMIRIZE R, S ALRIEISH. FRAAILHIEN 2
Ml .

Z2y i iR

Requestld 15K 1D,
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7.1.2 MR 45 R

VL TAM AP R IR [FIECE R A G — 4% 5, Wi 245 SR 0 XML g e AR
FHEREDREN TET AP EE, 7R, Sehrik R4 502 B AT
BAT AL H

®  JRTmpL: R

P 1AM AP TG, Anima g HTTP R4 A: 200 OK, 4R3& IAM API
T B

HTTP/1.1 200 OK
<A SEI >

<API B AR 25 2R >

<5 e N 250>

® RIGmIRILER

VA 1AM APl RIS, W meg B 45 5 HTTPOIRZAS A: 4xx 503 5xx, (CFR
KMo AU

HTTP/1.1 4xx B¢ 5xx
<y et N k>

<API EL{KTF 45 >
<A SR R B >
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7.2 Vi [ 3% %] API Bt

I FTE 1AM 7] DS I AP 2 1 A b .
o HFEHEEO

API i)

CreateUser SR AE R R BB B 1AM I
GetUser IEER T &E 1AM F P E R
ListUsers IEERAE IR ZIH 1AM F P .
DeleteUser AR AR R R INBR 48 € 1) 1AM H
TagUser AR F RN TAM P s bR .
UntagUser AR TR BR FH P B 8 E #3525

ListUserTags

BEIRAE HIR A AR 2 1AM P HIRR25

ListGroupsForUser

R F SR A B FE8 52 1AM F P TR 1AM F
H.

BEHRAE F SRR 2 1 IAM HT P 83T Y

CreateAccessKey AccessKey.

B ERVE B RIR B4 2 1AM F 7 AccessKey
ListAccessKeys TG

e AR A IR BB 48 5 U7 M B P HIRAS A Active
UpdateAccessKey #| Inactive, 2 M Inactive 2] Active.

DeleteAccessKey

BEHRAE FORMIER TR € 1AM R SRR

AccessKey .

CreateLoginProfile

BEERAE F SR N TR E 1AM - G g 3 1 & 1R 8 %

LATR

GetLoginProfile

BEHRAE F ORI IAM P 4526 6 6 s i 1
OB Ta] A FH P 1 S PRS2 15 e
(CEEITE

UpdateLoginProfile

I R BE A 22 IAM P il 6 1R 8 5 2%
.
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DeleteLoginProfile

AR F R BRAE 2 TAM FH P E 6 6 1R 8 %
.

ChangePassword

BEARAE HIRAZ S 1AM FH P 28] 6 18 % .

CreateVirtuaMFADevice

BEHRAE F ORI R 4 MFA B4

EnableMFADevice

IEHEEAE F R A R 2 R MFA W4, FEK1Z
el MFA %2 548 € 10 1AM F P oRBk.

ListVirtualMFADevices

IEHERAE F ORI FOIRASFH O0S ik F /s SR
el MFA %45 .

ListMFADevices

BEARAE IR S 1AM P (R L MFA 3504

DeactivateMFADevice

UEERAE R LR 2 ) MFA % 4%, HE5H A
AR L

DeleteVirtualMFADevice

BEHRAE IR 595 A€ (R HE AU MFA 45

o HFATEHEEN
API iR
CreateGroup IEHRAE F R HTT 1AM F -~ 4.
BEERAE P RARHUR 2 1AM HI P 4L N
GetGroup IAM H F %1% .
I ERAE R HE E 1 TAM A I 3145
ERIAM F P A, R A B —
AddUserToGroup TN B4 € H P 4
BEHRAE RIRORR 2 FH P R E H P 4172
RemoveUserFromGroup 128
ListGroups IEHERAE R BT A # 1AM H P4
DeleteGroup IR FH R IBR 45 € 1) 1AM H P 4.

o BRI EHEED

API

ik

CreatePolicy

BERRAE HIOR DU ™ 61 3 SRS
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GetPolicy DEERAE FH R SRR IS AH 15 2
ListPolicies BEHERAE SR A K PR BT A R SRR .

ListEntitiesForPolicy

BEHRAE k21 H F6 e Sms BB I i B
IAM F /88 1AM F 4

DeletePolicy

U381 FH ORI B 45 2 110 SRS

AttachUserPolicy

BEERAE RIRRS 5 58 (158 S5 3 5E (19 |AM
VRPN 7

ListAttachedUserPolicies

BERRAE RIR B 546 R FH P SRR (14 S5

DetachUserPolicy

R AR HIRAR B34 2 F 7 QI 95 R 5K
55 o

AttachGroupPolicy

PR FH KRR FE 5E IO S 536 5€ (10 1AM
F 2RI

ListAttachedGroupPolicies

PEIRAE R A SR |1AM H P 4R K
SRS

DetachGroupPolicy

BRI F R AR ER AR 2 IAM HI 4RI

THRE SR o

UpdateAccountPasswordPolicy

SR A AT I P 1) 2 6 R 5 o

GetAccountPasswordPolicy

I A FH R SRIBUI P f1 85 AL SRS

DeleteAccountPasswordPolicy

SR A P SRR T 0 Bl R ) A2 28 BR
EZLSSWIUP

R 55t B il
APT #iR
WA A FH SRR IO 7 v f) S4B i
GetAccountSummary AR 55 PR IS .
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7.3.1 CreateUser

O0S H K #& 4

BEHERAE RGBT 1AM HI

® iR

ey&Tags. member.
N. Value

BRI Z B a0 TAM FH P a2 K . A FEPREs
HEFE . Tags. member. N. Key AR,
Tags. member. N. Value NIRZAH -

A, FIFH

BUE: Tags.member.N.Key f 1~128 {7 58 4H
B, FRPERRFERIEA N\ LI\ {Z\p (N} _. :/=+\-
@]+; Tags. member. N. Value B 0~256 /37 F 47 2H.
B PR A RIS \p {LI\p{Z N \p N} _. :/=+\~
@]*,

HR: mE2EH 10 M. mEAR— M2
R G R RN P SRR SR, N1
KB RG, FEHASBIEH S

A e =g
iR
Action CreateUser e
Version FESR B %5
HUfE: 2010-05-08. ZRiAfE A 2010-05-08.
=]
UserName B TAM P B P 4, L 4700 P b i | 7
RA., FIRFH
BUE: 1~64 ik, FRF R & FEE,
ok 75, FRAXRD KNG, FRTR R
e FRIZ (O Rk (- L ES ().
A ) L INE (v L &S (=) Mat fF 5
(@ .
Tags. member. N. K &5

o TRigER

22y

Eit:p)

Arn

TAM FH P IR 4 FK
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UserName IAM H P B 25

Userld IAM F )/ 1D,

Tags.member.Key | TAM F S bR 5 .

Tags.member.Value | TAM FH P ARZ54A

CreateDate TAM FH ) st Ta]

o iFRRH
B F 4 test_user, FRESEEN test_key, HrZEE A test value ) IAM F /s

POST /HTTP/1.1

Host: 00s-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream
Content-Length: 129

Action=CreateUser&Version=2010-05-
08&UserName=test_user&Tags.member.1.Key=test key&Tags.member.1.Value=test val

ue

® X [nl7R Al

HTTP/1.1 200 OK
X-amz-request-id:3dcc0919e80b422c
Content-Type:text/xml;charset=UTF-8
Content-Length:489

Date:Thu, 31 Jan 2019 01:27:59 GMT
Server: CTYUN

<CreateUserResponse>
<CreateUserResult>
<User>
<Arn>arn:ctyun:iam::10rc2arpn6306:user/test_user</Arn>
<UserName>test_user</UserName>
<Userld>623387e786314d3f973359c9de61a39d</Userld>
<Tags>

<member>
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<Value>test_value</Value>
<Key>test_key</Key>
</member>
</Tags>
<CreateDate>2019-01-31T01:28:00Z</CreateDate>
</User>
</CreateUserResult>
<ResponseMetadata>
<Requestld>3dcc0919e80b422c</Requestld>
</ResponseMetadata>
</CreateUserResponse>
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UserName | #rifj FH PP P 44 &
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BUE: 1~64 fLrfFefdimt, FRAF RS 78, BTk
R, FRAX D KANE, FFRFEFRREE: T
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2 FR Eii:3%)
Arn TAM H P I BRI A4 FR
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® IR MARATHEM S, AREIHFE,
® M YHIRA RN, HidEa%EM, NtFE
3 R B S .
IPLastUsed Bl —IREFEH S 1P
Tags. member. Key PR
Tags. member. Value | b2 H o

® ERRHI

ARECIAM H 5 R
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POST /HTTP/1.1
Host:00s-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date:date

Content-Type: application/octet-stream

Action=GetUser&Version=2010-05-08

® R[EIRH

HTTP/1.1 200 OK
X-amz-request-id:c8eadd156d0f44aa
Content-Type:text/xml;charset=UTF-8
Content-Length:638

Date: Thu, 31 Jan 2019 02:09:35 GMT
Server: CTYUN

<GetUserResponse>
<GetUserResult>
<User>

<UserName>test_user</UserName>

<IPLastUsed>10.1.1.1</IPLastUsed>
<Tags>
<member>
<Value>test value</Value>
<Key>test tag</Key>
</member>
</Tags>

</User>
</GetUserResult>
<ResponseMetadata>
<Requestld>c8ea4d156d0f44aa</Requestid>
</ResponseMetadata>
</GetUserResponse>

<PasswordLastUsed>2019-01-07T05:57:35Z</PasswordLastUsed>

<Arn>arn:ctyun:iam::10rc2arpn6306:user/test_user</Arn>
<Userld>dd3cf79eda454f04871a87386792914f</Userld>

<CreateDate>2019-01-07T05:53:20Z</CreateDate>
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BEHRAEFORAIHY 1AM J o AnRIK S R 357 B3 TAM F P, TR [R5 813K

o ERZH
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BUE: 1~64 (i ZfFRAm, FRABESFER. 7
BRI TR, FRAXSRNG, FFRTFIFRAEER: T
Rk (O L RRIZL (o L ES O L AA O L
5L ES = Mafs @) .

oA

AccessKeyld

P46 5E 1) AccessKeyld, HEATHRORIDT AL 2 .
UserName. AccessKeyld FtH I, 25 H [F)IHH 2 24
i S e

oA

o TRigER

2 iR
Users.member.UserName IAM H 44 .
Users.member.Userld IAM H /' ID.
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Users.member.Arn IAM H I BR A FR
Users.member. IAM H ' 2BRH) MFA & .

MFADeviceCount

Users.member.CreateDate

AU 1AM H 7 RIS TR], - SRHT 1SO 8601 H I 1]
%

Users.member.PasswordLast
Used

VRS R P S 8 5 O0S Wk F R TR], R
ISO 8601 H AR [H]4% =

TiHA:

® INFEMNARMH G, ANk,

® R METAEN, ELEAEN, U
Wby BB SRl A P RS (1 N 1]

Users.member.AccessKeyCo
unt

AP AK 38

Users.member.PasswordCrea
teDate

S 1 B A ]

i B ;

® IR FE
(AR 8]

® LEMY, NIAIR[A I,

R, R [ R R — Y

IsTruncated

F P RE A H IR (A
® true: ﬁffi 5] o FH
® false: CALIRMEIFTHKIHI.

Marker

Z AT
BEHT RS0 GRS

S TR él IsTruncated /& true i,

£, JH
Marker ﬁo

® FKRH
S FTE TAM F s

POST /HTTP/1.1
Host:00s-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date:date

Content-Type: application/octet-stream

Action=ListUsers&Version=2010-05-08

® R[ERA

HTTP/1.1 200 OK
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x-amz-request-id:826cfcbhal38c4af3
Content-Type:text/xml;charset=UTF-8
Content-Length:2215

Date:Thu, 31 Jan 2019 02:53:54 GMT
Server: CTYUN

<ListUsersResponse>
<ListUsersResult>
<IsTruncated>false</IsTruncated>
<Users>
<member>
<PasswordLastUsed>2019-01-07T05:57:35Z</PasswordLastUsed>
<UserName>test_user</UserName>
<Arn>arn:ctyun:iam::10rc2arpn6306:user/test_user</Arn>
<Userld>ed3cf79edad54f04871a87386792914f</Userld>
<CreateDate>2019-01-07T05:53:20Z</CreateDate>
< AccessKeyCount>1</AccessKeyCount>
< MFADeviceCount>1</MFADeviceCount>
<PasswordCreaeDate>2019-01-07T05:53:20Z</PasswordCreaeDate>
</member>
<member>
<UserName>test_user_1</UserName>
<Arn>arn:ctyun:iam::10rc2arpn6306:user/test_user_1</Arn>
<Userld>dd3cf79eda454f04871a87386792914f</Userld>
<CreateDate>2019-01-31T01:40:20Z</CreateDate>
<AccessKeyCount>0</AccessKeyCount>
<MFADeviceCount>0</MFADeviceCount>
</member>
</Users>
</ListUsersResult>
<ResponseMetadata>
<Requestld>826cfcbal38c4af3</Requestld>
</ResponseMetadata>
</ListUsersResponse>
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7.3.4 DeleteUser
IEHEAE R M BR T 2 1) 1AM FH P .

® iEFkS
Z# ik =5
WHIE
Action DeleteUser =
Version BRI &
BUffi: 2010-05-08. ERiAfE A 2010-05-08.
UserName | i TAM FRL /RS 4. =
RKE. FRFHEH
BUE: 1~64 L7 frad s, FAF Aaet s 7hk. BT
BT, TRAX D KANG, R TFFREER: T
fﬂzf (_) ~ EFHZ]J%% (7) ~ j@% (1) ~ /ETJ}{_:_( (-) ~ j:”:l
T () L ES = Mat 5 (@ .

® FKRH
THIBR FH 7 444 test_user FRFH .

POST /HTTP/1.1
Host:00s-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date:date

Content-Type: application/octet-stream

Action=DeleteUser&UserName=test_user&Version=2010-05-08

o R[EIRH

HTTP/1.1 200 OK
X-amz-request-id:945bbd5c7da94fea
Content-Type:text/xml;charset=UTF-8
Content-Length:200

Date: Thu, 31 Jan 2019 01:55:26 GMT
Server: CTYUN
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<DeleteUserResponse>
<ResponseMetadata>
<Requestld>945bbd5c7da94fea</Requestld>
</ResponseMetadata>
</DeleteUserResponse>
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7.3.5 TagUser
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BEHEAE IR 1AM PR PR o

BiB:

® 1] LRSI — A ERZ MRS,

> IAM H P R Z BEERIN 10 M AREE .

® 111 Tags.member.N.Key LA AFAE, HAB NI HOBH AN value 78 5 -

o ERSH
4 ik by
Wil
Action TagUser. &
Version TSR ARAS . 73
BUfE: 2010-05-08. ERIAfEH 2010-05-08.
UserName IAM 4. =
KA. PR
BUE: 1~64 AL FfFeR s, FRRBEEF
BE B 78R TR, FRAX S RN, K
TP REEE: FTRIZL (O FRIZL & .
EES ) AL )L s 5L &S
(=) fMat 5 (@ .
Tags.member.N.Key | g p e =
KRB, FRFH,
BUE: B 1~128 frefP s . FRAEBFFER
B N\p {LI\p{Z} \p N} . :/=+\-€]+,
HEE:
o —MHIAEZEE 10 M. WHir
ZRAGETT 10 A, WA KR
o AR S R AR EL,
s I HI AR 2 78 o SR AT PR AR -
Tags.member.N.Value v

R bR28AH -
RAE: TR,
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BUE: 1 0~256 (L7 AT eh . FAFERAT &3
BN {LN\p {Z}\p (N} _. 1 /=H\-@]*,

o iERRH
9 1AM H 7 test_user ISINFRES, HHARZEHA test_keyl, HEEAN

test_valuel.

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream
Content-Length: 110

Action=TagUser&Version=2010-05-
08&UserName=test_user&Tags.member.1.Key=test keyl&Tags.member.1l.Value=test_va

luel

® REIRH

HTTP/1.1 200 OK
X-amz-request-id:97b3800f2fa4563
Content-Type:text/xml;charset=UTF-8
Content-Length:194

Date:Mon, 25 Mar 2019 02:50:56 GMT
Server: CTYUN

<TagUserResponse>
<ResponseMetadata>
<Requestld>97b3800f2fa4563</Requestid>
</ResponseMetadata>
</TagUserResponse>
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BEHRAE PRI ER FH P (R4 RE AR 2E
Y WORMIER R AAAAERS, IR [BPRES 200 (T o

o FRSH
B 7373 P
S|
Action UntagUser . &
Version T RARA 7
BUfE: 2010-05-08. ERIAfE>H 2010-05-08.
UserName IAM AP 4 &
KRR FRH
BUE: 1~64 (7R Am, FrFRRAET
B B ER R, FRAX KNS, F
TR R AER: TRIZ (O PRIZL (-
A= GUD BN &1 ) = S GID BN /| = G D BN =
(=) Mat 5 (@ .
TagKeys.member.N =

FH P bR 25 4t

RA. FIRAH,

BUE: H 1~128 (PP ik, FRE/FER
B N\p {LI\p{Z}\p N} _. :/=+\-@]+,

® EFRRHI

TR IAM F P test_user [ARAE 5 test_keyl Fl test_key2.

POST /HTTP/1.1

X-Amz-Date: date

Content-Length: 79

Host: 00s-cn-iam.ctyunapi.cn

Authorization:signatureValue

Content-Type: application/octet-stream
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Action=UntagUser&Version=2010-05-

08&UserName=test_user&TagKeys.member.1=test_keyl&TagKeys.member.2=tag_key2

® R[EIRH

HTTP/1.1 200 OK
X-amz-request-id:aa4347cbcabb4f95
Content-Type:text/xml;charset=UTF-8
Content-Length:198

Date:Mon, 25 Mar 2019 03:00:13 GMT
Server: CTYUN

<UntagUserResponse>
<ResponseMetadata>
<Requestld>aa4347cbcabb4f95</Requestld>
</ResponseMetadata>

</UntagUserResponse>
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7.3.7 ListUserTags
PEERAE HIR DI 4R E |AM J T RIFRZE o

o FXRSH
AR faid -}
BSi-|
Action ListUserTags =
Version TR IAR 73
EX{E: 2010-05-08. ERi\{E A 2010-05-08.
UserName | #5174 . =
RAE. PP
BB : 1~64 M7, FR RGOS 7R, Hirok
YR, TRAX D KNG, B rrrRees: M
g% (_) ~ EP&A'JQ% (7) ~ j@% (,) ~ /EU){_?\ (-) ~ BD%
(H) . &5 (= Mat 75 (@ .
Marker Iy RRIR . A T ER BRSNS, FARmMN AR | m
RIENZSH . BERERRZER, ERSHHFHEREN
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REL. FRH,
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Maxltems | WCEMIR AR 2 0% B (1) 568 i RAAAEE iR e ik | 75

[21 351, JUJ IsTruncated Wi R TGN true, KR fq 22 IR
EERER R DRI BERE RN, 7EEH
Wi 3. 2 % Marker f18 .

REL BHCERA,

EUE: 171000, ERIMMEN 100,

o TRigER

T T —IAER IS Marker 1HUE

LR iR
IsTruncated PR RS B AR A -
® true: AARIR[EIMIFRE;
® false: CAIRFIATA IR
Marker SUFRR. 24 IsTruncated #& true B, ZIAA7E, HAH
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Tags.member.Key | hr2sd,

Tags.member.Value | Fr251H .

o iERRH
FIH 1AM H 7 4404 test_user HIFR%E .

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream
Content-Length: 55

Action=ListUserTags&Version=2010-05-08&UserName=test_user

® REIRH

HTTP/1.1 200 OK
x-amz-request-id:bc3c8e298bf44f24
Content-Type:text/xml
Content-Length:404

Date:Mon, 25 Mar 2019 02:31:58 GMT
Server: CTYUN

<ListUserTagsResponse>
<ListUserTagsResult>
<IsTruncated>false</IsTruncated>
<Tags>
<member>
<Value>test_value</Value>
<Key>test_tag</Key>
</member>
</Tags>
</ListUserTagsResult>
<ResponseMetadata>
<Requestld>bc3c8e298bf44f24</Requestld>

</ResponseMetadata>
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7.3.8 ListGroupsForUser
SEHEAE F SR ZIH 4R 2 TAM L BT J@ 16 1AM 4.

o ERSY
2R faik By
AR
Action ListGroupsForUser =
Version TR pRAS &
EX{E: 2010-05-08. ERiA{E N 2010-05-08.
UserName | 1AM /74 . =
HE: FH
BB 1-64 BrE R ALR, PR AR SR, HeE
YRR, FRAX D KNG, FRFRREEE: T
g% (_) N EP&A'JQ% (7) N j@% (,) ~ /EU){_?\ (-) ~ BD%
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Marker Sy URRR . A FHFEIR B AR, BN A R |
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EIEREERE R, EFRERIDIN, FEEW
i . 2 5 Marker 15 .

REL, PR,

BU{&: 1~1000, ERiAME M 100.

o TRLRE

B

ik

Groups.member.GroupName | IAM 2044 .

Groups.member.Groupld IAM H F 41 1D,

Groups.member.Arn

IAM H P 24 F 8R4 FK o
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Groups.member.CreateDate | IAM F /7 2H61) 4 () B ]

IsTruncated P HRS A HRIR A
® true: A ARIR[FEIFHFH,;
® false: CLRMBIFTAIHFAH.

Marker S TFRIR. 24 IsTruncated & true B, %1517
£, HAEMT NGRS Marker [EL
8.

® iERRH

HIH IAM F /7 test_user 2 FJ@ A 1AM 4.

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream

Content-Length: 64

Action=ListGroupsForUser&Version=2010-05-08&UserName=test_user_2

o RERH

HTTP/1.1 200 OK
X-amz-request-id:2451e997f937470a
Content-Type:text/xml;charset=UTF-8
Content-Length:616

Date: Thu, 14 Feb 2019 07:35:46 GMT
Server: CTYUN

<ListGroupsForUserResponse>
<ListGroupsForUserResult>
<IsTruncated>false</IsTruncated>
<Groups>
<member>
<GroupName>test_groupl</GroupName>
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<Arn>arn:ctyun:iam::10rc2arpn6306:group/test_groupl</Arn>
<Groupld>514648bfhc4e423f867a25281642cdfc</Groupld>
<CreateDate>2019-01-30T06:11:39Z</CreateDate>
</member>
</Groups>
</ListGroupsForUserResult>
<ResponseMetadata>
<Requestld>2451e997f937470a</Requestld>
</ResponseMetadata>
</ListGroupsForUserResponse>
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7.3.9 CreateAccessKey

HeERAE SR ATE E 00 TAM FH P G085 1) AccessKey s
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Action CreateAccessKey . =
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BU{E: 2010-05-08. ERiA{E vy 2010-05-08.
UserName | TAM 742, 75
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® [NEER
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UserName IAMH 44
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SecretAccessKey | H T2 415 R H .

CreateDate S B 23 )R]

® ERRH
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NP P 4408 test_user 2 [ A1 ZE AccessKey .

POST /HTTP/1.1
Host:00s-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date:date

Content-Type: application/octet-stream

Action=CreateAccessKey&UserName=test_user_2&Version=2010-05-08

® R[ERA

HTTP/1.1 200 OK
X-amz-request-id:865ffbe722704365
Content-Type:text/xml;charset=UTF-8
Content-Length:603

Date:Thu, 31 Jan 2019 09:17:59 GMT
Server: CTYUN

<CreateAccessKeyResponse>
<CreateAccessKeyResult>
<AccessKey>
<AccessKeyld>535d97103885f22be7al</AccessKeyld>

<SecretAccessKey>9e2cde278d6eeac48f50a5d276381379478c0169</SecretAccessKe
y>
<UserName>test_user_2</UserName>
<CreateDate>2019-01-31T09:18:00Z</CreateDate>
<Status>Active</Status>
</AccessKey>
</CreateAccessKeyResult>
<ResponseMetadata>
<Requestld>865ffhe722704365</Requestld>
</ResponseMetadata>

</CreateAccessKeyResponse>
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7.3.10 ListAccessKeys
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UserName

R REY i

AccessKeyMetadata.member.Use

rName

595 a) B A ORIEI TAM B P 44

AccessKeyMetadata.member.Acc

i a1 B 571 1D,

essKeyld
AccessKeyMetadata.member.Stat | 5 ] 22 45 [FRIR A -
us ® Active: WHHEHM, WTLMIHIZEH
Vi APT,
® Tnactive: HHHZEH, ALMERZ
YR AP,
AccessKeyMetadata.member.Cre | G177 in] B 4H ) H 3.
ateDate
IsTruncated RS E A ER IR H
® true: A AIR[HIFHH;
® false: CLARFIATAMIZEH.
Marker Sk 3 IsTruncated & true B, %30
e, HAEH T T —kiE R KZ4 Marker
R HUE o
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® true: s=Tkey;
® false: AjEFkey.
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o FRRH

FI 4 BT 1) AccessKey HITEANE B .

POST /HTTP/1.1
Host:00s-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date:date

Content-Type: application/octet-stream

Action=ListAccessKeys&Version=2010-05-08
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® R[]

HTTP/1.1 200 OK
X-amz-request-id:524be065a8d84e68
Content-Type:text/xml;charset=UTF-8
Content-Length:559

Date:Sat, 02 Feb 2019 01:36:29 GMT
Server: CTYUN

<ListAccessKeysResponse>
<ListAccessKeysResult>
<UserName>test_user_2</UserName>
<IsTruncated>false</IsTruncated>
<AccessKeyMetadata>
<member>

<AccessKeyld>1e6139134373f86ecdea</AccessKeyld>
<UserName>test_user_2</UserName>
<CreateDate>2019-02-02T00:47:36Z</CreateDate>

<Status>Active</Status>
</member>

</AccessKeyMetadata>
</ListAccessKeysResult>
<ResponseMetadata>

<Requestld>524be065a8d84e68</Requestld>
</ResponseMetadata>

</ListAccessKeysResponse>
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7.3.11 UpdateAccessKey
UEERAE R R BB He E Ui 0 %40 CAKD [IRES, M Active Z Inactive, B3 M

Inactive | Active.

BiBA:
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Action UpdateAccessKey . &
Version T RRRA o
EU{E: 2010-05-08. ERiA{E A 2010-05-08.
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POST /HTTP/1.1
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Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream

Action=UpdateAccessKey&Status=Inactive&Version=2010-05-
08&AccessKeyld=535d97103885f22be7al

® REIRH]

HTTP/1.1 200 OK
X-amz-request-id:999e8e61dc9049bc
Content-Type:text/xml;charset=UTF-8
Content-Length:210

Date:Sat, 02 Feb 2019 01:56:03 GMT
Server: CTYUN

<UpdateAccessKeyResponse>
<ResponseMetadata>
<Requestld>999e8e61dc9049bc</Requestld>
</ResponseMetadata>

</UpdateAccessKeyResponse>
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7.3.12 DeleteAccessKey
ICERVE H SRR $E 2 1AM H 7 B4 AccessKey .

P
® WNERFEEM 4, IAM BRIEZE 415K 1 O0S AccessKeyID #fi &
4
® HHERAE AT DL RN BRAR FH 7 1) AccessKey .
o FRSH
& ik o
D]
Action DeleteAccessKey &
Version 1ER A &
HX{E: 2010-05-08. ERIAE N 2010-05-08.
UserName | $5 ¢ ik 25 10 FH P 4 @
RAE. A5
BUE: 1~64 frrfrd i, FRHRREE B T
BRI AT, TR RANG, R R BEE: T
jzuzﬁ (_) ~ EF'E'JQ% (7) ~ @% (,) ~ /EU/‘\\ (-) ~ jju
5L ES = Mlat 5 @ .
AccessKeyld | 5 ZMHER K197 7 %4 1D, B

RE: FHH

® iFRH

B AccessKeyld=535d97103885f22be7al % N FH F' ) AccessKey .

POST/HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream

Action=DeleteAccessKey&Version=2010-05-08&AccessKeyld=535d97103885f22be7al

® R[EIRH
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HTTP/1.1 200 OK
X-amz-request-id:66375df54d24461d
Content-Type:text/xml;charset=UTF-8
Content-Length:210

Date:Sat, 02 Feb 2019 01:12:20 GMT
Server: CTYUN

<DeleteAccessKeyResponse>
<ResponseMetadata>
<Requestld>66375df54d24461d</Requestld>
</ResponseMetadata>
</DeleteAccessKeyResponse>
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7.3.13 CreateLoginProfile
BEIRAE HIKOU9R 2 IAM P B ] & 15 s i

® FRSH
B ik o
D]
Action CreateLoginProfile =
Version T RRRA 3
HUE: 2010-05-08. ZRiIAME A 2010-05-08.
UserName T B SRR P 4 =
KA. FiFH
BUE: 1~64 M, FRAREEE
BE MCEBUSTR TS, FRERR A KNG,
FRRFRF A AERZ: TRIZ (O . Rl
<_) N j@% ()) A /Eﬂzl‘ﬁx: (-) N DD%
() . &5 (=) Mat ff5 (@ .
Password fa e H P g 6 . =
KA. FRAH.
BUE: #0456 00S Tk 2 10 SR
CHERAEAE) o BRI 8-128 fir %
i, NG RN RIS .
PasswordResetRequired @

TAM FH P AT IG 00 8 25 1 6 J5 2 1 7 2
HE %,
FRA. Ap/REL
A :
® true: fHHWIRENERG, HER
BB 5 A ] AT ERAE
® false: fHVIIGEILER)G, THE
HE F A AT ERE
ERINME N false.

o THRLRE
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B 3%
UserName IAM I 446

PasswordResetRequired

TAM A FH TG 3RS B e 6 Ja 2 1 R B
f.

® true: fE/HWIREIDER)E, HEAEEXN
Ja A Al UPAT#AEE

® false: VI HIGER)G, L EEHN

AT PASATHEAE .
CreateDate TAM FH P46 & 8 s 205 B 22 st 1) .
o FRpH

9 1AM H 7 test_ch_passwd % 85 k%00 al2345678, HIRE )G, HRE
SR R EE R B B A A AT DLE SR

POST /HTTP/1.1

Host: 00s-cn-iam.ctyunapi.cn

Authorization: signatureValue

X-Amz-Date: date

Content-Type: application/octet-stream

Content-Length: 112

Action=CreateLoginProfile&Version=2010-05-
08&UserName=test_ch_passwd&Password=al12345678&PasswordResetRequired=true

o R[EIRH

HTTP/1.1 200 OK

X-amz-request-id:46951e81d14e4da7
Content-Type:text/xml;charset=UTF-8

Content-Length:466

Date:Fri, 15 Mar 2019 08:16:54 GMT

Server: CTYUN

<CreateLoginProfileResponse>

<CreateLoginProfileResult>

<LoginProfile>
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<UserName>test_ch_passwd</UserName>
<PasswordResetRequired>true</PasswordResetRequired>
<CreateDate>2019-03-15T08:16:55Z</CreateDate>
</LoginProfile>
</CreateLoginProfileResult>
<ResponseMetadata>
<Requestld>46951e81d14e4da7</Requestld>
</ResponseMetadata>
</CreateLoginProfileResponse>
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7.3.14 GetLoginProfile
BEARAE I RIREL 1AM HE - 5 ) & & SOCERS E @RI el . & P B iROE ska e 5

/

RS,
o FRSH
AR fadk =G
WA
Action GetLoginProfile. =
Version R BAS 5
H{E: 2010-05-08. ERIA{E A 2010-05-08.
UserName | =345 410 TAM FH P 4. i
KA. FRFH
BUE: 1~64 ALrfFep i, FRRBEEE TR BT
FRTAR, FRAXSRANG, FRTFR ) \ﬁ'éz%: e
& () . RRIL (O L ES Q) LA )L s
(+) &5 (=) fMat 5 @ .
o MR
SR iR
UserName IAM HF 4.
PasswordResetRequIred | 1y fi s i i 4 53 6 e bl £ J 2 16 75 0 T L
i
® true: [FHWIMAZEMES)E, FEHEBEZN
Ja A AT APATHRAE
® false: HWIMRHEMNER)G, LHEEZN
] DAAT 1
CreateDate IAM H 4251 £ 25 0 61 48 R ek 1]
® FXRH

SREL IAM FH 7 test_user 2] & B st S i G @ N8 . MBS G2l
BB Y.
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POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream

Content-Length: 58

Action=GetLoginProfile&Version=2010-05-08&UserName=test_user

® R[ERH

HTTP/1.1 200 OK
X-amz-request-id:9a4476f78a704d62
Content-Type:text/xml;charset=UTF-8
Content-Length:448

Date:Fri, 22 Mar 2019 03:26:11 GMT
Server: CTYUN

<GetLoginProfileResponse>
<GetLoginProfileResult>
<LoginProfile>
<UserName>test_user</UserName>
<PasswordResetRequired>false</PasswordResetRequired>
<CreateDate>2019-01-07T05:53:22Z</CreateDate>
</LoginProfile>
</GetLoginProfileResult>
<ResponseMetadata>
<Requestld>9a4476f78a704d62</Requestld>
</ResponseMetadata>
</GetLoginProfileResponse>
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7.3.15 UpdateLoginProfile
A SR BE R 8 TAM L #8118 350

o ERSY
AR faid =8
Wi
Action UpdateLoginProfile. =
Version TR IRAR 4
BUE: 2010-05-08. Eki\fE & 2010-05-08.
UserName | 5358 o ihi] & B s B9 10 TAM F 77 44 v
RAE. FHRH.
BUE: 1~64 M FFPER AR, TR RBERE TR 7ok
YRR, FRAX D KNG, FRFRREEE: T
g% (_) ~ EP&A'JQ% (7) ~ j@% (,) ~ /EU){_?\ (-) ~ BD%
(B V&5 (= Mat 5 (@ .
Password e H P 1 6 5k K . o
KRB FRFH.
BUE: Fr i disd4 00S M ss i sk mg (s
1E) o BRIASRLHIN Ky 8—128 2500, Wi/ NE i}
M FHIHE
PasswordRe | TAM F /= { FH 41 4 25 3 4201 65 5 e 75 T B o T % &

setRequired

.
REL: AiRE.

G
® true: fE{/HWIRHILE NG, HEAEEXMG
A UPAT A o
® false: MMM HIGER)G, LR EEFIGH
A ARAT # AT
PRMEN false.
® iFRFH

B IAM H 7 test_ch_passwd #5118 S %05 2N 12345678
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POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream
Content-Length: 68

Action=UpdateLoginProfile&Version=2010-05-
08&UserName=test_ch_passwd&Password=a12345678

® R[ERA

HTTP/1.1 200 OK
X-amz-request-id:b6dbab65e82e48a3
Content-Type:text/xml;charset=UTF-8
Content-Length:216

Date:Fri, 15 Mar 2019 02:47:07 GMT
Server: CTYUN

<UpdateLoginProfileResponse>
<ResponseMetadata>
<Requestld>b6dbab65e82e48a3</Requestld>
</ResponseMetadata>
</UpdateLoginProfileResponse>
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7.3.16 DeleteLoginProfile
BEHRAE FORMIERTE € IAM R 26 G 80, AT IERAIER, R MR
Age il 12 5] & 247 00S k55 .

o FRSH
B 37 ='
AR
Action DeleteLoginProfile. &
Version TERER A, @
E{E: 2010-05-08. ERiM{E 2010-05-08.
UserName | 45 5 i B B 2 1 65 B SR 0 TAM JH 7 44 =

PR, FRH,

BUE: 1~64 ML FRFERAER, FR RS TR, 7ok
Yk 0F, TRAX S KNG, fl%ﬁﬂi ’“/\ﬁ'é% T
2 (O Rk (L ES ) AE G g
(+) . &5 (= Mat 5 (@ .

® EFRRHI

MHER IAM 7 test_ch_passwd 541 & i) & 52505

POST /HTTP/1.1

Host: 00s-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream
Content-Length: 68

Action=DeleteLoginProfile&Version=2010-05-08&UserName=test_ch_passwd

o R[EIRH

HTTP/1.1 200 OK
X-amz-request-id:576688b832fa43fb
Content-Type:text/xml;charset=UTF-8
Content-Length:216

Date:Fri, 15 Mar 2019 08:09:52 GMT
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Server: CTYUN

<DeleteLoginProfileResponse>
<ResponseMetadata>
<Requestld>576688h832fa43fb</Requestld>
</ResponseMetadata>
</DeleteLoginProfileResponse>
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7.3.17 ChangePassword
BEHRAE R RAE 1AM I B B ] & 8 e i .
ER: IREN R SUT T B B iEH] 6 & 5% 1.

o FRSH
B fak =G
WA
Action ChangePassword.. =
Version R BAS 5
HYE: 2010-05-08. ERIA{E N 2010-05-08.
NewPassword | $ & 45 & & L3 50 . &
KA. FRFHE.
BUE: Hrashig b Ziig4 00S MK 7 (R 25 s g Can Az
) o BRINERDHIN A 8-128 fr&shy, WA /ING T
BEFIEC 245 o
OldPassword | F izl & (15 5 %0 &

VER: RN OldPassword 451%, T& &5 RS A B
), FHiR AR

® EFRRHI

B B SR d 6 8 5200 12345678a 1524y 12345678b.

POST /HTTP/1.1

Host: 00s-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream
Content-Length: 72

Action=ChangePassword&Version=2010-05-
08&O0ldPassword=12345678a&NewPassword=12345678b

o R[EIRH

HTTP/1.1 200 OK
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X-amz-request-id: 3d19f89e195b4c77
Content-Type: text/xml
Content-Length: 210

Date:Sat, 02 Feb 2019 01:56:03 GMT
Server: CTYUN

<UpdateAccessKeyResponse>
<ResponseMetadata>
<Requestld>3d19f89e195b4c77</Requestld>
</ResponseMetadata>
</UpdateAccessKeyResponse>

318




O0S H K #& 4

7.3.18 CreateVirtualMFADevice

BEERAFE F ORI R MFA 3% . BILRES MFA J5, AT LA
EnableMFADevice Ji= ] BE4 MFA Bi%, FERiZEM MFA B % 51E5E ) 1AM
F KK

EE:

QR ARG FI Base32 A7 AL I MPA W& 240, SR IRI S50 — %, g%
HORE AL,

o FHRSH
L4 ik FS
Wi
Action CreateVirtualMFADevice =
Version TSR ARA - i
HU{E: 2010-05-08. ZERiA{EH A~ 2010-05-08.
VirtualMFADeV | g4 MFA 4% 1 2 55K =
iceName KR, FRH.
BUE: 1~128 fL PRk, FRFRREAE T
AR R TR, TRAX D KNG, HrikT ??“El
e PRIZ () LRIk () L ES () LA
M) s (5 L ES (=) Mat 55 (@)

® [NEER

AR #iR

VirtualMFADevices. | MFA &% 4.
Base32StringSeed

VirtualMEADevices. | &A= 4EtS, fH] Base64 Zifid.

QRCodePNG

VirtualMFADevices.S | ME—#R 1R MFA ¥ & 117415

erialNumber

® ERRH
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B4 N mfal )L MFA % % .

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream
Content-Length: 74

Action=CreateVirtualMFADevice&Version=2010-05-08& VirtualMFADeviceName=mfal

® REIRH

HTTP/1.1 200 OK
X-amz-request-id:1a7e651e412cdecc
Content-Type:text/xml;charset=UTF-8
Content-Length:2746
vary:accept-encoding

Date:Fri, 15 Mar 2019 08:30:30 GMT
Server: CTYUN

<CreateVirtualMFADeviceResponse>
<CreateVirtualMFADeviceResult>
<VirtualMFADevice>
<Base32StringSeed>

OBAZWZBY2WENX22KUJUUZVPKZ70HGXBO23L52ZXHLVYIBNXSITKAR7
AZ5FH5RQLYV </Base32StringSeed>
<QRCodePNG><!-- byte array of png file --></QRCodePNG>
<SerialNumber>arn:ctyun:iam::10rc2arpn6306:mfa/mfal</SerialNumber>
</VirtualMFADevice>
</CreateVirtualMFADeviceResult>
<ResponseMetadata>
<Requestld>1a7e651e412c4ecc</Requestid>
</ResponseMetadata>

</CreateVirtualIMFADeviceResponse>

320



O0S H K #& 4

7.3.19 EnableMFADevice
IR A R B T BRI MFA 1% 4%, FRRHZEEIL MFA & 518 21 1AM

FH PR BE

o EFXRSH

AR fak =

WHIE

Action EnableMFADevice &

Version TR IRA i
EX{H: 2010-05-08, ERiA{E A 2010-05-08.

UserName & 5E 5 R MFA SCIERT TAM F P 44 &
R, FIFE
BUBE: 1~64 (i FREHER, RS
B B BURR TR, TRIAX S KRG, Hk
FRRAER: FRZL (O hRE (- L 25
GOY W AE GO L nE (DL S (=) fat
e (@

AuthenticationCodel | &b MFA &4 & H I BIERD, SA/SA B IE &
i,

AuthenticationCode2 | re4sl MFA %4 & H I R — A~ E4T &
AuthenticationCodel /N E G IERS .

SerialNumber ME—FRIR MFA B4 T 50 5. W TR MFA 1 | A2
%, YT R ARN,
BB, FRHE,
BUE: /7 Ree & 706k, BT8R 777, 76k
AX KNG, Bk FrrReeRE: Thigk ) .
FRIE (ORI (- L ES )L AE G
ms (o) V55 (=) . atHFs5 (@ fES (),

® EFRH

Ja %15 A arn:ctyun:iam::10rc2arpn6306:mfa/mfal ] E#l MFA & %, K%
FEHL MFA #4515 1AM A oA test_user <k
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POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream
Content-Length: 175

Action=EnableMFADevice&Version=2010-05-

08&UserName=test_user&SerialNumber=arn%3Actyun%3Aiam%3A%3A10rc2arpn6306
%3Amfa%2Fmfal&AuthenticationCodel1=048078&AuthenticationCode2=856474

® REIRH

HTTP/1.1 200 OK
x-amz-request-id:55fdaf68adh34476
Content-Type:text/xml;charset=UTF-8
Content-Length:210

Date:Fri, 22 Mar 2019 02:39:11 GMT
Server: CTYUN

<EnableMFADeviceResponse>
<ResponseMetadata>
<Requestld>55fdaf68adb34476</Requestld>
</ResponseMetadata>
</EnableMFADeviceResponse>
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7.3.20 ListVirtualMFADevices

PEHR AR FIOR A% 2 FOIRZS 1t 008 TP A 5E SCIRHE AU MPA 82460 U SRRFE € 70 i
WA, WERAERR BT 20 MPA R4 R 136

® FHRZSH
B faik =
AR
Action ListVirtualMFADevices. =
Version 5 R FRAS =
EX{E: 2010-05-08. ERiAfE N 2010-05-08.
AssignmentStatus | 5 52 75 B A1) 1 L MFA 5% 28RS o
KA. FIE
BE -
® Assigned: ©FCZS 1AM H ) R 4EL MFA 1%
Ho
® Unassigned: AKR4MHCZE 1AM FH P B REHEL MFA
“L&%’O
e Any: P MFA 4.
BRINEN Any .
Marker Gy DUbRIR . A 75 BR8] () AL MFA B8 i, B2k | =55
Mgk bR ANZ S . BE AR ERTI, 53R
o BT S
KA. FIFHS
BYE: 5 _F4cm s [l 2h RAE A F
MaxItems VB M N PR 22 IR BT SR i RAAEE ISR E R | 5

Iz BT, ] IsTruncated MR JGE N true, , Rk
AARIR BT, BFHAR LRI, 7245855000 S5
Marker [£){H .

RAEL. BHRAL,

Hfg: 1~1000, ERAE N 100,

o IHRigR

B iR
IsTruncated FEHLMPA W45 /2 15 A BRI A .

323




O0S H K #& 4

® true: AAIRIFIIEIL MFA K55
® false: CVZIRIBIFTA KRN MFA % 4.

Marker

SRR, 24 IsTruncated /2 true i, ZIAEAE,
HAEH T N —KiER S Marker HHUE .

VirtuaMFADevices.me
mber.EnableDate

REFUL MPA 15 4% ot FH AR s 1]

VirtualMFADevices.me
mber.SerialNumber

ME— AR S MFA W& TT55 .

VirtualMFADevices.me
mber.User.PasswordLast
Used

TAM FH P 250 i i A5 FH PR B[]

mber.User.Userld

VirtualMFADevices.me | TAM /744,
mber.User.UserName
VirtualMFADevices.me | IAM ) 1D,

VirtualMFADevices.me
mber.User.Arn

IAM FH P ) BEIR 44 FR

VirtualMFADevices.me
mber.User.CreateDate

TAM FH 2 # G2E A B[]

® EFRRHI

FIH T © 2 B i BE f MFA 4

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue

X-Amz-Date: date

Content-Type: application/octet-stream

Content-Length: 73

Action=ListVirtualMFADevices&Version=2010-05-08 & AssignmentStatus=Assigned

o R[EIRH

HTTP/1.1 200 OK

X-amz-request-id:5c6e03b9c8c043db
Content-Type:text/xml;charset=UTF-8

Content-Length:1599

Date:Fri, 22 Mar 2019 08:16:54 GMT
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Server: CTYUN

<ListVirtualMFADevicesResponse>
<ListVirtualMFADevicesResult>
<IsTruncated>false</IsTruncated>
<VirtualMFADevices>
<member>
<EnableDate>2019-03-22T08:16:09Z</EnableDate>
<SerialNumber>arn:ctyun:iam::10rc2arpn6306:mfa/mfal</SerialNumber>
<User>
<PasswordLastUsed>2019-01-07T05:57:35Z</PasswordLastUsed>
<UserName>test_user</UserName>
<Arn>arn:ctyun:iam::10rc2arpn6306:user/test_user</Arn>
<Userld>dd3cf79edad54f04871a87386792914f</Userld>
<CreateDate>2019-01-07T05:53:20Z</CreateDate>
</User>
</member>
</VirtualMFADevices>
</ListVirtuaMFADevicesResult>
<ResponseMetadata>
<Requestld>5c6e03b9c8c043db</Requestid>
</ResponseMetadata>
</ListVirtuaMFADevicesResponse>
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7.3.21 ListMFADevices
HHEAER RSB 1AM H P B ERL MFA %4
VBA: WRERPRAEREAP, WS HIERHAF % FRER MFA %

.
o ERSY
2R faid FS
WiIR
Action ListMFADevices. =
Version NN i
BUE: 2010-05-08. Eki\fE & 2010-05-08.
UserName FaE 1AM A 4, @
KA. TP
BUE: 1~64 M7 fFeRam, ARt a b, 5
FEFFR R, FRAX D KNG, FrkFRF A Re
7\%: —szuzﬁ (_) ~ EF'E'JQ% (7) ~ :‘[E% (,) ~ /EU){_?\
)L (B L S (=) Mlat 5 (@ .
Marker SRR IO 75 ER B B MPA &, 2% 5
MR LR ENEZSE . BRERTRIE, 1ERSH
o i BT S
KA. FIFHS
BYE: 5 _F4cm s ] 2h RAEAE H
MaxItems BB N P 2 IR B AR H . AR TR E R | &

R AT, W] IsTruncated WM TG ER N true, , FRiE
ARIREIT, EERE NPT, 75BN 25
Marker [£){H .

RAEL, PR,

H{g: 1~1000, ERIAE N 100,

o TRLRE

B iR
IsTruncated FEHLMPA #5215 A BRI [A] .

® true: A AIRIFEIHIREIL MFA ¥4
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® false: CVZIRIBIFTA KRN MFA % 4.

Marker STARIR. 24 IsTruncated /& true I, %I 7L,
HAEH T — il RS 5 Marker BHUE .

MFADevices.member.En | L MFA 4 4% 5 FH fr) s 1] o
ableDate

MFADevices.member.Se | ME—Fr1RFEHL MFA & B F 55,
rialNumber

MFADevices.member.Us | TAM FH 1 4.
erName

® FKRH
FH 5 1AM H P test_ch_passwd S<EEFREHL MFA ¥ &, FFRE &L IR[A 10

FER

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream
Content-Length: 76

Connection: Keep-Alive

Action=ListMFADevices&Version=2010-05-
08&UserName=test_ch_passwd&MaxItems=10

® REIRH

HTTP/1.1 200 OK
x-amz-requestld:6f8d2ae413cadfla
Content-Type:text/xml;charset=UTF-8
Content-Length:528

Date:Tue, 09 Jul 2019 05:54:33 GMT
Server: CTYUN

<ListMFADevicesResponse>
<ListMFADevicesResult>
<IsTruncated>false</IsTruncated>
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<MFADevices>
<member>
<EnableDate>2019-03-22T08:16:09Z</EnableDate>
<SerialNumber>arn;ctyun:iam::10rc2arpn6306:mfa/mfal</SerialNumber>
<UserName>test_ch_passwd</UserName>
</member>
</MFADevices>
</ListMFADevicesResult>
<ResponseMetadata>
<Requestld>6f8d2ae413cadfla</Requestld>
</ResponseMetadata>
</ListMFADevicesResponse>
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7.3.22 DeactivateMFADevice
UEERAE R ZOEE R @ ) MFA W45, JE5 P fRERREE

o FRSH
B g 2=
AR
Action DeactivateMFADevice =
Version TR IRAR 4
HU{g: 2010-05-08, EKiA1EJy 2010-05-08.
UserName | 355 15 2 40 MPA fiRIRSCTEA TAM I J' 44 0 =
KA. FIH,
BUE: 1~64 Lo dll, F/ A dsih, 87
BAFR TR, FRAXD KNG, RRFFREERE: T
Rk (O LRI () L ES () L AE G L
5L ES = fMlat 5 @ .
SerialNumber | nfi:—FRif 0 MPA WA HIFFIS . BINFA B&FFIS | 2

JE B ARN.
KRB FRH.
BUE: 7 R i M SR T, TR K 4
KNG, FFRFIFREER: TRIZ (O AR (D .
PRIZ (5 LS GO L AR GO L () &S
(=) . at 5 (@ MBS ()

® EFRRHI

fiEE 4% TAM FH J test_user FRE L MFA 45«

POST /HTTP/1.1
Host: 00s-cn-iam.ctyunapi.cn

Authorization: signatureValue
X-Amz-Date: date

Content-Type: application/octet-stream
Content-Length: 125
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Action=DeactivateMFADevice&Version=2010-05-
08&UserName=test_user&SerialNumber=arn%3Actyun%3Aiam%3A%3A10rc2arpn6306
%3Amfa%2Fmfal

® REIRH]

HTTP/1.1 200 OK
X-amz-request-id:25999d8abffaddbe
Content-Type:text/xml;charset=UTF-8
Content-Length:218

Date:Fri, 22 Mar 2019 02:45:59 GMT
Server: CTYUN

<DeactivateMFADeviceResponse>
<ResponseMetadata>
<Requestld>25999d8abffaddbe</Requestld>
</ResponseMetadata>
</DeactivateMFADeviceResponse>
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7.3.23 DeleteVirtualMFADevice
IEHRAE FH R BR 18 2 ) R FL MFA 245 .

o FRSH
e 3% =E
HIE
Action DeleteVirtualMFADevice v
Version TR IRAR 73
BU{E: 2010-05-08, BRAMEN 2010-05-08.
SerialNumber | uf:—#RiH DL MFA B4 (055105 . REALMEA e 551 | /2

FIE WA ARN,

PREL. FRH,

BUE: #Rr RO S 7R, BT, 7R
X KNG, BT REER: FRIZL (O o AR
() FRIZ (5 CES Q)L Aas G s
(H) F5 (=) . atfF5 (@ MES (),

® EFRRHI

Mk SerialNumber A arn:ctyun:iam::10rc2arpn6306:mfa/mfa2 ] MFA B4

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date:date

Content-type: application/octet-stream
Content-Length: 108

Action=DeleteVirtualMFADevice&Version=2010-05-
08&SerialNumber=arn%3Actyun%3Aiam%3A%3A10rc2arpn6306%3Amfa%2Fmfa2

o R[EIRH

HTTP/1.1 200 OK
X-amz-request-id:76e6ad99b1294225
Content-Type:text/xml;charset=UTF-8
Content-Length:224
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Date:Mon, 18 Mar 2019 03:07:49 GMT
Server: CTYUN

<DeleteVirtualMFADeviceResponse>
<ResponseMetadata>
<Requestld>76e6ad99b1294225</Requestld>
</ResponseMetadata>
</DeleteVirtualMFADeviceResponse>
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7.4 AP AEEED

7.4.1 CreateGroup
BEARAE RGBT B 1AM I 4.

® iR

IAM F 404, TP 44 AETK P AR 5 —

RKE. FRH,

BUE: 1~128 iR, TR Reem & 7Rk, B
AR TR FRARX KNG, FERFRT H e
TRIZ (O . FRIL () L ES () L A

CH) s (5 L &S (=) Mat ff5 @)

=3

%

B it =
iR
Action CreateGroup. =
Version FESR A @
EUfH: 2010-05-08. BRiAME A 2010-05-08.
GroupName &

® [NEER

2R i34

Arn TAM FH P H ) BRI 4 PR
GroupName TAM H P B4 FR
Groupld IAM FH 4 1D,
CreateDate TAM FH 7= 2H ) g2 P [

® ERRHI

B3 — 444 A test_group A TAM FH /7 4H..

POST /HTTP/1.1

Host:00s-cn-iam.ctyunapi.cn

Authorization:signatureValue

X-Amz-Date:date

Content-type: application/octet-stream

Action=CreateGroup&Version=2010-05-08&GroupName=test_group
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® X [Hl7R Al

HTTP/1.1 200 OK
x-amz-request-id:f56d2b8chdf24617
Content-Type: text/xml;charset=UTF-8
Content-Length:510

Date:Wed, 30 Jan 2019 06:08:32 GMT
Server: CTYUN

<CreateGroupResponse>
<CreateGroupResult>
<Group>
<GroupName>test_group</GroupName>
<Arn>arn:ctyun:iam::10rc2arpn6306:group/test_group</Arn>
<Groupld>514648bfbcde423f867a25281642cdfc</Groupld>
<CreateDate>2019-01-30T06:08:33Z</CreateDate>
</Group>
</CreateGroupResult>
<ResponseMetadata>
<Requestld>f56d2b8chdf24617</Requestld>
</ResponseMetadata>
</CreateGroupResponse>
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7.4.2 GetGroup
BEHRAE I RIREGE 2 1AM HI T H N IAM T 313

o ERSY
2R faik Pa)
A
Action GetGroup. =
Version BRI &
EX{E: 2010-05-08. ERiA{E N 2010-05-08.
GroupName | TAM F 414 . P
RE. FIFH.
BUE: 1~128 ML AFep 2, TR E 78, 37
WA R FRAX D KNG, FRFEFHAEE: T
jzng%_\ I:Fliuz% (7) N j@% (,) ~ /EU){_?\ (-) ~ BD%
(B &5 (= Mat 5 (@ .
Marker DURRIR. A T IR B PR, b2kmsgh Rrp 4 5
RIENZSH . BFRERIE, ERSHHFERE I
RE. FIFH.
BME: 5 b2k SR Bl i 4 SRAE AR E
Maxltems | WEMIN iR Z IR H) R RAAEBE D EIEER | 5

5135, WU IsTruncated MR TG 3R true, KR E AR
EEREEARZ R BERERPIU, &L
i . 2 5 Marker 15 .

KA BHERA.

BU{E: 171000, BRIME N 100,

o TRLRE

B

ik

IsTruncated

P 2R oL
® true: AARMEIIIH,;

® false: CLRFIFIFAERHF.
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Marker

SRR, 24 IsTruncated /& true B, 1%
WiFfE, HEHT T KRS
Marker f¥JEUH .

Users.member.PasswordLastUsed

AR R A B RS 5 00S IRk TE], SR
F 1S0 8601 H s} [a] 4% 20
VLR
® NHFEMRMHELES, ANiRE
FE .

o UIRM AT EN, HdEA
D, M Bt & el il

FRY N T
Users.member.UserName IAM 4.
Users.member.Arn IAM P B R IR A R
Users.member.Userld IAM A /7 1D,
Users.member.CreateDate IAM FH P61 22 st ]
Users.member.JoinDate IAM FH PN A% FH P 48 st ]
Group.GroupName IAM FH P44 .

Group.Arn

TAM F P 2H R B IR 44 R

Group.Groupld

TAM FH 4 1D,

Group.CreateDate

TAM FH 7 406 2 i st ]

® iFRH

SREFE € 1AM FH 4 test_group H1H 1AM FH 51 % .

POST /HTTP/1.1
Host:00s-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date:date

Content-type: application/octet-stream

Action=GetGroup&Version=2010-05-08&GroupName=test_group

® R[ERG
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HTTP/1.1 200 OK
X-amz-request-id:eaa7820a93344169
Content-Type:text/xml;charset=UTF-8
Content-Length:1098

Date:Wed, 30 Jan 2019 06:52:57 GMT
Server: CTYUN

<GetGroupResponse>
<GetGroupResult>
<IsTruncated>false</IsTruncated>
<Users>
<member>
<PasswordLastUsed>2019-01-07T05:57:35Z</PasswordLastUsed>
<UserName>test1</UserName>
<Arn>arn:ctyun:iam::10rc2arpn6306:user/testl</Arn>
<Userld>623387e786314d3f973359c9de61a39d</Userld>
<CreateDate>2019-01-07T05:53:20Z</CreateDate>
<JoinDate>2019-01-10T05:53:20Z</JoinDate>
</member>
<member>
<UserName>test2</UserName>
<Arn>arn:ctyun:iam::10rc2arpn6306:user/test2</Arn>
<Userld>723387e786314d3f973359c9de61a39d</Userld>
<CreateDate>2015-09-21T07:20:12Z</CreateDate>
<PasswordLastUsed>2019-07-15T01:18:21Z</PasswordLastUsed>
<JoinDate>2019-01-10T05:53:20Z</JoinDate>
</member>
</Users>
<Group>
<GroupName>test_group</GroupName>
<Arn>arn:ctyun:iam::10rc2arpn6306:group/test</Arn>
<Groupld>514648bfbcde423f867a25281642cdfc</Groupld>
<CreateDate>2019-01-07T05:39:03Z</CreateDate>
</Group>
</GetGroupResult>
<ResponseMetadata>
<Requestld>eaa7820a93344169</Requestld>
</ResponseMetadata>
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7.4.3 AddUserToGroup

BEIRAE HIROR AR 2 1 1AM F P I BIFE € 1 1AM HE AL, BRR R BER— S
FUMA S E R A

BB ZIRPAT IR I — P IR — A, Ak,

o FRSY

B faiid

Action AddUserToGroup.

o | Ao (S
S Y

Version TH SR FRUAS o
HUfE: 2010-05-08. #RiA{H v 2010-05-08.

Fm

UserName | IAM I "4

KA. FITEHR,

BUE: 1~64 (i 7fFep i, FRARE ST e
BRFIR AT, FREAX D RANG, RIRTFRARE: T
K& (O HRIZL (O L ES () A C) L

T () L &S (=) Mat /5 @) ,

GroupName | $ 5 TAM Jif /4144 . =
KA. PR

BUE: 1~128 i ddi ek, A A Ret
BT . FRAX D KNG, FkFR
jzué% (7) N EPjZIJéﬁé <_) N j@% ()) N /EU){_:_IZ
T () L HY (=) Mat 5 (@ .

B Hr
BEsg: ©
¢

/¥

=
H

® ERRH
¥ 40N test_user A A IIANE] IAM FH - 4. test_group H1

POST /HTTP/1.1
Host:00s-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date:date

Content-type: application/octet-stream
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Action=AddUserToGroup&Version=2010-05-08&UserName=test_user&GroupName=test_group

® REIRH

HTTP/1.1 200 OK
x-amz-request-id:cf637e45e05745b3
Content-Type:text/xml;charset=UTF-8
Content-Length:208

Date:Wed, 30 Jan 2019 07:52:54 GMT
Server: CTYUN

<AddUserToGroupResponse>
<ResponseMetadata>
<Requestld>cf637e45e05745b3</Requestld>
</ResponseMetadata>
</AddUserToGroupResponse>
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7.4.4 RemoveUserFromGroup
BEIRAE HIRORE 45 52 FH P TR € P H A B
Y INERERE AR, EAERRERH 4L, Aaikas, ix0mE 2005 40

REBERIIH P AFEALE, 2 404 NoSuchEntity £ i%.
o ERSH

B faiid

fim | S Hi
S I

Action RemoveUserFromGroup.

oA

Version TR A
HU{E: 2010-05-08. ERi\fE A 2010-05-08.

fm

GroupName | TAM A 4044,

KRB TRH

BUE: 1~128 fe @ fF i, FAR RS . 7
BRIR TR FRAX KNG, RERFR AR T
fﬂzf (_) ~ EF'*Z'J%% (7) ~ J‘E% (1) ~ /ETJ}{_:_( (-) ~ j:”:l
5 ) S (=) Mat fF5 (@ .

fm

UserName EMIFRE TAM 4.

KA. FIrEH,

BUHE: 1~64 A g P, FRREEa& 7R By
SR TR, FRAX KNG, R HEERE: T
Rk ( O . hRIZL (- L ES ()L mE G L

T () L EES (=) Mat /5 @) ,

® iFRH

¥ TAM FH 7 test_user M IAM FH P 4H test_group FHIFR .

POST /HTTP/1.1
Host:00s-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date:date

Content-type: application/octet-stream

Action=RemoveUserFromGroup&Version=2010-05-

08&GroupName=test_group&UserName=test_user

340



O0S H K #& 4

® R[EIRH

HTTP/1.1 200 OK
X-amz-request-id:86b7075854d24711
Content-Type:text/xml;charset=UTF-8
Content-Length:218

Date:Wed, 30 Jan 2019 08:01:03 GMT
Server: CTYUN

<RemoveUserFromGroupResponse>
<ResponseMetadata>
<Requestld>86b7075854d24711</Requestld>
</ResponseMetadata>

</RemoveUserFromGroupResponse>

341



O0S H K #& 4

7.4.5 ListGroups
BEARAE L RB M PR B TAM T 4.

o FXRSH
2 ik =g
iR
Action ListGroups. =
Version 5 R RRAS &
BUE: 2010-05-08. ERiA{E A 2010-05-08.
GroupName | $i552 TAM I 72044 . 7 LR Ah kAT P P AL BORIIC iR 75 | ©
W, HanFEsE GroupName A test, L2 test M
FreH AR ]
KA. FFH,
BUE: 1~128 PL7frepdld, F/RrReet & 7it. 7
BEA TR FRAX D KANG, Rk 7FrFHEEE: T
Rlge (O LRIk (- L ES () L AE G L
T () L ES (= Mat 5 (@ .
Marker TR O T EIR I AR, Rk | &
SIRFNZSH . BEERERIN, ERSHHFEE
i 2
KA. FHEH,
BUE: 5 b2 [a] fr) 28 BAE AR ]
MaxItems BEE M N i Z IR A )68 WRFABEEEEIR | B

M55, WU IsTruncated WG ER A true, RKnibA ARIR
I, A AR, 724 N 25 Marker
1A -

KA. BPCRTY,

HUE: 1~1000, #KiME N 100,

o HNZER

2K

#iR

IsTruncated

P HRET A ES IR A
® true: A ARIR[FIFIHFH,;

® false: CARFIFTHKIMEA.
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Marker S TARR. 24 IsTruncated /& true B, iZIiAF
18, HAEH T — 0 KK Z % Marker HJHL
fE -

Groups.memeber.GroupName | TAM FH J 4K 4 55

Groups.memeber.Arn TAM F P B SRR A4 PR

Groups.memeber.GrouplD TAM FH P 201 1D,

Groups.memeber.CreateDate | TAM F F* 461 72 F Hf 1)

Groups.memeber.Policies TAM FH 7 R BRI S 4

Groups.memeber.Users IAM H P A H P A4

o iEXRHl

I AE R A, BRIk 2 4.

POST /HTTP/1.1
Host:00s-cn-iam.ctyunapi.cn
Authorization:signatureValue

X-Amz-Date:date

Content-type: application/octet-stream

Action=ListGroups&Version=2010-05-08&MaxItems=2

o RERH

HTTP/1.1 200 OK

Content-Length:28798

Server: CTYUN

<ListGroupsResponse>
<ListGroupsResult>

<Groups>
<member>

X-amz-request-id:1d1089f15291424a
Content-Type:text/xml;charset=UTF-8

Date:Wed, 30 Jan 2019 07:23:55 GMT

<|sTruncated>true</IsTruncated>

<GroupName>PM</GroupName>
<Arn>arn:ctyun:iam::10rc2arpn6306:group/PM</Arn>
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<Groupld>514648bfbc4e423f867a25281642cdfc</Groupld>
<CreateDate>2012-07-30T01:01:37Z</CreateDate>
<Policies>10</Policies>
<Users>10</Users>
</member>
<member>
<GroupName>test_group</GroupName>
<Arn>arn:ctyun:iam::10rc2arpn6306:group/test_group</Arn>
<Groupld>614648bfbc4e423f867a25281642cdfc</Groupld>
<CreateDate>2019-01-07T05:39:03Z</CreateDate>
<Policies>10</Policies>
<Users>10</Users>
</member>
</Groups>
<Marker>10rc2arpn6306|test_group</Marker>
</ListGroupsResult>
<ResponseMetadata>
<Requestld>1d1089f15291424a</Requestld>
</ResponseMetadata>
</ListGroupsResponse>
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7.4.6 DeleteGroup

BEARAE R RN BR 5 72 B9 1AM P 4.

® FRSH

Z# i oy
iR

Action DeleteGroup. v

Version TH SR RAS &

HUfE: 2010-05-08. ERi\fE N 2010-05-08.

=]
s

GroupName | TAM A 4044,

KRB TRH

BUE: 1~128 (P fF i dim, 7AF Haet s 38, By
BRIR TR FRAX KNG, RERFR AR T
fﬂzf (_) ~ EF'*Z'J%% (7) ~ J‘E% (1) ~ /ETJ}{_:_( (-) ~ j:”:l
5 S (=) Mat fF5 (@ .

o iFRH
JHIE& 44 4 test_group ) IAM FH F 41

POST /HTTP/1.1
Host:00s-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date:date

Content-type: application/octet-stream

Action=DeleteGroup&Version=2010-05-08&GroupName=test_group

® R[ERA

HTTP/1.1 200 OK

X-amz-request-id: ff7f5cc92e9e4d48
Content-Type: text/xml;charset=UTF-8
Content-Length:202

Date:Wed, 30 Jan 2019 06:42:32 GMT
Server: CTYUN

<DeleteGroupResponse>
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<ResponseMetadata>
<Requestld>ff7f5cc92e9e4d48</Requestld>
</ResponseMetadata>
</DeleteGroupResponse>

346




O0S H K #& 4

7.5 BUPR RIS EHEE D

7.5.1 CreatePolicy
BEARAE ROV G 2 SR . RSN 4 CAFAE, FEVE R — 2 AREIRNS, o
B Y M 22K CATAE R [ 44 SN 78 i

® FHRSH
2 3% _E
7311
Action CreatePolicy &
Version TR IRAS o &
BY{E: 2010-05-08. ERiA{H &y 2010-05-08.
PolicyName | 4 447K, 40 44 A6 10— . &
KA. TR,
BUE: 1~128 PP dl i, 7/ ReEE & 78,
TR TR TRAX D KNG, FRTRF R
IEE: —Fiuzﬁ (_) ~ I:Fliuz% (7) ~ :‘@Ef (,) ~ /EU){_?\
() s (B FS (=) Mat fF5 (@ .
Description MR o H
REL. TR,
BUE: KJE N 0~1000 f 75
PolicyDocument | HI JSON ¥ & i3 i 5 P9 4 &

RE. FIFH.
BUE: KERN1~131072 FRFER . ATMEE LT
¥
® [EAAHTEN) ASCIT 4%, JuFE N 245
(\ u0020) F| ASCIT FFF6HEIMS R,

® Basic Latin fll Latin—1 Supplement FfF4E
FRATTENF4F (BI\ u00FF)

® HRBRTESF Tab (\ u0009) , #ATHE (\
u000A) FN[EIZERF (\ ud00D)

o TRigER

2K

iR

UpdateDate

SRS B — VR [ N 1]
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Description

SRR -

Policyld

TS 1D,

IsAttachable

MG LTS A AR N2 TAM P Bl TAM
H.
® true: IREEA] AP INE] TAM F P B TAM
ZEPREZER
® false: TRES/AHEMTINE] TAM ) ak
IAM FH 4.

PolicyName

KUK A4 Ko

AttachmentCount

SRS PR A R B

RS mE 1 ANHPE, HPHEAE N
B Ao P A EE L, AT AEAN R
FL

Arn

SR (R TR UR A4 K

CreateDate

SR A1 [ I T8

o iEXRHl

B4 N test_policy FrIARLBE 5% .

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-type: application/octet-stream
Content-Length: 502

Action=CreatePolicy&Version=2010-05-
08&PolicyName=test_policy&PolicyDocument=%7B%?22Version%22%3A%222012-10-
17%22%2C%22Statement%22%3A%5B%7B%22Effect%22%3A%22 Allow%22%2C%22
Action%22%3A%22s3%3AListAlIMyBuckets%22%2C%22Resource%22%3A%22arn%3
Actyun%3As3%3A%3A%3A*%22%7D%2C%7B%22Effect%22%3A%22Allow%22%2
C%22Action%22%3A%5B%2253%3AGet*%22%2C%2253%3AList*%22%5D%2C%?22
Resource%22%3A%5B%22arn%3Actyun%3As3%3A%3A%3AEXAMPLE-
BUCKET%22%2C%22arn%3Actyun%3As3%3A%3A%3AEXAMPLE-
BUCKET%2F*%22%5D%7D%5D%7D&Description=test_des

o R[EIRH

HTTP/1.1 200 OK

x-amz-request-id:a1d9f3579d9045b0
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Content-Type:text/xml;charset=UTF-8
Content-Length:777

Date:Tue, 12 Feb 2019 06:34:01 GMT
Server: CTYUN

<CreatePolicyResponse>
<CreatePolicyResult>
<Policy>
<UpdateDate>2019-02-12T06:34:01Z</UpdateDate>
<Description>test_des</Description>
<Policyld>52cc325781954fff9069aec37c9b038a</Policyld>
<IsAttachable>true</IsAttachable>
<PolicyName>test_policy</PolicyName>
<AttachmentCount>0</AttachmentCount>
<Arn>arn:ctyun:iam::10rc2arpn6306:policy/test_policy</Arn>
<CreateDate>2019-02-12T06:34:01Z</CreateDate>
</Policy>
</CreatePolicyResult>
<ResponseMetadata>
<Requestld>ald9f3579d9045b0</Requestid>
</ResponseMetadata>

</CreatePolicyResponse>
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B ISP /RS Y EPS EISE

o EFRBY
Z# 37 =
iR
Action GetPolicy. &
Version T RACAS . &
BU{E: 2010-05-08. ZRiA{E A 2010-05-08.
PolicyArn FLIR SRS 1 V2 U5 44 &

RA FRH
BUE: 7&K 20~2048 H 7455

® MR

AR %)
UpdateDate T B 3T — B (A I (]
Policyld G 1D,

IsAttachable

MG 27 AT LAR NS TAM B3 P a3 TAM 3 P 4.
® true: IRESWILAIOE] TAM A ) 1AM FH F

4,
® false: SRUSASREFTINE] IAM H Pk TAM H
FI4H.
PolicyName RS AR
Description FEREHIA
AttachmentCount MG ORI - A P AL .
WS mE 1 ANHPA, HPAEAE NAH P,
PEAM A P LR B 1, ST R P
Arn W 1) IR A4 R
CreateDate TS B 2 R (1]
Document TG SR N2
Scope L B
® FXRH

POST /HTTP/1.1
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Host: 0os-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date: date

Content-type: application/octet-stream
Content-Length: 103

Action=GetPolicy&Version=2010-05-
08&PolicyArn=arn%3Actyun%3Aiam%3A%3A10rc2arpn6306%3Apolicy%2Ftest_pol

icy0

® R[ERA

HTTP/1.1 200 OK
X-amz-request-id:2f6014be663b4a06
Content-Type:text/xml;charset=UTF-8
Content-Length: 789

Date:Thu, 14 Feb 2019 05:14:40 GMT
Server: CTYUN

<GetPolicyResponse>
<GetPolicyResult>
<Policy>
<UpdateDate>2019-02-13T06:59:13Z</UpdateDate>
<Policyld>52cc325781954fff9069aec37¢c9b038a</Policyld>
<IsAttachable>true</IsAttachable>
<PolicyName>test_policyO</PolicyName>
<Description>test_des</Description>
<AttachmentCount>2</AttachmentCount>
<Arn>arn:ctyun:iam::10rc2arpn6306:policy/test_policyO</Arn>
<CreateDate>2019-02-12T06:56:26Z</CreateDate>
<Document>
%7B%0A%20%20%20%20%22Version%22%3A%20%222012-10-
17%22%2C%0A%20%20%20%20%22Statement%22%3A%20%5B%0A%20%20%20%2
0%20%20%20%20%7B%0A%20%20%20%20%20%20%20%20%20%20%20%20%22Si
d%22%3A%20%22VisualEditor0%22%2C%0A%20%20%20%20%20%20%20%20%20
%20%20%20%22Effect%22%3A%20%22 Allow%22%2C%0A%20%20%20%20%20%20
%20%20%20%20%20%20%22Action%22%3A%20%22s3%3AHeadBucket%22%2C%0
A%20%20%20%20%20%20%20%20%20%20%20%20%22Resource%22%3A%20%22%
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2A%22%0A%20%20%20%20%20%20%20%20%7D%0A%20%20%20%20%5D%0A%7
D
</Document>
<Scope>Local</Scope>
</Policy>
</GetPolicyResult>
<ResponseMetadata>
<Requestld>2f6014be663b4a06</Requestid>
</ResponseMetadata>
</GetPolicyResponse>
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7.5.3 ListPolicies
BEERAE H R B K 7 S BT I SR

o FXRSH
2 fak =R
Wi
Action ListPolicies. &
Version TH SR ARAS . i
EY{E: 2010-05-08. ZRiIA{E A 2010-05-08.
OnlyAttached AR RS H S CocBk TAM FH 7 8 TAM B 4117 i
%H}go
PREL. FRH,
BUE:
® true: K G N CLIBE TAM P ak TAM FH F 2H 1K)
TR o
® false: WoRPTA RPAIARIEL TAM FH - B8
TAM FH P20 1) SR
ERINE N false
PolicyName | 4 [ 5 44 FK . AT LAHEATBORI VT I 25 47 o &
KRB FRFH.
BUE: 1~128 iR, FR R &7, 7
BRFR T FRIAX 0 KNG, Rk 757 HBE 2
()L (B L &S (=) flat fF5 (@
Marker IFRIR . A 75 EIR A SRS, b2k v g B A 5
SIRMNZSH . BHERERTE, 1HRSE P T ERE
il 2
REL. FHRH,
BUE: 5 b4 AR Bl 45 SAE A H .
MaxItems BB N i 2 IR B2 8. SR AAAEE B IR TR 2 ) e
Iz A1, W] IsTruncated WM. JG N true, FRREH K
RIET . BHE AR, 7528 N S5
Marker {18
A, BERA,
EXfE: 1~1000, ZRiAfH N 100,
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2K iR
IsTruncated MG TS OV HR IR (A

® true: A AIR[AEIIFEEE;

® false: CVZIR[FIFTA KRS
Marker STFRIR. 24 IsTruncated /& true B, ZI5ifF

£, HAEMT T —XiERKZSH Marker [f1E
fH.

Policies.member.UpdateDate

B3I VR R SRS R T

Policies.member.Policyld

HHE 1D,

Policies.member.IsAttachable

MRS ET LA N E] TAM A P ek TAM A P
H.
® true: IREEA] LM INE] 1AM H Bk TAM
P,
® false: TREEAHEMTINZE] TAM F P EE
TAM F 21 .

Policies.member.PolicyName

R

Policies.member.AttachmentC
ount

FTE TAM FH A0 TAM FH P 4l A5

Policies.member.Arn

SRS [ BEIR A AR

Policies.member.CreateDate SFEWE ) 2 (T TE]
Policies.member.Scope TRMg AL,

® Local: /7 HE M,
. OOS: /\éﬁﬁ%lﬂ%o

Policies.member.Description

SRS (A3 38

® EFRRHI

B OOS i ' 1 SIS KA Local HISEMG, RFUGR A 1 A0S

POST /HTTP/1.1

Host: 00s-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-type: application/octet-stream

Content-Length: 61

Action=ListPolicies&Version=2010-05-08&MaxItems=1
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® R[]

HTTP/1.1 200 OK
X-amz-request-id:8e5751e20d7e4720
Content-Type:text/xml;charset=UTF-8
Content-Length:2060
Vary:Accept-Encoding

Date:Thu, 14 Feb 2019 06:18:18 GMT
Server: CTYUN

<ListPoliciesResponse>
<ListPoliciesResult>
<IsTruncated>true</IsTruncated>
<Policies>
<member>
<UpdateDate>2019-02-12T07:03:43Z</UpdateDate>
<Policyld>52cc325781954fff9069aec37c9b038a</Policyld>
<IsAttachable>true</IsAttachable>
<PolicyName>test_policy751</PolicyName>
<AttachmentCount>0</AttachmentCount>
<Arn>arn:ctyun:iam::10rc2arpn6306:policy/test_policy751</Arn>
<CreateDate>2019-02-12T07:03:43Z</CreateDate>
<Scope>Local</Scope>
<Description>desc</Description>
</member>
</Policies>
<Marker>10rc2arpn6306|testl_policy</Marker>
</ListPoliciesResult>
<ResponseMetadata>
<Requestld>8e5751e20d7e4720</Requestld>
</ResponseMetadata>
</ListPoliciesResponse>
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7.5.4 ListEntitiesForPolicy
BEARAE F R B 5 2 SRS P INEI BT IAM HI 7 5 1AM T 4.

o ERSH
B ik EE
AR
Action ListEntitiesForPolicy . v
Version TR A &
BUfH: 2010-05-08. BRiA{EJy 2010-05-08.
EntityFilter | $8 a2t JERISLARTY, fURfEERh A S S, W5 | &
H¥E E AR SRES B INAI BT TAM FH P F TAM FH 7 25 .
KM, FRE
HUH -
® User: WHH F& &R SRBE M i) TAM FH s
® Group: XF|H F& PR SHE M N 1AM FH 7
.
PolicyArn | s JR 45 & ) 75 95 44 7K - =
KR, FIH,
BUE: KN 20~2048 755,
Marker SRR, A TEREH P B AR, BN | B
iR SIRANZSH . BE RN, ERSHTFH
B IS
KR, FIH,
BUE: 5 b4 [a] i) o8 BAE AR A
MaxItems BN R 2 IR BIF 8. mEAEBEREEREENR | &

[ 35, W IsTruncated MR G 3N true, RonibA KR
T, B E AR N I, 75 T N 24 Marker
FRIAE

KA. R,

HUE: 1~1000, ERIAE A 100,

o TRLRE

LR #iR
IsTruncated S IR B T B P e A
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® true: AARFIFH A H;

® false: UZIR[FIFTARIHFFH
F12H.

Marker SR, 24 IsTruncated & true B, 1%
WiFsE, HEHT T KRS
Marker FJHUHE .

PolicyUsers.member.UserName FKIAZAL PR FRE S ) TAM FH P 44

PolicyUsers.member.UserID FBAZAL PR HEmE ) IAM A 7 1D,

PolicyGroups.member.GroupID FPZA RSB A TAM FH 28 1D,

PolicyGroups.member.GroupName | SCHEZAL PR SEHE 1) TAM A P 444

® FRLRH
F1) HH SR ) TR 44 FR A arn:ctyun:iam::10rc2arpn6306/policy/test_policy0 1]

B TAM FH P A0 TAM FH 4.

POST /HTTP/1.1
Host: 00s-cn-iam.ctyunapi.cn

Authorization: signatureValue
X-Amz-Date: date

Content-type: application/octet-stream
Content-Length: 115

Action=ListEntitiesForPolicy&Version=2010-05-
08&PolicyArn=arn%3Actyun%3Aiam%3A%3A10rc2arpn6306%3Apolicy%2Ftest_policy
0

o R[EIRH

HTTP/1.1 200 OK
X-amz-request-id:c65c1442fd4f43b3
Content-Type:text/xml;charset=UTF-8
Content-Length:635

Date: Thu, 14 Feb 2019 06:02:33 GMT
Server: CTYUN

<ListEntitiesForPolicyResponse>

<ListEntitiesForPolicyResult>
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<PolicyUsers>
<member>
<UserName>test_1</UserName>
<Userld>dd3cf79eda454f04871a87386792914f</Userld>
</member>
</PolicyUsers>
<PolicyGroups>
<member>
<Groupld>514648bfbc4e423f867a25281642cdfc</Groupld>
<GroupName>test_group</GroupName>
</member>
</PolicyGroups>
<IsTruncated>false</IsTruncated>
</ListEntitiesForPolicyResult>
<ResponseMetadata>
<Requestld>c65c1442fd4f43b3</Requestld>
</ResponseMetadata>
</ListEntitiesForPolicyResponse>
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7.5.5 DeletePolicy
AR P R NI B 45 52 1) SR
TR 7EMIBRSRBS AT, ZEHR IR A BT 1AM H P ECIAM H
4, FTLUMZIE T PP AT MR DG IAM FH 7 F 1AM H P 4H
1. f#H ListEntitiesForPolicy #:{f & & XELH IAM FH A~ A 4H.

2. f# F] DetachUserPolicy fifkk S mS L 1AM F P, f#
DetachGroupPolicy fifr H & SR IAM H P 4.

o ERSH
2% 737 R
Action DeletePolicy P
Version TH R BRUAS o &
HUE: 2010-05-08. ZRiA{H A 2010-05-08.
PolicyAm | 45 i scbis ) e VB 44 7« &
KA. TR,
BUE: KEHN 20~2048 715

o iFKH
ORI 4 RS 572 s 5 5 44 74 arn:ctyun:iam::10rc2arpn6306:policy/test_policy A [ 5
% o

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-type: application/octet-stream
Content-Length: 105

Action=DeletePolicy&Version=2010-05-
08&PolicyArn=arn%3Actyun%3Aiam%3A%3A10rc2arpn6306%3Apolicy%2Ftest_policy

® R[ERA

HTTP/1.1 200 OK
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x-amz-request-id:4d1490eelfcb491e
Content-Type:text/xml;charset=UTF-8
Content-Length:204

Date:Wed, 13 Feb 2019 06:25:06 GMT
Server: CTYUN

<DeletePolicyResponse>
<ResponseMetadata>
<Requestld>4d1490eelfch491e</Requestld>
</ResponseMetadata>
</DeletePolicyResponse>
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7.5.6 AttachUserPolicy
BEIRAT HRORE 45 22 10 R0 S5 18 € 1 LAM T SRk

o FHRSH
Z# fak =R
IR
Action AttachUserPolicy &
Version TR IRA &
HBU{E: 2010-05-08. ERi\{E N 2010-05-08.
PolicyArn LB W 1 8 R 44 =
BB, FRE,
BUE: KR 20~2048 B4 H .
UserName IAMMHF 4. =
KA. FRE,
BUE: 1~64 M7 RFERAER, AR E TR B
FHAFR TR, FRAXS KNG, FRRTFRF HEE
& PRIZ () L HRIZE () L ES () L A
() s (O %S (=) fMat f5 (@ .

o iFKH
BB IE 4 N arn:ctyun:iam::10rc2arpn6306:policy/test_policyO ff) 5% 5 1AM
J7 test_user 2 Bk,

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-type: application/octet-stream
Content-Length: 131

Action=AttachUserPolicy&Version=2010-05-
08&UserName=test_user_2&PolicyArn=arn%3Actyun%3Aiam%3A%3A10rc2arpn6306

%3Apolicy%2Ftest_policy0

o R[ERB
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HTTP/1.1 200 OK
X-amz-request-id:e5a4b957cdb04d42
Content-Type:text/xml;charset=UTF-8
Content-Length:212

Date:Wed, 13 Feb 2019 09:21:12 GMT
Server: CTYUN

<AttachUserPolicyResponse>
<ResponseMetadata>
<Requestld>e5a4b957cdb04d42</Requestld>
</ResponseMetadata>
</AttachUserPolicyResponse>
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7.5.7 ListAttachedUserPolicies
IEHERAE A R B 5 4a 2 P ORI I SRR

o ERSY
2 R )
WHiR
Action ListAttachedUserPolicies. =
Version 5 R RRAS &
BUE: 2010-05-08. ERiA{E A 2010-05-08.
UserName IAMH 4. =
KA. FFH,
BUE: 1~64 M7 dik, 7 Rt &bl 7
BEFA TR, FRAX D KNG, FRR7FFHEERE: T
fﬂzf (_) ~ EF'*Z'J%% (7) ~ J‘E% (1) N /ETJ}{_:_( (-) N j:”:l
T () ES (= Mat /5 (@ .
Marker DUFRIR. IOFH 75 EIR A ) SRRy, bagmpNgRp s | R
RA1ZSH . BFRBRT, HRSHPFHEET I
ZH
FKR. FRHEH,
BUE: 5 E&m AR B gl RAEAR R
MaxItems BEE MM i Z IR A )68 WRAABEEEEIR | B

[F55, WU IsTruncated WG ER A true, Kb A ARIR
0. A AR, 724 N 24 Marker
1A -

KA. BHCERA,

EufH: 1~1000, ERiMHEH 100.

o TRLRE

2K

£ )

IsTruncated

55 P SRIBR I SRS A2 15 A8 Lz [l

%

SR o

® true: f7RIR[MIISHI RIS

® false: CZIRIFIFTAS5H - RBE
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Marker

STHARR. 24 IsTruncated & true I,
WiFfeE, HEHT T KRS
Marker f¥JEUH .

%

AttachedPolicies.member.PolicyAr
n

SRS ) BLI A PR o

AttachedPolicies.member.PolicyNa | 55H& 44 FR .
me
AttachedPolicies.member.Scope gAY,

® Local: HJ7HE IR,
® 00S: RGLIKHE,

AttachedPolicies.member.Descripti
on

SR F3A -

® ERIH

HIHY IAM FIJ7 test_user 2 SCHEFK) 5EHE

POST /HTTP/1.1

Host: 00s-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-type: application/octet-stream
Content-Length: 82

Action=ListAttachedUserPolicies&Version=2010-05-
08&UserName=test_user 2&Maxltems=2

® REIRH

HTTP/1.1 200 OK
X-amz-request-id:a0597755ea82423f
Content-Type:text/xml;charset=UTF-8
Content-Length:824

Date: Thu, 14 Feb 2019 05:53:07 GMT
Server: CTYUN

<ListAttachedUserPoliciesResponse>
<ListAttachedUserPoliciesResult>

<AttachedPolicies>

<IsTruncated>false</IsTruncated>
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<member>
<PolicyArn>arn:ctyun:iam::10rc2arpn6306:policy/policy9</PolicyArn>
<PolicyName>policy9</PolicyName>
<Scope>Local</Scope>
<Description>test</Description>
</member>
<member>
<PolicyArn>arn:ctyun:iam::10rc2arpn6306:policy/policy8</PolicyArn>
<PolicyName>policy8</PolicyName>
<Scope>Local</Scope>
<Description>test</Description>
</member>
</AttachedPolicies>
</ListAttachedUserPoliciesResult>
<ResponseMetadata>
<Requestld>a0597755ea82423f </Requestld>
</ResponseMetadata>
</ListAttachedUserPoliciesResponse>
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7.5.8 DetachUserPolicy
AR AR PR AR R 45 2 I S BRI 9i5 72 Mg o

® FRSH
2% i oy
Wi
Action DetachUserPolicy . =
Version 5 R RRAS &
HU{E: 2010-05-08. ERIAME A 2010-05-08.
UserName IAM P4, e
KA. TR
BUH: 1~64 (7P RAm, AR EFRE B
BRI AT, FRAX S RNG, FRFRFRAER: T
fﬂzf (_) ~ EFHZ]J%% (7) ~ j@% (1) N /ETJ}{_:_( (-) N j:”:l
T (0 L FES (3 Mat {5 (@ .
PolicyAm | o B 6 1) 2 U5 4495 &

4

KA. TR,
BUE: KRN 20~2048 [F4FE

® EFRRHI

iR TAM FH P test_user 2 JCHEM)SRIK E 44 N
arn:ctyun:iam::10rc2arpn6306:policy/test_policy0 HI5RHS .

POST /HTTP/1.1
Host: 0os-cn-iam.ctyunapi.cn

Authorization:signatureValue
X-Amz-Date: date

Content-type: application/octet-stream
Content-Length: 131

Action=DetachUserPolicy&Version=2010-05-
08&UserName=test_user_2&PolicyArn=arn%3Actyun%3Aiam%3A%3A10rc2arpn6306
%3Apolicy%2Ftest_policy0

o R[ERB
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HTTP/1.1 200 OK
X-amz-request-id:143dc6f82dae45hd
Content-Type:text/xml;charset=UTF-8
Content-Length:212

Date:Thu, 14 Feb 2019 02:38:45 GMT
Server: CTYUN

<DetachUserPolicyResponse>
<ResponseMetadata>
<Requestld>143dc6f82dae45bd</Requestld>
</ResponseMetadata>

</DetachUserPolicyResponse>
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7.5.9 AttachGroupPolicy
BEIRAE HIRORE 45 22 10 R0 S5 18 € 1 LAM P 4158 K

o ERSH
Z# 37 =
WAiR
Action AttachGroupPolicy . &
Version T RACAS . &
H{E: 2010-05-08. BRi\{E Ny 2010-05-08.
PolicyArn FUIR S50 ) R4 T &
KA. PR
BUE: KN 20~2048 7458 .
GroupName IAM F P4 7=
KA. FrFH.
BUE: 1~128 AL, FrF AR EFaE 3
FHRAR TR, FRAXI KNG, R R fE
2 FRIZ (O L FRI% () L ES () . A
() s (B &S (5 Mat f5 (@ .

o iFKH
BB IE 4 N arn:ctyun:iam::10rc2arpn6306:policy/test_policyO ff) 5% 5 1AM
J14 test_groupl KEX.

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-type: application/octet-stream
Content-Length: 133

Action=AttachGroupPolicy&Version=2010-05-
08&GroupName=test_groupl&PolicyArn=arn%3Actyun%3Aiam%3A%3A10rc2arpn630
6%3Apolicy%?2Ftest_policy0

o R[ERB
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HTTP/1.1 200 OK
x-amz-request-id:ebe8e92cf0424b3a
Content-Type:text/xml;charset=UTF-8
Content-Length:214

Date:Wed, 13 Feb 2019 07:06:14 GMT
Server: CTYUN

<AttachGroupPolicyResponse>
<ResponseMetadata>
<Requestld>ebe8e92cf0424b3a</Requestld>
</ResponseMetadata>
</AttachGroupPolicyResponse>
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7.5.10 ListAttachedGroupPolicies
UEERAE SRS H 548 1AM P 2 OGRS s

o ERSY
B ik =&
WHiR
Action ListAttachedGroupPolicies. =
Version 5 R RRAS &
BUE: 2010-05-08. ERiA{E A 2010-05-08.
GroupName | IAM I 4144, &
KA. FFH,
BUE: 1~128 PP, 7R HReE &bk, B
BRI, FRAX KNG, fl%?ﬁffi% FHEER: T
Rl () HhRIZL (5 L ES )L mA G
F(H) L ES (=) Mat F5 (@ .
Marker DU, IOA T B IR A ) SRS, MmN RS | R
RFNZSE . BERDRIE, RSP FHESETI
KR, FIRAH
BUE: 5 E&m AR B gl RAEAR R
MaxItems BB N i 2R BRI E. WRAEBEEEREMR | &
B35, W) IsTruncated Mo & N true, RRIEH KR
B0, BEARERPIT, 7524850 N 25 Marker
LR
A, BRI,
HU{E: 1~1000, #RIME Y 100,
o HNZER
LR ik
IsTruncated 5 P AH B ) SR G S TS L HR IR [H]
® true: A ARIRMBIFISHFHREL

SRS 5

® false: CLRFIFIERSHF
ZH ISP SRS
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Marker

STARIR. 24 IsTruncated & true I,
ZOEE, HERT T —KERKSH
Marker FHUE .

AttachedPolicies.member.PolicyArn | S5 0% 1] %5 I8 4 F5 .
AttachedPolicies.member.PolicyNa | E0& 44 5K .

me

AttachedPolicies.member.Scope TRME A,

® Local: H/ HE KK,
® 00S: RGKHE.

AttachedPolicies.member.Descriptio
n

SRS A

o iEXRHl

FIH 1AM I/ 2 test_groupl IR SR, Wi 2 H T 75 R 5 ORI H 20 2.

POST /HTTP/1.1

Host: 00s-cn-iam.ctyunapi.cn
Authorization: signatureValue
X-Amz-Date: date

Content-type: application/octet-stream

Content-Length: 84

Action=ListAttachedGroupPolicies&Version=2010-05-

08&GroupName=test_groupl&Maxltems=2

o R[ERB

HTTP/1.1 200 OK
X-amz-request-id:8590bb26ed75455f
Content-Type:text/xml;charset=UTF-8
Content-Length:828

Date:Thu, 14 Feb 2019 05:31:15 GMT

Server: CTYUN
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<ListAttachedGroupPoliciesResponse>
<ListAttachedGroupPoliciesResult>
<IsTruncated>true</IsTruncated>
<AttachedPolicies>
<member>
<PolicyArn>arn:ctyun:iam::10rc2arpn6306:policy/policy9</Policy Arn>
<PolicyName>policy9</PolicyName>
<Scope>Local</Scope>
<Description>test_des</Description>
</member>
<member>
<PolicyArn>arn:ctyun:iam::10rc2arpn6306:policy/policy8</PolicyArn>
<PolicyName>policy8</PolicyName>
<Scope>Local</Scope>
<Description>test_des</Description>
</member>
</AttachedPolicies>
<Marker>policy|10rc2arpn6306|test_group|Localltestl_policy</Marker>
</ListAttachedGroupPoliciesResult>
<ResponseMetadata>
<Requestld>8590bb26ed75455f</Requestld>
/ResponseMetadata>

</ListAttachedGroupPoliciesResponse>

372




O0S H K #& 4

7.5.11 DetachGroupPolicy
PR R F R ARBRAE 72 1AM P ORI [ 8 22 SRS

o FRSH
2% i oy
iR
Action DetachGroupPolicy . =
Version 5 R RRAS &
HUfE: 2010-05-08. ERi\fE N 2010-05-08.
GroupName | 1AM FH 404 . =
KA. TR
BUH: 1~64 (7P RAm, AR EFRE B
BRI AT, FRAX S RNG, FRFRFRAER: T
i”zﬁ (_) ~ qjiuéj% (7) ~ j@% (1) N /ETJ}{_:_( (-) N j:”:l
T (0 L FES (3 Mat {5 (@ .
PolicyAm | o B 6 1) 2 U5 4495 &

4

KA. TR,
BUE: KRN 20~2048 [F4FE

® EFRRHI

fiftBR TAM F 21 test_groupl SCHKHY) SR BE k44
arn:ctyun:iam::10rc2arpn6306:policy/test_policy0 HI5RHS .

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn

Authorization: signatureValue

X-Amz-Date: date

Content-type: application/octet-stream

Content-Length: 133

Action=DetachGroupPolicy&Version=2010-05-

08&GroupName=test_groupl&PolicyArn=arn%3Actyun%3Aiam%3A%3A10rc2arpn630

6%3Apolicy%?2Ftest_policy0
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® R[EIRH

HTTP/1.1 200 OK
X-amz-request-id:22893776fa50431b
Content-Type:text/xml;charset=UTF-8
Content-Length:214

Date:Thu, 14 Feb 2019 02:14:10 GMT
Server: CTYUN

<DetachGroupPolicyResponse>
<ResponseMetadata>
<Requestld>22893776fa50431b</Requestld>
</ResponseMetadata>

</DetachGroupPolicyResponse>
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7.5.12 UpdateAccountPasswordPolicy
IR R S P s A R v

® FHRZSH
B ik B
S
W
b1
Action UpdateAccountPasswordPolicy =
Version R . o
HY{E: 2010-05-08. ERiAfE A 2010-05-08.
AllowUsersToCha | 775 Fo¥F 1AM I B U Szl & 3505 7
ngePassword KA AURE
BUE :
® true: VM H O SIS G N,
® false: AFLVFAH T H R Mz & 1%
i o
BRIMEA true.
HardExpiry B aEUEE, FMREXN, 2ERTFHIE | &
i G IEE
RA. A/RAL,
BUE
® true: EHlGEMEIE, HAAGIET
B85, BonFmEEdi, HPARE
S G 0UE .
® false: #=H|&%idiHE, AP FXELT
EH SR, BRI 2 U A S .
BRINME A false.
MaxPasswordAge | TAM Fl /S RS 2R 2L &
PRA. BHIE A,
BUE: 0~1095, 0 FmAKATH, ERIMEN 0.
MinimumPassword | 51 & % 5% % i s 0 S L 5

Length

HKA: BHIEA.
BUfE :8~128. BRiIME N 8.
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PasswordReusePre

vention

fRE TAM I BLEDRT S o s hg i, ANRES AT 2K
N SR Y B .

KA. BN

BUE: 0~24, 0R7mFu¥r TAM I BEE e TS ¢
EARSH S S E RS, BONBUEDY 0. Sl i A
B AT RS, B S AN e E Y i
f.

iy

RequireLowercase

Characters

faE | 6 SR B R S/ NE TR (a-
Z) o

KA AR,

BUE

® true: WIIHEE/NGFHE,
® false: ASEf|ERAE /NG FEL,
BRIMEN true.

oA

RequireNumbers

fesEtatl 6 8 LAt RS BA AT (0
P .

KA. AR,

B

® true: WIALEEIF.
® false: Aumifil|ERMUEEF.
BRAIMEA true.

oA

RequireSymbols

fRE i & TR E M P B LA TR T
@#$% & () _+-=[10}]"

R AR,
B :

® true: W SRIIRTSF.
® false: ANERMfI|ERAERFEFLT

ERE Ny false.

oA

RequireUppercase

Characters

B 68X EL P RB LIS KREFEE (A-
7) o
KRB ARAEL
BUE :
® true: WIIHLH KEFEL,

® false: ASERMIERMEKEFEE.

iyl

376




O0S H K #& 4

ERINE N false.

® iFRFH
BB R AR U 4 B -
o WIHE/NE TR
® RV H OB RN & B8 K H 1,
® AN 10 K;
o x|l GEA e, RVFM TR ULE S .

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date: date

Content-type: application/octet-stream
Content-Length: 152

Action=UpdateAccountPasswordPolicy&Version=2010-05-
08&RequireLowercaseCharacters=true&AllowUsersToChangePassword=true&MaxPassw
ordAge=10&HardExpiry=false

o RERH

HTTP/1.1 200 OK
X-amz-request-id:81435d5089d341d3
Content-Type:text/xml;charset=UTF-8
Content-Length:234

Date:Fri, 22 Mar 2019 03:14:35 GMT
Server: CTYUN

<UpdateAccountPasswordPolicyResponse>
<ResponseMetadata>
<Requestld>81435d5089d341d3</Requestld>
</ResponseMetadata>
</UpdateAccountPasswordPolicyResponse>
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7.5.13 GetAccountPasswordPolicy
WA AR P R IRHUNK 7 )4 AL SRS

® FRBY

B faiid —E
iR

Action GetAccountPasswordPolicy B
&

Version

THRIRAS .
HUff: 2010-05-08. BKIA{H N 2010-05-08.

® MR

ZHR

iR

ExpirePasswords

BN 5 I B [A] -
® true: A i HAN A,
® false: JLitHARTIE], BEACAITHH.

MinimumPasswordLength

P & 8 SR WA B KB

PasswordReusePrevention

IAM F P W BT S m g, ARES AT 2 K
NS I A

RequireSymbols

Fe e 6 B M R R TS DI SRR R
(l@#$% &*()_+-=[1{}" :
® true: WA EKFETR .

® false: ANuffill ZORA SRR TIT

AllowUsersToChangePasswor

d

TRV IAM HIP E O i i G 1)
® true: FVFHH O M & 1

f
® false: AFUVFM H OB HSUZEHI G
.

RequireLowercaseCharacters

BE 1 6 8 K o R AT B /N B
(a—z) :
® true: WA E/NEFEERE,

® false: ASEMIERGE /NG FELE,

HardExpiry

B GBI, RSN, A RV
PHERH A IS
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® true: EHGHEMENE, M AREE
ARG ES, By, Hpe
ANREIE LI S G 2 R .

® false: =i &HMIH)E, M/ Tk
AR S, HiEP R e e
Fr1H o

RequireNumbers feEEH 6 B E L 2B LA EH T (0-
9 .
® true: WINHSHFE.

® false: ANGRHI|ESRE ST,

hey

RequireUppercaseCharacters | #5245 & &R E M & B WA & K5 F
(A-Z) :
® true: WIIHEKEFHE,

o false: ARubHITREGASFH

MaxPasswordAge FAL A SRS, 0 RomkA LI,
® FHRRH
F1) H TR ) B SR

POST/HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date: date

Content-type: application/octet-stream
Content-Length: 50

Action=GetAccountPasswordPolicy&Version=2010-05-08

o R[EIRH

HTTP/1.1 200 OK
X-amz-request-id:be5351535a7c4304
Content-Type:text/xml;charset=UTF-8
Content-Length:817

Date:Fri, 22 Mar 2019 03:19:00 GMT
Server: CTYUN
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<GetAccountPasswordPolicyResponse>
<GetAccountPasswordPolicyResult>
<PasswordPolicy>
<ExpirePasswords>true</ExpirePasswords>
<MinimumPasswordLength>8</MinimumPasswordLength>
<RequireSymbols>false</RequireSymbols>
<PasswordReusePrevention>0</PasswordReusePrevention>
<AllowUsersToChangePassword>true</AllowUsersToChangePassword>
<RequireLowercaseCharacters>true</RequireLowercaseCharacters>
<HardExpiry>false</HardExpiry>
<RequireNumbers>false</RequireNumbers>
<RequireUppercaseCharacters>false</RequireUppercaseCharacters>
<MaxPasswordAge>10</MaxPasswordAge>
</PasswordPolicy>
</GetAccountPasswordPolicyResult>
<ResponseMetadata>
<Requestld>be5351535a7c4304</Requestld>
</ResponseMetadata>
</GetAccountPasswordPolicyResponse>
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7.5.14 DeleteAccountPasswordPolicy
SHEA A P AR T ) AL R D P 55 BRI 3 A R
o FRSY

B i BE
P
Action DeleteAccountPasswordPolicy P
Version SRR A 5
BUE: 2010-05-08. BRi\{EJy 2010-05-08.

® iFRTH
R TGP PR 2 5 AL 1 52 2 BRI ) o L«

POST /HTTP/1.1

Host: 0os-cn-iam.ctyunapi.cn
Authorization:signatureValue
X-Amz-Date: date

Content-type: application/octet-stream
Content-Length: 53

Action=Delete AccountPasswordPolicy&Version=2010-05-08

o RERH

HTTP/1.1 200 OK
X-amz-request-id:c9ac3274a12b425a
Content-Type:text/xml;charset=UTF-8
Content-Length:234

Date:Mon, 18 Mar 2019 02:58:15 GMT
Server: CTYUN

<DeleteAccountPasswordPolicyResponse>
<ResponseMetadata>
<Requestld>c9ac3274al2b425a</Requestid>
</ResponseMetadata>
</DeleteAccountPasswordPolicyResponse>
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EHRAE RIS P o B S A S MR 55 BR 15 2

® FRSY
& ik r
iR
Action GetAccountSummary . B
Version R B 75
HUfE: 2010-05-08. ERA{EH A 2010-05-08.

® N ZER

AR iR
Policies M A SRR AN
GroupsPerUserQuota TAM FH PN E TAM 7 2H i 5 e PR 1

AttachedPoliciesPerUserQuota

BEAS TAM 7 SRR S AR PR 1

Users

TP H A ) TAM FH L

PoliciesQuota

P v ) S s A R A

AccessKeysPerUserQuota

B~ TAM H 1) AccessKey B BRI -

AttachedPoliciesPerGroupQuota

B> TAM ] 2H R IR SR S FR /1

Groups KA A I P Al
UsersQuota T AR TAM P B BRI
MFADevices K P A R RS MPA $E45 2 5

MFADevicesInUse

M LA P A R UL MFA iR s B

AccountAccessKeysPresent

MR P & B AccessKey Hi& .

GroupsQuota

M R TAMH P B PR

® ERH

F1) HH U F ) S A B A Al 55 PR 1 o

POST /HTTP/1.1
Host: 0os-cn-iam.ctyunapi.cn
Authorization: signatureValue

X-Amz-Date: date

Content-type: application/octet-stream
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Content-Length: 43

Action=GetAccountSummary&Version=2010-05-08
o R[ERHB

HTTP/1.1 200 OK
X-amz-request-id:1d1089f15291424a
Content-Type:text/xml;charset=UTF-8
Content-Length:3297
vary:accept-encoding

Date:Mon, 15 Apr 2019 02:56:03 GMT
Server: CTYUN

<GetAccountSummaryResponse>
<GetAccountSummaryResult>
<SummaryMap>
<entry><key>Policies</key><value>150</value></entry>
<entry><key>GroupsPerUserQuota</key><value>10</value></entry>
<entry><key>AttachedPoliciesPerUserQuota</key><value>10</value></entry>
<entry><key>Users</key><value>392</value></entry>
<entry><key>PoliciesQuota</key><value>150</value></entry>
<entry><key>AccessKeysPerUserQuota</key><value>2</value></entry>

<entry><key>AttachedPoliciesPerGroupQuota</key><value>10</value></entry>
<entry><key>Groups</key><value>29</value></entry>
<entry><key>UsersQuota</key><value>500</value></entry>
<entry><key>MFADevices</key><value>8</value></entry>
<entry><key>MFADevicesInUse</key><value>1</value></entry>
<entry><key>AccountAccessKeysPresent</key><value>1</value></entry>
<entry><key>GroupsQuota</key><value>30</value></entry>
</SummaryMap>
</GetAccountSummaryResult>
<ResponseMetadata>
<Requestld>1d1089f15291424a</Requestld>
</ResponseMetadata>

</GetAccountSummaryResponse>
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7.7 iR FIR

HTTP | giatmcode) | $BiR{EE (message) HRAEIE

Wi RZfS

403 AccessDenied | The old password was incorrect. | Bt i}, 025

TEAS IE A o

403 AccessDenied Only IAM Users can change their | root F /i H

own password. ChangePassword
Tiie

403 AccessDenied Policy is outside your own arn H K id A

account. AT R KK
id.

403 AccessDenied | User: <userArn> is not authorized | #&H IR MIBR
to perform: iam:DeleteAccessKey | AK.
on resource: <userArn>.

403 AccessDenied | User: <userArn> is not authorized | FH /' 3% M F1 4H
to perform: HR R AL
iam:RemoveUserFromGroup on | [R.
resource: <groupArn>.

409 DeleteConflict | Cannot delete entity, must remove | il FH /7 4H 2 /i,
users from group first. S MR A R 2

I .

409 DeleteConflict | Cannot delete entity, must detach | il FH = 4H 2 /i,

all policies first. BRI A
) SR o

409 DeleteConflict | Cannot delete entity, must remove | H ' J& T34 H

users from group first. M, ATV
.
409 DeleteConflict | Cannot delete entity, must delete | FH /' & 5% %5 h5

login profile first.

I, ASFevrmER -
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409 DeleteConflict | Cannot delete entity, must detach | f /7 3 fic 1 R0
all policies first. i, AN SRV R
409 DeleteConflict | Cannot delete entity, must delete | I P&
access keys first. AccessKey/SecretK
ey I, ANl
bR
409 DeleteConflict | Cannot delete entity, must delete | DeleteUser i, 4
MFA device first. ek MFA 15
o
409 DeleteConflict | Cannot delete a policy attached to | policy A #% ki %)
entities. P EHAH, A
REM % -
409 DeleteConflict | MFA VirtualDevice in use. Must | MFA ¥ %% IE7E#
deactivate first. R, ASREMIRR
409 EntityAlreadyE | MFA Device entity at the same MFA # 5% D& A7
Xists path and name already exists. 1E.
409 EntityAlreadyE | MFA Device is already in use. EnableMFADevice
Xists i, MFA &%
LR
409 EntityAlreadyE | Group with name <groupName> | H P 4H S 1E.
Xists already exists.
409 EntityAlreadyE | Login Profile for user H #0817
Xists <userName> already exists. fE.
409 EntityAlreadyE | User with name <userName> KA H P 4
xists already exists. CAAfFAE .
409 LimitExceeded | Cannot exceed quota for R P % 1
AccessKeysPerAccount: 2. ik PRI
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409 LimitExceeded | Cannot exceed quota for AK & i [R )
AccessKeysPerUser: 2 .

409 LimitExceeded | Cannot exceed quota for P A BE g
GroupsPerAccount: 30. T KPR .

409 LimitExceeded | Cannot exceed quota for TR B R L R
PoliciesPerAccount: 150. il o

409 LimitExceeded | Cannot exceed quota for FH 20 5 1. 1) S s
PoliciesPerGroup: 10. B B

409 LimitExceeded | Cannot exceed quota for F P 22k B
UsersPerAccount: 500. il o

409 LimitExceeded | Cannot exceed quota for FH 7 20 S B 1Y) S s
PoliciesPerGroup: 10. B B

409 LimitExceeded | Cannot exceed quota for FH P BRI SR 4
PoliciesPerUser: 10. i PR

409 LimitExceeded | Cannot exceed quota limit for KH TR
MFADevicesPerUser. MFA i ERR.

409 LimitExceeded | The number of tags has reached | IRINARZERT, FREE
the maximum limit. L PR

400 Invalidlnput Arn <policyArn> is not valid. HHE ] Arn NG

%o

400 InvalidAction Could not find operation Version 4%
<APIName> for version
<version>.

403 InvalidAuthenti | Authentication code for device is | MFA S /3 A IERY

cationCode not valid. ANIEH

400 InvalidInput Duplicate tag keys found. Please | % & | & Hr%s

note that Tag keys are case key.

insensitive.
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500 InternalError We encountered an internal error. | &5 N #B 4 %
Please try again.
403 InvalidAccessK | The AccessKeyld is invalid. IR
eyld
400 MalformedInput | Invalid Argument. SHASIE
400 MalformedInput | <N> is not a valid index. FREEET N JEV%
400 MalformedPolic | The policy must contain a valid B TRIEHS, FRAS
yDocument version string ANIEH
400 MalformedPolic | Missing required field Effect B AREE S, HRHE
yDocument WA Effect.
400 MalformedPolic | Invalid effect: Allow1 B NI
yDocument Effect A~ IE#f
400 MalformedPolic | Missing required field Action. B TREK I,
yDocument Action 2k .
400 MalformedPolic | Required field Action cannot be | GIZEKIEHS, H
yDocument empty. Action, {H/&
Action 727,
400 MalformedPolic | Statement/policy already has B SRS
yDocument instance of Action Action F1
NotAction #}
I, k.
400 MalformedPolic | Missing required field Resource. | €Iz A&,
yDocument Resource 7B ik
%o
400 MalformedPolic | Required field Resource cannot be | Gl KIEHS, H

yDocument

empty.

Resouce, fH/&

H. 73

Resource =%,
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400 MalformedPolic | Statement/policy already has B ARG,
yDocument instance of Resource. Resouce Al
NotResource #54
400 MalformedPolic | Invalid Condition type : B HIE RS, 41
yDocument <condition> ia ST B A
ANIERf
400 MalformedPolic | Syntax errors in policy B G,
yDocument policy A& json #%
e
404 NoSuchEntity | Login Profile for User L Iab W TN
<userName> cannot be found.
404 NoSuchEntity MFA Device invalid for user. DeactivateMFA
&I, MFA %4
RATLER P
404 NoSuchEntity Login Profile for User IE A
<userName> cannot be found. UpdateLoginProfile
I, BAESUH
A%,
404 NoSuchEntity | Policy HEEAAFAE
arn:ctyun:iam::10rc2arpn6308:pol
icy/test_2policy does not exist or
iS not attachable.
404 NoSuchEntity | VirtualMFADevice with serial MFA 58 N7
number <mfaArn> does not exist. | 7f.
404 NoSuchEntity | The Access Key with id AccessKey N7
535d97103885f22be7m1 cannot | 7E.
be found.
404 NoSuchEntity | The group with name P HAELE

<groupName> cannot be found.
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404 NoSuchEntity | The user with name <userName> | " AR IELE
cannot be found.

404 NoSuchEntity | The Password Policy with domain | i3 %5 55 S u& i,
name <accountld> cannot be BEHFHCA®
found. 1) 0 TS

400 PasswordPolicy | Password does not conform to the | 5825 i;, 2564

Violation account password policy. ANTF 6 B TR o

400 PasswordPolicy | Policy constraint violation with Z D ATy S Y

Violation password reuse prevention during | .
password change.

400 ValidationError | 1 validation errors detected: Value | F P44 Fx K
'<groupName>' at 'groupName' | iR
failed to satisfy constraint:

Member must have length less
than or equal to 128

400 ValidationError | 1 validation error detected: Value | AccessKey IR 2
'InActive' at 'status' failed to WE AR
satisfy constraint: Member must
satisfy enum value set: [Active,

Inactive]

400 ValidationError | 1 validation errors detected: Value | Fi /442 =%
null at ‘groupName' failed to
satisfy constraint: Member must
not be null

400 ValidationError | 1 validation error detected: Value | userName K J& 8
'<userName>' at 'userName' failed | i [Rl.

to satisfy constraint: Member
must have length less than or

equal to 64
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400 ValidationError | The specified value for B Ay, 44
groupName is invalid. It must FRAIER, 5k
contain only alphanumeric ETR o
characters and/or the following:
+=,.@_-

400 ValidationError | Value at 'oldPassword' failed to O, A
satisfy constraint: Member must | J& 25 55 5 .
satisfy regular expression pattern:
[\u0009\u000A\UO00D\U0020-

\UOOFF]+

400 ValidationError | The specified value for WE ) MFA code
authenticationCode1/ 1% XA IE
authenticationCode2 is invalid. It
must be a six-digit decimal
number

400 ValidationError | 2 validation errors detected: Value | 15 & %1t SEBE I,
1" at 'minimumPasswordLength' | S & % I A4 A &
failed to satisfy constraint: o
Member must have value greater
than or equal to 6; Value '2000' at
'maxPasswordAge' failed to
satisfy constraint: Member must
have value less than or equal to
1095

400 ValidationError | 1 validation error detected: Value | ¥RINARZERS, #H

null at 'tags' failed to satisfy
constraint: Member must not be

null

BLEIRZE
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400 ValidationError | 1 validation error detected: Value | ¥SINFRZEHS, %A
null at 'tags.1.member.key' failed | % B2 Key.
to satisfy constraint: Member
must not be null

400 ValidationError | 1 validation error detected: Value | ¥SINFRZEH;, %A
null at 'tags.1.member.value' BB
failed to satisfy constraint: value.

Member must not be null

400 ValidationError | 4 validation errors detected: Value | ¥ BFRZEN, 1H
null at 'tags.1.member.value' N RM 14 (H
failed to satisfy constraint: WM 3R , =
Member must not be null; Value | #2755 1 3| N-1 [1)
null at 'tags.1.member.key' failed | Fp2EKE R E -
to satisfy constraint: Member
must not be null; Value null at
'tags.2.member.value' failed to
satisfy constraint: Member must
not be null; Value null at
'tags.2.member.key' failed to
satisfy constraint: Member must
not be null

400 ValidationError | 2 validation errors detected: Value | G F F i}, 3%

'test_value?" at
'tags.1.member.value' failed to
satisfy constraint: Member must
satisfy regular expression pattern:
Dp{LNp{ZHp{N}_..//=H\-@]*;
Value 'test_key?' at

'tags.1.member.key' failed to

PR AR .
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satisfy constraint: Member must

satisfy regular expression pattern:

Dp{LHp{ZHp{N}_../=H\-@]+

400 ValidationError | 1 validation error detected: Value | dr25 4 PR K Lk
'<key>' at 'tags.1.member.key' K.
failed to satisfy constraint:

Member must have length less
than or equal to 128

400 ValidationError | 1 validation error detected: Value | Fr&5{E KK
'<value>' at 'tags.1.member.value'
failed to satisfy constraint:

Member must have length less
than or equal to 256

400 ValidationError | The specified value for MFA %4 1751
'serialNumber' is invalid. SAIEM

400 ValidationError | 1 validation error detected: Value | ListVirtualMFADe
'11111" at 'assignmentStatus' vicesResult i,
failed to satisfy constraint: assignmentStatus
Member must satisfy enum value | #i AASKF o
set: [Unassigned, Any, Assigned]

400 ValidationError | The specified value for 'marker' is | list user i,
invalid. It must contain only marker Z% 4k
printable ASCII characters %, ARRATTHIH]

ASCII 15,
400 ValidationError | The specified value for B AP, SHFR

‘userName' is invalid. It must
contain only alphanumeric
characters and/or the following:

+=,.@ -

AT, fEH TR

= Sy

ETIF
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400 ValidationError | 1 validation error detected: Value | £ SEB&HT,
null at 'policyDocument’ failed to | policyDocument A
satisfy constraint: Member must o
not be null

400 ValidationError | 1 validation error detected: Value | ListEntitiesForPoli
'<entityFilter>' at 'entityFilter' cy i, EntityFilter
failed to satisfy constraint: ANIER, AR
Member must satisfy enum value | User 2% Group.
set: [User, Group]

400 ValidationError | The specified value for LFRANIES, B

‘policyName' is invalid. It must
contain only alphanumeric
characters and/or the following:

+=,.@ -

ARET AT
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7.8 1AM SRHE 4% 5 3

7.8.1 Version

Version #g 7T 2 FITE SiME 2 oh, T2 UM IE 5 (MRRA, S a7EpT %
W& ) Statement JG % 2 i

HAT O0S IAM 1E I SIS AR A Ay 2012-10-17, 2% AWS 5 sk i iR

jgo
WMEARELE Version Jtzgk, WL {EERIA N 2012-10-17.

7.8.2 Statement

Statement JFRES Y FEIGER, ZnR AW, Statement H ] & — S
[¥] JSON 4], WAl H 2 28 A4 R JSON iBAjH . B4k B B A H
DhAd HORFE S (6K . B> JSON B G R FcER: Sid (i
JH) . Effect (A3H) . Action 8¢ NotAction ( —i%—) . Resource 8§
NotResource ( —i%&—) . Condition (FEIE)
Statement 154 5 MU

“Statement™: [ {...}, {...}, {...}, ...]

Bl an 518 2 > ISON 8 A He2H i () 7~ 1)«

{
"Version™: "2012-10-17",

"Statement”: [

{
"Sid": " AllowGroupToManageTrail",
"Effect": "Allow",
"Action": "cloudtrail:*",
"Resource": "*"
b
{
"Sid": " AllowGroupToSeeBucket",
"Effect": "Allow",
"Action": [

"00s:GetObject”,
"oos:ListBucket"

I

"Resource": [
"arn:ctyun:oos::10rc2arpn6306:trailbucket”,
"arn:ctyun:oos::10rc2arpn6306:trailbucket/*"
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Sid

Sid NN SBSE AP AL A AT AR AT, P R RA A 7S B B R AR 7
¥ 5 Sid fH, Sid B2 58S 1D 7 ID. £E IAM 1, Sid {E7E JSON g
WA ZE —

Effect

Effect xR R UFHREN LR, HTRESH ARG RE R id 2
a4, Effect 1A ZUE N Allow F1 Deny. fEERINEILT, KB4 05 A &%
Po B SRVFVT IR, SA0K Effect JTuRIEE N Allow.

Action

Action TR IR VP EEE L TR e BRAE . BENIRSS A X B AT S5 4R
F P m] A AR R AR 5 SR P AT BT iR 4T 55 . B AT IRSS B : oos (X547
i) . cloudtrail (FRYEEREF) . statistics (Ziit) Aiam. BEARSERNIRSS 45K
HAEVE WBAERER .

Action JCEHIETREGEI N : "Action”: “AR 45 BAARERAE” . Horp BARR/E AT
DLAEBLRT (%) FoR T2 iE .

® ~fl1: 00S: FREUN %#:/E.

"Action": "00s:GetObject"

® =l 2: IAM: AIZE 1AM F .

"Action": "iam:CreateUser"

® JRfil 3. MHMECAT (*) FIRIMAT O0S HIFTH kS

"Action": "00s:*"

® nfl 4: MERHEEST (%) RRHAT IAM RS B A AccessKey HI#AE

"Action": "lam:*AccessKey*"
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NotAction
NotAction JG & ##iid 58 € HAEH R 2 A BT WA B UL HL . A
NotAction i H 21| H4 A B L FC ) — 2544 . {# | NotAction i :

& R Allow HUR, e VFoR S H K FITAT 3E P AR B 55 -

& R Deny HUR, MIFELE LIRS FHRAFEURSS . WRAE Tt
VPR CAIH A3, 200 2 fe VR IR

TR L BRIMERAEREAHRAE AL, SUVEF T 00S HAbT R 1.

"Version™: "2012-10-17",
"Statement": [{
"Effect”: "Allow",
"NotAction™: "o00s:DeleteBucket",
"Resource": "arn:ctyun:00s::10rc2arpn6306:*",

3
¥

Al 2. SUVFFH P HATER 1AM IRS5 S BT 4k

"Version™: "2012-10-17",
"Statement™: [{
"Effect": "Allow",
"NotAction™: "iam:*",
"Resource": "*",
H
}

~ 3: FE44[% oos. cloudtrail fiI statistics 2 ZMPIRSs . (HIFEAZ R
oos. cloudtrail i statistics Ak 45 f4EAE, W STV oos. cloudtrail 1 statistics
R AN, R ERS R RS IET B

"Version": "2012-10-17",
"Statement™: [{
"Effect": "Deny",
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"NotAction™: [
"00s:*",
"cloudtrail:*",
"statistics:*",
1
"Resource"; "*",
Hi
}
Resource

Resource JT & 1 E AT RIS TR, ] LUFEE — D EZ R R
A LY

® “Resource”: “arn:ctyun:service::accountid:resource”

® “Resource”: “arn:ctyun:Service::accountid:resourcetype/resource”

Hr:

® service: |54

® accountid: T ID;

® resource: HAABIIR. fESRERIAN, W UMEHEERT, HAERRTAF
WFHERASE, ? R TAT.

ViBH: 1E resource 5 Ja & /0 Vs N SREE AR R “${ctyun:username}” 455E (5 fir
o MRBEHATES, SRS BN B WCoAIE R ARG 4.

WRFNEB, S RS AR BRI M ngs Z AN H P, M A RER
B, username K F ¥ h A R 45 {H P B ARG KK, username 14 & #i N
BHIH 4,

"Version": "2012-10-17",

"Statement": [
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"Action": [
"00s:GetObject",
"00s:PutObject"”

I

"Effect": "Allow",

"Resource": ["arn:ctyun:oos::123456789012:mybucket/${ctyun:username}/*"]

® resourcetype: HWIRAEAL,

NotResource

NotResource JT 2 i B 18 & TR 53R 2 A BT N 25 2 sCUL T Y SRS TG 3R
{§iH NotResource i, R B HARITCEC 1) — L 55, A2 6 54 VLD 1 75 U
HIZ . 14 NotResource B By, 7EIIGE H 8 I T8 2 52 IR 1 51U,
1P

® URAEM Allow, K5 FevrRSHIPTA B, B4 I AR AR S5 T i
7elzE

® UIRAEM Deny, NFELEPTA ARSI H B

Condition

Condition JT & ik fo i 38 & Sms A 3 4644 . 7E Condition JT& 1,
F P ATk RIS, FHAE FH 2R 18 BRI S P 1) 2 A S SR B AR DT IE
Condition JGZ A LA 2 /N F A L. SR EUHE: SRMFIB AT SRR 25 AHE
R, —ANSRAFBERT A R 2 A2 AHE -
Condition iEELE MU :
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“Condition”: {“ZKMFEFLAF A”: {“FfF8E A [“AHE AL, “FFAHE A2, ...,
“CRAFIEHETF B {4 B[4 HE B1Y, “4&44HE B2”, ...]1}}
VLB SRR KNG . W SFAE RN TR, 4 75 20 B I A) e 46
N UTC+0 B X f ]

TR

1
R FAHEIA FHHEB FEHEIC

RPEE0: RPHE2A OR RFHE2B

FH 2

FMFR3: FAESA

EATHEZ KM, SRR LA T -

® (FEZANFMBEST, KHEHE AND PHAIX L1,

® RPN ZARME, RAIZH OR PH XL 6 HH

O LT &R B A B R VB 4. R A AT
T ARG, L MR

AP IBHEAT FAFEN TR

A BHERF FHE
ctyun:CurrentTime ® DateEquals: VCALHEE H AN yyyy-
3 MM-
® DateNotEquals: A%ET48 | dd’T"HH:mm:ss’Z’
7€ H 41 o filtn: 2019-12-
® DatelLessThan: 5Tf&xH | 18T09:00:00Z.
s DateEquals £/l
® DatelLessThanEquals: H-J- | DateNotEquals &
B ST e H s IR, HAbKS R
® DateGreaterThan: T4 | FIF.
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€ H 1 R BHEERE
DateGreaterThanEquals: FER IR S|
MBS T 48 e H . UTC+0 I ] .
ctyun:Sourcelp IpAddress: 555 IP Huli: | @ IPv4: A+
) eN 5 [N S 2
NotlpAddress: BrfgE IP | ® IPv6: 32 (i 16
Ik B AR BT 1P i, kg
HEPCAL . N
XXXXX:X:
X:Xo
WG e Hh kY
1P Mk f5
%R,
192.163.1.5/3.
ctyun:userid StringEquals: FEHEULHLHE | BTG 7
EME, X9 KN, B 32 A1 745
StringNotEquals: 582/ | &
EAULE, X9 KNE; EEAFN

StringEqualslgnoreCase:
Hfa e ME RS LD, AX
PNACE
StringNotEqualslgnoreCase
. SRREREAILE, AKX
RN

StringLike: 5¥872 HER
AEVLAD,; B I 3 7 A
¥, SfaE I EAMLL, ATk
(RS UN PGl W
(*) B RFULHC 13 B T
(?. X9 KN5;
StringNotLike: 55 M1{E
AVLEES, X 70 KNG R
ULHC. B 70 I AT
58 E M E AL .

StringLike £
StringNotLike, WJ
DAL I LA -

ctyun:username

StringEquals: F5#EVLAL S
SERME, X5 KNS,
StringNotEquals: 5485
EALH, KXo KNS,

1~64 L7 e 4
W, FAFREERE
SASNIE (=TT

= Ky VN =

T, Rk R

400




O0S H K #& 4

StringEqualslgnoreCase:
e PERELE, AX
P NANER
StringNotEqualslgnoreCase
. SIREHMEAILE, AKX
AWNUNC

StringLike: 5§82 FIMERS
AEVULAD; B I S 7 il e
£, S8EREAELL, mu
B4 2 AT UL T B

(%) B R UL I P Eﬂﬁ
(?. X KNE;
StringNotLike: 582 MI{H
AVERE, X 73 KANF TR
VLML . =i 70 AT
5igE A AL

=
N
=i

AEZ: X
) . ik

&=
g}b‘_

2
()~ A
RN
(+) . F5 (=)
at fF5 (@) -
P BHEMTN
StringLike
StringNotLike, W]
DAL @ B A

‘E[]DTLI‘[U

ctyun:UserAgent

StringEquals: F5#EVLRLE
ERIE, X7 KNS,
StringNotEquals: 51821
EAVLHES, X7 KR/NE;
StringEqualslgnoreCase:
5igE M ER LA, AX
AW NN
StringNotEqualslgnoreCase
. SIREMEAILE, AKX
FRNG;

StringLike: 5¥8EM{EK
fEULEC; Bl g 78 s e
£F, SigErEme, T
(EREAS G HIN WP
(*) BRERE T ULAC A B BT
(7). X7 KNE
StringNotLike: 5f&EHI{E
ANVLHES, X7 KANEHITERL
NGRS CEB R S L W
5 & RE AL .

TR E, AT
REIR T4 o

ctyun:Referer

StringEquals: F5#EVLAL S
EMME, X KhE;

L LS
B 1
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StringNotEquals: 5¥82E K
fEAULE, X7 KNE;
StringEqualsignoreCase:
i€ fER LR, AKX
W NANCE
StringNotEqualslignoreCase
. STREREAILE, AKX
FRNG;

StringLike: 5f5EM{EKE
AEVLAC; BOE e H 78l i
75, SR rEmel, e
B4 2 R UL T ) FE A
(%) BERL A5 UL P ) PR 7
(7). X KANE;
StringNotLike: 548 E (1A
ALEE, X KNSRI
DLHC. Bl A e s,
5545 %€ I E AL .

ctyun:SecureTransport

Bool: Afi/RIULHEL.

true
false

ctyun:MultiFactorAuth
Present

Bool: Afi/KIULHAL.
VB HA 1AM RS 4%
-4

true
false

ctyun:MultiFactorAuth
Age

NumericEquals: 515 5E
EAH A
NumericNotEquals: 51§
JEMEAIR, 1558 VLR
NumericLessThan: /N T35
JE HI1E s
NumericLessThanEquals:
N TR E WA
NumericGreaterThan: K

THRENE;

NumericGreaterThanEqual

s: KTEETHREmfE.

VB HA 1AM IR SRR
frats

BRI

oos:prefix

StringEquals: F5HEVLAL S

T

T
=
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ERIE, X7 KNS,
StringNotEquals: 5¥82E K
EAULE, X7 KNG,
StringEqualsignoreCase:
L E PERELE, AX
W NANCE
StringNotEqualslgnoreCase
. HIEEMEAINE, AKX
T RNG;

StringLike: Hf5EM{EK
AEVUAD; B I 7 i e
¥, SfaE R EALL, TR
(EEEA G HINTHEpI
(*) B RF UL 3 BC T
(7. X9 KNE;
StringNotLike: 548 E (1A
AVLHES, X7 KA. HAT
PAAE 455 5 v AT A A
&2 FARFULEC BT (%)
B AR UL G R 18 A
?-

VR AR
%7 ListBucket 4=

00s:x-amz-acl

StringEquals: F5#EVLAL S
ERIE, X7 KAhE;
StringNotEquals: 5¥82E 1
EAVLED, X3 KNG,
StringEqualslgnoreCase:
Hfa e ME RS LD, AX
NN
StringNotEqualslgnoreCase
. SHREMEAILE, AKX
WNANCE

StringLike: 5#&7E M{EKS
AEVLHAD,; B I S 7 A
£, SigErEme, T
A5 2 FAF UL AT B @ B AT
(*) BRERE AT ULAC A B BT
(7. X9 KN5;
StringNotLike: 5¥&E 1A

FrER .
BUEA:
® private: fAfS
® public-read:
R
® public-read-
write: ~FH
Wil A& Bucket
iR i BOR Rl S
AT DAY A i
i ACL [1J2573,
AR AR NS
PutBucket 4= %4
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ADLES, X RS, fHAT
PAAE 7455 &5 A AR o L
W2 PRI RERCRT (%)
B AT UG B BC A
(?)-

ViBH: 7F Condition JTTE TR INEIEZ R “${ctyun:username}” $&5& 517
o ZSRBGHATIN, SRR AR B B OB SR A S - 44

A~ RS RN RE G Z AR, S A RERERN, %
PF8E oos:prefix KHARYE F 77 A 11 username HEAT I, 4 7 B KERIERE, %
15 oos:prefix FARYE FH 7 B (1) username 347 )7 .

{
"Version™: "2012-10-17",

"Statement": [
{
"Action": ["oos:ListBucket"],
"Effect”: "Allow",
"Resource": ["arn:ctyun:00s::123456789012:mybucket"],
"Condition"; {"StringLike": {"oos:prefix": ["${ctyun:username}/*"1}}

}

® . IfExists KHEHFF

IfEXists: QSRR A A AEESCRE T,  TUIAK HE SR I 11 2% A SR A B O
B MAZKRBEFAFE, WZMA TR ES TN true.

H AT Bool B FNEL 2R A ia FAT SCREE A IfEXists 25 H AT, KB
X: BEE7AFIfEXists, #1401 BoollfExists. NumericEqualsIfExists. X F-...IfExists
(A8 o 1 AR 2,

Bl 1
® JRZAA M MFA VERIFEH G 15K, AR MFA DGERER &
TERAE SR APLIEK . EUR AVHEH MFA YUE ] 5 155K
AR APLIESR, 25 Sk L VriE .
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"Effect" : "Deny",
"Condition" : { "Bool" : { "ctyun:MultiFactorAuthPresent" : false } }

® AR MFA YGIERITER] 63 K A AP APLiER, ANMEZ
MFA ER#ESI G 15K . HR RV MFA ERESRI 615K, 7F2EH
5BV VFIEA]
"Effect” : "Deny",
"Condition™ : { "BoollfExists™ : { "ctyun:MultiFactorAuthPresent” : false } }

2

® ARVFEH MFA WAIELE 1800 F0 N IFI1E Rk S A F % B I APL i 3K .
"Effect” : "Allow",
"Condition™ : { " NumericLessThanEqualsIfExists" : { "ctyun:MultiFactorAuthAge " : 1800 } }

® VL MFA WAIEFE 1800 2 W HJTE K, HA S8 MFA JIEFE 1800 £
PAERA A MFA 11ER (BLHG APLIESR) .
"Effect” : "Allow",
"Condition™ : { " NumericLessThanEquals" : { "ctyun:MultiFactorAuthAge " : 1800 } }

FRHTE
TG RIEH, WHEARERE Resource. NotResource 8% Condition JG &

RS TRAE, T DME SR AR AR S AR H AT R
“${ctyun:username}” . FEHEPATI, FRBEAR EKG A B HOAIE R A S H A
e

A L RS SRS RIS NS 2 N, AP A R SR,

username B Z o A H P 4 S B RliERES, username ¥ & A B
IR P 44

"Version": "2012-10-17",

"Statement™: [

{

"Action™: [
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"00s:GetObject”,
"00s:PutObject”

1

"Effect™: "Allow",

"Resource"; ["arn:ctyun:00s::123456789012:mybucket/${ctyun:username}/*"]

N 2: W E A RIS AR R IRIEH NG ZAH T, M A RERIERE, &4
i oos:prefix FAR4E F P A 1t username HEAT HIWr; 4 H /- B RiEZiERE, %1
B oos:prefix KR ¥ H ' B 1 username i2E47 #1K
{

"Version™: "2012-10-17",

"Statement": [

{
"Action": ["oos:ListBucket"],
"Effect”: "Allow",
"Resource": ["arn:ctyun:00s::123456789012:mybucket"],

"Condition™: {"StringLike": {"oos:prefix": ["${ctyun:username}/*"]}}
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7.9 BAERUR S5 API XfRiR R
1 00S HIERAERLR 5 APT X 5K 5
BAERUR API
Bucket | ListBucket GET Bucket (List Object) .
LIES HEAD Bucket
ListAlIMyBucket GET Service
GetRegions GET Regions

Bucket | ListBucketMultipartUploads

List Multipart Uploads

EEL | GetBucketAcl

GET Bucket acl

GetBucketAccelerate

GET Bucket accelerate

GetBucketLocation

GET Bucket location

GetBucketPolicy

GET Bucket policy

GetLifecycleConfiguration

GET Bucket lifecycle

GetBucket\Website

GET Bucket website

GetBucketCORS

GET Bucket cors

GetBucketLogging

GET Bucket logging

GetBucketObjectLockConfiguration

GET Bucket Object Lock

Bucket | PutBucket

PUT Bucket

5N | DeleteBucket

DELETE Bucket

DeleteMultipleObjects

DELETE Multiple Objects

PutLifecycleConfiguration

PUT Bucket lifecycle,
DELETE Bucket lifecycle

PutBucketWebsite

PUT Bucket website

DeleteBucket\Website

DELETE Bucket website

PutBucketCORS

PUT Bucket cors, DELETE

Bucket cors

PutBucketLogging

PUT Bucket logging

PutAccelerateConfiguration

PUT Bucket accelerate

PutBucketObjectLockConfiguration

PUT Bucket Object Lock

DeleteBucketObjectLockConfiguration

DELETE Bucket Object Lock

Bucket | PutBucketPolicy

PUT Bucket policy

LR | DeleteBucketPolicy

DELETE Bucket policy

Object | ListMultipartUploadParts

List Parts

BLHL | GetObject

GET Object. HEAD Object

Object | PutObject
CPN

PUT Object. PUT Object-
Copy. POST Object. Initiate
Mulitipart Upload. Upload
Part. Compelete Multipart
Upload. Upload Part - Copy

DeleteObject

DELETE Object

AbortMultipartUpload

Abort Multipart Upload
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R2 G RAERUR 5 APT Xt MoK 5

BAERUR

API

GetAccountStatistcsSummary

GET Capacity. GET DeleteCapacity. GET
Traffics. GET AvailableBandwidth. GET
Requests. GET RetarnCode. GET
ConcurrentConnection. GET Usage. GET
AvailBW. GET Bandwidth. Get Connection

3 BRAFEREA IR DR 5 APT X BioK 2

BAERUR API

ES DescribeTrails DescribeTrails
LookupEvents LookupEvents

BEHL GetEventSelectors | GetEventSelectors
GetTrailStatus GetTrailStatus

BA PutEventSelectors | PutEventSelectors
StopLogging StopLogging
CreateTrail CreateTrail
UpdateTrail UpdateTrail
DeleteTrail DeleteTrail

StartLogging

StartLogging

A TAM EERUR 5 APT X RNk &R

BRIEBUR

API

52 | GetAccountSummary

GetAccountSummary

GetLoginProfile

GetLoginProfile

ListAccessKeys

ListAccessKeys

ListUsers ListUsers

ListUserTags ListUserTags

ListGroups ListGroups
ListGroupsForUser ListGroupsForUser
ListPolicies ListPolicies
ListAttachedGroupPolicies ListAttachedGroupPolicies
ListAttachedUserPolicies ListAttachedUserPolicies

ListEntitiesForPolicy

ListEntitiesForPolicy

ListMFADevices

ListMFADevices

ListVirtuaMFADevices ListVirtualMFADevices
BEE | GetUser GetUser

GetGroup GetGroup

GetPolicy GetPolicy

GetAccountPasswordPolicy GetAccountPasswordPolicy
BN | CreateAccessKey CreateAccessKey
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DeleteAccessKey

DeleteAccessKey

UpdateAccessKey UpdateAccessKey
CreateUser CreateUser

DeleteUser DeleteUser

TagUser TagUser

UntagUser UntagUser

CreateGroup CreateGroup
DeleteGroup DeleteGroup
AddUserToGroup AddUserToGroup
RemoveUserFromGroup RemoveUserFromGroup
ChangePassword ChangePassword

UpdateAccountPasswordPolicy

UpdateAccountPasswordPolicy

DeleteAccountPasswordPolicy

DeleteAccountPasswordPolicy

CreateVirtualMFADevice

CreateVirtualMFADevice

DeactivateMFADevice

DeactivateMFADevice

DeleteVirtualMFADevice

DeleteVirtualMFADevice

EnableMFADevice

EnableMFADevice

CreateLoginProfile

CreateLoginProfile

DeleteLoginProfile

DeleteLoginProfile

UpdateLoginProfile

UpdateLoginProfile

BN

CreatePolicy

CreatePolicy

DeletePolicy

DeletePolicy

AttachUserPolicy

AttachUserPolicy

DetachUserPolicy

DetachUserPolicy

AttachGroupPolicy

AttachGroupPolicy

DetachGroupPolicy

DetachGroupPolicy
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