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3.1 &I K

AN REST AP &K 14 i

15K URI

OBS MRIEA AT G K IR S HOR I 2 BARET URI, 475 BT IR ERT, mTLA
i FIX AN URI ik o

URI ) — s O (7465 WA RTIETD «
protocol://[bucket.]Jdomain[:port][/object][?param]

#3-1 URI g5 %

2% ik Sl
i%

protocol | iERAEFHIPMNEAL, W1 HTTP. HTTPs. HTTPs oRifiidee | ik
A1) HTTPs Vi 1% %6, OBS % HTTP, HTTPs Hifitin

SN
bucket | R AIM BRI, 7EREA RGP ME—AR IR — M CIpvH
domain | £TRBEIE I R 55w O3 424 B 1P Lk ik

port TR A DT . IR IR S A REAFE AR 8 | olik
ANHE R B S 1, &R A b B BRI S,
HTTP BRI\ 4 80, HTTPs [IER AR Kk 443,

OBS X % A7 AR 25 19 http 5 2015 9] 35 114 80, HTTPs 77 i

I it 124 443
object TERAEH] B SR IR A CIpvA
param TSR AEH] AR AN S0 BARBER,  SREBRYONTERIFEN R | Wik
B & B
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RIRBARFI R Z NPT, AR S 00485 . OBS A& T DNS A A7 AL A= 7T S 14 49
ZE, BRARGHRARLEFR, £EME URL 69 IAE AR & 0¥ AR L 52 4£ domain 7T

@, HREZBIREH X, AR EMEIT RS,

Bk, 4o FIEA —/MzF al K39 % A test-bucket 4948, H12 37 FIARF —/~ % H test-
object 2+ %49 acl, E#8937 ] URL # https://test-bucket.obs.al.example.com/test-

object?acl
WBKRTE

HTTP J5i% (RRANERAEERENIAD, & 5 RIS IR IEAE T SR AT 4 SR A

32 MHREMTIFN REST K74

Bk iER

GET TR RSS2 IR [l 2 IR, WIEREUESIR . N %%,

PUT TR IRSS A E e E TR, WM. A 2%,

POST T SRR S5 20 B YR BT R A, Wlih i AR BUE S B FE

%o

DELETE | iR R4S aemibete e veis, it 245,

HEAD B R AR SS 25 IR [ 46 2 BHIRAOREES, RO S EdE 55 .

OPTIONS | ¥ RARSS #ofi &2 5 A AN RIRIERIERSR, FZEAMFlCE CORS.
lﬁ ;k élu\}

ARG Rk B, andisE (19 URL AL HTTP J7ik AT ER I 7B . TRANI A 3Lk
HELTBOES LK 3-3,

HELEZM faiR 2/ LIE
Authorization | 5RVHE AL E L. A oAb ik
KR FRFH
BRONE: .

Slh: BEAERAFEM, HAbERBIE.
Content-Length | RFC 2616 H5& YW E (AMEENEL) £ 5D

.
ES e T
B .
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ZAF: PUT #ERIINE XML FOHAE 4055

Content-Type

PR ARIZEAY, Flan:  text/plain.
FA: FREH,
BRNE: .

o

Date

TR AR H R 1.
KM .
BRI T

FA IR A TR B B kb T x-obs-
date ‘7B, MIFDAANHZ 7B, HARE LN 4
.

(EF SR

Host

R EHLHAE.

bucketname.obs.region.example.com.
HM. TR
ERME: .

P

FEKHRE (AT

BRI BB DL R R X (i JSON B XML) K, 5iER W E k9 Content-
type X8, GBS R BSLZ AMONZ.. £iE R B S Hr, idr
FEh iy UTF-8 4ifil

O BRI BN EAR, IR DA ZAA1E R B (568 UL
B, GET. DELETE #AFR R LA 7 20 Bk, TSR Bk 2 75 2R

&FIFR

P FAAR M5 -

A PR T AT AR T MR AT ISR B ORISR, 225008

e CcURL

CURL s&2 — AT LH, FR#UTHF URL HAEFIE B4&4% . cURL 78 41 /&

HTTP % /i, W LLRIE HTTP 53Rk 45 iRks5 i,  FHEisom R &

cURL & T4

HER. 55T cURL ¥E41(5 2% 2 I hitps://curl.haxx.se/. BT cURL TGiZit 52
%, 8 cURL IS RFV B 44 1) A 2k OBS %K.

o 4l

W gAY R, AAEERIE R, IR AR BRI S
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3.2 INIEEERR

3.2.1 BPR&ERZYENE

OBS i AK/SK XHERIFAIT 44, 7EA] OBS Kikig R, %5 i kikmaE AN E Bk
T AL A SK. TESRESTE]) . 15 RIS DA RS 4 E S .

e AK(Access Key ID): Vi n%4H ID. SHA V7 A % H BRI ME— AR IR AT U7 iR %5 4H
ID FIALE Uy i) B — i, XHE RTINS 4. kX5 an:
HCY8BGCN1YM5ZWYOK1MH

®  SK(Secret Access Key): S5ifila1% 487 ID 45 &1 I8, JHERBHATIN®%4,
AIERIRRIETT, FEBT IR RPE . A& .
9zYwfluabSQY0JTnFqbUqG7vcfqYBaTdXde2GUcq

FHPRTLUZE IAM RS 3REL AK I SK, SREU 7153 0 6.3 FRELT M) 25 4H
(AK/SK).

OBS {R#EN 75, #24L7T 3.2.2 Header F1#772544 . 3.2.3 URL F#772544 F1 3.2.4
FETF WA P AR R R 4 3 ML T

L Header sl 4 il i 2 44 IR IE JEFR U195 3-4 . Header s 244 Jridh
9 LRSS AR, 7520 3.2.2 Header i &

%<3-4 OBS &It EMIG IS

g il
%4 | 1 kgiE HTTP HE PUT /object HTTP/1.1
T Host: bucket.obs.region.example.com

Date: Tue, 04 Jun 2019 06:54:59 GMT
Content-Type: text/plain
Content-Length: 5913

2. R4 N R StringToSign = HTTP-Verb + "\n" + Content-MD5 +

StringToSign "\n" + Content-Type + "\n" + Date + "\n" +
CanonicalizedHeaders + CanonicalizedResource
3. % AK il SK AK FHxxE

SK *kkkkk

4. 1% 4 Signature | Signature = Base64( HMAC-
SHA1( SecretAccessKeylID, UTF-8-Encoding-
Of( StringToSign) ) )

5. Ishnz4g ki &%) | PUT /object HTTP/1.1

OBS %% Host: bucket.obs.region.example.com

Date: Tue, 04 Jun 2019 06:54:59 GMT
Content-Type: text/plain

Content-Length: 5913

Authorization: OBS AccessKeylID:Signature
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medr | 6. BRI HTTP 4.6 PUT /object HTTP/1.1
BSE Host: bucket.obs.region.example.com

Date: Tue, 04 Jun 2019 06:54:59 GMT
Content-Type: text/plain

Content-Length: 5913

Authorization: OBS AccessKeylID:Signature

7. WAEIER P AK 3K | Mkl Authorization F1EUH AK, 25 TAM B [A| A

I SK JUH) SK
8. IR A4 H N E StringToSign = HTTP-Verb + "\n" + Content-MD5 +
StringToSign "\n" + Content-Type + "\n" + Date + "\n" +

CanonicalizedHeaders + CanonicalizedResource

9. 1844 Signature | Signature = Base64( HMAC-
SHA1( SecretAccessKeylID, UTF-8-Encoding-
Of( StringToSign)))

10. BE%E 44 Bk kI Authorization 1) Signature 5 Iz %5 % it
S Signature & 75 F14%

M BRRUEET
AHHAE: A4 IIERIL

3.2.2 Header P#EHZHZ

OBS [T API £z LI# AT Ui 7E header 55258 44 77 SORIEAT SO AiE, M2
FH B AIE T 3K

7E Header H#fE7525 4 2 #8058 HTTP J4 27 Authorization header ki 17254 15
B, BRI RN

Authorization: OBS AccessKeyID:signature
AR RIS AR R
1. HEIE R 745 5 (String ToSign) -
2. WP IEE R AT UTF-8 4.
3. fHH SK W3 D s BT HMAC-SHAL %4 1H5 .
4. W= 045 BT Base64 Gifid, HR%L.
VE SR 45 H (String ToSign) #& HEAn U BEA TR, 2SS EU0 & Lk 3-5 FivR.
StringToSign =
HTTP-Verb + "\n" +

Content-MD5 + "\n" +
Content-Type + "\n" +
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Date + "\n"

+

CanonicalizedHeaders + CanonicalizedResource

#3-5 #3E StringToSign FrES#iAR

2%

ik

HTTP-Verb

Fae R 79, XF REST #1015, BIN http iR EAEK
VERB, #f: "PUT", "GET", "DELETE"&7/FH .

Content-MD5

1% 18 RFC 1864 brvH it 5 H W SRR MD5 fi B 747 ek, BRI E4A
128-bit MD5 {H£1d base64 4wt [543 B 74F 8, ATLUNE . HARTE
Z W3R 3-10 LLE R T W5 55w B,

Content-Type

WAL, MTHeE HERE, fll:  text/plain.
RN ZERIE, XS HAR T AR AL, WK 3-6.

Date

AR SR I TR), (AR AR RFC 11235

M HE LT B x-obs-date I, S HUEIRAS TR A AR LK 3-
10.

AN SR HEAT IS S AT HRAE - CAniim 347 SRS RN 2546 4
By I, ZSHATHE.

Canonicalized
Headers

HTTP & 3k ksl 1 1) OBS 1 3Rk 7B, BILL “x-obs-" fEAHTHE Ik

I, 4 “x-obs-date, x-obs-acl, x-obs-meta-*” .

1. WKk F B RN ITA A ER NN, TERNEZATB
i, B BT o B R O 7 1 T N B T HET

2. TEIRIE KL FZB, WRAEANFE, WHEEHITE
u: x-obs-meta-name:namel F1 x-obs-meta-name:name2, W75 E
B EALZTBRIE (X HEZE namel Il name2) LUES 00, &
x-obs-meta-name:namel,name2.

3. SKIA I R L F B FIOBE A R VS A AE ASCH s A T
AR R ST B AN S UE A E ASCH A EAN AT
FRF, nR—E BEHAE ASCH BB AT RAFRF, 5B i
EAT i m A AL, BT LR URL 4miiEi# Base64 4mfid, k%S
Uiy AN A

4, HERLFBAEHELE LT E table S8, FTEH . FlU:
x-obs-meta-name: name (name i A — M LR XS , HEE
#4: x-obs-meta-name:name

5. BF—MENR KT B a # R 2 50ER T, WK 3-8

Canonicalized
Resource

Fon HTTP &R AT48 2 1) OBS %EJR, ity =0l s

<M B+ RG>+ TP 1] + [FHE 2] + ...

1. WA 54, filtn: /bucket/object. WA X 54, WKz
i, WIN"foucket!, Wi WEA, WA “17 .

2. WA THE, WP BHIEE gk, #ilinvacl, ?logging.

OBS S ## % Fh 7 ¥ Y5, fH5: CDNNotifyConfiguration, acl,
append, attname, backtosource, cors, customdomain, delete,
deletebucket, directcoldaccess, encryption, inventory, length, lifecycle,
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location, logging, metadata, modify, name, notification, orchestration,
partNumber, policy, position, quota, rename, replication,
requestPayment, response-cache-control, response-content-disposition,
response-content-encoding, response-content-language, response-
content-type, response-expires, restore, select, storagePolicy,
storageinfo, tagging, torrent, truncate, uploadld, uploads, versionld,
versioning, versions, website, x-image-process, x-image-save-bucket,
X-image-save-object, x-obs-security-token

WARAZANT U, ARSI RHEN, 752 E RT3
PSR H G 7 M AN EURHRS, JREA “&” B,

iR

FRREF AE—G, TEBFR URL &8 S AR X8 F69T TR
(#p14, key=valuel&key=value2) , 4= A XA, OBS K445 4
HRARSHEE AT HTRLELAGFE AT TRGMEL TR ITF LS > £ 15
A
AR BT % (GetObject) &0 A, RZAHE A bucket-test, 3£ &%
object-test, 3T a9 A5 H xxx, FIEEZEES Content-Type #
text/plain, AR 4 % %+t H 4 49 CanonicalizedResource % : /bucket-test/object-
test?response-content-type=text/plain&versionld=xxx.

N F LSRR B T — 2845 5% StringToSign FI41 1

7<3-6 FRENATR

ERIHE K StringToSign
GET /object.txt HTTP/1.1 GET \n

Host: bucket.obs.region.example.com \n

Date: Sat, 12 Oct 2015 08:12:38 GMT \n

Sat, 12 Oct 2015 08:12:38 GMT\n
/bucket/object.txt

#23-7 {FRIERT AK/SK #0 securitytoken &38R

content-type: text/plain
Content-Length: 5913339

ERIHE X StringToSign
PUT /object.txt HTTP/1.1 PUT\n
User-Agent: curl/7.15.5 \n

Host: bucket.obs.region.example.com text/plain\n

x-obs-date:Tue, 15 Oct 2015 07:20:09 GMT | \n
x-obs-security-token: YwkaRTbdY8g7q.... | x-obs-date:Tue, 15 Oct 2015 07:20:09

GMT\n
x-obs-security-token:YwkaRTbdY8g7q....\n
/bucket/object.txt

17
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3-8 HIHKKFR EEXR

Date: Mon, 14 Oct 2015 12:08:34 GMT
x-obs-acl: public-read

EKIEEk StringToSign
PUT /object.txt HTTP/1.1 PUT\n
User-Agent: curl/7.15.5 \n

Host: bucket.obs.region.example.com text/plain\n

Mon, 14 Oct 2015 12:08:34 GMT\n
x-obs-acl:public-read\n

content-type: text/plain /bucket/object.txt
Content-Length: 5913339
=39 FRELXR ACL
EKIHEk StringToSign
GET /object.txt?acl HTTP/1.1 GET \n
Host: bucket.obs.region.example.com \n
Date: Sat, 12 Oct 2015 08:12:38 GMT \n
Sat, 12 Oct 2015 08:12:38 GMT\n
/bucket/object.txt?acl
#%3-10 _Ef&ExJ5 B+ Content-MD5 ki
ERIHE X StringToSign
PUT /object.txt HTTP/1.1 PUT\n

Host: bucket.obs.region.example.com
x-obs-date:Tue, 15 Oct 2015 07:20:09 GMT

Content-MD5:
I5pU0r4+sgO9EmgIIKMQUg==

Content-Length: 5913339

15pU0r4+sgO9EmMgI1IKMQUg==\n
\n
\n

x-obs-date:Tue, 15 Oct 2015 07:20:09
GMT\n

/bucket/object.txt

Java & Content-MD5 Bt 5 75 3% =451

import java.security.MessageDigest;

import sun.misc.BASE64Encoder;

import java.io.UnsupportedEncodingException;

import java.security.NoSuchAlgorithmException;

public class Md5{
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public static void main(String[] args) {

try {
String exampleString = "blog";
MessageDigest messageDigest = MessageDigest.getInstance ("MD5") ;
BASE64Encoder encoder = new BASE64Encoder ();
String contentMd5 =

encoder.encode (messageDigest.digest (exampleString.getBytes ("utf-8")));

System.out.println ("Content-MD5: " + contentMd5) ;

} catch (NoSuchAlgorithmException | UnsupportedEncodingException e)

{

e.printStackTrace();

}

FRAE 1 3R 72455 55 (String ToSign) A1 FH 7+ SK i FH 1 R 532245 i Signature, A= i #2448
HMAC %77 (hash-based authentication code algorithm).

Signature = Base64 ( HMAC-SHAL ( YourSecretAccessKeyID, UTF-8-Encoding-
Of ( StringToSign ) ) )

190 T AE 52 X 38 A1 A 4 9 newbucketname2 FIFAE HE, 25 P uiissRig oA

PUT / HTTP/1.1

Host: newbucketname?2.obs.region.example.com

Content-Length: Iength

Date: Fri, 06 Jul 2018 03:45:51 GMT

x-obs-acl:private

x—-obs-storage-class:STANDARD

Authorization: OBS UDSIAMSTUBTEST000254:ydH8ffpcbS6YpeOMcEZEnOwE90C=

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>

</CreateBucketConfiguration>

Java PEBRITE G E

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.util.ArrayList;

import java.util.Arrays;

import java.util.Base64;

import java.util.Collections;

import java.util.HashMap;

import java.util.List;

import java.util.Locale;

import java.util.Map;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import org.omg.CosNaming.IstringHelper;
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public class SignDemo {

private static final String SIGN SEP = "\n";
private static final String OBS PREFIX = "x-obs-";
private static final String DEFAULT ENCODING = "UTF-8";

private static final List<String> SUB RESOURCES =

Collections.unmodifiablelList (Arrays.asList(

"CDNNotifyConfiguration", "acl", "append", "attname", "cors",
"delete",

"deletebucket", "length", "lifecycle", "location", "logging",

"metadata", "modify", "name", "partNumber", "policy", "position",
"quota",

"rename", "replication", "response-cache-control", "response-content-
disposition",

"response-content-encoding", "response-content-language", "response-

content-type", "response-expires",
"storagePolicy", "storageinfo", "torrent", "truncate",
"uploadId", "uploads", "versionId", "versioning", "versions",
"website",

"x-obs-security-token"));

private String ak;

private String sk;

public String urlEncode (String input) throws UnsupportedEncodingException

return URLEncoder.encode (input, DEFAULT ENCODING)
.replaceAll ("$7E", "~") //for browser
.replaceAll ("$2F", "/");

private String join(List<?> items, String delimiter)
{
StringBuilder sb = new StringBuilder();
for (int 1 = 0; i < items.size(); i++)
{
String item = items.get(i).toString();
sb.append (item) ;
if (i < items.size() - 1)
{
sb.append (delimiter) ;

}

return sb.toString();

private boolean isValid(String input) {

return input != null && !input.equals("");
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public String hamcShal (String input) throws NoSuchAlgorithmException,
InvalidKeyException, UnsupportedEncodingException {
SecretKeySpec signingKey = new
SecretKeySpec (this.sk.getBytes (DEFAULT ENCODING), "HmacSHAL");
Mac mac = Mac.getInstance ("HmacSHA1") ;
mac.init (signingKey) ;
return
Base64.getEncoder () .encodeToString (mac.doFinal (input.getBytes (DEFAULT ENCODING))) ;
}

private String stringToSign (String httpMethod, Map<String, String[]> headers,
Map<String, String> queries,
String bucketName, String objectName) throws Exception({
String contentMd5 = "";
String contentType = "";
String date = "";

TreeMap<String, String> canonicalizedHeaders = new TreeMap<String,
String>();

String key;
List<String> temp = new ArrayList<String>();

for (Map.Entry<String, String[]> entry : headers.entrySet()) {
key = entry.getKey();
if(key == null || entry.getValue() == null || entry.getValue().length
== 0) {
continue;

key = key.trim() .toLowerCase (Locale.ENGLISH) ;

if (key.equals ("content-md5")) {
contentMd5 = entry.getValue() [0];
continue;

}

if (key.equals ("content-type")) {
contentType = entry.getValue() [0];
continue;

}

if (key.equals ("date")) {

date = entry.getValue() [0];

continue;

if (key.startsWith (OBS PREFIX)) {

for (String value : entry.getValue()) {
if (value !'= null) {

temp.add (value.trim());

}
canonicalizedHeaders.put (key, this.join(temp, ","));

temp.clear();
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if (canonicalizedHeaders.containsKey ("x-obs-date")) {

date = "";

// handle method/content-md5/content-type/date
StringBuilder stringToSign = new StringBuilder();
stringToSign.append (httpMethod) .append (SIGN SEP)

.append (contentMd5) .append (SIGN SEP)

.append (contentType) .append (SIGN SEP)

.append (date) .append (SIGN SEP) ;

// handle canonicalizedHeaders
for (Map.Entry<String, String> entry : canonicalizedHeaders.entrySet()) {

stringToSign.append (entry.getKey()) .append(":") .append(entry.getValue()) .append
(SIGN_SEP);
}

// handle CanonicalizedResource
stringToSign.append ("/") ;
if (this.isValid (bucketName)) {
stringToSign.append (bucketName) .append ("/") ;
if(this.isValid(objectName)) {
stringToSign.append (this.urlEncode (objectName)) ;

TreeMap<String, String> canonicalizedResource = new TreeMap<String,
String>();
for (Map.Entry<String, String> entry : queries.entrySet()) {
key = entry.getKey();
if (key == null) {

continue;

if (SUB RESOURCES.contains (key)) {

canonicalizedResource.put (key, entry.getValue());

if (canonicalizedResource.size () > 0) {
stringToSign.append ("?2");
for (Map.Entry<String, String> entry : canonicalizedResource.entrySet())

stringToSign.append (this.urlEncode (entry.getKey()));
if (this.isValid(entry.getValue())) {

stringToSign.append ("=") .append (this.urlEncode (entry.getValue()));
}
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// System.out.println(String.format ("StringToSign:%s%s",

stringToSign.toString()));

return stringToSign.toString();

public String headerSignature (String httpMethod, Map<String,

Map<String,

String> queries,

String bucketName,

//1. stringToSign

String objectName)

SIGN SEP,

String[]> headers,

throws Exception ({

String stringToSign = this.stringToSign (httpMethod, headers, queries,

bucketName,

objectName) ;

//2. signature

return String.format ("OBS $s:%s

[

public String querySignature (String httpMethod, Map<String,

Map<String,

String> queries,

String bucketName,

String objectName,

if (headers.containsKey ("x-obs-date")) {

headers.put ("x-obs-date", new String[]

lelse {

}

headers.put ("date"

//1. stringToSign

String stringToSign =

bucketName,

objectName) ;

//2. signature

long expires)

", this.ak, this.hamcShal (stringToSign))

String[]> headers,

throws Exception {

{String.valueOf (expires) });

', new String[] {String.valueOf (expires)});

this.stringToSign (httpMethod, headers, queries,

return this.urlEncode (this.hamcShal (stringToSign));

public static void main (String[] args) throws Exception {

SignDemo demo = new Si

gnDemo () ;

demo.ak = "<your-access-key-id>";
demo.sk = "<your-securet-key-id>";
String bucketName = "bucket-test";

String objectName = "hello.jpg";

Map<String, String[]>

headers.put ("date",

headers = new HashMap<String,

headers.put ("x-obs-meta-keyl", new Stringl[

(

headers.put ("x-obs-acl", new String[] {"public-read"});
(
(

headers.put ("x-obs-meta-key2", new Stringl[

Map<String,

queries.put ("acl",

String> queries = new HashMap<String,
null) ;

String[1>();
new String[] {"Sat, 12 Oct 2015 08:12:38 GMT"});

1 {"valuel"});
] {"value2", "value3"});
String>();
queries,

System.out.println(demo.headerSignature ("PUT", headers,

bucketName,

}

objectName)) ;
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B R IIREIIEE ROy R IRIAT I TA) AN [F) AR 4K -
ydH8ffpcb86YpeOMcEanOWEQOC:

st PRI
Python &R E T’
import sys
import hashlib
import hmac
import binascii

from datetime import datetime

IS PYTHON2 = sys.version info.major == 2 or sys.version < '3'
yourSecretAccessKeyID = '275hSvB6EEOOrBNsMDEfOaICQOnilYaPZhXUaSK64'
httpMethod = "PUT"

contentType = "application/xml"

# "date" is the time when the request was actually generated
date = datetime.utcnow().strftime('%a, %d %$b %Y %$H:%M:%S GMT')
canonicalizedHeaders = "x-obs-acl:private"
CanonicalizedResource = "/newbucketname2"
canonical string = httpMethod + "\n" + "\n" + contentType + "\n" + date + "\n" +
canonicalizedHeaders + CanonicalizedResource
if IS PYTHON2:
hashed = hmac.new (yourSecretAccessKeyID, canonical string, hashlib.shal)
encode canonical = binascii.b2a base64 (hashed.digest()) [:-1]
else:
hashed = hmac.new (yourSecretAccessKeyID.encode ('UTF-8"'),
canonical string.encode ('UTF-8'),hashlib.shal)
encode canonical = binascii.b2a base64 (hashed.digest()) [:-1].decode ('UTF-8")

print encode canonical

BT RIREI A R (R IR PAT I [ AN [F) 32 46D«
ydH8ffpcb86YpeOMcEanOWE90c:

3.2.3 URL H#EH %

URL H#45%5 4. OBS k%5 3C e P iiE — MR e BB URL, X~ URL HHaxfl &
R AK. &4, BR800, BIREE R, (TAEREIXA URL A AT HATIX A EAE,
OBS H&%W@JL MER FEUNIZIER AR URL F 7 H CERITERAE. Bl tnfig—
MWL G BT E R URL, ZHHHM URL MARE FEIX NS, {HiZ URL
P Expires $H 72 02 S0P 4 2. URL e 4 98T FE SR04 S0 A
Secret Access Key UL, kAl ABEFI TS A HY URL SKREEAT B 4 AIE,  FF4RAT T
5E SCHIHEAE .

URL #5725 4415 R i yH B = an T

GET /ObjectKey?AccessKeyIld=AccessKeyID&Expires=ExpiresValue&Signature=signature
HTTP/1.1
Host: bucketname.obs.region.example.com

URL tfd F it AK, SK 1 securitytoken % 42 Bk 2 dn -
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GET /ObjectKey?AccessKeyIld=AccessKeyID&Expires=ExpiresValue&Signature=signature&x-

obs-security-token=securitytoken HTTP/1.1
Host: bucketname.obs.region.example.com

SHRENRTF XK 3-11 .

<3-11 WK HESH

SHRAR Eip% =EWIE
AccessKeyld BRFH AK SR . OBSIRIE AK e B RH | &

BRI, HFA URL SRS R 7E .
KT .

Fm

Expires 5 S 52 A 2R R PR Ti) 5 I B 32 AL B R B Ay
24 /NI, (EHRWIREE TIR 1) AK, IR
A TR) e RAB 1 L BE N 24 /NIF; UTC B,
1970 % 1 A 1 HERN 2 J5 1I$8 € ) Expires B[]
WA (AR ML

R TR

Signature FR¥EH - SK. Expires 25501 HH %45
E

itho

ESUNE 2 )

A

x-obs-security-token | {ii F Il AK/SK SR, I AK/SK Al
securitytoken A Zi I A, 15 3K Sk rh 7 EEES 0
“x-obs-security-token” FB

o

ZrA T EE R R
1. I K45 5 (StringToSign) -
2. XSS R HEAT UTF-8 4.
3. Ml SK X5 B A AT HMAC-SHAL %4415
4, X =P R IEAT Base64 gl .
5. X HVUBHEE RHAIT URL g, 331254
T SR T4 5 (String ToSign) 4% f 4n N R BEATHIE, &S LWk 3-12 fiis:
StringToSign =
HTTP-Verb + "\n" +
Content-MD5 + "\n'" +
Content-Type + "\n" +

Expires + "\n" +

CanonicalizedHeaders + CanonicalizedResource;
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$3-12 #33& StringToSign FrES#i5AA

2H

f:puy

HTTP-Verb

fR¥EHRAER T, X REST #0115, B4 http 15 R E#R1E K
VERB, #1: "PUT", "GET", "DELETE"2:74FE,

Content-MD5

%18 RFC 1864 byt 5 H SRR MD5 B 7775, RISk
128-bit MD5 {41 base64 Zwbd a3 I 775, ATLLAZS.

Content-Type

WARR, HTHeE HERE, Fll:  text/plain.
MiE RPN ZELI,, ZSEEL R R AR

Expires

15 B P52 A R 285 1), B K9 S8 228 Expires [¥11H ExpiresValue.

Canonicalized
Headers

HTTP iR 8 ) OBS 3Rk 7B, BILL “x-0bs-” 1R AT Ak

I, 4N “x-obs-date, x-obs-acl, x-obs-meta-*” .

1 iR RF B RBEAM TS 2R EL NG, FERMEZANFE
i, BN BT T B e O 7 1 U N BRI T HET

2. TEIIE SRR ZB, WRAHEAN TR, WHEHITET
U: x-obs-meta-name:namel £ x-obs-meta-name:name2, 75 E 4
B ELFERME (GXHE&E namel Al name2) LLES 00, &I
x-obs-meta-name:name1,name2.

3. SKI A R L F B FIOBE A R VS A AE ASCH s A AT
BFRFs RSB I E A ESE A AE ASCH B EA AT
TR, R BAEH AR ASCH ASE A TR B 7455, T i
BT gm R AL B8, 7T PSR A URL 4w hY e Base64 4ifi, RS
g AN AR b

4. MG RLFEHPEALE S EL table BERT, FFEHIF . Hil0:
x-obs-meta-name: name (name B A —NEE X)) , THEE
#>M: x-obs-meta-name:name

5. & MER KT BURE A 2 5T

Canonicalized
Resource

Fon HTTP iR rfR € (1) OBS %, iy i T

< A+XT RG>+ T IR+ [T 50 2] + ...

1. WA %44, #lhn: /bucket/object. UWIRIEE X R4, W)z
i, W5 foucket!, Wi WEA, MR “17 .

2. WA TR, W7 RISE Mk, #ltn?acl, ?logging.

OBS X #f#-Fli-F¥YR, f¥5: CDNNotifyConfiguration, acl,
append, attname, backtosource, cors, customdomain, delete,
deletebucket, directcoldaccess, encryption, inventory, length, lifecycle,
location, logging, metadata, modify, name, notification, orchestration,
partNumber, policy, position, quota, rename, replication,
requestPayment, response-cache-control, response-content-disposition,
response-content-encoding, response-content-language, response-
content-type, response-expires, restore, select, storagePolicy,
storageinfo, tagging, torrent, truncate, uploadld, uploads, versionld,
versioning, versions, website, x-image-process, x-image-save-bucket,
X-image-save-object, x-obs-security-token

3. MAFAZATHRIE, AOFXLETRIEN, FEELHXETE
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2% iy
PAEIEH O 7 (1 7 L AN EIRHES, R “&” Bt
PR

o FTHRBWAE—MY, THIBGFKRE URL &85 MAF KT8 T 5FR
(f5l4a, key=valuel&key=value2) , 4=% HEXAH I, OBS RH3m%E 4%

AT HEE AT HRLEAR FE AT HRGEETE RS> A4
A

o kBt % (GetObject) # v H#), 1Bi%4%% 7% bucket-test, % %%
object-test, X £ 49 AT A xxx, RIHE £ F 5 Content-Type 4
text/plain, A 4 & %+t H & 49 CanonicalizedResource 7 : /bucket-test/object-
test?response-content-type=text/plain&versionld=xxx .

HR 4 17 >R 745 £ (String ToSign) AT A 7 SK A F 4 8942 i Signature,  AE aliid 7248 A
HMAC %74 (hash-based authentication code algorithm) .

Signature = URL-Encode( Base64( HMAC-SHAl ( YourSecretAccessKeyID, UTF-8-Encoding-
Of ( StringToSign ) ) ) )

URL ¥ Signature v15 77721 Header 4717 i) Authorization %544 715 77744 P AR AN

® URL #4544 1E Base64 4ifid J5 i #2421 d URL %ifid
e StringToSign ) Expires A5k Authorization J4.8 #1134 2.3k Date % .
S URL #5745 %5 44 77 O e 2% 28 il sE S URL S5«

#<3-13 TEXIRTE URL FIEHZEZANER K StringToSign

ERIHE kK StringToSign
GET GET \n

/objectkey?AccessKeyld=MFyfvK41ba2giq | \p
M7Uio6PznpdUKGpownRZIMVmHc&EXp
ires=1532779451&Signature=0AkyIf43Bm \n
3mD1bh2rM3dmVp1B0%3D HTTP/1.1 1532779451\n

Host: /examplebucket/objectkey

examplebucket.obs.region.example.com

#3-14 7€ URL F{EMIIGRT AK/SK F1 securitytoken TEx15i&K & StringToSign

ERIHE kK StringToSign

GET GET \n
lobjectkey?AccessKeyld=MFyfvK41ba2giq | \,
M7Uio6PznpdUKGpownRZImVmHc&EXxp

ires=1532779451&Signature=0AkyIf43Bm \n

3mD1bh2rM3dmVp1Bo%3D&Xx-0bs- 1532779451\n
security-token=YwkaRTbdY8g7q.... Jexamplebucket/objectkey?x-obs-security-
HTTP/L.1 token:YwkaRThdY8g7q....
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ERIHE X StringToSign
Host:
examplebucket.obs.region.example.com

MRAEREA4 VA

Signature = URL-Encode( Base64( HMAC-SHAl ( YourSecretAccessKeyID, UTF-8-Encoding-
Of ( StringToSign ) ) ) )

T4, SREH Host /8 URL MRT4E, AT DAAR sefilse S URL:

http(s)://examplebucket.obs.region.example.com/objectkey?AccessKeyld=AccessKeylID&Ex
pires=1532779451&Signature=0Akylf43Bm3mD1bh2rM3dmVp1B0%3D

7E 30 2% P B e N Z ik I AT LR % examplebucket #fi ) objectkey X R . X MEE
FERE RO 1532779451(Sat Jul 28 20:04:11 CST 2018).

7E Linux 255 _EAF A curl €y 417 0)7F S & 714 d BNEL X, 41 R r 2% % objectkey T
# F output S0

curl
http(s)://examplebucket.obs.region.example.com/objectkey?AccessKeyld=AccessKeyl D\&Ex
pires=1532779451\&Signature=0Akylf43Bm3mD1bh2rM3dmVp1B0%3D -X GET -0
output

(RERLY::
o BT R AE ) URL P 5 4 4 A2 L URL, Mt H & 40t 1RS48 B R Ak 4% A

JER3RAER 569 “ Content-MD5”, “Content-Type”. “CanonicalizedHeaders” kit f£ & 2. & Wi
WRERRGFXRAN, FRAZIRSHZE, SRTELER,

Java PEZHITE TS
import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;
import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.util.ArrayList;
import java.util.Arrays;
import java.util.Base64;
import java.util.Collections;
import java.util.HashMap;
import java.util.List;
import java.util.Locale;
import java.util.Map;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import org.omg.CosNaming.IstringHelper;

public class SignDemo {
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private static final String SIGN SEP = "\n";
private static final String OBS PREFIX = "x-obs-";
private static final String DEFAULT ENCODING = "UTF-8";

private static final List<String> SUB RESOURCES =

Collections.unmodifiablelList (Arrays.asList(

"CDNNotifyConfiguration", "acl", "append", "attname", "cors",
"delete",

"deletebucket", "length", "lifecycle", "location", "logging",

"metadata", "modify", "name", "partNumber", "policy", "position",
"quota",

"rename", "replication", "response-cache-control", "response-content-
disposition",

"response-content-encoding", "response-content-language", "response-

content-type", "response-expires",

"select", "storagePolicy", "storageinfo", "torrent", "truncate",

"uploadId", "uploads", "versionId", "versioning", "versions",
"website",

"x-obs-security-token"));

private String ak;

private String sk;

public String urlEncode (String input) throws UnsupportedEncodingException

return URLEncoder.encode (input, DEFAULT ENCODING)
.replaceAll ("$7E", "~") //for browser
.replaceAll ("$2F", "/");

private String join (List<?> items, String delimiter)
{
StringBuilder sb = new StringBuilder();
for (int 1 = 0; i < items.size(); i++)
{
String item = items.get(i).toString();
sb.append (item) ;
if (i < items.size() - 1)
{
sb.append (delimiter) ;

}

return sb.toString();

private boolean isValid(String input) {

return input != null && !input.equals("");

public String hamcShal (String input) throws NoSuchAlgorithmException,
InvalidKeyException, UnsupportedEncodingException {

SecretKeySpec signingKey = new
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SecretKeySpec (this.sk.getBytes (DEFAULT ENCODING), "HmacSHAL");
Mac mac = Mac.getInstance ("HmacSHA1") ;
mac.init (signingKey) ;
return
Baseb64.getEncoder () .encodeToString (mac.doFinal (input.getBytes (DEFAULT ENCODING))) ;
}

private String stringToSign (String httpMethod, Map<String, String[]> headers,
Map<String, String> queries,
String bucketName, String objectName) throws Exception({
String contentMd5 = "";
String contentType = "";
String date = "";

TreeMap<String, String> canonicalizedHeaders = new TreeMap<String,
String>();

String key;
List<String> temp = new ArrayList<String>();
for (Map.Entry<String, String[]> entry : headers.entrySet()) {
key = entry.getKey();
if(key == null || entry.getValue() == null || entry.getValue().length
== 0) {

continue;

key = key.trim() .toLowerCase (Locale.ENGLISH) ;

if (key.equals ("content-md5")) {
contentMd5 = entry.getValue() [0];
continue;

}

if (key.equals ("content-type")) {
contentType = entry.getValue () [0];
continue;

}

if (key.equals ("date")) {

date = entry.getValue() [0];

continue;

if (key.startsWith (OBS PREFIX)) {

for (String value : entry.getValue()) {
if (value !'= null) {

temp.add (value.trim());
}

canonicalizedHeaders.put (key, this.join(temp, ","));

temp.clear();

if (canonicalizedHeaders.containsKey ("x-obs-date")) {
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date = "";

// handle method/content-md5/content-type/date
StringBuilder stringToSign = new StringBuilder () ;
stringToSign.append (httpMethod) .append (SIGN SEP)

.append (contentMd5) .append (SIGN SEP)

.append (contentType) .append (SIGN SEP)

.append (date) .append (SIGN SEP) ;

// handle canonicalizedHeaders
for (Map.Entry<String, String> entry : canonicalizedHeaders.entrySet()) {

stringToSign.append (entry.getKey()) .append(":") .append(entry.getValue()) .append

(SIGN_SEP);

}

// handle CanonicalizedResource
stringToSign.append ("/") ;
if (this.isValid (bucketName)) {
stringToSign.append (bucketName) .append ("/") ;
if(this.isValid(objectName)) {
stringToSign.append (this.urlEncode (objectName)) ;

TreeMap<String, String> canonicalizedResource = new TreeMap<String,
String> () ;
for (Map.Entry<String, String> entry : queries.entrySet()) {
key = entry.getKey();
if(key == null) {
continue;

//

if (SUB RESOURCES.contains (key)) {

canonicalizedResource.put (key, entry.getValue());

if (canonicalizedResource.size () > 0) {
stringToSign.append ("?");
for (Map.Entry<String, String> entry : canonicalizedResource.entrySet())

stringToSign.append (this.urlEncode (entry.getKey()));
if (this.isValid(entry.getValue())) {

stringToSign.append ("=") .append (this.urlEncode (entry.getValue()));

}
stringToSign.append ("&") ;

stringToSign.deleteCharAt (stringToSign.length()-1);

System.out.println(String.format ("StringToSign:%s%s", SIGN_SEP,
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stringToSign.toString()));

return stringToSign.toString();

public String headerSignature (String httpMethod, Map<String, String[]> headers,
Map<String, String> queries,
String bucketName, String objectName) throws Exception {

//1. stringToSign
String stringToSign = this.stringToSign (httpMethod, headers, queries,

bucketName, objectName) ;

//2. signature
return String.format ("OBS %s:%s", this.ak, this.hamcShal (stringToSign));

public String querySignature (String httpMethod, Map<String, String[]> headers,
Map<String, String> queries,
String bucketName, String objectName, long expires) throws Exception {

if (headers.containsKey ("x-obs-date")) {

headers.put ("x-obs-date", new String[] {String.valueOf (expires)});
lelse {

headers.put ("date", new String[] {String.valueOf (expires)});

}
//1. stringToSign
String stringToSign = this.stringToSign (httpMethod, headers, queries,

bucketName, objectName) ;

//2. signature
return this.urlEncode (this.hamcShal (stringToSign));

public static void main (String[] args) throws Exception {

SignDemo demo = new SignDemo () ;
demo.ak = "<your-access-key-id>";

demo.sk = "<your-securet-key-id>";

String bucketName = "bucket-test";

String objectName = "hello.jpg";

Map<String, String[]> headers = new HashMap<String, String[]1>();
headers.put ("date", new String[] {"Sat, 12 Oct 2015 08:12:38 GMT"});

(
headers.put ("x-obs-acl", new String[] {"public-read"});
headers.put ("x-obs-meta-keyl", new String[] {"valuel"});
headers.put ("x-obs-meta-key2", new String[] {"value2", "value3"});
Map<String, String> queries = new HashMap<String, String>();

queries.put ("acl", null);

System.out.println(demo.headerSignature ("PUT", headers, queries,
bucketName, objectName)) ;

}
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3.2.4 ETF33

e LARRBFIETE

OBS MR% SCRFHEE T Wi 25 POST bALXT SR, g RS2 (5 BiEd R By

K AL, POST BAEXIG: B, BIE— A kng, el RPHEWEMEMS,
wi: fi%. XNEEETS G, GlE N EET RIS, TR I RK R Ap

WAL A RL signature A policy; )5, B — RN G EAERIHH .

AT S AR AT

1. %I policy N ##E47T UTF-8 4ifid.

2. XE—PMLREAT Basebd gt .

3. AUH SKOEE B 4E i AT HMAC-SHAL 544115 .
4. XFEE =L MSE Rk 4T Base64 4ifi, HEIEA .

StringToSign = Base64 ( UTF-8-Encoding-Of ( policy ) )
Signature = Base64( HMAC-SHAl ( YourSecretAccessKeyID, StringToSign ) )

Policy [N 2540 F -

{ "expiration": "2017-12-31T12:00:00.000Z",
"conditions": [
{"x-obs-acl": "public-read" },
{"x-obs-security-token": "YwkaRTbdY8g7g...." },
{"bucket": "book" },
["starts-with", "S$key", "user/"
]
}

Policy S oL & R IR AN 26 T0 %

Expiration

31T12:00:00.000Z" 7~ 1% KA 2017 4 12 H 31 H 12 SN2 5 8. &%F-B2 policy H
Wi B .

Conditions

Condition J& /N T IR UEA RAE KAV 1) —FhHLE], AT DU X 28 % A B i) i oK
LSRN A o S P ) SR A2 SRAE SR I A 44 6 20T book, % G 44 281 A user/ |if
2%, XHH acl MR AL E. BT AccessKeyld. signature. file. policy. token.

field names LA BT 44 x-ignore-#1 R S I BT T, #R R EEEL S 7E policy H. T3
J& condtion H R 1AL R 0T :

#<3-15 policy FROIZESHIEKHTTE

TCRBHR ik
x-obs-acl 53R H T ACL.

SRS UCEC AN starts-with 25 UCHL .

content-length-range W B FAENT R R K /NE B, SCEF range DUAL
Cache-Control, Content- | REST & 3R 4% 5 Jdek

Type, Content-
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TLRAR

ik

Disposition, Content-
Encoding, Expires

ARSI UCEC AN starts-with 25 1EUCEC

key AR R4

SRS HUTHC AN starts-with 254 UTHC -
bucket IEENHEZR

FERY i1 UN

success_action_redirect

AR G SIS L E A URL Hudik . EARHS &5 S 0
5.4.2 POST 4%,

YRR UCIHC D starts-with 2% DTRL

success_action_status

U ER R85 success_action_redirect, T Th FA% I i (A1 25
RS . AAAHER TS W, 5.4.2 POST EA%.

SCRPRSHULAC o

X-0bs-meta-*

P A 5 SUTEHE

JCR PR T A LS AE ASCH AL B AT R 54,
R A AR ASCH FBE AN TR A4, 75258 i
EAT Wi b2, TSR A URL Zmfidalss Base64 4
i, AR A 2 A A H

S HEFEBRUCHEC AN starts-with 2544:UCHC .

X-0bs-*

HoAth DL x-0bs- 9 HT 45 1 S35k
SRS A UTEC AN starts-with 2514 UCHLD .

x-obs-security-token

HREELP R4,
I AK/SK F1 securitytoken %A N B4 .

Policy &4 ULAL 77 200 R :

%316 policy FH LA

F1

Py

Exact Matches

BRINZTEAILAD, post 22 5 iZ I frI{E L6 20U policy (1)
conditions X B IMEEE . Bl EAAX R FEIN %
EXT % ACL A public-read, ##.H x-obs-acl Jt & FIM{EA
public-read, policy #[#J conditions 7] DA15 9
{"x-obs-acl": "public-read" }a#[ "eq", "$x-obs-acl", “public-
read”], IXPEHE EERLT

Starts With

W AAE R 2, T post 2 5 Hhon) W 76 3 AR AR A0 20 ] 5E
FRPEBRIIR. Blan: EAEXTRA DL user RIS, R Hd
key JGE B AT PLS2 user/testl. user/test2, policy i
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1

ik

conditions H11Z 2% {0 R :
['starts-with", "$key", "user/"]

Matching Any Content

post & LA X TR E AT DL RAT = AH . Bl s R
J& B E W bk ] DR R sk, R g
success_action_redirect Jo & HIME A LL2AE=AE, policy #I
conditions FFIZ &N :

Specifying Ranges

post F L file TCFR ST A 2K BE T g — M 7€ VG
L, SR T BRI RN Bl B SRR 1-
10MB, K file SR AN B LA LLZ 1048576-
10485760, policy ] conditions %0, EEERA
PIEIREE

['content-length-range", 1048576, 10485760]

(MERL

policy 1% A json #& X, conditions TT A% 4 {} A= [] AMFT X, {}TPaLEELEH key F=
value B3R, AR 5H1E; [FEAEHELA . key. value =3, YEFH[E, TF key Zal/E

R$FHEATEE,

Policy H A 5 SUI 45 U R -

#<3-17 policy FuringsE X BIFRF
HENENFT HLFHF
\ SFHL(Y)
\$ KILF5(3)
\b B
\f 571
\n AT
\r [m] %
\t U RIES
v I IR
\UXXXX Hif Unicode F-4F

A LIKER SR AL T — L5 KA Policy T
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$<3-18 7£ examplebucket & _E1% testfile.txt ¥R, FHHIZEXWR ACL RHAILANE

ER policy

POST /HTTP/1.1 {

Host: “expiration": “2019-07-01T12:00:00.000Z",
examplebucket.obs.region.example.com "conditions™ [

Content-Type: multipart/form-data;

boundary= -
7e32233530026
Content-Length: 1250

7e32233530b26
Content-Disposition: form-data;
name="key"
testfile.txt

7e32233530b26

Content-Disposition: form-data; name="x-
obs-acl"

public-read
7€32233530b26

Content-Disposition: form-data;
name="content-type"

text/plain

7e32233530b26

Content-Disposition: form-data;
name="AccessKeyld"

UDSIAMSTUBTEST000002
7e32233530b26

Content-Disposition: form-data;
name="policy"

ewoglCJleHBpcmF0awW9uljogljlwMTktM
DctMDFUMTI6MDA6MDAUMDAWW s
CiAgImNvbmRpdGIvbnMiOiBbCiAgICB7
ImJ1Y2tldCI61CJleGFtcGxIYnVja2V/0liB9
LAogICAgWylJIcSIsIClka2V5liwgInRIc3R
maWxILnR4dCJdLA0JeyJ4LW9icylhY2wi
OiAicHVibGIjLXJIIYWQIiIHO0sCiAgICBbl
mVxliwgliRDb250ZW50LVR5cGUILCAId
GV4dCO9wbGFpbiJdLA0gICAgWyJjh250Z
W50LWxIbmd0aClyYW5nZSIsIDYsIDEw
XQoglFOKfQo=

7e32233530b26

Content-Disposition: form-data;
name="signature"

xxI7bZs/5FgtBUggOdQ88DPZUo00=
7€32233530b26

Content-Disposition: form-data;
name="file";

["eq”,
]
}

$Content-Type", “text/plain"]
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BN

policy

filename="E\TEST_FILE\TEST .txt"
Content-Type: text/plain

123456

7e32233530b26

Content-Disposition: form-data;
name="submit"

Upload

7e32233530b26--

#3-19 7 examplebucket R _E1% file/objl X%, FHHIEEXNRAENBE X TiiE

examplebucket.obs.region.example.com
Content-Type: multipart/form-data;

boundary=
7€329d630b26
Content-Length: 1597

7€3542930b26
Content-Disposition: form-data;
name="key"
file/obj1

7€3542930b26

Content-Disposition: form-data;
name="AccessKeyld"

UDSIAMSTUBTEST000002
7€3542930b26

Content-Disposition: form-data;
name="policy"

ewoglCJleHBpcmF0aw9uljogljIwMTktM
DctMDFUMTI6MDA6MDAUMDAWW s
CiAgImNvbmRpdGIvbnMiOiBbCiAgICB7
ImJ1Y2tldCI61CJleGFtcGxIYnVja2V/0liB9
LAogICAgWYyJzdGFydHMtd210aClsIClka
2V5liwgimZpbGUVII0sCiAgICB7Ingtb2Jz
LW1IdGEtdGVzdDEiOiJ2YWX1ZTEifSw
KICAgIFsiZXEiLCAIiJHgth2JzL W1ldGEtd
GVzdDIiLCAidmFsdWUyll0sCiAgICBblIn
NOY XJOcyl3aXRoliwgliR4LW9icyltZXR
hLXRIc3QzliwgImRvYyJdLAogICAgWyJ
zdGFydHMtd210aClsIClkeC1lvYnMtbWV0
YS10ZXNONCIsICIiXQoglFOKfQo=

=533 policy
POST /HTTP/1.1 {
Host: "expiration": "2019-07-01T12:00:00.000Z",

"conditions™: [

{"bucket": "examplebucket" },
['starts-with", "$key", "file/"],
{""x-obs-meta-test1":"valuel"},

['eq"”, "$x-obs-meta-test2", "value2"],
['starts-with", "$x-obs-meta-test3", "doc"],
['starts-with", "$x-obs-meta-test4", "]

]
}
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=P policy

7€3542930b26

Content-Disposition: form-data;
name="signature"

HT1d80CBisn6FfdWKgSIPO9RN4Oo=
7€3542930b26

Content-Disposition: form-data; name="x-
obs-meta-test1"

valuel
7e3542930b26

Content-Disposition: form-data; name="x-
obs-meta-test2"

value2

7e3542930b26

Content-Disposition: form-data; name="x-
obs-meta-test3"

doc123

7€3542930b26

Content-Disposition: form-data; name="x-
obs-meta-test4"

my

----7€3542930b26
Content-Disposition: form-data;
name="file";

filename="E\TEST_FILE\TEST .txt"
Content-Type: text/plain
123456

7e3542930b26

Content-Disposition: form-data;
name="submit"

Upload
--7€3542930b26--

WRAE LG, WM, A ERA . N B AT B .

PRSI —H M 2xx (BRI 3] Axx BF 5xx CESR) A0S, IRESIER R TGk m
MNIPIRZS, 52 BERPIRSIEBARIES I 6.1 RS,
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Mgl Rz H 2 3k

XTREE RISk, m R EIFEAAE Sk, @1 “Content-type”s
TR A e B2 E Bk 7Bl 2 L 3-20.

%320 ARMRGEE L

HRKBIR

ik

Content-Length

Wi 7 S AR R R
KA. FREH
ERIME: .

Connection

B I 5 R 55 98 G e 2 K eI R 4
R TR

B keep-alive | close.

ERME: .

Date

OBS ZGEi N (I 1] o
KA. FIRFH
BOME: .

ETag

X 1) base64 4wt ft) 128 £7 MD5 %%, ETag f& X 5 N 45 1M
— i, FTPUEIE I E IR RN E R T AR, thin e
N ETag N A, F#X4 ETag v B, MW SR ERET
254k, SRR ETag &%t RIS 7. ETag H & WA
2, WA TOEAE . AR R RSB TR @R &, it
MD5 % J& &8 ME— ) ETag. WFIEE 2B bt %, WLk
I JE W, MD5 234> ETag, 1% ETag A2 MD5
AL

B FRFE

Xx-obs-id-2

5 B A ) R R IR A5
KM FREH
ERINE: .

x-obs-request-id

th OBS B — s AR A, 7T LU 1
.,
KA. IR

ERME: .

Me R2H 2 (ATH%E)

M S 9 SR LA A% 2 (4 JSON Bl XML 3R [a1, - L5mi B2 & Sk o1 Content-
type Xf 8L, ARIBRRIE N Sk Z AN A .
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TRIBAI]

4.1 B

#IEAR
2 OBS rlixd RAGA A . EHESRIE M, A5 A4 fE1E OBS szl .

NI H WA A 5.1.2 GRS API AR5 B0 X AT — M, AP B A 7955 0
3 i APL.

GOkt Sas
o  [RHLAK FISK, FREUTES L 6.3 3B %4 (AK/ISK).

o [EWINRINPHENIXIEE S, FAARIE X 2 R API 1) Endpoint, AT LA
A AE B 53 R X AR i 1 A IR

Xisk— B, QIR TR B

7 al XEBIE—1 % H bucket001 RYHE
715 48 FH 38 ) Apache Hittp Client.

package com.obsclient;

import java.io.*;
import java.util.ArrayList;

import java.util.List;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.NameValuePair;

import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.client.methods.HttpPost;

import org.apache.http.client.methods.HttpPut;

import org.apache.http.entity.InputStreamEntity;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;
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import org.apache.http.impl.client.HttpClients;

import org.apache.http.message.BasicNameValuePair;

public class TestMain ({

public static String accessKey = "UDSIAMSTUBTEST000012"; //HUEAFREA AK
public static String securityKey = "Udsiamstubtest000000UDSIAMSTUBTEST000012";
/ /WUESIZRIRE) sK

public static void main(String[] str) {

createBucket () ;

private static void createBucket () {

"\ n"

4k

CloseableHttpClient httpClient = HttpClients.createDefault();

String requesttime = DateUtils.formateDate(System.currentTimeMillis());

HttpPut httpPut = new HttpPut ("http://bucket00l.o0bs.al.example.com") ;
httpPut.addHeader ("Date", requesttime);

[ MR RIS+ x/
String contentMD5 = "";
String contentType = "";

String canonicalizedHeaders = "";

String canonicalizedResource = "/bucket001l/";

// Content-MD5 . Content-Type &H H¥E#IT, data &y REC 1123, FNiER PRI —2
String canonicalString = "PUT" + "\n" + contentMD5 + "\n" + contentType +

requesttime + "\n" + canonicalizedHeaders + canonicalizedResource;
System.out.println("StringToSign: [" + canonicalString + "1");
String signature = null;

CloseableHttpResponse httpResponse = null;

try {

signature = Signature.signWithHmacShal (securityKey, canonicalString);

// WIN%43k1% Authorization: OBS AccessKeyID:signature
httpPut.addHeader ("Authorization", "OBS " + accessKey + ":" + signature);

httpResponse = httpClient.execute (httpPut) ;

// FTENSRIETE KA AT 0 JS2 9 S
System.out.println ("Request Message:");
System.out.println (httpPut.getRequestLine());
for (Header header : httpPut.getAllHeaders()) {
System.out.println (header.getName () + ":" + header.getValue());

System.out.println ("Response Message:");

System.out.println (httpResponse.getStatusLine());

for (Header header : httpResponse.getAllHeaders()) {
System.out.println (header.getName () + ":" + header.getValue());

}

BufferedReader reader = new BufferedReader (new InputStreamReader (
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httpResponse.getEntity () .getContent()));

String inputLine;
StringBuffer response = new StringBuffer();

while ((inputline = reader.readLine()) != null) ({
response.append (inputLine);
}

reader.close () ;

// print result
System.out.println(response.toString());
} catch (UnsupportedEncodingException e) {
e.printStackTrace() ;
} catch (IOException e) {
e.printStackTrace() ;
} finally {
try {
httpClient.close();
} catch (IOException e) {

e.printStackTrace () ;

}
Hrh Date 3Li% DateUtils (IR N

package com.obsclient;

import java.text.DateFormat;
import java.text.SimpleDateFormat;
import java.util.Locale;

import java.util.TimeZone;
public class DateUtils {

public static String formateDate (long time)
{
DateFormat serverDateFormat = new SimpleDateFormat ("EEE, dd MMM yyyy
HH:mm:ss z", Locale.ENGLISH);
serverDateFormat.setTimeZone (TimeZone.getTimeZone ("GMT") ) ;

return serverDateFormat.format (time) ;

}
B4 FRrE Signature BTHE T ER:

package com.obsclient;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;

import java.security.InvalidKeyException;
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import java.util.Base64;

public class Signature {
public static String signWithHmacShal (String sk, String canonicalString) throws
UnsupportedEncodingException {

try {
SecretKeySpec signingKey = new SecretKeySpec (sk.getBytes ("UTF-8"),
"HmacSHAL") ;
Mac mac = Mac.getInstance ("HmacSHA1");
mac.init (signingKey) ;
return
Baseb64.getEncoder () .encodeToString (mac.doFinal (canonicalString.getBytes ("UTF-8")));
} catch (NoSuchAlgorithmException | InvalidKeyException |
UnsupportedEncodingException e) {
e.printStackTrace () ;
}

return null;

4.2 3RENFEYFR

B1Eias
WRHPREERH ACERNTEMEE, 7T UMEHSRBURYIRE O EE .
A BT 5.1.1 FREUEZIZE AP, API [ 7S 0L 3 W iE FH APLL,

B K
o UL AK FI SK, FHUTES L 6.3 SKH %4 (AK/SKD.

o IRT BT EA S ETE R XIME B, AR DX Horf s 1 A APL Y
Endpoint, %&A] BLa] Al 4E BE O3 SR X I3 2 0 5 m5U0E S

FREN al XIFAIHES R
711 A {5 A 38 A i) Apache Http Client.

package com.obsclient;

import java.io.*;
import java.util.ArrayList;
import java.util.List;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.NameValuePair;

import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.client.methods.HttpPost;
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import
import
import
import
import

import

public

org.apache.http.client.methods.HttpPut;
org.apache.http.entity.InputStreamEntity;
org.apache.http.entity.StringEntity;
org.apache.http.impl.client.CloseableHttpClient;
org.apache.http.impl.client.HttpClients;
org.apache.http.message.BasicNameValuePair;

class TestMain {

public static String accessKey = "UDSIAMSTUBTEST000012"; //HUE AFREA AK
public static String securityKey = "Udsiamstubtest000000UDSIAMSTUBTEST000012";
/ /WUESIZRIRE) sK

public static void main(String[] str) {

listAllMyBuckets ()

private static void listAllMyBuckets () {

"\n" +

CloseableHttpClient httpClient = HttpClients.createDefault();

String requesttime = DateUtils.formateDate(System.currentTimeMillis());

HttpGet httpGet = new HttpGet ("http://obs.al.example.com") ;
httpGet.addHeader ("Date", requesttime);

/o MR R4+ x/

String contentMD5 = "";

String contentType = "";

String canonicalizedHeaders = "";

String canonicalizedResource = "/";

// Content-MD5 . Content-Type &H H¥%E#AT, data &z y REC 1123, FiER ¥R —2

String canonicalString = "GET" + "\n" + contentMD5 + "\n" + contentType +
requesttime + "\n" + canonicalizedHeaders + canonicalizedResource;
System.out.println("StringToSign: [" + canonicalString + "1");

String signature = null;

try {

signature = Signature.signWithHmacShal (securityKey, canonicalString);

// B4k Authorization: OBS AccessKeyID:signature

httpGet.addHeader ("Authorization", "OBS " + accessKey + ":" + signature);

CloseableHttpResponse httpResponse = httpClient.execute (httpGet) ;

// FTERSRIETE SRKAZ B AR 0 B2 S
System.out.println ("Request Message:");
System.out.println (httpGet.getRequestLine());
for (Header header : httpGet.getAllHeaders()) {
System.out.println (header.getName () + ":" + header.getValue());

System.out.println("Response Message:");

System.out.println (httpResponse.getStatusLine()) ;
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}

for (Header header : httpResponse.getAllHeaders()) {
System.out.println (header.getName () + ":" + header.getValue());
}
BufferedReader reader = new BufferedReader (new InputStreamReader (
httpResponse.getEntity () .getContent()));

String inputLine;

StringBuffer response = new StringBuffer();

while ((inputline = reader.readLine()) != null) {
response.append (inputLine) ;

}

reader.close();

// print result

System.out.println(response.toString());

} catch (UnsupportedEncodingException e) {

}

}

e.printStackTrace () ;

catch (IOException e) {

e.printStackTrace () ;

finally {

try {
httpClient.close();
} catch (IOException e) {

e.printStackTrace () ;

Hrh Date 3Li% DateUtils (IR RN:

package com.obsclient;

import
import
import

import

public

java.text.DateFormat;

java.text.SimpleDateFormat;

java.util.Locale;

java.util.TimeZone;

class DateUtils {

public static String formateDate (long time)

{

}

DateFormat serverDateFormat = new SimpleDateFormat ("EEE, dd MMM yyyy
HH:mm:ss z", Locale.ENGLISH)
serverDateFormat.setTimeZone (TimeZone.getTimeZone ("GMT") ) ;

return serverDateFormat.format (time) ;

B4 FRrE Signature BTHE T ER:

package com.obsclient;

import javax.crypto.Mac;
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import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;
import java.security.InvalidKeyException;
import java.util.Base64;

public class Signature {
public static String signWithHmacShal (String sk, String canonicalString) throws
UnsupportedEncodingException {

try {
SecretKeySpec signingKey = new SecretKeySpec (sk.getBytes ("UTF-8"),
"HmacSHA1") ;
Mac mac = Mac.getInstance ("HmacSHA1");
mac.init (signingKey) ;
return
Baseb64.getEncoder () .encodeToString (mac.doFinal (canonicalString.getBytes ("UTF-8")));
} catch (NoSuchAlgorithmException | InvalidKeyException |
UnsupportedEncodingException e) {
e.printStackTrace () ;

}

return null;

43 HEXHR

#IEAR
s T DURAR 9 82, T TS0 SCPF LA OBS AT A2

NHEAAAIE 5.4.1 PUT EA% API7EFE E FIMRR LA %, AP B 745155 I
3 nfarifd A APL,

o  URHUAK I SK, ZREUTIEZ L 6.3 FRHLV %40 (AK/SKD.

o CAIE T EA—A T,

o CERLF TAF BARMSCHE, B SCA BT E A Hh e B AT

o TR BB FALMMTER XS S, JRARYE X I 2 WA API 1) Endpoint, &

AT DA 1) Al B 5 SRR X AN 28 3 A5 R
[a] al XIEAYHE bucket001 F_EAEXTR, BFRA objecttestl
713 48 FH 38 A ) Apache Hittp Client.

package com.obsclient;

import java.io.*;
import java.util.ArrayList;

import java.util.List;
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import
import
import
import
import
import
import
import
import
import
import
import

import

public

org.apache.http.Header;

org.apache.http.HttpEntity;
org.apache.http.NameValuePair;
org.apache.http.client.entity.UrlEncodedFormEntity;
org.apache.http.client.methods.CloseableHttpResponse;
org.apache.http.client.methods.HttpGet;
org.apache.http.client.methods.HttpPost;
org.apache.http.client.methods.HttpPut;
org.apache.http.entity.InputStreamEntity;
org.apache.http.entity.StringEntity;
org.apache.http.impl.client.CloseableHttpClient;
org.apache.http.impl.client.HttpClients;

org.apache.http.message.BasicNameValuePair;

class TestMain {

public static String accessKey = "UDSIAMSTUBTEST000012"; //HUE AFREA AK
public static String securityKey = "Udsiamstubtest000000UDSIAMSTUBTEST000012";

/ /B NRELE SK

public static void main(String[] str) {

putObjectToBucket () ;

private static void putObjectToBucket () {

InputStream inputStream = null;
CloseableHttpClient httpClient = HttpClients.createDefault();
CloseableHttpResponse httpResponse = null;

String requesttime = DateUtils.formateDate(System.currentTimeMillis());

HttpPut httpPut = new

HttpPut ("http://bucket001.obs.al.example.com/objecttestl") ;

"\n" +

httpPut.addHeader ("Date", requesttime);

/% MRPEE R +x/
String contentMD5 = "";
String contentType = "";
String canonicalizedHeaders = "";
String canonicalizedResource = "/bucket00l/objecttestl";
// Content-MD5 . Content-Type & H¥EHAIT, datat&zNRFC 1123, AIER A A]—5
String canonicalString = "PUT" + "\n" + contentMD5 + "\n" + contentType +
requesttime + "\n" + canonicalizedHeaders + canonicalizedResource;
System.out.println("StringToSign: [" + canonicalString + "1");
String signature = null;
try {
signature = Signature.signWithHmacShal (securityKey, canonicalString);
/7 AL E

inputStream = new FileInputStream("D:\\OBSobject\\text0l.txt");

47



Xt BAEAE AR 5
APl &%

4 PLEAT]

}

InputStreamEntity entity = new InputStreamEntity (inputStream) ;
httpPut.setEntity(entity);

// %43k, Authorization: OBS AccessKeyID:signature

httpPut.addHeader ("Authorization", "OBS " + accessKey + ":" + signature);

httpResponse = httpClient.execute (httpPut) ;

7/ ATENRIE T RAZ B AT i JS2 9 JE
System.out.println ("Request Message:");
System.out.println (httpPut.getRequestLine());
for (Header header : httpPut.getAllHeaders()) {
System.out.println (header.getName () + ":" + header.getValue());

System.out.println ("Response Message:");

System.out.println (httpResponse.getStatusLine());

for (Header header : httpResponse.getAllHeaders()) {
System.out.println (header.getName () + ":" + header.getValue());

}

BufferedReader reader = new BufferedReader (new InputStreamReader (

httpResponse.getEntity () .getContent ()));

String inputLine;

StringBuffer response = new StringBuffer();

while ((inputline = reader.readLine()) != null) {
response.append (inputLine) ;
}

reader.close();

// print result

System.out.println(response.toString());

} catch (UnsupportedEncodingException e) {

e.printStackTrace () ;

} catch (IOException e) {

e.printStackTrace () ;

} finally {

try {
httpClient.close();
} catch (IOException e) {

e.printStackTrace () ;

H.rp Date k5 DateUtils KI#& AN :

package com.obsclient;

import java.text.DateFormat;
import java.text.SimpleDateFormat;
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import java.util.Locale;

import java.util.TimeZone;
public class DateUtils {

public static String formateDate (long time)
{
DateFormat serverDateFormat = new SimpleDateFormat ("EEE, dd MMM yyyy
HH:mm:ss z", Locale.ENGLISH) ;
serverDateFormat.setTimeZone (TimeZone.getTimeZone ("GMT") ) ;

return serverDateFormat.format (time);

}
242 R Signature BITHE TR

package com.obsclient;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;
import java.security.InvalidKeyException;

import java.util.Base64;

public class Signature {
public static String signWithHmacShal (String sk, String canonicalString)

UnsupportedEncodingException {

try {
SecretKeySpec signingKey = new SecretKeySpec (sk.getBytes ("UTF-8"),
"HmacSHA1") ;
Mac mac = Mac.getInstance ("HmacSHA1l") ;
mac.init (signingKey) ;

return

throws

Base64.getEncoder () .encodeToString (mac.doFinal (canonicalString.getBytes ("UTF-8"))) ;

} catch (NoSuchAlgorithmException | InvalidKeyException |
UnsupportedEncodingException e) {
e.printStackTrace() ;
}

return null;
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API

5.1 HERY B AlRE
5.1.1 3RENH@F 3=

THEEST 4R

BEKIHEHER

BKIHESH

ERIHR X

BEKHETTE

i Bz FH B A

OBS M/ Al L@ iE R & if) H B 1K -

GET / HTTP/1.1
Host: obs.region.example.com
Date: date

Authorization: authorization

ZIE R B AR S

ZIERM B A E 7B, BRiES L% 3-3.

ZIE R B AHER TR

GET HTTP/1.1 status code
Content-Type: type

Date: date
Content-Length: Iength

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListAllMyBucketsResult xmlns="http://obs.region.example

<Owner>

.com/doc/2015-06-30/">
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APl % > API
<ID>id</ID>
<DisplayName>displayName</DisplayName>
</Owner>
<Buckets>
<Bucket>

<Name>bucketName</Name>
<CreationDate>date</CreationDate>
<Location>region</Location>

</Bucket>

</Buckets>
</ListAllMyBucketsResult>

M Rz 75 25
R A Ak, FkiES %% 3-20.

lo Rz HR TR

ZAE R RE S, 2P0 XML JEUKE P A A ok, e R I RS SLink
5-1 Ffi7R s

%<5-1 NN HETTH

TEEBMR i3

ListAllIMyBucketsResult P BIRER 12
FKA: XML,

Owner WA EEL, OEMH ID A 4.
FA: XML,

ID /) DomainID (5 1D) .
KA R

DisplayName F1 7 i) DomainName (IK54%) .
KM FRFER

Buckets F - A s .
FA: XML,

Bucket HARKIME R
FA: XML,

Name LHER
KA R

CreationDate A ) B S N 1)
R FHFH

Location AL EE R .
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API 2% 5API

TLRAR i

IR EHR

WIERICRRE IR, A RCABEEL 6-3 1.

15Kl
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: obs.region.example.com
Accept: */*
Date: Mon, 25 Jun 2018 05:37:12 4+0000
Authorization: OBS GKDF4C7Q6SIOIPGTXTJIN: 9HXkVQIiQKw33UEmyBI4rWrzmic=

M) Rz 7~ 151

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435722C11379647A8A00A

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSGGDRUM62QZi3hGP8Fz3g0loYCEZ39U
Content-Type: application/xml

Date: Mon, 25 Jun 2018 05:37:12 GMT

Content-Length: 460

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListAllMyBucketsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>783fc6652cf246c096ea836694£71855</ID>
<DisplayName>domainnamedom000003</DisplayName>
</Owner>
<Buckets>
<Bucket>
<Name>examplebucket01</Name>
<CreationDate>2018-06-21T09:15:01.032%Z</CreationDate>
<Location>region</Location>
</Bucket>
<Bucket>
<Name>examplebucket02</Name>
<CreationDate>2018-06-22T03:56:33.700Z</CreationDate>
<Location>region</Location>
</Bucket>
</Buckets>
</ListAllMyBucketsResult>

5.1.2 B iE#H

ThEEST 4R

U TR I 7 1 € AR A4 B — BT 354
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X GAFE ST
API 2% 5API

(L 5EA
o BN, —ANR P T AIMA 494060 HE R AEALE 100 4.
o FMPMIRANG, FEEH 3054 REIER LA

BRI 44 72 OBS b AU ME— 1. R AR R AT R X4k Al 44
AR IR B RS o BRI USRI At 7 357 55 G R A2 A R B AR A7 AE . B AT AFE T R
T ESKHFINN x-obs-acl S 28, 15 2L G A FYOASBIR 42 Fl] SRS o

BEKIHEHER
PUT / HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Length: length
Date: date
Authorization: authorization
<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>Iocation</Location>

</CreateBucketConfiguration>
RTINS g
BEKIHESH

AR B P AT IERSH.
A= b v N
EKIHE K

VRN BEL 5 ISR — R, 152 0 3-3, HATLLAEM N Sk, M hnig R Sk
Wk AR

<5-2 MimmEKiEE Sk

HEKB ik RBWSIE
x-obs-acl QUEEARIS, TR L ey Bk B RIBUR IS | &

SR, s A SRS i e S P s, A4
private. public-read. public-read-write. public-
read-delivered. public-read-write-delivered.

KA P

x-obs-grant-read 516 € domain FHIATA H A READ L
FRo FRVFFIZIA NS P2 2 BT % 7
ZER 2 AT B SRR o -

KA. TR
7~f5l: x-obs-grant-read:id=FH/" id

o

X-obs-grant-write T L5458 7€ domain NHIFTE A WRITE L
BR. RVFalE. MBR. RN R, RV
WIIEB. BARB, #E LB, AIFEL. BUHZ B
FALAES

KA. TR

~l: x-obs-grant-write:id=#H " id

o
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HESLB 3% = BWIE
X-obs-grant-read- PR 416 € domain THIFTH 1 READ_ACP | &
acp BB . VYRR ACL 15 B

KA. FIFHR

7~ fil: x-obs-grant-read-acp:id=A )" id
x-obs-grant-write- | #Z14448 % domain FHIFTA G T:r?
acp WRITE_ACP #{[R, SRYHMESUHM ACL 5 E..

E IR SH

7~Hl: x-obs-grant-write-acp:id=FH " id
x-obs-grant-full- AR E domain R FI A B
control FULL_CONTROL #{R .

FH. PR

7~ x-obs-grant-full-control:id=F * id
x-0bs-grant-read- PR 7€ domain FHIATAE F A READ AL i
delivered B, HfHIEBIAEIL T, % READ RURAG 584

RGPS E &

KA. PR

7~ x-obs-grant-read-delivered:id=F1/" id
x-obs-grant-full- P52 domain FHIFTE P A &

BKHETE

control-delivered

FULL_CONTROL (B, FfHAEBIMER T, %
FULL_CONTROL # FR¥GAE 1B 25 A T A X 4

KA TR
7~: x-obs-grant-full-control-delivered:id=#1)" id

GERAE T LU I IE SR B TR, BInTE R B oo R I AR iR 03k 5-3 P

®5-3 MiEKIERTE

TTREM ik BEWE
Location 15 7€ Bucket 7EMEN X 454k 61l e

.
T 1 Aok PR BARE X AN 2%
U REDEN RSN

KA FAFH .
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i Bz FH B A

Ml Rz 5H 2 2k

Mol Rz iH R TT &

IR R H 2

R RA 1

M) &2 7451 1

BRI 2

HTTP/1.1 status code
Location: location
Date: date
Content-Length: Iength

ISR AR B AL Bk, BAREZ %% 3-20,

WA RIS AN AT WA S TC R

TRFRER, AR Dot &R 6-3 .

B

PUT / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:25:05 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4NglizvzclnTGxpMXTE6ynw=
Content-Length: 157

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>

</CreateBucketConfiguration>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482

Location: /examplebucket

x-obs-i1d-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCTIOW2tcvLmMJI+plfdopaD62S0npbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 0

BT E ACL KA

PUT / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: WED, 01 Jul 2015 02:25:05 GMT
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M) Rz 7~ £51) 2

LhREST 4R

GHEMER

GHEHR

N
ﬁlb\/ ?&

x-obs-acl:public-read
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4NglizvzclnTGxpMXTE6ynw=
Content-Length: 157

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>
</CreateBucketConfiguration>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482

Location: /examplebucket

x-obs-id-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCTIOWZ2tcvImMJI+plfdopaD62S0npbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 0

3 FIZEEAITR

S A SR L 7 BT SRS X 9 M

SR AR SR URI BLHFE 2 7544, B GET /BucketName, TR [\l{5 B R 208
T PN 43 BT A N R RS B (— k2R [H] 1000 M0 RAEED; WA dTeE
Tm%mnw@nmwM%\®MMH%ﬁ¢MQAi%A,W [ R0 R K 4%
HRUNER 5-4 FromfiE (8 SR 145 5E X 5.

P th T LA SR M 1 versions ZHKHET B2 1 2 BRACRH R A

GET / HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

(ZhRA)

GET /?versions HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

AR LUl S, SIRSHARN B R, SRR S(INn3R 5-4 Fis.

<5-4 1BKIHESH

SHE | fEk EBwWIE
L
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R Bk

HEKHRTE

el R H 2 K

sHw | fEk
R

BB Wik

prefix T2 LU E R prefix L AR 4.
HH: FIFH

oA

marker | ZIZAH AT RIIRES, $RE MR, RIEFT RS
TR AL I T S HE Y J5 XA AR IRAT LR BT 3
R

eI 2

iyl

max-keys | 5 5 I [m] (1) 5 KR GA, IR IR0 G A1 ke e i
IR ) B % Hil max-keys MR, JuHElZ[1, 1000],
T FEIN,  FEHRER AR 1000 BEAT AL EE

KA, AL

JE o

iyl

delimiter | A R¥8 w2 Bt G 4 % R E AR - B o0 RI5RF . aniRee
E T prefix 28, 1% delimiter X BTG b G v 42 3HT 2

), ZAXRE G prefix F]—A> delimiter 8] #8AH [E] %}
R 42T — 2% CommonPrefixes; 15 BA 4 prefix =
0, % delimiter X FTA X Ry ZEATHE], 2 DNRS
E]J5 M B2 T U6 3 25— delimiter 22 [A1FH[F] 35543 1

% — % CommonPrefixes.

KA i

iyl

version- | 50 Rie 1) key-marker BRAHE T, 3R I HO%T 551 24 2

id- 2 BB U HE J5 5 2R LS T E S % g
marker | yersion-id-marker A< key-marker (1 MEA S, %%
TR

ESIRESE
R A RIS

oA

I SRAE A LR E Sk, BRIk 3-3 .

EAGR RIS i N R E PSS v

HTTP/1.1 status code

Date: date
x-obs-bucket-location: region
Content-Type: application/xml
Content-Length: Iength
<Response Body>
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Mgl Rz H 2 3k

AR LTINRIEVSEEdAE RN

R HR TR

WEk, BEiKiES%E 3-20.

I RMIFRAE R A, 2P XMUESRE R I R A R, JeR RS X n#k 5-5

Fos.

TRBM

ik

ListBucketResult

TR R o
HH. XML

Contents

X Z TS B
2. XML
i ;. ListBucketResult

CommonPrefixes

R HpHr delimiter 280, IR [BIVE B
CommonPrefixes 7415 B,

KA. XML
A2 s ListBucketResult

Delimiter

15 R HEHT Y delimiter 241,
KA, FIFHE
2H B: ListBucketResult

ETag

X % 1) base64 4rfidir) 128 £ MD5 f#§ %, ETag £&X %
WA IE—FRiR, TPLEZE RIS RN E LB
k. Hhn FAEXT R ETag N A, FEXT %0 ETag
B, MR RN R T 1. SEFR ETag &

SRS E . ETag RN, AT
Bl AR REkEE DIERAEQI X &, @it MD5
TN G #AME— 1 ETag. (A% 52 AR 55 i in 25 ok
ZuF, ETag {EARXT R MD5 {8, T2 i A 55 by
I I ME— AR TR )

R, R

A2 e ListBucketResult.Contents

Type

W% 25, 4E Normal XF &k [H] .
KA, FIFHEH
A2 . ListBucketResult.Contents

XS IE WAL 1D,
WA, FRH
A2 A ListBucketResult.Contents.Owner
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TLRAR

ik

IsTruncated

TR AVGR A ListBucketResult 45 551 % i %
Wr. “true” RIRAREAIRBIEHER, “false” £
IRARIRCLIR[A] T 4B as 5 .

257, Boolean

2F 5. ListBucketResult

Key

PO S
KA., T

275 . ListBucketResult.Contents

LastModified

X G BT — VR AE T ]
KA. Date

275 A ListBucketResult.Contents

Marker

RS OE R FaY U A—
KA, FIFH
A2H 5. ListBucketResult

NextMarker

WRARBA R A 45 R, i NAE R P&ty
B, HFAHARUOERINZE BN B G — %R . [F5:
TR AT LA 5 Marker £5 1280 R 5 24T A& X 4
KA, FIFH

A2 A ListBucketResult

MaxKeys

LIS R EESEYENRPOE Sehe i @8

KM I
2H7 5. ListBucketResult

Name

ARIURVE R I 44 o
KA. FIFH
A2 . ListBucketResult

Owner

HPER, 85 AP Domainld F1H 7 44,
KA. XML

A2 . ListBucketResult.Contents

Prefix

KR AHIRTS, RRA UG R R 2380 5 4 R UL 1%
BIEAE IR &

KA, FIFH

A2 A ListBucketResult

Size

PO SRR
KA, FIFH
Q27 fi: ListBucketResult.Contents
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WR"5-6 FIEZMANRISLHE TR

TLRBR

@ik

ListVersionsResult

TRAFBIZEMH R RINER CH 2R 1§
RETRAI A 4o
K. KR

Name 4.
KA, FFE
XHi ;. ListVersionsResult
Prefix X R ARIRTER, RRARIIAE R H A28 %)
RAREILHCZATR T A X . KA.
A
XHi ;. ListVersionsResult
KeyMarker IR SOE LR R YA

KA A

2H5 5. ListVersionsResult

VersionldMarker

F 20 G AR AR AL B
KA T

XHi ;. ListVersionsResult

NextKeyMarker

WIRARREA IR B AFEE R, iR
Ho S ize R, T AR T RiE R
[¥) KeyMarker 18 .

KR,

NextVersionldMarker

TR AR R Bl A3 g5 58, m i SR
PR ZItR, HTARBEE T ORIER
i) VersionldMarker 18 .

;i

MaxKeys RSN EB AP R S g8

KA TR

A2F5 . ListVersionsResult
IsTruncated LR AYGR A 1 ListVersionsResult

ERVIRBEW . “true” RRAIREAH
KA LR, “false” TRAXKCE
RIA| T A aE S

RM: AiRfE
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TTRBIR Rk
A2 ;. ListVersionsResult
Version PRAFIRAME BRI A 25

HKA, Ko
A5 . ListVersionsResult

DeleteMarker

PRAF MR RIC IR 25
KA, KR
A2 B: ListVersionsResult

Key

YR 4.

eI 2

A5 s ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

Versionld

X R BIRA S

R, IR

A5 ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

IsLatest

PRIRS GO R ORI RRAS,  true AR
BB IIRRA o
KM AiRfE

i f: ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

LastModified

X GBI — IR AE P B T
KA. Date

X A: ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

ETag

X % 1) base64 4wfid ) 128 137 MD5 i
B, ETag /&% % N & IME—Fri, wILA
W E RN RN R AR, 5L
BRbRES e B R G Ay . Eedn AL Gt
ETag N A, T#XREf ETag N B, N
VLIS RN B KA T8k, ETag H Bt
BARINZ, A SH o, LA
Wb G e DR E G %, 83T MD5
T 5 # A ME— ETag.

M, TR

AT . ListVersionsResult.\Version

Type

Wt %250, JE Normal o i [e] .
R, I
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AR R H R

R RA 1

TLRAR faik

R . ListVersionsResult.\Version

Size PO B2 R
R, FirHE
Q2T . ListVersionsResult.Version

Owner HAPER, 85 Domainld F1H &
o

i f: ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

ID Xt % FT A & 1) Domainld.

HR, FREH

AT A
ListVersionsResult.Version.Owner |
ListVersionsResult.DeleteMarker.Owner

CommonPrefixes TR A delimiter 280, 1R [E1VH BT
CommonPrefixes 432H1Z B..

KA. iR

A2 /i ListVersionsResult.

Prefix CommonPrefixes 72115 B, RIGAFE
i Prefix.

R, IR
AT A
ListVersionsResult. CommonPrefixes.

TRFRER, PrAtHR D2t &R 6-3 .

FUZE AR

GET / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:28:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:KiyoYzedpmRNPYfmlXBfRTVxt8c=
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5K 2

Mie) Rz 7= 451 2

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D34E379ABD93320CRB9

x-obs-1id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSXiN7GPL/yXM60SBaYCUV1zcY50elWp
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:23:30 GMT

Content-Length: 586

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListBucketResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Name>examplebucket</Name>
<Prefix/>
<Marker/>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>object001</Key>
<LastModified>2015-07-01T00:32:16.4827Z</LastModified>
<ETag>"2fa3bcaaec668adc5dal77e67al22d7c"</ETag>
<Size>12041</Size>
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>
</Owner>
</Contents>
</ListBucketResult>

SR B

FH P B W44 examplebucket, A 3EH =444 newfile, objo01, objo02 HIxT4%,
B RBFEA BN R4 9 0bj002 KX %, iRE B N:

GET /examplebucket/?marker=obj002&prefix=obj HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:28:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:KiyoYze4pmRNPYfmlXBfRTVxt8c=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D758FBA857E0801874

x-obs-1id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCShn/xAyk/xHBX6qgGSB36WXrbco0X80
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:29:48 GMT

Content-Length: 707

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListBucketResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Name>examplebucket</Name>

<Prefix>obj</Prefix>
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<Marker>obj002</Marker>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>obj002</Key>
<LastModified>2015-07-01T02:11:19.7752</LastModified>
<ETag>"a72e382246ac83e86bd203389849%e71d"</ETag>
<Size>9</Size>
<Owner>
<ID>b4bflb36d9ca43d984fbcb9491b6£fce9</ID>
</Owner>
</Contents>
</ListBucketResult>

EJZ S

GET /?versions HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:29:45 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:1iZeDESIMxBK2YODk7vIeVpyO8DI=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D758FBA857E0801874

x-obs-1d-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCShn/xAyk/xHBX6qgGSB36WXrbco0X80
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:29:48 GMT

Content-Length: 707

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListVersionsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Name>bucket02</Name>

<Prefix/>

<KeyMarker/>

<VersionIdMarker/>

<MaxKeys>1000</MaxKeys>

<IsTruncated>false</IsTruncated>

<Contents>

<Key>object001</Key>

<VersionId>00011000000000013F16000001643A22E476FFFF9046024ECA3655445346485a</Versio
nId>
<LastModified>2015-07-01T00:32:16.482%Z</LastModified>
<ETag>"2fa3bcaaec668adc5dal77e67al22d7c"</ETag>
<Size>12041</Size>
<Owner>
<ID>b4bf1b36d9ca43d984fbcb9491b6fce9</ID>

</Owner>
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</Contents>
</ListVersionsResult>

3k ENFR T

XA SR P AT ASAAT BT o ot 2 I A7 AE 34

HEAD / HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZIERIH E AT E 2

IR AIHE K, AS K 3-3.

U ARABZRI CORS BLEAE S, W FG ZEAE I 2k W 3K 5-7 .

%<5-7 XHY CORS FC & HIiEREE Sk

HELEBMR ik TR UWIR
Origin TIE KRR S IRIE K Origin GEE | /2
PSLEEZDN
KA. FriER
Access-Control-Request- SEBRIE SR AT A ) HTTP Skigh, wTbL | &5
Headers g AL
ESE SE T

BRI B E TR

HTTP/1.1 status code
x-obs-bucket-location: region
Date: date
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RIS B AL A B %, FURITS% % 3-20.
A SSRBEIN Lk 2 4, BT AEGEFE AR 4 5-8 TP k.

2R5-8 MtINARAGHRSK

HELBM A
x-obs-bucket-location TR X 30 BAE B
KA TR
x-obs-version T E ) OBS ARSSFRAS .
KA. IR
x-obs-epid METH R AL IE id.
KA. FREE
Access-Control-Allow-Origin MFARE T CORS it &, MRERA

Origin 3 /£ Al %53t (1) CORS L&, NITE
M 3 FR AL X S Origine

R

Access-Control-Allow-Headers MiEiAE 7 CORSHE, WHEiERkm
headers i & Ik 55 % ) CORS B &, NTE
M) B FR AL 23X headerss

ESNE S

Access-Control-Max-Age MR E T CORS L E, AR% i CORS
fic & [ MaxAgeSeconds.

KA. RHY

Access-Control-Allow-Methods VRN E T CORS R E, wsigkm
Access-Control-Request-Method Ji# /& A 55
Ui () CORS BL& , TIAEm B b A 53X 2%
rule H1[¥) Methods.

KR FIFHE

A% M. GET. PUT. HEAD. POST .
DELETE

Access-Control-Expose-Headers MR E T CORSHE, RS 4 CORS
fic & 1) ExposeHeader .

KM TR

M Rz H R T3
EATEROLIVEIE N Z e IvaTs
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RIEHIKEL CORS Bic B

HEAD / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:30:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:niCQCuGIZpETKIyxldttxHZyYlk=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016439C734E0788404623FA8
Content-Type: application/xml

x-obs-1id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSxwLpg9Hzf30naXr+pI/OPLKArtiQAF

Date: WED, 01 Jul 2015 02:30:25 GMT
x-obs-bucket-location: region
x-obs-version: 3.0

Content-Length: 0

MWE T CORS J5, REUFLEIEFM CORS BLE

HEAD / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:30:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:niCQCuGIZpETKIyxldttxHZyYlk=
Origin:www.example.com

Access-Control-Request-Headers:AllowedHeader_ 1

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016439C734E0788404623FA8
Content-Type: application/xml

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSxwLpg9Hzf30naXr+pIl/OPLKArtiQAF

Date: WED, 01 Jul 2015 02:30:25 GMT
x-obs-bucket-location: region
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET, HEAD, PUT
Access-Control-Allow-Headers: AllowedHeader 1
Access-Control-Max-Age: 100

Access-Control-Expose-Headers: ExposeHeader 1
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x-obs-version: 3.0
Content-Length: 0

5.1.5 SREVEX I E

GHEHEN

KIHESH

‘FHILA:J-

BEKEHETTE

LD)ORRSY =

Pl 252 Sk

M 7 ;H 2T =

SRR AT SRR PR P T BASRAT SR U X 3z 45 J2 3

GET /?location HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZIERIH E AT E 2

IR AIHE K, AS K 3-3.

BRI B A E TR

HTTP/1.1 status code
Date: date
Content-Type: type
Content-Length: Iength

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Location xmlns="http://obs.region.example.com/doc/2015-06-30/">region</Location>

ISR AR B AL Rk, BAREZ 5K 3-20,

M N2 R AR R DX 85 2 LA B oe R R B, JeER KBRS LNk 5-9 s

<59 MNHETTER

TRBM

i)

Location

XA B .
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5.1.6 fIp&+E

LhREST 4R

EKIHEHER

TLRAR faik

TR R, TR CABEAER 6-3 H.

GET /?location HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:30:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:1DrmbCV+1lhz3zV7uywlj71lrhOMY=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D9F27CB2758E9B41A5

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSKWoJmaMyRXqgofHgapbETDyI2LMIrUw
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:30:25 GMT

Content-Length: 128

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Location xmlns="http://obs.region.example.com/doc/2015-06-30/">region</Location>

T B A R P T IR P 7 Fi s I . AT ) T AT = B0 S AR KRR policy BURR 1)
R AT CASRAT IR AR 50, EEMMIBR AR L AR 220 o A0 SRR TP X R BE A 2 BUE
FFNNARAN 2, al A A 284 A G GR35 2 B AR AR 5545 CORB AR 2 5
NEE

T

A SR BRARS IR S5 iR ] 5XX AR EGEEI , RS EN A AT B —BUEAL B,

AESEIMITRR 012 B R HER, L — BV ) B R SRR AL, AN, R
VCRIE BRI .

DELETE / HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
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i Bz FH B A

Ml R 52 5k

Mo B ;H 2T E

IR R 2

RSN

Pl Sz 73 451

PAGRREISUIRNEIEMNEISE 2

ISR AR R E L, AMIES IR 3-3.

AR B R AMERH BT

HTTP/1.1 status code
Date: date

ISR A RIE B AT AL E Sk, AAIEZ % 3-20,

AR N LEINAE NS NG R DS Vv

TORFIRES R, IR DA BB 7ER 6-3 .

DELETE / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:31:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEvVPRMWi0X5BpJMA=

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF260000016435DE6D67C35F9B969C47

x-obs-id-2: 32AAAQAAEAABKAAQAAEAABAAAQAAEAABCTukraCnXLsb71Ew4ZKjzDWWhzXdgme3
Date: WED, 01 Jul 2015 02:31:25 GMT
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5.2.1 & EFEEIE

LIRENT 4R

FKIHEHER

BEKIHESH

~F51L»:J'

BEKHETTE

D)ORRSY =N

JH=ESES

Mo B ;H 2T E

laeﬂr]f‘_ ﬁu_-\

VB 1RSI policy -7 U500 sk 5 8k — MBI NG o I A DL fr 1 — o

W, S SR R AP A SRS 58 47 S B B SR

BT ZIR O, S R AA AR B T 5 B BAT BB S IBUR -

PUT /?policy HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: signatureValue

Policy written in JSON

PAGRREISUIRNEIEMNEISE 2

BRI A Sk, AARES L 3-3.

%

TR AR — TS JISON R w47 8, A8 TRIEIRKER .

HTTP/1.1 status code
Date: date
Content-Length: Iength

ZAPRIMRIE B ATEHE K, A5 % 3-20.

EAGENILTIVAT RS A N SV v

TR R, TR CABEER 6-3 H.
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Mo B2 7= 451 1

1K 2

i OBS fL P& TR
Y570 P 1D 2y 783fc6652cf246c0962a836694F71855 [KIFH F #3744 .

WAISREE M ID 15 2% 6.4 $REUKS ID F1FH /7 1D,

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:32:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWiOX5BpJMA=

"Statement": [
{
"Sid": "Stmt1375240018061",
"Action": [
"GetBucketLogging"
1,
"Effect": "Allow",

"Resource": "logging.bucket",
"Principal": {
"D |

"domain/783fc6652cf246c096€a836694£f71855:user/*"

HTTP/1.1 204 No Content

x-obs-request-id: 7B6DFCI9BC71DD58B061285551605709

x-0bs-id-2: NOI2REZDOUJDNzFERDU4QjA2MTI4ANTUIMTYWNTcwOUFBQUFBQUFBYmMJiYmJiYmJD
Date: WED, 01 Jul 2015 02:32:25 GMT

Content-Length: 0

Server: OBS

[ OBS TR

FH P ID Jy 71£3901173514e6988115€a2¢26d1999, H /7 i@/ ID N
783fc6652cf246c096ea836694f71855

WA SREGE S ID FH P ID 2% 6.4 SREUKS 1D FH P 1D,

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:33:28 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWiOX5BpJIMA=

"Statement": [
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"Sid": "Stmt1375240018062",

"Action": [
"PutBucketLogging"
1,
"Effect": "Allow",
"Resource": "examplebucket",
"Principal": {
"ID": |

"domain/783fc6652cf246c096€a836694f71855:user/71£3901173514e6988115ea2c26d1999"
]

HTTP/1.1 204 No Content

x-obs-request-id: 7B6DFC9BC71DD58B061285551605709

x-0obs-1d-2: NOI2REZDOUJDNzFERDU4QjAZ2MTI4NTUIMTYwWNTcwOUFBQUFBQUFBYMJiYmJiYmJID
Date: WED, 01 Jul 2015 02:33:28 GMT

Content-Length: 0

Server: OBS

TELRR T IRAERE OBS A P KAt P $UT B 8R4

F /1D 2l 71f3901173514e6988115ea2¢26d1999, A Fi@fLF ID A
783fc6652cf246c0962a836694f71855 .

WA SRECEL 1D A ID 2% 6.4 3KEUK S 1D FH 7 1D,

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:34:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEvVPRMWi0X5BpJMA=

"Statement": [
{

"Effect": "Deny",

"Action": ["*"],

"Resource": [
"examplebucket/*",
"examplebucket"

1,

"NotPrincipal”: {
"ID": |

"domain/783fc6652cf246c096ea836694£71855:user/71£3901173514e6988115ea2c26d1999",
"domain/783fc6652cf246c096ea836694f71855"
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HTTP/1.1 204 No Content

x-obs-request-id: A603000001604A7DFE4A4AF31E301891

x-obs-id-2: BKOvVGmMT1lt6sda5X4G89PuMO4 fabObGYmnpRGkaMballLgPt0fCACEUCM11ACbRK1N
Date: WED, 01 Jul 2015 02:34:34 GMT

Content-Length: 0

Server: OBS

FEARR T RAEE BT referer SIS 4% TE R DASLILRT Hs8E 5 4 5
b7 585 1 4 9. http://storage.example.com

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:34:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWi0X5BpIMA=

"Statement": [{
"Effect": "Deny",
"Action": [
"GetObject",
"GetObjectVersion"
1,

"Principal": {
WELDWg [y
by
"Resource": ["examplebucket/*"],
"Condition": {

"StringNotLike": {
"Referer": [
"http://storage.example.com*",
"S{null}"
]

HTTP/1.1 204 No Content

x-obs-request-id: A603000001604A7DFE4A4AF31E301891

x-0obs-1d-2: BKOvVGmMT1t6sda5X4G89PuMO4 fabObGYmnpRGkaMbal LgPt0fCACEUCM11AObRKIN
Date: WED, 01 Jul 2015 02:34:34 GMT

Content-Length: 0

Server: OBS
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EKIHEHER

KEESH

KiHE K

WBKEETTE

i) Bz FH B AT

Ml R 52 5k

Mo B ;HE T E

iR N H 2

%4 FVE SEUAE A policy - B USSR AG H5 5 A ) S BE I [ 25 2 1 3 o
B RZEEO, EHF LAURAR I AT & 50 B SR SRR AL PR .
CL P g s oy A A e 422 TSR BUR 56, R 4eH4 ik [l “404 NoSuchBucketPolicy” )

!EH R:
o HEE MRS AL
o I E M HIARAERT SN A HRBCE = A S

GET /?policy HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

R B R B S

ZAPREA AN B3k, FIFS 1% 3-3.

§

i/?(‘ﬁ%ﬁqyﬁ E\qjmfﬁﬁﬁ‘?ﬁ Aﬁ\ﬁ%‘%c’

HTTP/1.1 status code
Content-Type: application/xml
Date: date

Policy Content

I RN B A Sk, RARiES %% 3-20.

M 7 914 S5 A — A~ JSON A 3P A SR s 44 2

TR R, TR CEBEMER 6-3 H.
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GET /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:35:46 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWiOX5BpJMA=

HTTP/1.1 200 OK

x-obs-request-id: A603000001604A7DFE4A4AF31E301891

x-0bs-id-2: BKOVGMT1lt6sda5X4G89PuMO4fabObGYmnpRGkaMbalLgPt0fCACEUCM11AObRKLN
Date: WED, 01 Jul 2015 02:35:46 GMT

Content-Length: 509

Server: OBS

"Statement": [
{
"Sid":"Stmt1375240018061",
"Effect":"Allow",
"Principal":{
"ID": [

"domain/domainiddomainiddomainiddo006666:user/useriduseriduseriduseridus004001",
"domain/domainiddomainiddomainiddo006667:user/*"

}I

"Action": [
nxm

]I

"Resource": [

"examplebucket"

}

5.2.3 IR HE SR BE

THEEST 4R

BEKIHEHER

2% L SE I policy BRI MIER — N6 2 A S
TR O, I AR B BT AT & BE FAT I S U BURR -
TR S A B R B A7AE, MR G RGeS EL%IR (7] “204 No Content” )4

DELETE /?policy HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
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BKEETTE

i Bz FH B A

Ml RS2 5k

g N B TT 3=

IR R 2

RSN

Pl Sz 73 451

PAGRREISUIRNEIEMNEISE 2

ZIERAE A A Bk, AiAS & 3-3,

AR B R AMERH BT

HTTP/1.1 status code
Date: date
Content-Type: text/xml
Content-Length: length

ISR AW RN B AT AL E Sk, AAIEZ %5 3-20,

A SR A N R A AN AT RN TR

TRRAR R, TR CL B SR 6-3 .

DELETE /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:36:06 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEvVPRMWi0X5BpJMA=

HTTP/1.1 204 No Content

x-obs-request-id: 9006000001643AAAF70BF6152D71BESA

x-obs-id-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCSB40oWmMNX3gVGGLrlcRPWjOhffEbglXV
Date: WED, 01 Jul 2015 02:36:06 GMT

Server: OBS
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524 1 EtE ACL

LhREST 4R

EKIHEHER

BEKIHESH

TEKIHR K

OBS SCRAAAIRAF AT BRI . BRIATE LR, AR B # 4 A A 35 5 A
PR o Pt mr DAse B A A ) SR, EE e — N R DA BEE A 3L U5 ] S, Fo VR
AN HAA BAR

OBS HI /- fE G E AR B m DA B AN R ] el , i mT Lhodid ACL #:4FE AP DX E 47
TE FIAR B i al # 3R B ACL (access control list) -

PUT /?acl HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
Content-Type: application/xml
Content-Length: Iength

<AccessControlPolicy>
<Owner>
<ID>ID</ID>
</Owner>
<AccessControlList>
<Grant>
<Grantee>
<ID>domainId</ID>
</Grantee>
<Permission>permission</Permission>
<Delivered>false</Delivered>
</Grant>
</AccessControlList>

</AccessControlPolicy>

SRR RATH S S H

A FH 2 mT DU H Skt s B 0 7 sORBE SO I ACL, 5 — Mkt B i ACL #F — & H
LS E SCUF IR 7 DL RARRIARR 38 5 Sk v B0 5 2Wa% 7 U5 AR, (8
WAL ) S 38 HL A 5 BUE »

#<5-10 kigARIEEHR ACL

B P il
X-obs-acl J@1T canned ACL )77 =R 1 B AT ACL. =

EU{E . private | public-read | public-read-write |

public-read-delivered | public-read-write-delivered |
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bucket-owner-full-control
ESIUE S ST

EKIHETTE

S ACL 7 R ZAETH B e bl b ACL 5 &, JusF R A& L ndk 3-3 7

No

#<5-11 MimEREETE

TREH ik REiAE

Owner WA #HERE, B85 1D, 5
KM, XML

ID HEARACH AL 1d. %5
KA. FIFH

Grant FFAsic 2 P AR 5
AL, XML,

Grantee AP ER. Fa
KA. XML,

Canned RPN S S i
HUEVER]: Everyone
KA. MR,

Delivered AT ACL A2 75 )4 N X G A& i e
R, A/RIERY, BRI false.

Permission BT HIBR 5
HUEYEHF: READ |WRITE |
FULL_CONTROL

AccessControlList Vi EHgE, A5 Grant. 4
Grantee. Permission =/ NJGE
KA. XML,
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HTTP/1.1 status code
Date: date
Content-Length: Iength

M Rz 5 2 Sk
RIS B AL ARk, RURIES% % 3-20.

Wi Rz H R T3
SR IG TR SE S R A IRC R

FRIRMRLE S
TR, TR DA AR 6-3 .

1B Kl
PUT /?acl HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 02:37:22 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:igSPeUBl66PwXDApxjRKk6hlcN4=
Content-Length: 727

<AccessControlPolicy xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bflb36d9cad3d984fbcb9491b6fce9d</ID>
</Owner>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bf1lb36d9cad43d984fbcb9491b6fce9d</ID>
</Grantee>
<Permission>FULL CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694£71855</ID>
</Grantee>
<Permission>READ</Permission>
<Delivered>false</Delivered>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ ACP</Permission>
</Grant>
</AccessControlList>

</AccessControlPolicy>
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M) Rz 7= 151

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164361F2954B4D063164704

x-obs-1id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCT78HTIBuheOFbtSptrb/akwELtwyPKs
Date: WED, 01 Jul 2015 02:37:22 GMT

Content-Length: 0

5.2.5 3R EUE ACL

7

IhEE/ T2

DS

FH P AT SREUR ACL 3, 3R [B15 BALE 48 E R BR A% # 51 245 B . P 4504
HWHE E i READ_ACP HIAREL FULL_CONTROL KUBR, 7 Bt ATHREUR ACL
(=

TEKIHBHER

GET /?acl HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

KIHBSH
ZRIE B AME I B2

KiIHZk
SR A Rk, RS 33,

FKIHETLE
2RI B P AME I BT 3R

LD)OR=RSY =

HTTP/1.1 status code

Date: date

Content-Length: Iength
Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AccessControlPolicy xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Owner>
<ID>id</ID>
</Owner>
<AccessControlList>
<Grant>
<Grantee>
<ID>id</ID>
</Grantee>
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<Permission>permission</Permission>

<Delivered>false</Delivered>
</Grant>
</AccessControlList>

</AccessControlPolicy>

el R H 23k

ZARIGEIRL B A Bk, AFIBS %% 3-20.

Mo RziHR TR

ZRERAIIR P LLH S e (TSR FING K ACL {58, JUaIF R R A3k 5-12 i

7o

3=5-12 MRGEHE TS

TE FTEULEA
Owner BT &5 R
AL XML,
ID F P iR FLA B9 1d

KA. TR,

AccessControlList

VildEHIPIR, 1d5% 7 XSHZARA Ui i) A
FR ) FH P 51 R Anix Se P B A AR o
KA. XML,

Grant FFAsic 2 O P RIALER
KA. XML

Grantee wxHAERE.
KA. XML,

Canned CREPN S
FA, MessAl, HE Hage
Everyone.

Delivered T ACL J2& 75 R4 P X G A%
R, AGIRBEAY,

Permission 8 7 0 PO A B B A B ERUR .

= Sy

Esyivh ﬁLﬁTaao

BRI N HE

TR R, TR CEB SR 6-3 H.
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15 KRl
GET /?acl HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 02:39:28 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:X7HtzGsIEkzJbd8volDRu30vVrs=

M) Rz 7~ 151

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436B69D82F14E93528658

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSjTh8661+HF5y8uAnTOBIPpNO133hji+
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:39:28 GMT

Content-Length: 784

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AccessControlPolicy xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bflb36d9ca43d984fbcb9491b6fce9</ID>
</Owner>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bflb36d9cad3d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>FULL CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096€a836694£71855</ID>
</Grantee>
<Permission>READ</Permission>
<Delivered>false</Delivered>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ ACP</Permission>
</Grant>
</AccessControlList>

</AccessControlPolicy>

526 R EWMHEEEAE

U, BOARAE AR H SR, WO ZA S H &, 26 24T H S
BEEHRNIR. MHEIIEIT ARG, WMEREEE L %HE, IFREZRHE
TR NHEX . HESCHAE UL B & EZ AT R A H S IhREmHRE , T DAE s
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g HEDhRerm s, BT AR AR A SR AR, (B 7RI 8 H EThRER
FHLE[R—A region .,

BT H &2 0BS =4, JEH i OBS AR RIAF H ERIA A, Kk OBS 7 E3k1E
ZHEENL, AT EARA R HE S, FrOMERC B 0 EE AT, [EEINGE—Sh
INIEARSS A — % OBS %5254t MBI EASEIESRIM E, IF HAE xml
A Hh<LoggingEnabled>#Fr%& T AL BAH N ) H S E IR . £ NEFTE ERPRI R F ik
B HbsHi ) B AR SRR .

ZHENRBGI

"Version": "1.1",
"Statement": [
{
"Action": [
"obs:object:PutObject"
1,
"Resource": [
"OBS:*:*:object :mybucketlogs/*"
1,
"Effect": "Allow"

}
SRV H BT BE 71 b AL — /N 251 BucketLoggingStatus #7451 logging SCfF

TEKIHBHER

PUT /?logging HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: signatureValue
<?xml version="1.0" encoding="UTF-8"7?>
<BucketLoggingStatus>
<Agency>agency-name</Agency>
<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access log-/</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>domainID</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>

“ﬁlb\ = ?&
R R M I BB
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ERIHR X

EKHETTE

<5-13 IEKEHETTER

R

BF R BB NIE
BucketLoggingStatus HEREE B RE. &
KA, RIS
Agency H¥FrAl Owner it 45— & | W E logging i 4%k . 9%
BRAEAR 55 B2 % OBS | logging B 277
A5 I FER 22 FR

LoggingEnabled otz HEREE

BE logging i hik. <]

I Al LR 2 — A
H A A0 A K H 3L

MR FEREER (23t | logging i Z70ik
RWFTHHERE, BN
KHAME) . fETER
T, A EARR H ER
BEE,
KA, K

Grant RBARBE KBRS | &5
8. TR R H AR
FR R ) 7= AR i H &S
4
KA. Ko

Grantee YERNBAZ AN logging BURAT | 75
JRlE S
K, KA

ID WeAZREE AL ID, &/ | &
e T
KA. P

Permission PR H ESCE AL | &
I HARBUR o
R, FRFE
HUPR A 8 -
FULL_CONTROL | READ
| WRITE

TargetBucket wEARHER, IREHE | %E logging B ik, M)

logging i 7713k .
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BB Wik

S

BT fi

. TELHERE HEX
4 1 owner XHERH &
SO IR
FULL_CONTROL #{fR .
CHEZ AN AE R H BT
FEFR—A B, i
XA, AR TR e AN
] TargetPrefix PLIA 24K
ER NGV i]
H.

KA. FRFER

TargetPrefix BTG RIR T — N ¥ & logging I bk, ]
%, A4 HEXNS | logging B Z7)ik

[RI% R4 # AL TR N
BN -

FA: TR

oA

TargetGrants FRUE B IS
AL, R

T fi#i7718] H SR object 45 % AL

<TargetPrefix>YYYY-mm-DD-HH-MM-SS-<UniqueString>

e  <TargetPrefix>’y FH ' 45 5€ I H FRATZS -

®  YYYY-mm-DD-HH-MM-SS 24 H & A H HIH S E, & 7FBRARIRERT. H.
H. B . 7

e  <UniqueString>>y OBS [ 4= B Z 45 5

—ANSEfR A7 4% OBS V5 in) H & 1) object 4R SLAF140 T :

bucket-10g2015-06-29-12-22-07-N7MXLAF1BDG7MPDV

e "bucket-log" N F 5 E K HARETZ -

e "2015-06-29-12-22-07" 4y H EA sk 1) H HH 5 B [1]

e "N7MXLAF1BDG7MPDV"} OBS H a4 W 77 e

taiie) S8

PN s e B bs 2 AR D 1) H SRS 5%

787£2£92b20943998a4fe2ab75eb09b8 bucket [13/Aug/2015:01:43:42 +0000] XX.XX.XX.XX
787£2£92b20943998a4fe2ab75eb09b8 281599BACADI9376ECE141B842B94535B
REST.GET.BUCKET.LOCATION - "GET /bucket?location HTTP/1.1" 200 - 211 - 6 6 "-"
"HttpClient" - -

AT IR H EHE S IE R
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%<5-14 Bucket Logging &=\

i Bz FH B AT

B w15l aX

BucketOwner 7872f92b20943998a4fe2ab75eb09b8 | #fi 1 ownerld

Bucket bucket 4

Time [13/Aug/2015:01:43:42 +0000] 75 SR B[R] K

Remote IP XX XX XX XX iEHRIP

Requester 787f2f92b20943998a4fe2ab75eb09b8 | iFH =k ID

RequestID 281599BACAD9376ECE141B842B9 | &k ID

4535B

Operation REST.GET.BUCKET.LOCATION BRAE 2 FR

Key - X5 4

Request-URI GET /bucket?location HTTP/1.1 &R URI

HTTPStatus 200 iR A hE

ErrorCode - R

BytesSent 211 HTTP i S [R5 K
/I

ObjectSize - XFE RN

TotalTime 6 IR 5% it Ab B S [A]

Turn-AroundTime 6 S SR ]

Referer - 3R 1 referrer kg

User-Agent HttpClient 15 3R 1 user-agent 3k
82

VersionlD - &SR T
versionld

STSLogUm : B E S L
BUE B

HTTP/1.1 status code
Date: date

Content-Length: length
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Mgl Rz H 2 3k

R HR TR

AR R H R

&N

M) Rz 7= 151

USRI R A B3k, BRI S % 3-20,

RS9 L FOR A T

TRFRER, AR D& R 6-3 .

PUT /?logging HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:40:06 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC :mCOJjER/L4ZZUY9qr6AOnkEiwvVk=
Content-Length: 528

<?xml version="1.0" encoding="UTF-8"7?>
<BucketLoggingStatus>
<Agency>agencyGrantPutLogging</Agency>
<LoggingEnabled>
<TargetBucket>log-bucket</TargetBucket>
<TargetPrefix>mybucket-access log-/</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>783fc6652c£246c096ea836694£71855</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF26000001643663CE53B6AF31C619FD

x-obs-1d-2: 32AAAQAAEAABSAAKPpAIAABAAAQAAEAABCTICjuOx8cETSRbgkm35s1dL/tLhRNAZ

Date: WED, 01 Jul 2015 02:40:06 GMT
Content-Length: 0
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X BAFA S5

AP| 2% 5 API
527 REEHEEIRLLE
hEENT 4B

ZAZ IR B RS B R H S A E RS . KBl Z @ http 1 get 775
B logging F FJskIR 9] 4w A i) H S BCEH -

TR O, R AU P 5 B A SR AL GetBucketLogging BUFR
RIF

<GHEHEN

GET /?logging HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

‘ ;“ﬁlh\/ 7!’:&
PRI B A B4

1F3:$Z~F51LA:}:

HEKIHE LR
PRI R R AV BT 3R

o) Rz 3 2 A T

HTTP/1.1 status code
Content-Type: application/xml
Date: date

Content-Length: Iength

<?xml version="1.0" encoding="UTF-8"2>
<BucketLoggingStatus xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Agency>agency-name</Agency>
<LoggingEnabled>
<TargetBucket>bucketName</TargetBucket>
<TargetPrefix>prefix</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>1id</ID>
</Grantee>
<Permission>permission</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>
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Mgl Rz H 2 3k

R HR TR

BHRITIBLE B A S B %, AIBS%% 320,

R R A S EATH 2 e B AR I Y H S5 8, Jea m BT SLnaR 5-15 T

No

%<5-15 NRGHETTE

AF ik
BucketLoggingStatus logging IR B A58 .
HA:

Agency

74 logging H &4 Owner 6%+ OBS FA%
logging HERIZEHE4 .

KA TR

LoggingEnabled

FT logging 1 B IS4 . HAxom R AL 2%y
logging Mt B & FfEREAEAH (I TT R AT T
logging AL &, T5WISEHD .

R KA

Grant

SRR BRI 28
KHL, o5

Grantee

{1 AHERHIL logging KU %5 8.
K AR

WP P 1) Domain Id, 4 @ME—FRiH.
KA. FIFH

Permission

XMl logging AUBRKE, owner 75 GRS K
H Zh 315 XA A FULL_CONTROL AR . ARIFIfY
R PRE T REAN[F] H 75 7 1) BR ) o

KA. FIE

BPRA %% {H: FULL_CONTROL | READ | WRITE

TargetBucket

EAE R H B, JEAHK owner 7] BLEE & —A H bx
W, KA BT H S ZAE . 7E OBS R4t
o, SCREZ AN AR RO B B RCE R — AN H AR

W WERXRE, SRR 2R 2 AN A TargetPrefix LA
ISk B RIEAR R H &R0 H 1.

A TR

TargetPrefix

1% 0 R AT PR E — AT — 28 S AL xt
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AR R H R

B &N

Pl Sz 7 451

5 API
BF ik
FH: R
TargetGrants FRUE B
KA R

TRFRER, AR D& R 6-3 .

GET /?logging HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:42:46 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:hUk+jTnRO7hcKwIdh4ousF2E1U3E=

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF260000016436BSEEE7FBA2AA3335E3

x-obs-i1d-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCShuQJoWFpS77C8b0Ov1imqURvOUY+0ejx

Content-Type: application/xml
Date: WED, 01 Jul 2015 02:42:46 GMT
Content-Length: 429

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<BucketLoggingStatus xmlns="http://obs.example.com/doc/2015-06-30/">
<Agency>agency-name</Agency>
<LoggingEnabled>
<TargetBucket>log-bucket</TargetBucket>
<TargetPrefix>mybucket-access log-/</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>b4bf1b36d9cad3d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>
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528 R EENE wERARCE

LhREST 4R

ERIEHRER

OBS A G 3R E MUK SEILE IR I BRAR thox 5, X A dn A SVIBC &L . SRR LA
WEtun:

o JAMIVE EARM HESHE, WTRER W ERE 2N H, BIEERERE
il

o RLEESCRIAE BN E N FE VI, EE e R P REA S T T . X
FSCR I PTRE S e FR AR, AR A A5 — € I 18] JE MRS -

A% OV SIS 1 B T 2 i A G LA 2
MERTY:E
R AEFRAIMBIAE, HEHRAKAMG, KiK.

FOEMPAT IO, T B R ITE G PutLifecycleConfiguration AR . ERNEH K H
BT F 0] DAPAT e, o] DU I 15 A SR e Tl 7 SR A A St

Az i S BC B S T IR R THRE, i DAUSR AR LR AL bR, DAR Lo
(S=0E YIS VAL o

®  DeleteObject
®  DeleteObjectVersion
e  PutLifecycleConfiguration

SR AR b A R A Ay B IR, B2 1k PutLifecycleConfiguration B -

PUT /?lifecycle HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Length: Iength
Date: date
Authorization: authorization
Content-MD5: MD5
<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration>
<Rule>
<ID>id</ID>
<Prefix>prefix</Prefix>
<Status>status</Status>
<Expiration>
<Days>days</Days>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>days</NoncurrentDays>
</NoncurrentVersionExpiration>
</Rule>
</LifecycleConfiguration>
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EKIHESH

PAGRREISUIRNEIEMNEISE 2

TEKRIHE X

A SRAE AT B Sk R 3R 5-16 s

£<5-16 EKIHE kL

HELZMR iR BB MK
Content-MD5 F2 1 RFC 1864 trifiit & Hi v B A& MD5 &

WE 7 ef,  RINH SR 128-bit MD5 41
base64 Jft 5 15 2 K717 e

K. TR

~l: n581G6hfM7vql4KOvnWpog==

HEKHRTE

ESCIE R A, T ARG SR P9 B A Fh C B A P 2F o B AIC A5 B . TR ELAS 2 L XML #%
A AL, BARRIRCE R Wk 5-17 #iid.

W SRAR Y 2 WA /2 Enabled 5 Suspended, 84 A DL E
Noncurrent\VersionExpiration e il % G 10 7 s A A=y i #H . — AN D3 SERRCAR 1)
A, BRTE RN T SRS BB ZI (RO B AR A 55 AN %D A
NoncurrentDays. 111 NoncurrentDays FCE A 1 B, Rs4—ANRA RN 7 52 ik
A2 JG, it 1 RARGMER. X5 ARRAVLEE#T 15, 5 58NHE X EA&H
HIRSA V2, SO VI BSOS SRS, At 1], 7 5890 5, VIt .

CRvE: T BA Ja #l I RO est TR] RO B TR) AT B — e I AEIR,, — MANEE IS 48 /)
o)

WA 2 A Enabled 503 Suspended, H. &7/ AS X} 435 /& Expiration FE0
I PRy A2

T 41T 2 AR 4 Enabled :

SN R BT R ASAS /2 deletemarker, TIZ% G472 4 — AN
deletemarker;

WR B ARAE deletemarker, HiZx G HEIX —ARRA, XA FRAS 2 B
Bis

IR BB RRA 2 deletemarker, HXF GIEH HABRRA, WHZX R 1A A RRA4E
FEANAR, A HE A e, WA ES (R .

A 4T 1) 2 Wi A R4S Suspended:

TN R IR H A AN 2 deletemarker,  HRRAAZ null fiids, Mj<sp=d=—As
BT null fRAS ) deletemarkers;

WX B B H A A deletemarker,  HRCASZ null fRAS, XA null iiiAds
ST A null BRA Y deletemarker 7 & ;
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UER BT AS 2 deletemarker, HLZXT R R — AT, XA A 24 M

s

AR ECHT AR 2 deletemarker,  H SO0 A Fth AT, 26 G BT A R A 4

FEAAZ, BABHEAER, tASBES (BT

#5-17 £ ERAECETE

AR ik ERWIE
Date i€ OBS 1% H I Z A o AT A2 w il | i Days
SR . A s 200 1SO8601 (1% JLER, Wik
X FFHNUTC %R filln. 2018-01-
01T00:00:00.000Z, /=¥ fJ BTSN ] 5
F 2018-01-01T00:00:00.000Z 5} % M 5,
5T BT IX AN TRV R RAN 24BN R
KA. IR
A5 55 Expiration
Days g A dn FURUNZER R R B 52 | iR Date
D RAERL XX R B R AR JLE, Mhik
A IERAY
X5 A Expiration
Expiration Az G B R ad AR [E] ) Container | &
CIUEE XS5 REJECHTCA)
2. XML
T54: Date 5% Days
LA Rule
ID —% Rule (RN, HIREEE 255 AN | B
T H A R
KR FREeR
i s: Rule
LifecycleConfiguratio | A:iyJ& #Ific & Rule 17 Container. "] LIACE | J&
n % % Rule, {HFELRUFEENEEH SRS K
/NASE I 20KB.
KA. XML
T si: Rule
/\4—&4){_:—'; 9]—:‘;
NoncurrentDays TR RAEE AT LA Z GBI UR A | A
WA AR I SRR A o NoncurrentVers
- % ionExpiration
FA. IEREEY e, Mk
A7 ;. NoncurrentVersionExpiration
NoncurrentVersionEx | A iy J&] HIHC & /R I s oA T IRt [l | 35
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APl &%

i Bz FH B A

el R H 23k

Mo Rz iHR TR

iR N H 2

RSN

A (BCEE) B, RIER SR
ZIC L E 2 o A 0 D SRR (U
X SERRAS)

KA. XML
F5 5. NoncurrentDays
T s: Rule

5API
AR R BEWIE
piration Container. &0 LK Zah{Eix B/ CHH

Prefix KGR, FHUARR IR R T PAULEE | 22
P4 HTIX %% Rule.

R, FIFH
LH7 /& Rule

Rule B AR — 24 4y J5 3998 B 1) Container
KA. B

AN

1 s LifecycleConfiguration

Ao

Status FRiR 24 AT IX %% Rule & 75 5 .
KA. PR
i s: Rule
1% 14: Enabled, Disabled

Ao

HTTP/1.1 status code
Date: date
Content-Length: length

RN B A Sk, BARIES %% 3-20.

AR N LTINA RSN R E DS Tivw

TRFRA R, TR CEBEEMER 6-3 H.

PUT /?lifecycle HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

95




Xt BAEAE AR 5
APl &%

5 API

M) Rz 7= 151

Accept: */*

Date: WED, 01 Jul 2015 03:05:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:DpSAImLX/BTdjxUSHOEWf1hMOWI=
Content-MD5: ujCzZn5p3fmczNiQQxdsGaQ==

Content-Length: 919

<?xml version="1.0" encoding="utf-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete-2-days</ID>
<Prefix>test/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>2</Days>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>5</NoncurrentDays>
</NoncurrentVersionExpiration>
</Rule>

</LifecycleConfiguration>

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF26000001643670AC06ETBOAT7767921

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSVK6z8HV6nrJh49gsB5vgzpgtohkiFm

Date: WED, 01 Jul 2015 03:05:34 GMT
Content-Length: 0

5.2.9 FREVER A dn E HREC B

<GHEHEN

Q\
ﬁ:h\

SEEP
Vl o FIES 7EN

£

AR T A o IR LA S

Eﬁﬁﬂﬁ%ﬁﬁy%E%ﬁ%ﬁ%ﬁGmﬁwwmmMQMMn%ﬁﬂ@ LN

FAHRRIETAT & ] APAT e, AR m] DAIE I B EAR SR B0 7 S 452

Fo

GET /?lifecycle HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

IR B AMERTH S 2 H

ZIERMA A Bk, BiAS & 3-8,

AE N

“H>N

fit
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EKHETTE

i Bz FH B A

el R H 23k

R HR TR

tZﬁ%ﬁ%ﬁﬁEiqjq<ﬁfﬁﬁﬁﬁﬁijﬁg§°

HTTP/1.1 status code

Date: date

Content-Type: application/xml
Date: date

Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<LifecycleConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Rule>
<ID>id</ID>
<Prefix>prefix</Prefix>
<Status>status</Status>
<Expiration>
<Date>date</Date>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>days</NoncurrentDays>
</NoncurrentVersionExpiration>
</Rule>

</LifecycleConfiguration>

GRS B AL A %, FURITS% % 3-20.

N

2 IR SRR (] A R AR TR R B TR W 3R 5-18 Hid

#<5-18 £ ERAECE T

BFR fid
Date R E OBS X% H 12 iy AOXS SRARAT A= i o ST RN o

H % 2508 1508601 1A% X, JF B UTC 9%
A, . 2018-01-01T00:00:00.000Z, F~45 &
JE A& TH) 5T 2018-01-01T00:00:00.000Z (1%} %
I Rge, 2T Bl M T3 /N I 1] PR 0E A 2 M4
KA. R

A1 i: Expiration

Days i E FEX B S B A T8 22 20 K5 AT 2 i A 3
TN COUEEXS X R A BHTRRA)
FA. IR

K
A2 5. Expiration
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Expiration A BATC B R R s B[R] Container
K. XML
Fi 4. Date B¢ Days
i 5 Rule
ID —% Rule BI4riR, HAEIT 255 MFERFR 7 A7 R 4

o
KM, R
A5 /& Rule

LifecycleConfiguration

A= B BABC & Rule (1 Container. 1] LARC B £ %%
Rule, {HFF{RIUFE/NEC B B S KN
20KB.,

2. XML
FI5 5. Rule
RAE: &k

NoncurrentDays

IR RAE NPT S RCAR 22 )5 565 T LR I R A 28
A IR
A2 & NoncurrentVersionExpiration

NoncurrentVersionExpiration

A i JE BTG B P 2RO D7 S AR 3k AR TR F
Container. &7 L Za/E & B IE O H 2 AR
(ERETIE) WM, Rk RGOMIBRNT S5 s A
JEIHI T3 SRR AR

257, XML

F 15 5. NoncurrentDays

A5 45: Rule
Prefix XPRARTE, LA IATREE S G A] LUURD 2124 Fiix
% Rule.
HAM: FiFE
ﬁC%Uﬁ: Rule
Rule FLARSE— 445 & A WAL B 1Y Container
KA. KA
i i: LifecycleConfiguration
Status PRI ATIX 2% Rule /2755 A

KA, FIFHEH
LFi A Rule
4 %8: Enabled, Disabled
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AR R H R

RSN

Pl ;2 73 451

IR SR AT BE AR R R IR 3R 5-19 fifiidk

F5-19 45Tk EIR

BT iy

HTTP IK75HS

NoSuchLifecycleConfigurat | ¥ 1 4: v & HARC B AAELE
ion

404 Not Found

HARMRCaSER 6-3

GET /?lifecycle HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: WED, 01 Jul 2015 03:06:56 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:/Nof9FCNANfzIXDSONDplIfDu8I=

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF260000016436BA5684FF5A10370EDB

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSEMKZSIeboCAleAukgYOOAdT70X3ZONn

Content-Type: application/xml
Date: WED, 01 Jul 2015 03:06:56 GMT
Content-Length: 919

<?xml version="1.0" encoding="utf-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete-2-days</ID>
<Prefix>test/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>2</Days>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>5</NoncurrentDays>
</NoncurrentVersionExpiration>
</Rule>

</LifecycleConfiguration>
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5.2.10 MIBRIEAY 4 &5 B HAEC &
INREN 4R

MR E AR A A FOWIBC S 2 . BRSSO RA RS, OBS AN& B SR
XA

EOEMHATICERAE, T ERITE A PutLifecycleConfiguration BLR . ERIAFENL T H
BRI 0] AT e, o mT DU I 12 A SRS B 7 SRS A s Fo A R

<GHEHEN

DELETE /?lifecycle HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: Authorization

;ﬁlh\/ 7!’:&
ZRIE R R A I B2

1F3:$Z~F51LA:J_
ZIERMAEH A Bk, BfAhS 1k 3-3,

BKEETTE
1208 R B AME Y BT
Mo iz 5B 2 A

HTTP/1.1 status code
Date: date
Content-Type: text/xml
Date: date

M Rz 5 R Sk
R AN B A AFH Sk, Bkif2 %% 3-20.

M B B 2 T &

2 R B R RPN E BT R
EiRNo N H B

TRRER, AR ELE SR 6-3 H.
RNl

DELETE /?lifecycle HTTP/1.1
User-Agent: curl/7.29.0
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APl % 5> API

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:12:22 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:5DGAS7SBbMClYTC4tNXY57Z12Fo=

Pl Sz 7 451

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF260000016436C2550A1EEA97614A98

x-obs-id-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCSB7AOKZEBOCutgcfZvaGVthTGOJSuyk
Date: WED, 01 Jul 2015 03:12:22 GMT

5.2.11 & B2 IR AIR TS

Z AT RE W] A P MR s BOBIER S R A5 DL SR — R R T B, P R A

2 AR TN RERORAT A BRI RIS RRA,  IXFEF Y BE W A AF B8 A

Frif b A R R AR . 2 AR Dh REE AT T odis Ok B A A

EOATEOL T, WA W E 2 A TIRE .

A B B 2 FRAIRAS s FISRIT IR B 45 A PR 22 R AS T fE

BB 2 ARAN Enabled, FFE N2 AT RE:

o EAEXRE, RGNRE-DXREE DME AT, EARRAKX SO A EE
w IHEIRT R, T2 QIR HT AN R RRAS 5 [ 1R 44 X 51

o HTUMEEMAS TEM G, AHERASERIN T BEH 5

o IR RIS AT LA E WA SR, AN A S IHRROS B A — A e — A
I ERBRIC, FEABHERR R

o BIHIAR N X R BRI BRAASIH S Wt RANZR, T LASE 52 51 H AR 3 A A 851
%,

o [RTMIBRARMCA, BNRARIN ZAF TR ORNERE R ool .
W BRI Z AR ZS Y Suspended, BT 154 1) 22 A T BE -

o [HHMALIMEIRE ;
o AN RGN RAIA S N null, AL 4 % 50K 78 o5 5 A B 44 B A 5
A null B35 s

o  WLMREMRAS NEXTR, AHEEMRATENT EEHT 4
o JMIBRXF RN AT LA E RRAS SRR, AN RRCA S IR SOk A — AN AR SO null
FIMERARIC,  FFIMBRARAS 508 null BX 42

o [ TVMIERIRICHL, BRI GAAE 5 ORI R TR -
RA R BT 2 w] LS B A 2 FRAIRES
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<GHEHEN
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o) Rz H S K

DIH=ISES

PUT /?versioning HTTP/1.1

Host: bucketname.obs.region.example.com

Date: date

Authorization: authorization

Content-Length: Iength

<VersioningConfiguration>

<Status>status</Status>

</VersioningConfiguration>

IR B AMERTH S 2 H

N

HAZ W% 3-3.

ESETE R A, TS SR AT B AR A AL BN 2 IRACIRES, BeEAS B LA XML k3
f&. HARRIBCE SR Wk 5-20 ik

520 WHIZMARSEE TR

B i3 BEwWiIE
VersioningConfiguration Z IR B AR S, s
QT
Status PRI 2 AR o =
KA. M2sE
A1 5 VersioningConfiguration
H%{H: Enabled, Suspended

HTTP/1.1 status code
Date: date

Content-Length: length

AGRNI LTI VAIE RS EE

AIHE L, ARIES% K 3-20.
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No Rz H R TR
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RSN

M) Rz 7~ 151

ZAH R R BT BT R

TR R, TR CEBEMER 6-3 H.

PUT /?versioning HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:14:18 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:sc2PM13Wlfcoc/YZLKOMwsI2Zpo=
Content-Length: 89

<VersioningConfiguration>
<Status>Enabled</Status>

</VersioningConfiguration>

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF26000001643672B973EEBC5FBBF909

x-obs-id-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCSH6rPRHjQCa62fcNpCCPs7+1Ag/hKzE

Date: Date: WED, 01 Jul 2015 03:14:18 GMT
Content-Length: 0

5.2.12 FREVERY 2 AR AR TS

THEEST 4R

EKIHEHER

BEKIHESH

TERIHE X

H B T AT 5 R DASREBGH R RE AT (1 22 iRAS IR
AR MR E MR 2 IACIRAS W B8R A AN 2 3R [ PR 22 FRASIR S

GET /?versioning HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

AGRRIERSUIRNEIEMEPSE 2

BRI AGHE L, S L% 33,

103



Xt BAEAE AR 5
APl &%

5 API

EKHETTE

i Bz FH B A

el Rz H 2 3k

e Rz iHR TR

AR R H R

BRI

I RH S AME T BT R

HTTP/1.1 status code
Date: date
Content-Type: type
Content-Length: length

<VersioningConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">

<Status>status</Status>

</VersioningConfiguration>

2R MM RIE R AH Sk, BARIES %% 3-20.

N

TR R A S AT IS 03 1 IR U I 22 ACIRAS DR I R AR SNk 5-21 i
o

3=5-21 MMRGEE TS

ze ftiik

VersioningConfiguration ZIRAIRES(E BT E.
K. tHm

Status PRI 2 AR AR -

A M2MAE
A%l Enabled, Suspended

TRRA R, A RRCEBEAEL 6-3 1.

GET /?versioning HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:15:20 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:4N5qQIoluLO9xMY0m+81In/UWXM=
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HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436BBA4930622B4FCIOF17

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSQIrNJS5/Ag6EPN8DAWW1PWgBc/xfBnx
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:15:20 GMT

Content-Length: 180

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<VersioningConfiguration xmlns="http://obs.example.com/doc/2015-06-30/">
<Status>Enabled</Status>

</VersioningConfiguration>

5.2.13 1% & H@hLEn

ThEEST 4R

BEKIHEHER

BEKIHESH

EKRIHEk

2 RCAE AU SO, M09 Byte (519D, ARSI (A 21, MR
BTN 0, 45 IR A

(AR
1. WBHZEE, WwREBUHRSIRE, TALRFIZEN 0,
2. HTREHGRBRM THRAE, MRAZTREETH, AUMBRATRISANAN, A
B, TR EIARGEAEBHRF MR IES F 2 KRR = EGHF I,
3. MAELHEDIFANS215 RBAMMAERE L.
4, WMHEBARHEHE R LET L, 2168 HTTP X454 403 Forbidden, 4%i%#4
InsufficientStorageSpace. ##" KB, HBUHBLHIEH (GZEHR 0), IMERE Z695F %,

PUT /?quota HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Content-Length: length

Authorization: authorization
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Quota xmlns="http://obs.region.example.com/doc/2015-06-30/">

<StorageQuota>value</StorageQuota>
</Quota>

R TE VSR B B AT B

AR RIARRHITERIBE L, AED S L% 3-3.
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3=5-22 MimiEkiEHETTE

TLRBR ik =EWE
StorageQuota F6 5 A 22 T P AL B 4 =

A, B,

i Rz FH B A

HTTP/1.1 status code
Date: date
Content-Length: Iength

M 2 5H 2 Sk
RIS BRI A Bk, BRI HE 320,

Mg RziH B T &
EA RN N el IoaTs

AR R H R

TR R, TR CABEAER 6-3 H.

15 KRl
PUT /?quota HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 03:24:37 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:k/rbwnYaqYf0Ae6FOM30JQ0dmI8=
Content-Length: 106

<Quota xmlns="http://obs.region.example.com/doc/2015-06-30/">
<StorageQuota>10240000</StorageQuota>
</Quota>

M) Rz 7~ 151

HTTP/1.1 100 Continue

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435E09A2BCA388688AA08

x-0obs-id-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCSHbmBecv7ohDSvgqaRObpxzgzJd9+18xT
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Date: WED, 01 Jul 2015 03:24:37 GMT
Content-Length: 0

5.2.14 3REVtBAEC &N

THEEST 4R

ERIHRER

F3:$Z‘F51L»_/'égl

KiIHE Sk

BKEETTE

o) Rz 3 2 A T

el Rz H 2 3k

MR EE TS

H A & T ABAT SRR EC S 2 1A A RO 2 AORES 2 inactive IRZSAAT LA
AEWRECAS 2o M2 W ECAME 1 .67 Byte (775, 0 ARA R EIR.

GET /?quota HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZIE T B AT E 2

2RI EAEHHE TR

HTTP/1.1 status code

Date: date

Content-Type: application/xml
Content-Length: Iength

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Quota xmlns="http://obs.region.example.com/doc/2015-06-30/">
<StorageQuota>quota</StorageQuota>

</Quota>

BHRITIBLE B A S E %, AIBS%% 320,

)

M B L S IR A 3R AR RS S, o E R R SR 5-23 .
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%<5-23 NORSHETTE

TTEBMR iR

Quota WA, BEImAREITER.
KA. XML,

StorageQuota MRICA . PR TFT .
KA. FRrE,

TR R, TR CABEMER 6-3 H.

GET /?quota HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:27:45 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:8m4bW1gFCNeXQlfu45uO2gpo718=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436B55D8DED9AE26C4D18

x-obs-1id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSS2Q5vz5AfpAJ/CMNgCfo2hmDowp7M9
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:27:45 GMT

Content-Length: 150

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Quota xmlns="http://obs.example.com/doc/2015-06-30/">
<StorageQuota>0</StorageQuota>

</Quota>

5215 k@ EFE=EER
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AR R ANE S G AR, X o TS AR /MEDR AR SRS, 6708 Byte
CFAD,
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EKIHETTE

i Bz FH B AT
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MR EETTE

GET /?storageinfo HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

I SRAEHIE R E 24

TR A Bk, BAS WK 3-8,

IR B AMERE R E TR

HTTP/1.1 status code
Date: date
Content-Type: type

Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<GetBucketStorageInfoResult xmlns="http://obs.region.example.

<Size>size</Size>
<ObjectNumber>number</ObjectNumber>
</GetBucketStorageInfoResult>

I REIME N B ARk, Ak

P LR AR A RS R DO B e R R el

7<5-24 MRGEHETT

com/doc/2015-06-30/">

Z# 3K 3-20.

» JCE M EARE SLINER 5-24 k.

TRBMH

i::7%]

GetBucketStoragelnfoResult R s SR A S AE B RN
X RAH
HM: XML.

Size IR [H 7B RN
HRA. A,

ObjectNumber R B R

HAL: B,
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GET /?storageinfo HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:31:18 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:bLcdeJGYWw/eEEjMhPZx2MK5RIU=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435DD2958BFDCDB86B55E

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSitZctaPYVnat49fVMd10+OWIPlyrg3
Content-Type: application/xml

WED, 01 Jul 2015 03:31:18 GMT

Content-Length: 206

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<GetBucketStorageInfoResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Size>25490</Size>
<ObjectNumber>24</0ObjectNumber>
</GetBucketStorageInfoResult>

5.3 BAASMLIEE
5.3.1 1 B @RI W ub il &

THREST 4R

OBS FUVFEM P TRATEFAS I M DT IR, ar.html W TTSCPEL flash SO & RRATCSCA45,
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<GHEHEN

PUT /?website HTTP/1.1

Host: bucketname.obs.region.example.com

Content-Length: Iength

Date: date

Authorization: authorization

<WebsiteConfiguration>
<RedirectAllRequestsTo>

<HostName>hostName</HostName>

</RedirectAllRequestsTo>

</WebsiteConfiguration>
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A5 55 RedirectAllRequestsTo
Protocol 1A E 5 ()37 SR8 A O R Chittp, &
https) , ERIAEH http PR
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FAL: JLER
LA TG
IndexDocument Suff L. &
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A . WebsiteConfiguration
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AT 55 IndexDocument
ErrorDocument Key JGE. =
B, TR
A5 55: WebsiteConfiguration
Key L AXX R I 0 R FR . XA | &
TCERARE T 5% I & 5] 1Y) DL
KA TR
A5 . ErrorDocument
%M. A2 ErrorDocument fELET
RoutingRules Routing 7z %% o
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RoutingRule
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it it , Redirect 247,
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A2 Fi A5: RoutingRules
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KeyPrefixEquals
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KeyPrefixEquals ¥~ ExamplePage.html.
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7

HTTP/1.1 status code
Date: date
Content-Length: length

RN B AH Sk, BARIES %% 3-20.

A SRR SE BN E B TR

TRFRA R, TR CEBEEER 6-3 H.

PUT /?website HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:40:29 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:pUK7YpOyebng4P6ggzVjoS7whoM=
Content-Length: 194

<WebsiteConfiguration xmlns="http://obs.example.com/doc/2015-06-30/">
<RedirectAllRequestsTo>
<HostName>www.example.com</HostName>
</RedirectAllRequestsTo>
</WebsiteConfiguration>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164360D144670B9D02AABC6

x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSItgMZ/AcFUX9711xx8s67V3cCQtXWk
Date: WED, 01 Jul 2015 03:40:29 GMT

Content-Length: 0

5.3.2 SR VBRI M uh B &

RBUZAR R E M BB B S R

TOEFAT IHRAE, T EHRIATE A GetBucketWebsite HUATAUR . BRI T AH

AR T 2 T DAPRAT 4, t T D 3o i B A SRS P SRR S 4 FL At

115



Xt BAEAE AR 5
APl &%

5 API

<GHEHEN

N
GHESH

VA or RIS LS

EKIHETTE
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EIH=ISES

MR EE TS
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GET /?website HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

IR B AMERTH 2S5

TR A Bk, BAS WK 3-8,

EAGE SRS R N IR PSS e

HTTP/1.1 status code
Date: date
Content-Type: type
Content-Length: length
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<WebsiteConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<RedirectAllRequestsTo>
<HostName>hostName</HostName>
</RedirectAllRequestsTo>

</WebsiteConfiguration>

ZIERKIMI N R A AHE Sk, RkiES %% 3-20.

2 T SRR (8] A 23 S P R E B e R - e LA A st A LV SR A3 SR B e
oL WIESRIH BT,

LRV SR AT BE A RFIR B R A0 T 3R 5-27 ik .

w5-27 FyiRiEIR

HixAg ik HTTP JR7SH
NoSuchWebsiteConfiguration T Website Bt B ANTTAE 404 Not Found
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HRMRCAUSER 6-3

GET /?website HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:41:54 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:YxtlRu+feHE0S94R7dcBp+hfLnI=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164363442ECO3A8CA3DD7F5

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSFbGOmMINOBVPlkbwN3HWr8jbVvtKEKN
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:41:54 GMT

Content-Length: 250

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<WebsiteConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<RedirectAllRequestsTo>
<HostName>www.example.com</HostName>
</RedirectAllRequestsTo>
</WebsiteConfiguration>

5.3.3 Mlp& @R M uh Bt &

<GHEHEN

GHESH

.lﬁ;k“ﬁn_-\*

IRV A D 98]t P A5

%Em&ﬁ%ﬁﬁ,%E%%%ﬁ%ﬁDmmmmmmmm&@ BN XA
(KT A 2 AT LAPRAT e, 0 AT DA e 4% B A SR o P Y SRS 42 45 LA 7

DELETE /?website HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

PAGRRIEISUR NI PSE @

TR A Bk, BiAS W& 3-3.
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i Bz FH B A

HTTP/1.1 status code
Date: date
Content-Type: type
Content-Length: length

M Rz 75 225
R B AR AFH Sk, HAkiES %% 3-20.

MaRHE TR
SR WL B R TR

iR N H 2

TRFRA R, TR CEBEMER 6-3 H.

15 KRl
DELETE /bucket0l?website HTTP/1.1
User-Agent: curl/7.29.0
Host: 127.0.0.1
Accept: */*
Date: WED, 01 Jul 2015 03:44:37 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:AZ1bON5eLknxNOe/cOBISV1bEgc=

Pl ;2 7 451

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF2600000164363786230E2001DC0807

x-obs-id-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCSFUG4AfEyDRgzUiEY2i71bJdndBCy+wUZ
Date: WED, 01 Jul 2015 03:44:37 GMT

5.3.4 1% E88Y CORS L &

CORS (Cross Origin Resource Sharing), BB ETIRILE, & W3C bruEfb2H 2 Hi i

—FRREHLE], VR S EE R I E . AR TS SR, T A R

SOP (Same Origin Policy) FAFLE, —NMuk AN SR ARE S J7— AWk i A
MWK EZH.

OBS FCVFEAR N ARAZ A M TR, EIEMIER T, OBS MM AT LU WAk %5
(SN 5.3.1 BEMAIMLEECE). RAEMTTIEXK CORS L E, OBS H M4
R N 57— AN R 3l ) 437 R
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BEKIHEHER
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o {RAUTLMEH] CORS 3¢ #F, fdiH JavaScript Fl HTML 5 k4% Web N, EE:5in

OBS B, AN F 5 ZEACE AR 35 A %

o LU HTMLS i IOfGHINAE, ELBIA OBS LA&scff, R LA, stim

FEM Web BT A BE B N 7

o SEEAEAFRIRPHISMNER T, #ERM HTML 5 BH], BUAER BL5| FA7f#7E OBS

HHK) Web FAR B J, X S BHR R 2 AN P L 5

LEMHAT IR, 72 ORAAT & PutBucketCORS AUBR . ERIMESL N XA I
AR UAPAT LA, R mT DU e B AR S ] P SRS A 25 FLAt T 7

PUT /?cors HTTP/1.1

Host: bucketname.obs.region.example.com
Content-Length: length

Date: date

Authorization: authorization

Content-MD5: MD5

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<ID>id</ID>
<AllowedMethod>method</AllowedMethod>
<AllowedOrigin>origin</AllowedOrigin>
<AllowedHeader>header</AllowedHeader>
<MaxAgeSeconds>seconds</MaxAgeSeconds>
<ExposeHeader>header</ExposeHeader>
</CORSRule>
</CORSConfiguration>

PAGRREISUIRNEIEMNEPSE 2

A SRAE AT 2 Sk R 3% 5-28 P

£%5-28 CORS & kiEEk

g, BN EAE 128-bit MD5 {425 base64 4wfd 5 15
B )7

K. FRE

7~f5): n581G6hfM7vql4KOvnWpog==

MESLER | ik S FHikE
Content-MD5 | 42 RFC 1864 bRifibt SLth 1 5 1K1 MDB B¢ | 2
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AR ik BEHZ Ik
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ation KM, KR,
RAif: L.
CORSRule CORS #i/ll, CORSConfiguration FrJ# %5 100 | 2
ANKRI
KA, e,
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ID —% Rule (IARIH, AR 255 NI EHAEBEH | K
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KM, TR E
L5 A: Rules
AllowedMetho | CORS #i Il 4214+ Method . =
d S, =
KA, T,
A %{E: GET. PUT. HEAD. POST . DELETE
RFi A Rules
AllowedOrigin | CORS #iLI {0 ¥/ Origin (Frmi & K/ , 7l | &
PLAF — N UCECRF” *” o 45— AllowedOrigin 7] LA
Wi —A “*” BT .
KM, FRH
Qdﬁ/‘ﬁ: Rule,
AllowedHeade | fid'® CORS iR+ o HT “ Access-Control- e
r Request-Headers” ki, Wi —AMERH T
“Access-Control-Request-Headers” kizk, I {45 UL
I+ AllowedHeader i & A4 0N & — A ETER
CORS iE:k. &— AllowedHeader 7] L iz % — A~
“xr SEECRT, A
BKA FRAE
ZF 5. Rule,
MaxAgeSecon | % i ] PLZEAE 1) CORS WM [a], DAFD A BAAT . Eo
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£~ CORSRule A I & EL—A
MaxAgeSeconds, ] LA E N HiE.
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Na RS T ER
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BfR ik

BB Wik

XHi 5 Rule.

ExposeHeader | CORS Wil N H7f7 R BT I Skds,  £57%% /7 iR LA A M 15
B AT B

FA: FRE
L5/ Rule.

oA

HTTP/1.1 status code

Date: date
Content-Length: Iength

AR AW R B AFLH Sk, BAREZ %% 3-20,

T R AW R B AN B TR

TRFRA IR, AR AU EAEE 6-3 1.

PUT /?cors HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:51:52 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:1g7BGogE9yyhdEwWE6K0]jJ7ysVxU=
Content-MD5: NGLzvw81f/A2C9PiGO0azQ==

Content-Length: 617

<?xml version="1.0" encoding="utf-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>HEAD</AllowedMethod>
<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedOrigin>www.example.com</AllowedOrigin>
<AllowedHeader>AllowedHeader 1</AllowedHeader>
<AllowedHeader>AllowedHeader 2</AllowedHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
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<ExposeHeader>ExposeHeader 1</ExposeHeader>
<ExposeHeader>ExposeHeader 2</ExposeHeader>
</CORSRule>
</CORSConfiguration>

HTTP/1.1 100 Continue

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643627112BD03512FC94A4

x-obs-id-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCSYi6wLC4bkrvuS9sgnlRjxK2a5Fe3ry
Date: WED, 01 Jul 2015 03:51:52 GMT

Content-Length: 0

5.3.5 3R EX#@HY CORS BL &

hEENT 4R

<GHEHER

-lﬁ;k“ﬁ:u\ ﬁ

A=
VA IS YAS

BEXREETLE

LD)ORRSY =

SRIAE E M) CORS FLEE & .

%Eﬁ&ﬁ%%ﬁ,%%%%mﬁﬁﬁ@mmmmmwﬂm BOAEOL T AP
A AT APAT LA, o mT DU e B AR Sms ] P SR A 2 FLAt T T

GET /?cors HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

EAGRRERSUIRNEIEMNEPSE S

ZI R AN Bk, BiAS ¥ 3-3,

RGPS RN IR MEPS e

HTTP/1.1 status code
Content-Type: application/xml
Date: date

Content-Length: Iength

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CORSConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<CORSRule>
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</CORSRule>
</CORSConfiguration>

Ml Rz 52 Sk
ZAPRIMRIE B AL ATEHE K, A5 % 3-20.

Mg Rz iH B T &
A LRI [0 W 278 2 L L G 36 4 26 5-30 I

#5-30 CORS BLE L H

BfR ik

CORSConfiguration CORSRules [FJRFT 5, RN 64 KB.

K. Faso

ﬁa%;ﬁ: 960
CORSRule CORS #1/ll, CORSConfiguration "% £ & 100 R
.

R K
A 5. CORSConfiguration.

ID —% Rule bR, HIAEEIT 255 MR 745 5 AR .
B, FRHEH
A5 4. Rule,

AllowedMethod CORS #L fe 1) Method .

KR FREER

H¥UE: GET. PUT. HEAD. POST . DELETE
5 A Rules

AllowedOrigin CORS HLU fu V1) Origin (KR M FRFED , Al —
ANLERAE” *7 . 4F—> AllowedOrigin 7] LA % — 4
“x” BRLTF

KA. PR

LXHi 4 Rule.

AllowedHeader lic E CORS W&k R iF#E 411 “ Access-Control-Request-
Headers” skifi. wWiR—AMERH T “Access-Control-
Request-Headers” ki, NI A ILE | AllowedHeader H1[#)
Bic B A A A — BV CORS 3K, —14
AllowedHeader 7] Ui e 22—~ “*” @ICAF, AAHILA

*%o
K. TR,
LS. Rule,

123



Xt BAEAE AR 5
APl &%

5 API

AR R H R

RSN

Pl ;2 7 451
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ik

MaxAgeSeconds P Al DAZELEI) CORS MR ], LLFD A ALY .

%/~ CORSRule 7] LA 2 £ —~> MaxAgeSeconds, L4
WHE RE,
P, TR

LFi A Rule,

ExposeHeader

CORS W O ISk L
B
ES R

AN

AT R

e m R EONE R, A

Rule,

W1 SR ] BEAURFIR S R U0 R 3R 5-31 #HiA.

7<5-31 FkiaIR

Hixhg ik HTTP K51
NoSuchCORSConfiguration | #f{#] CORS fid B ANTE7E 404 Not Found

HRRCAU SR 6-3

GET /?cors HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:54:36 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:WJIGghTrPQQOXRuCx5gol fHyE+Wwg=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164363593F10738B80CACBE

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSpngvwC5TskcLGh7Fz5KRmCFIayuY8p
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:54:36 GMT

Content-Length: 825

<?xml version="1.0" encoding="utf-8"?>
<CORSConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<CORSRule>
<ID>783fc6652cf246c096€a836694£71855</ID>
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<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>HEAD</AllowedMethod>
<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>

<AllowedOrigin>obs.example.com</AllowedOrigin>
<AllowedOrigin>www.example.com</AllowedOrigin>
<AllowedHeader>AllowedHeader 1</AllowedHeader>
<AllowedHeader>AllowedHeader 2</AllowedHeader>

<MaxAgeSeconds>100</MaxAgeSeconds>

<ExposeHeader>ExposeHeader 1</ExposeHeader>
<ExposeHeader>ExposeHeader 2</ExposeHeader>

</CORSRule>
</CORSConfiguration>

5.3.6 flFR#ERY CORS BL&E

GHEHR

GHESH

Fa:*sthlLA:}:

EKHETTE

Mg Rz FH B AT

T ER i E A K] CORS BCEL(E S o MHIRAR 5 A LA K AR A X oA AN BE B AR R Bk A 3£ 1Y

HRTI

TEMPATHLIRIE, 7 ZEHRIATE A PutBucketCORS FLFR (ZEHH S e B M B A

CORS BRI A1 & #fi CORS i [l — > Action).

DELETE /?cors HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

IR B AMERH S S H

IR A Bk, BAS K 3-3.

IR R AMERH TR

HTTP/1.1 status code

Date: date

Content-Type: application/xml
Content-Length: length
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DELETE /?cors HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:56:41 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC :mKUs/uIPb8BPO0ZhvMd4wEy+EbiI=

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF26000001643639F290185BB27F793A

x-obs-1id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCSLWMRFJfckapW+ktT/+1AnAz7X1NUOb
Date: WED, 01 Jul 2015 03:56:41 GMT

5.3.7 OPTIONS ##

LHREST 4R

<GHEHEN

OPTIONS, FRONTIIE R, A% P o R IE 25 AR A5 v ) — Fhid =K, 388 48 FH ARG 25 7 o
BAX RS AT B E B . R ST0E R IR B, 2 b A AR HAT e 42
E’Jlﬁjzo

OBS FVFIEAR N IRAFER SN T 3R, TEIERERMER T, OBS HIRE AT LA A Rk 75
P EXFERHAFT, OBS HHIIE MRS b, 75 EALEEE i &% 1) OPTIONS
TIiE K

EAUE OPTIONS, OBS [zl 4L E CORS, JT CORS i i, 52 W=
Y 5.3.4 WEMN CORS iLH .

OPTIONS / HTITP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

Origin: origin

Access-Control-Request-Method: method
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#5-32 OPTIONS iE3K;EE L
HESLZR 3% = BWiIE
Origin TS SR 18 & iS5 SR Origin GEE A4 &
KM PR
Access- SERRE R AT PA ) HTTP 73k, "B miksk | 2
Control- 15
Request- . o
hﬂethod %@EE: ﬁLﬁTHE
H#E: GET. PUT. HEAD. POST . DELETE
Access- SEBRAF SR AT LB HTTP Skisk, AT A 2 AN kel . g
Control-
}}Q U' :—‘—»/«\/\-
Request- R FRFH
Headers

EKHETTE

R R R R BT,

i) Bz FH B AT

HTTP/1.1 status code

Content-Type: application/xml

Access-Control-
Access-Control-
Access-Control-
Access-Control-

Access-Control-

Date: date
Content-Length:

el Rz H 23k

Allow-Origin: origin
Allow-Methods: method
Allow-Header: header
Max-Age: time

Expose-Headers: header

length

WM AP R R Sk B R 3R 5-33 B

£<5-33 CORS MaRzE Bk

HEKBR

iy

Access-Control-Allow-

4n A5 K 1 Origin i 2 ik 55 9 f) CORS FCE, I 71 i
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Origin 151X A Origin.

FH: R

Access-Control-Allow-
Headers

W HRiE K1) headers i &2 MRk 55 5w ) CORS BCE, I 7E i i H

£ IX ) headers.

KM TR

Access-Control-Max-
Age

Jik %% i CORS Hic & H1 1) MaxAgeSeconds.
HA: B

Access-Control-Allow-
Methods

S8
W11 5R ) Access-Control-Request-Method 7 2 il 45 5 i
CORS fiC &, 7EM B 653X % rule H[) Methods.
%ﬂ: = Sy

TR R
H3fE: GET. PUT. HEAD. POST . DELETE

Access-Control-
Expose-Headers

Jik 455t CORS [i & H 1] ExposeHeader

3}@?&: = S

TAFE

e Rz HR TR

AR N LEINAE NS RN 21z DS Vv

iR N H 2

LA SRPT BEFRIRFIAR B 201 3% 5-34 fifiidk

R5-34 FEATEIR

Hixhg iU HTTP K7&SH
Bad Request Invalid Access-Control-Request-Method: 400 BadRequest
null
WL E T CORS, OPTIONS fiift, #H
o\ method ki,
Bad Request Insufficient information. Origin request 400 BadRequest

header needed.

L E 7 CORS, OPTIONS #iff, &4
TN origin Sk,

AccessForbidden

CORSResponse: This CORS request is not | 403 Forbidden
allowed. This is usually because the
evalution of Origin, request method /
Access-Control-Request-Method or
Access-Control-Requet-Headers are not

whitelisted by the resource's CORS spec.
WL E T CORS, OPTIONS #i,
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OPTIONS / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:02:15 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:7RgP1lvijemo6U+Adv9/Y6eGzWrzA=
Origin: www.example.com

Access-Control-Request-Method: PUT

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436314E8FF936946DBCIC
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET,HEAD, PUT, DELETE
Access-Control-Max-Age: 100

Access-Control-Expose-Headers: ExposeHeader 1,ExposeHeader_ 2
Access-Control-Allow-Credentials: true

x-obs-1id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCT1YimJvOyJncCLNm5y/iz6MAGLNXTuUS

Date: WED, 01 Jul 2015 04:02:15 GMT
Content-Length: 0

5.3.8 OPTIONS X%

THEEST 4R

EKIHEHER

BEKIHESH

%2 W& 5.3.7 OPTIONS .

OPTIONS /object HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

Origin: origin

Access-Control-Request-Method: method

IR B AME R B S5
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HRfE: GET. PUT. HEAD. POST . DELETE
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Control- s .
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Headers
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HTTP/1.1 status code

Content-Type:

Access-Control-
Access-Control-
Access-Control-
Access-Control-

Access-Control-

Date: date

Content-Length:

type

Allow-Origin: origin
Allow-Methods: method
Allow-Header: header
Max-Age: time
Expose-Headers: header

length
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Access-Control-Max-
Age

Jik %% i CORS Hic & H ) MaxAgeSeconds.
PR EH

Access-Control-Allow-
Methods

W% R ) Access-Control-Request-Method i 2 il 55 3
CORS FLE, WILEm: R £0 53X % rule H1¥) Methods.

KA, FIFH
H%H: GET. PUT. HEAD. POST . DELETE

Access-Control-
Expose-Headers

Jik %% vii; CORS HC & H 1) ExposeHeader »
KA TR

Mol Rz iH R TR

AT RO INAEY S R NG TSRS v

AR R H R

LETE SR AT BE A RFIR B R 41 T 3 5-37 Hiik .

7<5-37 FkiRIR

FiRAD iR HTTP K755
Bad Request Invalid Access-Control-Request-Method: 400 BadRequest
null
fifE T CORS, OPTIONS ffiiff, ¥4
I method ki,
Bad Request Insufficient information. Origin request 400 BadRequest

header needed.

AECE T CORS, OPTIONS #ilt, %H
BN origin Sk

AccessForbidden

CORSResponse: This CORS request is not | 403 Forbidden
allowed. This is usually because the
evalution of Origin, request method /
Access-Control-Request-Method or
Access-Control-Requet-Headers are not

whitelisted by the resource's CORS spec.
WML E T CORS, OPTIONS fiif,

Origin. method. Headers 5{T— rule T
BiAs Eo
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OPTIONS /object 1 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:02:19 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:bQZG9c2aokAJsHOOkuVBK6CHZZQ=
Origin: www.example.com

Access-Control-Request-Method: PUT

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643632D12EFCE1C1294555
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET, HEAD, PUT, DELETE
Access-Control-Max-Age: 100

Access-Control-Expose-Headers: ExposeHeader 1,ExposeHeader 2
Access-Control-Allow-Credentials: true

x-obs-1d-2: 32AAAQAAEAARAAAQAAEAABAAAQAAEAABCS+DXV4zZetbTgFehhEcuXywTa/mi3T3
Date: WED, 01 Jul 2015 04:02:19 GMT

Content-Length: 0

5.4 FERIRIE
5.4.1 PUT &

ThEEST 4R

EAEXT GRIRAF RIS E RN I — DX R, ST R ZR T AR SR
338

(L8R
Rl =AM Ak 00 2 82—y, EARAT B S MAGEALT, TLLHERLM R, T—kE
a3t S MG —k BRI 2K £

UNERAESR E RN N LA M R RO REEE AN R, 7 AR BRI e o R 0t
% N T HREUE A R P R RIRIR, R AETE SRIE B Sk Content-
MD5 24§, fEIXFEDLT, OBS WLE| LAENIXT GG, XA RIEAT MD5 Ked, g
A EUUGR AR

FIPIET] LAAE AR R IR TE x-obs-acl 24, BB GUIBUIR st Hems . R 44
JHE_EAEXT RIS RARSE x-obs-acl ZH40, WHZA SERNAT LA Ay OBS i 5[] -

FI4E OBS RSt BIEE THlZ )G, T LCRHAT PUT #A R 15 20Rx 5 AR 2

B AR OR/NE B2 [0, 5GB], WA # AR I 5GB S, R EEIL 5.5
Z BURE R BLEAE

132



X GAFAE RS
APl % 5> API

5 POST _L&HIX 5
PUT 45 i S H0lhi sR3k AL ;. POST A& UAE Jy3il B4k v [ 28 Bt A 34

PUT EAEFRAE URL HHREXT R4 POST LALHEAZH URL Jutifiidids, TR EX R
o PIEHIERAT 23N

PUT /ObjectName HTTP/1.1
POST / HTTP/1.1

KT POST HEMHEZHEEE, 15255 5.4.2 POST 1%,

ZhR A

WA ZRARERIT RN, RGBS RAER RS, JFHE
i W4 Sk x-obs-version-id IR [FHZRRAS 5 o A0 R 10 2 RRCAIRZS & 5 1, I SR A i
ARG nulle KT ZBRARE, 205211 BB Z AR

FRIHEREN

PUT /ObjectName HTTP/1.1

Host: bucketname.obs.region.example.com
Content-Type: application/xml
Content-Length: length

Authorization: authorization

Date: date

<Optional Additional Header>

<object Content>

KBRS
EAESGECIRN ISR 8

1F3:*Z EHIL»:J'
P R A LA PRI 22k, BARanER 5-38 fr.
(11 AR
OBS % # & Lt L ob £ iF K 2483 HTTP thil 8L 49 6 A5 K k: Cache-Control. Expires.
Content-Encoding. Content-Disposition. Content-Type. Content-Language. %= 3% L4 Object &%
B 7RI R K, OBS 2 AR X B KIRAERA T ko X 6 MALT B L OBS RAE A 47

X S AR APL 3 0 #4714 . f21% Object #4 T # &4 HEAD 891k, X AR A a9 {240k
BB 69 HTTP kIR PR EE P 35,

3%5-38 1EKIEEk

HESLRR ik =5
Wik
Content-MD5 1221 RFC 1864 Rkt 51 HVH S MD5 257 i
F, B S 44 128-bit MD5 {40 base64 4 5 154 51
INEEEER
R FAF
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ik

=&

7~l: n581G6hfM7vgl4KOvnWpog==.

x-obs-acl

QU BRI, AT RN b i RSk B B R AR 2 ]
TR, A B SR DY TIUE SRR I SRS, A4
private; public-read; public-read-write

KA A

Y AR IE R TUE SR .

5245 x-obs-acl: public-read.

oA

x-obs-grant-read

QEXTRIN, AR BRI T B F A et
GANERIOG R T E e IBLR -

KR FRH
Si44] x-obs-grant-read: id=domainID. #5244 %N

oA

x-obs-grant-read-acp

BT R, A Sk B N B P A 3REL
St % ACL IR .

FH: FREH.
52451 x-obs-grant-read-acp: id=domainlD. WIRZNLE
AP, FEE o E

iy

x-obs-grant-write-
acp

BN R, AF S8R domain FTRFEH P AS
5 ACL IR .

BRI
S5 x-obs-grant-write-acp: id=domainID. 1E#ZALE %
ANFP, TR, E

oA

x-obs-grant-full-
control

BIERXT G, A Sk I8 AL domain i H P A 132
X5 IRBON GOon R . SREU R ACL. EXT 4R ACL
AL o

FH: FREHE

52451 x-obs-grant-full-control: id=domainID. U1SE#AL 25
AP, HwEE .

oA

Xx-0bs-meta-*

BN G, AILAE HTTP &R in A LA “x-obs-meta-
7 FSLEIE RSk, HSRIN B X ooEdE, DUEXT
X G HAT H e E ., 2 PRI S 5 & h) T
FICEAER, M E 2 OtEdEE SR FE B
Sk B, HTTP WESRANEETH B, KEAGEHE
8KB.

KM, FIRH

~f5l: x-obs-meta-test: test metadata

LUt RS T BRI RHE TR RV £ IR ASC T
ST, 40— B AE ASCIl sk A AT

oA
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EKHETTE

IHEKB]

ik

=&

WONTARF, 2% P i HAT W AR as A B, AT LR A
URL #mfidali# Base64 Zhid, MRssim Ao ifidid a2 .
filtn “Fsc” SEE ASCH A5, A LU URL 4wt Ay
“0E4%B8%ADYEGY%96%87 ” , ki x-obs-meta-
%E4%B8%AD%E6%96%87:
test%E4%B8%ADY%EG%96%87 . H & X JtHHE 2 X-
obs-meta-%E4%B8%ADY%EG%96%87, I 553 H 4x1F Jy
TR, oA,

U SRR RNEFERE, RS EiE R IE R
SLI) key B4 pi/NE , value A48, {5ll1: x-obs-meta-
Testl: Test Metal, & KRIIZ )G, FHENTRIR A I
HkA&: x-obs-meta-testl: Test Metal.

X-obs-website-
redirect-location

LI E 7 Website it &, AT LUBSREUX AN X5 3 R
HE [ BN A — I R — AN ST URL, OBS
EAMEMNKIT R B, RAFAEXS R e

Blhn, HE FEREAR A 51— X 5
x-obs-website-redirect-location:/anotherPage.html

B E (A3 SR 2 — M BT URL:
x-obs-website-redirect-location:http://www.example.com/
KR PR

BRNE: TG

Yi. WAL “17 . “http:d!” B “httpsil” Tk, K
JEA KL 2KB.

)|

success-action-
redirect

WS HIME R —A URL, T8 5% 4G REEE R

ThA I8 fi5 1) 2 52 Tm) A b bk

o WIRWSHUE AN A LR, mRNSA 303,
Location Sk3k LS LA K hifi 4. MR 4. XTRT
ETag 4.

o B MSHUE LR, W OBS ZHg I HIMER,
M5k 204, Location Sk g% 5tk

KA. FAFH .

oA

x-obs-expires

TR R[], AR K. I RN R
HEIMHER. AR R e B [T 4a 150
FA. B,

~fil: x-obs-expires:3

oA

AR SR AME I BT E, AR AR T A B AR -
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HTTP/1.1 status code

Content-Length: Iength

Content-Type: type
el Rz H 2 Sk

AR RIS B A0 Rk, BRI S5 3-20.

BR 22 Shmi N B Sk 22 A, B W] REAE A sk 5-39 T HTH Sk

3<5-39 MMMAIRGHSE Sk

B EH sk

x-obs-version-id ﬁ%mmﬁv AR 2 ARSI,

R [E BRI RA T
K, P

Mo B ;HE T E

IR R 2

KRB 1

M) )87 7= 451 1

ZAE KIS B AT B TR

B R AIR IR IR R, AR AR SR 6-3 1.

EfeRR

PUT /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:11:15 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:gYqplLg30dEX7GMi2gFWyjdFsyw=
Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164364C10805D385E1E3C67

ETag: "d41d8cd98£f00b204e9800998ecf8427e"

x-obs-id-2: 32AAAWJAMAABAAAQAAEAABAAAQAAEAABCTzu4Jp2lquWuXsjnLyPPiT3cfGhgPoY
Date: WED, 01 Jul 2015 04:11:15 GMT

Content-Length: 0
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BN R EFRBE ACL

PUT /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:13:55 GMT

X—obs-grant-—
read:1d=52f24s3593as5730ead4f72248357%a17,1d=a93fcas852f24s3596ea8366794f7224
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:gYqplLg30dEX7GMi2gFWyjdFsyw=
Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB7800000164845759E4F3B39ABEESS5E

ETag: "d41d8cd98f00b204e9800998ecf8427e"

x-obs-id-2: 32AAAQAAEAABRAAAQAAEAABAAAQAAEAABCSReVRNuasOknI+Y96iXrZA7BLUgj06Z
Date: WED, 01 Jul 2015 04:13:55 GMT

Content-Length: 0

W )E 2 RS AR &R

PUT /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:17:12 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uFVJhp/dJqj/CJIVLrSZ0gpw3ng=
Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001439A51DB2B2577

ETag: "d41d8cd98£f00b204e9800998ecf8427e"

X-OBS-ID-2: GcVgfeOJHx8JZHTHrRgkPsbKdB583fYbr3RBbHT6mMrBstReVILBZbMAdALiBYyl1l
Date: WED, 01 Jul 2015 04:17:12 GMT

x-obs-version-id: AAABQ492M9 cOvycq3gAAAAAVURTRkha

Content-Length: 0
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PUT /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:17:50 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uFVJhp/dJqj/CIIVLrSZ0gpw3ng=
Content-Length: 10

Content-MD5: 6Afx/PgtEy+bsBjKZzihnw==

Expect: 100-continue

1234567890

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB7800000164B165971F91D82217D105

X-OBS-ID-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCSEKhBpS4BB3dSMNgMtuNxQDDIXvOw5h
ETag: "1072elb96b47d7ec859710068aa70d57"

Date: WED, 01 Jul 2015 04:17:50 GMT

Content-Length: 0

FRE T Website iLE, EAEXTRITEE TR RN EREHN

PUT /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:17:12 GMT

x-obs-website-redirect-location: http://www.example.com/
Authorization: OBS H4IPJXO0TQTHTHEBQQCEC:uFVJhp/dJqj/CJIVLrSZ0gpw3ng=
Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001439A51DB2B2577

x-obs-1id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTmxB5ufMj/7/GzP8TFwThp33ulxhn2z
ETag: "1072elb96b47d7ec859710068aa70d57"

Date: WED, 01 Jul 2015 04:17:12 GMT

x-obs-version-id: AAABQ492M9 cOvycq3gAAAAAVURTRkha

Content-Length: 0
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PUT
/object02?AccessKeyId=H4IPIJX0TQTHTHEBQQCEC&Expires=1532688887&Signature=EQmDuOhWLUr
zrzRNZxwS72CXeXM%$3D HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Content-Length: 1024

[1024 Byte data content]

e iz 7= 451) 7

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001439A51DB2B2577

x-obs-1id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTmxB5ufMj/7/GzP8TFwTbhp33ulxhn2Z
ETag: "1072elb96b47d7ec859710068aa70d57"

Date: Fri, 27 Jul 2018 10:52:31 GMT

x-obs-version-id: AAABQ4g2M9 cOvycq3gAAAAAVURTRkha

Content-Length: 0

5.4.2 POST 1%

AR R ERAF TGRSR E I I — DR R, BT ZRE R Z P A I S R
BR
(1] #EA
Rl— AR A ikt R 6 RE—a, BRMATRESMANKAT, ELEARLHE, H—kE
th et SAAE — K BRI S A,

BERAESR E AN N C2A MR RN SR AN 5, B AR BB R 8 i ORI
F N T REUR I R P R RIBIR, R AETE SRIE B Sk P Content-
MD5 24, fEIXFPEDLT, OBS LB LALMIXT G5, XA RIEAT MD5 K, g
A—BUWR SR . F7 IR AT BLE EARRXT RIS 5 5E x-obs-acl S8, i EX G
PR F ] s o

P Br 7o LA PUT B EAEXT G246, dbn] Ui POST bA&EXT 4,
FLIR BAEXRT R R/ANERIZ[0, 5GB], Wi 7 AL 5GB K, i Elid 5.5
Z BRIy B b A
5 PUT Ef&2R9X 71
PUT A&t S ¥l il RSk dmit8:; POST A% NIAVE A EAAR o it 22 B dai A% 336

PUT EAETRTE URL HHHEEXT R4 POST FALHRASH URL A4, LT et 4
o PIEIESRAT 2008
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PUT /ObjectName HTTP/1.1
POST / HTTP/1.1

KT PUT HAEME L H4IE R, 155% 5.4.1PUT Lk,

ZhRA

WRMP Z RARERIFE N, RAESHINT G AR —NME—IIRA S5 R
ZIRARES R EIF1, W RS AE B GRS 8 null, 3 i B4k x-obs-version-id
RENZRAS . K TFMIZRARE, 205211 & ERNZRACIRS .

ERIHRER
POST / HTTP/1.1
Host: bucketname.obs.region.example.com
User-Agent: browser data
Accept: file types
Accept-Language: Regions
Accept-Encoding: encoding
Accept-Charset: character set
Keep-Alive: 300
Connection: keep-alive
Content-Type: multipart/form-data; boundary=-9431149156168
Content-Length: Iength

--9431149156168

Content-Disposition: form-data; name="key"

acl

--9431149156168

Content-Disposition: form-data; name="success action redirect"
success redirect

--9431149156168

Content-Disposition: form-data; name="content-Type"
content type

--9431149156168

Content-Disposition: form-data; name="x-obs-meta-uuid"
uuid

--9431149156168

Content-Disposition: form-data; name="x-obs-meta-tag"
metadata

--9431149156168

Content-Disposition: form-data; name="AccessKeyId"
access-key-id

--9431149156168

Content-Disposition: form-data; name="policy"

encoded policy

--9431149156168

Content-Disposition: form-data; name="signature"
signature=

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename"
Content-Type: image/jpeg

file content

--9431149156168
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Content-Disposition: form-data; name="submit"
Upload to OBS
--9431149156168--
HKRKEHEESH
ZAERIH B AMEHS 4
BEREEk
ZAE R A SLEE kL, BRGS0 3-3.
W R AR EREL CORS BLE (55, 7528 A 199 53k Wi R 3 5-40 fis.
#5-40 3REY CORS Fe & AYiEKIEE kL
HESLZIR R =Bk
Origin TG R 48 @ S k5 3K Origin GEH sk =
g) o
R FIFH
Access-Control- SERiE SR AT LA ) HTTP Skis, wJ bl A 5
Request-Headers | ).y},
ESIE 2 E R
BEXREETTE
ZAE R B RH S R R A RAH L, R 7B EARS LR 5-41 Fios.
#5-41 EKHERETE
SHRAMR i35 =5
Wik
file AR RN E =
HA: b ECCAR AL,
IR WS AU G — NS5, Bk s
B 5w E5; —MERPHBESAE 1
file Z%L.
key I TE SR R AR =
KR R
AccessKeyld FH kA 1% 3R R AL # 1) Access Key. o

Y zan

KA. PR,

LIRS IRIZE R EAE KIS H, W2
BELZH.
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ik
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ik

policy

ZIE R 2RI RA . policy #%:\iE 2% 3.2.4
HeF PG AE AR R AP AR A0 T T policy A%
E2

HH, FE

token

FHoR &G —Fa I K KL & 1) Access Key, R4
FE R I 224 5E0% . token AR S0 T BhdE &
] Access Key, 173K 2544 FITE K 1) 22 4 5 s

PACH S
ZN7F

HTML H': <input type="text" name="token"
value="ak:signature:policy" />

o

x-obs-acl

BTG, AT DU _E 9 S8 Sk 8 B SR A PR 42
AN, A FH B SR D TiE SCHA) S F SEmg, A4
private; public-read; public-read-write; public-
read-delivered ; public-read-write-delivered.
eI

ZNAE

POLICY #1: {"acl": "public-read" },

HTML H': <input type="text" name="acl"
value="public-read" />

i)

x-obs-grant-read

QU G, A Sk sz AL domain 1 g H P
A X RANFRIO G e St BLRR -

K. TR,
ZNUE
POLICY #: {"grant-read": "id=domainld1" },

HTML H': <input type="text" name="grant-read"
value="id=domainld1" />

oA

x-obs-grant-read-acp

BUEEXT BN, TSI AN domain R BT AT
HIRIBUR 5 ACL AR .

KA. FIFH.
ZN/B
POLICY #1: {"grant-read-acp": "id=domainid1" },

HTML H': <input type="text" name="grant-read-
acp" value="id=domainld1" />

i)

x-obs-grant-write-acp

AU G, A Sk a3 AL domain T I P
AEXE ACL FIBLR.

KA. FHFH .

o
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ik

=5

Wik

aNiE
POLICY . {"grant-write-acp": "id=domainld1" },

HTML H': <input type="text" name="grant-write-
acp" value="id=domainld1" />

x-obs-grant-full-control

BUEEXT G, Al k3852 AL domain i F
FHEX G RECT Gontds. REGT 4 ACL. 5
% ACL [FIRLIR .

KB TR
ZNUE
POLICY : {"grant-full-control": "id=domainld1" },

HTML #': <input type="text" name="grant-full-
control” value="id=domainld1" />

oA

Cache-Control,
Content-Type,
Content-Disposition,
Content-Encoding
Expires

X 5 NZHGE HTTP AadEH Bk, OBS #ixtez
Fadsk TR, AP NN R EL Head Object
B, M R Sk i X s S
KA TR HE,

AN

POLICY . ["starts-with", "$Content-Type",
"text/"],

HTML : <input type="text" name="content-type"
value="text/plain" />

oA

success_action_redirect

WSHIME R —A URL, T8 4 kas R

R B 5 ) B ] PR b o

o WIRMSHUEA N HRIERT), WSy 303,
Location ki tH b ZH DA K difi 44 . XI5 4. Xt
L) ETag 4.

o WIRMSHUE TR, W OBS ZHE IS HM1E
FH, WERIAS N 204, Location Skigi At Gt

K AR

A~

POLICY : {"success_action_redirect":

"http://123458.com"},

HTML H': <input type="text"
name="success_action_redirect"
value="http://123458.com" />

i

X-0bs-meta-*

BIEERT S, ALAZE HTTP iRt in A “x-obs-

meta-” V4 ELELLL “x-obs-meta-” FF3k AW B3k,
RN B e SR e, DB kT B e X
L. S IREUO S E A T R e R R
NI H 5 XOuEdinks 2 7E R [FH S T B Sk A

i)
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BREM g =5
IJI_lIJo
K. FRFH.
ZNiE
POLICY H: {"x-obs-meta-test ": " test metadata " },
HTML H': <input type="text" name=" x-obs-meta-
test " value=" test metadata " />
success_action_status XA ZHAEE I RLFPRASRY, SRVFBRGERIEN | &
200, 201, 204.
o RIS HUA I E A 200 B 204, OBS M
4 B body A=
o WIRILZHUAHE Jy 201, WU OBS Wi By &
HALE — A XML SRS IR b 0 3K (10 e )82
o LIERA W S HESHLHI, OBS WL
f5 >4 204.
ESRE 26
ZN/B
POLICY . ["starts-with", "$success_action_status",
Illl],
HTML H': <input type="text"
name="success_action_status" value="200" />
x-obs-website-redirect- | i E | Website BCE, LUK EREUX NN S | 5
location R 7 5 R A 55— A Gk — AN
URL, OBS KX AMEM LI, IRAFERT R
e .
BAE: T
ZIR: WAL, “1” . “http:/l” B “https:/” TF
sk, KA 2K
X-obs-expires T R AR ], AR R, S EN S | &

i Rz H B A

W EBIMER. ARG FE SN TE TG THED
A, AR,
7~il: x-obs-expires:3

HTTP/1.1 status code

Content-Type: application/xml

Location: location
Date: date
ETag: etag
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APl % 5> API

Ml Rz 5 2 2k
BHRITIBLE B A S B %, AIBS%% 320,
/A SERBEIN Lk 2 4, AT A GEFE A% 5-42 TP 3k

R5-42 MIfnrmR RSk

HESLAMR R
X-0bs-version-id X G IIRRA S o AR 2 AR AT, T

IR RAIRA S o IR 2 AR
f#, MZigME null.

KM TR

Access-Control-Allow-Origin MW E T CORSHLE, Wi KM Origin jifi /&
R4 [t CORS BCEL,  WUITEM B H AL X A
Origin,

KA. TR

Access-Control-Allow-Headers Yt E 7 CORS it &, WiHiER A headers Ji
JE RS ) CORS B &, I M i A A B i s
headers.

KM T

Access-Control-Max-Age MM E T CORSALE, s CORS ALE H i
MaxAgeSeconds.

A B

Access-Control-Allow-Methods M E T CORS LE, WIRIERM Access-
Control-Request-Method 7 /£ Al 45 %ifi '] CORS AL
&, e R A AL X % rule H) Methods.

R, T
H3%H: GET. PUT. HEAD. POST . DELETE

Access-Control-Expose-Headers MIFRE T CORS Bt E, R im CORS Mt & H )

ExposeHeader
eI 2

X-0bs-server-side-encryption B SR 4% S N 25 42 SSE-KMS 52, i 3 15 1%
K

K. R

75l x-obs-server-side-encryption: kms

M Rz H R T3
RIS R BT
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Xt BAEAE AR 5
APl &%

5 API

AR R H R

EkR G 1

M) Rz 7~ 51 1

TRFREE IR, AR CEUEEE 6-3 1.

i POST B

POST / HTTP/1.1

Date: WED, 01 Jul 2015 04:15:23 GMT

Host: examplebucket.obs.region.example.com

Content-Type: multipart/form-data; boundary=------—-——————————————————— 7db143£50da2
Content-Length: 2424

Origin: www.example.com

Access-Control-Request-Headers:acc header 1

————————————————————————————— 7db143£50da2
Content-Disposition: form-data; name="key"
object01

————————————————————————————— 7db143£50da2

Content-Disposition: form-data; name="acl"
public-read

————————————————————————————— 7db143£50da2
Content-Disposition: form-data; name="content-type"
text/plain

————————————————————————————— 7db143£50da2
Content-Disposition: form-data; name="expires"

WED, 01 Jul 2015 04:16:15 GMT

————————————————————————————— 7db143£50da2
Content-Disposition: form-data; name="AccessKeyId"
14RZT432N80TGDF2Y2G2

————————————————————————————— 7db143£50da2

Content-Disposition: form-data; name="policy"
ewOKICAi1ZXhwaXJhdGlvbiI6ICIyMDEILTA3LTAXVDEYOJAWOJAWL)jAWMFoi LAOKICAIiY29uzGl0aW9ucyI
6IFsNCiAgICB7ImJ1Y2t1dCI6ICIleGlhcGx1YnVja2VOIiBILAOKICAgIHSiYWNSIjogInBlYmxpYylyZW
FkIiB9LAOKICAgIHsiRXhwaXJlcyI6ICIxMDAWIiBILAOKICAgIFsiZXEiLCA1JGtleSIsICIvYmplY3QwM
SJALAOKICAgIFsic3RhcnRzLXdpdGgiLCAiJENVvbnR1bnQtVHIWZSIsICJ0ZXh0LyJdLAOKICBADQp 9DQo=
————————————————————————————— 7db143£50da2

Content-Disposition: form-data; name="signature"

Vk6rwOONgO9BLhvNSIYwSJTRQ+k=

————————————————————————————— 7db143£50da2

Content-Disposition: form-data; name="file";
filename="C:\Testtools\UpLoadFiles\object\1024Bytes.txt"

Content-Type: text/plain

01234567890

————————————————————————————— 7db143£50da2
Content-Disposition: form-data; name="submit"
Upload

————————————————————————————— 7db143£50da2-~-

FlCE cors J5, MaR2xfl7 Access-Control-* {5 ..
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HTTP/1.1 204 No Content

x-obs-request-id: 90E2BA00C26C00000133B442A90063FD

x-0obs-id-2: OTBFMkJBMDBDM7jZDMDAWMDAxMzNCNDQyQTkwMDYzRkRBQUFBQUFBOWJiYmJiYmJi
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET, HEAD, PUT
Access-Control-Allow-Headers: acc_header_ 01
Access-Control-Max-Age: 100

Access-Control-Expose-Headers: exp header 01

Content-Type: text/xml

Location: http://examplebucket.obs.region.example.com/object0l
Date: WED, 01 Jul 2015 04:15:23 GMT

ETag: "ab7abb0dad4bca5323ab6119bb5dcd296"

5.4.3 EFIFTR

ZhR A

%% (Copy Object) HFIEHIKy OBS b ZAFAERIN RAIE — P EIA.

AT RN SRR, F AR SR HTE R A e A ) Ry H beoxt 5
1 TC B B O A U SR s B e s o B i) H AR xt RAN 2 BB R ACL {5
B BOARIHrEExT 8K ACL A2 private, 7 mJ DMS I i B ACL FR38 A 45 I R EER st
SE BRI ACL.

S RAERAE BT R T BHE I S 71 75 DU AR RAS 2, AR 2 S ik.

HArx 5 K /NEREZ[0, 5GB], nHRyax R A/t 56GB, H A Range #4 U135 %
%,

ERTEOL R, x-obs-copy-source Ar iR &2 il 56 GRS BT AR AR o A SR IGO0 G I BT R A A
MIBRFRIC, WA ZA RO . EEHIFE ARG, 7 LAE x-obs-copy-source
TH R VE B Sk #E7 versionld S5,

WS B AR R AR Z RACRS TR, RGN B A G AE M — IR S (iR
A X R EIAS A, HHH SRRk x-obs-version-id IR [F[iZRA S . 4nk
H AR AT SR 2 FRACIRES &2 ] 51, T B AR RIS 54 null.

ik

BEAREA T LA HFRT, ¥R % object A £ 4% B 4R34+ % object B, 4= R &
B4R Z AT £ object B & A&, A HREHATZE £ £ object B W 243 £
#4F % object B & &, ZHRAE, RRETARRF4 £ object B, #*F % object B
Frammig, RHAE A copy 3 2 HF ALK B AR R R A ERE L AME, B
copy F B RMI% . B A $AZ ¥ R Z object A RAEATE AL,

S HIT R IS5 RAREAARYE HTTP IR [ 33574 (1) status_code K Wik K&k, Sk
1 status_code &[] 200 B R il 550 DA BE R, HIFa B S HIx Rk, &
il 75 R 2 LE M B B body H,  HA5 body &4 ETag br&4 Foasiah, 0%
=R PN V@
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APl % > API
EREERR
PUT /destinationObjectName HTTP/1.1
Host: bucketname.obs.region.example.com
x-obs-copy-source: /sourceBucket/sourceObject
x-obs-metadata-directive: metadata directive
x-obs-copy-source-if-match: etag
x—-obs-copy-source-if-none-match: etag
x-obs-copy-source-if-unmodified-since: time stamp
x-obs-copy-source-if-modified-since: time stamp
Authorization: signature
Date: date
BEKREEREH
ZAE R B AME T B 25
FEKIHRk
ZIH BT LU I Bk e e BRI RE R, BARER 3-3 Fir.
#*5-43 I\EKIHEL
HBLAR Ei:i3e =R
Wik
x-obs-acl SRR, AT U B B E X RBRAE R | &
W, A RO SRS Y FiE SR8 Sems, Q4G private;
public-read; public-read- write.
R TR
7~ x-obs-acl: acl
x-obs-grant-read | BN G, 5 IIZR domain FETA RIS |
X RANFREUN G0 el AR
R TR
x-obs-grant-read- | QIEXNT I, {FH KA A domain FETE P AR | &
acp HOo 4 ACL HIARLBR
R TR
x-obs-grant-write- | GIEEXS RIS, IR domain TRRFAEHAE | &
acp XF % ACL [HIBLR »
KM FREHR
x-obs-grant-full- | GG, IR domain FETARIPEL |
control R RACT ROCHEE . SR R ACL. B3R ACL
IR PR o
ESE SEE R
x-obs-copy-source | FISKHR E K xS REAE AT LARIERT R A4 . YRR | R

BRAFAEZ AN RAKE, 83 versionld Z3dE & WA T
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IHEKB]

ik

=&

Wik

% o
RKA: FIFH
7l x-obs-copy-source: /source_bucket/sourceObject

X-0bs-metadata-
directive

WS RAR W0 R el 2 NI R &, ik
F& FHE SR H i oo 5 4

KM FRHE

1 HUfE: COPY B{ REPLACE.

ERIME: COPY.

7~fl: x-obs-metadata-directive: metadata_directive

LI RIS EEA & COPY B REPLACE,
] OBS SZ.RIIR A 400 44 i%; WA P AT BT ERE
BAE QRN RS HARSSMED , WIS HH EA
REPLACE, 53t RAE R TOROER, M55 b e 97
400, LB EUAS IR I (0 G 5 s AR i s 6
GEXN R 5 B RARED o W5 8 I S 300 2
IERIX R, REHIR [A 400.

oA

X-0bs-copy-source-

if-match

WA HIERRIN Etag 5 S 838 € KB ARSI 4 34T
SR GEAE, BNGERE 412 (RTE XA L) -
K. FRHE

7~fl: x-obs-copy-source-if-match: etag

YR 24 LB %] 5 x-obs-copy-source-if-unmodified-
since —#EfEH, (HAREE HEXMEEHISH &ML

H .

iy

x-obs-copy-source-

if-none-match

A IR R Etag 5 IS 8035 € BB A SRR A 1
AT SHERAE, BRE 412 CRTE R L) -
K TR

79 x-obs-copy-source-if-none-match: etag

YIRSt LB HAT 5 x-obs-copy-source-if-modified-
since —#E{EH, (HARS HEXMEEHI S8 &Ml
H

i

x-0bs-copy-source-

if-unmodified-
since

WA BN RAESLSHAE € N ) 2 J5 A B sud A4 i
AT SREAE, BRI 412 G E ZAEAH L
It 7] 5 x-obs-copy-source-if-match —jf# /i, {HA
e S HER M ERSH M

KM, K54 http:/iwww.ietf.org/rfe/rfc2616.txt F 2 4% 2
[¥) HTTP IR 255 5

7~ x-obs-copy-source-if-unmodified -since: time-stamp

iyl

x-obs-copy-source-

HA i RAE B S AR E 1IN (8] 2 JE B iod 4 347 2

oA
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X BAFA S5

APl % > API
HESLB ik =
Wik
if-modified-since HIxF R ERAE, BNHRE 412 (RATEAMHRHL) , kS
¥ 1] 5 x-obs-copy-source-if-none-match —# &, HA
e 5 BRI EHIS M.
KA. FFE http:/lwww.ietf.org/rfc/rfc2616.txt #H5E 4% 1
(¥ HTTP B A 745 53
7~fl: x-obs-copy-source-if-modified-since: time-stamp
x-0bs-website- MiEE T Website Bt &, 7 LU IREUGX AN S iE R | &5
redirect-location 5 ARG 55— A RE AN MK URL, OBS ¥
XAME I EC, CRAFAERT R e
KA. TR
BINE: &
290 AILL 41”7 L “httpd/]” BY “https:/l” 3k, K
JEA R 2K,
success_action_redi | S EHIME A —A URL, FITHREZJHIGEREEER | &

EKIHETTE

i) Bz FH B A

rect

T )8 Ji5 1 2 2 ) bk

o WIRSHUEA M HEEERT), WD 303,
Location kI HH LS HUL KAl % W R4 W RE
ETag 41/

RIS EE TR, T OBS Zug kS H e, i
MAD K 204, Location Skim A w5 kil

KR, S

HAh B kiS5 WE 3-3 =AY,

-‘[«Zﬁ%ﬁéﬁ Y# l%\ EF] Z:,fi}zﬁ Yﬁ A%\ﬁ%%\: °

HTTP/1.1 status code

Content-Type: application/xml

Date: date

Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<CopyObjectResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<LastModified>modifiedDate</LastModified>
<ETag>etagValue</ETag>

</CopyObjectResult>
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X GAFE ST
API 2% 5API

Ml Rz 5 2 2k
BHRITIBLE B A S B %, AIBS%% 320,
/A SERBEIN Lk 2 A, AT A GEFE A0 4% 5-44 TP k.

FR5-44 MIfnroR RSk

HELAR ik

X-0bs-copy-source-version-id VR RIS
K TR

x-obs-version-id HFRA R RA S
KH. iR

M Rz 5E 2 7T &
SR IR Y B G ORI I B G2 B O U 5-45 TR

3=5-45 MRSEHE TS

TLRAR ik

CopyObjectResult S5 % 45 51 Container.
KA. XML,

LastModiified X5 VB A
eSS

ETag SNt F) base64 4w (K] 128 fi7 MD5 1%, ETag /& %t
FNEFIME—FRN, 1L E RN RN H 2R
HARM. e EALXT RIS ETag N A, TEST RIS
ETag N B, MIBLEHXRARRE T2,

KM TR

e PSS
TGRSR, FTE R OB EE 6-3 1.
wEKRG 1

MBS ZEIEI, KiAH bucket FHISTR srcobject ¥ M B#H examplebucket & destobject
X5

PUT /destobject HTTP/1.1
User-Agent: curl/7.29.0
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M) Rz 7~ 51 1

BRI 2

M) &7 7= 451 2

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:19:21 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:2rZR+iaH8xUewvUKuicLhLHpNoU=

x-obs-copy-source: /bucket/srcobject

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 001B21A61C6C00000134031BE8005293

x-0obs-1d-2: MDAxQJIxQTYxQzZDMDAWMDAXMzQwMzFCRTgwMDUyOTNBQUFBQUFBQWJiYmJiyYmJi
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 249

<?xml version="1.0" encoding="utf-8"?>

<CopyObjectResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<LastModified>2015-07-01T00:48:07.706z</LastModified>
<ETag>"507e3ff£69b690b£57d303e807448560b"</ETag>

</CopyObjectResult>

FEN—DBRRAXNE, KAE bucket PHIRASAH
AAABQ4UBLALcOvycq3gAAAAEVURTRKkha KT 4 srcobject 3 N Z#
examplebucket 5 destobject X} %

PUT /destobject HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:20:29 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:4BLYV+1UxfRSHBMvrhVLDszxvcY=
x-obs-copy-source: /bucket/srcobject?versionId=AAABQ4uBLdLcOvycq3gAAAAEVURTRkha

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001438B8A9C898B79

x-obs-1d-2: DB/gBZmbN6AIoXImrrSNYdLxwvbOOtLR/16/XKTT4ANmZspzhWrwp5Z74ybAYVOgr
Content-Type: application/xml

x-obs-version-id: AAABQ4uKnOrcOvycqg3gAAAAFVURTRkha
x-obs-copy-source-version-id: AAABQ4uBLdLcOvycg3gAAAAEVURTRkha

Date: WED, 01 Jul 2015 04:20:29 GMT

Transfer-Encoding: chunked

<?xml version="1.0" encoding="utf-8"?>

<CopyObjectResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<LastModified>2015-07-01T01:48:07.7062</LastModified>
<ETag>"507e3f££69069bf57d303e807448560b"</ETag>

</CopyObjectResult>
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X BAFA S5

APl % 5> API
544 FKEMRAR
IhEEN 4B

GET A MR RAF NN R . M GET I AT, T ERIALIUIA R 1) READ £
BRo dnAX R Owner #57XF B 44 HI ™ READ U IALER, U7 306 5

ZhR A

BRNEOL T, FREXA R OB A X Bo R BHThRCAS (RX G Ml R b i, U [kt
RAAFAE . QR BEPIIEE A HIX B, 15K versionld 5 2 S 4L.

BEKIHEHER
GET /ObjectName HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: authorization
Range:bytes=byte range
<Optional Additional Header>

MR
Jhob Range F AT i, do RILA 493577 5] o3 A 4

ERKIHESH

GET #AESRBU RN AR, svF A P s G R S8 77 o6 — 29 Bk EdHTE S,
AILLVES K ELF: Content-Type. Content-Language. Expires. Cache-Control.
Content-Disposition LA & Content-Encoding 3t 6 4>, A 41 i B Bl (% 4045 2 A
if, AILUEIE versionld 248k, RE TR E FEIMCA . FARRIU R 5-46 FTR.
(MERY:
OBS A& 432 iF K 7P 3% 4 49 Accept-Encoding, L TRA3F b 4469 $ B MAEAT R 45 MR 6945 4%,
JEYEFRIE GG ARAE R B P35k & . 2 HTTPClient £ZK AL T T A 2 ARAEIR 53518 = 49
Content-Encoding At # & A8 o 69 R 32, B P %R & 2RBEATHE KAk GHBMEL
AR ATHEE (152 OBS stk A 693t £ T4 % Content-Encoding 3 # 4 F & & b 2

Content-Encoding # 7 £ 5). e R A TFTHMN L MF L P I T TEH 8k, OBSAEG HTTP
AREHEKRFHUF RPN EENEA &

SRR i3 =EWIE
response-content-type 5 1 B A ) Content-Type k. 5
FH, T,
response-content-language = 5 ¥ ) Content-Language ko | 5
K, TR
response-expires 50 B ) Expires Sk 3
KB FRFH,
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APl % > API
BREM 3% = EWNIE
response-cache-control B 5N H ] Cache-Control 3k, &

KA TR,
response-content-disposition = 51 N H ) Content-Disposition 5
KR, TR,
ZNE
response-content-
disposition=attachment; filename*=utf-
8"namel
TEXNREAHN “namel” .
response-content-encoding 5 N ) Content-Encoding k. | &
R, TR
versionld i € SRBON RRA S @
L TR
attname "5 N ) Content-Disposition 3

T .
Rl
atthame=namel

TEXNLEME N “namel” .

5
H
*
ES

TERIHE X

I RERAE A AT R A, BT LU BN 7 2 SR S8 AR BON S Thag, 2

Sk Lk 5-47 Bk,

=547 1EKIEEL

Range /2 —MMul, BEMRIGER/NA
0, AN RKE 1. Range Y[ K
EARE AT, R Range R &k
UEME, FRaRBGEIGIE 20 A B 1
XA X R BN 25

#5717 Range k385, M MYH SV H ETag 1)
X P) ETag, 1A/ Range i Py X

HELBM % BEwWIE

Range SRIOG G, FRHUAE Range Y FEIRAONT  | &
FNZE. W Range AN i 2%
BORBUEAXT G
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APl % > API
HEkER g RELIE
%) ETag.

KA. P,
bytes=byte range
il 1: bytes=0-4
A~ 2: bytes=1024

71 3: bytes=10-20,30-40 (FRLA X
h)

i)

If-Modified-Since N SRR RAEE K i € IR R 2 J5 B 18
o R D RN AR [ 304
(not modified) -

R G
http://www.ietf.org/rfc/rfc2616.txt i i k&
) HTTP [~

If-Unmodified-Since | 1 Sxf GAETE K di i€ I 8] 2 J5 %A
B, AR ERT R AL 15 TR (]
412 (precondition failed) -

RA: FFE
http://www.ietf.org/rfc/rfc2616.txt i &+
W HTTP B R4 5

i)

If-Match RN G ) ETag FliE SR H 4552 1) ETag
FAED, R ERAZE, 75 0T ]
412 (precondition failed) -

R TR,

(ETag 18, #i:
0f64741bf7cbh1089e988e4585d0d3434 ., )

oA

If-None-Match T %) ETag Al SR A 45 2 /) ETag
AFAE], DR B R A, SRS R
[7] 304 (not modified) -

KA. FIFH,

(ETag 18, #i:
0f64741bf7cb1089e988e4585d0d3434. )

i

EREETE
“L/‘Zﬁ%ﬁ%g/ﬁ A%\E‘jm/fiﬁﬁ‘rﬁ 1%\?5%%0
N Bz 38 2R

HTTP/1.1 status_code
Content-Type: type
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el R H 23k

7Date: date
Content-Length: length
Etag: etag
Last-Modified: time

<Object Content>

RN R AH Sk, BARIES %% 3-20.
B St BN B Sk 2 Ah, I RTREAE T AR 3% 5-48 TG R ko

%<5-48 MMM EE sk

HB SRR

ik

x-obs-expiration

250t RS E T 64 lifecycle, i IR TR] LUK
% lifecycle i, 1% 2k H expiry-date fifiidk X}
FITEAIE IE R RN REAREN R
lifecycle, & T g lifecycle, i RS [a] LA
g0 lifecycle i, %3 B3k F expiry-date I
rule-id IR X FER N SRS G S &
WA 7R3k 3

KA. FrFH

x-obs-website-redirect-location

I ICE T Website BCE, il LLBCE X R ol
IS JE M, Website 422 A\ R 5] 301 € 7]
e N7, K 1 5K B E (1) 212 S MR R AR A R 5 —
AR EANE ) URL.

FA: R

x-obs-delete-marker

PRI G R M B AR L . WISRAS A, D 7 e
e HBLZHE Bk

FKA: A/R{E

HHUE: truelfalse

BRIME: false

Xx-obs-version-id

SRS . WA RIS, W
A Iz Bk

BRUE: FHFHR
BOME: &

x-obs-object-type

Xﬁ%y‘jjk Normal Xﬂ-%ﬁﬂ‘, %ﬁ@lﬁh%iﬁ, ﬁfﬂl
f8N4: Appendable.

KR, R

x-obs-next-append-position

XT 5N Appendable % R, 23 [m] ik Sdek .
PR,
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R HR TR

AR R H R

wERRA 1

Mo &2 7= 451 1

KRB 2

ZAE R R B AT BT R

TRFRER, AR D& R 6-3 .

TREMR

GET /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxlLnxlO9awaMTn47s=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3F2A89604C49ABEES5E
Accept-Ranges: bytes

ETag: "3b46eaf02d3b6b1206078bb86a7b7013"
Last-Modified: WED, 01 Jul 2015 01:20:29 GMT
Content-Type: binary/octet-stream

x-obs-1id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSQwxJ2I1VvxD/Xgwuw2G2RQax30gdXU

Date: WED, 01 Jul 2015 04:24:33 GMT
Content-Length: 4572

[4572 Bytes object content]

HE Range TN (FRNEEANXEAE)

GET /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Mon, 14 Sep 2020 09:59:04 GMT

Range:bytes=20-30

Authorization: OBS H4IPJXOTQTHTHEBQQCEC :mNPLWQMDWg30PTkAWigqJaLl3ALg=

5 Range TN R (FEAIZREZMXENA)

GET /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: Mon, 14 Sep 2020 10:02:43 GMT
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wKRRA 4

Range:bytes=20-30,40-50
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:ZwM7Vk2d7sD908zRsRKehgKQDkk=

HE Range TR R (TENRENXEHNE)

HTTP/1.1 206 Partial Content

Server: OBS

x-obs-request-id: 000001748CODBC35802E360C9E869F31
Accept-Ranges: bytes

ETag: "2200446c2082f27ed2a569601ca4e360"
Last-Modified: Mon, 14 Sep 2020 01:16:20 GMT
Content-Range: bytes 20-30/4583

Content-Type: binary/octet-stream

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSNn2JHuU40kx9INBRNZAvVBGaws31lt3g3lg
Date: Mon, 14 Sep 2020 09:59:04 GMT
Content-Length: 11

[ 11 Bytes object content]

85 Range THNE (TR MXENE)

HTTP/1.1 206 Partial Content

Server: OBS

x-obs-request-id: 8DF400000163D3F2A89604C49ABEESSE

Accept-Ranges: bytes

ETag: "2200446c2082f27ed2a569601cad4e360"

Last-Modified: Mon, 14 Sep 2020 01:16:20 GMT

Content-Type: multipart/byteranges;boundary=35bcf444-e65f-4c76-9430-7e4a68dd3d26
x-obs-i1d-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSIBWFOVW8eeWujkgSnoIANC2mNR1cdF
Date: Mon, 14 Sep 2020 10:02:43 GMT

Content-Length: 288

--35bcf444-e65f-4c76-9430-7e4a68dd3d26
Content-type: binary/octet-stream
Content-range: bytes 20-30/4583

[ 11 Bytes object content]
--35bcf444-e65f-4c76-9430-7e4a68dd3d26
Content-type: binary/octet-stream
Content-range: bytes 40-50/4583

[ 11 Bytes object content]
--35bcf444-e65f-4c76-9430-7e4a68dd3d26

RN 5 Etag HILER N FRZXT R

GET /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

If-Match: 682e760adbl30c60cl20da3e333a8b09

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxllnxlO9awaMTnd7s=

158



X BAFA S5

APl &%

5 API

MRz 7<% 4-1 (Etag FPTED)

R AEA 6 B (1) Etag {8 42 682e760adb130c60c120da3e333a8009, JIHE7R % 2k

HTTP/1.1 412 Precondition Failed

Server: OBS

x-obs-request-id: 8DF400000163D3F2A89604C49ABEESSE

Content-Type: application/xml

x-obs-1id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSQwxJ2I1VvxD/Xgwuw2G2RQax30gdXU
Date: WED, 01 Jul 2015 04:20:51 GMT

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Error>
<Code>PreconditionFailed</Code>
<Message>At least one of the pre-conditions you specified did not hold</Message>
<RequestId>5DEB00000164A214CEC54C30A3A769E3</RequestId>
<HostId>Hw0ZGaSKVm+uLOrCXXtx4QnlalzvoeblctVXRAgA7ptylO0mzUUW/yOzFue041Bqu</HostId>
<Condition>If-Match</Condition>

</Error>

M Rz 7~ 450 4-2 CRERTA)

ERRG 5

e iz 7451 5

URAFAE I 21 Etag {f /& 6826760adb130c60c120da3e333a8009, NI T %k

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 5DEB00000164A21E1FC826C58F6BAOOL

Accept-Ranges: bytes

ETag: "682e760adbl30c60c120da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSbkdmllsLSvKnoHaRcOwWRI+6+ustDwk
Date: Mon, 16 Jul 2015 08:04:00 GMT

Content-Length: 8

[ 8 Bytes object content]

£ URL HEHEL TR TR

GET
/object02?AccessKeyId=H4IPIJXO0TQTHTHEBQQCEC&Expires=1532688887&Signature=EQmDuOhWLUr
zrzRNZxwS72CXeXM%$3D HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Fri, 27 Jul 2018 10:52:31 GMT

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 804F00000164DB5E5B7FBI08D3BASEQND
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BRI 7

i) Rz 7~ 51 7

ETag: "682e760adbl130c60c120da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-1d-2: 32AAAUJAIAABRAAAQAAEAABAAAQAAEAABCTIpxILJhVK/heKOWIP8Wn2IWmQoerfw
Date: Fri, 27 Jul 2018 10:52:31 GMT

Content-Length: 8

[ 8 Bytes object content]

TR IFEME, #H response-content-disposition S LI

GET /objectOl?response-content-disposition=attachment; filename*=utf-8''namel
HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMSO0jaVxlInxlO9awaMTIn47s=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 804F00000164DB5E5B7FBI08D3BASEOD

ETag: "682e760adbl30c60c120da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-1d-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCT1pxILjhVK/heKOWIP8Wn2IWmQoerfw
Date: Fri, 27 Jul 2018 10:52:31 GMT

Content-Length: 8

Content-Disposition: attachment; filename*=utf-8''namel

[ 8 Bytes object content]

TEXNZIFEMSL, £/ attname SHLH

GET /objectOl?attname=namel HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxlInxlO9awaMTn47s=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 804F00000164DB5E5B7FB908D3BABEOO
ETag: "682e760adbl30c60c120da3e333a8b09"
Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream
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x-obs-1d-2: 32AAAUJAIAABRAAAQAAEAABAAAQAAEAABCTIpxILjhVK/heKOWIP8Wn2IWmQoerfw
Date: Fri, 27 Jul 2018 10:52:31 GMT

Content-Length: 8

Content-Disposition: attachment; filename*=utf-8'"'namel

[ 8 Bytes object content]

5.4.5 SRENXT R TTHHE

AT GARALFR L AT BA#RAT HEAD #4F d 3RBO Soc kit , IR HE RS R
HOPIVE CIH PSS

ZhR A
BRINTEOL T, SREX A BB BAS (R0 el o U SR BB A (o GO B A, T
iR [6] 404, HER EARIGE E AKX S e, 1R AT A versionld 12 24

\E ‘:\l 3 L3
FEKHZRER
HEAD /ObjectName HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date

Authorization: authorization

BKIHESH

RSO 5-49 PR

725-49 WEKHESH

SR B iR BEH %
versionld ST EIRAS &5
ES TR S
EKIBRk

ZIERMHAILHE Bk, BAiES%HEK 3-3,

A K AT LS v 83k, Bk Nk 5-50 fras.

#<5-50 IEKIHEk
HBRRER | ik BBk
Origin TIE R AR 5E S IIE K Origin G 4D . &

R FRpeR
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APl % > API
HESLZIR R Bk
Access- SEPRE R AT PAAR I HTTP Skig, A LA 2 ANk, =
Control-
SRR, =2l
Request- R R
Headers

EKIHETTE

i) Bz FH B A

el Rz H 23k

R LR G BT

HTTP/1.1 status code
Content-Type: type
Date: date
Content-Length: length
Etag: etag
Last-Modified: time

N

BHRITIBLE B A S B %, AIBS%% 320,
2N

B A 3k S S Sk 2 A, B AT RE AR R 2 5-61 AT 2 k.

551 MMM HRSk

HRKBIR

ik

x-obs-expiration

% Gk E T X lifecycle, 3SR R] LUK
% lifecycle i, 1% EkH expiry-date fifiidk xf
FITELIE BE R RN FEAEREN R
lifecycle, & T Hig| lifecycle, i M [a] LA
| lifecycle ik, 1%7H 23k H expiry-date Al
rule-id P MERE XA R RS HE R &
WA 7R3k 38

KR, FIE.

x-obs-website-redirect-location

L E 7 Website fic &, #t AT DL E X R Io
P AN @, Website #: A A% [A] 301 & 5E ]
W, B3I oR EE 52 1A BB S i A Y 1 R —
AR RSN E URL.

KR, R

x-obs-version-id

X REIRA S o WERZR RICRA S, TR A
A Iz Bk

KT
BRI
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Mol RziH R TR

AR R H R

TER R

HEKBR

ik

Access-Control-Allow-Origin

MR E 7 CORSHLE, WHiE KA Origin jif &
AR 55 5 i) CORS Br &,  JUIZE MR B o A5 XA
Origin.

KA, FIFHE

Access-Control-Allow-Headers

MR E T CORSHLE, Wik >R headers i
JE RS ) CORS BC &,  UIE M i A A 5 i s
headers.

H: PR

Access-Control-Max-Age

i E 7 CORSHLE, Midsun CORS ALE i1
MaxAgeSeconds.

FA. BE

Access-Control-Allow-Methods

MR E T CORSHLE, WHiERA Access-
Control-Request-Method 3 /£ Iz 45 %ifi [) CORS fic
B, AR N A IX 4% rule HF) Methods.
KA, TG

H%fE: GET. PUT. HEAD. POST . DELETE

Access-Control-Expose-Headers

M E 7 CORSHCLE, MRk5sim CORS it & H 1

ExposeHeader .
R,

x-obs-object-type

X5 NAE Normal X Gbf, =R [l skdsk, mrHEL
8 4: Appendable

KT

x-obs-next-append-position

XF %A Appendable X5, £ [A] Sk
Hm, A

AT RO SR NG TSRS v

TR R TR OB SR 6-3 H.

HEAD /objectl HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*
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Date: WED, 01 Jul 2015 04:19:25 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:/cARjk81121iExMfQqn6iT3qEZ74=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E4BB5905C41B6E65B6

Accept-Ranges: bytes

ETag: "3b46eaf02d3b6b1206078bb86a7b7013"

Last-Modified: WED, 01 Jul 2015 01:19:21 GMT

Content-Type: binary/octet-stream

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSD3nAiTaBoeyt9oHpIvTYtXnLDmwV6D
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 4572

5.4.6 MIBEITR

LhREST 4R

ZhRA

BEKIHEHER

BEKIHESH

T ERS G A o W SR EEMBR AR RAAEAE, MIPSIRIR BT /S

0 2 RACIRES RTT R, AN E RRAIRR X 50K 2 — AN g e — hRAS 5 AR B Ao
0, JEAMERAT R )2 AR 2 Suspended I, AR TE A B3k M B3k i A
TSN XSG, FER A AR S D9 null IR ARAC .

ISR BB G B FRA I R, R ATH% versionld 5 B 24

DELETE /ObjectName HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

B SRS HOUL I N2k 5-52 Fis .

ik

Mk 2t ut, FRE &AM E & 552 P H 69548, R AT OBS LikiR
A6 H5KAZ &, RS 3mFEEAE 400 ik

S

SHRMR ix BEHIE
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APl 2% 5 API
SRR ik BEBWIE
versionld R R R A %

CLIE SEE
1F3:*Z~F51L»:J'
ZE R A Bk, BRiES%EE 3-3,

EKBEERETER
AR B AMERE R TR

e Rz 5H ST
HTTP/1.1 status code
Date: date

M 82 5H 2 Sk
TR B N B A RSk, BT 2R 3-20,

B A emi N2 Bk 2 Ah, B R REAE A G 3 5-53 T E ko

#<5-53 MmmaRLES Sk

HELRAR it

x-obs-delete-marker PRI GO B ARG IR . W SRAN A, DU R A

M=) SEreS

RN R H 2

2 I Bk
FA: A sRE
HRH: truelfalse
ERIME: false

x-obs-version-id X EMIRA S o AR GIERRA S, i o
A HIZTH Rk

ARUE: FHrH
FRINME: B

AT RIS R NG TSRS v

TRFRA IR, AR CEBEAEE 6-3 1.
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DELETE /object2 HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:19:21 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:MfK9JCnSFHCrJmjv7iRkRrrce2s=

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 8DF400000163D3F51DEAOSACICAO66FL

x-0obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSgkM4Dij80gAeFY8pAZIwx72QhDeBZ5
Date: WED, 01 Jul 2015 04:19:21 GMT

5.4.7 HtEMEEITR

THEEST 4R

EKIHEHER

HEE MR XS GARFE R TR — MR A R 20 0 R — VRIS, BRGNS . =
Bt SRER R [ml 45 R A S B SR ERSE R . OBS FRtL & MBS X G0t T TR A0 Bk
MRETTEG BT REIMBRES RIR B F5K A

I BR X R S REF R 5 3. verbose A quiet. Verbose &R IR Bl NI, AN
X G2 75 MR R Th EO I 3k 46 TR A5 78 XMIL WS, B quiet 2 FE 76 IR [B]ma SR, R
=] B R IR RS, A IR [FIA R B . OBS ERIAEEH verbose #ix, 4
B A R BAA TR quiet BER G, T quiet #E,

BRI A SR T Bkl A0 4 Content-MD5 LL &2 Content-Length, I PA#IIEE K £
TH SEARAE MR S5 sk 0 21 ) 288 A S G SR A e, T T ARSI K

POST /?delete HTTP/1.1

Host: bucketname.obs.region.example.com
Authorization: authorization
Content-MD5: MD5

Content-Length: Iength

<?xml version="1.0" encoding="UTF-8"7?>
<Delete>
<Quiet>true</Quiet>
<Object>
<Key>Key</Key>
<VersionId>VersionId</VersionId>
</Object>
<Object>
<Key>Key</Key>
</Object>
</Delete>
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EREESH

TEKRIHE X

EKIHETTE

i Bz FH B AT

I SR EOTE R B P AME B S

TR A Bk, BAESHER 3-3,

M

ZAE RIEEAEE R E B I B R e EHLE MR 253k, nRIEEE X
% 5-54 .

=554 1IHKEETTE

TRBM ik BE WM

Quiet FT-48 52 (3 quiet B1x0, FOREIMR IGO0 G4t | &
B WEAG T, WAE A True, WK False
) 2 G5 22

KA AiIRMH.

Delete R IR B X R A 25 &
KA. XML.

Object FEMHER IR 5 o i

AT

Key BRI 2 Key.
B FRFH

Versionld | IR RAA S
K. F,

oA

HEEMIBRXS R — X e R RAH 9 1000 A, i A8 BRI, 5 o o= ik [l sk
Nk,

HRAES B S, EIEAMERZ X g fEd, MR KRN R, AR REH I
PEA—FIIRE L CEANR R R 5| Bl MR A T i) .

HTTP/1.1 status code

Date: date

Content-Type: application/xml
Content-Length: Iength

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<DeleteResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Deleted>
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Mo RziHR TR

<Key>Key</Key>
</Deleted>
<Error>

<Key>Key</Key>

<Code>ErrorCode</Code>

<Message>messagee</Message>

</Error>
</DeleteResult>

AZRNINLTIVRIEVSE RN

TRk, ARIES %K 3-20.

A SR A NOE IR TR IR BB 0 AE R, o ER KRR SR 5-55 TR

%<5-55 MRHETTE

FERAMR %
DeleteResult FE AT ] 2 PR T A

KM .

Deleted

Wl e D 25 SR 1¥) Container o
ZaYILPREOE

TF

Error

I 2 e 25 S 1) Container
ZaZICPREE R

b

Key

.
AN 5 B 54
KA P

k&

Code

T B SR I R R R

Vzan

HH, FRH

Message

IR R I 45 SR PR R R IS
KA. FIFH .

Versionld

B0t R A
KA. .

DeleteMarker

ML M BRIE SR U5 7] A A2 22 BROAS AR, an SR B 22 st R —
AMHEEARC, R B EFIZ IR KE N true,
KM HiIRMH.

DeleteMarkerVersionld

TR B2 B R IR AR IE A 5

AL E MRS SR U5 ] AR S 22 AN, G SR B B R —
AMHERARIC, WM E 2R BZICER . 1ZITRAE LT PR
dlr s

168




Xt BAEAE AR 5
APl &%

5 API

IR H R

&N

Pl Rz 7= 451

FEREBMW ik

o AP RIEATRAMERE R, BIER RGN R4, Tohi
AT ERERT, ARG MHERbRC, FFAEm
ISz r R [l i R AR IS R ARAS 5

o JHPRGETRCAMRE R, RITE K RN L S0 544 Bl
AT, (HRZRA TR R —MHERARC . XA
T, ARG MERIEMERARIC, AR N AR [ R AR
LA T .

KM A/R{E.

1. APURENE KRG B JeiET XML BIfENT, g 1000 4% 4k [l 400 Bad
Request.

2. WHE XML 8 BB EXT SR Key AAik, it 1024 545, OBS iR[H] 400
Bad Request.

3. WG R Bk A4 Content-MD5, OBS IJ3 [f] 400 Bad Request.
FAhH R O R ETER 6-3 H

POST /test333?delete HTTP/1.1

User-Agent: curl/7.29.0

Host: 127.0.0.1

Accept: */*

Date: WED, 01 Jul 2015 04:34:21 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:8sjZWJ1lWmYmYnK5JgXaFFQ+vHEg=
Content-MD5: ZPzz8L+hdRJ6GCaYbU/pCw==

Content-Length: 188

<?xml version="1.0" encoding="utf-8"7?>
<Delete>
<Quiet>true</Quiet>
<Object>
<Key>obja02</Key>
</Object>
<Object>
<Key>obja02</Key>
</Object>
</Delete>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3FE4CE80340D30B0542

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCRhYOFBWRm6gjOE1ACBZwS+0KY1PBgOf
Content-Type: application/xml
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Date: WED, 01 Jul 2015 04:34:21 GMT
Content-Length: 120

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<DeleteResult xmlns="http://obs.example.com/doc/2015-06-30/"/>

548 1 FEXHR ACL

THRE/T

pup|

ZhR A

iﬁif*szhlL»*€§_t;

KEESH

OBS SCHFXI AT RIIRAFRATRRIZ R . BOATEOLR, ARG E 4 H I R
PSRRI o a] DAL A (7 ) SR, Aot — N3 BT LU B A 3k D7 A 5
W, FOVFRITA AN AR SRR

OBS HIJE LA RN AT LA B AL BRI s, ] LSS ACL #21F AP 20X 2
TEAE RN 5 8 P ali# 3 B ACL (access control list) -

AATREA T o0 G ACL, BTN R U5 iRl AR o

RN, TR % ACL, BB IR ERASTKIN % ACL, 1ERATLA
T2 $ versionld.

PUT /ObjectName?acl HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

<AccessControlPolicy>
<Owner>
<ID>ID</ID>
</Owner>
<Delivered>true</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>ID</ID>
</Grantee>
<Permission>permission</Permission>
</Grant>
</AccessControlList>

</AccessControlPolicy>

RS HOR ] U1K 5-56 Frs.

BHER ik BT
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SRAMR Hik BB YIE
versionld X RIIRAT o Fros 5 L e A 6 5 ACL .. i
R, PR EH

1F3:*Z~F51L»:J'
IR AIAERIE Sk, BAAZ AL 3-3.

)

WRHEHETR
TZAE R BB BT EORAE BN R0 ACLE R, JURME LUk 5-57 fix.

/557 IEKIHETTER

TRER iR RSk
ID Fi F* Domainld. o
KA. TR
Delivered XT 4 ACL 72 13 4k KA/ ¥ ACL. o
FAL: A/RFEAL, BRI trues
Permission BT RUR . 5

o) Rz H S K

HTTP/1.1 status code
Content-Length: length
Content-Type: application/xml

ur][A_ #hlLA:J_
ZAE R S B A A0 RSk, BAR1EZ %3 3-20.
WA emi 2 B Sk 2 b, SE AT REAE A Gk 5-58 TN B Sk

2558 HtINMRAHR Sk

HELAMR R
x-0bs-version-id W FE B0 ACL IR B IR A S .

KM FhFH
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DISH ISP
VSR I M S 2 R N T B TR

AR R H R

G SRR R R R, TR AR SR 6-3 .

15 KRl
PUT /obj2?acl HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 04:42:34 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:8xAODunlofjkwHm8YhtNOQEcy9M=
Content-Length: 727

<AccessControlPolicy xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bflb36d9cad43d984fbcb9491b6fce9</ID>
</Owner>
<Delivered>false</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bf1b36d9cad3d984fbcb9491b6fce9d</ID>
</Grantee>
<Permission>FULL CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694f71855</1D>
</Grantee>
<Permission>READ</Permission>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ</Permission>
</Grant>
</AccessControlList>

</AccessControlPolicy>

Pl Rz 7 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3F0FD2A03D2D30B0542

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCTjCgTmsAlXRpIrmrJdvcEWvZyjbztdd
Date: WED, 01 Jul 2015 04:42:34 GMT

Content-Length: 0

172



Xt BAEAE AR 5
APl &%

5 API

5.4.9 FREIXHR ACL

LhREST 4R

ZhR A

EKIHEHER

IBKIHESH

TEKRIHE X

EKHETTE

i Bz FH B AT

FH P HATIREUN R ACL BFIHEME, 1R [BME B S48 E M SRR #I RS . 0
JRHAE W E X 55 ACP(access control policy) AL IR, A BEFATIREUM % ACL FHE
fE.

BRSO T, SRBURCHTARCA IR B ACL. A SR ST A (KX G M B ics, Uk [
404, W ERE E AN R ACL, 1R A5 versionld 74 8344

GET /ObjectName?acl HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

2 R T EAEE R E SRR E RAERIOT R ACL, 2% L Un3& 5-59 fr .

SR EHR HaiR REBWNIE
acl 1878 1Z18 R AEIREUK 511 acle 2

KA FREE.
versionld FREXT RIGARA S o 5

KA R

BRI Sk, ARES%E 3-3.

R B R R T

HTTP/1.1 status code

Date: date

Content-Length: Iength
Content-Type: application/xml
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AccessControlPolicy xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Owner>
<ID>id</ID>
</Owner>
<Delivered>true</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>id</ID>
</Grantee>
<Permission>permission</Permission>
</Grant>
</AccessControlList>

</AccessControlPolicy>

M) Rz 52 5k
BRI B AT ATEHE K, RIS % 3-20.
/A SEOSEIN .5k 2 9h, 5T A1 T 42 5-60 P07 8.3k«

F<5-60 HMfnmmszEE Sk

HBSkRHR ik

x-obs-version-id FENRIIRAS .
BRUE: T
FRIE: TE

e Rz HR TR

128 SR By 2 A E I v BT IR I G ACLE R, ok i EAAR sk 5-61
FRo

TCRB 3%
ID F 7 i) Domainld
KM, FIRE,
AccessControlList ViR SR, 183% 7 3HZARA U7 AR I H P A
*o
AL, XML,
Grant HFARic 7 A P AR .
KA. XML,
Grantee WWFEHAER,
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TLRAR ik

KA. XML,

Delivered XF % ACL A& 15 4k & A ACL.
R AfIRAEAL,
Permission ¥ %€ I H Pzt G A I ERERUR .

KR, FIE.

i N H 2

TRFRA R, ITHRROCAEEEL 6-3 1.

&N

GET /object0ll?acl HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:45:55 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:YcmvNQOxItGjFeeClK2HeUEp8MMM=

Pl ;2 73 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E650F3065C2295674C

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCS+wsHQRUA2Tx+mXUpNtBbWLPM1e9CIx
Content-Type: application/xml

Date: WED, 01 Jul 2015 04:45:55 GMT

Content-Length: 769

<?xml version="1.0" encoding="utf-8"?>
<AccessControlPolicy xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bflb36d9cas43d984fbcb9491b6fced</ID>
</Owner>
<Delivered>false</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bflb36d9cad43d984fbcb9491b6fced</ID>
</Grantee>
<Permission>FULL CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694£71855</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
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APl % > API
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ ACP</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>
IR
5.4.10 {EEAXT R T 17
ob
INRET 4R
FI AT DS A IR BB B v e _EAR B0 S oo Bl -
N AN U4 LY LS
EREEHER
PUT /ObjectName?metadata HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Type: application/xml
Content-Length: length
Authorization: authorization
Date: date
<Optional Additional Header>
<object Content>
E S X
FEKIEHESH
#*5-62 IEKHESH
SHEWR E[::3% BEBYIE
versionld X BIIRRAS S 4
ESTRE S
\E S :\ 4 \\
1K /ﬁhﬁ%i:*:
AR

OBS I #H &5t % AHAENH K Z45% HTTP W2 49 6 A~F Kk : Cache-Control,

Expires. Content-Encoding. Content-Disposition. Content-Type. Content-Language, OBS & # 4
Foix s KB E R A A F KB T, £ T EH L RFE HEAD 3t £ 490H4%, X R A 69844
AR E B3 69 HTTP K3k P A= E F 3k,

HEkBR | ik =
x-0bs- TR R 5
metadata- . i

dlrectlve EX,TEj‘j REPLACE_NEW EZ REPLACED
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Xt BAEAE AR 5
APl &%

5 API

HEKBR

ik

BB Wik

REPLACE_NEW F7r: X T O EAA 1ot it
ITE e, AEEE TR TRE, KRisEmIT
AR IRFEAE

REPLACE 7. A8 HH i1 K rh 45 1 Skt e 4 %
e, ARfgERTTHHE (AL P ER x-obs-storage-class
e TeEHE ) M.

KA FATH

Cache-Control | 457 Object # T K ¥ T I ZRAFAT N - &
ST
Content- 7€ Object #¢ T I I 44 FR B
D- t S 2SSy
isposition R, S
Content- 552 Object # N AT I P 2 gt % =X i
Encoding S e
KA. TR
Content- i€ Object B NI A TE S . &
L S, = S5y
anguage R PR
Content-Type | Object SCf257! ., &
KR FAER
Expires 8 5E Object # T 2RI 1M TT 1 G2 A7 1k R[] 3
e TR
x-obs-website- | i B | Website L&, A LLKERBUZ AN TS | 5
[wfw SRHE | B A T3 — A R B AR URL.
ocation NI
i, HE MR BRG N 5 X R
x-obs-website-redirect-location:/anotherPage.html
B HLE 1)1 K B — MM URL.:
x-obs-website-redirect-
location:http://www.example.com/
KR FAER
219 AL “17 . “http://” BY “httpsi/]” T3k,
KA 2KB
x-obs-meta-* | W] DAZEERFMIALL “x-obs-meta-” FELAEEkL, | &

FSRIIN B & SR e, DB 23T 3 € X
B, AP IR e AR T Ron B dE
TN B 5 SOTEHEE SRR BV B kP H B
HTTP iR A& B, KEAREEIT 8KB.
KA. FIGH

Afl: x-obs-meta-test: test metadata
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Xt BAEAE AR 5
APl &%

5 API

EKHETTE

i Bz FH B A

el Rz H 23k

i/?(‘ﬁ%ﬁqyﬁ E\qjmfﬁﬁﬁ‘?ﬁ Aﬁ\ﬁ%‘%c’

HTTP/1.1 status code

Content-Type: type
Date: date
Content-Length: length
Etag: etag

Last-Modified:

time

2564 BtINMRAGHRSk

HESLAMR R
x-obs-metadata- TeE R E R R A o
directive

H{iy REPLACE_NEW & REPLACE.

KM A

Cache-Control

7€ Object #i 1~ HIS I T ZRAFAT . WARIE KA 1 ek
L P /A VA= IR PSR SR DN AT DS

KR,

Content-
Disposition

5 5E Object ¢ N HEIN A FR. WIRAFRIFEA 1 bkl 2000
JS2ER A JE b R A B SRk

KM TR

Content-Encoding

fi77€ Object # T~ HS HIN Al e I RiGE K5 7k
s, BT L R R T Rk .

KA. FhT

Content-Language

6 5€ Object # I~ HIN A ZE F A% WRIFRIEH 1 bk
L P /A VA= IR DS N SR DN A TE PSS
KM P H

Content-Type

Object SCAFRAL . WURARSRIEAF 1 I, A2 B 3 2 A
AL RSN RIcPS S

R TR

Expires

fi 7€ Object B T 4 (K110 T G2 A7 SR (8] G SE sRAE iy T
1S P /N At b DS A VAP R SR A PSS
K. TR

X-obs-website-
redirect-location

HBCE 1 Website FLE, T PLREERIPUX A% G5 5K HE 7 21
TN 55— X RE MR URL. SRR A5 1 ki,
A MRS VAP # EP S

178




Xt BAEAE AR 5
APl &%

Mol Rz iH R TR

IR R H 2

R RA 1

M) Rz 7~ 51 1

5 API
B KE fiid
K TR
x-obs-meta* | FILPESE SUKGHCR, MRS QI UL, IR
B T ULk A AT L5 S 6L 77 5k
K P

AT RO IS R NG SRS v

TRFRAE IR AR LU EEE 6-3 1.

VPSS &
25 %5 object TR INJCEE: Content-Type:application/zip £l x-obs-meta-test:meta.

PUT /object?metadata HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 14:24:33 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxllnxlO9awaMTn47s=
x-obs-metadata-directive:REPLACE NEW

Content-Type:application/zip

Xx-obs-meta-test:meta

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E4BB5905C41B6E65B6

Accept-Ranges: bytes

Content-Type: binary/octet-stream

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSD3nAiTaBoeyt9oHp9vTYtXnLDmwV6D
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 0

x-obs-metadata-directive :REPLACE NEW

Content-Type:application/zip

X—obs-meta-test:meta
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Xt BAEAE AR 5
APl &%

5 API

5.5 ZEiRlE

5.5.1 &R B4R %

BIES

FP AT CLIE R A1 Vil — M b T IR AR A0 5 38 R & 9 BLRCRBGH 1) 2 B B AR AT

%o
EKIHEHER

GET /?uploadsé&max-uploads=max HTTP/1.1

Host: bucketname.obs.region.example.com

Date: date

Authorization: authorization

EKIHESH

ZIERAT DUEAAEE RIS B R E 2, Eillfs Eu B 2 B b5, HRSHU

4N 5-65 iR .

BHEW

ik

delimiter

T4t 2 delimiter (IR RIMTS, HXT 44
CHnSRiE KR8 1 prefix, TIN5 42 T B2
i prefix) HAEFRFEE — delimiter 2 8] [
8 E N CommonPrefix £EMH M HIR [E] . K5 44
f17 CommonPrefix FIESZ B A— D04, 1A
— 2R TC AR B R[], 1ZE S AN B AT S S

B, AT Z0H TR EZ B AT,

KR, FIH.

prefix

WSRER g T prefix, w7 H AL A, At 5 4 DA
prefix JAAMESSE S

KM FREH,

oA

max-uploads

BN 2 BAE S5 MRk 26 H - BUE Y B9 [1,1000]
A HEEI, A2 REBGARK 1000 HEATALHE.
FAL. B,

iyl

key-marker

FIHAIN R B € 1) key-marker 2 5 )2 BUESS .

2 Y

KA TR

oA

upload-id-marker

HAH key-marker —&FHA A E L, FI%EHTIR [
i 7€ i key-marker ] upload-id-marker 2 Ji5 ) £ BX (T
%.

H: A

iy
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Xt BAEAE AR 5
APl &%

5 API

TEKRIHE X

EKIHETTE

i) Bz FH B AT

el R H 2 5k

R HR TR

IR AR Rk, BRI 3-3.

IR B AR AMERH BT

HTTP/1.1 status code
Date: date
Content-Length: Iength

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ListMultipartUploadsResult xmlns="http://obs.region.example.com/doc/2015-06-30/">

<Bucket>bucketname</Bucket>
<KeyMarker/>
<UploadIdMarker/>
<NextKeyMarker>nextMarker</NextKeyMarker>
<NextUploadIdMarker>idMarker</NextUploadIdMarker>
<MaxUploads>maxUploads</MaxUploads>
<IsTruncated>true</IsTruncated>
<Upload>
<Key>key</Key>
<UploadId>uploadID</UploadId>
<Initiator>
<ID>domainID/domainID:userID/userID</ID>
</Initiator>
<Owner>
<ID>ownerID</ID
</Owner>

<Initiated>initiatedDate</Initiated>
</Upload>
</ListMultipartUploadsResult>

IR NIE R ASHH Sk, BARiES %% 3-20.

N

IR I S S PR BT AR 12 B EARAESS . U R AR XL ik 5-66 T

No

3%5-66 MIREHEITTE

TLRBMR ik

ListMultipartUploadsResult | {77 List Multipart Upload i34 5 97 52
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Xt BAEAE AR 5
APl &%

5 API

TLRAR

ik

KA AR
T Bucket, KeyMarker , UploadldMarker,

NextKeyMarker, NextUploadldMarker, MaxUploads,
Delimiter, Prefix, Upload, CommonPrefixes, IsTruncated.

ZH5 5. Nones

Bucket

WA 55 FTAE IR 44
KA. FRRH.
A2 4 ListMultipartUploadsResult .

KeyMarker

FIREIN LR R A E
KA. FREH.
A2 4 ListMultipartUploadsResult .

UploadldMarker

HIZS I 246 Uploadld 7
KA. FRRH.
A2 4 ListMultipartUploadsResult .

NextKeyMarker

WERAIREA IR B A A5, mi R SR ol
NextKeyMarker 7%, FTHrUIHEE T RKiHR I
KeyMarker 1§ .

VoZan

KA. FRFHE
A4 4 ListMultipartUploadsResult .

NextUploadldMarker

WERAREA IR B A s R, o R Kk ol &
NextUploadMarker “#B¢, FT#rBH: T RIER K
UploadMarker 18 ..

HKA: IR
A2 i ListMultipartUploadsResult .

MaxUploads

S L R K 2 B AR 5540
K. A,

A2 i ListMultipartUploadsResult .

IsTruncated

WIS A VGR [A] ) Multipart Upload 45 541 2% i 5
“true” KRR IRBIETRLER,  “false” FARAK
REZS A EIN G £

2474 Boolean.

A2 4 ListMultipartUploadsResult .

Upload

{#4% Multipart Upload 15515 E %25

FA. R

¥ 15 Key, Uploadld, InitiatorOwner, Initiated .
A7 M ListMultipartUploadsResult .
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Xt BAEAE AR 5
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5 API

TLRAR

ik

Key

¥I4E4k Multipart Upload 145 ) Object % .
FKA. FIEH
A2 £ Upload.

Uploadld

Multipart Upload 1£:55 11 ID.
FA: FRH
A7 A Upload.

Initiator

Multipart Upload T4 F1 & #
TR ID.
HKA: AR

A5 4 Upload.

g 1) Domainld.
KA, TR,

AN
X

Owner

1 55 Initiator, Owner .
BT #
FATID
A1 mi: Upload.

Initiated

Multipart Upload 155 (4T 46 AN [A] o
KA Date.

A1 mi: Upload.

ListMultipartUploadsResult
.Prefix

i 3R H T 1Y) Prefix.
KA. FREH.
A7 4 ListMultipartUploadsResult »

Delimiter

T SR 5 1) Delimiter.
FKA. FIFH
K275 4 ListMultipartUploadsResult .

CommonPrefixes

iR ds Delimiter Z80, IR [A74 B A7
CommonPrefixes 732015 &,

KA, I,

A7 /i ListMultipartUploadsResult .

CommonPrefixes. Prefix

CommonPrefixes 724115 241, KBIAFEIT Prefix.
KA. TR,

A2 15 CommonPrefixes.
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AR R H R

ER R 1

M) )87 7= 451 1

HKR R 2

OBS %4t %t maxUploads #4711, W15 maxUploads A~ A#EE 2R sk % /T 0, OBS
iR [7] 400 Bad Request.

FiAhs iR DS /23R 6-3 s

NS 2 CARI I BAES

GET /?uploads HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:51:21 GMT

Authorization: OBS UDSIAMSTUBTESTO000008:XdmZgYQ+ZVylrjxJ9/KpKg+wrU0=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D405534D046A2295674C

x-0obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSDaHP+a+BpORI6MmIXvCOrf7q3gvBOW
Content-Type: application/xml

Date: WED, 01 Jul 2015 04:51:21 GMT

Content-Length: 681

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListMultipartUploadsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Bucket>examplebucket</Bucket>
<KeyMarker/>
<UploadIdMarker/>
<Delimiter/>
<Prefix/>
<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated>
<Upload>
<Key>obj2</Key>
<UploadId>00000163D40171ED8DF4050919BD02B8</Uploadld>
<Initiator>

<ID>domainID/b4bflb36d9ca43d984fbcb9491b6fce9:userID/71£390117351534r88115ea2c26d19
99</1ID>
</Initiator>
<Owner>
<ID>b4bflb36d9ca43d984fbcb9491b6£fce9</ID>
</Owner>
<Initiated>2015-07-01T02:30:54.582Z</Initiated>
</Upload>
</ListMultipartUploadsResult>

H prefix F delimeter 5128 EAIEHLHI BAES
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Mie) iz 7= 451 2

filn, F A examplebucket H1 2 NBATSS, X 54453124 multipart-object001 A1 part2-
key02, HIZBUTSSIF, ¥ & prefix A “multipart”, delimeter ¥ & A object001, %1%
SR BT S .

GET /?uploads&delimiter=object00l&prefix=multipart HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:51:21 GMT

Authorization: OBS UDSIAMSTUBTEST000008:XdmzZgYQ+ZVylrjxJ9/KpKg+wrU0=

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 5DEB00000164A27A1610B8250790D703
x-obs-1d-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSQ31s2ZtLDD6pQLcIqlyGITXgspSvBR
Content-Type: application/xml
Date: WED, 01 Jul 2015 04:51:21 GMT
Content-Length: 681
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListMultipartUploadsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Bucket>newbucket0001</Bucket>
<KeyMarker></KeyMarker>
<UploadIdMarker>
</UploadIdMarker>
<Delimiter>object</Delimiter>
<Prefix>multipart</Prefix>
<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated>
<CommonPrefixes>
<Prefix>multipart-object001</Prefix>
</CommonPrefixes>
</ListMultipartUploadsResult>

5.5.2 ¥Rt LEERES

EKIHEHER

i 2 B DARRRIERS, F P i e A A 2 B HARE 45 D08 T %, Raash
M IREI =2 RME— 2 B RS S, (ERMESRR. JEEEH P ] DURMEX MR
PR RIER, W FAER. &IFB. PIRESE. QIE2 B TS ARm oA
E ARG Rl =A% KAl AR fEAE 2 A2 B EARAESS: A2 B EARAE S AEXI IR
A AT LIS B3R5 2, B3 acl. H7 @ O AE 1 HTTP H &k
contentType. contentEncoding %5, XL BfHNAITH B k(5 B L IR e 2 B AR50t
Kl o

POST /ObjectName?uploads HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
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APl % 5> API
BEKEHESH
ZIER T EEH B ESH, RPXEZE e, S5 Nk 5-67 Fivk.
R”5-67 TEKIHESH
SEEMR it =Rk
uploads KX ELZ B LTS 2
KA TR
EKRIHRk
W R0 DU A BN Bk, BRIk 5-68 Fik.
568 1EKIHEL
HELZR 3% =G
Wik
X-obs-acl WG 2 B FARAT S, ol LU Byl Bk B R | &
OB s 1) SR, A FH ) SRS R T S FH S,
}5: private; public-read; public-read-write.
R FiFH
VLB FRF AR B TlE SR .
52451 x-obs-acl: public-read-write.
X-obs-grant-read W2 BL FARAT S5, A ISR AL domain FAF | 75
A A B0t ARG G e AR
FKA: FrFH
S5 x-obs-grant-read: ID=domainID. #15EFZHLLE £
x-obs-grant-read- | ¥JtA4L % B EARAESSET, g Sk I AR domain RF | 75
acp A H A RECN 5 ACL FIELRR .
HRAM: FiFH
245 x-obs-grant-read-acp: ID=domainID. #I5EIZHLE %
A, SR .
x-obs-grant-write- | ¥4H 2 B FARATSBT, ISk AL domain R | &
acp AR HEXNF ACL BIBR.
HRA: FIFE
SE45] x-obs-grant-write-acp: ID=domainlD. 1R LE L
AN, SR E.
X-obs-grant-full- WG 2 B FARAT S50, AL SKIR3Z A domain FAF | 75
control AN R PO R SR ACL. 5
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APl % > API
HESLB ik oy
Wik
XF % ACL FIBLR .
FA: FIREH.
5245 x-obs-grant-full-control: ID=domainID. &1 #5AL%
AP, TEEE, .
x-0bs-website- M E T Website Bt &, AT LOEIRBUX AN RAIER | &
redirect-location HIE M BIHA 55— Re— MM URL, OBS #
EAMEMN IR EUH,  ORAFAEX R e .
FHM: FrEHR
BRNE: o
Zid: LA “1” . “http:/l” 8L “httpsil” Tk, K
JEAEIE 2K,
X-obs-expires TN RIS AR E], AR R. EHZ EXNESEE | B

EKHETTE

i Rz FH B A

el Rz H 2 3k

MR, ARG IR A TR A6 )
K. e,

il x-obs-expires:3

N

HAhAFH R KESHE 3-3,

R LR G BT

HTTP/1.1 status code

Date: date
Content-Length:

length

Connection: status

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<InitiateMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-

30/">

<Bucket>BucketName</Bucket>

<Key>ObjectName</Key>
<UploadId>uploadID</UploadId>

</InitiateMultipartUploadResult>

AR AW R B AL Sk, BAREZ %% 3-20,

\!
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Xt BAEAE AR 5
APl &%

5 API

No Rz H R TR

iR N H 2

wEKRRA 1

M) Rz 7~ 51 1

A R R S B R ENE SR, R BIAIRE B ARSI Z B RS S
Yo MRA, QRS AR SIFBAER, JTER AR (I 5-69 k.

#<5-69 MR HEITTE

TTREMR ik
InitiateMultipartUpload | iR £ B AT & AL,
Result KA, XML,
Bucket 2 B AR X G T eI 44
KA. FRHE
Key Z B LAEXT S keys
HKM: FRE
UploadId Z B b id, JEEH T 2B bRy, FIHIXAS id R e 2 B
TS
KA. FRFE

1. fsE AccessKey o254 5%, OBS jz[] 403 Forbidden, 4i%A% 4 AccessDenied.
2. WA ATEAE, OBS i%[H] 404 Not Found, 41789y NoSuchBucket.

3. EAPEAEGEREMOSHR, REEHIE, OBSiR[Fl 403 Forbidden, 44
1R8N AccessDenied.

HAHR DR SR 6-3 .

BIEaAe B

POST /objectkey?uploads HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 05:14:52 GMT

Authorization: OBS AKIAIOSFODNN7EXAMPLE :VGhpcyBtZXNzYWd1IHNpZ251Z2GGieSR1bHZpbmc=

HTTP/1.1 200 OK

Server: OBS

x-0obs-1d-2: WeaglLuByRx9e6j50nimru9p04Z2VKnJ2Qz7/C1INPcfTWAtRPfTaOFg==
x-obs-request-id: 996c76696e6727732072657175657374

Date: WED, 01 Jul 2015 05:14:52 GMT

Content-Length: 303
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<InitiateMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-
30/">

<Bucket>bucketname</Bucket>

<Key>objectkey</Key>

<UploadId>DCD2FC98B4F70000013DF578ACA318E7</UploadId>
</InitiateMultipartUploadResult>

HKR R 2
VI B I R #57 ACL

POST /objectkey?uploads HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 05:15:43 GMT

x-obs-grant-write-
acp:ID=52f24s3593as5730ead4£722483579%9ai17,ID=a93fcas852£24s3596ea8366794£7224
Authorization: OBS AKIAIOSFODNN7EXAMPLE :VGhpcyBtZXNzYWd1IHNpZ251Z2GGieSR1bHZpbmc=

M) &2 7= 451 2

HTTP/1.1 200 OK

Server: OBS

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTNvV+dtB51p+IVhAVWN7s5rSKhcWgDFs
x-obs-request-id: BB78000001648457112DF37FDFADD7AD

Date: WED, 01 Jul 2015 05:15:43 GMT

Content-Length: 303

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<InitiateMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06—
30/">

<Bucket>bucketname</Bucket>

<Key>objectkey</Key>

<UploadId>000001648453845DBB78F2340DD460D8</UploadId>
</InitiateMultipartUploadResult>

Z B bR A )E, M AT Bhad e 2 B AT, i B AR B DR E Y
5% EAEE, W i EALRT R X R E A2 B AR S AR AR B,
AR X JE S IR B R, RIS 2 AN BOF R B A .

BUR/MEFIE[100KB, 5GB], {HAEREATEIFBARIERT, f)a— B /IMEEN
[05GB]. _EAEIBLIZ 5 ATV BRI, i 2 [1,10000].
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EKIHEHER

BEKIHESH

RSk

EKHETTE

Mg Rz FH B AT

ik

AL 4 F 49 partNumber 2 —&y, & 8 L4448 5 partNumber 898, B— K EHAEE
M—k EFERR. %3 K ELER—2F 269 R — partNumber B+, AR 4548 74 Last Write
Win &, 12 “Last Write” 98¢ 18] € XA BT AB 2T H] . A T ARIESIB R H 1,
B P T B BRIER — 3 R — A LA A . Bl =X R RR B A L2
E B,

PUT /ObjectName?partNumber=partNumsuploadId=uploadID HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date

Content-Length: length

Authorization: authorization

Content-MD5: md5

<object Content>

£ AL B (o 752Ul AR B S PR E 2 BL LR RS S MBS R EERERL £
Mo B s L2k 5-70

3=5-70 IEKEHESH

BRER iR BHEWIE
partNumber AR RIBCS . BUE A 1 F] 10000 FEEEL &

HA. AL,
uploadid Z B EARAESS 1. &

R FRFH

ZIRMA A Bk, BAESHER 3-3,

M

USRI BRI BT

HTTP/1.1 status code
Date: date

ETag: etag
Content-Length: length
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API 2% 5API

Ml Rz 5 2 2k
BHRITIBLE B A S B %, AIBS%% 320,

MaRHE TR
RIS R BT

Fariz pz i H 21 A

1. R BUF S yEEI[1,10000], iR [A145% 400 Bad Request.

2. WRBK/NEIL 5G, R FI4 1% 400 Bad Request.

3. Wi AccessKey 52544 JC %%, OBS iR [F] 403 Forbidden, 451%8% >4 AccessDenied.

4. TR EAAE, WARMALAAE, OBSiZ[Fl 404 Not Found, #5752
NoSuchBucket,

5. KR ACL, FWrH P Domainld 25 EA R EMBI SR, WREEIR,
Il OBS 1% [1] 403 Forbidden, %&1%6Y % AccessDenied.

6. MAZE LEESREAEE, WRASAE, OBSiZ[E 404 Not Found, HiixigA
NoSuchUpload.

7. KEERHASEZEGEZER TS ARE (nitiator) , WHHREAR, OBS R
403 Forbidden, #&i#%°~ AccessDenied.

HAbH R DB SR 6-3 .

1H KR
PUT /object02?partNumber=1&uploadId=00000163D40171ED8DF4050919BD02B8 HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 05:15:55 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:ZBOhFwaHubilaKHv7dSZjJts40g=
Content-Length: 102015348

[102015348 Byte part content]

Pl 2 7 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D40956A703289CA066F1

ETag: "b026324c6904b2a9cb4b88d6d6lc81dl"

x-obs-1id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCUQU/EOEVSMa04GXVwy0z9WI+BsDKvEh
Date: WED, 01 Jul 2015 05:15:55 GMT

Content-Length: 0
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X GAFE ST
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5.5.4 ¥ U

Z B EAEAESS B )R, P AT DUER TR E 2 B EARAES S, RRE RS ARBL. W
InBeir 2OE B R B W L. SRV 85 O AR R — 80 Bl H P8 Dy
B

ik

N A2 R T REAARAE HTTP 12 & Sk 3 49 status_code sk FIB7 5 K =& R, Kk
¥ status_code &= 200 B & TR G om G 2N B F K, BB EE NBEFER, HNL
T R A 2 869 body ', RA body Ak A ETag /R &+ 2=, & W EATH
N &

FEJE X% object 5 DUA—ANBL partl, WIRTESE DI 2 A partl C&A77E, % UHAE
PAT 2 J5 2 BB partl 800 DB E . $UURIhIE, HAesI% 21508 B
partl, “ZBCEHEIG S BMIR. DR AE (S P % U B TR B Ok B AR OB O
Mfe, T4 BRI D1 B S SRR g . % D R I 5 object AT AT AR 4K,

FEKHZRER
PUT /ObjectName?partNumber=partNum&uploadId=UploadID HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
x-obs-copy-source: sourceobject
x-obs-copy-source-range:bytes=start-end
Authorization: authorization

Content-Length: length

EKIHBSE

B TR BAESHUP 6 € H B BUS M2 B EARAES55, S8 AR S sk 5-71
B

=571 B KEHESH

SHRAR 3% REBWIE
partNumber AR S . =

KA, A
uploadld Z B P45 1ds &

HKM, FRHE
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‘FHILA:J-

GHRITE

D)ORRSY =

Pl 252 Sk

Mo R ;H 2T =

ZIERMIER TR AIEE LS, R TN RAE Bk, A E LW 3-3
Bz .

=572 EKIEEk
HELEMR 3% =R DIE
x-obs-copy-source P2 ULHUE AT % o =

KM FREH

x-obs-copy-source-range | VERf R LB T |
FiJul (start-end)

start NEGEIEFT, end

HBEE AR

HAL. B,

BRI B AMERTHE B TR

HTTP/1.1 status code
Date: date

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CopyPartResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<LastModified>modifiedDate</LastModified>

<ETag>etag</ETag>
</CopyPartResult>

ISR RIE B AL Bk, BAREZ 5% 3-20,

A RN 2 AE I 203 SRR Bl Bebs DU ZE2R, TR IS R 5-73 s

F<5-73 MRSGHETTE

TLREM 3%
LastModified X g BB TA]
KM TR
ETag HPRBH ETag 18, 2BABRIME—IRIR, HTBa Jhm
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i N H 2

BRI

M) Rz 7= 151

TLRAR ik

e e
KA I

1. & AccessKey {24 Jc %4, OBS i [H] 403 Forbidden, #1765 4 AccessDenied.

2. EWPERECH PR S, WRATEAE, OBS iR[Al 404 Not Found, #5iRtgN
NoSuchBucket.

WHRVEXT RAELE, OBS iR 0] 404 Not Found, 451i#65% 4 NoSuchKey.

4, WS F R e R A AR, OBS iR [Fl 403 Forbidden, 48R4 N
AccessDenied .

5. WA HRAERE SR, OBS i[9l 403 Forbidden, #5iRi%A
AccessDenied .

6. IR EMMESAAAAE, OBS iR[A] 404 Not Found, ##i%8%°4 NoSuchUpload.

7. WHRHPAZELZ B AT R ERE, OBS iR [Al 403 Forbidden, H5izI5 N
AccessDenied.

8. M¥EIFHEHEL 5G If, OBS iZ[H] 400 Bad Request.
W B 5 i i [ [1,20000], OBS iR [A441% 400 Bad Request.

HAbH R DR SR 6-3 .

PUT /tobject02?partNumber=2&uploadId=00000163D40171ED8DF4050919BD02B8 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:16:32 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:dSnpnNpawDSsLg/xXxagFzrAmMw=
x-obs-copy-source: /destbucket/object01l

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D40ABBD20405D30B0542

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTIJpD2efLy508sTTComwBb2He0j1l1Ne
Content-Type: application/xml

Date: WED, 01 Jul 2015 05:16:32 GMT

Transfer-Encoding: chunked

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CopyPartResult xmlns="http://obs.example.com/doc/2015-06-30/">
<LastModified>2015-07-01T05:16:32.344%2</LastModified>
<ETag>"3b46eaf02d3b6b1206078bb86a7b7013"</ETag>
</CopyPartResult>
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Xt BAEAE AR 5
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5.5.5 Fl|a5 2 E1ERYER

LhREST 4R

R AT LA A8 VA MESS TR A BUE B e DA RN BOR/ Ny

B EAR MR A BRI —E

BEKIHEHER

GET /ObjectName?uploadIld=uploadid&max-parts=max&part-number-marker=marker HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date
Authorization: auth

BEKIHESH

IR R B 288 E 2 BLERAE S UL B, S8 AR (s

5-74 FT7s .

R5-74 IEKEHESH

SRR ik

=Bk

uploadid Z B EARAESS 1 id.
HM:
B K

AT

max-parts KIS FE A %5 2 AL B B P i B oK Part 2 H .
R FRH
PRINME: 1,000,

oA

part-number J8 € List EIA I E, R Part Number $H
-marker KT ZZSEN Part 2451 H o

KM T
B .

oA

wKEEkL

SR AN Bk, RIAIES 5% 3-3.
EREETE

R B R T,
Mo 52 5E SR

HTTP/1.1 status code
Date: date
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Content-Length: Iength

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListPartsResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Bucket>BucketName</Bucket>

<Key>object</Key>

<UploadId>uploadid</UploadId>

<Initiator>
<ID>1id</ID>
</Initiator>

<Owner>

<ID>ownerid</ID>

</Owner>

<PartNumberMarker>partNmebermarker</PartNumberMarker>

<NextPartNumberMarker>nextPartnumberMarker</NextPartNumberMarker>

<MaxParts>maxParts</MaxParts>

<IsTruncated>true</IsTruncated>

<Part>

<PartNumber>partNumber</PartNumber>
<LastModified>modifiedDate</LastModified>
<ETag>etag</ETag>

<Size>size</Size>

</Part>
</ListPartsResult>

el R H 2 Sk

IR MM NIE R A AH Sk, BARIES %% 3-20.

e Rz HR TR

AR A NGB R TR IR B OB AR TRIBUE S, TR KA (R 5-75 .

el B Bt B R

ik

ListPartsResult

{RAF List Part if 3R &5 R 17548
%E_ﬂ‘: ﬁ%%o
FHi /. Bucket, Key, Uploadld,

PartNumberMarker,NextPartNumberMarker, MaxParts,
IsTruncated, Part.

AR T

Bucket

Bucket 4 %o
géﬁg: %Z%?HSO
A2 s ListPartsResult.

Key

Object %%
KA FRHS
Q2H 5. ListPartsResult.
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Xt G AL IR 55
APl 5%
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e B = Bt B iR

ik

Uploadld

Upload 1£:55 ID.
KA. FIEH

2A5 5. ListPartsResult.

Initiator

Upload 155 1611 %
KA KA.

TR 1D

A5 ListPartsResults

Owner

F Initiator 48 [&] .

A2 fi: ListPartsResult .

B8 & 1) Domainld.
KA. FRHE

A2 /i Initiator. Owner.

PartNumberMarker

AR List 45 5 1¢) Part Number #24567 & .
RAL, BHY,
25 . ListPartsResult.

NextPartNumberMar
ker

W AIR A IR A A3 AE R, m A SR PR A
NextPartNumberMarker 762, FH THr B3 Rk KK
PartNumberMarker 18 .

K. R
Q2H 5. ListPartsResult.

MaxParts

1R [8]1/ 3R A B K Part 20 H o
K. BH
Q2H 5. ListPartsResult.

IsTruncated

FrRE RS AYGR [BIH List Part 25 AR .  “true” XoR
ARIREAIRFI R, “false” TaRAIRCLIRA] T 434
gk

k%1, boolean.

25 /i ListPartsResult .

Part

{RAT Part 5 B A48

KR FRER.

A5 55 PartNumber, LastModified, ETag, Size.
AT : ListPartsResult.

(PartNumber #57x Part %7, D
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iR N H 2

1ER I

M) Rz 7= 151

e B = Bt B iR ik

PartNumber o, A% Part HI%R 5 .
KA, HA

25 /A ListPartsResult.Part.

LastModified Part A& 1 [A]
A HIW.
i M ListPartsResult.part.

ETag O EAEBA RN ETag, ZBARKIME bR, HTEREIF
RI6HedE — 2k
KR FhFH.

25 /. ListPartsResult.Part

Size & A% Part K/,

25 A ListPartsResult.Part.

1. W& AccessKey {24 J0%%, OBS iR [F] 403 Forbidden, #1654 AccessDenied.
U SRAE SR A AN AEAE, OBS i [n] 404 Forbidden, #if%°4 NoSuchBucket.

3. WIHLERMZ B AT S AMEAE, OBS iR [Hl 404 Not Found, H5iRhgA
NoSuchUpload,

4. OBS H|WrH /" Domainld 27 BA e EMEstl, wREE AR, U OBS iRF
403 Forbidden, #i=f%°4 AccessDenied.

HAs R DR 6-3 s

GET /object02?uploadId=00000163D40171ED8DF4050919BD02B8 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:20:35 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC :xkABASrBPrz5yqzuzddnK50L/yU=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D40C099A04EF4DD1BDDY

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSK71fr+hDnzBO0JBVQCI1BI9+S12AWxC41
Content-Type: application/xml

Date: WED, 01 Jul 2015 05:20:35 GMT

Content-Length: 888
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListPartsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Bucket>test333</Bucket>
<Key>obj2</Key>
<UploadId>00000163D40171ED8DF4050919BD02B8</UploadId>

<Initiator>

<ID>domainID/domainiddomainiddomainiddo000008:userID/useriduseriduseriduseridus0000
08</ID>
</Initiator>
<Owner>
<ID>domainiddomainiddomainiddo000008</ID>
</Owner>
<PartNumberMarker>0</PartNumberMarker>
<NextPartNumberMarker>2</NextPartNumberMarker>
<MaxParts>1000</MaxParts>
<IsTruncated>false</IsTruncated>
<Part>
<PartNumber>1</PartNumber>
<LastModified>2018-06-06T07:39:32.522Z</LastModified>
<ETag>"b026324c6904b2a9cb4b88d6d61c81dl"</ETag>
<Size>2058462721</Size>
</Part>
<Part>
<PartNumber>2</PartNumber>
<LastModified>2018-06-06T07:41:03.3447Z</LastModified>
<ETag>"3b46eaf02d3b6b1206078bb86a7b7013"</ETag>
<Size>4572</Size>
</Part>
</ListPartsResult>

WA FAESEATA B, BT U IRBE T, RGUEEARSS bl 7 16 e 1 B
EHBR—DTEHERIN R EPAT “EIHE” AU, AR IEREE FERE
Wi . 704 FEBUN 75 20K 2 B M ARAT S VI A S r B inve B k5 B4 DL 20% oo
e, HACF I RE ARG @ _E AT RATIX S Bk A B R A . TR R A BRI
BLUR, ATRSREAE Last Write Win 551&, {H “Last Write” (I 8] & XU~ BUT 55 4G A I
8] o

B2 bR, RERCHBOHXT N 2 Bl EARAESS, HE SR A RECAG X
M2 BLEMEAES “GIFB BFsemia, RATRERZ B R ERS, ML
A (¥ oAt 1 2 B A 55 X 2 P B SR W SR B B S A “ IR B A E MBI,
“EIRBCT SERURMIERZ R B, HLIRINORE A A

I eI 2 B b AR AT DU O I R B SR 0, N 2 B B AR R
fR7E Range AN 2 BL AR SR A7 2

B IFTE RN 2 B AR R T DU AT RO IR S 11, BRI 2 Be B S
Ao BEE, MBREAS K.
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X GAFE ST
API 2% 5API

B HFERR I 2 By P ARBIE A IC AT S MD5 1N Etag, 15 T 32 BCEE L List 4
WX 5 B 2 BOEE L Etag AR 0N: MD5 (MaMg««+---My) -N, H A, M, 3%
NN B MDS E, w1 11.6 anBlRR, A 3N BL BAN S BUARA X R ) MD5

i, 4B ETag M4 25 3 AN BLit) MD5 & RS K H it 17 MD5 1R85 — A
Bl FEPHE-NE NG IFBN ETag (E, -N RoRadtg 208, HiZnplhElh-3.

ZhRAR
WA Z AR S AR B, WA FEB USRI S A R — A RA S, R H
S N AR Sk x-obs-version-id IR [FIZIA S o WA 2 RACIRAS 2 ZE 0, WA
BUG RN RA S A null. X TRIZ IACRSS, 2 0.5.2.11 & B2 AR
P

BN o

ik
o R BT 10 AN, AR RAET 9 MNREIT A, AN ARMEIF B LM A
B MR, AMEHGBMIR G RER L. AT EFZATFE RGO EA a8
o ATEW, TR, AR B .

FEKIHBER
POST /ObjectName?uploadId=uploadID HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Content-Length: Iength
Authorization: authorization
<CompleteMultipartUpload>
<Part>
<PartNumber>partNum</PartNumber>
<ETag>etag</ETag>
</Part>
<Part>
<PartNumber>partNum</PartNumber>
<ETag>etag</ETag>
</Part>
<Part>
<PartNumber>partNum</PartNumber>
<ETag>etag</ETag>
</Part>
</CompleteMultipartUpload>

EKIHESH

ZAERIETH B SEH R € 2 B AT 5 Rbr B BEAIFM— D AL BT, S8
X% 5-76 s

3R5-76 1B KHESH

SYRMR 7% B EBwWIE
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Xt BAEAE AR 5
APl &%

TEKRIHE X

BEKHETTE

Mg Bz FH B A

el Rz H 23k

5API
BHBHR ik REWIE
uploadlid RN 2B A5 . v

KR, FIH.

BRI A Sk, ARES %% 3-3.

\

ZIRTEAEH R P EoeR, IRERSIFMBAIER, JTRMEAE Lk 5-77
IV

TLREBMR E1:3%.3 Rk
CompleteMultipart | & I3FRIE 53 . ik
Upload KA XML.
PartNumber Be, =
ETE SR
ETag T ARBURINE IR I ETag {6, RBNERIM | 2
—hriRe ZAE TG IR BN AT B — B
5.
KA TR

HTTP/1.1 status code
Date: date
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CompleteMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-
30/">
<Location>http://example-Bucket.obs.region.example.com/example-Object</Location>
<Bucket>bucketname</Bucket>
<Key>ObjectName</Key>
<ETag>ETag</ETag>
</CompleteMultipartUploadResult>

I RN B A Sk, BARIES %% 3-20.
B St M B Sk 2 Ah, IEFTREAE Tk 5-78 T E k.
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Mol Rz iH R TR

FEIR M N THE

2R5-78 MR HR Sk

HESLZR ik
x-obs-version-id H BRI RIS,

KA R

WA SRR MR B 2 P e AR (B R T FORIR B 5 IR B EE R, JeR IR AR K 5-

79 FiRo

TE E13%

Location B I RS BIRIXT G url,
KA, FRAE,

Bucket EHBATERIAR
HKAR. T

Key E ISR R keyo
KA FrHEH

ETag

W5 5B ETag tHHAGHANAR, X R N E Rz

]

2%

<

s

KA AR

1. WHREAHEA, OBSiRIEl 400 Bad Request.

W B A M A IERA, OBS % [1] 400 Bad Request.

KAZIE B 5 THFHES], OBS i& 7] 400 Bad Request, ffi#hY

WS AccessKey BiZ 4 J44, OBS iR [7] 403 Forbidden, 45i%f5% 4 AccessDenied.
WA SR U ATEAE, OBS %[\ 404 Not Found, #5179 NoSuchBucket.
WRAE R 12 B EAEAF S5 ANAEAE, OBS i[n] 404  Not Found, & 45HR(E R

MR P A RZES P R Cinitiator) , OBS 3 [7] 403 Forbidden, 417654

2.

3. HEMAKFWREEE
N InvalidPartOrder .
NoSuchUpload.

7.

AccessDenied

8.

FEE B A RBSIR P RS T AFAERBL OBS i[9 400 Bad  Request,

£ERES K InvalidPart .

202




Xt BAEAE AR 5
APl &%

5 API

B &N

M) Rz 7~ 151

9. WHIERB R P AL B Etag 5%, OBSiZ[A] 400 Bad Request, #izfid N
InvalidPart.

10. B —MNBZ AN e BRSNS OhF 5MB) . OBS iR[H] 400 Bad Request.
11, WHRAEEIF TG SRR T 48.8TB, OBS iZ[H] 400 Bad Request.

HAbs R OB EAEE 6-3

POST /object02?uploadId=00000163D46218698DF407362295674C HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:23:46 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:dOfK9iILcKxo58tRp3fWeDoYzKA=
Content-Length: 422

<?xml version="1.0" encoding="utf-8"?>
<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>a54357aff0632cce46d942af68356b38</ETag>
</Part>
<Part>
<PartNumber>2</PartNumber>
<ETag>0c78aef83f66abclfale8477£296d394</ETag>
</Part>
<Part>
<PartNumber>3</PartNumber>
<ETag>acbdl8db4cc2f85cedef654fccc4add8</ETag>
</Part>
</CompleteMultipartUpload>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D4625BE3075019BD02B8

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSNBDIAfQcIvyGBZ9+Ee+jU62zv1iYdO4
Content-Type: application/xml

Date: WED, 01 Jul 2015 05:23:46 GMT

Content-Length: 326

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CompleteMultipartUploadResult xmlns="http://obs.example.com/doc/2015-06-30/">

<Location>/examplebucket/object02</Location>

<Bucket>examplebucket</Bucket>

<Key>object02</Key>

<ETag>"03f814825e5a691489b947a2e120b2d3-3"</ETag>
</CompleteMultipartUploadResult>
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5.5.7 BURZ R L& ES
ThEENT 4R
AR A BOH —MESS, W LU BOE 2 B EAAESSR D BUE RS . & I BOii
ARSI S, F P AREFAMT S T AR BNF 28 B A
HEKHEEN
DELETE /ObjectName?uploadId=uplaodID HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: auth
FEKHRESH
ZERELE S8, e EIOH I BUE S 2 B TS5, S80S L3k 5-80
Jim .
#*5-80 EKIHESH
SRR i REWIE
uploadid B2 Bt EAR(ESS . v

1ﬁ;k“ﬁ:u\7l_

BEXREETTE

o) Rz H S K

DIH=ISES

Mo B ;HE T E

KR, FRE

ZAERMHAEEL, BRiES%EK 3-3.

R LR G BT

HTTP/1.1 status code
Date: date

I RN B A Sk, BARIES %% 3-20.

AL RN TINAE IS AR NG RE RS Vive
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1. % AccessKey (2542 Jc %4, OBS i [n] 403 Forbidden, #i%f% A AccessDenied.
2. WEERIAAZAE, OBS R[7 404 Not Found, ##i%8%°4 NoSuchBucket.

3. HFPPATHUE 2 B FAAT S BAER AW P 2B AT S5 iG 1 & BB M T A
F, WEHRAZN OBS i 7] 403 Forbidden.

4, PFAERIN, OBS [\ ik [E 204 No Content.
HAh 4R OB S 7E % 6-3 .

DELETE /object02?uploadId=00000163D46218698DF407362295674C HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:28:27 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:QmM2d1DBXZ/b8drgtEv1QJHPLMO=

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 8DF400000163D463E02A07EC2295674C

x-obs-i1d-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTP5YD1zn0UggG3laRfkHLGyz7RpROON
Date: WED, 01 Jul 2015 05:28:27 GMT
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Xt G AL IR 55
APl % 6 %

6 BiR

6.1 IR7SHE

J 55 2 170 FH P 3 [ FRPIR A G A s 5 B AR 6-1 i :

#*/6-1 K7D

R7SRS | EA

2XX IR 55 st i D 8] FH P 47 SR AR R o

4xx i R AR R, RS 3R AT B eSO (e
SXX M55 28 K AR, P R R R H R SR 2 5

2 $E1xhY
VAFFBE IR, HR 2R FLESURCR . T )7 TR 6 X Rk

FEARIRN . I AR, HTTP i KR [Bl—~ 3xx, 4xx B 5xx B HTTP AR,
R[] 9 B H o AR B R AR A S .

IR HEER
BERAAENS, R Sk A
e  Content-Type: application/xml
o EERXTNAY 3xX, 4xx B 5xx [ HTTP AR,

Wi 3 SR R A RE S S X AR IR S S . NI A R N BRI R T BTl
REST #& MM 1 A FE 1 ICE

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>NoSuchKey</Code>

<Message>The resource you requested does not exist</Message>
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<Resource>/example-bucket/object</Resource>
<RequestId>001B21A61C6C0000013402C4616D5285</RequestId>
<HostId>RkRCRDJENDc5MzdGQkQ40UY3MTI4ANTQ3NDk2Mjg0OMOFB
QUFBQUFBYMJ1iYmJiYmJD</HostId>
</Error>
FI0ER I BAR S Nk 6-2 s .

#*<6-2 $EIRMISLHR TR
TRER | ik
Error FRR MR SR XML 250 i R R 5 B AR R o
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