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R A R RE ST, AT P AT R BRI B s » & A b & AR
PRI SHE AT 4% 56 2 P B A7 it 5=
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WA EH K-S 37T H W& TAE, m2aEdH 8 AT H W
T AR

i

HIK S7E IAM FREIEMA P, faWREFER AL, BB S0 FEIE CEEAH
EHD.

EEHa “REFEIE” T, BoUEFKS ID FHF ID, EHIKS 5 1AM -
(7 7] 25 4H

T LEV A AP SRR A, 1887 B 2K 5 A 1AM U5 19 358 o

A

A2 TAE O R 5545, J2 OBS i s S i 4 28] . BN G A7 E—
AN B, iR “picturejpg” BIXTRAFIAE “photo” HfiH, NITfEH
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3 T E R API

3.1 MIEIEK

AH48 REST API i 3R B 4H i

1E5K URI

OBS H 4k #l AN 5 5 () B VR S ORI 2 AR URL, 2475 BT SRR, AT RL
fFFiX > URI Hiudik,

URI ) — i 5008 O $f5 A9 AT IETD «
protocol://[bucket.]Jdomain[:port][/object][?param]

%3-1 URI HHI&#

sy |k 2%
yvi

protocol | i RAEFHMIPINCEAL, W1 HTTP. HTTPs. HTTPs Rnilil e | Wik
Sff) HTTPs Vi 1% %6, OBS S #F HTTP, HTTPs Wikttt

P
bucket 15 R F AR VR IR AT, TR R ME— R iR — M Al ik
domain AU IR I AR 55 7 13842 B IP shik . Wik

port i RAS R o 5 o IRIEER A RS AR B A RMAE . s | Wik
B AE BRI 1, & R S b SRR A B 15,
HTTP KIERIAE 4 80, HTTPs BRI 14 443,

OBS X R A7 IR 55 10 hittp 5 215 19155 11 80, HTTPs J5

0] %t 1Ry 443
object 15 2RAH FH ) R B YRR AT Al ik
param 5 SR AG FH AR AN R I BAR RS, B BTG SRIEY & | Ak
H & 7R
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A

RRBART| R Z Sh ey AT, AR S A4 G, OBS AT DNS f#4rfe A=+ St 169
&, ZRARGFARLFR, EHME URL 69 84E AR L 5HAR % 384 domain AT

w, BRZBIRET X, XARAEIEHIIT IR .

Blhe, do R EBAH —AM2 T al KIRe9.% H test-bucket 8947, L7 FAFF —/ % A test-

object *+ % 49 acl, E#4937¥] URL A https://test-bucket.obs.al.example.com/test-
object?acl

1BKF A
HTTP J5ik (HFRONSRIESIENIAD, & VR IRSS IR IEAE R AT 4 KB 18 o

32 WMEREMTIER REST KR T73%

ik 1A

GET TORR G5 AR [ml 4 5 B, WERIUR SR . T8 55

PUT TR IR S5 A8 B i R, WA . AR R

POST }iﬁiﬂ&%%ﬁ%ﬁi%ﬂﬁﬂi%ﬁ%%@?ﬁ et bR BUESS . HIFE

DELETE | iR R aeMlBida g B,  WhBRxT R 4% .
HEAD TR AR 55 A% IR 0] 1 € BRURAOME S, gk O GocHiE 4 .
OPTIONS | 43R ik 55 o 2 115 LA A B R E AR, /5 ZE AL & CORS.

TERIERX

AR R INIE SRSk 7B, g8 e 19 URL AT HTTP 7y TR 7 B, AR A5 R
HESRTBOE 2 L& 3-3,

#®”3-3 R HIFRIERL

HELAR A BREVIE
Authorization | &R B H A LS B %Ak
K. FRH,
BRNE: o

KM BEAWRATEN, HAbIERLIE.
Content-Length | RFC 2616 A5 XHIH E (AEFHE LK) K EEE e e

.
KM TR
Bk .
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HEKBM

ik

BEwWiIk

A PUT 3AERTINE XML R 20H -

Content-Type

RN AR, Flin:  text/plain.
B FRAH

ERME: .

AS
=]

Date

TSRO S PR YIRS 8] o
KM FREHR
ERME: .

SAF: ARG AT R BE T Sk T x-obs-
date 7B, MWW LIANHZTFB, HAdE L 44
i

A 2%k

Host

R TN HIE.

bucketname.obs.region.example.com.
A TR

BRAME: .

Fm

1EKHRE (AT

53R B DASE R Rg 2 (i JSON B XML) K H, 53R Bk Content-
type KR, LRGSR B ZAMNONE . AiERE EE T SH S Fh e, Wdscs
Ty UTE-8 4wt .

TR D BIRE B A EAE, P RRENME DT ZAA RN A (56 5
SETD, GET. DELETE #FRHY A Lt AN 7 200 Sk, T Sk B 2 75 AR

&RiFK

o AR D g

Ay W ARy 2T AT SRR B T SR B R EIE K, 08

e CcURL

cURL Z&— "M d

T HE, FSRPUTSAP URL BAERIE BAL%r. cURL 78412
HTTP & i, A PAKIE HTTP &R AR S o, FHfiom vy & .

cURL &M T4

MR, % F cURL V4015 2% 2 W, https://curl.haxx.se/. HF cURL Jigit 52
%, A cURL B SZ S n] BE 44 1) A 3L OBS B

o il

LGS, HBE RIS, I RORAEEIE R R .
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5 G AFAE IR S5
APl % 3 Al A API

3.2 INIEEEFY

321 HRPERZREIE

OBS i it AK/SK X1 KR iEAT45 44, TEIR OBS Kk iHRIT, 25 b Kk IR H & Sk
i B SKL T SRINE] L SRR RS BAE RSB A E R .

e AK(Access Key ID): il % %H ID. 5AE U7 i) % FH GBI ME—FRIRST; U7 in) %541
ID AR V7 I 20—, WG RIEAT IS4 . # .
HCY8BGCN1YM5ZWYOKI1MH

®  SK(Secret Access Key): 5% 4H ID 45 &M, MHERIATINEZS4,
AIRRIRAIE T, BT IR R s . A=
9zYwfluabSQYO0JTnFgbUqG7vcfqYBaTdXde2GUcq

FH P AT DLEE TAM ARSS F 3R EL AK FIT SK, SEELRI 73052 0L 6.3 $RELT i) 2541
(AK/SK).

OBS tR#E N 75w, /4L 1 3.2.2 Header #7725 44 . 3.2.3 URL %4725 4 A1 3.2.4
FETF Ay BAL R R rp RS 3 PR AR T A

LA Header fr #5244 9], 2844 UG UERFE QIR 3-4 Ji7n. Header FH 52844 77 ik
I BAR S B W S SR 6, 752 I 3.2.2 Header 52544

%%3-4 OBS ¥ZitEMIGIEHE

PR N
B4 | 1 G HTTP R PUT /object HTTP/1.1
HE Host: bucket.obs.region.example.com

Date: Tue, 04 Jun 2019 06:54:59 GMT
Content-Type: text/plain
Content-Length: 5913

2. FRIRAE At StringToSign = HTTP-Verb + "\n" + Content-MD5 +

StringToSign "\n" + Content-Type + "\n" + Date + "\n" +
CanonicalizedHeaders + CanonicalizedResource
3. {&% AK *n SK AK: *kkhhkk

SK *khkkkhkik

4. THHE%54 Signature | Signature = Base64( HMAC-
SHA1( SecretAccessKeylID, UTF-8-Encoding-
Of( StringToSign) ) )

5. WINZE44 38 % 3%%) | PUT /object HTTP/1.1

OBS fik% Host: bucket.obs.region.example.com

Date: Tue, 04 Jun 2019 06:54:59 GMT
Content-Type: text/plain

Content-Length: 5913

Authorization: OBS AccessKeyID:Signature

12



XF BAFAE S5

APl 7% 3 WifaliEH API
TR 5l
%4 | 6. ILHTTPHE PUT /object HTTP/1.1
BE Host: bucket.obs.region.example.com

Date: Tue, 04 Jun 2019 06:54:59 GMT
Content-Type: text/plain

Content-Length: 5913

Authorization: OBS AccessKeyID:Signature

7. WRAEERF I AK 3R
HY SK

Mk, Authorization HHEUH AK, 25 IAM HXRIH
F) SK

8. IR A I 5
StringToSign

StringToSign = HTTP-Verb + "\n" + Content-MD5 +
"\n" + Content-Type + "\n" + Date + "\n" +
CanonicalizedHeaders + CanonicalizedResource

9. 1% 4 Signature

Signature = Base64( HMAC-
SHAL( SecretAccessKeylD, UTF-8-Encoding-
Of( StringToSign ) ))

10. F24

IIF Sk 5% Authorization H11 Signature 51453t
¥ Signature & 75 A4

M5 2 MUEEN
AHHEE: AR

3.2.2 Header HiE#%E %

OBS HIfTAH API £ LI AT LLEIE 7L header Hr i 2544 77 sRIEAT 0 NIE, M2 EH

R S A AIETT 3

7t Header H1##71725 4 Zfa44 it HTTP J4 2+ Authorization header Sk #4725 4415

ISP PSSR ih] S WAE

Authorization: OBS AccessKeyID:signature

EE bR SR /I

1. AT SR 745 5 (StringToSign) -

2. XRS5 Rk T UTF-8 4ifid.

3. Ml SK X5 B 4 T HMAC-SHAL 284115

4, XFEE D45 R AT Base6d 4ifid, 15FI%4 .

SR F-4F 5 (String ToSign) #% & an N AL UEAT#E3E, &4 SE00 & X3k 3-5 fik.

StringToSign =
HTTP-Verb + "\n" +
Content-MD5 + "\n" +

Content-Type + "\n" +
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Date + "\n" +

CanonicalizedHeaders + CanonicalizedResource

#3-5 #3E& StringToSign FrEES ¥k FA

2%

ik

HTTP-Verb

e OBER 7, X REST #: LM 5, BICA hitp WK EAE
VERB, #1: "PUT", "GET", "DELETE"Z5%4#5H .

Content-MD5

%8 RFC 1864 AR THHE H W SR MD5 i A e, BIyH BiK
128-bit MD5 {H £t base64 4wt j5 19 B /8, LA . HARiE
Z I3k 3-10 LLLR R 7 BT 5E7 v s

Content-Type

WHERM, HITHE HERM, .  text/plain.
LER P IZSR IR, ZSHUEIR S TR H AL, WK 3-6.

Date

A2 B SR IR, I [A]RS AGE A RFC 1123;

A B E LT B x-obs-date I, S HUEI S 7T AR MK 3-
10.

AR HEAT I I R AT B il AT 3RO 5 N 7 46 4
1B I, ZSHAHE.

Canonicalized
Headers

HTTP iR ki H 1) OBS ik kB, HPLL “x-obs-” {ENETH Sk

1, tn “x-obs-date, x-obs-acl, x-obs-meta-*” .

1 R FE PR FNIA FRHEL NG, FERMEZANTFER
B, K T - B IR DGR 2 1 - P N BRI T HE T

2. TERINESRLF B, R A EAN TR, WFHEEH TSI
4. x-obs-meta-name:namel F1 x-obs-meta-name:name2, I 75 E G
B EALTEMNE (X FZ namel Al name2) LUE S0k, &IFK
x-obs-meta-name:name1,name2.

3. KISk F B OB R VRS A AE ASCH S EA AT R
R RS B B E A WS FAE ASCH B3 A AT i 5]
T, R BAE AR ASCH AL AS [ R B 7457, 75 B% i
EAT w438, BT LR URL Zwfdel# Base64 Zwfid, AR%%
Ui AN 2 (AR b

4, HiERLFE R EA LR T B table BB, FFEDIFE. 0.
X-0bs-meta-name: name (name Fii A — LR T , TEE
#eN: x-obs-meta-name:name

5. T—/MERLF B E A T E AT, Wk 3-8

Canonicalized
Resource

s HTTP 3R iffa € (1) OBS %I, it 7 an -

<ML+ RG>+ T HIE 1] + [FHIFH 2] + ...

1. WA MXS %4, Hll: /bucket/object. WA NS4, Wny|%
fi, A" bucket!", k& MEA, WA “17

2. MPE TR, WH-FEIEm gk, #iltn?acl, ?logging.

OBS ZH#&-FlF ¥, fh: CDNNotifyConfiguration, acl,
append, attname, backtosource, cors, customdomain, delete,
deletebucket, directcoldaccess, encryption, inventory, length, lifecycle,

14
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ripy

3.

location, logging, metadata, modify, name, notification, orchestration,
partNumber, policy, position, quota, rename, replication,
requestPayment, response-cache-control, response-content-disposition,
response-content-encoding, response-content-language, response-
content-type, response-expires, restore, select, storagePolicy,
storageinfo, tagging, torrent, truncate, uploadld, uploads, versionld,
versioning, versions, website, x-image-process, X-image-save-bucket,
X-image-save-object, x-obs-security-token.

MARAZATHRIE, EOSRE TR, TEEERRE 5
VAR FO R 7 [ I PP DN EURHES, IR “&” Pk,

1 FA

FHREF R0, NEBIF LS URL @4 % MR A8 F 0T 5 R
(##l4=, key=valuel&key=value2) , =R A AEXAHN, OBSIRFHE 4
HRARHHEE AT HRLEAR FE AT HRGEREIRL S~ EAE
A
AR % (GetObject) 4o A, {R%4A4 A bucket-test, *F 5.4 %
object-test, 3 %495 AF H xxx, RIEE 2EF S Content-Type #
text/plain, Ak 4 & % i H 8 49 CanonicalizedResource % : /bucket-test/object-
test?response-content-type=text/plain&versionld=xxx.

T H LKk R IR ML T — 284 % StringToSign 411

7<3-6 FRELATHR

ERIHE K StringToSign
GET /object.txt HTTP/1.1 GET \n

Host: bucket.obs.region.example.com \n

Date: Sat, 12 Oct 2015 08:12:38 GMT \n

Sat, 12 Oct 2015 08:12:38 GMT\n
/bucket/object.txt

#<3-7 {FAIGET AK/SK F1 securitytoken &35

ERIHE kK StringToSign
PUT /object.txt HTTP/1.1 PUT\n
User-Agent: curl/7.15.5 \n

Host: bucket.obs.region.example.com text/plain\n

x-obs-date: Tue, 15 Oct 2015 07:20:09 GMT | \n
x-obs-security-token: YwkaRTbhdY8g7q.... | x-obs-date:Tue, 15 Oct 2015 07:20:09

content-type: text/plain GMT\n
Content-Length: 5913339 x-obs-security-token:YwkaRTbdY8g7q....\n
/bucket/object.txt
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3-8 WIEKLFE EEXER

Date: Mon, 14 Oct 2015 12:08:34 GMT
x-obs-acl: public-read

ERIHEkL StringToSign
PUT /object.txt HTTP/1.1 PUT\n
User-Agent: curl/7.15.5 \n

Host: bucket.obs.region.example.com text/plain\n

Mon, 14 Oct 2015 12:08:34 GMT\n
x-obs-acl:public-read\n

content-type: text/plain /bucket/object.txt
Content-Length: 5913339
#R3-9 FREIR ACL
ERIHER X StringToSign
GET /object.txt?acl HTTP/1.1 GET \n
Host: bucket.obs.region.example.com \n
Date: Sat, 12 Oct 2015 08:12:38 GMT \n
Sat, 12 Oct 2015 08:12:38 GMT\n
/bucket/object.txt?acl
#3-10 &35 BT Content-MD5 ki3,
ERIHEk StringToSign
PUT /object.txt HTTP/1.1 PUT\n

Host: bucket.obs.region.example.com
x-obs-date:Tue, 15 Oct 2015 07:20:09 GMT

Content-MD5:
I15pU0r4+sgO9EmMgIIKMQUg==

Content-Length: 5913339

15pU0r4+sgO9EmMgI1IKMQUg==\n
\n
\n

x-obs-date: Tue, 15 Oct 2015 07:20:09
GMT\n

/bucket/object.txt

Java # Content-MD5 BY+E /5% =<4l

import java.security.MessageDigest;

import sun.misc.BASE64Encoder;

import java.io.UnsupportedEncodingException;

import java.security.NoSuchAlgorithmException;

public class Md5({
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public static void main(String[] args) {

try {
String exampleString = "blog";
MessageDigest messageDigest = MessageDigest.getInstance ("MD5");
BASE64Encoder encoder = new BASE64Encoder () ;
String contentMd5 =

encoder.encode (messageDigest.digest (exampleString.getBytes ("utf-8")));

System.out.println ("Content-MD5: " + contentMdb) ;

} catch (NoSuchAlgorithmException | UnsupportedEncodingException e)

{

e.printStackTrace () ;

}

FR 4 175 K 775 £ (String ToSign) AL 77 SK A Fl 4~ B0k A2 1% Signature, A plaet F 4
HMAC 572 (hash-based authentication code algorithm).

Signature = Base64 ( HMAC-SHALl ( YourSecretAccessKeyID, UTF-8-Encoding-
Of ( StringToSign ) ) )

51 01 7 5 X 360 28 4 44 S newbucketname2 FIFAE #R, 2 s sk kg A

PUT / HTTP/1.1

Host: newbucketname2.obs.region.example.com

Content-Length: length

Date: Fri, 06 Jul 2018 03:45:51 GMT

x-obs-acl:private

x-obs-storage-class:STANDARD

Authorization: OBS UDSIAMSTUBTEST000254:ydH8ffpcbS6YpeOMcEZfnOwE90c=

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>

</CreateBucketConfiguration>

Java REZBITE A

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.util.ArrayList;

import java.util.Arrays;

import java.util.Base64;

import java.util.Collections;

import java.util.HashMap;

import java.util.List;

import java.util.Locale;

import java.util.Map;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import org.omg.CosNaming.IstringHelper;
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public class SignDemo {

private

private

private

private

Collections

"delete",

"quota",

static final String SIGN SEP = "\n";
static final String OBS PREFIX "x-obs-";
static final String DEFAULT ENCODING = "UTF-8";

static final List<String> SUB RESOURCES =

.unmodifiablelList (Arrays.asList (

"CDNNotifyConfiguration", "acl", "append", "attname", "cors",
"deletebucket", "length", "lifecycle", "location", "logging",
"metadata", "modify", "name", "partNumber", "policy", "position",
"rename", "replication", "response-cache-control", "response-content-

disposition",

content-type",

"website",

private

private

public

return URLEncoder.encode (input,
.replaceAll ("S7E",
.replaceAll ("%2F",

private

{

StringBuilder sb =

for

{

String item =

(int 1 =

"response-content-encoding"”, "response-content-language", "response-
"response-expires",
"storagePolicy",

"uploadId",

"storageinfo", "torrent", "truncate",

"uploads", "versionId", "versioning", "versions",

"x-obs-security-token"));
String ak;

String sk;
String urlEncode (String input)

throws UnsupportedEncodingException

DEFAULT ENCODING)
"~") //for browser

u/u),.

String join(List<?> items, String delimiter)
new StringBuilder();

0; 1 < items.size(); i++)

items.get (i) .toString();

sb.append (item) ;

if

{

}

(1 < items.size() - 1)

sb.append (delimiter) ;

return sb.toString() ;

private

return input

boolean isValid(String input) {

!= null && !input.equals("");
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public String hamcShal (String input) throws NoSuchAlgorithmException,
InvalidKeyException, UnsupportedEncodingException {
SecretKeySpec signingKey = new
SecretKeySpec (this.sk.getBytes (DEFAULT ENCODING), "HmacSHALl");
Mac mac = Mac.getInstance ("HmacSHALl") ;
mac.init (signingKey) ;
return
Base64.getEncoder () .encodeToString (mac.doFinal (input.getBytes (DEFAULT ENCODING))) ;
}

private String stringToSign (String httpMethod, Map<String, String[]> headers,
Map<String, String> queries,
String bucketName, String objectName) throws Exception({
String contentMd5 = "";
String contentType = "";
String date = "";

TreeMap<String, String> canonicalizedHeaders = new TreeMap<String,

String>();
String key;
List<String> temp = new ArrayList<String>();
for (Map.Entry<String, String[]> entry : headers.entrySet()) {
key = entry.getKey();
if(key == null || entry.getValue() == null || entry.getValue().length
= ) {
continue;

key = key.trim() .toLowerCase (Locale.ENGLISH) ;
if (key.equals ("content-md5")) {
contentMd5 = entry.getValue() [0];

continue;

if (key.equals ("content-type")) {
contentType = entry.getValue() [0];

continue;

if (key.equals ("date")) {
date = entry.getValue() [0];

continue;

if (key.startsWith (OBS PREFIX)) {

for (String value : entry.getValue()) {
if(value !'= null) {

temp.add (value.trim());

}
canonicalizedHeaders.put (key, this.join (temp, ",")):

temp.clear();
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if (canonicalizedHeaders.containsKey ("x-obs-date")) {

date = "";

// handle method/content-md5/content-type/date
StringBuilder stringToSign = new StringBuilder();
stringToSign.append (httpMethod) .append (SIGN SEP)

.append (contentMd5) .append (SIGN SEP)

.append (contentType) .append (SIGN SEP)

.append (date) .append (SIGN SEP) ;

// handle canonicalizedHeaders

for (Map.Entry<String, String> entry : canonicalizedHeaders.entrySet()) {

stringToSign.append(entry.getKey ()) .append(":") .append(entry.getValue ()) .append
(SIGN SEP);
}

// handle CanonicalizedResource
stringToSign.append ("/") ;
if (this.isValid (bucketName)) {
stringToSign.append (bucketName) .append ("/") ;
if (this.isValid (objectName)) {
stringToSign.append (this.urlEncode (objectName)) ;

TreeMap<String, String> canonicalizedResource = new TreeMap<String,
String> () ;
for (Map.Entry<String, String> entry : queries.entrySet()) {
key = entry.getKey () ;
if (key == null) {

continue;

if (SUB RESOURCES.contains (key)) {

canonicalizedResource.put (key, entry.getValue()):;

if (canonicalizedResource.size () > 0) {

stringToSign.append ("?") ;

for (Map.Entry<String, String> entry : canonicalizedResource.entrySet())
{
stringToSign.append(this.urlEncode (entry.getKey()));
if (this.isValid(entry.getValue())) {
stringToSign.append ("=") .append (this.urlEncode (entry.getValue())) ;

}
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// System.out.println(String. format ("StringToSign:%s%s", SIGN SEP,

stringToSign.toString()));

return stringToSign.toString();

public String headerSignature (String httpMethod, Map<String,

Map<String,

String> queries,

String bucketName,

//1. stringToSign

String objectName)

String[]> headers,

throws Exception {

String stringToSign = this.stringToSign (httpMethod, headers, queries,

bucketName,

objectName) ;

//2. signature
return String.format ("OBS %$s:%$s", this.ak, this.hamcShal (stringToSign));

public String querySignature (String httpMethod, Map<String,

Map<String,

String> queries,

String bucketName,

String objectName,

if (headers.containsKey ("x-obs-date")) {

headers.put ("x-obs-date", new Stringl]

lelse {

}

long expires)

String[]> headers,

throws Exception ({

{String.valueOf (expires) });

headers.put ("date", new String[] {String.valueOf (expires)});

//1. stringToSign

String stringToSign =

bucketName,

objectName) ;

//2. signature

this.stringToSign (httpMethod, headers, queries,

return this.urlEncode (this.hamcShal (stringToSign)) ;

public static void main(String[] args) throws Exception ({

SignDemo demo = new SignDemo () ;

demo.ak = "<your-access-key-id>";

demo.sk = "<your-securet-key-id>";

String bucketName = "bucket-test";

String objectName = "hello.jpg";

Map<String, String[]> headers = new HashMap<String, String[]l>();
headers.put ("date", new String[] {"Sat, 12 Oct 2015 08:12:38 GMT"});
headers.put ("x-obs-acl", new String[] {"public-read"});

headers.put ("x-obs-meta-keyl", new Stringl[] {"valuel"});

headers.put ("x-obs-meta-key2", new String[] {"value2", "value3"});
Map<String, String> queries = new HashMap<String, String>():;

queries.put ("acl",

null) ;

System.out.println (demo.headerSignature ("PUT", headers,

bucketName,

}

objectName)) ;

queries,
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ZEA VR RIZE Ry G BT I 18] B AN [R) A2 4K«
ydH8ffpcb86YpeOMcEanOwE90c:

Ioh P 2 R SN
Python RERMIHE A
import sys
import hashlib
import hmac
import binascii

from datetime import datetime

IS PYTHON2 = sys.version info.major == 2 or sys.version < '3'
yourSecretAccessKeyID = '275hSvB6EEOOrBNsMDEfOaICQnilYaPZhXUaSKe64'
httpMethod = "PUT"

contentType = "application/xml"

# "date" is the time when the request was actually generated
date = datetime.utcnow() .strftime('%a, %d %b %Y %H:%M:%S GMT')
canonicalizedHeaders = "x-obs-acl:private”
CanonicalizedResource = "/newbucketname2"
canonical string = httpMethod + "\n" + "\n" + contentType + "\n" + date + "\n" +
canonicalizedHeaders + CanonicalizedResource
if IS PYTHON2:
hashed = hmac.new(yourSecretAccessKeyID, canonical string, hashlib.shal)
encode canonical = binascii.b2a base64 (hashed.digest()) [:-1]
else:
hashed = hmac.new (yourSecretAccessKeyID.encode ('UTF-8"),
canonical string.encode ('UTF-8'),hashlib.shal)
encode canonical = binascii.b2a base64 (hashed.digest()) [:-1].decode ('UTF-8")

print encode canonical

BT ERIREBI S R (BT I TR AN [R] 224D -
ydH8f‘fpch6YpeOMcEanOwEQOc—

3.2.3 URL H#EFE

URL H{fE47%54: OBS H&ﬂfzhﬂﬂ):m_#/\%%ﬂ’ﬁm URL, X4 URL Hh&ts
P AK. 24, G800, BIRSEER, EMERIXA URL (A AT HATIX AN AR,
OBS H&%Wiﬂﬁ’l\m Zk):v)djﬁmj‘iﬁﬂtﬁ:ﬁﬁ URL H P B CEPATEAE . i —
ME L BB N R B URL, FEEAHMN URL BIARE FEIXAX S, {HiZ URL
RfE Explres? SE RS TR A & URL AR5 25 44 = B TAE AR b4 HoA A
Secret Access Key FIEHL T, iEHAR N GEH RS A 1) URL SKIEAT S0 0GE, FFHUAT I
T X HERAE

URL F #7258 4415 K I 7H B = an R -

GET /ObjectKey?AccessKeyId=AccessKeyID&Expires=ExpiresValue&Signature=signature
HTTP/1.1

Host: bucketname.obs.region.example.com

URL " FIEIS AK, SK F securitytoken T #%f il Es R an
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GET /ObjectKey?AccessKeyId=AccessKeyID&Expires=ExpiresValue&Signature=signature&x-—

obs-security-token=securitytoken HTTP/1.1

Host: bucketname.obs.region.example.com

SHEEARE R 3-11 Fios.

R3-11 IBKHEESH

SHRMR ik BEWIE
AccessKeyld BRFN AK 5. OBS #iifl AK HiE R K& | 2

fI 8, RN URL B2 K EAETT IF) .
KM FhFER

Expires 15 B 2R RIS ) s I ISP B2 AL R B TR | 2
24 /BT, AHR R EA TR AK, FHEAUK
SRS TR B RAEL R R BE A 24 /NE s UTC B H],
1970 4 1 H 1 HE® 2 J5F5 2 ¥ Expires B (7]
WA (LA READ

KM R

Signature R SK. Expires S80I F A4 lE | &
=

STho

KA. TR

x-obs-security-token | {5 B Il AK/SK %A, IIEEF AK/SK Fil
securitytoken DAZR A, 37 3R Sk Hh 7R EEAR N
“x-obs-security-token” Bt

oA

ESE ARy S SUR S/
1. AT SR 245 5 (String ToSign) -
2. X B SR BEAT UTF-8 Zhid .
3. M SK X EE AP 45 R kAT HMAC-SHAL 2544 115
4. W =IP IS5 AT Base64 G,
5. XFEEIUB RIS RHEAT URL 9whid, 1531%4.
5 R 74F £ (StringToSign) 4% & an T FUMIBEATH)3E, &S HHE LInEE 3-12 fo:
StringToSign =
HTTP-Verb + "\n" +
Content-MD5 + "\n" +
Content-Type + "\n" +

Expires + "\n" +

CanonicalizedHeaders + CanonicalizedResource;
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#3-12 #3iE StringToSign FrEES #1154 ER

B

fix

HTTP-Verb

i O¥RER vk, X REST #:0M 5, HIN http 15 R EE/ER
VERB, #11: "PUT", "GET", "DELETE"& =455,

Content-MD5

T RFC 1864 bRt & H W BRI MD5 #i B 758, BIVH Bk
128-bit MD5 {H &1 base64 Zwtid 5 15 2 74778, TLIUNAS .

Content-Type

WARRR, HT4EE HERE, Flin: text/plain.
ME SR AL I, 1% S B S A R AL R

Expires

15 B B2 R 2kt 1), B R 3 S8 234 Expires [F{E ExpiresValue.

Canonicalized
Headers

HTTP 1% 3R k3 HH ) OBS iR k7B, HIPL “x-obs-” YEANRIHE Ak
1%, 1 “x-obs-date, x-obs-acl, x-obs-meta-*” .

1 iR FEPCBFNINA FRHEL NG, FERNZAN TR
B, EWE T - B IR DGR 2 1 - P N BRI T HE T

2. TERINESRLF B, mRAHEANFE, WFEE#TEIF.
4n: x-obs-meta-name:namel A1 x-obs-meta-name:name2, I 75 4G
BELTEANE (X B E namel Al name2) LLE S 43R, & IFK
X-0bs-meta-name:namel,name2.

3. KB G R L T B B R A VRS A AE ASCH G ELA TR
TR GRS T B BB A 2 AE ASCH B A AT R 5]
FRE, WHR— A A AE ASCH IS s AN U0 75, 75 B i
E AT RS AL T, W LA URL 4afYil % Base64 4ifidh, AR
Uiy AN 2 (SRS AL 3

4, HiERLFE P EATE SUTHE table B8, FEHIFE. w0
x-obs-meta-name: name (name AjH A — N EE LK) , TE
#M: x-obs-meta-name:name

5. B —ME R KT BUiR e B R 253 EETT .

Canonicalized
Resource

Fon HTTP 5 R irda & (1) OBS %I, i 7 an -

<t +RT R 4>+ T BEE]+ [F5E0E 2] + ...

1. W& AIXF 544, #ilhn: /bucket/object. WIHRIEE R R4, Wip)z
i, WA bucket!”, Wil MEA, W “17 .

2. MPE R, WK -F BRIk, #iltn?acl, ?logging.

OBS & F %t iE, f1#5: CDNNotifyConfiguration, acl,
append, attname, backtosource, cors, customdomain, delete,
deletebucket, directcoldaccess, encryption, inventory, length, lifecycle,
location, logging, metadata, modify, name, notification, orchestration,
partNumber, policy, position, quota, rename, replication,
requestPayment, response-cache-control, response-content-disposition,
response-content-encoding, response-content-language, response-
content-type, response-expires, restore, select, storagePolicy,
storageinfo, tagging, torrent, truncate, uploadld, uploads, versionld,
versioning, versions, website, x-image-process, x-image-save-bucket,
X-image-save-object, x-obs-security-token.

3. MARAZAN TR, EOSXUE TR, FEE ORISR

24




Xt RAFE AR SS
APl &%

3 Al A API

ripy

P RO 7 1 7 MU W BIRHES, IR(EA “&” P,
LiER

o FTHREFAE—), FEBIFKW URL 55 AMMEXEFHT TR
(B4, key=valuel&key=value2) , 4= R A EZXAFFN, OBS R 4545 4
B R ﬁ%’”f—/\% AR L4 R 7#1—%‘?3——/\% TR A AT E IRk 5T A A
A

o VURE % (GetObject) # v K1), {Bi%X4.%H bucket-test, % %A
object-test, 3 %49k A5 H xxx, K FEEF Content-Type #
text/plain, #F 4 % %3t H & 49 CanonicalizedResource # : /bucket-test/object-

test?response-content-type=text/plain&versionld=xxx.

MR 15 =K 745 £ (String ToSign) AT 7 SK A A 4n Sk A2 i Signature,  AE G F2 458
HMAC %12 (hash-based authentication code algorithm).

Signature = URL-Encode( Base64 ( HMAC-SHAl ( YourSecretAccessKeyID, UTF-8-Encoding-
Of ( StringToSign ) ) ) )

URL H[¥) Signature 1157772 #11 Header #4575 1) Authorization %544 1H 5 5 54 P AL A
s

® URL %4 7F Base64 ffith 5 ik B 421t URL 4wty
®  StringToSign ] Expires F1J5 & Authorization 5 2. 7 178 B 3k Date X%,

filF URL #5575 25 44 75 X9l W 2 2 B FE SR URL S48

#3-13 TR URL HETHEZINIFK K StringToSign

ERIHE K StringToSign
GET GET \n

/objectkey?AccessKeyld=MFyfvK41ba2giq |\
M7Uio6PznpdUKGpownRZImVmHc&Exp
ires=1532779451&Signature=0Akylf438m | \N
3mD1bh2rM3dmVpl1Bo%3D HTTP/1.1 1532779451\n

Host: /examplebucket/objectkey
examplebucket.obs.region.example.com

#3-14 7£ URL F{EMAIGRT AK/SK F securitytoken TEXT&RIFHK K StringToSign

EKIEEk StringToSign

GET GET \n
lobjectkey?AccessKeyld=MFyfvK41lba2giq |\,
M7Uio6PznpdUKGpownRZImVmHc&EXp

ires=1532779451&Signature=0Akylf43Bm \n

3mD1bh2rM3dmVp1Bo%3D&x-obs- 1532779451\n
security-token=YwkaRTbdY8g7q.... Jexamplebucket/objectkey?x-obs-security-
HTTP/1.1 token:YwkaRThdY8g7q....
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HEKIHESk StringToSign
Host:
examplebucket.obs.region.example.com

MRYE 244 T A

Signature = URL-Encode( Base64 ( HMAC-SHAL ( YourSecretAccessKeyID, UTF-8-Encoding-
Of ( StringToSign ) ) ) )

THE M4, SR JEH Host /E9 URL HIRTZL, AT RAAE BCTIE I URL:

http(s)://fexamplebucket.obs.region.example.com/objectkey? AccessKeyld=AccessKey| D& Ex
pires=1532779451&Signature=0Akylf43Bm3mD1bh2rM3dmVp1B0%3D

FE 0 Y02 B N iz ik 0 AT BAF 2 examplebucket A H (1) objectkey X o X AMEE
204 B0 A& 1532779451 (Sat Jul 28 20:04:11 CST 2018).

7t Linux 7358 FAE R curl iy 4215 RE B & a2\ 3, 11 R a2 ¥4 % objectkey T
# 3 output S

curl
http(s)://fexamplebucket.obs.region.example.com/objectkey? AccessKeyld=AccessKeyl D\&Ex
pires=1532779451\&Signature=0Akylf43Bm3mD1bh2rM3dmVp1B0o%3D -X GET -0

output
(]88
o B AT ) R AE ] URL P # K % 4 sy e L URL, mljifﬁ-i»gﬂﬂ'f%'fi}ﬂna%# G

fb%iéir‘lﬁ 449 “Content-MD5 ", “Content -Type”. “CanonicalizedHeaders” &t H £ %, & W) x|
HERRGTILELY, FRREZINRFHIE, SRTELEIR.

Java R EZHITE L

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.util.ArrayList;

import java.util.Arrays;

import java.util.Base64;

import java.util.Collections;

import java.util.HashMap;

import java.util.List;

import java.util.Locale;

import java.util.Map;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import org.omg.CosNaming.IstringHelper;

public class SignDemo {
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private

private

private

private

Collections

"delete",

"quota",

static final String SIGN SEP = "\n";
static final String OBS PREFIX = "x-obs-";
static final String DEFAULT ENCODING = "UTF-8";

static final List<String> SUB RESOURCES =

.unmodifiablelList (Arrays.asList (

"CDNNotifyConfiguration", "acl", "append", "attname", "cors",
"deletebucket", "length", "lifecycle", "location", "logging",
"metadata", "modify", "name", "partNumber", "policy", "position",
"rename", "replication", "response-cache-control", "response-content-

disposition",

content-type",

"website",

private

private

public

return URLEncoder.encode (input,
.replaceAll ("S7E",
.replaceAll ("%2F",

private

{

StringBuilder sb =

for

{

String item =

(int 1 =

"response-content-encoding"”, "response-content-language", "response-
"response-expires",
"select", "storagePolicy",

"uploadId",

"storageinfo", "torrent", "truncate",

"uploads", "versionId", "versioning", "versions",

"x-obs-security-token"));
String ak;
String sk;
String urlEncode (String input)

throws UnsupportedEncodingException

DEFAULT ENCODING)
"~") //for browser

u/u),.

String join(List<?> items, String delimiter)
new StringBuilder();

0; 1 < items.size(); i++)

items.get (i) .toString();

sb.append (item) ;

if

{

}

(1 < items.size() - 1)

sb.append (delimiter) ;

return sb.toString();

private

return input

public String hamcShal (String input)
InvalidKeyException,

SecretKeySpec signingKey =

boolean isValid(String input) {

!= null && !input.equals("");

throws NoSuchAlgorithmException,
UnsupportedEncodingException {

new
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SecretKeySpec (this.sk.getBytes (DEFAULT ENCODING), "HmacSHALl");
Mac mac = Mac.getInstance ("HmacSHALl") ;
mac.init (signingKey) ;
return
Base64.getEncoder () .encodeToString (mac.doFinal (input.getBytes (DEFAULT ENCODING))) ;
}

private String stringToSign (String httpMethod, Map<String, String[]> headers,
Map<String, String> queries,
String bucketName, String objectName) throws Exception{
String contentMd5 = "";
String contentType = "";
String date = "";

TreeMap<String, String> canonicalizedHeaders = new TreeMap<String,
String>();

String key;
List<String> temp = new ArrayList<String>();
for (Map.Entry<String, String[]> entry : headers.entrySet()) {
key = entry.getKey () ;
if(key == null || entry.getValue() == null || entry.getValue().length

continue;

key = key.trim() .toLowerCase (Locale.ENGLISH) ;
if (key.equals ("content-md5")) {
contentMd5 = entry.getValue() [0];

continue;

if (key.equals ("content-type")) {
contentType = entry.getValue() [0];

continue;

if (key.equals ("date")) {
date = entry.getValue() [0];

continue;

if (key.startsWith (OBS PREFIX)) {

for (String value : entry.getValue()) {
if (value != null) {

temp.add (value.trim()) ;
}

canonicalizedHeaders.put (key, this.join(temp, ",")):

temp.clear();

if (canonicalizedHeaders.containsKey ("x-obs-date")) {
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date = "";

// handle method/content-md5/content-type/date
StringBuilder stringToSign = new StringBuilder();
stringToSign.append (httpMethod) .append (SIGN SEP)

.append (contentMd5) .append (SIGN SEP)

.append (contentType) .append (SIGN SEP)

.append (date) .append (SIGN SEP) ;

// handle canonicalizedHeaders
for (Map.Entry<String, String> entry : canonicalizedHeaders.entrySet()) {

stringToSign.append (entry.getKey ()) .append(":") .append(entry.getValue ()) .append

(SIGN SEP) ;

}

// handle CanonicalizedResource
stringToSign.append ("/") ;
if (this.isValid (bucketName)) {
stringToSign.append (bucketName) .append ("/") ;
if(this.isValid(objectName)) {
stringToSign.append(this.urlEncode (objectName)) ;

TreeMap<String, String> canonicalizedResource = new TreeMap<String,

String>();

//

for (Map.Entry<String, String> entry : queries.entrySet()) {
key = entry.getKey () ;
if (key == null) {

continue;

if (SUB RESOURCES.contains (key)) {

canonicalizedResource.put (key, entry.getValue());

if (canonicalizedResource.size () > 0) {
stringToSign.append ("?");
for (Map.Entry<String, String> entry : canonicalizedResource.entrySet())

stringToSign.append (this.urlEncode (entry.getKey()));
if(this.isValid(entry.getValue())) {

stringToSign.append ("=") .append (this.urlEncode (entry.getValue())) ;

}
stringToSign.append ("&") ;

stringToSign.deleteCharAt (stringToSign.length()-1);

System.out.println(String. format ("StringToSign:%s%s", SIGN_SEP,
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stringToSign.toString()));

return stringToSign.toString();

public String headerSignature (String httpMethod, Map<String, String[]> headers,
Map<String, String> queries,

String bucketName, String objectName) throws Exception {

//1. stringToSign
String stringToSign = this.stringToSign (httpMethod, headers, queries,

bucketName, objectName) ;

//2. signature

o

return String.format ("OBS %$s:%$s", this.ak, this.hamcShal (stringToSign));

public String querySignature (String httpMethod, Map<String, Stringl[]> headers,
Map<String, String> queries,

String bucketName, String objectName, long expires) throws Exception {

if (headers.containsKey ("x-obs-date")) {

headers.put ("x-obs-date", new String[] {String.valueOf (expires)});
lelse {

headers.put ("date", new String[] {String.valueOf (expires)});

}
//1. stringToSign
String stringToSign = this.stringToSign (httpMethod, headers, queries,

bucketName, objectName) ;

//2. signature

return this.urlEncode (this.hamcShal (stringToSign)) ;

public static void main(String[] args) throws Exception {

SignDemo demo = new SignDemo () ;

demo.ak = "<your-access-key-id>";
demo.sk = "<your-securet-key-id>";
String bucketName = "bucket-test";

String objectName = "hello.jpg";
Map<String, String[]> headers = new HashMap<String, String[]>();
headers.put ("date", new String[] {"Sat, 12 Oct 2015 08:12:38 GMT"});

(
headers.put ("x-obs-acl", new String[] {"public-read"});
headers.put ("x-obs-meta-keyl", new Stringl[] {"valuel"});
headers.put ("x-obs-meta-key2", new Stringl[] {"value2", "value3"});

Map<String, String> queries = new HashMap<String, String>():;

queries.put ("acl", null);

System.out.println (demo.headerSignature ("PUT", headers, queries,
bucketName, objectName)) ;

}
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3.2.4 TR LAMREDBHFER

OBS AR %5 SCRFRE T W28 1) POST AL RiE R, Bh2RiIERIIE 415 Bl Ky
X . POST BAEXR: B, QU@ — A%k, fEeiiRyphFHEmen &, W
W W% SNRLEH; RNa, SIE DT HIRENEY, TELSLRERE B
W2 £ A R signature 1 policy; #xfE, Al —NREVEXT R EAARIM .

AW RIS R T

1. X} policy W4 AT UTF-8 4afd .

2. WD HEE R k1T Base6d Fifid.

3. A SK XA 45 R AT HMAC-SHAL %44 11 5.
4. XA HILERIAT Base6s i, 15154 .

StringToSign = Base64 ( UTF-8-Encoding-0Of ( policy ) )
Signature = Base64( HMAC-SHALl ( YourSecretAccessKeyID, StringToSign ) )

Policy N4

{ "expiration": "2017-12-31T12:00:00.000Z",
"conditions": [
{"x-obs-acl": "public-read" },
{"x-obs-security-token": "YwkaRTbdY¥8g7q...." },
{"bucket": "book" },
["starts-with", "S$key", "user/"
]
}

Policy Sl 40 & R TRl A6 0K
Expiration

IR A YR 55 44 (KA 250E 1] 1SO 8601 UTC, B siefsifexpiration”: "2017-12-
31T12:00:00.000Z" R R1ERAE 2017 4 12 H 31 H 12 s 5 /. 1Z%FBtE policy H
Conditions

Condition & —/H T ERUE AR ITE KEVEI — Pl , AT DAAT 1 28 S A1 R /1) 1 oK o o
IS I A o S H ) At 2SR A SR BRI 44 202 book, X G 44 L ZiTLL user/ AT
%, SRE acl AR AILTEE, BR T AccessKeyld. signature. file. policy. token.

field names DL R BTSN x-ignore-A FIR B A BTG I, BT B4 & 7E policy . TR
& condtion RN 1% 2 Y T :

#3-15 policy FNIZBEHIFZMH TR

TLEZR 3%
x-obs-acl iHFRHF R ACL,

RS RAUCECAD starts-with 2% 1EIUHAL .

content-length-range WE AR R R KR/, SCHF range TLRC.

Cache-Control, Content- | REST i 34 5 Sk 15k
Type, Content-
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TRBM

ik

Disposition, Content-
Encoding, Expires

SERFE B UCEC A starts-with 2544 UCHLD .

key AR T

SCREREH UL RC AT starts-with 25 fFULHC .
bucket TR .

SCRERERALRC .

success_action_redirect

b AER GO S B E K URL Hohk . BARHERIES W
5.3.2 POST 4%,

S ERFE B ULEC A starts-with 25 4EUCHL .

success_action_status

U5 AR5 7€ success_action_redirect, I B Th A% IR [F] 25
B PRSI . BAARRGAE S 5.3.2 POST k1%,

SCRERS UL AC o

X-0bs-meta-*

F P A 5 SCTEHE

JCER R T A LS AE ASCH RS sl AT R B 7 4F,
R — @ g AR ASCIH BB E A n] PR A 7455, 75 B i
HAT Mgt Ab 3, n] PR A URL 4wt el Base64 2
i, ARSS AN SRS AL BE

T HPRE R UL ECAD starts-with 2&{FULHAL .

X-0bs-*

HoAth LL x-obs- Ayl 25 ) 2k 35
YRS BRUCEC AN starts-with 2% EUCHL .

x-obs-security-token

WREE LB A
IR AK/SK F1 securitytoken SR AN B 44 -

Policy &1 ULHE A 77 2040 F -

%%3-16 policy ZH&ITH AT

e

Py

Exact Matches

BRINAZ SEAILAL, post L iZ I (1) {E 4 23R policy
conditions H1 ¥ B E 58 & — . 0. FARX R [R5
BEX 5 ACL A public-read, K. x-obs-acl JGEH MMEN
public-read, policy Hf#] conditions 7] LA & K
{"x-obs-acl": "public-read" }a & [ "eq", "$x-obs-acl", "public-
read"], XWEEEHNI.

Starts With

RS F %2, W) post 2 B Hhob] N 76 3R A 0 20 i 5E
TR Bl EAEXN AL, user ATTSE, REh
key JG 2 [IME AT LA user/testl. user/test2, policy ]
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e

ik

conditions 1% %40 -
["starts-with", "$key", "user/"]

Matching Any Content

post L AT BT 2 B AT LA AR . flan: E KAL)
J5 B ] bk o] DUORAT E bk, R p
success_action_redirect o Z& FIME T LLRATEAE, policy 11
conditions %2 AF 1T :

Specifying Ranges

post K L file J6 2 SO PN 2K AT DL — AN & (13
B, R TFRREIST R KA. il EAEST R KN 1-

10MB, FHr file LRI N AR LLZ 1048576-
10485760, policy ] conditions %I, EEMEEA
PIGIRER

["content-length-range", 1048576, 10485760]

L1588

policy 1% A json # X, conditions T AZ #& {} #= [] B#F X, {}FaSEELE key F=
value BT, VAE 5Hf8; [1PasE&4EAE key. value =5, WEFS 5, TE key Z ATk

R$FHEATEE

Policy 1 Z5i%%s LI 440 T -

#<3-17 policy Funiiss X EIFRF
MR FF L ]
\ JRAAL()
\$ RICHFF($)
\b 1BHE
\f I
\n 47
\r [ %=
\t KR
\v EERIES
\UXXXX 5 Unicode 745

N YLK R SR AL 1 LEE KA Policy HIB1 5
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£3-18 7& examplebucket #BHh 1% testfile.txt X¥15, HHIEEXTE ACL FAEANE

TFEK policy

POST /HTTP/1.1 {

Host: "expiration": "2019-07-01T12:00:00.000Z",
examplebucket.obs.region.example.com “conditions™; [

Content-Type: multipart/form-data;

boundary=
7e32233530b26
Content-Length: 1250

7e32233530b26
Content-Disposition: form-data;
name="key"
testfile.txt

7€32233530b26

Content-Disposition: form-data; name="x-
obs-acl”

public-read
7€32233530b26

Content-Disposition: form-data;
name="content-type"

text/plain

7€32233530b26

Content-Disposition: form-data;
name="AccessKeyld"

UDSIAMSTUBTEST000002
7€32233530b26

Content-Disposition: form-data;
name="policy"

ewoglCJleHBpcmFOawW9uljogljlwMTktM
DctMDFUMTI6MDAGMDAUMDAWWi s
CiAgImNvbmRpdGIvbnMiOiBbCiAgICB7
ImJ1Y 2tldCI61CJleGFtcGxIYnVja2V/0liB9
LAogICAgWylJlcSIsIClka2V5liwgInRIc3R
maWxILnR4dCJdLAo0JeyJ4LWD9icylhY2wi
OiAicHVIibGIjLXJIIYWQIilHOsCiAgICBbI
mVxliwgliRDb250ZW50LVR5cGUILCAId
GV4dCOwbGFpbiJdLAogICAgWyJjh250Z
W50LWxIbmd0aClyYW5nZSIsIDYsIDEw
XQoglFOKfQo=

7e32233530b26

Content-Disposition: form-data;
name="signature"

xx17bZs/5FgtBUggOdQ88DPZUo00=
7€32233530b26
Content-Disposition: form-data;

name="file";

{"bucket": "examplebucket" },

["eq", "$key", "testfile.txt"],
{"x-obs-acl": "public-read" },

["eq", "$Content-Type", "text/plain”]
]
}
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ER

policy

filename="E\TEST_FILE\TEST.txt"
Content-Type: text/plain

123456

732233530026

Content-Disposition: form-data;
name="submit"

Upload

7e32233530b26--

#<3-19 7£ examplebucket #F7 1% file/objl 3%, HHIKEMNRAENEEXTHIE

Content-Type: multipart/form-data;

boundary=
7e329d630b26
Content-Length: 1597

7e3542930b26
Content-Disposition: form-data;
name="key"
file/obj1

7€3542930b26

Content-Disposition: form-data;
name="AccessKeyld"

UDSIAMSTUBTEST000002
7e3542930b26

Content-Disposition: form-data;
name="policy"

ewoglCJleHBpcmF0awW9uljogljlwMTktM
DctMDFUMTI6MDAGMDAUMDAWWiIls
CiAgImNvbmRpdGIvbnMiOiBbCiAgICB7
ImJ1Y2tldCI6ICJIeGFtcGxIYnVja2VOliB9
LAoglCAgWyJzdGFydHMtd210aClsIClka
2V5liwgimZpbGUvII0sCiAgICB7Ingth2Jz
LW1IdGEtdGVzdDEIiOiJ2YWxX1ZTEifSw
KICAgIFsiZXEiLCAiJHgth2JzL W1ldGEtd
GVzdDIiLCAidmFsdWUyII0sCiAgICBbIn
NOY XJOcyl3aXRoliwgliR4LW9icy1ltZXR
hLXRIc3QzliwglmRvYyJdLAoglCAgWyJ
zdGFydHMtd210aClsIClkeC1vYnMtbWVO0
YS10ZXNONCIsICIiXQogIFOKfQo=

TEK policy

POST /HTTP/1.1 {

Host: "expiration": "2019-07-01T12:00:00.000Z",
examplebucket.obs.region.example.com “conditions™; [

{"bucket": "examplebucket" },
['starts-with", "$key", "file/"],
{""x-0bs-meta-test1":"valuel"},

["eq"”, "$x-obs-meta-test2", "value2"],
['starts-with", "$x-obs-meta-test3", "doc"],

]
¥

35




5 G AFAE IR S5
APl % 3 Al A API

k=

1HEK policy

7€3542930b26

Content-Disposition: form-data;
name="signature"

HT1d8OCBIisn6FfdWKgSIJPIRN4Oo0=
7€3542930b26

Content-Disposition: form-data; name="x-
obs-meta-test1"”

valuel
7e3542930b26

Content-Disposition: form-data; name="x-
obs-meta-test2"

value2
7e3542930b26

Content-Disposition: form-data; name="x-
obs-meta-test3"

doc123

7e3542930b26

Content-Disposition: form-data; name="x-
obs-meta-test4"

my

7e3542930b26
Content-Disposition: form-data;
name="file";

filename="E\TEST_FILE\TEST.txt"
Content-Type: text/plain
123456

7e3542930b26

Content-Disposition: form-data;
name="submit"

Upload
723542930b26--

3.3 IREIZER
FORBIEDUR, MBI, 64 RATD ., W B R LA

YN

RS —H M 2xx (RN B dxx 88 5xx (555 ISR, RS FER T iRk
M PR, SERAPIRSILSRIES W 6.1 RE.
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el Rz 3H /2 %

KR RIE Sk, WM FIFE A YE Bk, Wl “Content-type”.
TEYH A Femm B3 Bk F BOE 2 L& 3-20.

HEKBTR

iz:pay

Content-Length

AL LR 1 K
KM R

BOME: T,

Connection

B B 5 55 2% R KO el e R
FRL R,

H%{E: keep-alive | close.

BRAAE: .

Date

OBS Z Gt [ (¥} 1) o
KM FHFER
BOAME: T.

ETag

X 521 base64 4l i) 128 £i7 MD5 % . ETag F& %] % P 25 () M
—FriR, AT DUEIEZE IR RN AR S A . i EAERT R
i ETag A A, F#EX40 ETag N B, WX RN BRELET
A5k, SEBR ETag /&%t RIS 7. ETag H & Bk A

2%, MARHECEWE . LA R DHREQERT %, @i
MD5 N4 Je &R A ME— ) ETag. aniidnt 2 B BAEXT 4, Wit
In#E I BT, MD5 £x9%4)> ETag, M5 ETag 5t A2 MD5
I

ES TS

X-0bs-id-2

i W € A )RR AT 5
R TR
BRIME: TE.

x-obs-request-id

H1 OBS G K ME— 1 E AR IKME, AT DUERE K E AL ]
A

K, FRFH,
BRME: T

M RzHEA (ATiE)

Mg 7 9 S5 A 30 8 LA A AR X (Bn ISON B XMIL) 3R [al, 55 323 &k Content-
type XN, AR RR I RITE B Sk Z AN 2
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4.1 QIE+E

BIEAR
/2 OBS 7%t R Aas. ETREIRIEE — MG, SR)5 A4 E1E OBS *hAF k.

AU AR 5.1.2 B APl FEFEE XA — /M, AP IR 7 7k1E S L
3 Wi AP,

GOkt Sas
e RHLAK A1 SK, ZREUFVES I 6.3 LT H % 4H (AK/SK) .

o TG EMRIM AL XA B, JFHRYE DX 3R € M A APL (Y] Endpoint, & RT DA
Aol A P R X AT 28 3 S S

Xak—HafE, BI85 Ja TR B,

7 al XEBIE—1 % 79 bucket001 RYHE
7151 A {5 FH 38 FH 1Y) Apache Hitp Client.

package com.obsclient;

import java.io.*;
import java.util.ArrayList;

import java.util.List;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.NameValuePair;

import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.client.methods.HttpPost;

import org.apache.http.client.methods.HttpPut;

import org.apache.http.entity.InputStreamEntity;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;
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import org.apache.http.impl.client.HttpClients;

import org.apache.http.message.BasicNameValuePair;

public class TestMain {

public static String accessKey = "UDSIAMSTUBTEST000012"; //HUENFRELH AK
public static String securityKey = "Udsiamstubtest000000UDSIAMSTUBTEST000012";
/ /BB ERER ) SK

public static void main(String[] str) {

createBucket () ;

private static void createBucket () {

ll\n" +

CloseableHttpClient httpClient = HttpClients.createDefault();

String requesttime = DateUtils.formateDate (System.currentTimeMillis());

HttpPut httpPut = new HttpPut ("http://bucket00l.obs.al.example.com") ;
httpPut.addHeader ("Date", requesttime);

/*x RRAEE R HLE >+ /

String contentMD5 = "";

String contentType = "";

String canonicalizedHeaders = "";

String canonicalizedResource = "/bucket001/";

// Content-MD5 . Content-Type & BH#EHAT, data &N RFC 1123, FAIER AT AI—5
String canonicalString = "PUT" + "\n" + contentMD5 + "\n" + contentType +
requesttime + "\n" + canonicalizedHeaders + canonicalizedResource;
System.out.println ("StringToSign: [" + canonicalString + "]");

String signature = null;

CloseableHttpResponse httpResponse = null;

try {

signature = Signature.signWithHmacShal (securityKey, canonicalString);

// M4k Authorization: OBS AccessKeyID:signature
httpPut.addHeader ("Authorization", "OBS " + accessKey + ":" + signature);
httpResponse = httpClient.execute (httpPut);

// FTENRE T RAZ AP JS2 3 S
System.out.println ("Request Message:");

System.out.println (httpPut.getRequestlLine()) ;

for (Header header : httpPut.getAllHeaders()) {

System.out.println (header.getName () + ":" + header.getValue());
}
System.out.println ("Response Message:");

System.out.println (httpResponse.getStatusLine()) ;

for (Header header : httpResponse.getAllHeaders()) {
System.out.println (header.getName () + ":" + header.getValue());

}

BufferedReader reader = new BufferedReader (new InputStreamReader (
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httpResponse.getEntity () .getContent()));

String inputLine;

StringBuffer response = new StringBuffer();

while ((inputLine = reader.readLine()) != null) {
response.append (inputLine) ;
}

reader.close () ;

// print result
System.out.println (response.toString());
} catch (UnsupportedEncodingException e) {
e.printStackTrace () ;
} catch (IOException e) {
e.printStackTrace () ;
} finally {
try f
httpClient.close();
} catch (IOException e) {

e.printStackTrace () ;

}
H Date 338 DateUtils IR RN :

package com.obsclient;

import java.text.DateFormat;
import java.text.SimpleDateFormat;
import java.util.Locale;

import java.util.TimeZone;
public class DateUtils {

public static String formateDate (long time)
{
DateFormat serverDateFormat = new SimpleDateFormat ("EEE, dd MMM yyyy
HH:mm:ss z", Locale.ENGLISH) ;
serverDateFormat.setTimeZone (TimeZone.getTimeZone ("GMT") ) ;

return serverDateFormat.format (time) ;

}
B FRFE Signature FITHE 75N

package com.obsclient;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;

import java.security.InvalidKeyException;
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import java.util.Base64;

public class Signature {
public static String signWithHmacShal (String sk, String canonicalString) throws

UnsupportedEncodingException {

try {
SecretKeySpec signingKey = new SecretKeySpec (sk.getBytes ("UTF-8"),
"HmacSHA1") ;
Mac mac = Mac.getInstance ("HmacSHAL1") ;
mac.init (signingKey) ;
return
Baseb4.getEncoder () .encodeToString (mac.doFinal (canonicalString.getBytes ("UTF-8")));
} catch (NoSuchAlgorithmException | InvalidKeyException |
UnsupportedEncodingException e) {
e.printStackTrace () ;
}

return null;

4.2 3RENIEF 3=

B®RIEIAS
WIRAHPEESEEH QRN EREE, TSR REOES.
TSI 5.1.1 3REUHZIE API, API FE %152 0L 3 w8 API.

AR
o RHLAK A SK, FREUTVEZS L 6.3 FHLVT M %4 (AK/SK).

J 'J\ﬁﬁgfﬁﬁﬁﬁﬁﬁﬂiﬁﬁ’ﬂﬁﬁﬁfﬁﬁEiﬁﬁ,w AR X S5 ff 72 I FH AP (1)
Endpoint, &A1 LA ) £i ol 8 B 63 3R B X 3R 2 5 A5 R

FREY al XIS ROHES 3R
7518 H 4 38 FH FY) Apache Hittp Client.

package com.obsclient;

import java.io.*;
import java.util.ArrayList;

import java.util.List;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.NameValuePair;

import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.client.methods.HttpPost;
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import
import
import
import
import

import

public

public static String accessKey = "UDSIAMSTUBTEST000012"; //HUE NFRELH AK

org.apache.http.client.methods.HttpPut;
org.apache.http.entity.InputStreamEntity;
org.apache.http.entity.StringEntity;
org.apache.http.impl.client.CloseableHttpClient;
org.apache.http.impl.client.HttpClients;

org.apache.http.message.BasicNameValuePair;

class TestMain {

public static String securityKey = "Udsiamstubtest000000UDSIAMSTUBTEST000012";
/ /BB ERER ) SK

public static void main(String[] str) {

listAllMyBuckets () ;

private static void listAllMyBuckets () {

ll\n" +

CloseableHttpClient httpClient = HttpClients.createDefault();

String requesttime = DateUtils.formateDate (System.currentTimeMillis());

HttpGet httpGet = new HttpGet ("http://obs.al.example.com");
httpGet.addHeader ("Date", requesttime);

/x> WRIE R LA+ /

String contentMD5 = "";

String contentType = "";

String canonicalizedHeaders = "";

String canonicalizedResource = "/";

// Content-MD5 . Content-Type V& HBHZLMAT, data &N RFC 1123, FlERA R E]—E
String canonicalString = "GET" + "\n" + contentMD5 + "\n" + contentType +

requesttime + "\n" + canonicalizedHeaders + canonicalizedResource;
System.out.println ("StringToSign: [" + canonicalString + "]");
String signature = null;

try {

signature = Signature.signWithHmacShal (securityKey, canonicalString);

// YN 43k Authorization: OBS AccessKeyID:signature

httpGet.addHeader ("Authorization", "OBS " + accessKey + ":" + signature);

CloseableHttpResponse httpResponse = httpClient.execute (httpGet) ;

// FTENRE T RAZ AP JS2 3 S
System.out.println ("Request Message:");

System.out.println (httpGet.getRequestLine()) ;

for (Header header : httpGet.getAllHeaders()) {

System.out.println (header.getName () + ":" + header.getValue());
}
System.out.println ("Response Message:");

System.out.println (httpResponse.getStatusLine()) ;

42



Xt RAFE AR SS
APl &%

for (Header header : httpResponse.getAllHeaders()) {

System.out.println (header.getName () + ":" + header.getValue());

}

BufferedReader reader = new BufferedReader (new InputStreamReader (

httpResponse.getEntity () .getContent()));

String inputLine;

StringBuffer response = new StringBuffer();

while ((inputLine = reader.readLine()) != null) {
response.append (inputLine) ;
}
reader.close () ;
// print result
System.out.println (response.toString());
} catch (UnsupportedEncodingException e) {

e.printStackTrace () ;

} catch (IOException e) {
e.printStackTrace () ;
} finally {
try {
httpClient.close();
} catch (IOException e) {

e.printStackTrace () ;

}

H Date 338 DateUtils IR RN :

package com.obsclient;

import java.text.DateFormat;
import java.text.SimpleDateFormat;
import java.util.Locale;

import java.util.TimeZone;

public class DateUtils {

public static String formateDate (long time)

{

DateFormat serverDateFormat = new SimpleDateFormat ("EEE, dd MMM yyyy

HH:mm:ss z", Locale.ENGLISH) ;
serverDateFormat.setTimeZone (TimeZone.getTimeZone ("GMT")) ;

return serverDateFormat.format (time) ;

}
B FRFE Signature FITHE 75N

package com.obsclient;

import javax.crypto.Mac;
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import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;
import java.security.InvalidKeyException;

import java.util.Base64;

public class Signature {
public static String signWithHmacShal (String sk, String canonicalString) throws

UnsupportedEncodingException {

try {
SecretKeySpec signingKey = new SecretKeySpec (sk.getBytes ("UTF-8"),
"HmacSHA1") ;
Mac mac = Mac.getInstance ("HmacSHAL1") ;
mac.init (signingKey) ;
return
Baseb4.getEncoder () .encodeToString (mac.doFinal (canonicalString.getBytes ("UTF-8")));
} catch (NoSuchAlgorithmException | InvalidKeyException |
UnsupportedEncodingException e) {
e.printStackTrace () ;
}

return null;

43 FEXR

B®RIEIAS
Tl DIARYE 75 2, AT 2RAL SO AL 3] OBS #fi R BE AT 47k
T A A 5.3.1 PUT A% API fE48 @ AR BAEXS 5, AP i A 7 k1S L
3 i A AP,

AR St

CIRE AK B SK, ZREUJTVEZ I, 6.3 FRELVj M E54H (AK/SKD.

o CEIETED—ATHIIM.

o CHERUF T BARKISCAE, JRIE R SCIR BT AR Y S8 B ER AT

o IRFHmEIIER FAERPTERXEE, FRYE X380 € A API ] Endpoint, &

CIIACE A= SERAE R RS IS RPN PSS
6] al X1g 948 bucket001 H L3R, BFRA objecttestl
751 A {5 FH 38 FH 1Y) Apache Hitp Client.

package com.obsclient;

import java.io.*;
import java.util.ArrayList;

import java.util.List;
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import
import
import
import
import
import
import
import
import
import
import
import

import

public

org.
org.
org.
org.

org.

org
org

org

org.
org.
org.
org.

org.

apache.
apache.
apache.
apache.
apache.
.apache.
.apache.
.apache.
apache.
apache.
apache.
apache.

apache.

http.
http.
http.
http.
http.
http.
http.
http.
http.
http.
http.
http.
http.

class TestMain

Header;

HttpEntity;

NameValuePair;
client.entity.UrlEncodedFormEntity;
client.methods.CloseableHttpResponse;
client.methods.HttpGet;
client.methods.HttpPost;
client.methods.HttpPut;
entity.InputStreamEntity;
entity.StringEntity;
impl.client.CloseableHttpClient;
impl.client.HttpClients;

message.BasicNameValuePair;

public static String accessKey = "UDSIAMSTUBTEST000012"; //HUENIKEM AK
public static String securityKey = "Udsiamstubtest000000UDSIAMSTUBTEST000012";
/ /BB ERER ) SK

public static void main(String[] str) {

putObjectToBucket () ;

private static void putObjectToBucket () {

ll\n" +

InputStream inputStream = null;
CloseableHttpClient httpClient = HttpClients.createDefault();

CloseableHttpResponse httpResponse = null;

String requesttime = DateUtils.formateDate (System.currentTimeMillis());

HttpPut httpPut
HttpPut ("http://bucket001.0bs.al.example.com/objecttestl") ;

= new

httpPut.addHeader ("Date", requesttime);

/xx MRYEER IS4 +x/

String contentMD5 = "";

String contentType = "";

String canonicalizedHeaders = "";

String canonicalizedResource = "/bucket00l/objecttestl";
// Content-MD5 . Content-Type V& HBH#EZLMAT, data &N RFC 1123, FliERA A E]—E
String canonicalString = "PUT" + "\n" + contentMD5 + "\n" + contentType +

requesttime + "\n" + canonicalizedHeaders + canonicalizedResource;

System.out.println ("StringToSign:[" + canonicalString + "1");

String signature

try {

signature =

inputStream

= null;

Signature.signWithHmacShal (securityKey, canonicalString);

/) EARRISCIE H

new FileInputStream("D:\\OBSobject\\textO0l.txt");
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}

InputStreamEntity entity = new InputStreamEntity (inputStream);
httpPut.setEntity (entity);

// Y43k Authorization: OBS AccessKeyID:signature

httpPut.addHeader ("Authorization", "OBS " + accessKey + ":" + signature);

httpResponse = httpClient.execute (httpPut);

// FTEREE SRAT AL it s 52 S,
System.out.println ("Request Message:");
System.out.println (httpPut.getRequestlLine()) ;
for (Header header : httpPut.getAllHeaders()) {
System.out.println (header.getName () + ":" + header.getValue());

System.out.println ("Response Message:");

System.out.println (httpResponse.getStatusLine());

for (Header header : httpResponse.getAllHeaders()) {
System.out.println (header.getName () + ":" + header.getValue());

}

BufferedReader reader = new BufferedReader (new InputStreamReader (

httpResponse.getEntity () .getContent()));

String inputLine;

StringBuffer response = new StringBuffer();

while ((inputline = reader.readLine()) != null) {
response.append (inputLine) ;
}

reader.close () ;

// print result

System.out.println(response.toString());

} catch (UnsupportedEncodingException e) {

e.printStackTrace();

} catch (IOException e) {

e.printStackTrace();

} finally {

try {
httpClient.close() ;
} catch (IOException e) {

e.printStackTrace () ;

Hoh Date 33, DateUtils A& RN :

package com.obsclient;

import java.text.DateFormat;
import java.text.SimpleDateFormat;
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import java.util.Locale;

import java.util.TimeZone;
public class DateUtils {

public static String formateDate (long time)
{
DateFormat serverDateFormat = new SimpleDateFormat ("EEE, dd MMM yyyy
HH:mm:ss z", Locale.ENGLISH):;
serverDateFormat.setTimeZone (TimeZone.getTimeZone ("GMT") ) ;

return serverDateFormat.format (time) ;

)
22 7R E Signature ITHET R

package com.obsclient;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.io.UnsupportedEncodingException;
import java.security.NoSuchAlgorithmException;
import java.security.InvalidKeyException;

import java.util.Base64;

public class Signature {
public static String signWithHmacShal (String sk, String canonicalString)
UnsupportedEncodingException {

try {
SecretKeySpec signingKey = new SecretKeySpec (sk.getBytes ("UTF-8"),
"HmacSHAL") ;
Mac mac = Mac.getInstance ("HmacSHAL1") ;
mac.init (signingKey) ;

return

throws

Base64.getEncoder () .encodeToString (mac.doFinal (canonicalString.getBytes ("UTF-8"))) ;

} catch (NoSuchAlgorithmException | InvalidKeyException |
UnsupportedEncodingException e) {
e.printStackTrace () ;
}

return null;
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5 API

API

5.1 tERYEARE
5.1.1 3RER#@FIZ=

INRENT 4R

OBS i/ ml LAl id i

ERIHEREN

GET / HTTP/1.1

Host: obs.region.example.com

Date: date

Authorization:
‘FQILA_/’égZ

%8 R B AR AN
HEk

PAZE R RS PSS

IEKHETTE

ZIE R B P AIE R TR

i Rz H SR

GET HTTP/1.1 status code

Content-Type:
Date: date

Content-Length:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ListAllMyBucketsResult xmlns="http://obs.region.example.

<Owner>

REMEH CAIENHE,

authorization

com/doc/2015-06-30/">
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APl 2% 5 API
<ID>id</ID>
<DisplayName>displayName</DisplayName>
</Owner>
<Buckets>
<Bucket>

<Name>bucketName</Name>

<CreationDate>date</CreationDate>

<Location>region</Location>
</Bucket>

</Buckets>
</ListAllMyBucketsResult>

EISHSESES
SR R B P A SR Bk, BRI S5 320,

MRz HE TR

ZAE R B R S, 2P XML ESCE A ARSI ok, R RS Lk
5-1 Firso

N

R5-1 MMRSEHETTE

TRBR i

ListAllMyBucketsResult P B 52
FA: XML.

Owner HAEEE, BEHE ID M 4.
FA: XML.

ID F1 /i) DomainID (K5 ID)
KA PR

DisplayName FH 71t DomainName (IK'54%) .
K. FR

Buckets F P B fad 512
FA: XML.

Bucket AR B
FA: XML.

Name (Y
KH: PR

CreationDate H R B S P )
KE: PR

Location MR B A
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X GAT At R 55
API % 5API

TRBM ik

KA, A

BRI R H R

BRI AT R, rERCLBEER 6-3 1.

(LRGN
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: obs.region.example.com
Accept: */*
Date: Mon, 25 Jun 2018 05:37:12 +0000
Authorization: OBS GKDF4C7Q6SIOIPGTXTJIN: 9HXkVQIiQKw33UEmyBI4rWrzmic=

M) Rz 7~ 151

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435722C11379647A8A00A

x-obs-1d-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSGGDRUM62Q7i3hGP8Fz3g01oYCEZ39U
Content-Type: application/xml

Date: Mon, 25 Jun 2018 05:37:12 GMT

Content-Length: 460

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListAllMyBucketsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>783fc6652cf246c096ea836694£71855</ID>
<DisplayName>domainnamedom000003</DisplayName>
</Owner>
<Buckets>
<Bucket>
<Name>examplebucket01</Name>
<CreationDate>2018-06-21T09:15:01.032%Z</CreationDate>
<Location>region</Location>
</Bucket>
<Bucket>
<Name>examplebucket02</Name>
<CreationDate>2018-06-22T03:56:33.700Z</CreationDate>
<Location>region</Location>
</Bucket>
</Buckets>
</ListAllMyBucketsResult>

5.1.2 Bl E+H

INRENT R

G A T 2 T 7 1 E B A% B — ST R34
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5 API

IEKIHERER

HKIHERSH

ERIERX

(RERY
o BN, —ANA P T oABA 648 69 $F R A AL 100 A
o AFMIRIG, F&FH 30 DA R OER L.

BRI A4 72 OBS AU ME— 1o USRS A —> - SR A [A]— X [ 44
RIS IR [0l BTy o BRI DAAI A FAt 7 55t B 2 B3 [R] 42 R [T A7 AE . TP AT BLAETE R
THE SR IN x-obs-acl S5 24, 1 B 201 A A A PR A2 F1) SRS

PUT / HTTP/1.1

Host: bucketname.obs.region.example.com

Content-Length: length

Date: date

Authorization: authorization

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>Ilocation</Location>

</CreateBucketConfiguration>

ZIE R B AT RS

ZEREN Bk @G R —FE, 1SS 3-3, (HAT LA RSk, FEnE SR Bk
WHRHTR.

7%5-2 MitmEKiEEk

HBRLAR {5237 BBk
x-obs-acl GRS, AT RUIn B yd Bk EAR AR 0] | 75
SR, T B SR N T SR H S, B4
private. public-read. public-read-write. public-
read-delivered. public-read-write-delivered.
KA TR
x-obs-grant-read A5 45 5E domain N HJFTA A READ AL &
PR RPN R, FI2H 2 Bt 5. 51
A 2 AR R IR o -
eSSBS
7 x-obs-grant-read:id=Ai /* id
X-obs-grant-write A s T E domain T HIFTA H A WRITE AL &
M. FRvrelE. MkR. BHMmANIAENSR, tiF
WIIa B EAEB. BEULR. &IFB . BUHZ B
EARATSS .
HHL, G
7~9l: x-obs-grant-write:id=FH /" id
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HELER -3 =
x-obs-grant-read- AT E domain FHIATE A READ_ACP | 7
acp PR . FovFiEEAm K ACL 15 2

FH: TR

7~fl: x-obs-grant-read-acp:id=A1 " id
x-obs-grant-write- | $Z# 4548 € domain T ATA M A %
acp WRITE_ACP LR, fVrHEHtin ACL 15 5.

B EIFH

7~ x-obs-grant-write-acp:id=FH /" id
x-obs-grant-full- PEAE 16 € domain FIIFRE G o
control FULL_CONTROL #XR .

R FRFH

7f: x-obs-grant-full-control:id=4H /" id
x-0bs-grant-read- P56 E domain T A -6 READ L @
delivered B, JEHAEERAENL T, % READ BUR¥(EEHL

ARSI E

FH: TR

7~f9l: x-obs-grant-read-delivered:id=A1" id
x-obs-grant-full- BTG 5 domain FRIFTE A o

control-delivered

FULL_CONTROL #X(fR, FHHAEERINBH T, %
FULL_CONTROL #XR¥H AL 3B 25 AT N BT X %o

K. TR
7~f9l: x-obs-grant-full-control-delivered:id=#1)" id

BREHETE

ZIRAE AT P B SRE BT R, FniE Rl S s R B AR RIR 10 3% 5-3 .

#®5-3 MiMEKIHETE

TTEEZWR E13% Y =Bk
Location 15 5€ Bucket 7EMEAN XI5 41k 61 5
.,
m ['Ltlk”"xf SRR X 35k N 2
TJ 'J—_—"f:l ST
KA. ?ﬁ% .
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i N SH B

D)MZESSS

MRz HE TR

BRI R H R

BRI 1

Mle) 87 73451 1

EKRRA 2

HTTP/1.1 status code
Location: location
Date: date
Content-Length: lIength

AR I R B A3 2ok, BARIES%5E 3-20.

A R AR N2 AN A RN TR

TRFRAT R, TERRCABEER 6-3 1.

ollfEvi

PUT / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:25:05 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4NglizvzclnTGxpMXTE6ynw=
Content-Length: 157

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>

</CreateBucketConfiguration>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482

Location: /examplebucket

x-obs-1d-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCTIW2tcvLmMJI+plfdopaD62S0npbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 0

R E ACL K

PUT / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: WED, 01 Jul 2015 02:25:05 GMT
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x-obs-acl:public-read
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:75/Y4NglizvzclnTGXpMXTE6ynw=
Content-Length: 157

<CreateBucketConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Location>region</Location>

</CreateBucketConfiguration>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435CE298386946AE4C482

Location: /examplebucket

x-obs-1id-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCTIW2tcvLmMJI+plfdopaD62S0npbaRUz
Date: WED, 01 Jul 2015 02:25:06 GMT

Content-Length: 0

5.1.3 FIEEHEAXTR

INRENT 4R

<GHEHER

GHEHR

ﬁ;k“ﬁn_.\/ ’}!&

SRR AT SRR R FH P RT CABRAT ZREBUR A X R AR 384T

R AR SR URL LR € THfi44, B GET /BucketName, I3 [BI4% & EPA&a
H PR BT A N REFR S S (k2R [8] 1000 M3 RA5 D IR iR E
Tm%mnw@nmwhm\WWMM%ﬁ¢m ANECEZAS, R [ R0 G oK 4%
MR AN 5-4 FrosBE IR SUR [R148 5 X 52

FiL P LT B SR S8R VR B versions 2 MORHAT 954 13 2 AR A 2 0 1

GET / HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

(ZhRA)

GET /?versions HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZIER AT LB S HL, S AR — X R, SEA RS Lk 5-4 P

F=5-4 IEREESH

sHw |k ERWIE
R
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HKIHEL

ERIERTTE

i Nz SHE A

e 201
R

ik

prefix

SR LUK I prefix FFkHR 4.,
KR TR

i

marker

FIBE A RBIRIS, $5E —DIRIREF, R BRI 55
PRI SR 5 XA IR AT BLS (R BT
Zo

ES RS

oA

max-keys

Fa g IR B B R R AL, IR B0 R A R 2 14 18 7
JI 1 B 2 T max-keys X%, JEEZ[1, 1000], #EH
JOFEIRS, $ZHRERIAMY 1000 BE4T AL HE .

KA. B,

oA

delimiter

FHRAE 72 W R A4 4% R 8 2R B o BIRF . anii4e
SE T prefix 28, 1% delimiter % Al X 4 iy 42 3E4T 7

|, ZANRE|E prefix F]—> delimiter [8)#SAH 7 %
R4 CommonPrefixes; 1 F ¥ #5717 prefix =
$, F% delimiter XA Xt Gy 44T &, 24X R4
E| J5 WA G 44 TTUE R 5 — A delimiter 22 8]0 [7] i35 20

% —% CommonPrefixes.

KA. FiF.

i

version-
id-
marker

S 3 A 1) key-marker LA, IR BIRIXT R 51 R K 2
Pl 2 P HE T JE R 2R IR AT LS AT A X R i
version-id-marker /~J& key-marker ) —MiA S, %S
R

FKA: PR

ARE: STRERAS

i

2R AFERIIE R E L, BARER 3-3 fror.

ZIE R B L P AT BT R .

HTTP/1.1 status code

Date: date

x-obs-bucket-location: region

Content-Type: application/xml
Content-Length: length

<Response Body>
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el Rz 3H /2 %

EAGRN LIRS E A

Mol RziH R T &

HEk, AMESFEE 3-20,

=

IR AR S 2 L XML B SRR A (0 BB R, JoR R AR S sk 5-5

Bz

3R5-5 MRSGHEITTE

TLRBWR 737

ListBucketResult TN R
HA: XML

Contents X R TC RS B
FAL: XML

245 A ListBucketResult

CommonPrefixes

iR A delimiter S840k, IR B B
CommonPrefixes 432015 & .
KA. XML

Q2H7 5. ListBucketResult

Delimiter

TR H T 1Y delimiter 2%,
BAL: TR

Q2H7 5. ListBucketResult

ETag

X R ) base64 4rfis ) 128 12 MD5 fi#i %, ETag &XT 4%
PRI —FR IR, o] OB ZE RS RN E R EH
Ak, ot FAERT R ETag N A, FEXT R ETag
N B, MBI RN RA T 2. SEPRY ETag 2
R F{E. ETag RIRBRLIINZ, AR HLTT
Bl . AR REEE VRGN RIXT R, i#id MD5
I S5 #R A ME— () ETage (40552 IR 55 i I as ot
G}, ETag (EAEX %0 MD5 8, 1 2 i IR 55 i
IS E— AR IR D

B T

R2H7 5. ListBucketResult.Contents

Type

K%M, dE Normal XF &R [H] .

KA, R
2495 A : ListBucketResult.Contents

XA 2 L ID.
KM A

245 A ListBucketResult.Contents.Owner
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TRBM

ik

IsTruncated

LIRS AUGR [H] 1) ListBucketResult £ 541 6 4 48
Wro “true” RRAREARFIETER; “false” &
INAIR CZIR A T 44

2. Boolean

245 A ListBucketResult

Key

POE TN
B, FIRH

245 A . ListBucketResult.Contents

LastModified

X GBI — IR B AE SR ]
KM, Date

245 A : ListBucketResult.Contents

Marker

GRS G R L
KM

245 A ListBucketResult

NextMarker

WRARREA IR B R, R KPS it
B, HTFRIHARRGE RO B G — X R Jas:
15 R 7] LLFE 5 Marker 25 T ZAE R ZS T S X 4 .
K., PR

A2 & ListBucketResult

MaxKeys

B 250 5 22 1R [B] I RN
K. PR
A2 A ListBucketResult

Name

ARG R4
K. PR
A2 A ListBucketResult

Owner

MAPEE, & Domainld #1H P 44 .
KA. XML
A2 ;. ListBucketResult.Contents

Prefix

KR ARG, RARAUGE R R B85 G 4 Ge UL RS 1%
AR T X % .

KA. FRFEP

Qi ;. ListBucketResult

Size

POE N
KA. PP
2F7 5. ListBucketResult.Contents
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7<5-6 FIHE SRR RILGEETTE

TRBM

ik

ListVersionsResult

RAFFIZEAH R RINR CFZRA) 1§
RERKEA

Name W4 o
R, FFFH
A2 i ListVersionsResult
Prefix KR LAMIHER, RRARUGE R R F)285%F
RAREVLECAZAT R T A X R KM,
TR
A2 . ListVersionsResult
KeyMarker FIHEXS R IR E .

R, FF
A2 /i ListVersionsResult

VersionldMarker

B 2855 G RS IR &
KM PR
Q2Fi ;. ListVersionsResult

NextKeyMarker

WIERA A R E A EE A, R R
A EiZTuER, T AR T ORIE R
#] KeyMarker 18 .

K. TR

A2 /i ListVersionsResult .

NextVersionldMarker

WA KA IR A 43 25 3, i i SR
PRAEEIZIGER, A TR T RIEK
it VersionldMarker 1E

R R

A2 /i ListVersionsResult.

MaxKeys F 2SI B 22 3R [A] (R0 AN

KM PR

AQ2Hi ;. ListVersionsResult
IsTruncated TR B AYGR [ ) ListVersionsResult

SR G RGEMT.  “true” RRAREE
JR[E A A B “false” KA IROE
R IA] T A aE R

KM Ai/RE
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TTEAMR 132
A2F5 /. ListVersionsResult
Version PRAFIRAAE DA 2%
KA, 728

A2 /. ListVersionsResult

DeleteMarker

PRAFHH B R iC B 25 2%
KA, P8
A2 /. ListVersionsResult

Key

X5 4

KM T

i ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

Versionld

X RIIRRA S

KA. Fr R

A5 s5: ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

IsLatest

PRI G 52 SR I ARA,  true fUFRGZ
BB IR RAS .
KM Ai/RE

e ==~

A2 /. ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

LastModified

Xof B AT — RS U 1]
KA. Date

AT e ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

ETag

X 41 base64 Hifi i) 128 fi2 MD5 4
B, ETag /&% KA AERIME—FRIN, AL
WL ZE R R NERT AR, S
BRn2e e X R HIG Ay o Bl AL G
ETag N A, NHEXNTR ETag A B, NI
VLA RN R AE T8k, ETag A it
AN ZE, AR oEEE. 1Em
X G EEE DUERAE QI 0 5, dlid MD5
TN & #5 A ME—¥) ETag.

KA FRAE

Qs

Type

5 A ListVersionsResult.Version
%KM, 4E Normal X 5[] .
KA. FIFH
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BRI R H 2

ERRG 1

TRBM

ik

A2 A . ListVersionsResult.Version

Size

POR LifE B
PSSR
A2 A . ListVersionsResult.Version

Owner

FFE R, B4 ) Domainld F1 7
4.

KA 0

A5 e ListVersionsResult.Version |
ListVersionsResult.DeleteMarker

Xt % T # 1) Domainld.
KA. T
AT

ListVersionsResult.Version.Owner |
ListVersionsResult.DeleteMarker.Owner

CommonPrefixes

TR delimiter S50, IR [B1YH E
CommonPrefixes 43 41Z &..
KA, K

e ==~

A2 A ListVersionsResult.

Prefix

CommonPrefixes 73415 B4, FHHAFE
) Prefix.

ESIUAIE S EE

AT A

ListVersionsResult. CommonPrefixes.

TRFRAT R, TERRCAEEER 6-3 1.

PIBFTARR

GET / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: WED, 01 Jul 2015 02:28:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:KiyoYze4pmRNPYfmlXBfRTVxt8c=
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Mia) 7 73451 1

EKRRB 2

Mie) &2 7= 451 2

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D34E379ABD93320CB9

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSXiN7GPL/yXM60SBaYCUV1zcY50elWp
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:23:30 GMT

Content-Length: 586

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListBucketResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Name>examplebucket</Name>
<Prefix/>
<Marker/>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>object001</Key>
<LastModified>2015-07-01T00:32:16.482%</LastModified>
<ETag>"2fa3bcaaec668adc5dal77e67al22d7c"</ETag>
<Size>12041</Size>
<Owner>
<ID>b4bflb36d9cad3d984fbcb9491b6fced</ID>
</Owner>
</Contents>
</ListBucketResult>

N 5

F P i 44 v examplebucket, £ 3 =444 newfile, 0bj001, objo02 HI%f 4,
BHAG T EAE N R 48 objo02 xR, iE R B A:

GET /examplebucket/?marker=o0bj002&prefix=obj HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:28:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:KiyoYzed4pmRNPYfmlXBfRTVxt8c=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D758FBA857E0801874

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCShn/xAyk/xHBX6ggGSB36WXrbco0X80
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:29:48 GMT

Content-Length: 707

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListBucketResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Name>examplebucket</Name>

<Prefix>obj</Prefix>
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<Marker>obj002</Marker>
<MaxKeys>1000</MaxKeys>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>obj002</Key>
<LastModified>2015-07-01T02:11:19.775%</LastModified>
<ETag>"a72e382246ac83e86bd203389849e71d"</ETag>
<Size>9</Size>
<Owner>
<ID>b4bflb36d9cad43d984fbcb9491b6fce9</ID>
</Owner>
</Contents>
</ListBucketResult>

Bkl 3
LIRA

GET /?versions HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:29:45 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:iZeDESIMxBK2YODk7vIeVpyO8DI=

el Rz 7~ 451 3

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D758FBA857E0801874

x-obs-1d-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCShn/xAyk/xHBX6ggGSB36WXrbco0X80
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:29:48 GMT

Content-Length: 707

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListVersionsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Name>bucket02</Name>

<Prefix/>

<KeyMarker/>

<VersionIdMarker/>

<MaxKeys>1000</MaxKeys>

<IsTruncated>false</IsTruncated>

<Contents>

<Key>object001</Key>

<VersionId>00011000000000013F16000001643A22E476FFFF9046024ECA3655445346485a</Versio
nId>

<LastModified>2015-07-01T00:32:16.4827Z</LastModified>

<ETag>"2fa3bcaaec668adc5dal77e67al22d7c"</ETag>

<Size>12041</Size>

<Owner>

<ID>b4bflb36d9cad43d984fbcb9491b6fced</ID>
</Owner>
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</Contents>

</ListVersionsResult>

5.1.4 SREVE TTHIE

)
t}-
rvcv
\we
|

XHABIIAT SRR PR (1 AL AT B AT B A oo e 2

TEKIHBHR

HEAD / HTTP/1.1

BAFAEERAE

Host: bucketname.obs.region.example.com

Date: date

Authorization:

1F§;$E‘F51L»_/'égl

ZIEREEPAHHES

FRIHEK

authorization

ZIERMEH AN E L, AAESIE 3-3.

R AR ESREL CORS Bt BE E, W

£%5-7 3XHY CORS B EHIiEREE

B R S Sk W N R 5-7 FiR.

Headers

EZS S ®
KA. Py

HELAMR ik ERUIE
Origin T SR8 PS5 5K Origin GEH | 2
N .
K. FREH
Access-Control-Request- SEBRAE SR AT LU A HTTP ks, wIBL | 15

BHKEETTE

ZIERE R P AHEE TR,

o) Rz H 2T

HTTP/1.1 status code
x-obs-bucket-location:

Date: date

region
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el Rz 3H /2 %

AR MmN B A E Sk, RARE S5 L 3-20.
SR SR BT B SR 2 Ah, BT REAS A R 3R 5-8 R 2k

#®5-8 MiMMmERHRL

HELER DU
x-obs-bucket-location T X A BAE B

R R
x-0bs-version WFTAE ) OBS MRS A S

KA. T H

x-obs-epid

TR B AL H id.
KM FhFER

Access-Control-Allow-Origin

MR E T CORS AL E, WIRIERE
Origin i# /& Ik 55 % () CORS L&, WMIE
i 87 AR AL 53X AN Origine

KA. FrE

Access-Control-Allow-Headers

MIRXE 7 CORS B E, WiERm
headers 3 & Ak 55 i 1) CORS BL &, WI{E
M 87 H A XS headers.

KM FE

Access-Control-Max-Age

LihiKE T CORS L E, Mk95im CORS
fic & i) MaxAgeSeconds.

KA. A

Access-Control-Allow-Methods

MIE T CORS L&, WRiERM
Access-Control-Request-Method i &2 I 55
Ui i) CORS Br B, D 7E M b H A & iX 2%
rule # [] Methods.

KM, TR

H%E: GET. PUT. HEAD. POST .
DELETE

Access-Control-Expose-Headers

L E T CORS BLE, k% CORS
fic & = ) ExposeHeader

KA. A

Mo R iH R T E&

PAZRN LIV RN RS I e
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BRI R H R

BRI 1

M) Rz 7~ 151 1

EKRRB 2

el Rz 7~ 451 2

TRFRA R, TEHRCABEER 6-3 1.

REFIREL CORS BB

HEAD / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:30:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:niCQCuGIZpETKIyxldttxHZyYlk=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016439C734E0788404623FA8
Content-Type: application/xml

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSxwLpg9Hzf30naXr+pl/OPLKArtiQAF

Date: WED, 01 Jul 2015 02:30:25 GMT
x-obs-bucket-location: region
x-obs-version: 3.0

Content-Length: 0

Wi E T CORS J5, FKEUFELEIEM CORS AL E

HEAD / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:30:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:niCQCuGIZpETKIyxldttxHZyYlk=
Origin:www.example.com

Access-Control-Request-Headers:AllowedHeader 1

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016439C734E0788404623FA8
Content-Type: application/xml

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSxwLpg9Hzf30naXr+pIl/OPLKArtiQAF

Date: WED, 01 Jul 2015 02:30:25 GMT
x-obs-bucket-location: region
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET, HEAD, PUT
Access-Control-Allow-Headers: AllowedHeader 1
Access-Control-Max-Age: 100
Access-Control-Expose-Headers: ExposeHeader 1
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4

5.1.5 3%
heeN 2

Dd

GHEHR

1F§;$E‘F51L»_/'égl

GHESK

Fi:$Z‘F§lLﬁjq:§§§

el Nz SH S AU

i) Rz 5H 22k

MM ;HE TR

x-obs-version: 3.0
Content-Length: 0

U@ X i B

XA AIAT R PR 0 L AT BASRAT SR BUARS DX 3oz 435 S P A

GET /?location HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZIERIE R PFAHIEE S

ZIERMEH AN E L, AAESIE 3-3.

EAGEREISE IR RSP SO

HTTP/1.1 status code
Date: date
Content-Type: type
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Location xmlns="http://obs.region.example.com/doc/2015-06-30/">region</Location>

A R MmN B A E Sk, RARE S5 L 3-20.

2 5 AR 1 XA S DA B e s B 2GR [B], e s 2R SR 5-9 Fror.

<59 MR HETTHR

TERAR ik

Location R X AT B S R
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BRI R H R

KRl

M) Rz 7~ 151

5.1.6 flp&+E

INRENT 4R

EKIHEHER

TRBM ik

ESTRETE

TRFRAT R, TERRCABEER 6-3 1.

GET /?location HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:30:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:1DrmbCV+1hz3zV7uywlj71lrhOMYy=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435D9F27CB2758E9B41A5

x-obs-1d-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSKWoJmaMyRXgofHgapbETDyI2LMOrUw
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:30:25 GMT

Content-Length: 128

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Location xmlns="http://obs.region.example.com/doc/2015-06-30/">region</Location>

L P M P P R O o A AR B4 BT A = B0 AT A X RS policy ASRR )
F ] ASAAT I B AR B0 #R F , EMBAR XA A6 0 25 A o U SRA Hh A 0 R A 22 BUE:
FFMNREAN A, AT LA 21 25 4 X R 8128 22 B AR AT 55432 DUORBR AR 75

E:
AR BRI, R 5% Sk (8] SXX HR BN, R G0 5 I R BEAT I A5 S — B Ab B,

AESCIIRRO 5 B 2 R HE M, ek — BN ) B2 R MR, IR, 5 2
VORI B .

DELETE / HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
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EREESH

ERIERX

EKHETTE

i N H 2

LD)SMISSS

Mol RziH R T &

AR B2

B &N

M) Rz 7~ 151

2RI R A AMEH S S5

PR A IEHIERE Sk, AARIES L% 3-3.

"L‘Zﬁ%ﬁs{?ﬁ A%\ EF‘K’T%)EH Yﬁ A%\ﬁ%’% °

HTTP/1.1 status code
Date: date

A R B R A A E Sk, RAREZEE 3-20.

A R B R 2 AN BT R

TRFRER, HRCABEAER6-3H.

DELETE / HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:31:25 GMT

Authorization: OBS H4IPJXO0TQTHTHEBQQCEC:jZiAT8Vx4azWEvVPRMWi0X5BpJMA=

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF260000016435DE6D67C35F9B969C47

x-obs-id-2: 32AAAQAAEAABKAAQAAEAABAAAQAAEAABCTukraCnXLsb71Ew4ZK]jzDWWhzXdgme3
Date: WED, 01 Jul 2015 02:31:25 GMT
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52 B SRECE
5.2.1 & BRI

ThEENT 4R

BRI AR

HKIHESH

EKIHE K

IEKHETTE

el Nz SH S AU

D)SHISSS

Ml Rz SH R T &

BRI R H 2

2 AR SEBLE AT policy 7 BHE G BCE B — MRIIHG . WERM Q22 E 3R

M, S SR R A AR SR HS 5 4 A AT 0 SRS

BRI 2 BRI A A T A B B AT B B SRS BB

PUT /?policy HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: signatureValue

Policy written in JSON

ZIE R B A AMEH S S5

ZIEREH AN E L, ARG S K 3-3.

N

TR BTG JISON A A 745 e, B8 TSRS I 2.

HTTP/1.1 status code
Date: date
Content-Length: Iength

A R P R B A E Sk, RARE S5 L 3-20.

Nt

23 R (R R 2 AN A R TT R

TRRE R, AR RCAUEMER 6-3 .
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KRB 1

Me) B2 7451 1

BRI 2

) OBS # F#& FHUR
Y5 FH ) ID N 783fc6652cf246c096€a836694F71855 [ A S %A o
WA FREAL T 1D 15 2% 6.4 3REUK S ID A ID.

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:32:25 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:JjZiAT8Vx4azWEVPRMWiOX5BpJMA=

"Statement": [

{
"Sid": "Stmt1375240018061",

"Action": [
"GetBucketLogging"
1r
"Effect": "Allow",
"Resource": "logging.bucket",
"Principal": {
"ID": [

"domain/783fc6652cf246c096ea836694f71855:user/*"

HTTP/1.1 204 No Content

x-obs-request-id: 7B6DFC9BC71DD58B061285551605709

x-0obs-1id-2: NOI2REZDOUJDNzFERDU4QjA2MTI4NTUIMTYwWNTcwOUFBQUFBQUFBYMJ1iYmJiYmJD
Date: WED, 01 Jul 2015 02:32:25 GMT

Content-Length: 0

Server: OBS

i OBS F F# TR

FH /1D 2 71f3901173514e6988115ea2¢26d1999, H P Fi@ L ID A
783fc6652cf246c096£a836694f71855

WAL ID A P ID 2% 6.4 UK S ID F1H 7 1D,

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:33:28 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEvVPRMWi0X5BpJMA=

"Statement": [
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"Sid": "Stmt1375240018062",

"Action": [
"PutBucketLogging"
1,
"Effect": "Allow",
"Resource": "examplebucket",
"Principal": {
"ID": |

"domain/783£c6652cf246c096ea836694£71855:user/71£3901173514e6988115ea2c26d1999"
]

HTTP/1.1 204 No Content

x-obs-request-id: 7B6DFC9BC71DD58B061285551605709

x-0obs-1d-2: NOI2REZDOUJDNzFERDU4QjA2MTI4NTUIMTYWNTcwOUFBQUFBQUFBYMJ1iYmJiYmJD
Date: WED, 01 Jul 2015 02:33:28 GMT

Content-Length: 0

Server: OBS

LR T HAMEE OBS A AL P 3AT TR #R1E

FH P ID A 71f3901173514e6988115€a2¢26d1999, H /@ ID A
783fc6652cf246c096€a836694f71855.

WAEFRECEL - ID 1 7 ID 5 2% 6.4 $REUK S ID F1H 7 1D,

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:34:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWi0X5BpJMA=

"Statement": [
{

"Effect": "Deny",

"Action": ["*"],

"Resource": [
"examplebucket/*",
"examplebucket"

1,

"NotPrincipal": {
"ID": |

"domain/783fc6652cf246c096ea836694f71855:user/71£3901173514€6988115ea2c26d1999",
"domain/783fc6652cf246c096ea836694f71855"
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HTTP/1.1 204 No Content

x-obs-request-id: A603000001604A7DFE4A4AF31E301891

x-0obs-1d-2: BKOvGmT1lt6sda5X4G89PuMO4 fabObGYmnpRGkaMbalLgPt0fCACEUCM11AObRK1Nn
Date: WED, 01 Jul 2015 02:34:34 GMT

Content-Length: 0

Server: OBS

LR T FEANE B AIRE AR referer SR AMETE R LI B H 4L 8
7 ¥ 5 1 44 . http://storage.example.com

PUT /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:34:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWi0OX5BpJMA=

"Statement": [{
"Effect": "Deny",
"Action": [
"GetObject",
"GetObjectVersion"
1,
"Principal™: {
"ID": ["*"]
br
"Resource": ["examplebucket/*"],
"Condition": {
"StringNotLike": {

"Referer": [
"http://storage.example.com*",
"S{null}"

]

HTTP/1.1 204 No Content

x-obs-request-id: A603000001604A7DFE4A4AF31E301891

x-0obs-1d-2: BKOvGmT1lt6sda5X4G89PuMO4 fabObGYmnpRGkaMbalLgPt0fCACEUCM11AObRK1Nn
Date: WED, 01 Jul 2015 02:34:34 GMT

Content-Length: 0

Server: OBS
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5.2.2 FREVIE SRR

IHEEAN %

IERIEHERER

ERIHESH

ARk

BEXKHETE

i Rz H SR

Ml RS H R Sk

Mo N HE TR

IR R H 2

2% LR SEBLE AT policy 5 BHUEORCKE 1 RE A ) SRS 382 (1] 25 2 7 i
TR O, 3 L AURAR I BT 2 B A SRR SR R BUR
LR PR 7357 JE A F e SR IBUR s, R0kt iR ] “ 404 NoSuchBucketPolicy ™

B IR :

o JHIEHHIN M AL
o FRIE M AIAR AR A AT HR B E S S

GET /?policy HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZIE R R PAE R S5

R B A BT

HTTP/1.1 status code
Content-Type: application/xml
Date: date

Policy Content

AR A R B A E L, RARIES%E 3-20.

M 7 ¥ JE A A — 1> JSON A% 2 AR SR 45 #

TR 1R, T RCEBETER 6-3 .
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GET /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:35:46 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:jZiAT8Vx4azWEVPRMWiOX5BpJMA=

HTTP/1.1 200 OK

x-obs-request-id: A603000001604A7DFE4A4AF31E301891

x-0obs-1d-2: BKOvGmT1lt6sda5X4G89PuMO4 fabObGYmnpRGkaMbalLgPt0fCACEUCM11AObRK1Nn
Date: WED, 01 Jul 2015 02:35:46 GMT

Content-Length: 509

Server: OBS

"Statement": [
{
"Sid":"Stmt1375240018061",
"Effect":"Allow",
"Principal: {
"ID": [

"domain/domainiddomainiddomainiddo006666:user/useriduseriduseriduseridus004001",

"domain/domainiddomainiddomainiddo006667 :user/*"

}I

"Action": [
mikn

]I

"Resource": [

"examplebucket"

}

5.2.3 MBR A TRE

INRENT 4R

EREEER

2% O SEBLZ 3 T policy 1 BHERMMER — AN 52 1 _E A 0%
TR O, 8 L AURAR I BT 2 B A A SRS RO BLRR
TCVR AT SRS A B e 5 A7 AE, MR ERTh G R G # EL#EIR 7] “204 No Content” F45 R

DELETE /?policy HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
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EREESH

ERIERX

EKHETTE

i N H 2

el Rz 3H /2 Sk

Ml Rz iH R TR

AR B2

B &N

M) Rz 7~ 151

2RI R A AMEH S S5

ZIERMEH AN E L, RS IE 3-3.

tZﬁ%ﬂiﬁ%EiquZ<ffﬁHﬂﬁ%ijﬁ%§°

HTTP/1.1 status code
Date: date
Content-Type: text/xml
Content-Length: length

A R B R A A E Sk, RAREZ 5L 3-20.

23 R R R S AN A R R TT R

TRFRER, AR IR SR 6-3 1.

DELETE /?policy HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 02:36:06 GMT

Authorization: OBS H4IPJXO0TQTHTHEBQQCEC:jZiAT8Vx4azWEvVPRMWi0X5BpJMA=

HTTP/1.1 204 No Content

x-obs-request-id: 9006000001643AAAF70BF6152D71BESA

x-obs-id-2: 32AAAQAAEAABSAAgGAAEAABAAAQAAEAABCSB40oWmMNX3gVGGLr1cRPWjOhffEbglXV
Date: WED, 01 Jul 2015 02:36:06 GMT

Server: OBS

75



Xt RAFE AR SS
APl &%

5 API

5.2.4 1w Bt ACL

IhEETT

IERIERHER

15

BN

HEEH

FRIHEkL

OBS XA AT AR 2 il o

BB, HA MR QEE A4 H 13 S

PR P o mT DA B A A7 1] SR, P Aoty — AR AT LA B N 367 ) S, se v P
AN HARAT AR -

OBS F 2 7 G A NPT DA B SR P i) S, ] DL I ACL #R1FE API 82 Fx A7
TE R B sl # 35 HL ACL (access control list) «

PUT /?acl HTTP/1.1

Host: bucketname.obs.region.example.com

Date: date

Authorization:
Content-Type:
Content-Length:

authorization

application/xml

length

<AccessControlPolicy>

<Owner>

<ID>ID</ID>

</Owner>

<AccessControlList>

<Grant>

</Grant>

<Grantee>

<ID>domainId</ID>
</Grantee>
<Permission>permission</Permission>

<Delivered>false</Delivered>

</AccessControlList>

</AccessControlPolicy>

PRI RA T H S S H

A5 I 5 AT DA P SRk B B 05 SR BE U ACL, B — eI B ACL #0H — & H

CLIISG E S IR 7 AR AR RA R, 38

B WL IA AN LA [ S350 HL A6 E BUE

#<5-10 kg ARILER ACL

RSB B AT A T AR,

HUE e private | public-read | public-read-write |

public-read-delivered | public-read-write-delivered |

B iR =B WM
x-0bs-acl i#it canned ACL F 75 2R % B A AT ACL. e
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bucket-owner-full-control
KM IR
BHREETE

S ACL TR ZHETH Bt Pl L ACL R JUa KRS gk 3-3 it

No

R5-11 MimEKEETTE

TTEZWR i3 =Bk

Owner WA EERE, 85 1D, 5
KA. XML,

ID B AU P RIALF 1d. %5
KM, TR,

Grant HFFric 2 & H P EIRUE . o
KA. XML,

Grantee WP RER. 5
KA. XML,

Canned W] BT A N3 T ALRR 4
HUEYEH: Everyone

Delivered T ACL & 75 [l A N X GA% i e
KA. A RIEAY, ERIA false.

Permission BT HIBLUR . &
HUHYEFE: READ | WRITE |
FULL_CONTROL
M FxseAy,

AccessControlList Vi Ef 53, BE Grant. 5
Grantee. Permission = IL .
ZAL. XML,

7




Xt RAFE AR SS
APl &%

5 API

i N SH B

D)MZESSS

MRz HE TR
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KRl

HTTP/1.1 status code
Date: date
Content-Length: lIength

AR I R B A3 2ok, BARIES%5E 3-20.

T R R R S AN A R R TR

TRFRAT R, TERRCABEER 6-3 1.

PUT /?acl HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:37:22 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:igSPeUBl66PwXDApxjRKk6hlcN4=
Content-Length: 727

<AccessControlPolicy xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bflb36d9cas43d984fbcb9491b6fce9I</ID>
</Owner>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bflb36d9ca43d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>FULL CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694£71855</ID>
</Grantee>
<Permission>READ</Permission>
<Delivered>false</Delivered>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ ACP</Permission>
</Grant>
</AccessControlList>

</AccessControlPolicy>
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M) Rz 7~ 51

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164361F2954B4D063164704

x-obs-id-2: 32AAAQAAEAABSAAGAAEAABAAAQAAEAABCT78HTIBuheOFbtSptrb/akwELtwyPKs
Date: WED, 01 Jul 2015 02:37:22 GMT

Content-Length: 0

5.2.5 3R EU#H ACL

[o

F P AT SREUR ACL /e, RIEMEEE S EMMAUIRIE R ZIRE S . H P L2
W5 E R READ_ACP AR B FULL_CONTROL AR, A fedhAT3REUHG ACL F#E
(e

IEKIHBHER

GET /?acl HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

“ﬁ IGVE §&
EAESEECIEN R 8

GHE kK
ZHRAE AL Bk, AAS 3 33,

KIHETTE
ZAE R B AME W Bt & .

D)NRRSY =20

HTTP/1.1 status code

Date: date

Content-Length: length
Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AccessControlPolicy xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Owner>
<ID>id</ID>
</Owner>
<AccessControlList>
<Grant>
<Grantee>
<ID>id</ID>

</Grantee>
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<Permission>permission</Permission>
<Delivered>false</Delivered>
</Grant>
</AccessControlList>

</AccessControlPolicy>
M Rz 5H 2k
R KR A A B 5k, LA 253 3-20,

MRz HE TR

I R A mE N o AT B R R ARGR IR ACL 58, JTE B AR e sk 5-12 By
No

3R5-12 WRGHE TS

TE JTEIRAR

Owner AT A #ZEE.
K. XML,

ID F P B AL R 1ds
KA FIrE,

AccessControlList Vi 6 53R, 03 T XAHZAE Ui AL
BR P FH P 20 2 Ak e 1 P 5 AT AL RR o
K. XML,

Grant HFrric 7 S P FIRUR .
KA. XML,

Grantee exHPER.
K. XML,

Canned m A AT RUR .
KA, MM, HAH RAER
Everyone.

Delivered T ACL A2 75 [ A P X G AE i
KA, AIRFEAL,

Permission B8 I i B B A R ERUR .
KA. FIrH

FIR N N H R

TRFRE R, AR IR EER 6-3 1.
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15 KRl
GET /?acl HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 02:39:28 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:X7HtzGsIEkzJbd8volDRu30vVrs=

M) Rz 7 451

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436B69D82F14E93528658

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCS]jTh8661+HF5y8uAnTOBIPNO133hji+
Content-Type: application/xml

Date: WED, 01 Jul 2015 02:39:28 GMT

Content-Length: 784

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AccessControlPolicy xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bf1b36d9cad43d984fbcb9491b6fce9d</ID>
</Owner>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bf1lb36d9cad43d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694£71855</ID>
</Grantee>
<Permission>READ</Permission>
<Delivered>false</Delivered>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ ACP</Permission>
</Grant>
</AccessControlList>

</AccessControlPolicy>

526 X EMHEEIRRE

ThEEN 4R

QUM , BRI AR H SR, WS EAE RN 0, W& E T H AR
BEEHNIFR. MHEShETE)E, MRS E % HE, IPRZXHE
TR HE . H A B R BT R H S DI REm 48, w] DA A
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FE HED R A, n] DAF B AR A AR A, (EFEZEAIF S H EThRen
FHAE [F]— region H.

T H &2 OBS 742, Jf H i OBS A& 3177 H &R+, Ktk OBS 72315
ZHERN, AT EARAER B E SO, FrUEREM HEE AT, FEAIS— S0
INIERSS A — X OBS IR%IZRAE, M RIEAIE NS B E 2 b, IF HAE xml
A Hi<LoggingEnabled>#Fr%% T HC B AN 1) H EE B INRE . B NRICE B AR N 75 %

B H AR A RAR .
ZFERR B
{
"Version": "1.1",
"Statement": [
{
"Action": [

"obs:object:PutObject"
1r
"Resource": [
"OBS:*:*:object:mybucketlogs/*"
1r
"Effect": "Allow"

}
PR H ST RER J7 02 B A% — AN 25 1) BucketLoggingStatus #7451 logging 344«

1EKHBHER
PUT /?logging HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Authorization: signatureValue
<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<Agency>agency-name</Agency>
<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access log-/</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>domainID</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>

EREESK

2RI B P AME S S5
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BERIERX

BRI A Bk, BIEBSILE 3-8,
HKIHE LR

+R5-13 IBKHETTESR

AT iR =Bk
BucketLoggingStatus HEREE BRELS. &
K. KA
Agency HAxil Owner it 4 — & | % & logging B DAk, 5]
BRAIERR 55 B % OBS | logging B 7).
AR5 B 2 FK
K, FIRFH
LoggingEnabled ZonRREN HEREYE | WE logging B4k, i
R REER (2T | logging i Z7)i% .
ZWFTHHFHERE, S
KA E) . EHIE
T, AN BAR R H AR
BER.
K, A
Grant AR LHARE | &
o H TR A AR
PR 7 ] 7= A 1 H 3
o
K. KA
Grantee VERMEAZA logging AR | 15
Jaliofk
K, e
ID WHRBEWAF ID, &/ | &
ME—FR i
KM, FRFH
Permission FEAE ) H E SRR AL | 5
F 1 EARBUR
B, FIRFH
BUPRA R -
FULL_CONTROL | READ
| WRITE
TargetBucket EAERHERN, BEHE | WE logging B4k, 5¢H
WA # T LR — | logging B Z7)i%
A T A7 0= A H 3L
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APl &%
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BF P BB WL

o THEARIERE HEX
PE A owner 37 H &
S
FULL_CONTROL #fR .
SCREZ AN AE B H ST
FEF—AHbrflr, R
P, R R E A
ff) TargetPrefix LAk F gk
ERNEM RSP =]
SRR

R FRFH

TargetPrefix SBUNEZDIVE = Dichumd M W& logging I A3k . %]
&, FrALERMIHEXNS | logging B 7)1k

[PIXF R A4 HB LA TG R A
BT -

KA, TR

TargetGrants FRUE B2

K. KA

oA

Fh& A1 HEH object a5& AN

<TargetPrefix>YYYY-mm-DD-HH-MM-SS-<UniqueString>
e  <TargetPrefix>y H /" $8 7 I) HARATZE -

®  YYYY-mm-DD-HH-MM-SS N H EA K H I 58], #FBUIRKIRERE. B
H. B 9. #b

e  <UniqueString>>y OBS H #lE ) 7475 .

— /bR FH T A7 OBS Vi In) H £ 1) object 4 FRSEHI U0 :
bucket-10g2015-06-29-12-22-07-N7MXLAF1BDG7MPDV

e  “bucket-log" A F 48 € 1) HFRHTER -

®  "2015-06-29-12-22-07" 4y H A i H A5 I [A]

e "N7MXLAF1BDG7MPDV"4 OBS Hzh4: i) 745 5

TINS5 e

CAN o 9 4E H RS A A U 1e) H S S0 aR

787£2£92b20943998a4fe2ab75eb09b8 bucket [13/Aug/2015:01:43:42 +0000] xX.XX.XX.XX
787£2£92b20943998a4fe2ab75eb09b8 281599BACAD9376ECE141B842B94535B
REST.GET.BUCKET.LOCATION - "GET /bucket?location HTTP/1.1"™ 200 - 211 - 6 6 "-"
"HttpClient" - -

BT H S HEE T E R

84



X GAT At R 55
API % 5API

%%5-14 Bucket Logging &=\

el Nz S H B AU

B i axX

BucketOwner 787f2f920b20943998a4fe2ab75eb09b8 | #i ¥ ownerld

Bucket bucket 4

Time [13/Aug/2015:01:43:42 +0000] T >R A R

Remote IP XX XX XX XX 15K IP

Requester 787f2f92b20943998a4fe2ab75eb09b8 | i#H>k#H ID

RequestID 281599BACAD9376ECE141B842B9 | ik ID

4535B

Operation REST.GET.BUCKET.LOCATION BRVE 4R

Key - PO

Request-URI GET /bucket?location HTTP/1.1 iH K URI

HTTPStatus 200 1B [alfi

ErrorCode - RiiRY

BytesSent 211 HTTP 182 f) 15K
/1

ObjectSize - TG RAN

TotalTime 6 JIk 55 i b B [8)

Turn-AroundTime 6 JATE SR B[]

Referer - R referrer Skisk

User-Agent HttpClient >R 11 user-agent 3k
1

VersionlD - T R R Y
versionld

STSLogUrn - R IAIE S ZZ 4%
EENS)

HTTP/1.1 status code
Date: date

Content-Length: length
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el Rz 3H /2 %

Mol RziH R T &

B IR R H R

KR fl

M) Rz 7~ 151

AR MmN B A E Sk, RARE S5 L 3-20.

EAERN L IVATE RS SR N R SR DI e N

TR R, AR OB SR 6-3 1.

PUT /?logging HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:40:06 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:mCOjER/L4ZZUY9qr6AOnKEiwvVk=
Content-Length: 528

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<Agency>agencyGrantPutLogging</Agency>
<LoggingEnabled>
<TargetBucket>log-bucket</TargetBucket>
<TargetPrefix>mybucket-access log-/</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694£71855</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF26000001643663CE53B6AF31C619FD

x-obs-id-2: 32AAAQAAEAABSAAkpAIAABAAAQAAEAABCTICjuOx8cETSRbgkm35s1dL/tLhRNdZ

Date: WED, 01 Jul 2015 02:40:06 GMT
Content-Length: 0
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52.7 REVEHEEIERLE

HEEN B

ZAE O E R A H S SR E S Hsel 2 £ A http 1) get Tk
BN logging B U5 Kk [m] 4 B A 5 H & FC B G 50 .

TR O, ) E L AU K BT AT & B A 5 SR $2 AL GetBucketLogging A FR
I

GHEHER

GET /?logging HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

KHBEH
R B RN BB

‘ i‘ﬁll_.\}
ZHREA AN Rk, RS 0% 33,

GHRTTHR
R B AME R BT

el Nz SH B AU

HTTP/1.1 status code
Content-Type: application/xml
Date: date

Content-Length: length

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Agency>agency-name</Agency>
<LoggingEnabled>
<TargetBucket>bucketName</TargetBucket>
<TargetPrefix>prefix</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>1d</ID>
</Grantee>
<Permission>permission</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>
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Xt RAFE AR SS
APl &%
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el Rz 3H /2 %

Mol RziH R T &

EAGRN LIRS E A

HEL, RIS E 3-20,

IR L PATH B 03 (K UR R S (S R J0a R Lk 5-15

7INo

R5-15 MRGHE TSR

BaF

gk

BucketLoggingStatus

logging IR B AU A 45
KA. HAs

Agency

774 logging H 4% Owner G117 Z%4E OBS 1%
logging HERIZEHE4

KA. A

LoggingEnabled

T logging 15 BRI # . H Hizoo s X,
logging FC B ReEH (ZILITRWFTIF
logging BC &, 5 WIS5CHD

FA. A

Grant

S RICUR %55
K.

Grantee

YE AT logging BRI P B4 2% .
R, s

WeFZ B 1 Domain I1d, 4R ME—FRiR.
KA, T

Permission

X T — M1 logging AR K 3E, owner 75 il K
H S35 A3 XHE AR FULL_CONTROL RBR . A[FIf
RUR PR sE 7R AS 7] 1 35 1607 10 R

FA: FIFH

BLBR AT %8 : FULL_CONTROL | READ | WRITE

TargetBucket

A RCH G, JERIR owner BT LAFR E —AN H A
W, BRI T H B ZAR T . 7E OBS R4t
W, SCREZ ARG AR B B B RE [ — AN H bR i

W, ISR, R LR e AN E Y TargetPrefix DA
IEF) R B AN EYEAR I H E 2R H .

KR, A

TargetPrefix

AT R A MR E TS 4 — 2R H S A AR

2
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Xt RAFE AR SS
APl &%

B IR R H R

LB &N

M) Rz 7~ 151

5 API
AF Hiik
ESTMEZEET
TargetGrants FERULE B2 58
HA: A

TRFRE R, AR O m S ER 6-3 1.

GET /?logging HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 02:42:46 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:hUk+jTnRO7hcKwJh4ousF2E1U3E=

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF260000016436B8EEE7FBA2AA3335E3

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCShuQJoWFpS77C8b0OvimqURvOUY+0e]jx

Content-Type: application/xml
Date: WED, 01 Jul 2015 02:42:46 GMT
Content-Length: 429

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<BucketLoggingStatus xmlns="http://obs.example.com/doc/2015-06-30/">
<Agency>agency-name</Agency>
<LoggingEnabled>
<TargetBucket>log-bucket</TargetBucket>
<TargetPrefix>mybucket-access log-/</TargetPrefix>
<TargetGrants>
<Grant>
<Grantee>
<ID>b4bflb36d9cas43d984fbcb9491bbfced</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
</TargetGrants>
</LoggingEnabled>
</BucketLoggingStatus>
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528 WEMIE wEAHEE

INRENT 4R

IERIHRHER

OBS R4t 745 & HUIN K ST I e I H A Aoek 52, I it A= dn R ARG B o U2 1 o
Y.

o MM FAEMH E S, ATRER REAE N EME A, B EERERE
17s

o RRUMbTRULE— BRI N H VT, (HAES e RS RS U T . X
FhSCRY s al e 2 Sk B ARY, SRS E— g i Ta) JiE MR

A 1 SN G Bl i A i e S LA R
(R
o F A G RMEING, 3 RHRAAMG, KRR L

BOERHAT ICERE, FEM T PutLifecycleConfiguration AR . ERIATENL T R
BT & DPATICERE,  nT DU G 15 B A SR s 5l 7 SRS AR AN 25 AR P o

A i RS BC B S DL T MR R DI RE, T AR R AR A P I RR, BAR LR
VR BIALBR AR 1% A A 1T«

®  DeleteObject
®  DeleteObjectVersion
e  PutlLifecycleConfiguration

U SRR ELRH P BRI ARy A AR B, %A% 11 PutLifecycleConfiguration ASR

PUT /?lifecycle HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Length: length
Date: date
Authorization: authorization
Content-MD5: MD5
<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>id</ID>
<Prefix>prefix</Prefix>
<Status>status</Status>
<Expiration>
<Days>days</Days>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>days</NoncurrentDays>
</NoncurrentVersionExpiration>
</Rule>

</LifecycleConfiguration>
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EKIHESH

2RI R A AMEH S S5

ERIERX

A SRAE A Sk W N & 5-16 P

3%5-16 EKIHE kL

HBRSKBR g EB IR

Content-MD5 %18 RFC 1864 bttt HyE S A& ) MD5 =

FEFFF R, BRIV Sk 128-bit MD5 {H £ 5d
base64 4t 515 2 I F4F Hf

K. TR

7~ l: n581G6hfM7vql4KOvnWpog==

EKIHETTE

FEMTER T, BRI S AT B A A EEE . BCESE L XML %
A bAl, BARRIECE TR INE 5-17 ik

U SRAH A 22 A /& Enabled 3 Suspended, B4R PABEE
NoncurrentVersionExpiration Sz il G 1 77 st AR 2B ay A A . — N D3 SERRAR 1)
A A, BT BN T SRR AR R %1 CRIVBE BT AR AR B 55 B AN B 1D A
NoncurrentDays. {541 NoncurrentDays Fit &N 1 16, R 29— ANRAS A D7 B2 i
Kz a, i1 RAGEMER. X% ABRRAE VLIEIET 15, 5 50rHEX A&
IRRA V2, BRI VI ORI SRR, B4t 1k, 7 900 &, VIl 7.

CRVE: X5 15 Bl M e Fe sl TR FR B TR) RT R 28 — e I AEIR,, —RANE L 48 /)
o)

WA 1) 2 A2 Enabled 5% Suspended, H 87N} %35 & Expiration $ 1
B F b 2

A 24 T 0 2 AR ZAS A Enabled:
TR G B BT AR ASAS 2 deletemarker, TiZR G2 P2 A —ANET A

deletemarker;

WS BHRAAE deletemarker, HiZx G AR — RO, IR AR A 245 )
Bs

WS BHT A A deletemarker, H X G HABARAS,  TZXF G0 BT A 4
FEARAR, WA BAmE, A GBI A1),

A 24 HIT 1) 22 WASIRZS 9 Suspended :

WIF N G B BT A A & deletemarker, HARAAZ null fRAs, Tj<spz A4 —A
B null A1 deletemarker;

TS R I B A A 2 deletemarker, HRZAS 2 null fiRAs, XA null fiias
SO P AR null BiCAR Y deletemarker 7 5 5
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USROG IRASZE deletemarker, HAZXT R R AR —DRRA, XA A 2w
5F

UIRBGHT AT deletemarker,  HLG GO HAbARA,  WHAZXT R B A iR 4k
R, BB, wASHES (B AR,

=5-17 £ EACE TSR

BFR iy BEwik
Date RE OBS Xtz HIZ B X S AT Edn i | 4R B Days

BRI . H 3 20 1508601 RS U, Mk
A, JFH N UTC HIE . #ll: 2018-01-
01T00:00:00.000Z, & 7~¥s i Jo 15 Bt ] -
T 2018-01-01T00:00:00.000Z 1% MR,
ST B G 3 AN S ] R X AN S W s o
KA, T

A5 45 Expiration

Days TR A fm RN R R oL e 2 | WA Date
RAERL XSS R HTR A . JeER, Mk

. IR
A2 . Expiration

Expiration A i JE G b 2R i SR TR Y Container | &2
B RERT R BT RRAS) .

A, XML
Fi 4. Date B¢ Days
LA Rule

ID —% Rule IbriR, HAEIE 255 S FRFH
TR L
K, FH
Qiﬁ}ﬁ Rule

oA

LifecycleConfiguratio | &y & HARC # Rule 1) Container. A LARCE | /&
n Z % Rule, {HFFRUEEAEE M BB K
/NS 20KB.

A, XML
FA5 5. Rule
LY.

NoncurrentDays RIK GAEEN T LRAZ G R IURI L | A
A2 COUBERS B SERRASD NoncurrentVers
-~ % ionExpiration
3&

RN

9 55: NoncurrentVersionExpiration

NoncurrentVersionEx | A iy A HRC & HH R D7 SERRA S B 8] /) | 75
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i) Rz H 22k

Mo ;HE TR

BRI B2

KRl

5 API

B ik BB
piration Container. &1 LLEZsh B EAE S H

ZIRA (BT (R, SRik REuMIkRxT

G R E A i A I g SRR (A&

XF I SERRAS

KA. XML

T & NoncurrentDays

A5 Rule
Prefix X GRATE, FHUSRRBBLES R e DGR | 2

P ATIX % Rule.

KA FATER

T & Rule
Rule HARSE— 2% A o JE IC B 11 Container &

K. R

A5 fi: LifecycleConfiguration
Status PRI ATIX 2% Rule 275 )8 - &

KR FIFH

i i: Rule

HE: Enabled, Disabled

HTTP/1.1 status code
Date: date
Content-Length: Iength

AR B R A A E Sk, RAREZ R 3-20.

PATR NIRRT E NSO

TRFRA R, TEHRCABEER 6-3 1.

PUT /?lifecycle HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
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Accept: */*

Date: WED, 01 Jul 2015 03:05:34 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:DpSAlmLX/BTdjxUSHOEwWf1hMOWI=
Content-MD5: ujCZn5p3fmczNiQQxdsGaQ==

Content-Length: 919

<?xml version="1.0" encoding="utf-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete-2-days</ID>
<Prefix>test/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>2</Days>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>5</NoncurrentDays>
</NoncurrentVersionExpiration>
</Rule>

</LifecycleConfiguration>

M) Rz 7= 51

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF26000001643670AC06E7B9AT7767921

x-obs-id-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCSvVK6z8HVeonrJh49gsB5vgzpgtohkiFm
Date: WED, 01 Jul 2015 03:05:34 GMT

Content-Length: 0

5.2.9 RENERYAE 45 B HARC &

IRENT 4R
SRINZ A BB 02 o P IR L A

EOEMPAT IR, TR IT E A GetLifecycleConfiguration $(ATAUR . BRINFE I
T RAA T T DLRAT SRR, AT DI A A SR SR P S A 4 Ho A
Fre

ERH B R
GET /?lifecycle HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date

Authorization: authorization
BEKEESH

PALRREISGIENIENEISE 58
= =2
EKIHRk

ZIERMEH A E L, AASILE 3-3.
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EKIHETTE

i) Nz H B

DM ESES

MRz iHE TR

IR R A AMEH SR

HTTP/1.1 status code

Date: date

Content-Type: application/xml
Date: date

Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<LifecycleConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Rule>
<ID>id</ID>
<Prefix>prefix</Prefix>
<Status>status</Status>
<Expiration>
<Date>date</Date>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>days</NoncurrentDays>
</NoncurrentVersionExpiration>
</Rule>

</LifecycleConfiguration>

A R A R B A A E Sk, AMIEZER 3-20.

£ BT SRR B i 2 1 2 A A5 O E BT 3R R R 5-18 ifiid

3<5-18 £ EARCETE

B iy
Date 572 OBS 1% H 32 Hif A0k Gk AT A= i Ja S o

H s 0440 1508601 mks =, JFH W UTC =E
A fFlhn: 2018-01-01T00:00:00.000Z, Fin¥fx
JE A& I 1] 5L 2018-01-01T00:00:00.000Z (1% %
WHIRG, 25T B T3 AN ISH ] BRI AN 2 3
KA, T

A7 A Expiration

Days i E R X G i A2 E TR ) 22 20 2K i AT A i A A4
R CBCEERE S R BB RAS)
A IEEH

A2 . Expiration
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2R IN

Fipy

Expiration

Az i JE BATC L R 7sad  [A] 1Y) Container
F: XML

Fi 4. Date 8¢ Days

Hiki: Rule

—% Rule MIFRIR, AT 255 DA TR R AL
Eio

LifecycleConfiguration

A iy JE BABCE Rule [ Container. 1] LR B £ 4
Rule, {HFEFIEEAE & H BAA B NASEE
20KB.,

2. XML
FI5 45 Rule
LA T

NoncurrentDays

BTN KS GAE RN 1 SRR 22 Ja B T LRI U A 2
FAL IEREH
A7 i NoncurrentVersionExpiration

NoncurrentVersionExpiration

A iy FE S C B P R D7 S A as B R ] £
Container. &1 LI Z a1 E R E AR O H 2 AR
CERETE) WM, KAk RGEMIBRR 5 3 e 2
JE BRI s A

257, XML

T 5. NoncurrentDays

i &: Rule
Prefix XRATE, AR IRIRLE T G n] LAV E 21 24§ iX
% Rule.
KA TR
RAimi: Rule
Rule HARSE— 2% A i i HATC & 1 Container .
R R
i fi: LifecycleConfiguration
Status PRI ATIX 46 Rule /2755

KA, T
RF A Rule
H3%{E: Enabled, Disabled
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5 API

BRI R H R

RSN

M) Rz 7 451

BEE SR AT B AR R AR R 0 R 3 5-19 iR,

5-19 4FTKEEIR

A1 iz:pay

HTTP K75

NoSuchLifecycleConfigurat | #f 4= iy & HA R B N AEAE
ion

404 Not Found

HARMRCAMU SR 6-3 .

GET /?lifecycle HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: WED, 01 Jul 2015 03:06:56 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:/Nof9FCNANfzIXDSONDplIfDu8I=

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF260000016436BA5684FF5A10370EDB

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSEMKZSIeboCAleAukgYOOAd70X3ZONn

Content-Type: application/xml
Date: WED, 01 Jul 2015 03:06:56 GMT
Content-Length: 919

<?xml version="1.0" encoding="utf-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete-2-days</ID>
<Prefix>test/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>2</Days>
</Expiration>
<NoncurrentVersionExpiration>
<NoncurrentDays>5</NoncurrentDays>
</NoncurrentVersionExpiration>
</Rule>
</LifecycleConfiguration>
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5.2.10 MIB&#ERY £ s EHAEC B

IhEETT

MHI A5 R A ) 2E i A G LA S, o MR R R AN 1, OBS AN H Bl IR A

FRR

BLEMPATICERME, % EHRIAT A PutLifecycleConfiguration FFR .
AR ATA F0T DABAT IR, T DUIE I 15 A SR B SR AL

. S s
1F§3$ZIEHILA1Eﬁ_k:

DELETE /?lifecycle HTTP/1.1

Host: bucketname.obs.region.example.com

Date: date

Authorization: Authorization

ﬁ*“ﬁlb‘/i‘i
BRI PR R S

FKHEL

HKIHETTER
R BRI BT
i Rz H B

HTTP/1.1 status code
Date: date
Content-Type: text/xml
Date: date

Pl Rz 7 2 5k
SR A T L PR A B 3k, Bk B3 3-20.

i Rz H R TT 3R
SR AL LA T 3R

=LA TS
TR R, TR R ES B EEER 6-3 1,

Nt

s g —
LR N
DELETE /?lifecycle HTTP/1.1
User-Agent: curl/7.29.0

BUBOH TR
e A A
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X GAT At R 55
API % 5API

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:12:22 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:5DGAS7SBbMC1YTC4tNXY57Z12Fo=

M) Rz 7= 51

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: BF260000016436C2550A1EEA97614A98

x-obs-id-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCSB7AOKZEBOCutgcfZvaGVthTGOJSuyk
Date: WED, 01 Jul 2015 03:12:22 GMT

5211 & EMBNZ AR

2 WA DI RE T A8 P A o SO ot SR 00 T AR it — AR R T B F P AT B

2 A DNRERIRAT R AR JFOR RIS AR, SXFE L e RS AR B F

Fr i s A R B . 2 AR D g mT T B0 O B AAT A

FANEOLT, A W E 2 A TIRE .

AN BB A 2 ARCACIRES - FRTT IS B 154 10 22 ARCAS Th B -

BB 2 MUARS A Enabled, TF /A i 2 A D) fg:

o LAEXZRI, RENE MW REEDMERAT, ARSI SR AR E
i HARE G, i A2 BT AN R AR AS = (R 7] 48 % B

o ALMEEMAT TEMER, MMEERATHINTHEHANR;

o MBI G AT AR E A S BRSO S B R A A E— R
FIMERARIC, IFASIERXS 55

o S AT RANEIS BRINS L SFRt RAIZR, ] AFE € 51 A A T A RS R 471
%,

o [R 7 MIBRARICAN, BERRASHIN RAFEEI T3 AR ST ) .
BB 2 WARZS Ay Suspended, 51K 22 fRAS Ty e«

o IHMRAKIEAREEIREY

o AL RIS BN RAIRA S N null, A% [F 4 R GOk 78 55 R AT R 44 R A 5
?9 null HQX¢§R;

o ATLMEEMAS TERINER, MMEERA S BN T HEH R
o JHIERNS G AT LA E A S MR, AN RRCAS S MR SR AR — AN R 5 04 nll
FIMERARC, I ERARAS S 29 null (% 525

o [R 7 MBRARICAN, FEARRASHIN RAFELI T3 O Soc i) .
FA AT & w] LA B ) 22 FRARES
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<GHEHER
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1F3:$Z~FEILAJW:§§§

lial Rz H 23K

i) Rz H 22k

PUT /?versioning HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
Content-Length: lIength

<VersioningConfiguration>
<Status>status</Status>

</VersioningConfiguration>

ZIE R B PAE R S5

ZIERMEA A E L, RS IE 3-3.

EMER Y, T EEE R BRI B 2 RARES, BEREE L XML ##:
1%, BARMIECE TR Wk 5-20 ik

#®5-20 WIS MARSEETE

ki g o
VersioningConfiguration Z AT B AR A . &

/\—H‘ 5‘ 96
Status PRI ) 2 iRACIRES &

R MEE

i i VersioningConfiguration

¥t : Enabled, Suspended

HTTP/1.1 status code
Date: date

Content-Length: lIength

BRI A A Bk, BRI S5 3-20.
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M iz 5H 2 7T

BN N T E 2

BRI

M) Rz 7~ 151

=

nes

A R B R 2 AN BT R

TRFRA R, TEfRCLBEMER 6-3 1.

PUT /?versioning HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:14:18 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:sc2PM13Wlfcoc/YZLKOMwsI2Zpo=
Content-Length: 89

<VersioningConfiguration>
<Status>Enabled</Status>
</VersioningConfiguration>

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: BF26000001643672B973EEBC5FBBF909

x-obs-id-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCSH6rPRHjQCa62fcNpCCPs7+1Ag/hKzE

Date: Date: WED, 01 Jul 2015 03:14:18 GMT
Content-Length: 0

5.2.12 FREVHEAY 22 i AR 7S

hEEN A

EKIHEH

\\
GHES

$ i‘ﬁll_,\}

_t

2|

AR BT AT 5 AT USRI € A ) 22 iRAS IR 2 o
URMAR BB A 22 ARCACIR S, TR A AN 2R [ AR ) 22 FRASIRES

GET /?versioning HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

2RI B A AME S S5

ZIERMEH A E L, AASILE 3-3.
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GHETTR

D)SRRSY =2

i) Rz H 22k

MR EE TS

BRI N H R

LN

IR R A AMEH SR

HTTP/1.1 status code
Date: date
Content-Type: type
Content-Length: length

<VersioningConfiguration xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Status>status</Status>
</VersioningConfiguration>

A R A R A A E Sk, AMIEZ R 3-20.

3 R R R R BAE S T SR I R B ) 22 FRACIRES s JT R I AR (R 5-21 i
e

%<5-21 MRGHETTE

BF iR

VersioningConfiguration ZIRARSERRTER.
K. TR

Status PR 2 AR o
R MHE
A%l Enabled, Suspended

THRFRAT R, TEERCEEEER 6-3 .

GET /?versioning HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:15:20 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:4N5gQIoluLO9xMYOm+81In/UWXM=
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M) Rz 7~ 51

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436BBA4930622B4FCOF17

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSQIrNJS5/Ag6EPN8DAWW1PWgBc/xfBnx
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:15:20 GMT

Content-Length: 180

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<VersioningConfiguration xmlns="http://obs.example.com/doc/2015-06-30/">
<Status>Enabled</Status>

</VersioningConfiguration>

5.2.13 X B HBBECER

IhEET 4R

ERIHRHER

EKIHESH

HEKIHE L

A 25 (R AT 6 AT AR SO, B0 Byte (719D, BRIRIIERORAE N 2%%-1. HlER
WIWECHTN 0, RonBCA BRI AR BC A .

(RERL
1. WEFXEE, wREBUHEARE, T A EA 0.
2. §TFMEFAORBRMTREEZ, MG EREETHE, BRUAMRFATRIARRANAER, &
TR B . T A IR A A2 B B3 R Ik 386 5 KA R T = %69 1 L,
3. WMAEELINBEDHFANLS215 RBEMGEERE L.
4. WmEERERHER LA S, 28 E HTTP K445 403 Forbidden, 4%i% 4
InsufficientStorageSpace. 4" KBHl, RPUHBHIRH GXEH 0), Mk E B4 £,

PUT /?quota HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Content-Length: length

Authorization: authorization
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Quota xmlns="http://obs.region.example.com/doc/2015-06-30/">

<StorageQuota>value</StorageQuota>
</Quota>

S SRAEE R B A WA S5

PR BCA RRRIE R Bk, AILE> 2 W 3-3.
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EKIHETTE

i N H 2T

el Rz 3H /2 Sk

Ml Rz iH R TR

AR B2

B &N

M) Rz 7~ 151

TR TR EE IR SR 2 0 FOR SR E I ) 2 [R] O A

+R5-22 MMEKEETTE

HARNLZ 5-22,

TEREH ik RELIE
StorageQuota S BT TS E S
KRR,

HTTP/1.1 status code
Date: date
Content-Length: length

A R B R B A A E Sk, RAREZHEE 3-20.

23 3R R S AN A R R TE R

TRFRE R, AR IR SR 6-3 1.

PUT /?quota HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: WED, 01 Jul 2015 03:24:37 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:k/rbwnYaqYf0Ae6FOM30JQ0dmI8=

Content-Length: 106

<Quota xmlns="http://obs.region.example.com/doc/2015-06-30/">

<StorageQuota>10240000</StorageQuota>
</Quota>

HTTP/1.1 100 Continue
HTTP/1.1 200 OK
Server: OBS

x-obs-request-id: BF260000016435E09A2BCA388688AA08

x-obs-id-2: 32AAAQAAEAABSAAgAAEAABAAAQAAEAABCSHbmBecv7ohDSvgaRObpxzgzJ9+18xT
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Date: WED, 01 Jul 2015 03:24:37 GMT
Content-Length: 0

5.2.14 ZxBX#EEC &N

IhEET 4R

IERIHRER

EKIHESH

<GHBE K

KigETE

e Rz H S AR

Ml RS H R Sk

Mo N HE TR

AR AT 5 R DABAT SRIBURRBC A5 2 AR A o AR B AT 5 FRIRZS 2 inactive IRESANAT A
AHIECANE B . A AECAE A28 Byte (777), 0 ARERAN R EIR.

GET /?quota HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZAERTE B R ATTE RS

ZIE R A ILHERE Rk, ARSI 3-3.

ZIEREEAEAEE TR,

HTTP/1.1 status code

Date: date

Content-Type: application/xml
Content-Length: Iength

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<Quota xmlns="http://obs.region.example.com/doc/2015-06-30/">

<StorageQuota>quota</StorageQuota>
</Quota>

AR R B A A E Sk, BiAIES %R 3-20,

M B LAY B e R B AR AR R RS B, TR BARE LNk 5-23 P
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KRl

M) Rz 7 451

3Rk5-23 MMRGHE TSR

TEBR ik

Quota MBCAL, BEAIHEITR,
KA. XML.
StorageQuota IO =R A= T

R

TRFRAT R, TERRCABEER 6-3 1.

GET /?quota HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:27:45 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:8m4bWlgFCNeXQlfu45u02gpo718=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016436B55D8DED9AE26C4D18

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSs2Q5vz5AfpAJ/CMNgCfo2hmDowp7M9
Content-Type: application/xml

Date: WED, 01 Jul 2015 03:27:45 GMT

Content-Length: 150

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Quota xmlns="http://obs.example.com/doc/2015-06-30/">
<StorageQuota>0</StorageQuota>

</Quota>

5215 KEEEFEER

INRENT 4R

EEIARATT AN G5 S 8], % G b 23 T OR/AMECR HE 588, 5 Byte
(91
(REELCY:
HTOBSHAERAGE4IT, BRAETAA — LML, RREENZH, RURETAFEHK
F IR I,

106



X GAT At R 55
API % 5API
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ERIHRHER

GET /?storageinfo HTTP/1.1

Host: bucketname.obs.region.example.com

Date: date

Authorization: authorization

EKIHESH

ZAERAME I R B2

HKIHEL

ZIERMEA A E L, AASIE 3-3.

EKIHETTE

2RI B A AME IR R TR

i) N H B

HTTP/1.1 status code

Date: date

Content-Type: type

Content-Length: Iength

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<GetBucketStorageInfoResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Size>size</Size>

<ObjectNumber>number</ObjectNumber>

</GetBucketStorageInfoResult>

Pl Rz 7 2 Sk
R I A AR Bk, BRI S % % 320,

M R HE TR
N TR A A LU BUC R R RIR L, TR B SLNF 5-24 R

3%5-24 MRGHETTE

TLEER 3%
GetBucketStoragelnfoResult REEMARERER, BEFERNDH
X RAE
H: XML.
Size R [B 7B KN
A, A,
ObjectNumber IR A RANEL
EiUP SiU
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TRFRA R, TEHRCLBEMER 6-3 1.

GET /?storageinfo HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 03:31:18 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:bLcdeJGYWw/eEEJMhPZx2MK5R9U=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF260000016435DD2958BFDCDB86B55E

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSitZctaPYVnat49fVMd1lO0+OWIPlyrg3
Content-Type: application/xml

WED, 01 Jul 2015 03:31:18 GMT

Content-Length: 206

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<GetBucketStorageInfoResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Size>25490</Size>
<ObjectNumber>24</0bjectNumber>
</GetBucketStorageInfoResult>

5.3 TR IBIE
5.3.1 PUT k1%

INRENT 4R

RN R RARTEFR B A I I — A R, BT IZEAE T A A S AL
{38
(RE L
Bl — AR B 03t 4 Rok—0Y, AARATR SMAHEAT, €L LHRLM L, T—kE
T3 G —k b R R L,
WIRAE G 2 R N A HH F R S R xS %, F P AR B % 278 76 JEUR Xt
R N THREBHE AL AR R E R RIR, B DUETE R S Sk in A\ Content-
MD5 Z4(. 7EXMIEN T, OBS B FALIIXT R )5, SXx 23T MD5 /%56, Wi
AR A H S E o

I IETT A EAL X B 43 5 x-obs-acl 24, BB RAJAR P Sng . an SR 44 H]
JUE FARXS BN RARFE x-obs-acl Z4, M SERINFT LI ITA OBS A1 17 1) o
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R HE OBS ARGt Tl Ja, FTRAKH PUT AR 7 ok R _E A% i+

B AEXT R K/ EZ[0, 5GB], W i 2 ALk 5GB AL, it 5.4
2 B ey B b A

5 POST H{&HIX 5l

Z R A

IERIHRHER

n
GHESH

FXHEK

PUT A% th S0l 17 5k S At i s POST _b A% I Dy i B A4 oy (R R B el A 3

PUT FA& 57 URL TR EX R4, POST FALIRACH) URL MR %, LHEiEENS
o P PIESRAT 2 0N

PUT /ObjectName HTTP/1.1
POST / HTTP/1.1

KT POST AL ZH4IE R, 1#55% 5.3.2 POST 1%,

A0SR 4 22 AR R TT R 1 %éﬁ%ﬁﬁ?ﬂﬂ“%%ﬁi*ﬁ‘%*ﬁ%&ﬂi%, I HatE
i B4 Sk x-obs-version-id 3R [BHZ AT o WA K 2 ARASIRZAS A A 10, IR SRR i
ARG nulls KFRPZRARS, 2015211 m%ﬁﬁ’]?#&ﬂi%

PUT /ObjectName HTTP/1.1

Host: bucketname.obs.region.example.com
Content-Type: application/xml
Content-Length: Iength

Authorization: authorization

Date: date

<Optional Additional Header>

<object Content>

2RI B A AME 24

ZE R AT LS R By Bk, BAR SR 5-25 Fios.
(MERLL
OBS ¥ ##& b3t % K 2% HTTP AL 2 49 6 /~iF K k. Cache-Control. Expires.
Content-Encoding. Content-Disposition. Content-Type. Content-Language. %=X _E4% Object ft+i%
BTk &iF Rk, OBS 2 AKX KBAERA T R. X 6 AMAAT LB T OBS RAELG915 7
Xt R AHAE APl 32 0 B AT, £E1% Object 4% F 8 S # HEAD #98H4%, iX SRk A 69455 &A%
HE A5 g6 HTTP kR PR EE P 3%,

7%5-25 EKiHE Sk
HELEMR R =T

Wik
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APl 2% 5 API
HELER R =T
Wik
Content-MD5 218 RFC 1864 Bt 5t EA 1) MD5 #5257 7F i
g, BRIV EAE 128-bit MD5 {H4 5 base64 Zntid J5 15 £
T
K. FRH
7~9l: n581G6hfM7vgl4KOvnWpog==-
x-obs-acl BUERT RIS, AT RN Bl Bk B RIOBR = | &
W&, 5 SR A TIUE S H SRS,
private; public-read; public-read-write
KR PP
Y R TR TIUE SR o
S5 x-obs-acl: public-read.
X-obs-grant-read QU R, SIS N ITE RS | &
RANZRIUN R0 AR .
KM PR
S5 x-obs-grant-read: id=domainID. W1H#ALL 2
R
x-obs-grant-read-acp | @& R, SIS NP AR | &
X% ACL IBLR .
K FRHE
5451 x-obs-grant-read-acp: id=domainID. IR L%
ANFE, FREEE A E
X-obs-grant-write- B RIS, AT LIS domain TIFERFPAS | &
acp ST % ACL ALK »
K. FRHEH
SEA5] x-obs-grant-write-acp: id=domainID. IR L L
AP, e .
x-obs-grant-full- U R, Al S IR AL domain FRTA AL | A&
control R RBOS GIeHdE . SRR ACL. 5X R ACL
AR -
KM FRHEH
S45 x-obs-grant-full-control: id=domainID. W154ZH 4
ZAHL, HEEN, .
x-0bs-meta-* U G, W LAE HTTP 3R LL “x-obs-meta- | 75

7 IS RSk, FSRIIN H R X oaEdE, DAEXT
W RAT E e SUE . 2 IR S ek 2 i X
GOUEFERS, T E € XOuEHE S TR [ B 1)
Skt EL . HTTP iSRG ETH B, KEAREHIT
8KB.
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PRI
. x-obs-meta-test: test metadata

L0 1R FBRP R CEEA RS A E ASCH 1Y
BATRB R, R —w B HE ASCH fEE AT
WS, TR i EAT M m g A2, mT LR A
URL %tk ¥ Base64 i, AR 55 A2 i Ab B o
fihn “rsc” ZE9E ASCI G, A LU URL 4wf5 A
“0HEA%B8%ADY%EG%96%87” , =Lim x-obs-meta-
%E4%B8%ADY%E6%96%87:
testoE4%B8%ADWEG%96%87 . [ & X TCEE H & x-
obs-meta-%E4%B8%ADY%EG%96%87, ik 55if H <=k A
FAFERACHE, ARG .

VLA SRR SCFER/ NG FBE, RS w4 SR IH B
L) key /NS, value A48, flfn: x-obs-meta-
Testl: Test Metal, WERIIZ G, FEXTGIRIEIHH

Bl x-obs-meta-testl: Test Metal.

x-obs-website-
redirect-location

MHHBE T Website FLE, 7T DUREIRBGX AN 3R (15 5K
HE A B 53— R — MM URL, OBS ¢
EAMEMNCKIR ARG, DRAFAEXT R TTEE

Blan, BE FE R BN 5 — R R
x-obs-website-redirect-location:/anotherPage.html

B E [ R B — MR URL:
X-0bs-website-redirect-location:http://www.example.com/
KM FRpER

BOAME: T

ZI: AL <17 . “httpi/l” BY “httpsi” Ik, K
JEAR L 2KB.

i

success-action-
redirect

HSHHMEZ—A URL, HT48 & ML 0E SR E1E ik

Thyue N Ji5 P = R [ Y b

o WRHSHUEA M HEEMERSTD, NS 303,
Location kI LS E DL L% . R4 AR
ETag 45k

o MRS HUE TR, N OBS ZmEIHZHMIER, W
MAD K 204, Location Skim A xt % bl

KR, FIE.

oA

x-obs-expires

FoRRT R A 1A, BT R . A A X R
HEMER . CAR R 5 A8 e ) T 46 1 550

A, A,

7~ x-obs-expires:3

i
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ZAERIE B AMERITE ROt R, 1EH AR B R .
i) Rz 3H B A T
HTTP/1.1 status code
Content-Length: length
Content-Type: type
M Rz 3 2 2k
AR B B B A E L, BARTES K 3-20.
RN N B k2 A, BT REAE F Bk 5-26 TP N E Sk
#<5-26 MfNMERLHSE Sk
HESLBIR ik
x-obs-version-id X REI AT o AERAA I 2 AR ATT R,
SR [BIR G RA S
KA

Mo M HE TS

BRI R H R

EKRRA1

T2 R B AN BT R

ZIER IR FITCRR R, TR DA S ER 6-3 1,

EfERR

PUT /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:11:15 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:gYqplLg30dEX7GMi2qFWyjdFsyw=
Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]
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BRG] 4

Me) 2 7= 451 4

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BF2600000164364C10805D385E1E3C67

ETag: "d41d8cd98f00b204e9800998ecf8427e"

x-obs-id-2: 32AAAWJAMAABAAAQAAEAABAAAQAAEAABCTzu4Jp2lquWuXsjnLyPPiT3cfGhgPoY
Date: WED, 01 Jul 2015 04:11:15 GMT

Content-Length: 0

e R BRI B E ACL

PUT /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:13:55 GMT

x-obs-grant-
read:1d=52f24s3593as5730ea4£722483579%9ai7,1d=a93fcas852f24s3596ea8366794£7224
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:gYgplLg30dEX7GMi2gFWyjdFsyw=
Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB7800000164845759E4F3B39ABEES5E

ETag: "d41d8cd98f00b204e9800998ecf8427e"

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSReVRNuasOknI+Y96iXrZA7BLUgj06Z
Date: WED, 01 Jul 2015 04:13:55 GMT

Content-Length: 0

EIVEE e Sl

PUT /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:17:12 GMT

Authorization: OBS H4IPJXO0TQTHTHEBQQCEC:uFVJhp/dJqj/CJIIVLrSZ0gpw3ng=
Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]

HTTP/1.1 200 OK
Server: OBS
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x-obs-request-id: DCD2FC9CAB78000001439A51DB2B2577
ETag: "d41d8cd98f00b204e9800998ecf8427e"
X-OBS-ID-2: GcVgfeOJHx8JZHTHrRgkPsbKdB583fYbr3RBOHT6mMrBstReVILBZbMAdLiBYy1ll
Date: WED, 01 Jul 2015 04:17:12 GMT
x-obs-version-id: AAABQ4g2M9 cOvycg3gAAAAAVURTRkha
Content-Length: 0
e s —
15KR B 5

el Rz 7~ 451 5

wKRRB 6

Mg Rz 751 6

EAEXT R A MDS

PUT /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:17:50 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uFVJhp/dJqj/CJIVLrSz0gpw3ng=
Content-Length: 10

Content-MD5: 6Afx/PgtEy+bsBjKZzihnw==

Expect: 100-continue

1234567890

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: BB7800000164B165971F91D82217D105

X-OBS-ID-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCSEKhBpS4BB3dSMNgMtuNxQDDIXvOw5h
ETag: "1072elb96b47d7ec859710068aa70d57"

Date: WED, 01 Jul 2015 04:17:50 GMT

Content-Length: 0

BT Website BB, EAEXTRETBE TEN SR EE M

PUT /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:17:12 GMT

x-obs-website-redirect-location: http://www.example.com/
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:uFVJhp/dJqj/CJIIVLrSZ0gpw3ng=
Content-Length: 10240

Expect: 100-continue

[1024 Byte data content]

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001439A51DB2B2577

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTmMxB5ufMj/7/GzP8TFwTbp33ulxhn22
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ETag: "1072elb96b47d7ec859710068aa70d57"

Date: WED, 01 Jul 2015 04:17:12 GMT
x-obs-version-id: AAABQ4g2M9 cOvycg3gAAAAAVURTRkha
Content-Length: 0

KRG 7
7E URL 835438 FE %

PUT
/object02?AccessKeyId=H4IPJXO0TQTHTHEBQQCEC&Expires=1532688887&Signature=EQmDuOhWLUr
zrzRNZxwS72CXeXM%$3D HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Content-Length: 1024

[1024 Byte data content]

el Rz 7~ 151 7

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FC9CAB78000001439A51DB2B2577

x-obs-1d-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTmxBS5ufMj/7/GzP8TFwTbp33ulxhn2z
ETag: "1072elb96b47d7ec859710068aa70d57"

Date: Fri, 27 Jul 2018 10:52:31 GMT

x-obs-version-id: AAABQ4q2M9 cOvycq3gAAAAAVURTRkha

Content-Length: 0

5.3.2 POST _t1%&

A AR A AR LG R OO P — X 50, BT 2 5 L 9 RS A
.

(AR
FI— ANl 803 %6 R —t0, BARKTT B SMAGHAT, ELEARALMHE, i—kE
PR3 S —oKk L3t R A
URSRAESR E RIM N C A AR B SR E RO 5, FT AR BT R R 7 75 TR R
G N T HREIEE AR R PR E BIR, P AT BLAETSE SR E Sk A Content-
MD5 24, EIXFEUL T, OBS W B EALKIXI RIG, X ST MD5 18, Wik
A—BUUER IS B T IE AT AE AR RN 1 5E x-obs-acl 24, BLEXT RN
IR 2 SR

PR T ATELH PUT B BAEXS BN, JEATEAEH] POST EAEX 4

B AR ORI B[O, 5GB], USR5 2 AR 5GB (A, 7 EiE 5.4
% BUgAER T B AL
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5 PUT EERIXHI

Z R A

GHEHER

PUT A% th S0l 17 5k S At i s POST _b A% I Dy Vi B A4 v (R R B delf e 3

PUT FA& 57 URL TR EX R4, POST FALIRACH) URL MR %, LHiEENS
o P PIESRAT 2 0N

PUT /ObjectName HTTP/1.1
POST / HTTP/1.1

KTF PUT LM Z1E4HE R, 5% 5.3.1 PUT 1%,

WM Z RARERIF BT, RESHIAN GAER—MME—RRAS; W
%ﬁ&ﬂiﬁtu SEEM, WRSA IR FRRAS A null, I Nk Sk x-obs-version-id
RIENZIRAS . KTMAIZRARE, 205211 BEMNZ RARE

POST / HTTP/1.1

Host: bucketname.obs.region.example.com
User-Agent: browser data

Accept: file types

Accept-Language: Regions
Accept-Encoding: encoding
Accept-Charset: character set
Keep-Alive: 300

Connection: keep-alive

Content-Type: multipart/form-data; boundary=-9431149156168
Content-Length: length

--9431149156168

Content-Disposition: form-data; name="key"

acl

--9431149156168

Content-Disposition: form-data; name="success action redirect"
success redirect

--9431149156168

Content-Disposition: form-data; name="content-Type"
content type

--9431149156168

Content-Disposition: form-data; name="x-obs-meta-uuid"
uuid

--9431149156168

Content-Disposition: form-data; name="x-obs-meta-tag"
metadata

--9431149156168

Content-Disposition: form-data; name="AccessKeyId"
access-key-id

--9431149156168

Content-Disposition: form-data; name="policy"

encoded policy

--9431149156168
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iF33$ziEéE§15f;

2

£

Content-Disposition:
signature=
--9431149156168
Content-Disposition:
Content-Type: image/jpeg
file content
--9431149156168
Content-Disposition:
Upload to OBS
--9431149156168--

ZIE R B P AME 24

form-data;

form-data;

form-data;

name="signature"

name="file";

name="submit"

ZIERMEH A E K, BRiES W& 3-3,
ISR AE SR CORS BCEAE 2, W5 Z 48 FH iV Bk 0 3R 5-27 Fi.

£%5-27 3XHY CORS EC ERIEKIHE kL

filename="MyFilename"

HBKBR

Py

Origin
NS
KA.

VoZan

TR

g SR 45 € RS ki 5K Origin Gl % Jydsk &

Access-Control-
Request-Headers

K

SEBRIE R AT LA HTTP Skisk, Al &4

R AT

iy

ZIE RS BT R AR IE AN, R A7 B EAR S LNk 5-28 Fis.

3%5-28 I KHERBETTE

SWBWR ik

file

AR G A 2R

KA.

TUBER ORISR

. = =3
M

LR WBHDITONRSG— D2, BES
B RSB HRWETT
file 2.

R ARESEAHE

key

I3 A SR B X R AR

il
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SHEW

ik

ESET

AccessKeyld

F R4 BIE R K2 1 Access Key s

Vrzan

HKH. FRFH,
ZIR A WERZE R OFE L 2RSS, M2
WIS HL

policy

ZIE K2 2RI RA . policy #3iEZS % 3.2.4
B Ay AR R H 4 2 44 BT policy 4%
B2V

R TR

token

k4 — 8 B1E R R # 1 Access Key, 1ERZE4
i R ) 22 4 Mg o token RS2t i T B plfg &
) Access Key, 1R 25 44 FlE >R 1 22 4 TR
HKH. TR

NGAE

HTML H: <input type="text" name="token"
value="ak:signature:policy" />

!

x-obs-acl

BT G, nT RO E e 2 Sk v B R BB
SR, 5 P A SRS N FIUE SCRH T S, BLg
private; public-read; public-read-write; public-
read-delivered ; public-read-write-delivered
e

ZNAE

POLICY #': {"acl": "public-read" },

HTML H: <input type="text" name="acl"
value="public-read" />

oA

x-obs-grant-read

QXS G, A Sk sk AL domain A I
A3 X GARIU G e s FIBUR -

K. FRH,
ZNUE
POLICY : {"grant-read": "id=domainid1" },

HTML H': <input type="text" name="grant-read"
value="id=domainld1" />

i

x-obs-grant-read-acp

BN G, A k38 B2 AL domain A A
HIREU 5 ACL FIALFR

B, FRFE,

AN

POLICY #: {"grant-read-acp": "id=domainld1" },

iy |
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HTML H: <input type="text" name="grant-read-
acp"” value="id=domainld1" />
x-obs-grant-write-acp BT R, A Sk domain FETE A | &
HEX SR ACL IR .
KA FHE
ZNUE
POLICY 1: {"grant-write-acp": "id=domainld1" },
HTML H: <input type="text" name="grant-write-
acp"” value="id=domainld1" />
x-obs-grant-full-control | G g xf G}, ff A bk AL domain FRFEH T | &5
AERR RIS Zocldh . KB R ACL. 5
X% ACL HIBLR -
KM TR
ENUE
POLICY #: {"grant-full-control": "id=domainld1" },
HTML #1: <input type="text" name="grant-full-
control" value="id=domainld1" />
Cache-Control, X5 NSHUR HTTP frifiiH B3k, OBS Krixttz | &
Content-Type, Fodsk TR, S P FEUA 58 Head Object
Content-Disposition, I, PRI R L X L S A
Content-Encoding KA TR
Expires A~
POLICY H1: [“starts-with", "$Content-Type",
"text/"],
HTML H: <input type="text" name="content-type"
value="text/plain" />
success_action_redirect | HEEKME R —A URL, HTH8E 4 bkiGRkE | &

A RSC T i L Je 1 25 [ ) Lk o

o MR MBEUEAE M HEMERT), WML A 303,
Location k3Kt L ZH L K hifi 44 W% 4. Xt
%) ETag 4.

o RIS HEUETRL, W OBS 225 r1E
FH, WA RSy 204, Location kI w5 Hhhl .

KA. FIRFH,

~:

POLICY : {"success_action_redirect":
"http://123458.com"},

HTML H: <input type="text"
name="success_action_redirect"
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value="http://123458.com" />

Xx-obs-meta-*

I G, AT RAE HTTP iR “x-obs-
meta-” V4 B LB LL “x-obs-meta-” FF 3k (1) 2 3k,
IR B R esdE,  PLEX 0 RikAT B 5E X
L P IR R W B Oon R
IMNE) B 78 ST K 2 A2 3R B B B2k v
Mo

KA TP

ZNUE

POLICY 1: {" x-obs-meta-test ": " test metadata " },

HTML H: <input type="text" name=" x-obs-meta-
test " value=" test metadata "' />

iy

success_action_status

XANZH R TE O N PR RS, SRVFBOE B

200, 201, 204.

o WIS B B E Ny 200 5L 204, OBS i
B body A%

o WMRILSHUEN K E S 201, T OBS i B4 K
HAL S XML STRS IR 0 SR AR )3

o HIFRANA S E ST, OBS Wi
fih Ay 204.

KA. TR

7~

POLICY H: [“starts-with", "$success_action_status",

IIII]'

HTML H: <input type="text"
name="success_action_status" value="200" />

i

x-obs-website-redirect-
location

MHHBEE T Website Bt &, 1T PUK SREUGX AN ST 5 1)
T >R 22 M B A 5 — A ek — AN A
URL, OBS#iX/MEM LI EE, RAFEX SR
[T s+

BRiME:

ZyR: WAILL €17 L “http://” 5L “https:/” TF
3k, KEAHEE 2K,

oA

x-obs-expires

R G [E], AR R A2 RN R
BEZIMIER. AR G Ja i 2O D F 4R 15D
HAY. R,

7~fil: x-obs-expires:3

oA
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Mo Bz iE 243K
HTTP/1.1 status code
Content-Type: application/xml
Location: location
Date: date
ETag: etag
M 525 2k
ZAE R R R B A E Sk, BARES %K 3-20.
Br AL NOE Sk 2 Ah, IE AT REAE FH Ak 5-29 T Rk
#<5-29 MimnmERIERSk
HRKRFR ek
X-obs-version-id X RAVRA T o QR 2 AR 9 TT ),

SR RIRRA S o WA I 2 AR ACIRAS V8T
%, N<xik[Al null.

KA. A

Access-Control-Allow-Origin M E T CORS BLE, wiiE=RM Origin i &
k55w ) CORS FC&, U ma 37 o AL 5 X A
Origin,

K. SR

Access-Control-Allow-Headers MR E T CORSELE, UnHiERI headers i
JE RS ) CORS FC &, AR M 3 A A A X >
headers.

K. SR

Access-Control-Max-Age Y E T CORS PLE, Medsum CORS ML E H 1)
MaxAgeSeconds.

FA. B

Access-Control-Allow-Methods M E T CORS FLE, WIHiE KM Access-
Control-Request-Method 3 & il 55 %ifi '] CORS fic
B, e R AL S IX %% rule H ) Methods.

KA. FIFHE
HRfE: GET. PUT. HEAD. POST . DELETE

Access-Control-Expose-Headers MM E T CORSEIE, fRSsim CORS & A i)

ExposeHeader .
KA TR

X-0bs-server-side-encryption R R 4% i a5 J& SSE-KMS J7 2%, i M A4 1%
et

KR,
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HBRKRR iR
7~ x-obs-server-side-encryption: kms
MREEE TR
AR N LINAE DS e N S
ji\ :\ 4
BRI N H R
TRRE R, AR RCAU SR 6-3 1.
v g —
1EKRRf 1
i@ POST L&
POST / HTTP/1.1
Date: WED, 01 Jul 2015 04:15:23 GMT
Host: examplebucket.obs.region.example.com
Content-Type: multipart/form-data; boundary=-----—---—-—————-——————————— 7db143£50da2

Content-Length: 2424
Origin: www.example.com

Access-Control-Request-Headers:acc_header_ 1

————————————————————————————— 7db143£50da2
Content-Disposition: form-data; name="key"
object01l

————————————————————————————— 7db143£50da2

Content-Disposition: form-data; name="acl"
public-read

————————————————————————————— 7db143£50da2
Content-Disposition: form-data; name="content-type"
text/plain

————————————————————————————— 7db143£50da2
Content-Disposition: form-data; name="expires"

WED, 01 Jul 2015 04:16:15 GMT

————————————————————————————— 7db143£50da2
Content-Disposition: form-data; name="AccessKeyId"
14RZT432N80TGDF2Y2G2

————————————————————————————— 7db143£50da2

Content-Disposition: form-data; name="policy"

ewOKICAiZXhwaXJhdGlvbiI6ICIyMDE1LTA3LTAXVDEYO]jAwWOjAWLjAWMFoi LAOKICAiY29uZGl0aW9ucyT
6IFsNCiAgICB7ImJ1Y2t1dCI6ICIleGlhcGx1YnVja2VOIiBOLAOKICAGIHSiYWNsIjogInBlYmxpYylyZW
FkIiB9LAOKICAgIHsiRXhwaXJlcyI6ICIXMDAWIiBI9LAOKICAGIFsiZXEiLCAiJGtleSIsICIvYmplY3QwM
SJALAOKICAgIFsic3RhcnRzLXdpdGgiLCALIJENVbNR1bnQtVHIWZSIsICJ0ZXh0LyJdLAOKICBADQp 9DQo=

————————————————————————————— 7db143£50da2
Content-Disposition: form-data; name="signature"
Vk6rwOONgO9BLhvNSIYwSJITRQ+k=
————————————————————————————— 7db143£50da2
Content-Disposition: form-data; name="file";
filename="C:\Testtools\UpLoadFiles\object\1024Bytes.txt"
Content-Type: text/plain
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01234567890

————————————————————————————— 7db143£50da2
Content-Disposition: form-data; name="submit"
Upload

————————————————————————————— 7db143£50da2--

WAL E cors J5, AN 2>FL75 Access-Control-*[{]1{z5 & .

HTTP/1.1 204 No Content

x-obs-request-id: 90E2BA00C26C00000133B442A90063FD

x-0obs-1d-2: OTBFMkJBMDBDM]ZDMDAWMDAxMzNCNDQyQTkwMDYzRkRBQUFBQUFBQWJ1YmJiYmJi
Access-Control-Allow-Origin: www.example.com
Access-Control-Allow-Methods: POST,GET, HEAD, PUT
Access-Control-Allow-Headers: acc header 01
Access-Control-Max-Age: 100

Access-Control-Expose-Headers: exp header 01

Content-Type: text/xml

Location: http://examplebucket.obs.region.example.com/object01l
Date: WED, 01 Jul 2015 04:15:23 GMT

ETag: "ab7abb0dad4bca5323ab6119b5dcd296"

3.3 SR

%% (Copy Object) $FIEFIKHY OBS b AAFAERIN RANE —EIA

HREATEHIS ZIRIERS,  F A RECA IS R okt Pt nr DU H AR 5
AR TG B a5 e AR R SR b s R e e . B H AR AN 2 AN R ACL {5
B BOARSET X R ACL J2 private, I/ AT DU I E ACL HO#RAFEFE MR E R
SEHTRTR I ACL.

ST R AR R 7 ELE I I A P8 DL AN R A5 S, ARl B sk

HARA SR /NEFZ[0, 5GB], R IEXT RNt 5GB, R AEfE ] Range #5 DUAR 7%}
%o

=

o

BRINEDL T, x-obs-copy-source A7 1R & Hil Y5 G BT MAS « a0 SRR SRR 5R T hiR A &
MHIBRARID, WA IZX R EMIER . ZE 46 E AR R, 7] LAE x-obs-copy-source
TR 23k 571 versionld 4.

ISR HARRT R ) 2 AR R IT R, RGO H AR R A BME— IR S (i
A5 GRS RRAGAFD, I H AL RR L x-obs-version-id I& [FHZRA S . 7R
HARA A I 22 BRACIR S 2 = 00, W H ARX R ETRRAS 54 null
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EKIHEHER

IEKIHESH

HKIHEL

A

BAREA TR SR HFLT, ¥R % object A £ 4% B4Rt % object B, 4R &
2 HAREZ AT % object B 244, A HRMERITZE T £ object_ B N &4k A
# %+ % object B B &, A#ARPE, RAETHRE I L object B, 4% object B
T2 Mk, BHRALE R copy 4 2 B F AR B AR RN A A RHE L AME, B
copy FE KA RMIE . A4 id4L 4 RT £ object A FAEAT T AL,

ST RS RARE DRI HTTP i |51 Sk3g /) status_code K AWrE K& 5 e, =k
f status_code 1z 1] 200 I F IR R 553 DA RIE K, HIFMAB R RiER. &
il 75 B D 2 AE R ST B body 1, U body & ETag Ar¥s A s iz, 0%k
N BRI

PUT /destinationObjectName HTTP/1.1

Host: bucketname.obs.region.example.com
x-obs-copy-source: /sourceBucket/sourceObject
x-obs-metadata-directive: metadata directive
x-obs-copy-source-if-match: etag
x-obs-copy-source-if-none-match: etag
x-obs-copy-source-if-unmodified-since: time stamp
x-obs-copy-source-if-modified-since: time stamp
Authorization: signature

Date: date

IR B AAEH S S5

I ST DT B B Sk e BRI IS S, BRI 3-3 Bios.

3%5-30 IEBKHEEL

HEKBIR i =8
Wik
x-obs-acl SR, AT RO b g B R B R AOBRAE RIS | &

W, A5 P PR SR O FIE SCH R SR, L35 private;

public-read; public-read- write.
ESIUHE L E

~: x-obs-acl: acl

x-obs-grant-read B R, A LA domain FHTA AR | &
o R RN R UG 5 e A AL PR
KA. FRH

x-obs-grant-read- BRI, Sk AL domain FRTE B 3K | &

acp
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HESLRMR

ik

=y
whik

B % ACL AR «
KM FhFER

X-0bs-grant-write-
acp

BT G, Ad LA domain FATEH A S
% ACL FIALRE .

KM PR H,

i

x-obs-grant-full-
control

USRI, A8 A ISk AL domain BT P A
MR RBOT ol SRR ACL. HXIR ACL
HIBLRR -

KM PR H,

iyl

x-0bs-copy-source

FHR AR & & 0 R FITEAR 4 UL IR R4 . 24355
RIFAEZ AN, 81T versionld 545 & A5 o
%o

K TR
7~: x-obs-copy-source: /source_bucket/sourceObject

P

X-obs-metadata-
directive

SR B R A 52 00 R I e et 2 S S R, b
7 PR SR AR 1) e A 5 4 o

%@: 2o Kl

SRR

13 %HUE: COPY mk REPLACE.

ERME: COPY.

7~l: x-obs-metadata-directive: metadata_directive

Ly WR LS AIEA & COPY 8 REPLACE,
] OBS 7Bk [A] 400 ;s Wi Pt Tz docEds
BAE QEXRS BAR RAHED , M E A Gk
REPLACE, 150 bifsRAEATCROER, M55 v M 57
400, EZEAS IR N 6 G5 ol AR i 6t %
GEXT %5 Hbr SMIED o an s P Al S 5808 i
EfI5t %, RG0KR A1 400,

i

x-0bs-copy-source-

if-match

R 4R B Etag 5 IS E0R € MAE A SR A 147
SH SR, BRE 412 (RTEFEAHL) .
KM PR

7~ : x-obs-copy-source-if-match: etag

Ly 44t B3] 5 x-obs-copy-source-if-unmodified-
since —EfEH, (HARSHEXMEERH Sl
H.

gl

X-0bs-copy-source-

if-none-match

HA N R 1) Etag 5S84 € I E A SN 432
AT R, BRI 412 BT EZAFAWL) .

ESINEL

7~ x-obs-copy-source-if-none-match: etag

oA
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IEKIHETE

HESLRMR

ik

=y
whik

LI LB HT 5 x-obs-copy-source-if-modified-
since —EAFH, (HARES HE KA E i S5 — i fi
H.

X-0bs-copy-source-
if-unmodified-
since

WA 24500 RAE LS HUR TE KN ) 2 5 A i ud A ik
TR RERAE, BIRE 412 (RTE RS
HZ A 5 x-obs-copy-source-if-match —#&{# /], HA
RESHERMTEHSH—EMEM.

B K4 http:/lwww.ietf.org/rfc/rfc2616.txt FE k5 2
(1) HTTP B (8] 745 5

7~ x-obs-copy-source-if-unmodified -since: time-stamp

oA

X-0bs-copy-source-
if-modified-since

WA R RAE S Hds € IR 2 Bl A4 AT 2
HT G AR, BRI 412 (RTEZMAARL) , S
#7] 5 x-obs-copy-source-if-none-match — 2 f# [, {HA
CASENEC LS RE o ey LTI

KA. K54 http:/lwww.ietf.org/rfc/rfc2616.txt FE k5 2
(1) HTTP B[] 745 5

7~ : x-obs-copy-source-if-modified-since: time-stamp

oA

X-obs-website-
redirect-location

LHFBEE T Website FC &, 7T PUESREGX AN KT R 15 3K
HE M B A 5 — A G E— AN AR URL, OBS ¥
EAME MNP EH,  SRAFTEXRT R e E R

KA A
BRI

Zig: L, <17 . “http:/” BE “httpsi” Tk, &K
FEAR I 2K,

oA

success_action_redi
rect

WSBIME R —A URL, T8 & s K #E ik

TIyui 8 fe ) R e g stk

o WRNSHUEA M HEEERSIDD, NS 303,
Location kI tH LS DL KAl 44 W R4 TR
ETag ZHi%.

o WRHBSHUE TR, N OBS ZuS S HI/ER, M
Mgk 204, Location Skim A xS bl

KA. TR E

oA

HAh B LIE S WK 3-3 FAY.

P RTE I B R BT e
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Mo Bz iE 243K
HTTP/1.1 status code
Content-Type: application/xml
Date: date
Content-Length: lIength
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CopyObjectResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<LastModified>modifiedDate</LastModified>
<ETag>etagValue</ETag>
</CopyObjectResult>
M 525 2k
ZAE R R R B A E Sk, BARES %K 3-20.
BR AL RIE Bk 2 Ah, IERTREAE A AN 3% 5-31 YT R k.
#<5-31 MimniERsERSk
HBRK AR ik
x-0bs-copy-source-version-id X RIS
KE. PR
x-obs-version-id H AR5 R RA S .
K. FrPH
oz E S TR
2R A R BB B s R oRIR RS R, TR BARS nEk 5-32 R .
#®5-32 MIRLHE TR
TRBR ik
CopyObjectResult S0 545 5 Container.
FA: XML
LastModified XFR A I ] o
FH: TP H
ETag HRE R base64 Zifift) 128 £ MD5 %, ETag &%}
FAKHIME—bRIR, AT RLEIZE R R RS
BN Lt BAEXT R ETag N A, T ERT R
ETag v B, WUHIX RN ERLE T,
A

127
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5 API

BRI R H R

BRI 1

el Rz 7~ 451 1

KRB 2

Mie) )87 7= 451 2

TRFRA R, TEHRCABEER 6-3 1.

BRI ZEE T, KehF bucket FHISTER srcobject # T EH examplebucket §1 destobject
xR

PUT /destobject HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:19:21 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:2rZR+iaH8xUewvUKuicLhLHpNoU=

x-obs-copy-source: /bucket/srcobject

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 001B21A61C6C00000134031BE8005293

x-0bs-id-2: MDAxQJIxQTYxQzZDMDAWMDAxMzQwMzFCRTgwMDUyOTNBQUFBQUFBQWJ1iYmJiYmJi
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 249

<?xml version="1.0" encoding="utf-8"?>

<CopyObjectResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<LastModified>2015-07-01T00:48:07.706Z</LastModified>
<ETag>"507e3ff£f69b69b£f57d303e807448560b"</ETag>

</CopyObjectResult>

FEN—NZRREXNER, ¥ bucket FHIRAS A
AAABQ4uUBLdLcOvycq3gAAAAEVURTRKha FIXT R srcobject # D1 24
examplebucket # destobject X%

PUT /destobject HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:20:29 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:4BLYV+1UxfRSHBMvrhVLDszxvcY=
x-obs-copy-source: /bucket/srcobject?versionId=AAABQ4uBLdLcOvycq3gAAAAEVURTRkha

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: DCD2FCI9CAB78000001438B8A9C898B79

x-obs-1d-2: DB/gBZmbN6AIoXImrrSNYdLxwvbOOtLR/16/XKTT4NmZspzhWrwp5Z74ybAYVOgr
Content-Type: application/xml

x-obs-version-id: AAABQ4uKnOrcOvycq3gAAAAFVURTRkha
x-obs-copy-source-version-id: AAABQ4uBLdLcOvycq3gAAAAEVURTRkha
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Date: WED, 01 Jul 2015 04:20:29 GMT

Transfer-Encoding: chunked

<?xml version="1.0" encoding="utf-8"?>

<CopyObjectResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<LastModified>2015-07-01T01:48:07.706Z</LastModified>
<ETag>"507e3ff£f69b690£f57d303e807448560b"</ETag>

</CopyObjectResult>

534 KN RAR

Zhi A

GHEHR

n
GHESH

GET 1M ZAF T8N G A GET #£ AT, 1EWHA L AUA X 5 ) READ L
BRo anSRXS 5 Owner #2744 HI /' READ Vs IR, 7 1) iZ06 &

BINET, éﬁﬁlﬁﬁ%%%ﬁﬁﬁﬁiﬁﬁﬁ% W SR B RS (5 G M b, U [ 56
FAEAE . WREGRIE AR %, R4 versionld 15 5244

GET /ObjectName HTTP/1.1

Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization
Range:bytes=byte range

<Optional Additional Header>

(MR
# 4 Range FHA Tk, W RAANEFELEHANE,

GET AR RN AN, v P 81 R S50 7 0 — eyl Bk E T E S,
A PLES KB Content-Type. Content-Language\ Expires. Cache-Control.
Content- Disposition LK Content-Encoding 3£ 6 4>, 53 #MiT 75 HUR] 6 S 2 A RioAs
if, AIELiE versionld 24, TE*F%ETWE’J}%&ZIKO FARFU B Nk 5-33 Fior.
(AR
OBS R4 4k 32 3% K F 3 4 49 Accept-Encoding, LR A3 b4 09 B MAEAT B 45, R 69 454%,
JE R AR QY BRAE B P 3R R . 3 HTTPClient £ BAH T T A A ARIB IR 43534 = 89
Content-Encoding 3t # &40 o 69 R AL 3E, B PR & 2RBEATHE KA 2T BMEL
2 VA B AT iR (1578 OBS sk4k & #9 3t % L 4c 4% Content-Encoding 3% 7 F 25T £ 83 3+
Content-Encoding #47 £ 5 ), dmRE T HM £ 69 HF K P T EEH &Kk, OBSLAFH HTTP
REHEKRFTHUAF RO EENEA £,

3%5-33 IHKHESH

SN ik mRWIE
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?ﬁ%ﬁ'\ #ﬁﬁ %E\l\\ii
response-content-type = 51 B H ) Content-Type k. Eo

KM FRHE
response-content-language 5 N P Content-Language k. | 5
K FRH
response-expires 5 I B ) Expires 2k i
K FRHE
response-cache-control 5 I B 7R 1) Cache-Control k. &
K. FRHEH
response-content-disposition # 5 i % 1 #) Content-Disposition i
% o
K FRHE
ZNE
response-content-
disposition=attachment; filename*=utf-
8"namel
THXNREMGHAN “namel” .
response-content-encoding 50 W A ) Content-Encoding k. | &
K FRH
versionld i & R BON R RCAS T &
KM, FRE.
attname 7

TEKIHEk

5 I3 N FF ) Content-Disposition
KM FRHEH

ZNE

attname=namel

TEXNREME N “namel” .

A SRR A S B AN, 38 AT B T B3 2 kR S RIS S Th g, 11 8

SLETRE LR 5-34 iR

£5-34 1EKHEERL

HELEMR iR BEwWiE
Range SREUH R, REUAE Range GBI | 65
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HESLRMR

ik

REwIE

FNE . 5% Range ASEriZ: I ZmE 17
BORHUEA X 5o

Range s&— /MUl EMEIGER/NN
0, HARNNGKSER 1. Range Yol 1)
IR N A IHT, R Range HAL S
G, R E 20 R FEN 1
XA X [R5

#5747 Range k385, MR B 1) ETag 175
X R ETag, 142 Range i [l P9 X
%) ETag-

R FRH

bytes=byte range

7~ 1: bytes=0-4

N 2: bytes=1024

M1 3: bytes=10-20,30-40 (FREAX
[a] )

If-Modified-Since

AR RAE R K b 4 E BN R 2 J5 A 12
B R RS R 501 IR (9] 304
(not modified) -

R FFE
http://www.ietf.org/rfc/rfc2616.txt 1 & k4
X HTTP B 75 5

|

If-Unmodified-Since

T SR RAETE K P 8 R I 8] 2 Je 1
B, WERED RN 7500 5 A
412 (precondition failed) -

KM 55
http://www.ietf.org/rfc/rfc2616.txt K iE k4
X HTTP B 747

it

If-Match

WX 41 ETag i K H455E 1) ETag
AT, PR B R 2, 15 D ) i [
412 (precondition failed) -

KA TP

(ETag {8, fl:
0f64741bf7cb1089¢988e4585d0d3434. )

|

If-None-Match

RN R ) ETag AliE R 16 € 1) ETag
AHE, R B RAZE, & AR
[5] 304 (not modified) -

KA. FRFH,

(ETag 18, #:
0f64741bf7cb1089e988e4585d0d3434., )

i
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BERIERTTE

i R H 2 AT

ol Rz 3H /2 %

"L‘Zﬁ%ﬁs{?ﬁ A%\ EPK’T%)EH Yﬁ A%\ﬁ% °

HTTP/1.1 status code
Content-Type: type
TDate: date
Content-Length: length
Etag: etag
Last-Modified: time

<Object Content>

A R B R A A E Sk, RAREZEE 3-20.
SR SR BT B SR 2 A, JE AT REAE T AN 3R 5-35 HITE B ko

7

#R5-35 MiIMRRLHE Sk

HEKBTR

Py

x-obs-expiration

TR E TR lifecycle, i AR E] LAY
R lifecycle JyiE, % Bk H expiry-date fifiik X}
FEIEAE I R RN REHREX R
lifecycle, & T 25| lifecycle, i JIHsT a] LA
g lifecycle i, %3 B2k expiry-date 1
rule-id W5 MEAE XA S AT IS R, &
WA B 7R 123k 38

KA TP

X-obs-website-redirect-location

LI EE T Website Bt &, #tnl LU E ST R 05
PEEXAN B, Website #5257 301 & 5E [A]
Wi 87, PR SR IR R R 3% 8 1 45 5 A PN 1 R —
AR R ESMBE URL.

ESUNE 2EE

x-obs-delete-marker

PR ST M BRAR T WA, T B
Ao HBLZIE Bk

K. Ani/R1E

HRME: truelfalse

BINE: false

x-obs-version-id

X RIIRA T o WUERZAS RICRA S, i Bz
A Iz B k.
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HERLZR iR
HYE: 75
BIME: o
x-obs-object-type %F 4 979E Normal X 4:inf, £33 [A] Sk dek, AT HY

e Rz HE TR

BRI R H R

EKRRA1

Mle) 7 73451 1

BRI 2

i N: Appendable.
KA. PR

A Mo

x-obs-next-append-position Xt % A Appendable XF R, 2 [A] Sk,

ZAE SR B B AN T B ER

TRFRAT R, TERERCAEEER 6-3 1.

TRENNR

GET /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

Authorization: OBS H4IPJXO0TQTHTHEBQQCEC:NxtSMS0jaVx1lLnxl0O9awaMTnd7s=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3F2A89604C49ABEES5E
Accept-Ranges: bytes

ETag: "3b46eaf02d3b6b1206078bb86a7b7013"
Last-Modified: WED, 01 Jul 2015 01:20:29 GMT

Content-Type: binary/octet-stream

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSQwxJ2I1VvxD/Xgwuw2G2RQax30gdXU

Date: WED, 01 Jul 2015 04:24:33 GMT
Content-Length: 4572

[4572 Bytes object content]

€ Range THMER (THEXIREANXEAAE)
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GET /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Mon, 14 Sep 2020 09:59:04 GMT

Range:bytes=20-30

Authorization: OBS H4IPJXOTQTHTHEBQQCEC :mNPLWOMDWg30PTkAWigJaLl3ALg=

%€ Range TEHXMR (TRYRZANXEAZ)

GET /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Mon, 14 Sep 2020 10:02:43 GMT

Range:bytes=20-30,40-50

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:ZwM7Vk2d7sD908zRsRKehgKQDkk=

i€ Range TEMR (TR REANXEAZE)

HTTP/1.1 206 Partial Content

Server: OBS

x-obs-request-id: 000001748CODBC35802E360COE869F31
Accept-Ranges: bytes

ETag: "2200446c2082f27ed2a569601cad4e360"
Last-Modified: Mon, 14 Sep 2020 01:16:20 GMT
Content-Range: bytes 20-30/4583

Content-Type: binary/octet-stream

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSN2JHU40kx9NBRNZAVBGaws31t3g3lg
Date: Mon, 14 Sep 2020 09:59:04 GMT
Content-Length: 11

[ 11 Bytes object content]

5 Range TEN S (FEXIZRZAMXIEIAZD

HTTP/1.1 206 Partial Content

Server: OBS

x-obs-request-id: 8DF400000163D3F2A89604C49ABEESS5E

Accept-Ranges: bytes

ETag: "2200446c2082f27ed2a569601ca4e360"

Last-Modified: Mon, 14 Sep 2020 01:16:20 GMT

Content-Type: multipart/byteranges;boundary=35bcf444-e65f-4c76-9430-7e4a68dd3d26
x-obs-1d-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSIBWEFOVW8eeWujkgSnoIANC2mNR1cdF
Date: Mon, 14 Sep 2020 10:02:43 GMT

Content-Length: 288

-—35bcf444-e65f-4c76-9430-7e4a68dd3d26
Content-type: binary/octet-stream
Content-range: bytes 20-30/4583

[ 11 Bytes object content]
-—35bcf444-e65f-4c76-9430-7e4a68dd3d26
Content-type: binary/octet-stream
Content-range: bytes 40-50/4583
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[ 11 Bytes object content]
-—35bcf444-e65f-4c76-9430-7e4a68dd3d26

s s —

1K~ 4

WRX R Etag EILELR T 8% 5

GET /object0l HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

If-Match: 682e760adbl30c60cl20da3e333a8b09

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMSO0jaVxlLnxlO9awaMTIn47s=

e Rz 7~45 4-1 (Etag A~PTED)

URAF R % 511 Etag {H A2 682e760adb130c60c120da3e333a8b09, M2/ K 2 i

HTTP/1.1 412 Precondition Failed

Server: OBS

x-obs-request-id: 8DF400000163D3F2A89604C49ABEESSE

Content-Type: application/xml

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSQwxJ2I1VvxD/Xgwuw2G2RQax30gdXU
Date: WED, 01 Jul 2015 04:20:51 GMT

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Error>
<Code>PreconditionFailed</Code>
<Message>At least one of the pre-conditions you specified did not hold</Message>
<RequestId>5DEB00000164A214CEC54C30A3A769E3</RequestId>
<HostId>Hw0ZGaSKVm+uLOrCXXtx4QnlalLzvoeblctVXRAgA7ptylOmzUUW/yOzFue041Bqu</HostId>
<Condition>If-Match</Condition>

</Error>

Mo Rz 7~ 45 4-2 CREATH)

I FAEAE IR0 4 1K) Etag {8 /2 682e760adb130c60c120da3e333a8b09, I T #k A 1)

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 5DEB00000164A21E1FC826C58F6BA001

Accept-Ranges: bytes

ETag: "682e760adbl30c60cl20da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSbkdmllsLSvKnoHaRcOwWRI+6+ustDwk
Date: Mon, 16 Jul 2015 08:04:00 GMT

Content-Length: 8

[ 8 Bytes object content]
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Me) 7 73451 5

KRR 6

el Rz 7~ £51) 6

£ URL FH#HHEL TRTR

GET
/object02?AccessKeyId=H4IPJXO0TQTHTHEBQQCEC&Expires=1532688887&Signature=EQmDuOhWLUr
zrzRNZxwS72CXeXM%$3D HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: Fri, 27 Jul 2018 10:52:31 GMT

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 804F00000164DB5E5B7FB908D3BASEOOD

ETag: "682e760adbl30c60cl20da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCT1pxILjhVK/heKOWIP8Wn2IWmQoerfw
Date: Fri, 27 Jul 2018 10:52:31 GMT

Content-Length: 8

[ 8 Bytes object content]

TEXMNFIEML, fHH response-content-disposition Z% LI,

GET /object0l?response-content-disposition=attachment; filename*=utf-8'"'namel
HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

Authorization: OBS H4IPJXO0TQTHTHEBQQCEC:NxtSMSO0jaVxlLnxlO9awaMTn47s=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 804F00000164DB5E5B7FBO908D3BABEQQD

ETag: "682e760adbl30c60cl20da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-1d-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCTIpxILJhVK/heKOWIP8Wn2IWmQoerfw
Date: Fri, 27 Jul 2018 10:52:31 GMT

Content-Length: 8

Content-Disposition: attachment; filename*=utf-8''namel

[ 8 Bytes object content]
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GET /object0l?attname=namel HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:24:33 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVx1lLnxlO9awaMTn47s=

Me) 2 7= 451 7

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 804F00000164DB5E5B7FB908D3BASEOOD

ETag: "682e760adbl30c60cl120da3e333a8b09"

Last-Modified: Mon, 16 Jul 2015 08:03:34 GMT

Content-Type: application/octet-stream

x-obs-id-2: 32AAAUJAIAABAAAQAAEAABAAAQAAEAABCT1pxILjhVK/heKOWIP8Wn2IWmQoerfw
Date: Fri, 27 Jul 2018 10:52:31 GMT

Content-Length: 8

Content-Disposition: attachment; filename*=utf-8''namel

[ 8 Bytes object content]

5.3.5 FREL R T HE

7

AT BRI P AT LAIAT HEAD $AFar & 3R BUS Goc i, iR I 2 S 5
ocHdEfE .

TN
BRAATEFOLT , IREXA) R BB A o oe il o A0 SRR PR X R A2 MR AR T, U
R IE] 404, AR SR EREUR E AKX R e, 1 KT #5747 versionld Y 224,

vEE s 3 B 4 N
18 l#aluﬁagﬁaj:

HEAD /ObjectName HTTP/1.1

Host: bucketname.obs.region.example.com

Date: date

Authorization: authorization

ERHEES Y

RS HU AN 5-36 .

R5-36 IEKHESH

SHEH i ERWYIE
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HKHETLR

e Rz H S AR

i) Rz H 22k

APl % 5API
BHER iR Rk
versionld ST R PIRA S . &

KA. P
1EKIEEL
ZIERMEAAIHEEL, AKiES%ER 3-3.
S ANZE R AT A R BN Bk, Bk ank 5-37 B
#*5-37 IEKIEEk
HELER | Rk BEWIE
Origin TG R fa 5w I ES IR Origink GEE MIA) . &
HA. I HE
Access- SEBRIE R AT AT () HTTP ki, aTRAFZAkiR. | &
Requar A A
Headers

ZIE R B P AMEHE TR

HTTP/1.1 status code
Content-Type: type
Date: date
Content-Length: length
Etag: etag
Last-Modified: time

AR B R B A E L, RARIES%E 3-20.
B SEm R B2k 2 Ah, ] e AT A0 R 2 5-38 HHITH S k.

7

3%5-38 MifnnmREE Sk

HEKBIR ik

x-obs-expiration

PRI E XA lifecycle,

AL T 8] LAY

% lifecycle Jyif, 1% /53 H expiry-date Hfid X}
SRITEALIE B R A R EN R
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Xt RAFE AR SS
APl &%

5 API

HEKBM

ik

lifecycle, & 7 HiZk 5| lifecycle, i i} a] LLAR
2493 lifecycle ik, Z%iH 23k H expiry-date Al
rule-id P ME(E X AR R AL HIE R &
WA 7R 1% 3k 38

B FIFH

x-obs-website-redirect-location

MIFBLE T Website Bt &, it v AR B X 2o
PRI AN JE T, Website 2\ iR 1] 301 5 5E ]
WS, iR SR B R R 3% 8 1 48 R AR PN 1 5 —
AR R BN E URL.

KM R

x-obs-version-id

XFRIIIRA T o WURZAS RICHRA S, e Bz
A HIZIE B k.

KR, TR
BRIME:

Access-Control-Allow-Origin

ML E T CORS FLE, WiRiFK M Origin i £
A 25 ) CORS BCE, AR M 87 H AL X >
Origin.

KR,

Access-Control-Allow-Headers

MR E T CORS il E, i if R headers i
JEARSS U CORS BLE, 78 M B AL & X A
headers.

2 Sy

K. TR

Access-Control-Max-Age

LifBCE | CORS BL &, fik%5um CORS L& i)
MaxAgeSeconds.

KM B

Access-Control-Allow-Methods

MM E 7 CORS AL E, ndiE R Access-
Control-Request-Method j#; /2 Al 45 %fi ') CORS fic
B, AR B AL X 2 rule H Y Methods.
KA. TR E

3. GET. PUT. HEAD. POST . DELETE

Access-Control-Expose-Headers

NI E T CORS FiLE, His5im CORS FLE 1)

ExposeHeader .
K. F

x-obs-object-type

X% AAE Normal X R, iR [\l sk, wTEL
{ti}y: Appendable

K A

x-obs-next-append-position

X4/ Appendable X G, 2k [a] it Sk 45k
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XF BAFAE S5

APl 2% 5 API
BB ik
. B

M R HE TR
SR AW S AR BT

AR B2 R
TR DT R DA R ATER 6-3 .

15 KRl
HEAD /objectl HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 04:19:25 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:/cARJk8112iExMfQqn6iT3gEZ74=

M) Rz 7~ 151

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E4BB5905C41B6E65B6

Accept-Ranges: bytes

ETag: "3b46eaf02d3b6b1206078bb86a7b7013"

Last-Modified: WED, 01 Jul 2015 01:19:21 GMT

Content-Type: binary/octet-stream

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSD3nAiTaBoeyt9oHp9vTYtXnLDmwV6D
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 4572

5.3.6 MFRXTHR

ML BR S G A o W SR EEBR A RANAEAE, MIPSPRIR B Th {5 2

YR 2 AR SR TF R I, AT 5 RS M B %o G0k 7= A — AN e — R A 5 PR b B b
it ARG, L2 RASIRA S Suspended I, ANHE 5E S I 54 -0 548 i A
S null [R5, IR A AN  null (IR ARC -

T R RS E A KN %, 1SR AT versionld 1 B S 4.
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X GAT At R 55
API % 5API

A DNy
IF33$ZIEHILA1Eﬁ_t:
DELETE /ObjectName HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date

Authorization: authorization

EKIHESH

1R SO B R 5-39 AR .

A
Mt o, FREESHA L HE 530 PR E G AHZE, e RE AT OBS LikiA
Jé’aﬁ*uu 8, IR %354 = 400 Bk

7<5-39 IHKHESH

SRR ik BEUIE
versionld RN SRR A . =

KA A

EKIEHESL

ZIE R A EL, BAAiES%E 3-3.
BKEETTE

%15 R B AR AME BT R

HTTP/1.1 status code
Date: date

M Rz 5 23K
R (T A A Bk, BRIES % % 320,
PR ASEIIREN Bk 2 8h, I T A R 3 5-40 H I B 3k,

#=5-40 FTANMRALHSE Sk

HESLZR AR
x-obs-delete-marker PRI GRS AR O R . G RASE, T 57 AN

SHPLZHE Sk
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X GAT At R 55
API % 5API

HEKBTR ik

KA A IRME
ERUE: truelfalse
BRiME: false

x-obs-version-id MRMIRA T . WAL RICRA S, W R
Ag Iz B k.

ARUE: FrFR
BOME: TE

g Rz 3H 2 T
SR L A T 3R

BRI R H R

TRRE IR, TR RCAU SR 6-3 .

(LRGN
DELETE /object2 HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 04:19:21 GMT
Authorization: OBS H4IPJXO0TQTHTHEBQQCEC:MfK9JCnSFHCrJmjv7iRkRrrce2s=

M) Rz 7= 151

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 8DF400000163D3F51DEAOSACICAO66FEL

x-obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCSgkM4Dij80gAeFY8pAZIwx72QhDeBZ5
Date: WED, 01 Jul 2015 04:19:21 GMT

5.3.7 HLEMIBRITHR

HEE MRS SAF R TR — M A R 20X R — B, BBR R A TR . it
Bt B RGR B 25 R AL SR RMEREE R . OBS AUHEE MR A% [R5 I Bk
XFRWTTE BT RIMBREERIR B 55K A

b2 MM Bk S R R 3 77 2 verbose AT quiet. Verbose A& F57EIR [BIM R, ASE
Xof G A2 15 M % 1 o A T o 56 SR 5 7E XML WAL B quiet A2 FiR 7R 3R [l mi S s, BLIR
[ B R I R RS, B IR B A IR BT . OBS BRIMS ] verbose B, 4
S PR SR BAR T8 2 quiet BTG, A quiet B
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X GAT At R 55
API % 5API

bR 4 7 SR T L Sk b 256 & Content-MD5 LA A% Content-Length, FH BLARIE T SR 1)
TH SR AE 55 B R 00 1) DX 28 A8 SR e, DT UG H SR

IERIERHER
POST /?delete HTTP/1.1
Host: bucketname.obs.region.example.com
Authorization: authorization
Content-MD5: MD5
Content-Length: Iength

<?xml version="1.0" encoding="UTF-8"?>
<Delete>
<Quiet>true</Quiet>
<Object>
<Key>Key</Key>
<VersionId>VersionId</VersionId>
</Object>
<Object>
<Key>Key</Key>
</Object>
</Delete>

\E L3 :\ 4 hY
8>’ 1#§5§i€§§§31
ZERITE R B AMERHEE S5
N L=
18 IE%E%i:}:
ZiERMEHAILHEL, BFiESHRK 3-3.
\E >, :\ V4 —
BEXKHETE

2 RIE AR R B A BT R PR ZHERE MR 0 5113, ToE i EAR S X

% 5-41 fis.

+R5-41 IHKEHETTE

TTERWR 1P y A}

Quiet T quiet 85, R EMBR RGN %4 | &
B AT, WA KEE N True, WA False
M R G5 Zg
KA. AR

Delete PR B 6 55136 &
KA. XML,

Object FEMIBR XS % o &
KA1, XML,

Key Ry 6 % Key o H
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Xt RAFE AR SS
APl &%

e Nz S H B AU

Mlal Rz 3H /2 5%

Ml Rz SH R T &

TRBM it REBUM

ESTRETE

Versionld R MR 5 RIRA S o

KM PR H,

B B X G — R REF AR R S B H 2 1000 AN, An SR H PRI, IR 5% ot 2 0% [ 14 3R

ek

HRAEF MG, AR Z DX RS, WERAEN R R, AT REH DI

FEA—EITEOL CEAR R 5 Bl IR (A o) .

HTTP/1.1 status code

Date: date

Content-Type: application/xml
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<DeleteResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Deleted>
<Key>Key</Key>
</Deleted>
<Error>
<Key>Key</Key>
<Code>ErrorCode</Code>
<Message>messagee</Message>
</Error>
</DeleteResult>

A R B R A A E Sk, RARE SR 3-20.

T SR A me N IE T B R AR MM BRI AR, TR BARE LNk 5-42 TR

R5-42 MMRGHE TS

FERER 3%

DeleteResult SECRI D S AR R R
HKM. B

Deleted M B R Th 2 1 Container
K KA

Error I 2k e 45 SR 11 Container
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Xt RAFE AR SS
APl &%

BRI R H 2

TER I

5 API

FEREW (3%

R KA.
Key TR 25 SR 54

R FHEH
Code I3 20 W 25 SR ) A e

KA. FIFH.
Message IR 2 W s TR () Al iR 9 2.

KA. FIFEH,
Versionld TR R RUA =

KA. P E.

DeleteMarker

AL B M R 15 R U ) AR AS 22 AN, G SR S B o —
AMERFRIC, R VS Z IR BE N true.

KA. A IRAHE

DeleteMarkerVersionid

TR O M B R BR AR AC R AS 5

LR R 3 SR U7 ) AR AR A 22 FRCAS RN, i SR B i R —

AMHERFRIL, WRE S 2 IRERZITTER . TR LL T PIAE

VG EEE

o JHPRIEA ARG K, BIERRAN R4, Tohk
Ao EAELT, RGO MHERbRC, FFAEm
IS PR 3R B2 ] B b R ARAS 5

o FEROE T RCAMMIBRIE R, BIIE R [R5 R4 DL
AT, AERZIRAS S HR IR — MRS . X E AL
T, ARG MBRIMERFRID, FFLEmR R IR B2 B R
LA S .

KA A IRAHE.

1. AP RN R B et 4T XML fddT, i SEid 1000 4% 4R [El 400 Bad

Request.

2. R XML BRSO R Key AL, Hhlmiid 1024 75, OBS ik [\ 400

Bad Request.

3. I HIERE Bk AE S Content-MD5, OBS Ui [A] 400 Bad Request.
HA RO &R 6-3 H.

POST /test333?delete HTTP/1.1

User-Agent: curl/7.29.0
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Xt RAFE AR SS
APl &%

5 API

M) Rz 7= 51

Host: 127.0.0.1

Accept: */*

Date: WED, 01 Jul 2015 04:34:21 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:8sjZWJI1WmYmYnK5JgXaFFQ+vHEg=
Content-MD5: ZPzz8L+hdRJ6gCqYbU/pCw==

Content-Length: 188

<?xml version="1.0" encoding="utf-8"?>
<Delete>
<Quiet>true</Quiet>
<Object>
<Key>objal02</Key>
</Object>
<Object>
<Key>objal02</Key>
</Object>
</Delete>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3FE4CE80340D30B0542

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCRhYOFBWRm6gjOE1ACBZwS+0KY1PBgOf
Content-Type: application/xml

Date: WED, 01 Jul 2015 04:34:21 GMT

Content-Length: 120

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<DeleteResult xmlns="http://obs.example.com/doc/2015-06-30/"/>

538 IZEXE ACL

LNRENT 4R

ZhiA

EKIHEEN

OBS SCHFXTA R AERAE AT BRI . BRAEOL T, RAXRAEIEH A 1% G
TEERR . AL thn] DL B AR 0 (R S, BAnsts — Xt Gnl BABEE A 360 R 5
W, FOVRRTA A A SR .

OBS I F7E A% Geisy mT LA B BCSR A% il e, i mT Lodid ACL 4 API 2 % &
FFAE 6 55 e Bl # 3R X ACL (access control list) -

AT BT E SO R ACL, BN G117 [ AR

RN T, B EIHIRAN N5 ACL, Bk B ERAKIN 2 ACL, #EXRAIL
T 24 versionld.

PUT /ObjectName?acl HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
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X GAT At R 55
API % 5API

Authorization: authorization

<AccessControlPolicy>
<Owner>
<ID>ID</ID>
</Owner>
<Delivered>true</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>ID</ID>
</Grantee>
<Permission>permission</Permission>
</Grant>
</AccessControlList>

</AccessControlPolicy>

EKIHESH

BRSO IR 5-43 Fiw.

w543 IHBKHEHESH

SHEMR i

=
versionld X RIIRRAS o« bR~ B SUHR 8 AR [R5 42 ACLo 3
R, IR

EKIHEL

BRI AR E L, AikS & 3-3.

IBKHE TR
R BB Y BT EORMEER R0 ACL {5 8, TLHR AR LW 5-44 P

R5-44 1HKEHETTE

TRBWR ik —EWIE
ID F 7 Domainld. &
KA. TR
Delivered XF4 ACL & i 4k KA (1) ACL. &
KA. ARET . BN true.
Permission BT RUR . &
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X GAT At R 55
API % 5API

D)SRRSY =20

HTTP/1.1 status code
Content-Length: lIength
Content-Type: application/xml

M Bz 5 23K
RIS B ASEE Bk, RIS ER 320,
AN LT Sk 2 4b, T BT I 5-45 t I 3k

#R5-45 MIfNMRAHE Sk

HEKBIR ik

x-obs-version-id W EE I ACL BN R IR S .
K, PR

M R H 2 TR
SR W R R A R LR

AR R R
R IWSCR IR, BT IR CA M SR 6-3 .

15 KRl
PUT /obj2?acl HTTP/1.1
User-Agent: curl/7.29.0
Host: examplebucket.obs.region.example.com
Accept: */*
Date: WED, 01 Jul 2015 04:42:34 GMT
Authorization: OBS H4IPJXOTQTHTHEBQQCEC:8xAODunlofjkwHm8YhtNOQEcy9M=
Content-Length: 727

<AccessControlPolicy xmlns="http://obs.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bf1b36d9cad43d984fbcb9491b6fce9d</ID>
</Owner>
<Delivered>false</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bflb36d9cad3d984fbcb9491b6fced</ID>
</Grantee>
<Permission>FULL CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096€a836694£71855</ID>

148



X GAT At R 55
API % 5API

</Grantee>
<Permission>READ</Permission>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ</Permission>
</Grant>
</AccessControlList>

</AccessControlPolicy>

M) Rz 7= 51

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3FO0FD2A03D2D30B0542

x-0obs-id-2: 32AAAUgAIAABAAAQAAEAABAAAQAAEAABCTICOTmsAlXRpIrmrJdvcEWvZyjbztdd
Date: WED, 01 Jul 2015 04:42:34 GMT

Content-Length: 0

5.3.9 FRELX % ACL

ThEENT 4R
M HATIRBON R ACL B ERAE, IR [BME B AL S48 0 REBURIEH 5 R AE R . H 2
JHR A X R X 55 ACP(access control policy) BRI, A REPATIREUNT R ACL HIHE
(=

TN
BRATEOL T, IREBURHTARA IR R ACL. A SR ST RA R0 G kR bric, TR [ml
404, W REIREUIE B RRASHIXT R ACL, 1 R T4 versionld i 5 241

ERE AR
GET /ObjectName?acl HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date

Authorization: authorization

EKIHBSH

I R R EAETE R B S Hh 4 ARSI G ACL, ZHUE X3k 5-46 Fis.

R5-46 1EKEHESH

SHEW it BEwiE

acl e 2 2R AR RO 11 ac. R
KA .
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Xt RAFE AR SS
APl &%

GHESK

GHEREITER

lial Rz T H 2T

i) Rz H 22k

SHEW ik BEwiE

versionld B EX ZHRA S . =
KA. FRFH,

ZIRMEH A E L, RIS %EK 3-3.

2RI R A AME SR

HTTP/1.1 status code

Date: date

Content-Length: length
Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<AccessControlPolicy xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Owner>
<ID>id</ID>
</Owner>
<Delivered>true</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>id</ID>
</Grantee>
<Permission>permission</Permission>
</Grant>
</AccessControlList>

</AccessControlPolicy>

AR A R A A E Sk, AMIEZER 3-20.
B SEm N Bk 2 8, ] R HT AR 2R 5-47 FR TS k.

FR5-47 MIAARRLHESK

HELER A

x-obs-version-id i T8 X R RRA S
BRUE: T
BRMA: &
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Xt RAFE AR SS
APl &%

5 API

Ml Rz iH R TR

BRI R H 2

KR fl

M) Rz 7~ 151

A SR AW R S B I ST IR I R ACL (5, JuR M RARE L3k 5-48
B

R5-48 MRGHEITTE

TTEZWR {13t
ID A F' i) Domainld.
K. TR,
AccessControlList ViRt F2, ek T RNZARA Ui AR R 51
o
KA. XML,
Grant FFHric 2 B P AR
KA. XML,
Grantee xR ER.
AL XML,
Delivered %T% ACL =& 15 4k & ACL.
R AR,
Permission 8 € B P 3z BT A A EBUR

KA. TR

TR R, PR O S ER 6-3 1.

GET /object0ll?acl HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:45:55 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:YcmvNQxItGjFeeClK2HeUEp8MMM=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E650F3065C2295674C

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCS+wsHQRUA2Tx+mXUpNtBbWLPMle9CIx
Content-Type: application/xml
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X GAT At R 55
API % 5API

Date: WED, 01 Jul 2015 04:45:55 GMT
Content-Length: 769

<?xml version="1.0" encoding="utf-8"?>
<AccessControlPolicy xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Owner>
<ID>b4bf1lb36d9ca43d984fbcb9491b6fce9d</ID>
</Owner>
<Delivered>false</Delivered>
<AccessControlList>
<Grant>
<Grantee>
<ID>b4bflb36d9ca43d984fbcb9491b6fce9</ID>
</Grantee>
<Permission>FULL CONTROL</Permission>
</Grant>
<Grant>
<Grantee>
<ID>783fc6652cf246c096ea836694£71855</ID>
</Grantee>
<Permission>READ</Permission>
</Grant>
<Grant>
<Grantee>
<Canned>Everyone</Canned>
</Grantee>
<Permission>READ ACP</Permission>
</Grant>
</AccessControlList>

</AccessControlPolicy>

5.3.10 & AT R TR

RUP AT BB AR ORI B Sl B o g b AR B 5 i e il -

1EKHBHER
PUT /ObjectName?metadata HTTP/1.1
Host: bucketname.obs.region.example.com
Content-Type: application/xml
Content-Length: Iength
Authorization: authorization
Date: date
<Optional Additional Header>
<object Content>

EREESK

R5-49 IHKEHESH

SN ik mRWIE
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XF BAFAE S5

APl % 5API
SHEW ik BB Uik
versionld SRR AS =

KA, FIFH
EXKIHESL
(REEITY:

OBS ¥ # /& #4#t f AH I F K B H HTTP WAL 2 89 6 /NiF K 3k : Cache-Control.

Expires. Content-Encoding. Content-Disposition. Content-Type. Content-Language, OBS & A 4
ik Sk R AR A 2 AR F, AT HM L3 H HEAD 3T £ 69 0H4%, X R 4 0915452
AL E B R A9 HTTP k3R PRI R 7 3%,

3%5-50 EKIHEk

HELZM iR REWIE

x-0bs- TR R R T 2

mf;iﬂ?}: HU{t /%y REPLACE_NEW &, REPLACE.
REPLACE_NEW F7r: X T T EAE I o B it
T8, DA CEIRETRE, K EmT
AR RFFAE
REPLACE #7r: i F M Hiis SR o4y 1)k 3 e B 8
e, RIgEMTTHEIE (AFHFR x-obs-storage-class
B CEIE) SRR .
B i P

Cache-Control | $5 72 Object % T %k I UL I 247 1T N o
B FrF

Content- /€ Object # T % (44 FR o 4

Disposition KT, R

Content- & Object #7 T (1) N A gt g 2. i

Encoding S, S

Content- %€ Object # T4 ) A 2898 5 k5 2. i

Language KL,

Content-Type | Object L4371, 4
B i P

Expires 7€ Object #f T I (1) W T ) G2 A7 HH BN ] o i
FA: FRFH

x-obs-website- | M4H1 E T Website Bt &, 7] LUK FRBGX MR EE | 5

redirect-

SR [ B A 53— R R B AN URL.
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XF BAFAE S5

APl 2% 5 API
HELBR ik =Rk
location i, S S AR BN P 5 — A 5
x-obs-website-redirect-location:/anotherPage.html
B E [A) 3 SR 3 — MM URL:
x-obs-website-redirect-
location:http://www.example.com/
KR, TR
ZI0. WAZILL “1” . “http:/]” B8R “https:/!” 3k,
KEARL 2KB

x-obs-meta-* | ATPAZEIERFIIALL “x-obs-meta-” FFLME Bk, | &
FARIIN B E SR e, DI 0T kAT 5 & X
B, G RO R e o R oo B,
TN E € ST 2 E R B S Sk A 3
HTTP iR AE &S BE, KEARET 8KB.
S
7~fl: x-obs-meta-test: test metadata

ERIERTTE

ZIE R B P AME BT

i) Nz SH B AU

HTTP/1.1 status code

Content-Type: type
Date: date
Content-Length: Iength
Etag: etag

Last-Modified:

i) Rz H 22k

time

ZR5-51 MifnnaREE Sk

HESLZMR ik
x-obs-metadata- TCE R B ETE R o
directive

Hfti & REPLACE_NEW B¢ REPLACE.
HA: FRH

Cache-Control

R 7€ Object #¢ N BN M TTRIZEAFAT Ty AnERIERAEAT 1 1k
LE P (/U VA ME RS VAP A EP S

KM FRFHR

Content-

R E Object 7 NN (X AR WERIRRIEH 1 ob I, A4
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Xt RAFE AR SS
APl &%

Mo Rz iH R T

SRR N HE

ERRG 1

5 API
HELAR iR
Disposition IS AT LR R % T Rk

KA A

Content-Encoding | $5 5 Object # T 1 A 2 gt s 0o WG R T kk
S, T2 R B R R L T Rk

KA. TR

Content-Language | $i77E Object #¢ I #I #A ATE F 4% a0, a R R#EH 1 okk
2 /N VA M DS e S VAL SN AT PSS

KA. P E

Content-Type Object SCAFZRAL . WG SRIET 1 bSkislk, 54 M B 13 &
NAZALE T Bk .
HH, FIFE

Expires F € Object #¢ T ZIN 1 WX TR 22 A7 1L SIS R] o G SRAE SRy 1
ISR I, T T R () S R AL T RSk

A

x-obs-website- | HILE T Website FUE, T DU HRIRIK R 05K 5 1 5
redirect-location | fifipy 53— RF Rek—AMHMIR URL. ISRRIGH 1 Ik,
6 0S8 o 926 5 B

R R

X-obs-meta-* R EE e, B X REEAT B € SCE B, W RAER
e S R (SN DA MERSY S VAE A REN: A E PSS

KA A

I SR IR e R R AN BT R .

TRFRAT R TEERCABEER 6-3 1.

Xt ST HE
#8551 % object 7 INJGcEE: Content-Type:application/zip 1 x-obs-meta-test:meta.

PUT /object?metadata HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com
Accept: */*

Date: WED, 01 Jul 2015 14:24:33 GMT
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Xt RAFE AR SS
APl &%

5 API

el Rz 7~ 451 1

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:NxtSMS0jaVxlLnxlO9awaMTn47s=
x-obs-metadata-directive:REPLACE NEW
Content-Type:application/zip

x-obs-meta-test:meta

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D3E4BB5905C41B6E65B6

Accept-Ranges: bytes

Content-Type: binary/octet-stream

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSD3nAiTaBoeyt9oHpI9vTYtXnLDmwV6D
Date: WED, 01 Jul 2015 04:19:21 GMT

Content-Length: 0

x-obs-metadata-directive:REPLACE NEW

Content-Type:application/zip

x-obs-meta-test:meta

4 ZEGIRE
541 & EHP EVIRH ZERES

THEEN A

<GHEHER

ﬁ;k“ﬁn_.\/ ﬁ&

R AT BLIE R AR 1V — M b BT IR AL 5 IR & 9 BLSCOR BGH 19 2 B EARAE

%

GET /?uploads&max-uploads=max HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: authorization

ZiE R AT LLE I ZE T R B i € S5, BiliE e E 2 B’ FET5, ERkSH00
Bl 5-52 Fis .

3R5-52 IEKHESH

SHEWR ik —H WL
delimiter XHF4 i delimiter (X RIAES, Hx%4 | &

(I SBiE R 852 T prefix, TILAL IR % 44 755 2
B prefix) FNE FRFEE 4 delimiter 2 8] {15
e RAE CommonPrefix ZEM R HR A, X 544
£9.2 CommonPrefix LS B A—A 74, 1EN
— LR AEM R R [F, ZE AT MG
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XF BAFAE S5

APl 2% 5API
BYEM ik REWIE

EKIHESL

IEKHETTE

el Nz SH S AU

B U FRer P o AL 72 1 2 B AR %«
KM A

5 7€ 1) key-marker [¥] upload-id-marker 2 & ) % BoAT:
%

xR

=

R

prefix WRAE SRR E T prefix, WP EER FALLL | B
prefix F A FIES1E B
B FIFH

max-uploads A2 BAR S s K% H . BUATEEI[1,1000], | &
L VI N, A2 IR BRI 1000 HEATALEE
AL, A,

key-marker HI%E0 3R [0 45 %2 1) key-marker 2 J5 (112 BUE 55 . 7ET
B FrFH

upload-id-marker | A5 fil key-marker —#efEFHAHE L,  FIZEERRE | &

A R AR Bk, BRI L 3-3.

ZiERE B AMEREE TR

HTTP/1.1 status code

Date: date

Content-Length: Iength

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ListMultipartUploadsResult xmlns="http://obs.region.example

<Bucket>bucketname</Bucket>

<KeyMarker/>

<UploadIdMarker/>
<NextKeyMarker>nextMarker</NextKeyMarker>

<NextUploadIdMarker>idMarker</NextUploadIdMarker>

<MaxUploads>maxUploads</MaxUploads>

<IsTruncated>true</IsTruncated>

<Upload>

<Key>key</Key>
<UploadId>uploadID</UploadId>

<Initiator>

<ID>domainID/domainID:userID/userID</ID>

</Initiator>

.com/doc/2015-06-30/">
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5 API

APl &%
<Owner>
<ID>ownerID</ID
</Owner>

<Initiated>initiatedDate</Initiated>

</Upload>

</ListMultipartUploadsResult>

el Rz 3H 2 5%

PAZENILEINAE S E IR EMAS:S

MRz HE TR

HEk, RRESHEE 3-20,

N

A R R R S B BT R R 2 B L ARAESS, JUER AR LNk 5-53 i

No

TRBM

ik

ListMultipartUploadsResult

{#4% List Multipart Upload i 5 25 5 25 2%
P, K,

FA9 5. Bucket, KeyMarker , UploadldMarker,
NextKeyMarker, NextUploadldMarker, MaxUploads,
Delimiter, Prefix, Upload, CommonPrefixes, IsTruncated.

AN

A5 5. Nones

Bucket WIGEAAE S5 IR E AR 44

KM FRHEH

A2 #: ListMultipartUploadsResult.
KeyMarker FIZE I AR A X RALE

KA. FFiH
A2 #4.: ListMultipartUploadsResult.

UploadldMarker

HI 240 () EE SR Uploadld 17 & .
B FRHE

AN

A2 #5.: ListMultipartUploadsResult.

NextKeyMarker

WIERAR BT IR Bl A EBEE 5, mo B R Ao 0 7
NextKeyMarker B, H ThrBA#E N RKIG KM
KeyMarker 1 .

KA FHRH
A2 #: ListMultipartUploadsResult.

NextUploadldMarker

WA A IR ] A A5 3, mi S8 SR ol
NextUploadMarker 7B, - T-Fr B8RRGSR
UploadMarker 18 .
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Xt RAFE AR SS
APl &%

5 API

TRBM

ik

KA FF R
A2 A ListMultipartUploadsResult.

MaxUploads

R K2 B EARATESHE -
KA, HR,
A2 A ListMultipartUploadsResult.

IsTruncated

F IR ARG [B] ) Multipart Upload 45 541 2% 1 8% 0 .
“true” RARAUEARFIETER; “false” RARAIK
Tk [a] | A ER A A

27 Boolean.

A2 M ListMultipartUploadsResult.

Upload

{47 Multipart Upload 115515 7545

%g‘!: ”/'_é?'%%o

1 i Key, Uploadld, InitiatorOwner, Initiated.
A2 A ListMultipartUploadsResult.

Key

WIHH4Y, Multipart Upload 145 1] Object 4 .
KM TR
A2 55 Upload.

Uploadld

Multipart Upload 11451 ID.
KA TR
A2 55 Upload.

Initiator

Multipart Upload 1T 4% 01 #
T ID,

FKA: A

A7 i Upload.

B 1 Domainld.
KA, FRFH,

o ==~
b s

1 55 Initiator, Owner.,

Owner

BT A
KA,
TR ID

A% 15 Upload.

Initiated

Multipart Upload 1T 45 0] 4a A st [a]
7Y Date.

A2 A Upload.
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Xt RAFE AR SS
APl &%

BRI N H R

ERRG 1

Mle) 87 73451 1

5 API

RAEWR R
ListMultipartUploadsResult | i 3k th a7 1) Prefix.
Prefix KT, TG

A1 M ListMultipartUploadsResult.
Delimiter i KR I Delimiter.

KA. FRFH

A1 /i ListMultipartUploadsResult.
CommonPrefixes TR A Delimiter 2400, IR A4 S A7

N

CommonPrefixes 732115 & .
%’éﬂi g%%o
A2 A ListMultipartUploadsResult.

CommonPrefixes. Prefix | CommonPrefixes 434115 B4, LA N Prefix.
R, FEH,

A2 : CommonPrefixes.

OBS %%t maxUploads 34T #0Wr, 415 maxUploads Ay 2# sk# /N 0, OBS
&[] 400 Bad Request.

HAt AR D2 S /23R 6-3

AT SHFN2E ORI BAE S

GET /?uploads HTTP/1.1

User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:51:21 GMT

Authorization: OBS UDSIAMSTUBTEST000008:XdmZgYQ+ZVylrjxJ9/KpKg+wrU0=

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D405534D046A2295674C

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSDaHP+a+BpORI6GMmMIXvCOrf7q3qvBOW
Content-Type: application/xml

Date: WED, 01 Jul 2015 04:51:21 GMT

Content-Length: 681

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListMultipartUploadsResult xmlns="http://obs.example.com/doc/2015-06-30/">
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<Bucket>examplebucket</Bucket>

<KeyMarker/>

<UploadIdMarker/>

<Delimiter/>

<Prefix/>

<MaxUploads>1000</MaxUploads>

<IsTruncated>false</IsTruncated>

<Upload>
<Key>obj2</Key>
<UploadId>00000163D40171ED8DF4050919BD02B8</UploadId>

<Initiator>

<ID>domainID/b4bflb36d9cad43d984fbcb9491b6fce9:userID/71£390117351534r88115ea2c26d19
99</1ID>
</Initiator>
<Owner>
<ID>b4bflb36d9cad43d984fbcb9491b6fce9</ID>
</Owner>
<Initiated>2015-07-01T02:30:54.582Z</Initiated>
</Upload>
</ListMultipartUploadsResult>

ER R 2
# prefix M delimeter F%& EHIHALIIBAE S

%i4n, FH A% examplebucket # 2 NBHUT S, XS 44 7 524 multipart-object001 i1 part2-
key02, H|ZSBUTSSIE, ¥ & prefix & “multipart”, delimeter ¥ & & object001, %12%
S BUT 55

GET /?uploadsé&delimiter=object00l&prefix=multipart HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 04:51:21 GMT

Authorization: OBS UDSIAMSTUBTEST000008:XdmZgYQ+ZVylrjxJ9/KpKg+wrU0=

o) )82 7= 451 2

HTTP/1.1 200 OK
Server: OBS
x-obs-request-id: 5DEBO00000164A27A1610B8250790D703
x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSg31s2ZtLDD6pQLcdglyGITXgspSvBR
Content-Type: application/xml
Date: WED, 01 Jul 2015 04:51:21 GMT
Content-Length: 681
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListMultipartUploadsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Bucket>newbucket0001</Bucket>
<KeyMarker></KeyMarker>
<UploadIdMarker>
</UploadIdMarker>
<Delimiter>object</Delimiter>
<Prefix>multipart</Prefix>
<MaxUploads>1000</MaxUploads>
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<IsTruncated>false</IsTruncated>
<CommonPrefixes>
<Prefix>multipart-object001</Prefix>
</CommonPrefixes>
</ListMultipartUploadsResult>

5.4.2 gtk E1EE{ES

i 2 Bt BARREER, P e e O 2 By LAMT S B D BIT S, RES%
MR E =R ME— 2 B LTSS, TERNESARR. Ja 2R AT DRSS X AN bR
WEBAICHE R, . BB, AIFB. JIES., QI B LTS REmes
MEAXS SR, B DR AR AAE 2 A2 B EARES . B2 B ARSI
ARE AT AR I Bk A5 2, AFE acl. H P H @ SCOnEdRE AUE A HTTP 31 23k
contentType. contentEncoding %5, IX4 NIV B S5 B LIl s AE 2 By AR5t
EVE/ TR

VI s s g it
IHRIHEEFR

POST /ObjectName?uploads HTTP/1.1

Host: bucketname.obs.region.example.com

Date: date

Authorization: authorization

ZIER T EAME P ES L, RYIXRZ B LML, S8 (N3 5-54 iR,

SHEW R BB Nk
uploads R R LB LS. I

KA. FIEE

EKIHEk
R AT DAE A 8 3k, APk 5-55 BTk,

3%5-55 EKIHEk

HBKRFR ik =E
Wik
x-obs-acl Wit 2 B EARARSS IS, ATROn Eoe il B E X R | &

BURR P2 S, A 0 SRS 9 T2 LR T S, 0

¥&: private; public-read; public-read-write.
KA. R
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XF BAFAE S5

APl &% 5 API
HELEMR R =&
Wik
UL PR TR TIUE SR .
52451 x-obs-acl: public-read-write .
x-obs-grant-read VIR 2 By AT 50, (S8 AL domain FRT | &5
A H P A B0 GNEREU G ot s AR
KA. FRH
SEz45 x-obs-grant-read: ID=domainID. W15k LS %M
x-obs-grant-read- | HIAAZ B EAGAE SN, A BERISEE AL domain FRT | A&
acp HH A SRE 5 ACL IRLR -
KM PR
SEA5 x-obs-grant-read-acp: ID=domainID. 1R %
AL, FREE, A E .
x-obs-grant-write- | ¥J4A1k 2 B FAEAT S0, A LA domain FRT | B
acp HHPAEEXS ACL FIALFR .
M. FRH
SE45 x-obs-grant-write-acp: ID=domainID. H1E L%
AL, REEE 5 E
X-obs-grant-full- VIt 2 B EARATE S5, A IS8 AL domain TR | 15
control HHPAENG. R Gousds . SRR ACL. 5
XF % ACL HIRLIR .
B, FRH
5245 x-obs-grant-full-control: ID=domainlD. 415425
ZAMF, wmE@EE .
x-obs-website- ML E T Website FCE, AT LLSREGX MR RIIER | &
redirect-location HOE A RN 55— DR RE— MM URL, OBS #
EAMEMRIE R, RAFEXS S o .
HKM. TR
BiME: &
LI ML “1” . “httpe/” BE “httpsi” 3k, £
JEAN I 2K,
X-obs-expires FORNT R EAR E], BARR. S ENRSE | &

ZMIER.  CAXTREJRAE U R 4R 15D
FA. B,

7~5l: x-obs-expires:3

Foth A 3H Bk

SR 3-3.
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ERIERTTE

i) Nz H B

ol Rz 3H /2 %

Me Rz HE TR

BRI R H R

IR R A AMEH SR

HTTP/1.1 status code
Date: date
Content-Length: length

Connection: status

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<InitiateMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-
30/">

<Bucket>BucketName</Bucket>

<Key>ObjectName</Key>

<UploadId>uploadID</UploadId>
</InitiateMultipartUploadResult>

BHRIIBLH B AL AEH B, AHIES%% 320,

A R B B S IR B B TR, R EIARR S B ARSI 2 B EAEEST .
Yoo g4, RS EARBL SIFBRMEM, JoER M EARE %K 5-56 Fis.

3R5-56 MRSGHE TSR

TTERABW ik
InitiateMultipartUpload | $ik % Bt FAG TS5 A 2% .
Result KA XML,
Bucket Z B BT R TEAR I 4 -
KA TR
Key Z B AL R keyo
BKAL FREH
Uploadld LB AR id, JEIAT 2 B AR, FIRIXAS id R 2 B
TS
KA TR

1. Wik AccessKey 5254 Jo4%, OBS iR[Hl 403 Forbidden, #i%#%y AccessDenied.
2. WIRMALELE, OBS i&[A] 404 Not Found, %179 NoSuchBucket.
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XF BAFAE S5

APl % 5API
3. AEHPREEEGREMNENIE, mRAEENR, OBSIiR[F 403 Forbidden, 4%
12059 AccessDenied.
HAPE R BB ETER 6-3 .

wEKRAG 1

e 7 73451 1

ERRB 2

Mie) )87 7= 451 2

BIMEAL B

POST /objectkey?uploads HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 05:14:52 GMT

Authorization: OBS AKIAIOSFODNN7EXAMPLE :VGhpcyBtZXNzYWd1IHNpZ251Z2GGieSR1bHZpbmc=

HTTP/1.1 200 OK

Server: OBS

x-obs-id-2: WeaglLuByRx9e67j50nimru9p04Z2VKnJ2Qz7/CINPcfTWAtRPfTaOFg==
x-obs-request-id: 996c76696e6727732072657175657374

Date: WED, 01 Jul 2015 05:14:52 GMT

Content-Length: 303

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<InitiateMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-
30/">

<Bucket>bucketname</Bucket>

<Key>objectkey</Key>

<UploadId>DCD2FC98B4F70000013DF578ACA318E7</UploadId>
</InitiateMultipartUploadResult>

Vg4 B FI R #H ACL

POST /objectkey?uploads HTTP/1.1

Host: examplebucket.obs.region.example.com

Date: WED, 01 Jul 2015 05:15:43 GMT

x-obs-grant-write-

acp:ID=52f24s3593as5730ea4£72248357%9ai17, ID=a93fcas852f24s3596ea8366794£7224
Authorization: OBS AKIAIOSFODNN7EXAMPLE :VGhpcyBtZXNzYWd1IHNpZ251Z2GGieSR1bHZpbmc=

HTTP/1.1 200 OK

Server: OBS

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTNnvVv+dtB51p+IVhAVIWN7s5rSKhcWgDFs
x-obs-request-id: BB78000001648457112DF37FDFADD7AD

Date: WED, 01 Jul 2015 05:15:43 GMT

Content-Length: 303

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<InitiateMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-
30/">

<Bucket>bucketname</Bucket>
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<Key>objectkey</Key>
<UploadId>000001648453845DBB78F2340DD460D8</UploadId>
</InitiateMultipartUploadResult>

LR ARG OIE)E, H A LUER TR E 2 B b ARS8 B AR B R E
fE55 LARBL B i DA . W — R — A2 B L ARE S AR AR B,
AR X E S & I ERAEBCA S, BRI SR 2N BOR R A%

BN JE[100KB, 5GB], HAERHT A IFBERERS, &g —MNBMR/NERN
[05GB]. FALEMBIgn s A Yo RS, FHyukRlZ[1,10000].

A

BAE %4 49 partNumber 2 —¢9, & 2 L4£4A 1R partNumber 898, E—k L#E 2% 2
M—REHEAR. $H K EER—3F %69 — partNumber &, JR %744 45 Last Write
Win &, 12 “Last Write” 98¢ 18] & LA B LSBT ], A T RIESIEE M,
BT B BARIER — 3 W B — AN B R, Bl RO RRBH R E
E B A4

HEKIHEHEN
PUT /ObjectName?partNumber=partNum&uploadId=uploadID HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Content-Length: length
Authorization: authorization
Content-MD5: md5
<object Content>

IEKIHESH

1E AR B 75 BB AR E S E 0P 4R € 2 B LR TS S MBS K LAEfR e B, 5
B BARE Nk 5-57 Fiw.

BRER g ERWIE
partNumber FAEBHIBS . BUE A 1 3] 10000 ()5 iz

A, A,
uploadid ZBLEARAES 1d. =

KR FRH,
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Xt RAFE AR SS
APl &%

5 API

FXRIHEK

ERIERTTE

el Rz H 24K

i) Rz H 22k

M ;HE TR

ZIERMEH A E L, AARIES%K 3-3.

N

tZﬁ%ﬂiﬁ%Eiqu<ffﬁﬁ?ﬁjgjﬁ%§°

HTTP/1.1 status code
Date: date

ETag: etag
Content-Length: length

AR B R A A E Sk, RAREZEE 3-20.

A R B ML B A ANHHE BT R

Bl R H /2 5t AR

B &N

1. WRBF S YEH[1,10000], i [F148% 400 Bad Request.

2. WHRBOK/NEE 5G, TR A7 400 Bad Request.

3. W% AccessKey 5254 544, OBS ik [m] 403 Forbidden, 4#iRA% A AccessDenied.
4

TSI, WERMATEE, OBS ik[H] 404 Not Found, 4%ifd N
NoSuchBucket.

5. K& ACL, Wi/ Domainld /& %5 B A 8 M SRR, W& AR,
] OBS % [1] 403 Forbidden, #&%i%f% A AccessDenied.

6. MEZE LS REEAE, WRALFLE, OBSik[H 404 Not Found, #4iRHYA
NoSuchUpload.

7. RAEERHAPZGEZB IEESEFIRES (nitiator) , WHRAZ, OBSIRFE
403 Forbidden, %51%% 4 AccessDenied.

HAt A iR O SR 6-3 s

PUT /object02?partNumber=1&uploadId=00000163D40171ED8DF4050919BD02B8 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:15:55 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:ZBOhFwaHubilaKHv7dSZjJts40g=
Content-Length: 102015348

[102015348 Byte part content]
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M) Rz 7~ 51

5.4.4 ¥ D1k

IhEET 4R

IERIHBHER

ERIHERSH

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D40956A703289CA066F1

ETag: "b026324c6904b2a9%cb4b88d6d6lc81dl"

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCUQuU/EOEVSMa04GXVwy0z9WI+BsDKvEh
Date: WED, 01 Jul 2015 05:15:55 GMT

Content-Length: 0

LB ARSI, A a2 2 B B AL S, R ERIMES BRI
INBL 7 AOB A A B DU . SUVFRE K O AR S — 0 B A 45 U
B

A

¥ N 25 R AR AARYE HTTP & & K3 F 49 status_code R FIBT 15 K2 & w7, KB
¥ status_code i£ = 200 B & TR G 3m 2B F K, BABLAEENEFLK, HNE
T Aeh i B89 body ., R A body Ak A ETag ArE 4+ £ =M%, &Nk T#
N & MK

FIEXT % object #% DUA—ANBL partl, QRTERE DIHRAEZ BT partl E480F7E, # DIHAE
PAT 2 52 B partl S48 UM BB o5 . ¥ DU E, R ReaIAs B o I B
partl, & BEUR M. R re A B # DUB 3 DB i o8 B s BOA AR © 6
A, e DR B DL B S B R M . 3 DU RE YR 4 object TCAT A AR AL

PUT /ObjectName?partNumber=partNum&uploadId=UploadID HTTP/1.1
Host: bucketname.obs.region.example.com

Date: date

x-obs-copy-source: sourceobject
x-obs-copy-source-range:bytes=start-end

Authorization: authorization

Content-Length: length

P BT EAESHT R E B BUS 2 BLEARMESS S, SH R4S LNk 5-58
B

SRR it BHE %
partNumber FAEBRRBCS 2
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EKIHESL

IEKHETTE

i) Nz H B AT

el Rz 3H /2 %

Ml Rz iH R T &

5 API
SREF i REDIE
ESTNE IR
uploadid £ B LAEES 1d. 2
KM R

IR IR T AIEHERSE, B T I B k. A E kN 3-3
B

%‘5'59 i%s V;‘\ﬁ:%\yt

HELEM 3% BBk
X-0bs-copy-source 2 NLEEXT % &

KA. FIFH.

X-0bs-copy-source-range BXF g BT | B
TVEHE (start-end) ,
start A BELGT T, end
SNBSS

K. B,

IR B AAE ST

HTTP/1.1 status code
Date: date

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CopyPartResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<LastModified>modifiedDate</LastModified>
<ETag>etag</ETag>
</CopyPartResult>

R ISEN B G AT E %, RS %% 3-20.

23 3R R 2SS P R T EORAR (9 B LR S5 2R, Je s (1R (IR 5-60 Far
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3R5-60 MRSGHE TSR

TTERWR Eip%

LastModified X B A& B [A]
KM, TR,

ETag HPREI) ETag 18, ABNAERIME— RN, HTB &I
WU — Ek
KA. TR,

BRI R H 2

B &N

M) Rz 7= 151

1. W AccessKey U4 Jo3%, OBS i[A] 403 Forbidden, #5i%i%°4 AccessDenied.

2. TRPEMECH I S, WRASAE, OBS iR[A] 404 Not Found, #51%5K
NoSuchBucket.

WIRPEXS RAEAE, OBS iR [7] 404 Not Found, #Hi#fi%°4 NoSuchKey .

4, WIRH PR ERN REE AR, OBS i [A] 403 Forbidden, HfiRi5 A
AccessDenied,

5. W H RS A SR, OBS iZ[El 403 Forbidden, 4HiRidH
AccessDenied,

6. IR EMMES AL, OBS ix[A] 404 Not Found, #5i%f%7y NoSuchUpload.
7. WERAPARZ B EAEES RS, OBS ik [Hl 403 Forbidden, ffiRf4

AccessDenied.
8. M IIMREEIT 5G I, OBS iz [1] 400 Bad Request.
9. R BFSEVEH[1,10000], OBS iR [Al4i% 400 Bad Request.

HAt A iR QSR 6-3

PUT /tobject02?partNumber=2&uploadId=00000163D40171ED8DF4050919BD02B8 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:16:32 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:dSnpnNpawDSsLg/xXxagFzrAmMw=
x-obs-copy-source: /destbucket/object01

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D40ABBD20405D30B0542

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTIJpD2efLy508sTTComwBb2He0j11Ne
Content-Type: application/xml

Date: WED, 01 Jul 2015 05:16:32 GMT

Transfer-Encoding: chunked
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CopyPartResult xmlns="http://obs.example.com/doc/2015-06-30/">
<LastModified>2015-07-01T05:16:32.3447Z</LastModified>
<ETag>"3b46eaf02d3b6b1206078bb86a7b7013"</ETag>
</CopyPartResult>

5.4.5 522 E1ERYER

IhEET 4R

GHEHER

N
GHES

iF§3$ziFhlLA:J_

2

AP AT BOEE AR D& MESFR KA BE R . RO 5128 25 BOMI 7
B EAR RIS BORN B

GET /ObjectName?uploadIld=uploadid&max-parts=max&part-number-marker=marker HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: auth

ZiESRIEERE S 2R € 2 B LTS U RS B E, SR RS ik
5-61 Ffiu.

<5-61 IEKHESH

SHER fiiig RELE
uploadid LB AL id. s

S RESEE

Bl
max-parts L5 2 126 O L H BRI K Part B H . | 75

R, PR,
ERIMiE: 1,000,

part-number 1B € List EIAAI E, R4 Part Number #1H | &
-marker KTZSHEH Part 2451 H .

KA. TR,

BRME: T

ZIERMEA A E L, AARIES%EK 3-3.
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i) Nz H B

LD)SMZESES

MRz iHE TR

IR R A AMEH SR

HTTP/1.1 status code
Date: date
Content-Length: length

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListPartsResult xmlns="http://obs.region.example.com/doc/2015-06-30/">
<Bucket>BucketName</Bucket>
<Key>object</Key>
<UploadId>uploadid</UploadId>
<Initiator>
<ID>id</ID>
</Initiator>
<Owner>
<ID>ownerid</ID>
</Owner>
<PartNumberMarker>partNmebermarker</PartNumberMarker>
<NextPartNumberMarker>nextPartnumberMarker</NextPartNumberMarker>
<MaxParts>maxParts</MaxParts>
<IsTruncated>true</IsTruncated>
<Part>
<PartNumber>partNumber</PartNumber>
<LastModified>modifiedDate</LastModified>
<ETag>etag</ETag>
<Size>size</Size>
</Part>
</ListPartsResult>

AR A R A A E Sk, AMIEZER 3-20.

A R B N IE R B RIR F OB g T BAE R, JTTER AR XUk 5-62 s

®”5-62 NMIRLHE TR

M BL 57 B 2 R ik

ListPartsResult LRAF List Part i 3K 45 B 5 2%
KA. R,

F . Bucket, Key, Uploadid,
PartNumberMarker,NextPartNumberMarker, MaxParts,
IsTruncated, Part.

Qdﬁﬂj" 960

i e

172




5 G AFAE IR S5
APl &%
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Ml L 57 B & R

ik

Bucket

Bucket & K.
K. PR,
27 5. ListPartsResult.

Key

Object %K.,
KM TR,
A2 5. ListPartsResult.

Uploadld

Upload 1145 ID-
KM PR,
Qi . ListPartsResult.

Initiator

Upload 1F:55 1) &1 i .
FKM. K

TR ID.

XA s ListPartsResults

Owner

A Initiator AH[F

%’éﬂ: fg%%o

T8 IDs

A2 £ ListPartsResult.

B # 1Y Domainld.
R, PR,

o ==~
X

¥ /5 Initiator. Owner.

PartNumberMarker

AVR List 45 511 Part Number #2844 & .
géil:f_g.: %%%&o
Q2Fi . ListPartsResult.

NextPartNumberMar
ker

U R AR IR Bl i as B, m B SR o &
NextPartNumberMarker Jt2, FT-FrBI4E B kil KK
PartNumberMarker 1§ .

KA, K,
27 A ListPartsResult.

MaxParts

IR A1 =R H iR K Part 20H .
R, R,

245 & ListPartsResult.

IsTruncated

PREIE A KIR B F List Part 45 R 3R AR “true” Row
RREAF R B TR R “false” RRAIRCEIR[E T 4

+
45

2k#Y. boolean.
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AR B2

KRl

5API
Mia) B 57 B 22 FR R
245 & ListPartsResult.
Part RAF Part 15 S 25 8% .

KM TR

Q2Hi s : ListPartsResult.
(PartNumber #x7z~ Part (%07, )

PartNumber C. A% Part %5 .
KA, FEAY,

LastModified Part A& RS [A]
KA. H.

ETag O EEBRNER ETag, ZBARKIME R, T BEIF
{7

K. PR,
A2 . ListPartsResult.Part

Size o _FA% Part K/
KA, BH,
A2 A : ListPartsResult.Part.

1. iR AccessKey 5% 44 JC4, OBS i [F] 403 Forbidden, #5i#A5%°% AccessDenied.
2. WERAERAIMATELE, OBS iR [Al 404 Forbidden, 4&i7%f%A NoSuchBucket.

3. WAUERMZ B EAEAESAMEAE, OBS i[9l 404 Not Found, #5ixASy
NoSuchUpload.

4. OBS H#IKrH F* Domainld &5 H A48 E AR, WEREABR, W OBS i [H]
403 Forbidden, 4i#%i%°A AccessDenied.

HAbEHR D20 S 1ER 6-3 s

GET /object02?uploadId=00000163D40171ED8DF4050919BD02B8 HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:20:35 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:xkABASrBPrz5ygzuzdJInK50L/yU=
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HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D40C099A04EF4DD1BDDY

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSK71fr+hDnzB0JBvQCIB9+S12AWxC41
Content-Type: application/xml

Date: WED, 01 Jul 2015 05:20:35 GMT

Content-Length: 888

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ListPartsResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Bucket>test333</Bucket>
<Key>obj2</Key>
<UploadId>00000163D40171ED8DF4050919BD02B8</UploadId>

<Initiator>

<ID>domainID/domainiddomainiddomainiddo000008:userID/useriduseriduseriduseridus0000
08</ID>
</Initiator>
<Owner>
<ID>domainiddomainiddomainiddo000008</ID>
</Owner>
<PartNumberMarker>0</PartNumberMarker>
<NextPartNumberMarker>2</NextPartNumberMarker>
<MaxParts>1000</MaxParts>
<IsTruncated>false</IsTruncated>
<Part>
<PartNumber>1</PartNumber>
<LastModified>2018-06-06T07:39:32.522%</LastModified>
<ETag>"b026324c6904b2a9cb4b88d6d61c81dl"</ETag>
<Size>2058462721</Size>
</Part>
<Part>
<PartNumber>2</PartNumber>
<LastModified>2018-06-06T07:41:03.344%Z</LastModified>
<ETag>"3b46eaf02d3b6b1206078bb86a7b7013"</ETag>
<Size>4572</Size>
</Part>
</ListPartsResult>

WARR P ARSI B, stal DO A & R Be I, R GUREE R 55 3k FH 7 98 5 1 B
FIFR— RN R EPIT “HIFB BIELLET, M AR THES LR
o FEAIFBUN 7 208 2 BU ARSI AU IC S DN S kA5 B 45 L% R el
b, FACEEEREANIE AR R IR L BRI AL B R AR . IR A T BU T
LN, ATHSRMEAE Last Write Win 528, {H “Last Write” [ [E] 58 SN BAT 55 IR AR AL I
[A] o

C2 BALRIB, REBCABUER N 2 B EARAESS, #E S A AR
M2 BLEARMESS “BIHFBY BRIEERUa, RATHRENZBEE S HEERS, 1L
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Zhi A

IERIHRER

e (¥ oA 30 22 BUE 35 00 R BEEUR W R BEA RS 1R “ B IFBL BRIElE M BIER T,
“EIFBCT SERUE MR 2 A i B, LR RO S A -

IR 2 B AR SR T OB AR N BT RN, TEEBAN 2 B AR R
RE Range T8 2 BLLAE X G REAR 2> Hodl -

B IFTE RN 2 B AR B vT O AT IR R 0, IR A 2 B B AR R B
A B, MERE AT RE .

B e R 2 B AR B AN E SR AN B MDS 15N Etag, 76 N3 BOBE BR List i
WX R B0 2 Befs L Etag 2B :8: MD5 (MiMa===---My) -N, FLrf, M, %
JNE N B MDS ME, W1 11.6 BTN, B 3B, AN B X R MD5

8, & B ETag AR JeH 3 AN B MD5 & 2 K i 3E( T MD5 1545 2] — 4>
B, FPHE-NEAAIFBIN ETag fl, -N R BIa 2B, fEiZnp bR -3,

IR Z AR TR, &I BUR BRI G — R S, IR
2R ST Sk x-obs-version-id I [l A . WL 2 HARA REF 0, &I
BUR B I RA S null. S TFRIRZRARS, 205211 RERNSHAR
X

BN o

ikl
o R EAFT 10 N, A28 REET 9ANBREITEI, MARAMEH B 2MA
Sa MR, AMEHFOBMRE RIEIKE. ARTEFZIATHE AT EC EFe R
BodtirEm, Fmbds R B, ARIA BAE R,

POST /ObjectName?uploadId=uploadID HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date
Content-Length: Iength
Authorization: authorization
<CompleteMultipartUpload>
<Part>
<PartNumber>partNum</PartNumber>
<ETag>etag</ETag>
</Part>
<Part>
<PartNumber>partNum</PartNumber>
<ETag>etag</ETag>
</Part>
<Part>
<PartNumber>partNum</PartNumber>
<ETag>etag</ETag>
</Part>
</CompleteMultipartUpload>
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API % 5API

n
GHEREESH

ZIERIEWE B SEPe E 2 B LTS 5 Rr I B E S I — D BB, SHE
N tn# 5-63 s

7<5-63 IHKHESH

BHEM ik = HWIE
uploadld R Z B AR 55 &
KR TR

< ;“ﬁll_.\a_
BRI A Bk, RAES%5E 33,

\

GHETTE
ZIERFEAHEEFHHE TR, MEEAIHFNERYIER, TR EMAE Xk 5-64 F
i%N
%5 64 fé*lﬁlu\ni
TTERABW ik = EWIE
CompleteMultipart | & 3-HEX % 3% . =
Upload KT, XML,
PartNumber 2= &
R, B,
ETag ARB I E IR BN ETag {H, BN AERME | 2
— b ZAEH T & I B AT E R — BUERL
eSS SR

D)NRRSY =20

HTTP/1.1 status code
Date: date
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CompleteMultipartUploadResult xmlns="http://obs.region.example.com/doc/2015-06-
30/">
<Location>http://example-Bucket.obs.region.example.com/example-Object</Location>
<Bucket>bucketname</Bucket>
<Key>ObjectName</Key>
<ETag>ETag</ETag>
</CompleteMultipartUploadResult>
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AR MmN B A E Sk, RARE S5 L 3-20.
RN LRI B SR 2 Ak, BT e T AN ER 5-65 R S Sk

#R5-65 BIINMRALHSE Sk
HBKBTR

X-obs-version-id

=i

B

43
H

I BN RIMIRA S .

I
(=)
K. F

MM ;EE TR

ZAE R N B A E IR BE BT R RIR RIS FFERI R, SuR AR nk 5-
66 FT7~.

3%5-66 MORSHETTE

LE 3%

Location EIF R RIS S url.
KM TR

Bucket G IFBOITLERIN .
KR PR,

Key G IR R key.

KA. TR E
ETag MRYE5 B ETag tFHAGHAIER, X RN E KMz

1//\ o

135”“1_‘_:?]:._,\
1. R EA W B, OBS ik[H 400 Bad Request.
2. WA B ARk U IR, OBS i [A 400 Bad Request.

3. JHEMPWIRESE EARIE BT 5 T HES, OBS iZ[H] 400 Bad Request, 451705
>~ InvalidPartOrder .

4.  WR AccessKey 82544 JoRk, OBS i [1] 403 Forbidden, %44 AccessDenied.
RS KR I ATEAE, OBS & [A] 404 Not Found, #2654 NoSuchBucket.

6. HWHRIERMZE AT AFAE, OBSiR[H 404 Not Found, fl&4RAE R
NoSuchUpload.
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7. WERAPARIZESR KL Cinitiator) , OBS i [0 403 Forbidden, 4&iRid A
AccessDenied,

8. TEE BRI RERBAIRPEAE T AE/ER B, OBS iR[A 400 Bad Request,
%54 InvalidPart.

9. WIHIERBYIER S E BN Etag £51%, OBS iZ[7] 400 Bad Request, #5izHEA
InvalidPart.

10. Brija — B2 AMOH e BOR STt/ (UNF5MB) , OBS iR Al 400 Bad Request.
11. XNRIEAIFFERUGE SR/l 48.8TB, OBS j&[H] 400 Bad Request.

HAt AR O 7EK 6-3 s

POST /object02?uploadId=00000163D46218698DF407362295674C HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:23:46 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:dOfK9iILcKxo58tRp3fWeDoYzKA=
Content-Length: 422

<?xml version="1.0" encoding="utf-8"?>
<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>a54357aff0632cce46d942af68356b38</ETag>
</Part>
<Part>
<PartNumber>2</PartNumber>
<ETag>0c78aef83f66abclfale8477£296d394</ETag>
</Part>
<Part>
<PartNumber>3</PartNumber>
<ETag>acbdl8db4cc2f85cedef654fccc4add8</ETag>
</Part>
</CompleteMultipartUpload>

HTTP/1.1 200 OK

Server: OBS

x-obs-request-id: 8DF400000163D4625BE3075019BD02BS

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCSN8DIAfQcIvyGBZ9+Ee+jU6zv1iYdO4
Content-Type: application/xml

Date: WED, 01 Jul 2015 05:23:46 GMT

Content-Length: 326

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<CompleteMultipartUploadResult xmlns="http://obs.example.com/doc/2015-06-30/">
<Location>/examplebucket/object02</Location>
<Bucket>examplebucket</Bucket>
<Key>object02</Key>
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<ETag>"03£814825e5a691489b947a2e120b2d3-3"</ETag>
</CompleteMultipartUploadResult>

547 BHUHZ B E1E1ES

IhEET 4R

FRIHEHER

EKIHESH

iF33$25EhlLA:J_

ERIEBTTE

lial Rz H 23K

i) Rz 5H 22k

Mo ;HE TR

GNP A B —AMESS W] DU A O 2 Be EARAE S5 DU AES5 . & I Blellit
THAES DR E, H P AR XRS5 3147 AL BOR B 28 B384

DELETE /ObjectName?uploadId=uplaodID HTTP/1.1
Host: bucketname.obs.region.example.com
Date: date

Authorization: auth

R B S8, R EIOH N BAES N2 B LSS, SEINE LNk 5-67
I
#*R5-67 BEKIHESH
BRER g ERWIE
uploadld B2 B LRSS . &

FKA: FHH

ZIEREH AN E L, RARIES%5R 3-3.

IR B A AEH S TR

HTTP/1.1 status code
Date: date

R ISEN B G AT E %, RS %% 3-20.

(23T R L TIATE RSN el N TSRS
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1. R AccessKey R4 To3%, OBS i [A] 403 Forbidden, #5i%7%°4 AccessDenied.
WRAE R KA ATEAE, OBS ik [0 404 Not Found, #ii%fi% 4 NoSuchBucket.

3. HPHATEUE 2 Bt L AT S5 BB RS AW P 2 RAT VIG5 8O M I T A
F, WHRAZEN OBS ik 7] 403 Forbidden.

4, #ERLT), OBS A H FiR [l 204 No Content.
HAA R OB & EE 6-3 .

DELETE /object02?uploadId=00000163D46218698DF407362295674C HTTP/1.1
User-Agent: curl/7.29.0

Host: examplebucket.obs.region.example.com

Accept: */*

Date: WED, 01 Jul 2015 05:28:27 GMT

Authorization: OBS H4IPJXOTQTHTHEBQQCEC:QmM2d1DBXZ/b8drgtEv1QJHPbMO=

HTTP/1.1 204 No Content

Server: OBS

x-obs-request-id: 8DF400000163D463E02A07EC2295674C

x-obs-id-2: 32AAAQAAEAABAAAQAAEAABAAAQAAEAABCTPS5YD1zn0UggG3laRfkHLGyz 7RpRION
Date: WED, 01 Jul 2015 05:28:27 GMT
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6 Pyt

6 PR

6.1 IR7SHG
AR 4528 0] A R B RSB AL R E B AR 6-1 Fik:

6.2 3R1xHY

R6-1 JR7SHY

KZSHD | PR

2XX IR 5545 RC Ik 8] P P SR Hid

boc | BRI TR AR, TR B BT R S SRR RO

5xx W g5 a8 R AR, H R eI A A RO SR A2 75 o

VAR O A S, AL IR A4 REE . A 5 nl AR 48 A4 6k B A Al R RS ke e A
BRIE . A AR, HTTP 15 RIR A —A> 3xx, 4xx 8% 5xx ) HTTP RS .
IR [A] )9 SR A BAR B RS RS S AR RS R .

FiR M M H BRI

ERACERY, ma N RSk A
®  Content-Type: application/xml
o AERXTMIK) 3xx, 4xx B 5xx [ HTTP IR

Wi N T B A b A RE 2 A S SRR R RS B o R I A e B S AR B R T T
REST 45 iRm0 N HH AL e &R .

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>NoSuchKey</Code>

<Message>The resource you requested does not exist</Message>

182




XF BAFAE S5

APl 7% 6 P
<Resource>/example-bucket/object</Resource>
<RequestId>001B21A61C6C0000013402C4616D5285</RequestId>
<HostId>RkRCRDJENDc5MzdGQkQ40UY3MTI4ANTQ3NDk2MjgOMOFB
QUFBQUFBYMJ1YmJiYmJD</HostId>
</Error>
FICHR I BAARS LnE 6-2 Pk
#<6-2 $EIRMRLEHETTR

TRER | #R
Error BRI R B A XML S50 h R AR E B IR ST R
Code BRI B SR XML AR R e S0 SR HTTP JH SR B R, AR ()4
wILiEZ WK 6-3.
Message BRI N B A XML TR BAR R AT VEANI SR, BRI,
wHEES I 6-3.
Requestld | AKEFRIERITER ID, HTHIRER.
Hostld I [E11Z 9 B R 25 v 1D
Resource | i iR AHIC UMM BN R BTUH .
(MR
H IR O S LA R F GO REE, N ARRELERARE, 7REFRED
WiAZ A B iR B ] R A L R
HixFg AR

FE[7] OBS ARG HiERKIG, MnARBRIRT R, 28w N rh A 2 i B B R AR AR 1
o RRAFAETT AR ST RIS ISR 6-3 P

#<6-3 $Hixtg

HTTP K% HiRg HIR{EE2 AL IBYE B
5
301 Moved PermanentRedire | 223315 [a] (AR L0 204 F 3 | $2 BR IR [8] 1) 2R 2 ) b
Permanently | ct SERIHAE, R USRS | BB RIETE K.
SRR IE B AN bE .
301 Moved WebsiteRedirect | Website 17 3R &/1> ¥4 fa Ak
Permanently bucketName.
307 Moved TemporaryRedir | IlG#fEE R, 4 DNSHE | S HBhEEK, WAl
Temporarily | ect BN, IERE g E E R R | DO E SR R IE B E
i Ak .
400 Bad BadDigest B e € I RN AN | RSk R A 1Y
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HTTP K% IR HiR{E 2 AL IBIE T
5
Request MD5 i 5 Rgi BRI | MD5 58 B & H
M2 MD5 i A%, Feft) MD5 A& 75—
400 Bad BadDomainNam | 4 A&7, 1 H &R 4 .
Request e
400 Bad BadRequest WHRSEAGE AR IR ] () B 1529 S
Request REER AT B
400 Bad CustomDomain | Bt & T CAFLE K. EamEd T, A
Request AreadyExist EHEAE.
400 Bad CustomDomain | fi{& AAELE 115 . PN W= A ]2
Request NotExist TEEME
400 Bad EntityTooLarge | i F* POST LALfxt %k | 15824 POST L4411
Request /NEBIE T AR RV ERCOR | policy H Y SR AR B U
PGS DR R RN
400 Bad EntityTooSmall | F f* POST ALt 4K | 1582k POST A& 1
Request INVNTZFAE VR B NK | policy H 25 AF B 3G
o PRSI NG
400 Bad lllegalLocationC | Fl j* R## Location 7E3E | =R & 4EBRiA Region
Request onstraintExcepti | ki\ Region B . AR FEBA
on Region [ Location £
i
400 Bad IncompleteBody | 1[92 Ji [K sl H A ) @0 | EBT AR X &2
Request FEOF R ARILZ T
400 Bad IncorrectNumber | £/~ POST iR &R T Eay | Ay b —A A&,
Request OfFilesInPost — A FAERI A,
Request
400 Bad InvalidArgument | L1545, FRAR IR 7] () B 1529 S
Request R TR AT B
400 Bad InvalidBucket ERVIA I OAFIE. | B
Request
400 Bad InvalidBucketNa | &K 458 € R4 TCRL, | B#AF4 .
Request me R BT AN SO IR R
7o
400 Bad InvalidEncryptio | #5iR[IMEEH L. N 571 IR 1 2 2k 3
Request nAlgorithmError | SSE-C Iz flx %, #as | FaEst %,
Eﬁﬂufiiﬁ’éa w, FEA
REMAR o
400 Bad InvalidLocation | G, 45 M 8 %€ IEHAY Location
Request Constraint Location NEVESALE | BURE.
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HTTP RS iz HixR(EE AIRHETE
g
fE.
400 Bad InvalidPart —AEEMEERN BTG | IR BT entity
Request HF XEEATRERA b | tag IR,
f&, B FRE M) entity tag
5B K entity tag A~—
S
400 Bad InvalidPartOrder | Bt MNP AT, | #EBCSTHFHIP G &
Request BOARBAFEBCS TR | Fra s
Fllo
400 Bad InvalidPolicyDo | %8 i PN 25 55 Sl SR | AR IR [l A R RV B
Request cument R AR 8. | R R
#J policy iR
400 Bad InvalidRedirectl | J&24 (¥ & 2 [a btk o i € LB UL
Request ocation
400 Bad InvalidRequest | JE&iH K. AR 1 [ PR 13 9 2
Request IR AT IR L.
400 Bad InvalidRequestB | iERAToRL, a2 Bk | #HIEmRHE X B 1E
Request ody PSRBT EARTH BR[| Sk
400 Bad InvalidTargetBu | delivery group X HAxHE | XF HbsfffCE ACL X
Request cketForLogging | J& ACL #JR . PR 5 it
400 Bad KeyToolLongErr | $2{t1) Key id . R Key.
Request or
400 Bad MalformedACL | 424 XML #g W%, | AEHIERAR) XML #% 20
Request Error SHE A RATER [ | Eit.
.
400 Bad MalformedError | iR Fp 547 (1) XML K30 | 48 FH IERA 1 XML % 5X
Request ANIEH. Hik.
400 Bad MalformedLoggi | Logging ff] XML #6304 | 48 IERf 19 XML #% 2
Request ngStatus FHf. ik,
400 Bad MalformedPolic | Bucket policy & 75 AN i@ HR A 3 8] R B R S
Request y it IR 45 &1 policy
I EOR BEAT B 2L
400 Bad MalformedQuota | Quota 1] XML #=ANIE | {8 AH IE#A XML 4% =X
Request Error . =ik,
400 Bad MalformedXML | 4] 7 &3% T —ANECE I | {3 F IERK XML %%
Request FrEs g 0 XML 22 | ik
LI R 5% o
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HTTP K7 Hix A EIREE A IBFETE
5
400 Bad MaxMessageLen | % JUX 5, #ssRiE | #5 IU SOR 4 BA
Request gthExceeded 1A ik,
400 Bad MetadataToolLar | JoEdiH Bkt 7 oir | b osdain Bk,
Request ge BN CPN
400 Bad MissingRegion | i3k f#k/l> Region 15 15 R #E 4T Region 5
Request B, HRSG LA o
Region.
400 Bad MissingRequest | 4 7 ki — /N2 AL IERA T XML 3C
Request BodyError XML SCRGVE g R BT 2s | kY.
KA
400 Bad MissingRequired | i R/ Db B Skt | SRR E LI
Request Header
400 Bad MissingSecurity | iR —N0AI Sk, | PR B SLI
Request Header
400 Bad TooManyBucket | | P #iA HIAR I BCEIE R | AHERES 4 5 E ik,
Request s TR LR, FEHER
A B —ANHTHE
400 Bad TooManyCusto | FC & T i 2 1 H 7 35, ] e 8 43 FH P 3k i
Request mDomains ko
400 Bad TooManyWrong | [Xl &y #5ifs iR i R B fE 4 ik | 58 #1E A/ 11 Access
Request Signature %, Key J& Hik.
400 Bad UnexpectedCont | 1% i >k 75 ZH BARTIR | R4 15090 214K
Request ent SRS, B RN
MERSEUNTTE-Gab L g
400 Bad UserKeyMustBe | iZ#5E R A RFERF & ol ff | 158 REARCHF
Request Specified H.
403 AccessDenied g, VESREAEET | TR IERR R H
Forbidden H Ak a2 Sk ks =04 | Sk
i’%o
403 AccessForbidden | #RANE, HHAEE BRI CORS it
Forbidden CORS i # CORS MUNIA | B, SiE R
NG CORS AL & K IEVLECIT
OPTIONS i#:3K .
403 AllAccessDisabl | F ' AR AT HERE. | IR .
Forbidden ed W42 Ak e,
403 DeregisterUserld | F /= CL 40744 FAHBE I .
Forbidden
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HTTP K% IR HiR{E 2 AL IBIE T
5
403 InArrearOrinsuff | i PR Sl A T | 7e1d -
Forbidden icientBalance R BEAT B P
403 InsufficientStora | f#fif 2% [A] A 2 o AT AR A,
Forbidden | geSpace AR 4 3
%o
403 InvalidAccessKe | RGILFKHAIAAER 2 | #7507 LI Access
Forbidden yld BE1K) Access Key Id. Key Id.
403 NotSignedUp PREIIK B EAIERGH | SeiF M OBS ik
Forbidden M, DATERGHE
W7 A REAT L ZmK
403 RequestTimeToo | &K (1A 8] 5 AR 55 A IR | RS £ 2% 7 v ) A2 75
Forbidden | Skewed ALK 5 A 2
Ko
403 SignatureDoesN | iR 24 5 RS0 | KR Secret Access
Forbidden | otMatch FASNEAR . | Key AL
??2‘0
403 Unauthorized P RS 4NIE. ESLA NI Eik .
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