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1.1. FREX
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1.2. @i

=

#Hit SRR GE—, MEREFEERIIRENE.

- STEM

BRMBRIERER, BHEX.

©  SERHE

SEEHER, KRG ER, XEREATEG. EERM.
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—RITE, TFRE, FRECREH, BRREANKARE.
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1.3. INREFFE

«  ERWIHHAE

XFHCRAFBEEEEH G AP HOKEMNIRE, URERIZNIEMERIHRIE.

- HWHItHEEN

XFEEEEEFEX 7 KRREICREREFRIE, FRALE, SH2M. FRBMH/I0. EHRHIFA
EEEF S MEERITHAEEN.

- EItHEEE

XEFEIT RS gzip XHRIR X BEIMEAEEME 2R FMEARS (B 20S) THIFFHEME, LB R
FABRBRRFT S/ F/R/H” ZBRERENBRER, FRIENENS.

1. 4. HAXRBZHRE

o B EHRAPBEXERIEHEA. OpenAPl = ERFHITRIER~ERIER. BHEIEMHX
B BIEAR FRER. HIERE. #IEFK. BIESERTF

o IRER: REEERZEHITN—MEE, TRATRZHITEHBENREMEMB,. BERSEZIRAFHEK
HESH. IFAPEFREEHEEER. REEFRS.

Bl AP Z ARG mERE, BREBIFR 1T GRITAEEXK.

c REHH

XA PEBREFTIEAICR, TRTERS . XRFFELEIRF.

«  BiFEER

HHFPMFRLISFEEERN, ZREITMCROBERTESMAPIRERIR, BLEL%,
o [EREEMN

SRIFHIER, BT EHIIRRERRE LA EHRE, MAEERADBE MR



Q 70z

2. BEAT
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4. HE “KRERE, BREHET (RE=EHIRSHL) 7 af “SEFE” , BeSEmREFHF
18
FESSHRS

FRatr mEHIRS (AM)

tExz: mEIHRSREER

TEEREEE, SrEuSTFRER

#ORE, DRES (FREZTSHER

2.2. EFWHITEH

LEETREHITRS, REFHRICREMSTENBRE, FFERIL 7 RRMEEHS. X3XREN
BAEREIHEN G EERERITEM

AR

- BFB=EEITRS.

RIESR

1. BRREREHIFL;

2. myEEEsas AR | %%t

3. AEEHATIRR, &F ‘TEI

4. HANHERSZEGIGRE, amfhiaes “SHIR"

5. HEANEMIIRTIE, EHFIRLAXFHEIFERGER;

FiE

FEHEHAMEENAATH, AT

o EEIFHIE: SCEPIRIESELT 30 4380, 31 N TR IR 7 REEHESERE, #3REE XA
E3EE;

o EERE: FREFMHIIEEXRBHITIFE;
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o BHEA: XFEREFHFRETIFE, HRIEHFRETE ormal (RATIRIERTD |
warning (RBRARBIELRRKD ;
o BERR: XEFRER-—MBATHAREFKSHITHIE;
o EfRIR. FRFEB, FRIEIE: FURREREHITZERNFE, SARNEIFEERD
RSB RITHIE -
6. FHIEFHIRIETTR, mE “Bil)” , FEFHNEHELUIIRETLR.

THAR
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3. mpsEi

3.1. EFWHIEH

HEETREHEITRS, RETRICRTMSFRNERE, AFERIL 7 ROREER. £XAEN
AR EIHEH S ERRFEITENS

GlEr= S0

« BFBE=EHITRS.

BRIELTR

1. BRREREHHLD;

2. BEEESIAA L7 RS

3. AEEHIATIRR, @&F ‘TEIt”

4. EANBERSERIER, fElhiz “SHIR" ;
5 HEAEHIIRTE, EMHYIRLGFRTHEFNTER;

FioiE

, IR

- =

ZHITXHANMEENESENE, YWAAWT:

o BYEIIHIE: TFFRFESIER 30 80, L1 IR 1 R IR 7 REYRHESERE, R E XA
[BsEE ;

o B IRRBEHAIES RBIBITIFIE;

o EfHEF: IERB\EFHFRHTHE, HATEFHFREIE normal (RRAFRFIERTD
warning (RRF|AIRIERMD ;

o BMERARP: XFHREE—HEF TR FKSHITHIE;

o EfRIR. RRAB, FWRiEER: IFHURREEHITZERNTGE, SMENESFRARED
FIRLBIRTHiE.

6. FHRIAFHEIFETR, 2 “Bif , FEFHNEHREUIIRERLE.
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THAR

3.2. IHHEIHWE~mEKEBRETIE

ZEITYHERNETREHE: =0, =88, B%RS. 918N, B HgE. BMEAM IP, 3SR
%, NAT X, ERRAE R, =&
o HMTENAREBIREIIR

vm_op_list = ['restart_all_server', 'remove nic', 'bind_ ip',

'rebuild_server', 'restart_server', 'detach_volume', 'start_server', 'refund_server',
'stop_server', 'create_server', 'add _nic', 'import_keypair', 'start_all_server’,

"change _firewall', "unbind_ip', 'remove firewall', 'renew_server',
"create_gpu_server', 'change server_password', 'delete_keypair', 'create_keypair',
"attach_volume', 'get_server_vnc', 'delete_server', 'resize_server', 'stop_all_server']

o TEHERKEZRETIR

0S_ASYNC LIST = ["create_server"”, "delete server"”, "resize server"”, "start_server"
"stop_server", "reboot_server", "rebuild_server", "change_ server_password"
"create_server_interface"”, "delete port", "get_server_vnc", "create keypair",
"delete_keypair", "upload volume_image", "delete image", "create volume", "delete volume"
"attach_volume_to_server"”, "detach_volume from server", "extend volume", "create backup"
"delete_backup", "backup_restore", "create_ip", "delete ip", "add floating ip_to_server",
"remove_floating_ip_from server", "update_ip", "create_network", "delete network",
"update_network", "create_subnet", "delete_subnet"”, "update_subnet", "create_security_ group"

"delete_security group"”, "create_security _group_rule",
"delete_security _group_rule", "create load balancer"”, "create l|istener"”, "create_instances"
"create_floating_ip_port forwarding", "create firewall group”, "create floating ip_snat"
"add_ip_pool address"”, "delete_ip_pool _address”, ]

o IPMRAERNKRIRIETIR

instance _protect op_list = ['enable_instance protect', 'disable_ instance protect']
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scaling rule op_list = ['create_scaling rule', 'disable _scaling_rule’,
"execute_scaling rule', 'update _scaling rule', 'delete scaling rule', 'enable scaling rule']
scaling group op_list = ['create scaling group', 'update scaling group',
'disable_scaling group', 'delete _scaling group', 'enable scaling group', 'move out group',

"move_in_group', 'move_out_group_release']

scaling op_list = instance protect op list + scaling rule op list + scaling _group op list

o YBEHUARSSEIRBEIRIETISR

bm_op list = ['get _bm_server_vnc', 'stop_bm_server', 'refund _bm_server', 'create bm server',
'restart_bm _server', 'start_bm_server', 'rebuild bm_server', 'change bm server_password’
"renew_bm_server', 'bind_bm floating', 'unbind bm_floating']

o SRIRARSFROKCHIRIETISR
image op_list = ['create private_image', 'cancel_share_image', 'accept_share_image’,

"share_image', 'delete private_image', 'reject _share_ image', 'update private image']

o TERRKHEEBIETIIR
volume op_list = ['detach_volume', 'refund_volume', 'renew volume', 'attach_volume',

"create_volume', 'delete_volume', 'resize volume']

o TEMAN IP BXEBIRIETIR
floating op_list = ['bind_ip', 'create ipv6', 'bind_ipv6', 'renew ipvé', 'resize_ ip'
"refund_ip', 'refund_ipvé', 'unbind _ip', 'renew_ip', 'resize_ ipv6', 'create_ip'

"unbind_ipvé']

o M OIEINERCBERIETISR
Ib op_list = ['Ib_assign_server', 'delete vm pool', 'delete listener', 'Ib_remove server',
'create_listener', 'delete_Ib', 'create Ib', 'update listener', 'update_vm pool’,

"Ib_bind_ip"', '"Ib_unbind_ip', 'Ib_bind ipv6', 'lb_unbind_ipvé']

o NAT MR EBIRIETIFR
nat_op_list = ['refund nat', 'renew nat', 'delete dnat', 'delete snat', 'create nat'

"create _snat', 'create dnat', 'update nat']
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o RUFABRRIRBERIETIR

vpc_op_list = ['bind vip', 'update subnet', 'disable acl rule', 'update vpc'
‘create_ingress_acl rule', 'update firewall', 'create egress acl rule’,

‘create _firewall rule', 'delete ingress_acl rule', 'delete vpc', 'delete egress_ acl rule’,
'delete _firewall rule', 'change egress_acl _rule', 'unbind vip', 'delete acl’',

‘create_acl _rule', 'create vpc', 'delete subnet', 'create firewall', 'create vip',
'create_subnet', 'enable_acl _rule', 'delete_firewall"',
‘change_ingress_acl _rule', 'delete vip', 'create acl', 'update_security group',
"create_security _group', 'delete_security group', "create firewall _group", "delete acl”,
"enable_acl", "disable acl"]

o mUEFERYSKCHRIETIR

alarm rule op _list = ['enable_alarm_rule', 'delete _alarm rule', 'create alarm_rule',
'disable_alarm_rule', 'update_alarm_rule']

contacts_group_op_list = ['create contacts group', 'delete contacts group',

"update_contacts_group']

contacts_op_list = ['create _contacts', 'delete contacts', 'update contacts']
template op_list = ['create_template', 'update template', 'delete template']
col lect_board op_list = ['create _collect_board', 'delete collect _board']

3.3. HitIRFEHSE

FEBA X
id EH 1D
eventld 15K ID
eventName BRIEEHAIR
eventTime EHRERE (fhLATE)
EHER, BMEEHFR, SRR
eventlLevel 0: normal, XFAXIEIERME

1: warning, RFEAXIRIELY
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REMEMHRE, SRZHIHUCRBOERRHEZTINE

eventType {534 (ConsoleOperat ion)
EMeEERE. BE:
eventActType 0: i%3%A (read)
1: BRE (write)
srcRegion BAEEHRE R ZTIRM 1D
srcServiceType EHRBERS AN, WItHE. FiE g, Re2F
srclp FHKRIR ip, KEIFREIHELE
srcProdTypeName EHRIRRIRX R B R
srcProdName EHRIRER B FIR B IR
sroResld EHRIRXT R AIZEIR 1D
account Id 1D, HPRIE—RR
reqld BRAEIEK 1D
reqData BRIEERBIE, 18R json FHTH
respData BRAEMNEHE, 8RR json FHFH
apiVersion BRIEEHITNA api ARAS
createTime RAERIT B0 2R E
updateTime 1RAERIT B EHRE
BB
{

"id": "6b231dfb9f684d65a9bf5f53a3d7f828",
"event|d": "58160545",
"eventName": "create_volume"

"eventTime": "2022-12-17 14:52:55"

"eventLevel": {
"code”: "0",
"value": "normal"

10
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},
"eventType": {
"code": "1",
"value": "ERITHIA N ESZTIMEITEY (Consolelperation) "
},
"eventActType": {
"code": "1",
"value": "BRHE"
},
"srcRegion": "d8d23b1led44ad11e9accd0242ac110002",
"srcServiceType": "TRfig",
"srclp": ""
"srcProdTypeName": "Z=HE#RE",
"srcProdName": "evs—d55c",
"srcResld": "f9028cd6-5b42-4227-bc67-1e68d91a982",
"accountld": "532a108316474db4a03e5b3fcc089757",
"reqld": "58160545",
"regData": "{\"resource name\": \"evs—d55c\", \"resource uuid\": \"f9028cd6-5b42-
4227-bc67-1e68d9fa982\"} ",
"respData”: "0",
"apiVersion": "v1",
"createTime": "2022-12-17 15:00:04",
"updateTime": "2022-12-17 15:00:04"

11
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4. =i

=HIH RS EE ?
ZEITRS X HFRBFER.

SHIT BRI IE?
ZEITA region BRSS, BRESHNECTRAENFETERRITRS, TREEAEZHITRS.

EHIRATICRMLRER?
EMFIRICRT RPN ZIRFZFIFEFE, 1220, MFRFHRIERIEAER,

EHYIR PSS T LAMER ?
AR, AR¥E SAC/TC REFMEE . HIBFREEEMI L HHATE, HItHESLIRFZENEE . HEH,
E it R S MIPRE A2 2 ThRE -

BT A RS KETIE) ?
MIABRAT, ZEITRSEREH W FME&IT 7 RANESXH, M TERFE 0BS AL ERE

LR, BAULRAFMEX LEEH M.

EBRZHITRFEELH WA th =R FIRAEEE?
2. BRATHEITRSTEWAM RS FIRAMLEE.

12



