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1. 1. 4sk RSA FAEA
2\

3. 7% : openssl genrsa -out rsa_private_key.pem 1024

6 UiHd: DL bawdnl A pi i RSA FAEH LA rsa_private_key.pem, 72N :

I/~ o=ooco BEGIN RSA PRIVATE KEY-----
8.

Oy o=ooes END RSA PRIVATE KEY-----
10.

11. 2. JEiF RSA FAEHA % PKCS8 #4 2 FAEH
12,

13. #n4: openssl pkcs8 -topk8 -inform PEM -in rsa_private_key.pem -outf
orm PEM -nocrypt -out pkcs8 private key.pem

14.
15.

16. Ui DL ban 4 a4 il PKCS8 4% AL U/ pkes8_private_key.pem, H AN

Xh:
7y o= BEGIN PRIVATE KEY-----
18.
18, e END PRIVATE KEY-----
20.
21,

22, R BN 2T R S SR AR A HTES, W PHP &4
SEF RSA FA%H, C#.NET. C++. Java BhZ4Z % F PKCS8 ¥ CFAEH. (IS 233 A sA T
1AM

23,
24,

25, 3. B RSA ANHIEF



26.

275 % : openssl rsa -in rsa_private_key.pem -pubout -out rsa_public_ke
y.pem

28.

29,

30. P A B A A CE rsa_public_key.pem, A N:

SHES SO0 BEGIN PUBLIC KEY-----

32.

s ~  ===e=-o END PUBLIC KEY-----

34,

35.

36.

37. 4. HAERNHIESR

38.

39.

40. Sl ER B RE, A (rsa_private key.pem Al pkcs8_private key.pem)
TRAFLEA HIAE A

41,

42, EE: . AN ERAZIAT OB, B .
43,

44, EAERNFEP rsa_public_key.pem, PUEJ5EEIERE KB 72544 .

= HEpiZ4 PHP

function sign($content, $private_content){
$private_key=openssl_get privatekey($private_content);
$sign="";
openssl sign($content,$sign,$private key);
openssl_free_key($private_key);

$sign=base64_encode($sign);

return $sign;
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=, AR Java

import java.nio.charset.Charset;

import org.apache.commons.codec.binary.Base64;

public class Base64Utils {
private static final Base64 BASE64 = new Base64();
private static final Charset DEFAULT_CHARSET = Charset.forName("UTF-8");

private static final String PREFIX = "XXXXX";

public static String encode(String source) {
if (!isEmpty(source)) {
new Base64();
String target = PREFIX + source;
byte[] bytes = BASE64.encode(target.getBytes(DEFAULT _CHARSET));

return new String(bytes, DEFAULT_CHARSET);
return source;

public static String decode(String source) {
if (lisEmpty(source)) {
byte[] bytes = BASE64.decode(source.getBytes(DEFAULT _CHARSET));
String target = new String(bytes, DEFAULT_CHARSET);

return target.startsWith(PREFIX) ? target.substring(PREFIX.leng
th()) : target;

}
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return source;

private static boolean isEmpty(String str) {

return str == null || str.length() == 0;

import java.io.ByteArrayOutputStream;

import java.security.Key;

import java.security.KeyFactory;

import java.security.KeyPair;

import java.security.KeyPairGenerator;

import java.security.PrivateKey;

import java.security.PublicKey;

import java.security.Signature;

import java.security.interfaces.RSAPrivateKey;
import java.security.interfaces.RSAPublicKey;
import java.security.spec.PKCS8EncodedKeySpec;
import java.security.spec.X509EncodedKeySpec;
import java.util.HashMap;

import java.util.Map;

import javax.crypto.Cipher;

public static String sign(byte[] data, String privateKey) throws Exception {
byte[] keyBytes = Base64Utils.decode(privateKey);

PKCS8EncodedKeySpec pkcs8KeySpec = new PKCS8EncodedKeySpec(keyByte

KeyFactory keyFactory = KeyFactory.getInstance("RSA");

PrivateKey privateK = keyFactory.generatePrivate(pkcs8KeySpec);
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IS

Signature signature = Signature.getInstance("SHA256withRSA");
signature.initSign(privatek);
signature.update(data);

return Base64Utils.encode(signature.sign());

RS CH#

using System;

using System.Collections.Generic;

using System.IO;

using System.Security.Cryptography;

using System.Text;

public static string sign(string content, string privateKey)

{

ﬂ\

byte[] Data = Encoding.UTF8.GetBytes(content);
RSACryptoServiceProvider rsa = DecodePemPrivateKey(privateKey);
SHA256 sh = new SHA256CryptoServiceProvider();

byte[] signData = rsa.SignData(Data, sh);

return Convert.ToBase64String(signData);

BOMTE

—. HAWMASH
LoginName FfFef A4
RandomNum EFFEf BEALEL (2% o A 8D

SignString FHFH B FREH (AR
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E: A HRA R POST 7 AL

T SCFRE
a) URL
http://ctyun.siweicn.com:76/api/AuditTxt
b) HIASEL
AuditString FAFH B i 3C7 O 1000 7715)
c) S

ErrorCode %7 AHiRACHE (0:1E% ;-1 : B LW R; -2: DT EREH ;-3 A8

AuditResult #EM wilg5 (1:1E%;0: 7% ;-1 HEH

Reason TP Sy RN (al SR A, 85 ok 45 BN IE & I I =)

= CEHRR
a) URL
http://ctyun.siweicn.com:76/api/AuditTxtFile
b) HIAZSHL

UploadFile TR AL (GZFF rar CINSCHF rar5), zip, 7z = R4 S0 CE%1E) ,
PLK txt,log.html, htm 2545 000 A SO (A B R AT TE RS 28 i fic &) , SZFF gb2312
A utfs Pitgmbdig = CEBhRMD D

c) S

ErrorCode ### #E{RACHD (0:1F%; -1: B LIS R -2: T BRI E ;-3 P4
D)

ReturnList ApiTxtOneFile AU%i|3 wHit4h Ko

Reason A AT IR , £ iR AURS y 1E & I G 701 B =

ApiTxtOneFile 7.
FileName FfFA! A4
AuditResult #71 Hil458 (1:1E%;0: 7% ;-1: B4

Reason FAFRY S JRME (B4 SR A, o 145 5RO IR I T B 2
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iz (5] JSON
EFBATIER

{"ErrorCode":0, "ReturnList":[{"FileName":"KeyWord.txt", "AuditResult
:1,"Reason normal", "NeedReview":1},{ "FileName":"addurll.txt","AuditRe
sult":0,"Reason":"ad", "NeedReview":1},{"FileName":"addurl2.txt", "AuditResul

Il,n

t":0,"Reason contraband", "NeedReview":1}],"Reason":""}

BRRFEIT R

{"ErrorCode":-1,"ReturnList":[],"Reason": "2 & W iF %"}

1LY '
a) URL
http://ctyun.siweicn.com:76/api/AuditImgFile
b) HMWASH

UploadFile SCHFRY AU (GZHF rar CASCEE rar5) ,zip, 7z =FiE4 30 CB%5) ,
LA jpg,jpeg,png, bmp S54% 2 R SCHF (Hds U R AT TE AR &5 28w B D D

c) HHSH
ErrorCode #7A! £ (0:1EH; -1: B LW R; -2: OIS EBEHEH ; -3 e

ReturnList ApiImgOneFile AU%l3 Hit4h Ko

Reason FHFAY H4EFIA , B ARAD A 1E & I e B =5

ApiImgOneFile ZR7AiHH .
FileName FfF8 bA& {4
AuditResult #EH wHilg5 R (1:1E%;0: 7% ;-1 HiH

Reason F4FA Sy R (B HIAS IR IR, o oH 45 SO IE 7 i I B =)

JZ 5] JSON
FRFEATIER

{"ErrorCode":0, "ReturnList":[{"FileName" :"8ebfel22gylfmo7mbmjovj20j
60asg4n.jpg","AuditResult":0,"Reason":"normal", "Score":90, "NeedReview":0},
{"FileName":"abd2b4119313b07ec7119¢c1707d7912397dd8c25.jpg", "AuditResult":0,

"Reason":" porn","Score":70,"NeedReview":1},{"FileName":"dabe950a304e251f83
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2b2d98ae86c9177e3e5378.jpg", "AuditResult":0, "Reason":"sexy","Score":93, "Nee

dReview":0}],"Reason":""}
BB R4

{"ErrorCode":-1,"ReturnList":[], "Reason" : "& LI Hix"}

i BPOCHFHRER
a) URL
http://ctyun.siweicn.com:76/api/AuditVdoFile
b) HAZSH

UploadFile M8 EAESCAHE (¥ rar (ASCHF rars), zip, 7z =M% 304 (CR#R) ,
LK asf,avi, flv,mkv,mp4, rm, rmvb S5 A1 CbAs B R AT 7E IR 55 25 il D )

T HTRBCCHEOR, I TR, AN W A% R 46 S
c) B

ErrorCode %7 AHiRACHD (0:1E% ;-1 : B LW R; -2: DT EREH ; -3 A8

ReturnList ApiVdoOneFile %3 i it45 4%

Reason “FAFAY M4 JR [l B Ay I I S0 0 B 2

ApiVdoOneFile 27! Y.

FileName Ffff bAE3C{F44

AuditResult #H! Hil45% (1:1E%;0: 7% ;-1 HED

Reason FHFAY i JEIN (EUHAR TR, 145 5RO IR H I T B )

ImglList ApivdoSnapImg M3k HMAREISIZR T4 ROMIER . Wk AT I =)
ApiVdoSnapImg JS7 i i .

TimeValue FHFAY K F IS (A28 HH:mm:ss)

ImageByte “7Hi%I& KlJv Byte 71 (Al t% /" sk s 57 N E R

i [A] JSON
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FEFFBATIER
{"ErrorCode":0, "ReturnList":[{"FileName":"123.avi", "AuditResult":@,
"Reason":"normal","Score":90, "NeedReview":0,"ImgList":["00:01:00":, "ImageBy

te":"xxx"]}],"Reason":""}
FEFPIBAT 8

{"ErrorCode":-1,"ReturnList":[], "Reason" : "L I Hix"}



