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zztests sshd Bl sshd
sshd = nagroup
324 sshd & sshd
sshd = sshd
nei-0f sshd Bl sshd
sshd = sshd
sshd & sshd
sshd = sshd
ctess-yushengte sshd = sshd
sshd = sshd
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kernel: insufficient input validation in kernel mode driver in Intel 1915 graphics leads to privilege escalation 36
kernel: Memory corruption due to incorrect socket cloning 36
kernel: denial of service vector through vfio DMA mappings 36
kernel: Information Disclosure in crypto_repert_one in crypto/crypto_user.c %
wget: Information exposure in set_file_metadata function in xattr.c %
kemel: null-peinter dereference in hei_uart_set_flow_control 38
kernel: broken permission and object lifetime handling for PTRACE_TRACEME BE 36
kernel: lack of check for mmap minimum address in expand_downwards in mm/mmap.c leads to NULL point... = 3
Kernel: vhost_net: infinits loop while raceiving packets leads to DaS =R 36
Kernel: tep: integer overflow while processing SACK blocks allows remote denial of service =R 3%
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SREER kernel: insufficient input validation in kernel mode driver in Intel i915 graphics leads to privilege escalation
CVE: CVE-2018-11085

imEEEE: 2019-05-14 08:00:00

bugzillaSZ AL httpsy//bugzillaredhat.com/show_bug.cgi?id=1710405

£ UER https://access.redhat.com/security/cve/CVE-2019-11085
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kernel: a NULL pointer dereference in drivers/sesi/megaraid/megaraid_sas_base.c leading to D 36
kernel: infinite loop in update_blocked_averages() in kernel/sched/fair.c leading to denial of se 36
kernel: Linux stack ASLR implementation Integer overflow 36
hw: Intel GPU Denial Of Service while accessing MMIO in lower power state 36
kernel: Heap overflow in mwifisx_uap_parse_tail_ies function in drivers/net/wireless/marvell/m 36
hardware: Microarchitectural Store Buffer Data Sampling (MSBDS) 36
glibc: getaddrinfo should reject IP addresses with trailing characters 36
hw: TSX Transaction Asynchronous Abort (TAA) 36
hw: Intel GPU blitter manipulation can allow for arbitrary kernel memory write 26
nss: Out-nf-houinds write when nassing an autout buffer smaller than the hlock size to NSC Fr [ == ] 26
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2019-12-19 00:00:01 E 2019-12-25 23:59:5¢ o
RERSIEER AR IEiBip ik SREBEER
chana-000 2019-12-25 17:19:19 118.178.119.198 sshd: Multiole authentication failur... 28]

zztestt 2018-12-25 17:19:18 118178.119.198 PAM: Multisle tailed logins in @ sm... Eaal

Zv-centos 2019-12-25 118.178.119.198 sshd: Multinle authentication failur... Eacl

ianaaan-d524 2019-12-25 118.178.112.198 PAM: Multisle tailed logins in & sm... sl

2019-12-25 17:11:35 118.178.119.198 sshd: Multiole authentication failur... izl

2019-12-25 17:11:34 118.178.119.198 PAM: Multisle tailed logins in & sm... izl

2018-12-25 17:09:41 107.189.10.44 sshd: brute force trvina to aet acc.. fzac]

ctess-vushenatel 2018-12-25 17:07:43 118178.119.198 PAM: Multisle tailed logins in @ sm... Eaal
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TESTai-000 2019-12-25 17:05:45 40.76.65.78 sshd: brute foree trvina to aet acc. sl
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ctess-yushengte
ctess-yushengte
ctess-yushengte
ctess-yushengte
cicss-yushengte
ctess-yushengte
cicss-yushengte
ctess-yushengte
ctess-yushengte

cicss-yushengte

B
Iroot/.bash_hi
frootinohup.ot
Iroot/nohup.ot
Iroot/nohup.ot
froot/nohup.ot
Iroot/nohup.ot
froot/nohup.ot
Iroot/inohup.ot
Iroot/nohup.ot

froot/nohup.ot
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2019-12-25 16:0...
2019-12-25 13:5..
2019-12-25 13:5...
2019-12-25 13:5..
2019-12-25 13:5...
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2019-12-25 13:5...
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2019-12-25 13:5..

2019-12-25 13:5...
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File
File
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File
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RE—FIHER - /root/ bash_history

| #Ek

Wk : /root/bash_history
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m ZHE : 589fd7aeb7df643216/610264c8c110b
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SHA-1 =iE

IBE : 1062
@ 1118

: d6202cc33fb3ead5d8115acd67d4dBa73345¢90a

“froot/nohup.out' checksum changed.
“frost/nohup.out' checksum changed.
froot/nchup.out’ checksum changed,
“Jrost/nohup.out' checksum changed.
froot/nchup.out’ checksum changed.
“Jrost/nohup.out' checksum changed.
‘froot/nohup.out’ checksum changed.
“froot/nohup.out' checksum changed.

Jraot/nohup.out’ checksum changed.
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Size changed from
Size changed from
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'248064' to
'248061" to
1248058 to
'248055' to
'248052' to
248049 to
‘248046 to
1248043 to

'248040' to

froot/.bash_history' checksum changed. Size changed from '1062' to '1118' Old md5Ssum was: 'ffb...
248067 Old md3sum was: ..
248064 Old mdSsum was: ..
248061 Old md3sum was: 'f...
248058 Old mdSsum was: *

'248055" Old md3sum was: ..
248052 Old mdSsum was: ..
*248049° Old md3sum was: ...
‘248046 Old md3sum was: ..

248043 Old mdSsum was: ...
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Apache HTTP Server 2482555

MySQL 5.6 ¥ B AREERH
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SSH Hardening: Port should not be 22

55H Hardening: Protocol should be set to 2

55H Hardening: Root account should not be able to lag in
55H Hardening: No Public Key authentication

SSH Hardening: Password Authentication should be disabled
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SSH Hardening: Protocol should be set to 2

fEik
The SSH protocol should not be 1.

=i
The Protocal parameter dictates which version of the SSH communication and

encryption protocols are in use. Version 1 of the SSH protocal has weaknesses,

R
Jete/ssh/sshd_config

Change the Protocol option value in the sshd_canfig file.
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5.1. agent REBEFRETRE?
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FrIE ¥R AR, RRIINEZ TS E HikL DT,
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ZI agent BFIZENAEWR/), —RBFERTRSEGAARE] 1%4 CPU 1 10M BIATE, JLEFRS
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CENTOS, UBUNTU, RHEL, .
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