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2 windows 2%t

2.1 EEEWAEE

(BETHESE MRS IEEINEEER)
1. #HAN omd FS1TARE
2. 4T simgr. vbs —skms 100.125.0.31, IBREUETIHE.
3. 1T slmgr. vbs —ato HF kms

4, 1T sImgr.vbs —dlv EHBEEREBAN 180 X, IRZHEEE

6.1.7601.17514

Name: Windows Server(R), ServerEnterprise edition L
Des 13 - i Server(R),
WOLUME,

_KMSCLIENT channel
Activation ID: 620e2b3d-09e7-42fd-802a-17a13652fe7a
3 -983e-deec3F16059F

1ID: S5c92734-d652-4d71
Extended PID: 00486-00168-001-000107-03-1033-7601.0000-0602017
Installstion ID:

7873430

Partial Product Key: CPX3Y
License L d

volume activation expiration: minute(s) (180 day(s)) I
Remaining Windows rearm 2.
Trusted time: 2017/3/29 0:14:07

Redﬂeredﬂﬁrnadi\ehm 100.125.1.11:1688
extended P!

osqol-ms -271 70'7942—03»2@2 -9600.0000-1512016
Activation interval: 120 minutes
Renewal interval: 10080 minutes
KMS host caching is enabled
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2.2 cloud-init RLERS

(cloud-init TEHFFEMLMEX, HEFEWESENEINEBIEY, Hih, —REEEE
agent HAKHIT cloud-init, HHESSHEETLINGERTH)

1. FREREETZ:
M Cloudbase B 75 Mk 3% B 2 B Windows R ZS Cloudbase—init 2R{FHRIENEERL
Hlo
cloudbase BEM: http://www. cloudbase. it/cloud—init—for-windows—instances/.
Cloudbase—init 43 AF2EM AR Beta AR AFFH.
- RERAREERE:
64 iL: https://www. cloudbase. it/downloads/CloudbaselnitSetup_Stable x64.msi
32{i: https://www. cloudbase. it/downloads/CloudbaselnitSetup_Stable x86. msi
- Beta hRANGRENERTZ:
64 iL: https://www. cloudbase. it/downloads/CloudbaselnitSetup_x64. msi
32fZ: https://www. cloudbase. it/downloads/CloudbaselnitSetup_x86. msi

2, RERBE Cloudbase-Init, —EZE;F= Username. User’ s local groups. Serial port for

logging B 5 Use metadata password 20 TN&([E
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3! Cloudbase-Init 0.9.9 Setup el @ ==
Configuration options :i iiii!

Options for guest startup initiakzation

Usermame:

I.P.drnini strator
|V Use metadata password

User's local groups (comma separated list):

I.l\d.rni nistrators

Serial port for logging:
[com1 ~|

[ Beex J(_mem ] [ cance )

3 RFIEMEMES, KFE “finish” BT

Completed the Cloudbase-Init
0.9.11.dev6 Setup Wizard

Click the Finish button to exit the Setup Wizard.

I Run Sysprep to creste a generalized image. This is
necessary if you plan to duplicate this instance, for
example by creating a Glance image.

I Shutdown when Sysprep terminates.

solutions

905,

Bac I Finish I Cance! I

4, £ cloudbase—init RIERIZHIECESHE “C:\Program Files\Cloudbase
Solutions\Cloudbase—Init\conf\cloudbase—init.conf” HIEFE—IT, EMECED
“netbios_host_name_compatibility=false. first_logon behaviour=no”, {& Windows Z&%aY

hostname K& 3 #5%| 63 NFEFF, BUHBE R EREESUEIEINEE

5, 1E Cloudbase—init REIERZRHECESHE “C:\Program Files\Cloudbase Solutions

\Cloudbase-Init\conf\cloudbase—init. conf” HI&ANHL E IR

“metadata_services=cloudbaseinit. metadata. services. httpservice. HttpService”, BCLE

2 windows 2%t
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agent 3J7[0] openstack FIEIE .

2.3 REIR)

(BHEFATREEZRD. RAHEURFHTEREINGE, HEErESBRTALE
FREE

SEMWMFEICRETH “7E Windows BRGiH LIEIXE] pvdriver 1 Windows & 23EIRE) VWMTools”

EVHR(E.

REME—RESE agent

(EERATXHNEEETNINGE, HHERSENHEEEBINEATH)

1, BT T# http://oos. ctyunapi. cn/downfi le/helpcenter/CloudResetPwdAgent%20%282%29. zip

ERGA

2. fRE4E CloudResetPwdAgent. zip, i cloudResetPwdAgent_ondepend. windows 5

updateAgent_ondepend. windows B R T setup. bat #{TZREE,

3, BEESEIER-RSS, BHiE cloudResetPwdAgent BRZEFN cloudResetPwdUpdateAgent BRZE,

R
- EEERs =1 =
ER B0 ='W
w1 | i | B [ zEme | B2
=4 FID =t E - -
4 COMSysApp COM+ System Application (= 31 d

[ “f; cloudResetPwdUpdateA... cloud reset password update... E/&FIE

“f cloudResetPwdAgent cloud reset password agent Bk

4 eloudbase-init Cloud Initislization Service (=)l

4, BRIEHEG, BARETULREBNEEFEEUREETNEREEN
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http://oos.ctyunapi.cn/downfile/helpcenter/CloudResetPwdAgent%20%282%29.zip
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W 840 Tk THER

RUEREEE®): |1

FaAL |
™ FEHRTRIETE (i RERITHNER ¢)
™ FRHETRIEE (i RENESERTAZIAE 0

3 Linux &%t

3.1 Denyhost ZERE

(HREEERRIF ssh RAKE, HEESRRAZZEMN)

Ubuntu &% denyhosts Bl &

tar -zxf DenyHosts-2.0.tar.gz  && cd DenyHosts-2.6  && python setup.py install && cd

/ust/share/denyhosts/ && \

cp denyhosts.cfg-dist denyhosts.cfg  && cd /ust/share/denyhosts && cp daemon-control-dist daemon-

control  && \
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chown root daemon-control  && chmod 700 daemon-control

/ust/shate/denyhosts/daemon-control denyhosts

(cat | tee /ust/shate/denyhosts/denyhosts.cfg) <<EOF

SECURE_LOG = /vatr/log/secure

HOSTS_DENY = /etc/hosts.deny

PURGE_DENY = 5h

BLOCK_SERVICE = sshd

DENY_THRESHOLD_INVALID = 10

DENY_THRESHOLD_VALID = 10

DENY_THRESHOLD_ROOT = 10

DENY_THRESHOLD_RESTRICTED =1

WORK_DIR = /ust/share/denyhosts/data

SUSPICIOUS_LOGIN_REPORT_ALLOWED_HOSTS=YES

HOSTNAME_LOOKUP=YES

LOCK_FILE = /vat/lock/denyhosts

#SMTP_HOST = localhost

#SMTP_PORT = 25

#SMTP_FROM = DenyHosts <nobody@localhost>

&& cd /etc/init.d && ln -s

10
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#SMTP_SUBJECT = DenyHosts Report

AGE_RESET_VALID=5d

AGE_RESET_ROOT=25d

AGE_RESET_RESTRICTED=25d

AGE_RESET_INVALID=10d

DAEMON_LOG = /vat/log/denyhosts

DAEMON_SLEEP = 30s

DAEMON_PURGE = 1h

EOF

sysv-rc-conf --level 01234568 denyhosts on  (sysv-tc-conf REEERIAK LSS, FHiE(T apt-get install

sysv-rc-conf -y ZZHEHRVE)

U2R denyhosts JFBIFH, WM FEE. AT: cp /ust/local/bin/denyhosts.py

/ust/bin/denyhosts.py && touch /vat/log/secure

root@debian-:/etc/init. d# /etc/init.d/denyhosts start

starting DenyHosts: Jusr/bin/env python /fusr/bin/denyhosts.py --daemon --config=/usr/share/denyhests/denyhosts.cfg
python: cap't open file '/usr/bin/denyhosts.py': [Errno 2] No such file or directory

CentOS %! denyhosts Bl &

tar -zxf DenyHosts-2.0.tar.gz  && cd DenyHosts-2.6 && python setup.py install && cd

/ust/share/denyhosts/ && \

cp denyhosts.cfg-dist denyhosts.cfg  && cd /ust/share/denyhosts && cp daemon-control-dist daemon-

control  && \

"
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chown root daemon-control  && chmod 700 daemon-control

/ust/shate/denyhosts/daemon-control denyhosts

(cat | tee /ust/share/denyhosts/denyhosts.cfg) <<EOF

SECURE_LOG = /vatr/log/secure

HOSTS_DENY = /etc/hosts.deny

PURGE_DENY = 5h

BLOCK_SERVICE = sshd

DENY_THRESHOLD_INVALID = 10

DENY_THRESHOLD_VALID = 10

DENY_THRESHOLD_ROOT = 10

DENY_THRESHOLD_RESTRICTED =1

WORK_DIR = /ust/share/denyhosts/data

SUSPICIOUS_LOGIN_REPORT_ALLOWED_HOSTS=YES

HOSTNAME_LOOKUP=YES

LOCK_FILE = /vat/lock/subsys/denyhosts

#SMTP_HOST = localhost

#SMTP_PORT = 25

#SMTP_FROM = DenyHosts <nobody@localhost>

&& cd /etc/init.d && ln -s

12
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#SMTP_SUBJECT = DenyHosts Report

AGE_RESET_VALID=5d

AGE_RESET_ROOT=25d

AGE_RESET_RESTRICTED=25d

AGE_RESET_INVALID=10d

DAEMON_LOG = /vat/log/denyhosts

DAEMON_SLEEP = 30s

DAEMON_PURGE = 1h

EOF

chkconfig --add denyhosts ~ && chkconfig --level 0123456 denyhosts on

7]\\/% DCl’lyhO% HIX%F‘L)jKEI:L, El‘ﬂ

/etc/init.d/denyhosts status 5 ps -ef | grep denyhosts RS IR HA R, BN E 5.

AW 5 5 denyhost FERRARIAAEAE)

(2t

3.2 Cloud-init RLEME

(cloud-init FEATEMEX, HFIFAESENIIANEBAEY, B, —REETD
agent HAKHIT cloud-init, HHESSHEETRLINERTH)

SEMNRICEPE “linux RERE Cloud-Init” ETME

13
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3.3 RE[RAER XEN 1 KVM IRZ)

(BEEFATREEERE, REFESIETME#EEZING, HEEEASHRAETELER
hF (o))

BHEEMRIHEPE “7E Linux REPREEER XEN F1 KM IREN”  ETIRE
3.4 {&3 grub BY UUID

HEEMRTHETR “linux REIEDX grub B UUID” ETIRIE

3.5 &g fstab B UUID

ESEMRIEPH “linux REBUZL fstab B UUID” BFHRME

3.6 RE—FEETHT agent
(FERTEHAAEEETENL, HiSe SRAEEETBINERTR)

1. 41T wget http://oos.ctyunapi.cn/downfile/helpcenter/CloudResetPwdAgent.zip  (§1X] 32 {5

VEZ %) B wget http://oos.ctyunapi.cn/downfile/helpcenter/CloudResetPwdAgent%620%281%29.zip

(B X 64 NiEAE G0 agent AL RGN

2+ fEEYE CloudResetPw dAgent.zip, PATS unzip CloudResetPwdAgent.zip && cd
CloudResetPwdAgent && cd CloudResetPwdUpdateAgent.Linux/ && chmod +x setup.sh && sh

setup.sh

3. WIANIRSS A5 8.

service cloudResetPwdUpdateAgent status B ¢ ps -ef | grep jre

root 23946 23915 O 08:41 pts/0 00:00:00 grep 1re

[root@test-Tiyj ~]+EXRiN S L S EYRR

cloudresetPwdupdateAgent! 15 running: PID:159/7, wrapper: STARTEO Java:STARTED
[root@test-1iyj ~]#

14


wget%20%20http:/oos.ctyunapi.cn/downfile/helpcenter/CloudResetPwdAgent.zip%20（针对32位操作系统）
wget%20%20http:/oos.ctyunapi.cn/downfile/helpcenter/CloudResetPwdAgent.zip%20（针对32位操作系统）
wget%20%20http:/oos.ctyunapi.cn/downfile/helpcenter/CloudResetPwdAgent%20%281%29.zip%20%20(针对64位操作系统)
wget%20%20http:/oos.ctyunapi.cn/downfile/helpcenter/CloudResetPwdAgent%20%281%29.zip%20%20(针对64位操作系统)

3

_ il

N

€ Cloud

3 Linux &%

4, BRITHEG, BARETULEREENEEFTREUREEFNEREEN

s

ZEYVEIR test Sy
| et~ TOOT
TR S EIN
e e . ©
« B =T
ey EMTREom{EE0sw. BREGE sesarESIERE  pee.
*<-2jq-0-0001
beT&7ced 24674 -
ecs-j-0.0002 wUusIR Lo
e7610b4-25c8-49 T
Wit 24268
o SRR | Qane bk 1921681 227 LAZAS0 RN
—— e Lla s L R
3.7 ARG EMEE
1. FIXKRE
In -sf /ust/share/zoneinfo/Asia/Shanghai  /etc/localtime

2. XA AEES selinux

o SR -

BReR B .

sHaR B -

CentOS 6 RA RSELE

/etc/init.d/iptables stop && chkconfig iptables off && setenforce 0 && sed -i

'/"SELINUX/s/enforcing/disabled/' /etc/selinux/config && \

> /var/lib/dhclient/dhclient-ethO.leases >/dev/null 2>&1

##Optimize the SSH configuration file

sed -i 's/#UseDNS yes/UseDNS no/g' /etc/ssh/sshd_config

sed -i 's/UseDNS yes/UseDNS no/g' /etc/ssh/sshd_config

sed -i 's/GSSAPIAuthentication yes/GSSAPIAuthentication no/g' /etc/ssh/sshd_config

H#tnetwork boot

15




J KRG

e Cloud 3 Linux &%

sed -1 's/ONBOOT="no"/ONBOOT="yes"/¢g' /etc/sysconfig/network-sctipts/*

sed -i's/ONBOOT=no/ONBOOT=yes/g' /etc/sysconfig/network-sctipts/*

CentOS 7 BRI RSGEL B

systemctl stop firewalld.service && systemctl disable firewalld.service && setenforce 0 && sed -i

'/"SELINUX/s/enforcing/disabled/' /etc/selinux/config &&\

> /var/lib/dhclient/dhclient-ethO.leases >/dev/null 2>&1

##Optimize the SSH configuration file

sed -i 's/#UseDNS yes/UseDNS no/g'  /etc/ssh/sshd_config

sed -1 's/UseDNS yes/UseDNS no/g'  /etc/ssh/sshd_config

sed -1 's/GSSAPIAuthentication yes/GSSAPIAuthentication no/g"  /etc/ssh/sshd_config

#H#network boot

sed -i's/ONBOOT="no"/ONBOOT="yes"/¢g' /etc/sysconfig/network-sctipts/*

sed -1 's/ONBOOT=no/ONBOOT=yes/¢' /etc/sysconfig/network-sctipts/*

Ubuntu R¥IRGLE

ufw disable && >/vat/lib/dhcp/dhclient.ethO.leases >/dev/null 2>&1

cat /etc/ssh/sshd_config | grep "#PermitRootLogin >/dev/null 2>&1

if [$? =1 ];then

16
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sed -i 's/PermitRootLogin without-password/#PermitRootLogin without-

password/g' /etc/ssh/sshd_config

sed -i 's/GSSAPIAuthentication yes/GSSAPIAuthentication no/g' /etc/ssh/sshd_config

echo "PermitRootLogin yes" >> /etc/ssh/sshd_config

fi

cat /etc/ssh/sshd_config | grep “PermitEmptyPasswords >/dev/null 2>&1

if [$?2 =1 ];then

sed -i 's/#PermitEmptyPasswords/PermitEmptyPasswords/g'  /etc/ssh/sshd_config

fi

SUSE ¥ R4 HCE

SuSEfirewall2 stop && chkconfig SuSEfirewall2_init off && chkconfig SuSEfirewall2_setup off &&

> /var/lib/dhclient/dhclient-ethO.leases >/dev/null 2>&1

##Optimize the SSH configuration file

sed -i 's/#UseDNS yes/UseDNS no/g'  /etc/ssh/sshd_config

sed -i 's/UseDNS yes/UseDNS no/g'  /etc/ssh/sshd_config

sed -i 's/GSSAPIAuthentication yes/GSSAPIAuthentication no/g' /etc/ssh/sshd_config

H#tnetwork boot

sed -i's/ONBOOT="no"/ONBOOT="yes"/g' /etc/sysconfig/network-sctipts/*

17
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sed -i's/ONBOOT=no/ONBOOT=yes/g' /etc/sysconfig/network-sctipts/*

SUSE 2% = FHLAFBE R FHL A TCIEAERL, FFEAE L/ ete/sysconfig/network/dhep FE & SCH:

DHCLIENT_PRIMARY_DEVICE="yes"

DHCLIENT_SET_HOSTNAME="no"

DHCLIENT_USE_LAST _LEASE="no"

3.8 BERGHRBEENXH, BMRALRELCR

#Centos R4

> /var/lib/dhclient/dhclient-ethO.leases >/dev/null 2>&1

setvice denyhosts stop && >/var/log/secure && >/etc/hosts.deny

&& >/ust/share/denyhosts/data/hosts && > /ust/share/denyhosts/data/hosts-restricted

&& > /ust/shate/denyhosts/data/hosts-root && >/ust/share/denyhosts/data/hosts-valid && service
rsyslog restart && service denyhosts start

(cat | tee /etc/hosts) << EOF

127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomain4

::1 localhost localhost.localdomain localhost6 localhost6.localdomain6

EOF

rm -rf /etc/sysconfig/network-scripts/*bak && cd /var/log && touch btmp lastlog && chmod 644 btmp

&& chown root:utmp btmp && chmod 000 lastlog && tm -tf /root/.ssh/* && touch /var/log/secure

&& > /root/.bash_history && histoty -c

#Ubuntu 2%t (Debian £4t)
> /var/lib/dhcp/dhclient.ethO.leases >/dev/null 2>&1

service denyhosts stop && >/var/log/secure && >/ctc/hosts.deny

18
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&& > /ust/share/denyhosts/data/hosts && > /ust/share/denyhosts/data/hosts-restricted

&& >/ust/share/denyhosts/data/hosts-root && >/ust/share/denyhosts/data/hosts-valid && service
tsyslog restart && setvice denyhosts start

(cat | tee /etc/hosts) << EOF

127.0.0.1 localhost

# The following lines are desirable for IPv6 capable hosts

::1 localhost ip6-localhost ip6-loopback

t£02::1 ip6-allnodes

££02::2 ip6-allrouters

EOF

rm -tf /etc/sysconfig/network-scripts/*bak && cd /var/log && touch btmp lastlog secure && chmod 644
btmp && chown rootutmp btmp && chmod 000 lastlog && rm -rf /root/.ssh/* && touch

/vat/log/secure && > /root/.bash_history && history -c

#SUSE R%

> /var/lib/dhclient/dhclient-eth0.leases >/dev/null 2>&1

service denyhosts stop && >/var/log/secure && >/etc/hosts.deny

&& > /ust/share/denyhosts/data/hosts && > /ust/share/denyhosts/data/hosts-restricted

&& >/ust/share/denyhosts/data/hosts-root && >/ust/share/denyhosts/data/hosts-valid && service
rsyslog restart && service denyhosts start

(cat | tee /etc/hosts) << EOF

127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomain4

::1 localhost localhostlocaldomain localhost6 localhost6.Jocaldomain6

EOF

rm -tf /etc/sysconfig/network-scripts/*bak && cd /var/log && touch btmp lastlog && chmod 644 btmp
&& chown root:utmp btmp && chmod 000 lastlog && tm -rf /root/.ssh/* && touch /var/log/secure

&&> /root/.bash_history && history -c

19
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