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sec-apig-access: API PG5 0] H EF B o
sec-dbss-alarm: DBSS &% H HFE & Yo

sec-dsc-alarm: DSC 5% H E 7B &
= 11-5 BAFR

FEA FELAR FEREX

__time Date H &= A [ ()

_raw String JRg H &

ops.source String s IR A4 TR

ops.rgn String B & J& A5

ops.csve String BHEIR (= R 5%)

ops.ver String B RA S

ops.hash String extend hash value of original {4 5¢ %k
Cralls

[src_/dest Jasset.domain. | String P id

id

[src_/dest Jasset.domain. | String M4

name

[src_/dest Jasset.id String 7 id

[src_/dest Jasset.name String B TR

[src_/dest Jasset.type String Hregsay

[src./dest.]asset.region String Hre R A

[src_/dest ]geo.ip String ip Huht

[src_/dest Jgeo.country | String FK(H )

[src_/dest Jgeo.prov String By (RO

[src /dest ]geo.city String W& (P30

[src /dest Jgeo.org String VEME TP B2 2

[src_/dest Jgeo.isp String =]

[src_/dest ]Jgeo.loc.lat Float iR

[src_/dest ]Jgeo.loc.lon Float 235
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sec-waf-attack

FEA FEAR FERANX
[src_/dest ]geo.tz Integer i X
[src_/dest ]|geo.utc off Integer i X
[src_/dest ]Jgeo.cac String P IX
[src_/dest ]Jgeo.iddc String PR LS B SRAD
[src_/dest ]Jgeo.cc String = K 4w id 1SO
[src_/dest ]geo.contc String KiMZmig 1SO
[src_/dest Jgeo.idc String HAa, HLE
[src_/dest Jgeo.bs String ol ek
[src_/dest ]geo.cc3 String [E Z ARG 3 A7
[src_/dest ]geo.euro String Wk B R G
WAF Zil H &5 B LT s
F< 11-6 sec-waf-attack
FE i FEREIX
category String 2, BAMEN “attack” .
time Date PRk H A
time_iso8601 Date FRRHER 1SO 8601 %A
ET8
policy id String FRIRPTH 3RS 1D
level Integer PRIRBI S 2R (1 TERR,
2 AR, 3 D
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FE

i

FRAEX

attack

String

PRIRTGRAL . T R A AR

N

o default: ERik

® xss: FuhHIARYH

e sqli: SQL yEAXMH;

e omdi: MAEANKT

o Ifi: AHSCAFEE

o rfi: WREFEE

e webshell: WebShell X7

e robot: JEMIH (AR#E UA
A BRPED

e vuln: JsFAZH

e cc: A CC HN

e custom_custom: iy HFEHERH
b W

e custom whiteip: i H 4 H
Wl

e custom geoip: 7y HIIEL B
Fi]

o illegal: JEVEIGER

e anticrawler: iy € Hv )
(JS Bkl

e antitamper: 7y BT B
* leakage: iy HREFA T R LI
e followed action: M iif&fi

® trojan: WYKL

action

String

FRIRARER SR . AL EE SR I AR
N

® block: #:#

e log: fids

e captcha: AWLIZIE

rule

String

AR A FIHEN ID B H E X
RIS SRR A
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FE i) FERAEX
sub_type String 24 attack A robot i}, ZFEA
R FRRTCHE ¥R,
e script tool: JHIA T H
e search engine: #2754
e scaner: I TH
e uncategorized: A€ K
location String PR & /Y payload A E .
resp_headers String By B 3k
resp_body String R e A7
hit data String FRiR fik A 1 payload TR,
status String FRURTE SR B0 ROR A0
reqid String BEAL ID A5iH .
id String Wil 1D,
method String FRIRTE K ik
sip String PR i i 3K 1P,
sport String FRR R iy i >R g 1
host String FRURTE 3K B R 45 28 35 44
http_host String PR iR E 3K ) R 55 45 0 11
uri String FRIRTE R URL.
header String FRiRIE R header 15 B
mutipart String FRIRTE K multipart header (SCAF
G .
cookie String FRIFIE K cookie 15 ..
params String FRiRIER URL J5 IS HUE B .
body bytes sent String PR 38 45 7% Y i 1R ) A
upstream_response_time String B VR 5 Ui IR 55 28 Wi S B (8] o
process_time String FRUR 51 R RS I FH s
engine_id String PR iR g1 R ME—FR A
group_id String T4 LTS IR%5 1 H &4

ID,
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FE e it FEEX
attack_stream_id String 5 group id MK, RHEHT
F ) access_stream [ 1D
hostid String PRRBIYI% 4 D,
tenantid String FRIRBI A AP 1D
projectid String FRIBT P A FIH 1D,
backend Object PRI SR 0 ) i e 55 2 4
1] 8
backend type String FRIR 2407 55 Host 2884 (IP BR
B4 .
alive String PR 57 iR s .
host String PRiR Y ET S Host fH.
protocol String PR 4T 5 i i .
port Integer B iR 4 I i i

sec-waf-access

WAF Vi i H &7 B& Lk 11-7 Fios.

= 11-7 sec-waf-access

25 s FREL
requestid String BEAL ID A5

time Date PRl H & WA

eng ip String PRS2 1P,

hostid String PRRBIE4 1D,
tenantid String FRARBI 4 BFLS 1D,
projectid String PRRBG A T H 1D,
remote_ip String FRIRTE R I% P o 1P
scheme String BRI SR P A,
response_code String FriR i SR N A

method String PR RE R TV

http_host String FRIRTE R IR 55 48 804
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FE i) FERANX
url String FRIRIEK URL.
request_length String FRRIERKE
bytes_send String PRI AR LB 7 S B 715 4
body_bytes_sent String B TR R 25 75 1 i PR i 7 A2 715 2
upstream_addr String FRUR IR 1 I i R 45w L
request_time String FRIRTE R AL PR [A], M SZEUES 7 i 1R 56
— N FA TR
upstream_response_time | String BRIV i it IR 55 2 Vi 2 Fsf 8]
upstream_status String PR 5 v AR 25 2 1) e N A o
upstream_connect_time String BRI G v AR 5% 28 i BE FH I &
upstream_header time String PR 5 i AR 55 2 A0 2 2 — /)i 1 Sk
T
bind_ip String PRI gl 2 BJE 1P,
engine_id String FriR g 2 e — bRk
time_iso8601 Date FriR HER 1SO 8601 #% 3 /]
sni String PRGBS SNI iR 184
tls version String FRIREEST SSL IEFZ M SR A .
ssl_curves String FRIRZE i SR ) HE B 51 36
ssl_session_reused String PR SSL 2 iE &g EH.
e HME: T
o REH: .
process_time String PR IR 51 der il FH IS o
x_forwarded_for String FriRiE R k7 X-Forwarded-For [P
cdn_src ip String FRiFIE R LkH Cdn-Src-Ip A2
x_real_ip String Friigkskd X-Real-Ip BN %

sec-obs-access

XF GAFA AR S5 V5 ) H 8 5B AT P :
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%% 11-8 sec-obs-access

FE i) FERANX
srcip String Vil obs FIYR ip.
srcport String U7 15) obs BRI o
logtime Date B LR [
ces_log version String WHEBTE KN VO, VO ANid3 CES #HitH
&, VIig3k CES #HitH&.
request_start time String T R T AE I 8]
ctx_request id String THK ID, 1HREREFME—FRIR.
request_method String HR 1 (getlpost) o
remote_ip String &P ity 1Pk o
operation String BeESRM, W GET.OBJECT.
bucket name String 4 .
object_name String NRG S .
query_string String B3R query.
http_status String http &SRR, 1200,
content_length String HRABKE
user_agent String & ity agent.
storage class String X G AEAEIR A,
user_name String 15REH P 44FK.
user_id String HREH P 1D,
domain_name String B R KT 4K
domain_id String HREK S 1D,
project_id String HRFDH 1D,
owner_domain_name String i owner " ZFK .
owner_domain_id String i owner F/7 ID.
owner_project_id String i owner Il H ID.
transmission_type String [ il
e 1: WX
e 2: M
scheme String X £ B0 o
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FE i) FERANX
http_version String http hii A .

host String AR %5 obs 144 .

port String Uiy [

auth v2 v4 String BB

host_type String Ui n) 7=
x_forwarded for String ABLZE 7 i 1P
pub_bkt String S NE LTI A
pub_obj String TR NER VTR .
website req String &5 N website 153K .
crr_req String N err B3R .
batch_delete_success co | String FEM R Th AN

unt

ctc_log urn String Zt.

requester String TS .

is_over write String R NERE.
error_code String Bz R A o
detail_error_code String FEANEE 1 R A .
request_content_type String TR R A,
request_content_md5 String 15 R X% md5.

total bytes received String A VET ISR SIS (8
response_content_type String M W2 %o} S A

total bytes sent String RAE P B N S+ . BODY 4 .
referrer String 5T,

index_read count String IR JU R R AL .
persistence read count String TEHHE IR
vpe_id String FriRIE K % P b it @ 1Y) VPCID.
access_with_security tok | String {8 H] sts token.

en

copy_size String copy_size.
vpeep_traffic String & EP
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sec-nip-attack

FE i FEREX
access_key String ako
IPS Bty H G5B Xk fros
%< 11-9 sec-nip-attack

FE 2 FEREN

Syslogld String HEF 5,

Vsys String LR G FR

Policy String 24 MR ALK

Srclp String R SCHYE IP Hbdik

Dstlp String ) H TP Hhhk

SrcPort String AP - O T ICMP RS, %77
BN .

DstPort String RSCHTH B3 1 O ICMP #RR3C, 1%
TEHNO .

SrcZone String R R 2241,

DstZone String R H 12241

User String M4,

Protocol String 25 SR B FRT AR ST B s

Application String Sk B R ST I R o

Profile String (=L Ry i

SignName String B WA TR

Signld String 241 1D

EventNum String HEFRIFGIANTE, 2 EIAIFFRYE A

IR Je HE I AR, AR
I 1
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sec-iam-audit

FH =Sl

FRAEX

Target String

2 TR R RS TBUR R 5. Bk
LT .

* server: BUiXf GRS v o

o client: BUlixf SN v o

® both: BLEA R ARG i A2 F i o

Severity String

24 TSI (R 4 SC T R L ek 1) 7™ 2
Pe. BT

* information: K/~ HEM AR
o low: R EMIVK.

e medium: FxHEME .

e high: R EMNE.

Os String

244 B I R AR SC BT Bk (R AR R
HARSROL AT -

o all: T #%.

® android: ZH RS,

® unix-like: Unix &%t

e windows: Windows &%t

o other: HAhRZ.

® jos:

Category String

8 A R B ) AR SC I RALE PITJ 0 3b

4%

Action String

24 EE
e alert: BXNENEE.
o block: &4 ANAE NBHET

Reference String

FHHSHEL.

Extend

String

SRR T A BUIE 7 BLo

i B BHUGE - F 65 B S B

= 11-10 sec-iam-audit

FH =Sl

FRAEX

uid String

M ide
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sec-hss-vul

FE e it FEREX

un String B4,

did String L id.

dn String M4,

src String ERE4 .

opl String BAER o

op String BRI,

res String IAM ARZ A5 R.

ter String I ip.

dtl String iam YIRS

tn Date LR TE]

ts Long iam fle 55 U A 1) R A ) (] K

tid String traceid

evnt String HE,

tobj String BEAERSS

FHLIRIF R 45 R B A S s
%< 11-11 sec-hss-vul

FEB it FERAEX

agentUuid String agent [f] UUID.

alarmCsn String 154 UUID, master 42 il 25 20
BEALAE R o

alarmKey String BT, T, MEriE
£ agent FHRI(E S msg_id; *F
TR, H master 22 B

alarmVersion String agent fiRA 5 .

occurTime Int64 JRIRR T E] (ms)

severity Int32 HSS & AR5

hostUuid String 22 EHL UUID.
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FE it FERAX
hostName String AR B2
hostlp String 5 EALELE 1P,
ipList String S EHLIP B
cloudld String cloudagent sn.
region String S EALITAE X 35
projectld String IiH ID.
enterpriseProjectld String MIH 1D
appendInfo Object T VEAE o
appendInfo vulld String IR E 77 1D,
type Int32 TRl RA
e 0: linux
® 1: windows
e 2: webcms
repairNecessity | Int32 TRIRE 2 D EE G )
e I: fKf&
* 2&3: EF' ﬁi
°* 4 mfE
status Int32 R,
cve ids String CVE ID %13, @i g 5%
.
url String TR VEE B R
vulNameEn String TRIFASESC 4 .
vulNameCn String IRIAF 4.
severityLevel | String REES, 4 R
e (Critical: j%
d High: %J—
* Medium:
e Low: 1[:&
descriptionEn String TR TSk .
descriptionCn String VR A e IR .
solutionEn String ff R T ZR IR
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sec-hss-alarm

FE E it FERENX

solutionCn String R R IR

repairCmd String BEm4.

needBoot Int32 REFEERERE;, YL, g
AR

errorInfo String RN SR

appName String AR R A4 (linux IR
A .

version String AFAEIRI VR AR RRAS (linux I
HEESZ I

createTime Int64 AN E] (ms)

updateTime Int64 JIRMEERE (ms) 5 VIGH{E
[/} createTime.

agentld String FKIBEF ML agent f1) UUID,

projectld String SR 1D,

Mz EHE FBCE SLWF BR

= 11-12 sec-hss-alarm

FEB it FERAEX

agentUuid String agent [f] UUID.

alarmCsn String ¥ UUID,

alarmKey String Lk PR Xfr?%.ﬁf, YETE
f& agent FAR1I(E S msg_id; X
T, i master i)ﬂi

alarmVersion String agent R A5,

occurTime Long HAERAERNTE (ms) .

severity Long PR 55-2%

hostUuid String e £ AL UUID.

hostName String A EN B2

hostIp String S EHLIE(E TP,
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FE it FERAX
ipList String SR EHLIP B .
cloudld String cloudagent sn.
region String S EALFTAE X 45
projectld String UiH ID.
enterpriseProjectld String MEIH 1D,
appendInfo Object HEEN .
appendInfo | agent id String AGENT ID,
version String HARAS
container name String Kis 1D (BaRTEWmR) .
image name String BRI (BB/LEYFD .
event_id String H44+ 1D, GUID.
event_name String HHLZFR.
event classid String HAEME—F R,
occur_time Long RAERFE] (FP) o
recent_time Long L — RO AR TE] (D) .
event_category Integer R,
event_type Integer HRRA,
event_count Integer HAERE
severity Integer JEE R
attack phase Integer KPR
attack_tag Integer Bt brik .
confidence Integer BEE.
action Integer HYEZRAY,
detect_ module String F A
report_source String FARIE
related events String FHRHEMA 1D,
resource_info Object TS B
network_info Object CEZEPSE
app_info Object LA R
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it FERAX

system_info Object REMER.
process_info list HIEE R
user_info list HPEE.
file_info list AHEE .
geo_info Object HIAE R
malware_info Object EEHMHER.
forensic_info String HGE 7B
recommendation String M B W,
extend_info String HHYRER.
resource i | project id | String i H ID.
nfo

region na | String Region ##K.

me

vpe_id String VPC ID.,

host name | String THLLFK.

host_ip String EHLIP,

host_id String FHLID (ECS XM ID) -

cloud id String CloudAgent SN,

vm_name | String JERINLAZ TR

vm_uuid String BN UUID,

container i | String R4 ido

d

image id | String 514 id.

sys_arch String R4 CPU 28,

os_bit String BE RS AT HL.

0s_type String BIERGRA.

0s_name String PEE R B FR

os_version | String EAE RS hRUAS
network in | local addr | String At
fo ess

local port | Integer A 1,
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it FERAX

remote_ad | String TR
dress
remote_por | Integer SRR o
t
src_ip String Vi 1P
src_port Integer P A,
src_domai | String VR
n
dest_ip String H I IP,
dest_port Integer H 1% 1 o
dest_domai | String H 3,
n
protocol String Pils
app_protoc | String VAN
ol
flow_direct | String TR T
ion

app_info sql String PATHI sql B4,
domain na | String DNS 4 .
me
url path String URL 4% .
url_method | String URL 77V,
req _refer | String URL %K refer 15 ..
email subj | String HIS A4 3= 5
ect
email send | String MR KI5 3
er
email rece | String g E s
iver
email key | String A S
word

process_inf | process na | String B AR

0 me
process pa | String HBERE SO B4R
th
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31t FEREX
process_pi | Integer HERE ids
d
process ui | Integer R id.
d
process us | String BATHERH P 4
ername
process_ ¢ | String BERE SO 24T
mdline
process fil | String HEFE L4 o
ename
process_sta | Long AR B B [A]
rt_time
process gi | Integer R ID.
d
process_eg | Integer AR A 1D,
id
process_eu | Integer BEREA O P ID.
id
parent_pro | String SRR PR
cess_name
parent_pro | String SCHRE SR ERAT
cess_path
parent pro | Integer HERE id.
cess_pid
parent_pro | Integer SCHEFER 7 id.
cess_uid
parent pro | String HEFE AT 24T o
cess_cmdli
ne
parent pro | String R FE A4 .
cess_filena
me
parent_pro | Long SRR JE B[]
cess_start
time
parent pro | Integer RBEFEA ID.
cess_gid
parent pro | Integer S FEA R D,
cess_egid
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it FERAX

parent_pro | Integer R A 1D,

cess_euid

child proc | String FHEFE LR o

ess_name

child proc | String TR SO R4

ess_path

child proc | Integer TR id.

ess_pid

child proc | Integer FHEFEH P id.

ess_uid

child proc | String TR AT AT o

ess_cmdlin

e

child proc | String TR 4

ess_filena

me

child proc | Long FIRERR IS B[] .

ess_start_ti

me

child proc | Integer THEFEA ID.

ess_gid

child proc | Integer FHEFEA R 1D,

ess_egid

child proc | Integer FiHEEME P ID.

ess_euid

virt_cmd String B2

virt_proces | String B IHFE L TR

s_name

escape String Wik 7 =,

mode

escape cmd | String WEIR J5 AT I 2
user_info user_id Integer FH ' uid.

user_gid Integer P gid,

user name | String 4R

user_group | String AP HZHR

_name

user_home | String FF* home H3%.

_dir
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it FERAX
login_ip String P& ipo
service_typ | String HF MRS AL,
e
service po | Integer B AR S .
rt
login mod | String BTN
e
login_lastti | Long FH P B e — I8 e it ]
me
login fail | Integer FH P8 S5 S LR B
count
pwd_hash | String 14> hash.
pwd_with_ | String B AL S E 4
fuzzing
pwd_used | Integer A FH R
days
pwd min_ | Integer WESSiap S TRER Ve L] TS
days
pwd_max_ | Integer 12 s KA BOT PR
days
pwd warn | Integer 14 J0 30 B2 o 2 R B
_left days
file_info file_path String A BAR /IR
file alias String AR 4
file size Integer AER N
file mtime | Long A B — R AB T TE]
file atime | Long A B fE — IRV Al BT
file_ctime | Long SR — UOIRAS e I 8]
file hash String A hash.
file md5 String AF mds.
file sha25 | String X AF sha256.
6
file type String SRR,
file conten | String eSS

t
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it FERAX
file_attr String A
file operati | String SRR,
on
file chang | String AR a1
e_attr
file new p | String WA
ath
file desc String SRR o
file key w | String PSS
ord
is_dir Boolean =
fd_info String HEIRREE R .
fd_count Integer AR .
forensic_in | monitor pr | String Wyt .
fo ocess
escape_mo | String Wik 7 7.
de
abnormal | String SR,
port
geo_info src_countr | String PRE 5K
y
src_city String PRI T
src_latitud | Long VRS,
e
src_longitu | Long WL,
de
dest_count | String HrE%.
ry
dest_city String H 3.
dest_latitu | Long H 4R .
de
dest_longit | Long HMZE,
ude
malware i | malware f | String EEFK.
nfo amily
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sec-hss-log

FE it FERAX
malware ¢ | String MR
lass

system_inf | pwd valid | Boolean H A 452 B A 2

0
pwd min 1 | Integer 4K,
en
pwd_digit | Integer M4 ER,
credit
pwd_upper | Integer Bt NG A
case_letter
pwd_lower | Integer a4 /N 7R/,
case_letter
pwd_speci | Integer | [14- k14
al_characte
rs

extend inf | hit rule String FROE R

0
rule name | String KT 22 FK o
rulesetnam | String RN EE 42 FR .
e
report_type | String AR EHE R

ti_info ti_source String ILELE S
ti_class String HERDE.
ti_threat ty | String T B 2R .
pe
ti_first tim | Long B — ORI ] o
e
ti_last tim | Long BT — RO B[R]
e

T4 HEFBE LR Pios:
%= 11-13 sec-hss-log

FE it FERAX

agentUuid String agent [1] UUID,
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FE it FERAX
alarmCsn String ¥ UUID,
alarmKey String HERE T, MTHZE, MHE
& agent FAR1(E S msg_id; *F
TURIF, H master 4 AR
alarmVersion String agent R A5,
occurTime Long HAERAERNTE (ms) .
severity Long RS 252K .
hostUuid String 0 £ AL UUID.
hostName String AR BN
hostlp String s ENLEE 1P,
ipList String 5 E AL IP FFK
cloudld String cloudagent sn.
region String 25 FEAUATLE X 35
projectld String UiH ID.
enterpriseProjectld String MIH 1D
appendInfo Object HEEN .
appendInfo | agent id String AGENT ID,
version String HAERRAS
container name String R ID (B LeHE) .
image_name String GREWR RSB ZEWF) .
event_id String H44 1D, GUID.
event_name String HHLZFR.
event_classid String BHAEME—F R,
occur_time Long RAERE] (FP) o
recent_time Long — R ()
event_category Integer R,
event_type Integer FRRA,
event_count Integer FHRE
severity Integer JEE .
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it FERAX

attack_phase Integer Bk Bt .
attack_tag Integer Bt brik.
confidence Integer BIEE.
action Integer SHYERAY,
detect_ module String F A
report_source String AR
related_events String FHRFA 1D,
resource_info Object TS S
network_info Object CIEEI NS
app_info Object MHER.
system_info Object REMER.
process_info list HIEE R
user_info list HPEER.
file_info list MAHEE .
geo_info Object HEE R .
malware_info Object EEBMHER.
forensic_info String HGE 7B .
recommendation String A B .
extend_info String HHYRER.
resource i | project id | String UiH ID.
nfo

region na | String Region % F5.

me

vpe_id String VPC ID.,

host name | String EHLEZFR.

host_ip String EHNLIP,

host_id String FHLID (ECS XM ID) -

cloud id String CloudAgent SN,

vm_name | String JERINLA TR

vm_uuid String BN UUID,
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it FERAX
container i | String ey ide
d
image id | String 5% id.
sys_arch String 24t CPU 42849,
os_bit String BE RGN HL
0s_type String e RGRAY,
0s_name String PAERZ LI
os_version | String BAERGRA
network_in | local addr | String A H bk
fo ess
local port | Integer A A 1.
remote ad | String ZmAE L .
dress
remote_por | Integer AR .
t
src_ip String YR 1P
src_port Integer VR
src_domai | String VR
n
dest_ip String H K IP,
dest port | Integer Ehiapiue
dest_domai | String H itk
n
protocol String e
app_protoc | String N E R
ol
flow direct | String WE A .
ion
app_info sql String PAT I sql A,
domain_na | String DNS 4 .
me
url_path String URL 4% .
url_method | String URL 7%,
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it FERAX

req _refer | String URL %K refer 15 ..
email_subj | String A
ect
email send | String HAF AR
er
email rece | String S A 2 YA
iver
email key | String A S -
word

process_inf | process na | String B AR

0 me
process pa | String BERE SO B4R
th
process pi | Integer AR id.
d
process ui | Integer HEFEF P id.
d
process_us | String BATHERH P 4.
ername
process_ ¢ | String A AT AT .
mdline
process_fil | String R4
ename
process_sta | Long BERE JA B (]
rt_time
process_gi | Integer HFEA 1D
d
process_eg | Integer MR A ID.
id
process_eu | Integer HEEMAHF ID.
id
parent pro | String SRR AR
cess_name
parent_pro | String SCHFE SR ERAT
cess_path
parent pro | Integer IR id.
cess_pid
parent_pro | Integer SRR ids
cess_uid
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it FERAX
parent_pro | String R A 2T
cess_cmdli
ne
parent pro | String SIEFE A4
cess_filena
me
parent_pro | Long SRR JE B[]
cess_start
time
parent_pro | Integer SHEFEH 1D
cess_gid
parent pro | Integer LR R D,
cess_egid
parent_pro | Integer A A ID.
cess_euid
child_proc | String FEFE A TR
ess_name
child proc | String TR A AR
ess_path
child proc | Integer TR id.
ess_pid
child proc | Integer FHEFEH P id.
ess_uid
child proc | String TR AT AT o
ess_cmdlin
e
child_proc | String TR A
ess_filena
me
child proc | Long FHERE A B TE]
ess_start_ti
me
child proc | Integer TR 1D,
ess_gid
child proc | Integer TR R 1D,
ess_egid
child proc | Integer FHEREA G 7 ID.
ess_euid
virt_cmd String B2
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it FERAX
virt_proces | String L HEE LR
s_name
escape String Wik 7 =
mode
escape cmd | String WEIR J5 AT I 2
user_info user_id Integer A uids
user_gid Integer P gid,
user name | String P 2R
user_group | String P H A2 K.
_name
user_home | String FF* home H3%.
_dir
login_ip String P& ipo
service_typ | String B MIARSS AL,
e
service_po | Integer B RSS u 1
rt
login mod | String BTN
e
login_lastti | Long FH P B e — IR 8 e it ]
me
login_fail | Integer FH P8 S5 S LR B
count
pwd_hash | String 14> hash,
pwd_with_ | String AL S ) 14
fuzzing
pwd_used | Integer A FH R
days
pwd min_ | Integer 14 B B kA ROHIRR
days
pwd_max_ | Integer 12 ) KA BT IR .
days
pwd warn | Integer 14> J0 30 B2 o 2 R B
_left_days
file_info file path String A BRAE /A4 TR
file alias String AR 4
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it FERAX
file size Integer AR RN
file mtime | Long A B fE — IR A AR ]
file_atime | Long SO i IR 1] I T
file ctime | Long SRR — UCIRAS BRI [A]
file_hash String S AF hash.
file md5 String A md5.
file sha25 | String XA sha256.
6
file_type String PELE iV
file conten | String NN
t
file attr String AR
file operati | String SRR,
on
file chang | String A2 SRS R
e _attr
file new p | String AR
ath
file desc String AFEAR .
file_ key w | String LTS =R
ord
is_dir Boolean Pl =
fd_info String SAFERRE R
fd count Integer AR R R
forensic_in | monitor pr | String st fe .
fo ocess
escape_mo | String HeiR 7=
de
abnormal | String S i
port
geo_info src_countr | String VR E 2
y
src_city String VRIF T -
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it FERAX
src_latitud | Long VR4 .
e
src_longitu | Long WL,
de
dest_count | String HIE %,
ry
dest_city String H 1371 -
dest latitu | Long H
de
dest_longit | Long ERIERY
ude
malware i | malware f | String ERERIE.
nfo amily
malware ¢ | String WA
lass
system_inf | pwd valid | Boolean 445 e 1 2.
0
pwd min | | Integer 4K .
en
pwd digit | Integer A 72K,
credit
pwd_upper | Integer 4 KE5RE,
case_letter
pwd lower | Integer 4 d/NE =2 A,
case_letter
pwd_speci | Integer A s ek 5
al_characte
rs
extend inf | hit rule String REAE RN
0
rule name | String F L2 7R o
rulesetnam | String TR EE 22 FK
e
report_type | String R
ti_info ti_source | String ILELE S
ti_class String THWR L.
ti_threat ty | String TR

pe
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FE i FRAEX

ti_first tim | Long B — ORI ]

e

ti_last tim | Long BT — RO B [A]
e

sec-ddos-attack

DDoS Bty H &5 B Sk fios:

% 11-14 sec-ddos-attack

FEB e i) FERAX

log_type String HERA,

time Date AR ]

device_ip String Be#% 1P,

device type String WM (JEBE: CLEAN; il
DETECT) .

direction String H#&E 771 (inbound, outbound) .

zone_id String B34 4 1D

zone_name String B dront R 47K

zone_ip String 1P,

biz_id String N2

is_deszone String REMBME (&: true; 5: false) o

is_ipLocation String e mi A ERE G true, 5
false)

ipLocation_id String A E 1D

total pps String & ppso

total kbps String &2 Kbps.

tcp_pps String 2 H b5 TCP S ALK pps.

tcp_kbps String F|H AR TCP A& Kbps.

tepfrag pps String F|H AR TCP # 7 £1H 2 pps.

tepfrag_kbps String FIH bR TCP W F it & Kbps.

udp pps String 2| H b5 UDP S pps.
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FE e it FEREX
udp_kbps String FH bR UDP i & Kbps.
udpfrag_pps String FIH PR UDP ¥ v £18 % pps.
udpfrag_kbps String FIH A5 UDP # F i & Kbps.
icmp_pps String FIHFRE ICMP S ALIEZ pps.
icmp_kbps String B H BRI ICMP S B Kbps.
other pps String 2| H #51) Other S ALIE R pps.
other kbps String 2| H #511) Other &L & Kbps.
syn_pps String F HFr) SYN Hr#h.
synack pps String 2 HARH SYN/ACK #3CH pps.
ack_pps String FHFRH ACK 3L ppss
finrst_pps String 21 H #51) FIN/Rst 2 3CE ppse
http_pps String FIH bR HTTP B AL pps.
http_kbps String B H AR HTTP 237 & Kbps.
http_get pps String F| H#5) HTTP 53K & ALIH 2 pps.
https_pps String F| HARA HTTPS &2 pps.
https_kbps String FIH bR HTTPS & & Kbps.
dns_request_pps String 2| H b5k %5 DNS Query % % pps.
dns _request_kbps String 2 H #r)k %5 DNS Query &L & Kbps.
dns_reply pps String F| H #5)lk %5 DNS Reply i# % pps.
dns_reply kbps String 2 H #5)ll 55 DNS Reply &7 & Kbps.
sip_invite pps String 2 H brlk %5 SIP EIE K pps.
sip_invite kbps String FH Frk 55 SIP S & Kbps.
tcp_increase _con String 2 H b tep BB EIEREH ST
udp_increase con String F H b5l udp B HT @R IEER ST -
icmp_increase con String 2 H b icmp BT EER AT
other increase con String F H AR other VMR BT R IE RS
it
tcp_concur_con String I HARH tep IR IEBTSG T
udp_concur_con String 2 H b5 udp F K EEHSA T .
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sec-cts-audit

T i) FERANX

icmp_concur_con String F HFr iemp FFAROEBEHS T
other _concur_con String F H AR other Phil I KIEFL ST
total average pps String 2 H bR H BT A i = T ppse

total average kbps String 2 H bR B BT A Ui 2= 1T Kbps.

= IHIRSS H &7 BOE LN R

%= 11-15 sec-cts-audit

FE E il FEREX

time Date HAF AN DL bR AR TR CR A
MR B[R] 2 oo X T2 =0 #E1T
AN, N 2022/11/08 11:24:04
GMT+08:00,

user Object REBIER K E R

request Object BRAERITE RN A

response Object FERAE IR0 NN 2 o

service_type String A RYE

resource_type String BRI AY .

resource_name String BHIR A TR o

resource_id String BLUR R E—FR IR

source_ip String RERREERH AW IP, S ARSR
W, o7,

trace_name String BAELFR o

trace_rating String HRfE SR, 40 DL T2 4L

e normal: REARIKIEAERI-
e warning: REARERAE LRI

e incident: fCERAREEESIE T HHRIK
PP E R, e ad iy s
ol H ol S5 R S I
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sec-cfw-risk

FE e it FHRAEX
trace_type String BRAUEZRAL, 4 NRLR LA
e ConsoleAction: K~ E Iz &
PAT HIHRAE
® SystemAction: 7~ R GE N E kR I
Ak
e ApiCall: K/ H ApiGateway fi &
RIERAE
* ObsSDK: #*sifiliff ] OBS it
SDK fifli & (155 T OBS HliAH R 4 .
e Others: F/xfrZEi@ENT “ObsSDK” filt
R EIRT OBS AfAH R4
api_version String VERBRAE R 2= IR 55 (1) APL FRA S
message Object HEE R
record_time Long WRARAE R TR], R 77 O [a] 8
trace_id String A B ME—FRR .
code Integer HAF http R [BIAY, 40 200, 400.
request_id String e ARG K 1] request id.
location_info String WRAIER A5, 18] UE AL 75 2
SIEHENIENSE
endpoint String AR J = B ) VR A DU Y
endpoint.
resource_url String IRV B = GRUR I VRS LI 1R U7 1)
# A endpoint)
user_agent String OBS HiAH X AE 1 9E ObsSDK 77 Ui H
I R SR
content_length Long OBS #fiAH KA id R B AR K
total _time Long OBS #fiAH S5 v 1 SR AR A NI T

KBRS H ST B LW R s

%= 11-16 sec-cfw-risk

FE
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FE

i

FRAEX

event_time

Date

0 21 Bk i ]

action

String

217 KBS T e N B A
e permit: AT
® deny: REL b7

app

String

7R

attack rule

String

ARSI 1 2 o F) 7 A

attack rule id

String

ARSI 1 2 < ) 75 AR ID 5

attack type

String

KA B

 Vulnerability Exploit Attack: il %7

e Vulnerability Scan: JiH$4

* Trojan: KLJKE

e Worm: i HUJiE

e Phishing: %544 I

® Web Attack: Web X

e Application DDoS: DDoS X7

e Buffer Overflow: £ [X i Bl

e Password Attack: AU

* Mail: HBFAHRRB K BEAT N

e Access Control: ¥j i ¥ Hl]47 A

e Hacking Tool: & T H

* Hijacking: HI¥#47 N

e Protocol Exception: £71E & HHid

* Spam: fFAERCIRHBAF

* Spyware: fF{E[AIEEAE

* DDoS Flood: DDoS iZ ¥t

e Suspicious DNS Activity: A] %t DNS
)

e Other Suspicious Behavior: F.Ath 7] %
TN

dst_ip

String

H ) 1P Mtk

dst_port

String

H 3 15

packet

String

Wil H SRR e A .

protocol

String

SRR,
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sec-cfw-flow

FE e it FEREX

level String SRR B B 52K
e CRITICAL: &
e HIGH: &
e MIDDLE: W
e [LOW: TEE

source String For N 31 B B B A AR
e (: %E'ﬁﬂ]gﬁﬁﬂ
o 1: BT

src_ip String J5 TP bk,

src_port String P 15,

direction String WE T

out2in: AJ7IA]
in2out: 5 A

=B KERUE H &7 B LU R

%= 11-17 sec-cfw-flow

FEB e it FHRAX

app String LA

dst_ip String H ¥ 1P Mtk

dst_port String H v 15,

end time Date TRZE A [

protocol String P ESAE

to_c_bytes String Ik 55 it 1) %25 7 S A28 PR T 4
to_c_pkts String Ik 55 it 1) %25 7 S A28 PRI ST
to_ s bytes String B ity ) R 45 iy 325 ) 7 B
to_s_pkts String IR 55 B [e1) 725 7 i R 35 R 41 SCHL
src_ip String J5 TP Hihik .

src_port String P 15,
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sec-cfw-block

FE

i

FRAEX

start_time

Date

IR 1] o

B R BE VT il P H S BeE U FoR

= 11-18 sec-cfw-block

sec-apig-access

FE E il FEEX
hit_time Date U i) Az PRI [
action String 75 5 KBS 24 BT N S A -
e permit: AT
e deny: [HWT

app String R 27
dst_ip String H ¥ IP Hutik.
dst_port String H 8 5,
protocol String ESE
rule_id String fik & K £ ID
src_ip String J5 TP Hihik .
src_port String P 5,

APT WGV ) H 87 By LR iz «

%% 11-19 sec-apig-access
FE i) FERANX
region_id String J&) R o
api_id String API ID.
body bytes sent String Iz [5] Body K/
bytes_sent String AN IR B KN,
domain String N4
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FE i) FERANX

errorType String REMRE (1 R .
http_user agent String AR FRIH

http x_forwarded_for String X-Forwarded-For k.
opsuba_api_url String 153K ) URI.

out_times String WX 5 P8 S A A ELRERS
remote addr String T ipo

request_id String 152K id.

request_length String FEANE R KN
request_method String HTTP K T7i%.
request_time String Ui i) FERS .

scheme String s

server_protocol String IR

status String K&

time local Date A 1]

upstream_addr String Ty ipo
upstream_connect_time | String 28 R RERT
upstream_header_time String 28 3 Sk FERT .
upstream_response_time | String 78 3 IR [BFERS
upstream_status String iR A o

upstream_uri String 15 3R J5 Ui i URI.
user_name String F P projectid 8% appid.

sec-dbss-alarm

DBSS 5% H & 7B & L R Fis:

% 11-20 dbss-alarm

FE i FEREIX
domain_id String K5 1D,
project id String IiH ID.
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sec-dsc-alarm

T it FERAX
region String region
tenant vpc_id String MR VPC 1D,
tenant_subnet_id String T M 1D,
instance id String SE] 1D o
instance_name String SEH 4 .
alarm Object LT
source_type String dbss.
alarm alarm_risk String e S
client_ip String ER 1P,
database_ip String HE FEVT 1) 1P
count Long e &
user name String B ER 44 .
schema String oracle schema.
rule_name String HRN AL FR o
rule id String KL ID .
sql_type String SQL #4727 .
sql_result String SQL $AT4h
db_type String s PR A

DSC % H &R B 5 BoR s H SRMA AR, BARWT:

#1121 AK SK itttF& (aksk leakage)

FE %] FEEN
log_type String LM,
region_id String region.
domain_id String K= 1D,
project_id String Ui H id.
leakage ak String AK.

222




FE i) FERANX
source String i/ =N
find time String RIS TE] o
account String K544,
file_name String 4.
file suffix String A JE 4%
leakage user id String M EE 7 H P 1D,
leakage user name String MEEFHP 4.
leakage domain_id String MEE K5 1D,
leakage domain name String s EK 5 4.
url String TR L

< 1122 & OBS #&3CF (obs_risk)
FE i) FERANX
log_type String i il
region_id String region
domain_id String K= 1D
project_id String WiH id
bucket policy String AT T -
bucket domain_id String MHTEIK 5 1D,
bucket_project_id String WprlEmi H ID.
bucket name String IHEA
file_name String PELELY
file path String AR
risk_level Integer R X 55 2K
sensitive_data_type String][] TR B G 2,
privacy_detail String OINGER eLEENR
file type String SRR
mimetypes String SRR
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FE i) FERANX
rule_list List<Map<Strin | JCHECEEIN %13 .
g,String>>
keyword String DL e U s F I S B
available zone String AKX,
encrypted String eI .

7 1123 BEHURFERER (db_risk)

F8 s FHEY

log_type String R,

region_id String region

domain_id String K= ID

project_id String WiH id

vpe_id String VPC ID

db_instance_type String RDS PUB.

db_instance id String BdE Sz 1D .

db_instance_type String Bl e s p) 25 A

db_instance_ip String B4 P SEA TP

db_instance_domain id | String Bl B S B Jg K 5 1D .

db_instance project_id String B FEsem @ T H 1D

db_instance_name String B JE S48 42 K o

db_name String G E AL TR o

table name String RL2HR

field name String B4R

data_type String FREYERA,

risk_level Integer R X 55 2K

sensitive_data_type String][] FRURE G 2,

privacy detail String MWNEES e

rule_list List<Map<Strin | JCEFRIN %13 .
g,String>>
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FE i FRAEX

keyword String NI Gt Ep I PSS

11.2.5 RERMAESERR

RIEIH S
ARG (RO SR AW AT as B B S B, JRAET AL S5 fih A 4
AREE AT NI P A H &% B R

I 4

Qe BB, FEARIEIES W B RSN

TRIFR I S S ERE
W1 BRI A .

B2 P TUEA B, B s > BRBA RO 7, BENSHBE kO
BT .

M SHAZ RS “ TAEZ R > FREEH” , HETEEEERS, il Bbr TEs
[ HK, HEN B bs AR 2 6 2 U

MRS “HESET > 2a2fds” , AL,

A2 St 22 8] AR R, R B T A AR, TR EIES )R, R g E SR,
A K S 7 e T K Y A 2R T

WAEW IR, ENEVEE, JFRd “Eilafr” , BoREWa e,
B2 BT EAIRIEE S WA 5 0 b H &
R A B OIS ST, AR SRR .

i
S

i
S

%
*H
(8]

N
)
B~

%
*H
Q1

N
x4
(@)

%
*H
N

11-11 FRMNEEE

N
x4
0¢]

fio B S EIEAE R, SHUHIIER 11-24 TR,

= 1124 SEEREMALE

SH AR S5 AR
EIEATR ZEERANPITEE, RGN,
TR 7Y 4 Bk H R % B A4 PR
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SH AR SHAA

e BE SR B, WA ERG. &
o, FfE. e, =gl

HEHRM WFRIZ RS BRI R, PR R A

RS FRA LA

Eiiipay I SRR

JA FRZS BEE LS B R IR
PEAL BB RPIRES, TR R B W B R e 2t
T

FE 9 WERME, BhEA N T 27, AR ERREE T
F8] 10 wEEAEE, AR 1125 o,

= 1125 & ERAITEE

& S
S BB A A, BB R AT U IR, B
B BT

Al B A B WIE AR B AR R, & OB WG
AR, BERSITE RGN T IES AR5
MriB LR .

WiAR

o B 0H G FEA text XA, ZiA44E ] MATCH _QUERY # 47
SR B .

f=xiipamdl WESZERTR .

o ZATEWIELE: xx Bh//NE/R .
MIEAT B ] BE N P, AT BN 5-59 B M
ITEWH /NI, AT BN 1-23 /N MBfT AN
KBS, Al EN1-14 K.

o A M. xx ZEh//INE/R.
TR B AR, TR BN 5-59 B SYE ) E
/NI, AT BN 1-23 /NE s 24 8] & AR
i, AIREEN 1-14 K.

o JGEIRHATHIE]: xx 8, RITCLWE N 0-5 4r%h.

HEXER: HEXEEY nELR.

By “Wm” . R E keytvalue ([FE, TERUHIE.
o EEPAMEE: HE UHEHZELW, iRt E#
“LXO

o
I
%
cht
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SHBTR

SHAA

fih e 2% AF BWEEEMRFMN. TREN: KT/AETIAFETIN xx
I, RS,
U 2 2%l oA, ATRLT “UNIn T AT, &
LA S ANk %A
MCE T2 MR, R H BRI, RS
Rz BN E 2T RS2, 0 2R i A2 e Ad e B A fid
FAFWATI RN, RGO R AR AL 5 %

HEU e B L 2 45 R A B 5 (5 3. AT IR B Ry
K
o KA AW RHB N EES
o KRR E WS RIS A

AR W E A ORI .

i WEAEEE LG ILIEITER,

o WURBLE NI, EIA R BRI AT AR
o WURIE NG, RIAE RS EEAME RIS T A

F8], 11 wEERE, B mEA A 27, BB T 0TI .
$!] 12 HUEHIAEIRE, R TUE A T CHE .

11.2.6 EEERGITER

AR S

s

MIEPAT T ERM IR S, AFEE (kRO SCRplid BER S E 200 &
Mo SR BT P TR, SR IR IE /SR B A G I gt it R A fon &

WA 45 R

ARG D wy UERE PLT BR SRR frers il A 45 R -
o B EW S rER
o AR BRI TR
o ERIREIER R E MM T 4R
o BB al e R

S AT T EWMOITIER . ZESPTRIIES L 2an g, &S50 HEE

Z AW S H &,
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BRERGITERFELR
BSHT A R LUE R HTRE FRIRE . RS T R

FE]| 1 EREHEN .

FE 2 AT BT, e A > BB CRAkO 7, BEASSEER (o
BRI .

FB] 3 LM HAEER “ TR > g7, IETEERIIRS, B i TE=

B2 HR, HEN B bs AR 6 2 U

M AL “ HEH T > R, AL itm.

FEREMBHE = W T, REdE s, RITEEREESY G, HREEELR,
A e S 7 T e R R DT

WAEW IR, ENEVEE, JFRd Al

MR A5 7 B G A GE T B R e o 2 ) AN oy B 4

o RigEAEaREM S Hras

G ECE W EE s8R, B B BB, R DABR I A AT 0
FEAPIEA Clkfo B &l il 52 s s R R g, 3R
ARSI AT s

RN JNIES “EIRGI TR, JHERRGT A “BIRRA” .

Sk
]
=

N
x4
Q1

N
x4
(o)

N
x4
N

fic B & S5
1126 RIESHEE
ST BB S ¥R AR
FEARBE Pt H 5 SRR AR
KR AL E Reuil 7 Bt R ETE, iz B R R
5 o

KR E e A, o mr 1S i B 5 18 o s O -
o kKRR A AT 4

Pr e B — B T s — B AE 2 — A A 2 — A P B 280 B AR s
JE TSI TR, AT LIS R B 3 A A A A g 3

FEN TR “ERG T, JRERIRG I A ) ¢ ERIEA Rk,

L E T K S4.
= 11227 X ESHEE
SH A5 S AR SR AR
FEARLE Al H e 2 bR i 44 R
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S35 SHBIR SH A
KR E X il i B XX Rlbr AL FK o
Y il B XY Rlbr A4 FK
X 5B e X SR T B
Y B WY BB R T B
P 1l i ‘ws E BT T I
SHZEDA - TF)a o G i E
KGIEER T AL E, " ARCE N L.
. A

KR E e A, ol 1S i B 5 8 o s O -

o EREE AR BRI HT 4R
HEIR B — b e R R SR B BdiE SBon ik, T DR 2 B A 5 0 Hr 2 1)
BEATIR T LB A FIRA (kRO ARIREERUCK I BAE T (RIRETE B
L5, EAREUE RN R REE
ERJNES “EIRGIH A, JHERRGT A “BIRRA” k.
LR INCE S

< 1128 tHREISHECE

ST SHBIR SHAA
WA E bR H R SCER bR AL R
KR E X il il B XX flbr A4 FK o
Y il B XY Rlbr A4 FK
X 5B e X iR R T B
Y B WY SR T B
Pl P ‘wos E BT T I
LA A o i i E
KB R P AL B, ATEAREE Dy L
. LA

BRI E e A, o mr 1S i B 5 18 o s O -

o DiEEAERE MO Hras R
BHEH T 2R AR 70 600 5 B 00, @I IR R/ R EE B A 232K
ERNIES “EIRGIE A, FAERRGET AN “BIRRA” k.
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LRI NE S

= 1129 BEISHAELE

ST SHBIR SHAA
HARE bl H R L bR AL K -
KR E S HE k.
HHfE I RAE S N
P 1l i wos E BN TS T I
7L A= A o B i E
KB R P AL B, ATEAREE Dy b
. LA

BT, 7 TR LR R A BT
-

11.2.7 T&HzSH HE

#IFAR
AHERA B SRR A F BB AT & RIS th B, 7 i
RS HRE L B, AT BT R &
o GHiESEE: F CJIAHE TR, i, RGH TR EEAM.
. ;ﬁ@%aﬁ=E“E%ﬁﬁ"ﬁ%¢,iﬁ“?ﬁagw,%%%Fﬁagﬁﬁ
RIE 51

CIE BRI, RIS W B RSN

THHFHHAE

FET| 1 EREHENH .
FE 2 AT BT, 1 A > BB CRAkO 7, BEASSEER (ko

BT .

FEREMIF AU RS “ TAEAsE]) > SEER” , HET/EEESIRS, Bl s TEE
[ HR,  HEN B bs AR 2 8 2 U

MRS “HESET > 2a2fds” , AL,

FERMBHE = W T, REgE s, RITEEREIES G, HREEELmR,
Ao e S 73 T e R 2R LT

N
x4
[6¥]

NI
8
=

N
x4
Q1
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$B 6 (W) EEEEIEMRIM, MALHFL, G TR R g A, I
ol “EW/TT

F]7 TEHHE.

o SHEFMHE: £ “FIMHEY WY, i, RGR NERHTRAM.

o  TFHEERHE: £ “ERGU AT, il CTERHE, RGK TEH IR
Hh

S

11.2.8 EIBHIEZTE]
B s (A2 AT R A 2 B SR IT. A —EE S (A N B s L = W — S B
FWE o
ATE A A BRI 2 1) () A DGR A

o HHIEWE A R FREAMA NSRRI (O RN EZES . BB T
FREB T IIRENS, TSP A1)

o  EEHUEANVEE. BEHES S EERETEEE, BEAK. KA
TN

o B AN B S R RIS, R T B AR E BT B .

o HEREGE A Qo BN EREANEE ], ] DU R A 1] .

AR SR
o BRI 5
- RGO IR KR % NSRRI 4R 0
- SRS, FETEROREE, R A e LR .

EGMIBR AR I, PRI 0
FE IR E
BB 1 BLEHBHE.

$I 2 BT A B, EE Cwd > BB (BkBO 7, HEANEHEG kO
BT .

FE 3 AELMSHER “ TIExmE > ZDEEE” , JFETESRAIRS, fd s TES
[ 0K, BEN H AR A 25 )4 2 T .

FE] 4 ALMSHLERE “HEHT > 22807, EANZE3Hr T,
FPR 5 AERIEEESIRAL B, Rl ST, RGN N5 R A A s A) S

11-12 #rE¥iEzs(e)
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FER 6 R AEE SR T, fER AR S, SR 11-30 For.

= 11-30 Fr&¥EzE)

SRR SHLAA
Ky 1A PN C el IR Y 7/ W E 2B I L

o MIKKEHUETEE A 5-63 NFAT.

o WHFICTEL BT M-, Hh, ARHBEIT
KMEER, HARESL I,

o MIKAUNAJRME—, ASHe HophEeE A 8 2 AR A

G
it MRS HL, BEE A A ] R B

S| 7 il T, SRR
SR SRR, T LA R 2 1 2 o B O I B 2
-

ERWIRE=EER
BB 1 BILEHBHE.

FER 2 AU A EUTR, g A > BHBEE CRALO 7, BEAGSHEE (RO
BRI .

FE 3 AELMSHIER “ TIExE > ZEEE” , JFETESRAIRS, fd b TES
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EAXIEE
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o  HUNERIASCREZIZH, . (age+100) < 1000,
o  RAEMBRASRTE, AXFREA, i avgloglage))s
o  AXFFBEKIK.

o AXFFTHEIM.

o TUME ) RLHFFR A 500 5%

e GROUPBY 734 EFR2y 10000 4.
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< BT BUE DT HEAUEI H &

>= HHEFBERFREFELMMHE.
<= HHEFBENMFREFTELMMHE.
IN R BEATEBEEEAM A E.
BETWEEN HRHEFBREATHEERNTERANNHE.
LIKE R TBENHE.

IS NULL AW AT BUE Y NULL B H &

IS NOT NULL A 37 BUE vy NOT NULL 1) H &

= 1139 L@EEFRA
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EilFEKR

EifiEa

Bl GET W3R CIRESHE N
200~299) I H &,

request method ='GET' AND status BETWEEN
200 AND 299

#rif) GET &3R8 POST &K1 H

PIARYC]

request method ='GET' OR request method =
'POST'

#lHE GET Rk H & NOT request_ method = 'GET'

i) GET #53K 8 POST &k, H | (request method ='GET' OR request method =
SR R A 'POST') AND status BETWEEN 200 AND 299
i) GET #53K 8 POST &k, H | (request method ='GET' OR request method =
SR e 2 'POST') NOT status BETWEEN 200 AND 299

i GET 5K CIR&IE N
200~299) HiERE 8] K T25T 60
i HE

request method ='GET' AND status BETWEEN
200 AND 299 AND request_time >= 60

AR TE KIS B 60 FR) H &

request_time = 60

11.3.3 S #1iE4)
11.3.3.1 SELECT
SERLP M B AEVE IR

SELECT [DISTINCT] (* | expression)
[GROUP BY expression [, ...]
[ORDER BY expression
[LIMIT size OFFSET offset]

Hrr, SELECT Rnig e B MM TEB. A%

1
ER*ERRE TR

1140 ER*EIRMATFR

[AS alias] [, ...]
[HAVING predicates]]
[ASC | DESC] [, ..

-11]

TN ZK 24 SELECT 1A S Ui W JoR

account_ | firstn | gend | city balanc | emplo | state lastna | age

number | ame |er e yer me

1 Ambe | M Brogan | 39225 Pyrami | IL Duke 32
r

16 Hattie | M Dante 5686 Netagy | TN Bond 36

13 Nanet | F Nogal | 32838 Quility | VA Bates 28
te
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account_ | firstn | gend | city balanc | emplo | state lastna | age
number |ame |er e yer me

18 Dale M Orick 4180 null MD Adams | 32

EifiEETFR

SELECT firstname, lastname

= 11-41 EifEEFER

firstname lastname
Amber Duke
Hattie Bond
Nanette Bates
Dale Adams

£/ AS L7 ERE X A&

SELECT account number AS num

#1142 R AS BFEBENIZ

num

1

16

13

18

£/ DISTINCT £&

SELECT DISTINCT age

3% 11-43 {£H DISTINCT £&E

age

32

36

28
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PRHUH G A BRE 2 I pR B

SELECT LENGTH (firstname) as len, firstname

3= 11-44 £ SQL /%

len firstname

4 Amber

6 Hattie

7 Nanette
Dale

11.3.3.2 GROUP BY

SEEI M il A TER LR -

SELECT [DISTINCT] (* | expression) [AS alias] [, ...
[GROUP BY expression [, ...] [HAVING predicates]]

[ORDER BY expression [ASC | DESC] [, ...]]
[LIMIT size OFFSET offset]

Hrp, GROUPBY FRR#ZETH . AFEFN

RFEREDA

SELECT age GROUP BY age

= 1145 RFERESA

A48 GROUP BY 1EESE 00 ol .

age

28

32

36

SELECT account number AS num GROUP BY num

< 1146 1ZFEHESA

num
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num
1
16
13
18
BEZIFEDH

SELECT account number AS num, age GROUP BY num, age

* 1147 #BNFEIAE
num age
1 32
16 36
13 28
18 32

£/ SQL &K%

BRI R A BFE S WA AL

SELECT LENGTH (lastname)

%< 11-48 {¥H SQL Ry

AS len,

COUNT (*)

AS count GROUP BY LENGTH (lastname)

len count
4 2
5 2
11.3.3.3 HAVING
SERERI T IR A TR T
SELECT [DISTINCT] (* | expression) [AS alias] [, ...

[GROUP BY expression

[, ..

.] [HAVING predicates]]

[ORDER BY expression

[ASC | DESC]

[, ..

-11]

[LIMIT size OFFSET offset]

Hrr, HAVING FAJH TeidiEsd4 % (GROUPBY) 8

AREET A HAVING 1EE S 00 SR .

X
RE

THEEERKR AT
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FESr AN EER B, 455 3R G pR ORI e 40 -

SELECT age, MAX(balance) GROUP BY age HAVING MIN (balance) > 10000

%% 11-49 HAVING

age MAX (balance)
28 32838
32 39225

11.3.3.4 ORDER BY
SRR S AT AR IR
SELECT [DISTINCT] (* | expression)

[ORDER BY expression [ASC | DESC]
[LIMIT size OFFSET offset]

[AS alias] [, ...]
[GROUP BY expression [, ...] [HAVING predicates]]

[, ..

-11]

Hrr, ORDER BY /&7 BUEHET . AT WK /44 ORDER BY 1514 Z 514

Lol

e FEREHEF

SELECT age ORDER BY age DESC

= 11-50 FRFEREHRF

age

28

32

32

36

11.3.3.5 LIMIT
SEEI Ml A TEE LR -

SELECT [DISTINCT] (* | expression)

[ORDER BY expression [ASC | DESC]
[LIMIT size OFFSET offset]

[AS alias] [, ...]
[GROUP BY expression [, ...] [HAVING predicates]]

[, ..

-11]

Hodr, LIMIT R85 IR B B 2680, AN BN LIMIT 18752800 JoR

1.
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e EIRE R

SELECT * LIMIT 1

< 11-51 52 IRERIEH

account | firstn | gender | city balanc | emplo | state lastna | age
_numbe | ame e yer me
r
1 Ambe | M Brogan | 39225 | Pyrami | IL Duke 32
r
EERENZFHMEEE
SELECT * LIMIT 1 OFFSET 1
%= 11-52 #EERERFH RS E
account | firstn | gender | city balanc | emplo | state lastna | age
_numbe | ame e yer me
r
16 Hattie | M Dante 5686 Netagy | TN Bond 36
11.3.3.6 K
eI T IR A TR T
SELECT [DISTINCT] (* | expression) [AS alias] [, ...]
[GROUP BY expression [, ...] [HAVING predicates]]
[ORDER BY expression [ASC | DESC] [, ...]1]
[LIMIT size OFFSET offset]
KRBT R
HEFRX
1153 HEFH
PR 1ER EX 1
abs HEHE abs(number T) > T SELECT abs(0.5) LIMIT 1
add hnvZ: add(number T, number) - | SELECT add(1, 5) LIMIT 1
>T
cbrt STHR cbrt(number T) -> T SELECT cbrt(0.5) LIMIT 1
ceil [a] b B 4K ceil(number T) -> T SELECT ceil(0.5) LIMIT 1
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BRI {ER EX w5l
divide Raid: divide(number T, number) | SELECT divide(1, 0.5) LIMIT
>T 1
e HARJEH ¢ | e() > double SELECT e() LIMIT 1
exp HARJKE e | exp(number T) -> T SELECT exp(0.5) LIMIT 1
R
expml F4REH e | expml(number T) -> T SELECT expm1(0.5) LIMIT 1
IR —
floor & floor(number T) -> T SELECT floor(0.5) AS
Rounded Down LIMIT 1
In EEASOE In(number T) -> double SELECT In(10) LIMIT 1
log PL T AE# | log(number T, number) -> | SELECT log(10) LIMIT 1
I3 % double
log2 PL 2 NJEH | log2(number T) -> double | SELECT log2(10) LIMIT 1
RS %
logl0 PL 10 NJEZL | loglO(number T) -> SELECT logl10(10) LIMIT 1
I % double
mod NS mod(number T, number) - | SELECT modulus(2, 3)
>T LIMIT 1
multiply e multiply(number T, SELECT multiply(2, 3)
number) -> number LIMIT 1
pi T pi() -> double SELECT pi() LIMIT 1
pow T HIRRE pow(number T, number) - | SELECT pow(2, 3) LIMIT 1
>T
power T B power(number T) -> T, SELECT power(2, 3) LIMIT 1
power(number T, number)
>T
rand FEWLEL rand() -> number, SELECT rand(5) LIMIT 1
rand(number T) -> T
rint 3N rint(number T) -> T SELECT rint(1.5) LIMIT 1
round ILE=EIWN round(number T) -> T SELECT round(1.5) LIMIT 1
sign 75 sign(number T) -> T SELECT sign(1.5) LIMIT 1
signum 5 signum(number T) -> T SELECT signum(0.5) LIMIT
1
sqrt AR sqrt(number T) -> T SELECT sqrt(0.5) LIMIT 1
subtract GRS subtract(number T, SELECT subtract(3, 2) LIMIT

number) -> T

1
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B (8] 6K 4

BRI 2 3 EX w15

/ [E3%R number / number -> SELECT 1/ 100 LIMIT 1
number

% B4 number % number -> SELECT 1 % 100 LIMIT 1
number

= 11-54 =R

BRI {ER EX w5l
acos AT acos(number T) -> double | SELECT acos(0.5) LIMIT 1
asin JIE5% asin(number T) -> double [ SELECT asin(0.5) LIMIT 1
atan IEY] atan(number T) -> double | SELECT atan(0.5) LIMIT 1
atan2 T A U #B& | atan2(number T, number SELECT atan2(1, 0.5) LIMIT
iz iR E | U) > double !
VI
cos R cos(number T) -> double | SELECT cos(0.5) LIMIT 1
cosh X 43 5% cosh(number T) -> double | SELECT cosh(0.5) LIMIT 1
cot 1) cot(number T) -> double SELECT cot(0.5) LIMIT 1
degrees INEEH N E | degrees(number T) -> SELECT degrees(0.5) LIMIT
double 1
radians FEHEWCRNYE | radians(number T) -> SELECT radians(0.5) LIMIT
double 1
sin 5% sin(number T) -> double SELECT sin(0.5) LIMIT 1
sinh X 1 5% sinh(number T) -> double | SELECT sinh(0.5) LIMIT 1
tan Y tan(number T) -> double SELECT tan(0.5) LIMIT 1

£ 11-55 FlE)EL

BRI {ER EX w5l
curdate 4H7 H 8 curdate() -> date SELECT curdate() LIMIT 1
date H A date(date) -> date SELECT date() LIMIT 1

249




BRI {ER EX w5l

date forma | fR#E#% A FRH | date format(date, string) - | SELECT date format(date,

t o B H BEAE > string "Y") LIMIT 1

day of mo | Ay day of month(date) -> SELECT day of month(date)

nth integer LIMIT 1

day of we | fiJL day of week(date) -> SELECT day of week(date)

ek integer LIMIT 1

day of ye | ERH day of year(date) -> SELECT day_of year(date)

ar integer LIMIT 1

hour of d | X4 K/NET4Y hour_of day(date) -> SELECT hour of day(date)

ay integer LIMIT 1

maketime A pl H BH maketime(integer, integer, | SELECT maketime(11, 30,

integer) -> time 00) LIMIT 1

minute_of | 4Fj/NE 43P | minute of hour(date) -> SELECT

_hour e integer minute_of hour(date) LIMIT
1

minute_of | 2 KEN%EL minute of day(date) -> SELECT minute of day(date)

_day integer LIMIT 1

monthnam | F1) &R monthname(date) -> SELECT monthname(date)

e string LIMIT 1

now EEninE) now() -> time SELECT now() LIMIT 1

second of | #h%{ minute_of day(date) -> SELECT minute of day(date)

_minute integer LIMIT 1

timestamp | HHH timestamp(date) -> date SELECT timestamp(date)
LIMIT 1

year Fly year(date) -> integer SELECT year(date) LIMIT 1

e NECE -
% 11-56 XTAREH

R 1EF E X A5l

ascii HE—NFARF) | ascii(string T) -> integer SELECT ascii('t") LIMIT 1
ASCII 18

concat ws | IERETFF S concat_ws(separator, SELECT concat_ws("-,

string, string) -> string "Tutorial', 'is', 'fun!") LIMIT 1

left MEF AT | left(string T, integer) -> T | SELECT left('hello', 2) LIMIT

e 1
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R 1EF E X NG
length K length(string) -> integer SELECT length(‘hello")
LIMIT 1
locate B E locate(string, string) -> SELECT locate('o', 'hello")
integer LIMIT 1
replace B 7555 replace(string T, string, SELECT replace('hello', 'T', 'x")
string) > T LIMIT 1
right WA B | right(string T, integer) -> | SELECT right(‘hello’, 1)
o T LIMIT 1
rtrim FRAMZF | ririm(string T) -> T SELECT rtrim('hello ") LIMIT
o 1
substring BY 4% E substring(string T, integer, | SELECT substring(‘hello', 2,5)
integer) -> T LIMIT 1
trim FEEFMZF | trim(string T) -> T SELECT trim(' hello ") LIMIT
o 1
upper LEECNRE | upper(string T) -> T SELECT upper(‘helloworld")
LIMIT 1

HAte
*11-57 Hite
BRI {ER EX w5l
if if S| if(boolean, object, object) | SELECT if(false, 0, 1) LIMIT
-> object 1,
SELECT if(true, 0, 1) LIMIT
1
ifnull BN null ifnull(object, object) -> SELECT ifnull('hello’, 1)
B, $EFEERIA | object LIMIT 1,
(] SELECT ifnull(null, 1) LIMIT
1
isnull TR isnull(object) -> integer SELECT isnull(null) LIMIT
null, &R A L,
1, fik[E 0 SELECT isnull(1) LIMIT 1

11.3.3.7 BEHEHK

SEEI Ml A TER LR -
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SELECT [DISTINCT] (* | expression) [AS alias] [,
[GROUP BY expression [, ...] [HAVING predicates]]
[ORDER BY expression [ASC | DESC] [, ...]1]

[LIMIT size OFFSET offset]

ES I

£ 11-58 BEEH

count(*) -> integer ,

count(1) -> integer

BRI {ER EX w5l

avg R avg(number T) > T SELECT avg(age) LIMIT 1
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max 3 NAE max(number T) -> T SELECT max(age) LIMIT 1
count RH count(field) -> integer , SELECT count(age) LIMIT
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SELECT count(*) LIMIT 1 ,
SELECT count(1) LIMIT 1
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