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1. =z

1.1. FmEX

1 .1 .1 . Fz |:||:|iE
=RXIE (JREMR) (CT-CFW, Cloud Firewall) 2—RRAREN= LIORMELZ 2P m, TiRHSR

—HERMAOAREESLZEMR, FREWSBRERTIW. BEFETOTEIE, FESmE
BARBIFSFRERL.

1.1.2. g

ipiEs . U—EEEERNIDRERE (Bdt|) | REREFTW. NAEE. NEHESFNE, £
ERIFEFRMNELZE,

AEBH - RESSHMENSIZE, SHFIEEMN LASEERE. DDOSKE, mRFRFHETHHT
ANEBGIR, FREHEENRREI T, SEElEmN R,

RETH . EHEENAFWSRERTN, SSRNELETR, MESIETH, WETARM, A
FPEEREIMEER.

BEHT . ARAFPEEICRNEHHEE. HiEEHEE. REATHEREES, BIAFTAFREMN
2K,

1.1.3. mig

=ROKIE (JRENR) BRREEEREE 3D, PolATREERTYES. ritRRERFERIIAETFE.
o HRREBFE: RURBANRRENTREND, FRTLZEBAKER, NMERETHLFES.

o mMitEREEIER. TERTLMEENEIENERNEEES, 325F 4-7 Bniaizsl,

o HIFEH: FHNEHHAE. NiHEFEES. REFSHREES, FRHEIEDHEES.
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1.2. Fmftis

TabE, (ERERE
ZIRERKIE, Sz ERFBanRBIFPKE—#IX.
HERGIR, RETE
B VPC HE—EERMHNELS], BHiFERERETE.
Rigl &, HEER
win. EIP FXRUEENSTRET R, BEXRENZEF.
inEiEEl, BEHES
ISETHATA. IPSIRE. BERRIRENRES.
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1.3. INgEiFIHE

REZTIXE (REM) FFRE—HZTFE Saas AIKEE, RIPENNELREZE, TEEELUT

Tge:

e

PIKIERGHHEENEE, BEREMF. iRER. ReRIBMREES.

o LR T EEMIARRXIEMIBHREWAER, SEEFEHARFEIRN P,

o [HPERER TIPSR, SIENEHEEEEFELaEEEET.

o LERWWERTEFEBAILEHRIEIER, DBI5->ARNE. K->, BEER
g =AY

¢ NEERRIATRERL—RNBENAGERELSBFHSEREES,

BAKIEFFX

BRSO EEMIDARP KIS, HREMF 1P R TR s,

o .\ IP ZEit T AP EREHIATEFN 1P, IERNERE AW =EhKIERERE.

o [HFFIRBFEFATERI EIP, FIREIELW IP (SEHIRFR. ID) . BMFAEZ= (vpe BFR. vpe M

BR) . SPERTRE. MERT (B8R, ID) . BIXERE. ECaiBAHEE.

15488 :
BILUHAT IPv4/IPve BOLDHE, HEIRIBERF=RE. PiXIERE. AR P FIEIFAE = TiHiE, YT
BELMWSLEER EIP, mI# T EMRFIXAMIR.

il
FEEHEERMOFASHEFIER, BETHTA. BRH. ARBEMACLEH, 21T, FEETRER
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o AEHMNS s> RMNEL. A->FMRANIEL. RBEBHNE. BR2EMN 43K, TLUREFED
BIHITECE.

o Hrh, BEBRBHMUMSARES, HRERERBREIAN, SE2IMIRRMNFIARTIINIR.

eRA:

o HAgni=EMNES IPitbht, O, Y. RA. aEEFER, H P ihsBAwiE, BOA
53 1Pv4,

o R IP/BRIMMAN AR AME, ImO vk, HEER, FHHE 1~65535 Z[@HTEE.

o NNER, NI EWIE, thNEEELN TCP B, NAERNIAEIAMN AR,

e {fY3EEYJ9 UDP, ICMP, Any RS, RIFARTIZEHEE ANY, affEeieiEmTaxbakT, SAIAJIBENT,

o MERMANARE, BAILIGESRAISZNERFINGE. BRRESEGARITH, APERLIE
XA,

o EXZEMNESHEAE, &R, IPHtE, HbhbSE. FREFER, P HIAIF S
15,

PN ;i

SCENEIHINREH BS R TEREENT, HAMEBENFH=ER.

o EEFEMEER", HOMER, SRIIBRBRHMERELTH, REE, FEENNE:E,

o EEREHIEN, BMEEEEEENNEKESEREAE.

Bt

FEREATEITT AR, BRAEHHES. HiEEdAE. REESHRMERT, BRARR
7 RIBE,

o A\EHBETEERGXERETANEHH MEBEN N8R - EME RN e R 2 S M,
o aiEH AU EE R X EET A ER B REEIRN T E RN e REE.

o NEHTIYLEEERNORKEEF HLFNMGFF=EEItEREES.
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o BEOBALBERTIZKSR, FFNFERIETAUREBIEEE,
RERL

OATAEE, SRECITNERNET, USRI, 567, TRALET.

EREEERIEES. CHPNSEITESR, CHRNETAERER NEOESNHXESHR. R
1. GRS, BIEES. SRRERRAR P, ARMGRGIEN). RAGTIE. RS
AR,

LR

o REFEIREH "EE" NATLUHTIREERE.
o FEUASH "EEE" AETLAHITEST.

o FEREH "BIBIT" HARRILAB TREERLE,

1.4. AKiFixHP

VPC

REMFABZ (Virtual Private Cloud, VPC) , ARMRSSEE. nhH. cHEESF- LRREERE. A%
HERIREINE, Gl eERECNEEML, VPC EENINAESHEREESER FMK, aBiFtlE
FR. RERSEMMLE ACL, BEIRHEK. BHEREAK IPHIHES,

BEARID R ph X

BRI ETERTRNERNI= LEF-ENEERE, BiRAREitRRE.

iR

ERELIEMNRES, BISP KBRS LA IRAT BB TiHERE, ELanpRE5ERY
Internet Rk, PREVEMNROS, XETLURERENNZSME,

EaREmn
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IDREHRNAS—FR, £ “IhEiEs]->EEXRA RN >R BN PEERINE, AIXIEEIAIN
B HHiBEREH TR,

===l

IHREHRINAS—Fh, £ “IhEiEs]->EERRA RN ->BE BN PEERINE, AIXIEERIRIN
B HBEREHITHE.

Rt

SER P, BRI IPHBLE, ¥HYNS. RO, BaimH.

PN

ENRMINEBANRSERINRFARANEG, ERNZ TR 4RT, RESCHBFSSEE. MRENZEIE
&, NEOHESERET SEIMSHE )5 2R INZ R EEE.

ERNHEXBIE

EMINRBID RIS ENENLEINES 1P BT, BEXSENINECOHEFGF, STLAREEENEEMES
ENINERITA.

1.5. NRn=

ths—: SMERIGIRE
BERPKE (REMR) ™M, NEFRAMIGRNRSE-HTEERER, EEENRARDEER,
A— RN RTINS,

=: EmIMERELE
SIEMINERATRHITONT, THEENRBEXPLIATE, FISTRER TR TR, RIPRT%E
hm=: FREM
ZROKIE (JRERR) FRmREEBRESR 2.0 “RM=RPIHXSLFEIF. HaEd. NMIpH. REeHT
FIERFREMLEENR.
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1.6. ~aa{ERARE

B2 5

IR 1

RS

BRI VPC BEERENEF /Y IP radtmapsr, FAEREEER— VPC REIE— M FRERA
AT 28 MIFRIMER, ATRIOXETERE, FiRiZFRPRHTHALSES, RRBTFPXEERE.
i RELR

BoIR EEAMILFRATREIEE: 10Mbps-2000Mbps,

BEIFEERRGAFR AR IPEL: 20 4N-1000 4,

BRI LR

BRREZES, HEERE 2000 FHEHEHAN, Hbsh->mRiuEg. R->5MNE. BRI, 5

2NN BIAEEIT 500, 500, 500, 500 %%,
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1.7. FREHEETREE

HERZER-7
SR RS
E&

REBEME-

PYLRZEHE- R

ZEXIFINFR-

BSPR-=

ZEXIFINFR-

BRI+

ZEXIFINFR-

BB

LEXIFINR-

NEWE-&

LEXIFINR-

NEWTE-&

LEXIFINR-

NEPFE-F

ZEXIFINFR-

-

ZLXIFINFR-

EREMEEIR

MEERERRSEFISFIEMBEE
. BREF. NEPPEERENHIA%RE.

RIRETS RS PIRB R AR SUER S MBLAE R T
HATIRHIEHEE.

RIRETE R FHRIIRE A B BRI EBLERY1 T/
HTPRFIEAEE.

RrERIEES A R AR R R 0 IR S
RHNZF RO TERE.

RIFERBERLETI G, B LEEPRBIMINED
RIBAIRMEREITA,

RIFERBERLETI G, B LEEPRSIM AIED
RIBAIMEREITA,

SHENEIREITOR, ICRER IP. K&
RE WEHEEM. WEAE, AREFENE
SHRINIRURE.

IR 5B e Z B RIE T PRI IR
BN, BOAER TR OEER
FIFHEEIMIFTEE(E.

RIRRZREFTRABITIEEEEIN, i

Z=RGkiE CFW $RISAIRTRIEEiRER

KIS RAD R EIFINEDFEED, T
ERFEREE BEERTEEAN S VPC ZBAIEET
iR, FRFREEIRARFEED

PR AR L ENDIEHITRE, REIMNBM
RIERRE BRI B SR ERR P EEEII MR
MIERIE(S, BRMTNEARERIAIEITN, RIEZ
RIFAINBRMIES SHNERME < BRE AT
HPE TIEeE.

ZPXIER AR L ENDIEHITRE, RESMBM
RIERE BRI B SR ERR P EEEII MR
MIERIE(S, BRMTNEARERIAIEITH, RIES
RIFAIRBRMIES SRR < BRE T
HPE TIESE.

PR AR L ENDIEHITRE, REIMNBMN
R E BRI B SR ERR P EEEIS MR
MIERIE(S, BRMTNEAREROAIEITH, RIES
RIFAIRBRMILS SHNERME < BRE AT
HPE TIEeE.

KIS BB RS EIREN RS
FEREAT /Rt TSCRS BRI =,

ZOIESEI A RSN BAIE RN, 5K
PRI 7T R E DTSR Riiais
&l

KRS R E RIS T /ORISR
iBR, FRERERIKRERMIERERMT
B8, ICRXSHRA. SHEMR. JRIP. BRIIP,
T3, FIBTRIR, ALERIEFIEE,

AIKIERHBOAE B TEBEIREHR
%, R TRIBIEXSIEERE.

ZOIBRARBICRINEE, BEBICRATARK

tHXINRES R
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RERS %2
LSRR SESMISER FEBKHE CFW IRftAoRdRass s IERIEENE
=
iEEE-ch EEBlE, FHEESTSHANSREML,  EOEEAET, IETIK B
WrSIEARIRERYE, MTISSE SN
IMK,
SRS s S TR EIS
SRR UG B RO, BRROM B GSHREOERD. R B
B ESHTRE, UAKinesiEarit. B B thilE. BRSO, REh. 5 -
VE. HEATORSELR,
RS R A S B o SR AR
BERIGNR- gj‘ﬁf@g’l&j H;; ﬁt’;ﬁﬁﬁgﬁuﬁ B SRR FTP S EOR S SRS B AR N
b ’ Res = YF/ABHEEIERE, BRI,
RLRHUNR- I RENSEIIE TR S ONS SERMA T HSLARSHTAD
iR FARSHIEE. 2, -
somnn.  TEMELR. EERESRATRSE,  AUDCERETEINE, ADRAATE
oy | TUESNSVER, SEBORSEOIE B SRHES. MR ESIREE At
T EnemphTEL, =,
LR RIGINF- Zigiifggig;gg E;ﬁ i e N
memtp T T mEER R WA PFR, S5E. .
SRR INEHCRAGRP, TR, BOEH  ADGERMESSIIE WARE TR
REWH-F RO, MBS, B, FREASIHESIFAEITKE 180 K, -
o \/tﬂzE#\: ’:5\ IL\E,‘> ;‘ﬁﬁ.‘ s
RERBPR-  ESHTIRSENERTA. R ;E*;iﬁ%;?g;% g?jf;ziii; —
BRE-h PUTRSEIRHTT A FIR AT, o R o ©

1.8. 5E{tIRSSAIKF

fifRH<ZE 180 K,

S55#—BHMERSBHIXR

F—BDIAUEIRSS (Identity and Access Management, f&JFR IAM) ARPIKIEIRSIRM TIREEIIIEE.
BREXE=ZIMEEHMCIEEAR, ZAFMEMAENRREGERINENR, HEEERFE

13, PEAFFNIR. BRAILBI N FRAFEEFNENABSEHRRMKE (REMR) RREAR.



O X8

=hkiE (JRER) BEEE admin B viewer B8, Hp admin BEHEELBENIR, FJLMER=

KiE (JRERR) ROLEBLORE. viewer HEBRIAEAIENIR, REEERPKE (REMR) BXEEE, &

RERHTECER(F.

5 Web BAFGKLE (RERR) RIXA

Web NMAFIXIE (FRER) 3T Web WSSFHIR, FENABTHCENARERITIIF, HEibiFEsaE

BRRXAINL,, FEFHIF web Wi, BEERFEHE AN Web W3S, FEFFE Web NARRIKIERSRIuL

HATREIR, X34E Web SRV SSiRBIHIFEES], BRBIFHEIINIRAINE, SIS EIINELIR
AIRGIFRE

il

=RXIE (RER) BE2ERSHR, TENATHNEMNSRENRFFIHEES, EbiFYss

FAFRY 1P, SZHIXT Web ImRAIERRG IR AR EABRNEEAINE T/, REHESIFRXIINIEINERRE

W, SHFRBENIIREINANE =R, BEERFTEERNIDRNFERE, EM&IHEEM
BIRLIFIR .

BARBIGLLINTER:

iF/aPSES

MILEER

MRS

bR

=P

=PaXiE (JF4hR) (CT-CFW, Cloud Firewall) —3K
RRENZ DOFRREREMIF5R, TR —IVEE
MiaRER ST, FREWSBERERTMW. B
GEHITIDITEIIRE, WBEETAMEBLRIHRSERE
M

1P GEMERR IP. AR IP %)

mE

HFRRLEBIR

ACLipiafzhl. DPRESEN. 1PS NMEEURA
FFHNERIHERAIESINR S, RE NI EEYIA
PR AT, [ERHHAERIFE R MEEINR T/

17947, [RETEARMIMNSEEERTH, RIFBFIES
TE

Web RiFBAX IS

Web RFEBAKES (JR4ERR) (CT-WAF, Web Application
Firewall) J9F3F Web Rt —ibz{Z£M5iR, X Web
WEREFHITEREA N, BRURBIEEIERSEFS
16, ERRLRSSEERENR, RPNz SZem
HiELe

5

tE

Web 552225

HTTP HMEHT. web KGN

ERNREF IS %, STHFEREWHESIENFHE, 8
M SQLIEN. XSS FEEFHZESHIMERE, X
OWASP B IIINEHREIHT T RiFE=

10



XEG
== ) A
Web N ARG XIEEINFE RS :

SAFERE T XIIMRHIRSSAI Web MRS, ZINABFSE Web MARIXIE, LAEREBIRIFATERE Web
RBHIZR=,
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=S8

FTICATERER) Web RSB EBMNTRER L, HILUIMSERER Web NAPIXIE (REMR) XBA
Y Web IRSSIRMBGF, KEZ= Web MAPIKIE ([REMR) RESIKRIRS, EBIRAESNE
B9 Web BRSSIRHEEERY Web Z2RIF,

TR KSR ERT R
SRAPEXREC EWX TRV, BINWIRMKE, DEEBRIFBP BEMmENNRE,

12
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RIS
RETRKENERIPHBEERBEZRIGEERENNSE TS, M TAERMUERIETMMERIR
7, EENSRERRERER, HREZHXELTERFENESZE.

5 VPC BIXH

VPC RETRERZNBENIENE, It RFNRE—EE L 2RBNEENS, Hikd
LATE VPC RENX R4, [P ibliEr. wERFMEFE. BRYULIEE VPC SERERE, EEARMNE,
HITRE. RENONEEE, FHEASESUENMNES. KBRS VPC AFEREIE
Y 1P FELARIBEIR, FEFEEER— VPC BEIE—NFRIBIEAKT 28 FFMMER, BT =BX
IEROERE, FHRRIZ TR AR TEAWSEE, RAETRPKIETRRE.

St 1P (XK

S8 IP (Elastic IP, EIP) ZATLUHIZERISAIAM IP HhtlE, €FEAR IP it 52K O ERSS. aIlL
S=EL. YR, REYE. NAT NXERFmalSHENRES, MR RNERMIGEE, HFEE
S0t 1P, ZRKIEZBHMELSAFPIKE TRGEE P&, ARREBFRES. ARATEERERES
SR P FRREMF, BAWEE, BB NGXIEEFHSNE, RSPXEENAERER,
BELE5ME, A/ IPRKIANETFRABIFRES, FEEES "FEbr | FEEERXIHN. 2K 1P
it T IEEFEMATEMFAIRR 1P, SIRFXERESFRY "BFR” M "REiP" K&, RBGFHY
S ETE R LEXINAIAN 1P, A BENERCEMSIRI R SIS EaaIpr—
VPC, ERILAJ9% VPC RIS IP FFER0IR. =BKEE (CFW) 5 EIP XEITE:

13
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1.9.1. ®HitBAE

HiFAGRICRAMXIBRIAFE. REENEELIFHERNAT, BT BSALRHERF
SRS B IERT S, AR, AFRLUBIE IR KRR A SRS R FCR. BiXiE
REITICR. PXEBNRRERBRAS, HifATNTRANGAEIReMEGERFAE. XERx
Pkt (FREMR) EEMPKIERFAT, ICRBFEAENE. BEKS. ClhRER. BEHTAFER
ZRPEH BRI FTARMENM BTEIE, JURBAFXIGXIEERER, kERRSFHITHLT
S, PARIEXIBA K SRR FEBRE B B .,

152BR:
Hit S SR SEEES FAFEEEARNNS, LRSI BEASEEIEH SHEIATHE
Mip®, BITAEERATRRE 180K, LURIERFP ST EIHE,

1.9.2. BHBIMESIHIRES

BRER. e, RiERE

BREXREZIMEEHMEIEERAR, ZAFNEMAENRREGTERINENR, HEEERFE
8. PEAFFNIR. ERSAHRERXEZRR, PHRKSEE, ENETFRFPRHITERE
BT, FRFPEHEE IAMIRNAFERFEEROEIE, IRV EANIR, T2
FAF B FENASRIEFHECIZARAFEIAFE, 7 eefSAPEPRIRFREXMNANIR, X—I
RN, ZiE, BPHALUETHIRT RN IRS ARSI TIRIE.

RIEEN S . IR,

e NREFESERERAF, 1AM FRRFINRENARSHFHE FENAZIERRRER.
it 8ERPNARZENERFREAFNRFET e,

RiEg: REA—ANIREES, SHLUSIHITRASIRINIRIRENRESE, BIRK, BFRTULE
HERFER TIRURE. BEGLAPARTRIE, BREATRIRFHMEBRERIETHE XAIER.

15
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ZRKIERISHHMES IBRER

RERRPKE (RER) BEMRTHR—BMAIEIRSS (Identity and Access Management, 1AM) fRS3.
iR 1AM ABRE X ATSEMNS = RIFAPRATLRES]. 8T 1AM, AJLUSAFIIAZI— T AFPES,

FRREEEFI N ZRIRRTHETEE, ERILUSEFMAZIRLIRES, ARFWFEWITERIY

PR

=RAXIERE

=ROXIEAEINTE

) =t E5i ] {EFEE ik

CFW admin RRFINBE ESS =FEE, BEMEEEIR

CFW viewer RRINRBE £3 Rz, HERIENR

CFW admin 8BRS

{

"Version": "1.0",

"Statement": [

{

"effect": "Allow",

"action": [
"cfw:agent:download",
"cfw:agent:query",
"cfw:app:query",
"cfw:app:reload",
"cfw:blackWhitePolicy:add",
"cfw:blackWhitePolicy:delete",
"cfw:blackWhitePolicy:query",
"cfw:blackWhitePolicy:update",
"cfw:dpi:query",
"cfw:firewall:add",
"cfw:firewall:delete",
"cfw:firewall:destroy",
"ctw:firewall:query",
"cfw:firewall:update",
"cfw:flowLog:add",
"cfw:flowLog:query",

16
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"cfw:heartBeat:query",
"cfw:igw:query",
"cfw:ipsRule:query",
"cfw:ipsRule:update",
"cfw:logSetting:query",
"cfw:logSetting:add",
"cfw:operationLog:query",
"cfw:whiteList:add",
"cfw:whiteList:delete",
"cfw:whiteList:update",
"cfw:whiteList:query",
"cfw:systemSecPolicy:add",
"cfw:systemSecPolicy:delete",
"cfw:systemSecPolicy:query",
"cfw:systemSecPolicy:update",
"cfw:systemVrfBind:query",
"cfw:systemVrfBind:update",
"cfw:report:query",
"cfw:report:download",
"cfw:report:update",
"cfw:report:",
"cfw:alarm:query",
"cfw:alarm:update",
"cfw:notification:query",
"cfw:notification:update",
"cfw:logManager:query",
"cfw:logManager:update",
"cfw:logManager:download"

—-— e e e

CFW Viewer SRIEAR

{

"Version": "1.0",
"Statement": [

{

"effect": "Allow",
"action": [
"cfw:agent:query",
"cfw:app:query",

17
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"cfw:blackWhitePolicy:query",
"cfw:dpi:query",
"cfw:firewall:query",
"cfw:flowLog:query",
"cfw:heartBeat:query",
"cfw:igw:query",
"cfw:ipsRule:query",
"cfw:logSetting:query",
"cfw:operationLog:query",
"cfw:whiteList:query",
"cfw:systemSecPolicy:query",
"cfw:systemVrfBind:query",
"cfw:report:query",
"cfw:alarm:query",
"cfw:notification:query",

"cfw:logManager:query"

]
}
]
}

1.9.3. HiRFEPRAR

HIRRIPFER B30

ATEIERAZ e HTTPS (EHZIREIRSS, PHLEEEREE, BRIEGESEERRAREMIY HTTPS,

(B RAIETR R i —

B EHRTE M CFW AR EEETOIGIGECE—5E, SCIRRE SRV SRR

EERKBHESHNIBF SRR, (REBHIZENIRETEHRE, FHERRS TSRS ENSR, =k

smesnnan
SRR SRR, CFW SERBFEE, BRBFSELEENERIMEE.
HiEFERe XIFSEIRIHITERINE, JLURIFEIERZ A LILRREN 4RSI EE IR

1.9.4. BRSSHEIIE

RERAPKEE (FER) HEEYE. 512, ASRSSFHRHIIRBESNEFHBE, FESD
RAXEE, NMRIERP KRS,
o HEETERAEHIIMERNY, FRSHRIINETRED.

18
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o HEIRFSKRAER BN, SFRFH/RIINEKRED.

® S|EXAITFILELEM, HERFHIHIEITReIERERAIFRZIRMRS.

iBH:

FRIREBZERA OB TIRSEN, FE5|EBRSHTEREARNINEE, JERREE LIS

RS, BERIGMERREAZIAFIWS E, ARBAFPLSIERIET. AR —aRSHHEETE—
N XSRS ERA S SE P KSR,

19
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N
v:z

-5%1FA

2.1. iHZEiE

tREREE
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