OO X85

BEEIT ([RER)
PP IR EiER

REZRHNARAT



D xR

BR
T FFERIBEIZR oo 5
1.1 FERRTEN oo 5
1.2 FERRIUEE oo 7
L3 DB 8
14 BIFBIER oo 12
1.5 B BRI oo 13
1o RIBIBEE oo 16
2 TEBRIBE e 17
2.1 TEBRIE e 17
2.2 TEBRTTTR e 17
2.3 TEISETTER oo 19
O L (= 0 21
B I T o 22
B = = OO 22
3.2 FTHE R oo 23
3.3 BEEZEMIIM ....ococoeeeeeeeoeeoe oo 24
I === 1O 25
3.5 HIREIEZR oo 25
== iy == OO 26
I 8 ez 26
T ] 1= OO 28
A1 BEYE oo 28

E = - 29



QO x

B2 L BEE I 29
4. 2 R BT e, 32
R Sk k= - OO 34

TR === OO 35
B B G B oo, 39
B R B T T oo, 41
F T =< === R 41
A5 BB oo 43

B 5 3 B e e 45

B BT IR R oo 47
B8, 1 B BB oot 47
4B, B R ettt et r e 48
48,3 B ettt et e e r e n s 49

B R B R oo, 49
B8 R BT B R oo, 51
VI - | = = [ 51
A = 52
B.8.3 TREE I oo 52
B84 BRI o oo 58

B BRI e, 62
SN 5 SV AVES = = === 62
I = vl (W a it == 64
6 B I TR oo 67
6.1 B T e 67

B.LL TREBZR ..o 67



O xB1c

.02 IR oo 69
B.1.3 BB EZE oo 71
LTI = OO 73

B.15 ZERZE oo 75



O xB1c

1.1 FmEX

BEET (JREM) (LAS Log Audit Service) IBISSCRINEIRTRERIRE. £l #
RRGE. HEELUNRNBRAENBEATER, HITEDUEE, NEREREEME.
MR, Hit. &5, k&SN, BHERESREAEK.

FanIiEE

REZASHIT (RER) RAESRTEE. ASHR. BEHIT. SHIREFIE.
A EE: RHEPUNISG—EEYE, BIMENAETERKNERIFaH, #HTERR
[ N ol = A= 8

BEREEATNR: ET RHENSEIGREN, JUSMSERMASHIRERZFEHE
VA

SER AEEIHRE . 3B BEH TS0, RESRRMEIEE LR, SiEE
MIRE. REHERE. RENESFSCTESMHMEIHNG. BEFHIUHTIRE.
FESHATRE: FEEGMRENR, FEHNEEXNRESH, STHEREERSR.
ERFIRSS 8. MEIREBEAISHIIREIT,

a5t

REZATHIT (RER) A~ RAMEaRERER. WER. FHE. 51Z2R. IS

B. AIfft.



O xB1c

REE: REFAMEIREEREEND, TMMAFRREREE IT EF-URARBNST &
REFMERERFHTENHRANIHERE.

SRR SCIXIREZIREIRMSE—ATEH, WEIEHITRBERIRN, mEHoE, T,
AFFEEGE ETL 8MF, NIGERRAYEURDHTIUES.

R TBEZEAENShIVEME, RIS EIRINIEMEIERTFIERE
FH EEREE S TN RIS EIEEINRESE.

S5|1ER: GEHIRGIESTTRISENIREE, IRIEHASBIERATSISHER RIFC ZRINETE
REKETETNRE. B3E L EEREMMOTEREHITES 2R, RUFEINAEEST .
KERDHT. BURISENSSDITEED, BREANSITMIENZO. ZERME T EiEEL
5|, gERtEsI1E. SREMHLIESIE. 2XEERSIZE. XEOH5IESE.
WEE: SSHRAPETFERNECEEE, KITFaik&IR, BESRERTER, S5IE,
SMAFBESVSERNZEEBURKEST, ki, &8, REVSHTLRE.
A SRS FERIEIRIE, SRS, IREDHT, LBEERFETERTNANSI

=,



D xR

pme | BUEFEIER SR T RN TSR Wl HOT RS RO EOmid k3 HUEBER

REE

1.2 Fmfiss

o —UiREHIt
BEEASKEEE . RREER, \itoHEER. SERTIEZ. NEHRFER
Z. MNLENEEEF b HEHEITIEE.
SEARIREADHTEES], ATt A RN L+ EE/ N\ RBIR EEETHS
IRFERS AR/ B PRAY, BEEWR, AKRF RS,
RERSIERHBSHRITRIZE, L@ ES BR5|1EERe, WXES, &
EMEY, EATE—FEEEIR.
°* BEFREH
FEERFRFIPHETY TR EHHAIRAER, BERTENAEHITDIRS, %

RRPSHUREFINIREER,



O xB1c

BER—HUERE, R—EUESD, BREEUSHEKX, NFERE (FERE=

& (2021) 58 8) .

WE (MBZEZE) WAEHITEK, BESFRFRIF_"R, =RYAEERER,
o (BHEERE
NEFRUFEAEMEE. EFRfIEIERE, BT AT TFFRENEE, FE
TP ESENEE S EAVERE.

B EMMECE. EMFIEENEE, AP uLIRERIRETIEERR, THEFNH TED
MNECEDRE, XAKEN T RFERINENRELRE, FHiRD T ANERIATEEM.

RIS REERS, BOALTM, REEETENER, FHEREEIERAE, %
LIEERRET B EH—1 8.
o PIEIREREF
NAFRERFEMZENER, TLTHE BREHRENIF4ERAA, RNEEESNR
EARZIICIE/ =R

AP LARESE R s KIS AR AYTIBERIARSS . R ¥ —IRMEHS N K EH S WSLRI4EF
EHRERNFERK, APYLUENRERES B SRRIIFME B R H TR,

RBERFIFREN, FAFALABRRIISEAEANINEEER, LIRHERMTERLSS
=R, FY, BTFREEREEEURAMMSEYE, RIEHIISESE T, aJLUR

PR R IRSS,
1.3 INEERsIE

BHERSE



= = R
KRS
SEFREMBITHREIIBEERERE. RESSBENRMEBIEEZHEE. ERNARIVSESAH

&, FETHTRIGANE, ETR%S1.

RERATHIT (RER) RANEEINEEER, CRET BESSEMEREREL. T8,
I3FINEE, REFHITOMHFE—F, B ETIEERERERNBF. EXRESH (Syslog.
SNMPTrap SHMANLFEEE) . BXRAGTIEREEHRBFZATRES:, LK

ERXRFHRGIAT.

FRNEFEIRE R BSEVEARREREY, RGeS 7 BRI, FTLL
EREET (RER) RRATFRE T RSHIRECHIARLGIEXFPER; BMEXS TR
RS, WRNRFHES, SIRERKIBXRAIETIHE, BEET (RER) REHEE

T HENAIER T EARRIX LRI,
BERR

ET8EENBIEICRE], TS ERMASHRECRNIGHEN, FESIHSE

BRI BTG ROITIREEREREMEMOITAS, FHEEEEREFAIGRRET.
2% (TB) FIaAEEEFERMET 17,

XEFERZANESEREEEN, RIERFMENERFRY, RERFFXEANNNA

&, FESERRIRE, HE5REER,
SEIERNERENER, RERAEESRER, BIASERIRANTHBEHER,

Hitoth



= = R
KRS
SRRSO TR B ST AFIE SN, TR ANSRLZESEH, WAFPERTA.

HEHE. WEAAHNENEERE.

KEDITRIBERAFIIZOINELZ—, EBEXRTZRATZEIEEREEXR. BRI

FRLATRE A TSRARER, REETIRE. B FIEHFATURIIREX,

REAHEITLUATAERE RSN (FEEEXIRE, WHKIEM IPSF) @ MEKE.

BERB. FE. BRHEEN. REiET. REWE. BERE. MEEREIEERF

&
=T o

KEAEHHERBERBREHPER, MRFEXRERE, USSR AT iR E

MERAF. BRI SEERHTEE, DIRRA NI BRI R 2.
RS

AT RS, BT NRIRAT L Bt R A EEIERIRTH DTSR, FEIRR
RE T BRGNS PRSI, ARAILUBEEXNRBTRRESHURSELRITOTER, =2

HSCRIRY BRI DT LR,

EREMNER, TRTAERERE, FRREXEAISIESRME. FitE, LUK

WENZITES. FHEEERERSE.
b 25

FBFALWRIEE CRIFRK, BREEFTEGSERETREFIEEE, LIEEFHHERE

AP TER, RERRE T HMERFERAGEENTGII8E. BRATLINSREFERE



O xB1c

RGN, FRERESRI—MNEHITER. XM TRPREENSES B CHEKRIRE,

TE T FaMRIHNERRFRAIREM TIEE.,

EiRES, RELUDKE. HEEMFPRERNASASI ReREMFRNATER. XFHR
HHIRERR A EEEENEMSE, AR LERMRESHTFERERETRIER. &
RIBIVSHE, RGeS PDF. Word EXMHEANISH. BRALREZEEERESENNY

B, EBRESZLEMABSGRERIAH TH—L oM.

A, REESFH R R EF BT EM RS AR . BRI LIRETRERAIERER],
plnEX. ERNERAEREMIRE, BB FEIMPBHEAXRERAR. X, BRAULUK

REAERFTNZERENEHER, LMERISREENAYETE.
R =1

XISERSERITFAERIEE, REESHETREMNKIEEH R ELHITIHALERN. XEHRE
BFELUREESHER, BARRENEEND AFEIES, FIRERNATHNALERTS
. FEHMHERSE, RARMRTFENRSEEERR. BRIJLUREFRRERSHEXE
B, LMEEEAEp RSN ETXER. o, BRI LARCERMERIAIRTER, LA
RNATERIFAR. RFtacis Ba)Lit XS EBALERF, ERFEENITREERE
MAEFERR. BFUJUIBIEESEENNRE, LA EEEiNR 2,

FREVENAYEIER TR,

BT LA EIDRERISTI S, RtRcis s B SEIIRISERT R -RAYSE R TIRE, /. B
MaRAIRLEE. FIFRIRMNATEHSEI4ERE, L RRRRESERINRAIRER, NIRRT T REtHI%

EEIEIE R



O X=&S
1.4 NBigES

hm—: MMSRIES

KABESHEITEN, ICRMEENSIETRENZE2S4SHER, TMNERFERN SR
MEICR, RASMERITRE, REEUHE, SHEARARSKFURNEZEEEK

F, BEMBREFNFRAIPERRER,
FamffiiBEED

rrmEEEERTEEEN, ATURKHEGREAERTER, RIRAT SMRAFE,
LIS A EEIR RS, PRRMRERIE, BRAAESSNEMIERIRERT, (HRE4ES

RIEHIBRSSIKF.

BERESMRERENATER, TLURMENEENRZERE, FESHRDTTEERK
TERTARENIEFE, Bt TRNEENSEMNSGE, BEREAIFAEIIEEERN

W&, HOREFHHERRIRE.
=1 EfSTES

HYPABEWIRES, RS, BUS—LERE, XAESHIPBERE. BRI

AEg—nE, BEFNERIROB-EREatnE, AT R XBEESE1R

.
FamffiiBEED
° RS RN B TIRE, B SURINERNAR, REE4ERIRIA i



= = R
KRS
&, BYEES, FZit—xz—3E. B.

,—

° NEREREEENRIRENEINET
ZREASERIZHESN.
° BENGIHRERZRWSEY, BIROFEARI AT S, HtadHERMts®
=5,
R=: HitamES
k&, B, 7. St

ET AR ESHEITRS, YRR FENETHTEPRE
PITHRE, TMERF—EEE T ASHHRMHSIIIOR, AIAREDHT, REDHT, L

REE, RESFIEE.
FamffiiEED
° AEg—XE, SHEE, BEUENE BRATHEEL, BRAEH, S5
AERRARNE—, REERERNEIESEDT.
° SN FRIGR, B RENR, SIFRENTESHERREILETFR, T

ZFRAFMERTHRIU DT, BBRIHRERER I SES,

1.5 f=RRE
EERESHEINSES, BFETHATHIT (REMR) REHIERMRE.
ERIENRIE SR

o HEEARI, BRLAEFERTEEERIEFEIERENNSR, TTER ip HER
A e NG S E T

MIRBEAKINEER.

® WREMNRAREFSFEMBAIX;



O x5

® Syslog #FEWIROAWRITIEE, FRIRFZIETIER;

® TERRTIEANINRIREEH BRI RAVIR BB R EURITIRIR.
SHEEERNERY

o HEHUEENLEE,

o REBRANNUERHKINIMIREMRITIER, EREBTHXEFRER,
o HENMNIEE BB,

o HEMNEEIMNITEFEREEEEEER,

25 Bl A S

ENigE
PRI R
REIRE
RIRERSE
R

FEIRS

ZISNENIREES

IREFR RS



O xB1c

IREFFE REES

windows %I Win2000, win2003, xp £
unix&linux Linux Z%!. solaris8. solaris9 &
Pc fR5588 INEIR,

XIFMEIREES

IRFFH RFES

HEH Extreme. Juniper, f#f3#5f0%

AL/ R 100 &%!. 200E &%, 200 &%, 300 &%, 500 F%. 90 &%, Catalyst2918 &
HRH/ S 12800 %!, 16800 %!, 2350&5300&6300 X%%
AZHEH/H3C S1000 %7, S10500 RF&

AL/ X 1000 %I, 2900E Z7%l. 2950 RFI%E

izl Extreme, Juniper, ff3#570%

REIIEIRE S F5. {S&tH4. array



D xR

1.6 RiEfEEE

BERE

SME=HLLIRE. MEKIRE. windows/linux FHHE. web [REEBAE. EHMLTE
SREURBEXFAERE.

BE=#E

SHERBS. SR AERIEFRE, aTEXFEEE.

= B i

SSeX. key-value, #EIN. IEN, #EHIFRZTTGI, SHFHAFRER. NEREFIINES
WIS SEN

ARSI

SCHERE. FrEE. TRE. HE. REERITTRTR.

EHEE

BEENSEHMN, TREEE, FRANEEXRFHNEENHN, LHHENESR. &

AERFEH LR SFHERIET.



O xB1c

bl

2.1 it

SEZH LN AR I SEAT K125

HERE 8 iHEEREE g £

0 BRWLR 4t E, 85 5/10/15/20/50/100/200/500, EEHA

T
3t 8 TS RE
FiETE B REGHET IRIVRENKITE. BEH

22 iH&EBFR

itEAN

HESEIT (RER) SFEE/88 (FfTE) itES N WEMHSHEARER.
tREERRFRS

AERT (REhR) REPEYFREM, 78REMA 5. 10, 15, 20, 50, 100, 200, 500

BFEEOMRE, SRR SR KIS BN AIRARIE,

B CPU AE RER HiER

5% 41z 16GB 40GB 256GB




QO x

FE D
101 41% 16GB 40GB 512GB
1519 4% 16GB 40GB 1TB
20 8 #% 32GB 40GB 1TB
50 1™ 8 #% 32GB 40GB 2TB
100 16 #% 32GB 40GB 4TB
200 1 16 #% 64GB 40GB 6TB
500 16 #% 64GB 40GB 10TB
FEamifits
WWENTE T FEME O/ 26808 0o/ 3 FE4NE o/
R S
/B) ) ) )
5 (&=
WREERR 1600 16320 28800 37440
#)
10 (&#
WREERR 1750 17850 31500 40950
%)
15 (&
WREERR 2000 20400 36000 46800
%)
20 (&
TR 3400 34680 61200 79560

%)




O xB1c

WENTE T FEMSE G/ 286808 o/ 3 E4NE o/

A S
/R) ) %) %)
50 (&
WRIEERR 4600 46920 82800 107640
%)
100 (&
TR 6100 62200 109800 142740
%)
200 (&
TR 9100 92820 163800 212940
%)
500 (&
WRIEERR 18100 184620 325800 423540
)
FhEY
1TB 500 5100 9000 11700
g

EA: BEMEBER F854T. 2F 75, 3F 654,

2.3 WEHH

1 EREERSE, BEELAN a i =8

21 "Re>AETHE (RER) ", #ANBEHET (REMR) THFIRFHE.



D xR

3EREALRA, B AW | mEK, JRKE. FrAg. WERKEERE,

WRRSERERE "MAISAT" BIEI5ERk.
24 SELiREP
X R EASHE (RER) FEEBAEIRD, SShRAIEEb KISTRIEMSL LR,

FhEY

0¥

RE FA FA

B

EiL

3 SE B

K

IS

LS

BNIGRISLOIBTR,

EEESE (REMR) RORARRE, BRIETSERANISET.

IERIGEEEINNTEEZSE), B)i% 0-25TB,

EEATEL (REW) MENEMMAER, BEHRTERHITHEITRIREMN

GEHITETRE— VPC T, EREFHRRMBESHITATERN VPC WS,

EEESHET (RER) FIBRIFM.

EEESHET (RER) WA,

mik: 1-318. 6 1R 18, 25, 34,

RIES SEKRDIRE D BNtk


https://www.ctyun.cn/document/10266937/10288008

O xB1c

24 FHES5RIT

SBERMETR

=

N

5.

BiTIRESER

BERERENS

ER

R SIRIE

BEREEEHGS.

(—1

G

BRTEAFERERASERI, "BMET SRy "ES >
IR RIG R AR K,

B AT EIRETEAI.

WALBUSELIRG, BE "HE" .

JEEJ\E-I’Tn

e "we > BEHET (REMWR) ©  HABTEITSEGIEERRE,

Z&" BeE I,

R "ge > BEHET (REMWR) ©  HABTEITSEGIEERE,

EEFHRITRISER, BERTET "BMF IR "E% > BiT" |, BRHASRITSCAIRSE



O xB1c

RIEN]

(-] —
31 %% =1y

i

AXEGUBE—SBTHET (RER) BHR, BEERENDEENTIEMERRE

Hit (RER) . TE28E: EEr. BESEHIN. BEESEAN. RREE. KER

RELHITE.
IR BIWESHET (REMR) &, #ANEHEEELONREN BT | /E "B

f" IREANBEE (REMR) SEHIHEER.



O xB1c

AL B 3R
v

Fo B S =AY

S =
& H S

3.2 &M

T

BE & EBRE "ATERE #AACEERNE, B FgE" &, mERraA.
T

1.8E "B EEAE "BrER #ARTEENEG, SRETE, 8 g
WIEHEERENERE. LARBSANE, BE "SAME" | TENSAERT, H
S&r=, 5 excel LG,

QHIMEHSNGHET, ERIIERTER, AEILMZEHITES. fWiE. MIREE.



O =5
3.3 EeESEAEImm

BCERR BT

TN XS RERTRISHT, FEFTRARNN BT ERRER BEHITFA,
R KBRS > SARER > BTREANN |, KEFTEXENESHN. HpigEx
SRR BN, BSOS D AENFRE. SFRFF. key-value, json
B0, IBRIESCRR B RS ASTULEE,

=S ES

SHDEAVEGREZINESHIT—IDED L, & XS > SERE > 4
PR, _/E R BEDEBR. AE0H. BEFR. KEF/IENREL.
MNFTEIRE. EPXRFHEURANETES —, REZFNETEHSESHXET
RESEENFRE, PFPRZDESEF.

ECE R iEmRm

SN EREZAEITIR, BAFENESFMHENNN. 1EF "XEoT > &=
fHERlg > BRETEAN |, aF "EFENNT | SEFEDRNEY, IS MRRES
Unix FIFERALN, HS5ME, EXRETRET, & Unix BRFERAIIRNEETENR, %
EizBAE,

ECEFAFIFHRM

SHFHNEXSREZAERHATIEF. |/ XS > SHRE > SHEFFRN"
R "FEAR , ESFEEEANEEEY, HINSHARFR rsyslogd BEERAAE

FHE—E, NIRRT,



D xR

3.4 EEESZHN

B ESERE

LRI, SIREZNATHITEEH I, FESERWPYATHITEE. &% "KaotT >
HERE" | <R FERN | BEEERM.
EESZidiEmm

HETIRAN, WHFEEEMANNETHERIT-ETIE. &R "XKEoth > &

i

ST TEA

W, _E T BEEETIRFRMY.

3.5 HERE

BEFR/FEN, EEXRENESEE. /& "SHoH” AEEER, RERA
RrSEHIERAERTREL 5 01PEES. BRIEEIETRNEZEEENES (BiNE

Aol &) , EEEANE, [REERRE SERTPRFEIENES.

. [ 7 Pepe—
Al = )

e

REFHFLT, REATLIRE ol EIATER, FREEARNERSEE, ReFR, B
REEMERAEEIRER. RITTFINEE. ERE. HPE. BEaErE. Fz. FRE.

HE. BRE. HEE.



O xB1c

&
-
s

3.6 EEENESE

£ XBESAT B EEER TET, BESEER, WARTIAREE. BRERD A

SESFRATHERER, STEBE. STHREY. SERESHUREETIRRT.

RECEREH, ANHZEEHITLE, LESVABLE. BiFk. BRI (RR) .

(oS
Bt s 0
= <4 1 - i
" 1 & 1
RS L Emaem
e @
Rtk
o memem EERRETopS ey
i om0 = ©
TER 4,
R )
2z ALEER = | — - (1)
e
ERER . 02
e " FT— HEI006 020007 A1 A1 201012
RigtE b
FRER
Ha P ® a A2 e wsE BEER
'

3.7 FHREEBIRRA

FhRARBEELT (JRER) RERFHIT T IIRMIEGRIN T HINRE, BRI FHERIRA.



O xB1c

o EBRMARGMARE, BEN T molE.
o BEERBIFRE, BENARZEN "REER" RRABREXREREHER

HEERFhRAN.

HRIRFESEHIR
o HEEFHRTHR—/N\EE, BalFHERRISEAIELT "FHRP" BIRT, BIRERERE
X ETEIEELAIFRER.
o IRAFARBEFERREFERREEENFMEENE, ARATNRAREEENT
HEEIE.

o 1X2.0.0 RLAERRASZHFFHREA,

1 ERATHET (FER) FHE.

ZEEE.B% . ISR BRI R IR,
JIEEFEFRARA, BE "WRA" FI8 TR R,

ATESRHAHEESR RS "HE" |, BIRFARSES.


https://www.ctyun.cn/document/10266937/00000000
https://www.ctyun.cn/document/10000091/10682141
https://ctcss.ctyun.cn/logsAuditV2/overview/index

QO x

FE D

1

4.1 #f58

RiEEABEHEITRS

AXEGUBE—SBTHET (RER) BHR, BEERENDEENTIEMERRE

Hit (REMR) . TEQE: FBEM. EERE. AEREERE.

iE
o

I

ESRE

FIEE

G

H
A

7 ERE

=1

%08

EEERSENRRNZERTHET (REMR) =HEH,

LIBISHIE SRR B,

EREAFINRENR, BEERESERFIRIMR

&5

EEZTXRER "R, CEEERRTFEREEETTLA

B B HIH RS REZR S = PRIER.

X

it

I
i

[===1

XERE

HEXRE


https://www.ctyun.cn/document/10000091/10606513
https://www.ctyun.cn/document/10266937/10289347
https://www.ctyun.cn/document/10266937/10289347

D xR

412 #BFEHR

421 BEER

AR (REM) IREMEP UG —ERTA, RENEEMINEEs—NEAT
h, BB SR,

EERESHET (RER) <81, BAFTESE-PE, UERSTUHITETER.

RS
ERATHT (FER) =HE.
2EAMSHZIEE "& > Bragl" .
JIARFENER TR TE, AR ENEE, B "FiEST

AN "FIET TUE, EHSHFBNETRE.

28 SE0REA BB
BrgR EHEZHRTER, RAKERNET 64 1=, Bremp
EEIP HEFNEIREEIR IP, BHR IP ELER. 0.0.0.0

£rrE 0 (Fk) BABIRSEFT BXET, £ MAESIER -

2N
N
>|_
b3

£ MEPIEERE R RNIRE R, EH

RE&/E
Bk ENMIERIEEGHERHNEKRERE,
fitt



O xB1c

S8 S0 BYEHI

FFmETR (Ak) BASSHERRT mER. -

7= fm hi 25
(i) MABFHERIIRES. -
5
(Alik) EREMNERTBRIFRS, Tk "F&" 8 "B
GRS a5
z%"
FTEBE (Fk) ERENERHEIIBEN IP, &REEENAIAR
! riiES
(A1) ERENERIEIERAE, (CHREEPEERERN
HIEE b=

REHKR

(i) EHEHFHERTHNRKEAGE. -
A
RIS (Aik) BEFNERTHIFIIS. -
[ERARER (FJik) RSN E R AIRRES -
U (Flik) ESHFRNERRER -

Brreg  (Ak) ES5FPERTIITE, HEETEIRSHTAS -



O xB1c

ERRA

IR FEREFE, BESRESIN. BresEA P BERIESLIRIBILRE,

mEE

EEFNERTRINESR, Ak 1-104%,

EFFINE R RITTEEFR, Ak 1-10 4,

EEHNE R ASR, ik 1-10 4,

EEFNERTRANME, Tk R .

EFFRNERTHIFRER, ik 1-10 4,

|_§ u’.:é:fi IP" —Eﬁl '\L%Eﬁ%{% IP E;ﬁ&&n

ERNE BT 1P K8, BNz,

(&1H) MASHER A MAC ZOME,

1 ERAEFT (REMR) =HE.

2EAMSHEZIRE "&~ > Bragl" .

EROAERR 14,

EROAERR 14,

BROAIEEE 1 4%,

B
3

BROAIERE 1 4%,

BYEHI

1%

1%

1%

([i¥

1%

0.0.0.0

5>
X



O xB1c

3EEFEMER T ENREE, HEAZTAREE, BE "#E" JIR "EX .

ATEENTUERREIEWISE, EXG/ERE "L .

pR =

IR MRRHRFTERE, RIS,

1 ERAEHFL (REMR) =HE.

QLIEEMSIVEIER "B > Brgl’" .

3IEEFEMREAERNSESE, SAZFHRAEE, BE "BF 70 "§2 > #l
BR" .

ATEBHAHEERRE "L |, BIRTIERES .

422 Br=HER

AEE (RER) RUHEPHUNR—EETS, SENEEFITHIRER—HENFE

, HTEREHNSE—ATEE.

EERAEHEI (REMR) Zrl, BAERERHITWE, UERSTUHTESEE.

FRtRE~A

1 ERAEHFL (REMR) =HE.
QLIEEMSIVEIER "B > Brgl" .
3.AENEER "FTEE" &,

ATERHANEESES "B ERR | BSaRERE A BIEEERTA.



O xB1c

24 SEREA
R&AEFAE RANERE, REENAEE,

BArrARR  ESERELENFTHER, RAKENEY 64 17,

1 ERAEHFL (REMR) =HE.

QLIEEMSIVEIER "B > Brgl’" .

&
BRI RIBINE A L, BE &5,

A BB HANEETEREARR, ESGmERE "L R

MFREE=A
IR WREFAE, SRESMREFETRRER, BREIRERE.
1 ERAEHFL (REMR) =HE.

QLIEEMSIVEIER "B > Jrgl’” .

3RS MRIAEE L, B &

ATEBHAHEERRET TN |, SoRUBRERE.



D xR

423 HELREE
BT AEREE (REMR) BHEISRINEFTSEE, BrBn L 5 EENEREREN

IRERAREE.,

AEHRITEEME TR RTRE, SRILURER CRISEREITAN.

1 ERAEFT (FEMR) =HE.
QLEEMSHZIRE "8 > & 8El" | #HA "SrX2EE" TE.

3BEATNEA LA "FE" |, ERHARHEEPESHEISEL

24 SE5EA BB

REFF-RE  REEMEE, REGESRFMINTREDNEE. HBER

BrRBRR  EEFEFENEREER, ENAPRA RS =%
"ARBE W ESHENENRTEEE, ENARRA Windows
fik RS FEFERIR SRR A -
AINFH

AINFRIEREHIT (REMNR) EERRETRINFE.
1 ERAEHFL (REMR) E=HE.

QEEMSHEIRFE "8 > Jr-X8EE" |, #HA "S- 28R TE.



O xB1c

3IEEFERINFRRHKE, BE "BE IR0 "SINFR" | EREARHEERERES

ERSS 8

24 S0 BYEHI
REFFRE  REENEE, REGEEFINTREDNEE. BER
Br-BER EESFEIERR KBS, BNAPRE  RSEE
Br-8E BEFEFMERIRREE, ENARNIRA Windows

U IS RENIRRI RS EATmA -

AEBSMRRE "R . BIARINERIR T RE

4.3 XR&fE

FMERET
Syslog &F=
1. ERATHFIHEHSES,
2. &R "REME > FREBME > syslog-udp” , #HA syslog-udp FEER.
3. ERAFREIREH "BTR” M R IPT, BE ST RETERE.
Snmptrap &=

FELt, RBIFREAIEFE Snmptrap, BLE Snmptrap REEFE:

1. 8 MIBXUHES. KR "RAEcE> REEE > MIBEE" AT, BE "

18", E£fE MIB 3,



D xR

2. IERR "RARE > REEE > SnmpTrap 8" WEY, BE "G |, X
HARHEEPESHEISH, FENTE.

3. Bf "f@R" . FThK Snmptrap BFHIRE,

o £ 1H5i5EE
&= 1P PRIRIFRESE AT IP ik,
HERIR O

R RER ISR RO,

KERET
BmiXEk, TFES.

SNMP kx4~
1R SNMP RS, HEISZEF “v1” 1 "v2c” hREs.

Community BENXKIEHBBAEFR,

MIB &= WIS 1 E1ERY MIB 324,

&% Topic BFR
BHE X K% Topic BB,

MIB XA Hi MIB fHRIRNE. XEFER, SPREFFHEERR,



O xB1c

SHEM ==L

"HITHR.
Linux iZ&#1 Windows &
Linux ig&&

£13 Linux BERGFRY syslog REEE, NRREHEARTIE, #57TBENEERA,

HIZEARPTHIAR I eRECE, BRHGAE LIREIIRS IR, 1% EEE B EMA R 4

{EFFREA,

EI=W

&
Hiﬂzﬁﬂﬁéﬂﬂﬁﬂﬁﬁﬁéﬂéﬁitﬁﬁfﬁlﬁ, iR "HEIFM T

£ LEMARIREIESRIATSE 50 172GRY “IP_LIST" FhRY IP ibut, IP stbhiFEZEER
SCHIRERY "FAT IP HElE RIF—EL

HAPIROSEIMER "2511" |, FELOVMERENE—HRIRO, BUAMER "514"

ST

1. EERAZIRSHESERT,

2. fEM root BFER:: su - root, FIHREI EERRT,

3. IZINEIAHITINR: chmod 744 cmd syslog config 20201027.sh;
4. PUTZEMA: sh cmd syslog config 20201027.sh;

5. #1117 source /etc/profile 15<%, BEEIMN TRERNZRR Syslog FLETEmk:

syslog restart complete!



KR
FE D
syslog config complete!

Windows &%

Windows RFLAEERBDIEITELEE eventlog_win 46,

IR FEREESea EAENR, TE “Windows RIEBTH" , EERESEXR
BA,

MW E

EEASHBTEANN: K& "D > BEREE > BTRARLN" , BRIE&Ek
ERENNATRANAEZREYES, EFE EEEXAN, AJBE "Fig" #1TEE.

R ERERREREMBEHER.
X ESHEAKRHT—ETE, I BEENRER, SREAFES. ARTIE.

e ASHSTURITRIS TN IENZRATURRT. DIRFTENT. key-value fEHT. json #8z(fi#

. L5 json>key-value>3FRFEF> ENIRIAR,,
BIEERPHEANMEEPRERNNFRAS, EEINFR, HINEIFRIIERS,
EHELRRERS, WIERSETHUEEMIER (Jk) .
REERFEIE.

RESZENN: /L "XESHT > SEXRK"  BRCERER NS EMNAIEXITE

hEE, EaamERENAN, TJaGHSHTEE.
HohEEMNIZE XK A%k and, or, fb, rule,

FHAISIARE "Kaot > MREBR" WABSFEAFRIESIRE.



O 8BS
4.4 BERE

BEER

BEFIRMFTTERG N, EEMNEREEINESER. BARRERRMAAURSEMYS
FIZE tab TUE

FHFIER

BE "SHOW >" BEEER" > "EEKG 1 ERERSRMHELUNEHSIE tab TTH.
X EEHTER., R7. THERE.

ERHE: AEEEHR, BIRER/ ol RFSXEIES, E5EA%H, [RE , TERE
T EENAHER.

BAEMH: N "EARH AERENERSRH, RERAERSNE, BMFIRBIR
ZEAZEHTIEEE,

FISEERME: REFiEE, EETAKMHESHRINEmA, S "HBE ', IEANEE
FHHIPEIZERNFMA. 8E, £ M7 "RET, BUTLIEBIFRESETRES, <
E + "NINEERHE.

RMFEAFYG: RE "7 "R EEESRT, BEEFRUETHRMSESER, B3
AIEIRHRFRANEISZMHTFR. TREERETZEAKMHIITENERIRTER.
SMFIERNERE: RE " " UBRTOETISFR, BRAOENFRAS.

THES: BIMERATER, L excel ezl REALD.

eI

o NETARMALFMENIE. WiE. MERAVERLIE,

o REEFTHRN, FE—EIRMY HEN, BERFERNZEEIRNERSRM.



O xB1c

[ ES

FHFLt

_RE "BHOH

>

" HERR" > "wmirEH 1 BERETTRMEURSE M5 tab TUE.

X ESHTER. REFEE

BREE: AERET, BIRER/clRFSAENAT, E5ERKH, /E , TERE

iR A ESHE.

gt =N "EIHEE AERFEIIRITSY, REEARTFRY, SHRHTERD

Rizgtt F RS ERSTEL.

FBFITRME: REmEE, ESRITSMHESRIMA, R "HE ", JEEMFELT

FHHIPEIZGTEMAE. 8E, £ M7 "RET, BILIEBIRESETRES, <

T+ "HRINFTHRME.

RESRUEG: RE "7 "R, EEESRT, BEEFRUETIFRMSESER, B3

IS FRMHRFI NG FEH. FAEERTEZFITFERNTENERESER.

ERRE: EFEE. BRE. EE. BmEETE. . RE. e, SRE. 8]

EERFSRIHE, MERTMFUNFRE, /T 57 &Kl NERSHISETHE.

TR

o NEFRIUFMHATFMENIE. WiE. MERAVERLIE,



D xR

MEREET, BiRF.

° ERGLERMSAIE, SR
BEREN, FE— AN hEN, BERSERNSE SRR

@

EEEFEINEARERE, MEiE

4.5 PSSt

451 FELER

sBEg
REER SER 5

mE Kbeotr >
TEIA. fwWiE. QBIRRF,

HEXRESH, AENEEHITER.

TEBE, SZHBIURE Tops.
O =8
Hbwit sEER ;4 (1]
= P 1 . .
= ,ml 0 [ ez H *
" ERANE SWEHARMTopS ERERNE
2 O OB O F& ~O- undefined
4: 4 AN L — O - EET (1)
3
E 4 BEP *® e e aTa®




R

'MIII

X

ERIIE
R " RE R, JTEESEEANGER. RINFER (WEEEGR. BHES. ZEM

#/FF) . XEEE. RSt

D FRS
ixﬁﬁ i
AAAA EETt i gt O S O o
L1l 1
| emenmms
HEERLE

mif "GE" B, #AGERE, EEEELESN, EAE. Bk BRI (RIR),
FHESHERE, fERRE, LESNEE.
IR BERNEERAMAR, FTHEELMERTS, BMESREHFLE, FEE

$TAbE,

TEER | 4E



D xR

4.5.2 SERHEE

TR

R\

FEHTIEAAINZRSREBTRIDHT, HEREITRARNN BT sERRER BEHITTFE,
R KBRS > "BEREE > "ETERARN | EEFERSIATRN. TR

FERAANHITHIE,. 5. W8, BkR. SiEERE.

B i
T |
LT

|

a:
o IE: M "B IR, MHETEARNRINRE, RENEENESENAER,
*SIFRIAERY, [RERsZ, BRI,
FESBINT:

BEXER: BEEMNSRMILREERENIRERE.

REEA: BRiATEHEIZAE,

RIETIE: X ESHEABITENRANAHT-ELIR, BARDIE.

WEIETTIR: BNTESOENIRIATURET. DIRFTRENT. key-value f#T. json #8z\
R, 11567 json>key-value> D BRfRF > IENIZRIATL.

REFR: RIEERNARGE, BEFERINNE.



O xB1c

o TE: mif "EE" K, BUETERAANNFERE.
o ImiE: My "RE" &, BHEERE, (EXETREANN.

o Iif: EEWIF, EEFETENRM, T "BER" &, JIRERIEEIMRN,
EI=

o FNFRATVEBSIN: BALIETHAERTPREEEDNFRAT, EEMNFER,

NINEIFERFIRS,
o IIENIN: EHEXLRRERE, BWIEASHTHNEERIIGR () .

* TNREF: MEREATEARLEH, WELRERERT.

ELS, ES

SHD LN B REZNBSHIT—NPED L. mE "NESHT" > "SR > 'S

BN | AINSEASEHNEHITIE. B, WE. Wik, ZieiRE

o Fif: M "FE" IR, MHEHRMNFINFE, RENERESHENAER,

*STRRAIAIERENE, RERR, RIRRIIAT.

o TE: mdf "EE" K, BUSMSIANNFERE.
o ImiE: My "RE" &, BHEERE, EXFMDXEN.

o Iif: EEWIF, EEFEFHNRM, ~RE "BR" &, JIRERIEEIRN,




O xB1c

FHIFHRL

SHPANVEGREZFEHTAF. /E KRS > "BEHREE > "SHEFR

W, AINEMRFANETIIE. B, wE. Wik, FZieRE

o Fif: M "FE" IR, MHEHEAMNFINGAE, RENERESHENAER,
SRR AGIERY, REERR, BIRLAINEID.

o TFE: mdf "EE K, BUSMEFARNNFERE.

o ImiE: My "RE" &, BHEERE, (EXEMFFFHN.

o Iif: EEWEF, EEFEFHNRM, T "EBER" &, JIRERIEEIRN,

HERE, MREFNESHTEEHAMT, FEEERBIIATHITEE.
miE KRS > "HERET  ANSERKETHIE. 58, KE. Mk 358 F

FRR{E.



O xB1c

o i | "W &, BMUSEREAMIAE, RENRRTESHENAER, ¢

SRRRAEREY, REiEsR, BRI,

o TE: [ "EE &, BHEERKRIFISBFME.
o ImiE: My "R 1%, BHEEFRE, EHEER,

o Iif: EEWIF, EEFEFANRM, ~RE "BR" &, JIRERIEEIMRN,

o FR/ER: RE "ER" &l REENWER, MAZATE, FEESE, k2,

R "B R, ZEERUER.

IR EEEREYT, JEESIARE KRS > "WRER" FREFAFREELE,

ABETRE RS
R
L]
| E =
e °
. =F
&
p— = ==
-
ks
= @



D xR

4.6 BIHHRR
4.6.1 HAREIR

iy
HEFRANFERTAS/ SEFRFMEE. /E "HIHRE" > "SRR . X

ERH TG, R, wE. WiR. EF=FERE.

= e

o E: | "FME" KM, EHINERE, RETERTESHENAES, FREE
FHEY/EERE, HhFRESRBEENFREEANR, ErFRNFER.

o WE: R "NE" &Kl HERSIRA, WEr "SEREGEEFEE . k2, &5

HIRREIEA T
o Rig: RE "I’ R, MHRERE, EXEUEIR.

o iR =& "MIER ik, BR" WEMRRISEII 1, WER, ZETEREMER.

o EFx: miE "ERE "Rl BE WABTHERCEHE . HER, ZHERRE
W=
* SR/ER. Rt "BR/AR" | BERNE, CER/EER. BREXERIREIZ

I5%IE. R, FEEXEREIZESEUE.

EI=Y



O xB1c

o UERAIISTRL, BRER 3 mEREES, REWERFSFMERIEIE.
® TENMFITFRIMSEFRHITIEN.

o EFERFCKERSIA, NWEEMMRZEIER, R "REFESIBEIER, &7

! .
4.6.2 RIFE
&
IREREERBEINSIEREE, RIRRNEER. 5 "FJiHRkE" > "X | WikE

AR TRIRFETHIE. TS, TRES. wE. MIRFERE.

Eiswt

o MEE: FGIRERAE. ~dE "FEE" K, SMHIMERE, RETEEESHENA
B8, WERE, NEHMITCHK.

o ME: MG, SEERERE, RT g RE, BHIMERE, RIERERNES
BNRER, _E "R 7, IRENINTTHL.

® TRMAES: TREMBERNMRNES. mE 155 "R, WRFESZHTHIE. SH.
T MIFRER(E.

o ImiE: My "RE" &, BHMEFRE, EXEUER.

o k% =& "Mk "%, B WEMRRIRII 1, WERE, BREREMRR.



o TS M "FRIE "R, EIFEHE, ITUSIZEEEERRERRS.

® 7#rword, pdfig&z.

® FTEEZEHIER.

463 IRE
ReS
IREEBREEINSMERESE—MHXAF, At "HitiRE" > "IRE" | IREHTH

1, TS, TRES. RE. MRFRE.

QD xEnrs

Bt i

:

SR His m u

o NE: MBIRE. RE "WYY R, BREERE, BERERNESHENER.,

mE "HA 7, RERINTS.
o ImiE: My "B 1%, BRHEWEFRE, BXURS.
o kR =& "Mk i, B WEMRRIRII 1, WER, REWMER.
o TN =iy TR iR, EEME, UTUSZAEFEERNIRERE.

T EREE—ENERREX Y, BiRERYIEENIRE .

4.7 MpEE

EETLARIIX BRI, ECEMNG, AREENAYEM BSETHIRS AT LS —A BT #h



= = R
KRS
Ha B E B RIEE,

FRLE KBS AN
1 ERAEHFL (REMR) =HE.
QEEMSHEIER "NIELE" |, BN "KILE" TWHE.

3.0 "FIEMIN IR, EBRERY "FTEAIN NEIRSEXSH.

24 SR BB
AR FR BE X XFEARNIETR, Test
BRI ERS

R KBS ARN FFAA R B HA. 2024-09-01 10:00:00
]
B RS

yrigEzrEd oA SRS LR 2025-09-01 10:00:00
]

XSRS ERR, BRICHFRE &

KR S
§=‘5_1n

iR BRI SRR KES. -

RIERIEE A -
TR RIXBARIRTEREE.

-17:00:00-18:00:00

TERIPR PR T BFERIRIEREE, B8 /Nt . 12



= = R
KRS
28 S5 BE#E

BRI AN BRI ST F R E A
BTV
FIRAIXBS S (S8R,

A EEEMEEERFFEENRER.

A8BE "ML\, STHXBERINEE.

[REHRE
BEXBEAN: DitHZEREUXERN, BE "RNEE" | SShd(F.

IEBUXBERINY . BB "HME" FURY B 1R, BNRELINRSERE "IN 5Tl

4.8 RHEE

4.8.1 H#ERE
iR ROEE > BEAR , TEERARATE R S RO BRI

SS]SESN

FRF&FR: #TIER AR,
BRIP: FHTIRFRFERAY IP L,
THIRMEIR . A TIRERIIEIR,

BFRE: APHTHSE.



= = R
KRS
HEARE: AP TEMNEERERSIERNS.

RAERTIE): M EALERIRTE,

RERY: BIERSMIIHT.

4.8.2 HB{HARSSES

BRfHRRSSRE, ARGEE. HITIREFBARHEMAEZERS .

o B BB AR 55 2%

1ERETHEIT (RER) =Ha.
QELEMSHIZEF RGERE > ARSH
3BE IR, EEEXSH, FT%.

SH A

SMTP #B Bk 55 EHBSREEAKSAER SMTP fRSSaettbit, ERINETEHSIER,

st e LR TSk 3
7 1% Mk = * R

iﬁ”ﬁk”{‘?ﬁ S % 3% R SR AR
S .

igﬁk’“”‘? S R RGBT,

483 REEHE

Snmtrap &FF

1378 MIB MHESS . 328 "RigEcE> REEE > MIBERE" WAEY, BE "#ig" |
& MIB 324,

2IEE "RFEE > XREEE > SnmpTrap E8" TWEH, i "FHE" |, EEN
SHEEPIESHEXSEH, FENTE.

3.8% "IER" , 7oAk Snmptrap &FERINTEE,



= = R
KRS
SHEBR

Gl
#EEROR O
KEREr=
SNMP higZx

Community
MIB 353214

RIX Topic ZFR

MIB XHRE

Syslog-udp

IHES5EA

JERRAFREEETRY P bk,

AR ER T RIEIRR RO,

BiXEX, THFES.

125 SNMP R, RIS "v1” 0 "v2¢” bR,

BRE M AIERIFIBAZFR.

EELER 1 _EER) MIB XA,

BRENKIX Topic RIEZFR,

Hif MIB AXHRIRSE. XEFER, SPRBEFFHEEAREX" "’

N

ToMR.



D xR

1 ERBEFHEHE.
2R "RABE > FEEE > syslog-udp” , #A syslog-udp BF-EBEX,

IEFFREREN "H/ER M BT IPT, BE R RS RE.

JDBC E12

18R "RAERE > REETE > JDBC EIE" |, #\ JDBC EHEAER.

QBT LAY "R | ERHAHEETESEXSH.

IR mIREEA SQLIEGRIHER, Y)26R " #ITER, SRS EERBIZEZ SQL
5.

3ESRME, BE "WHER" ARSI LSRR EBEE.

AEWHEREY, BE "B SThHiE.

Kafka &8
1518 "RABRE > XEEHE > Katka 18" |, #H A Kafka EIEEER.

QBT LA "R | ERHAHEETESEXSH.

24 SR BUYEHI
&reH R REEA Kaftka EEEFFIERRE. &’
&= 1P PR B EER Kafka BEEREFHY IP, 0.0.0.0
ARSSimith 185 Kafka ARSSUmFR7ERT IP HE4E, 0.0.0.0

ARSS mim 185 Kafka fRSSimFrERYmA., 8080



24 SR BUYEHI

K& Topic 15 Kafka BRI Topic, LUEHITHIERE, Test

Topci B & H
ZAA logaudit 1, BFRIEEBISERES. 1

ID
From
KERE (E1E) TJ3%E$R From Latest & From begining,
begining
(i%1H) A% PLAINTEXT, SSL/TSL. SASL/PLAIN
Y SLL/TSL
I
&% Topic R E HERIERT Topic, BAAET log-topic, log-topic

3EEAE, BE REE" WARSULELEES.

AEWHEREY, BE "B SThHiE.

FTP/SFTP 512

1R "RFECE > KEEHE > FTP/SFTP E#" |, B FTP/SFTP EIEECER.

QBT LAY "R | ERHAHEETESEXSH.

o SEYi5ER BR{E 5l

&= R EE(E FTP/SFTP SR FrE R4, #refH



O xB1c

REH

REREI

1TEIEN

RAT

i H

SEYiRER

EEE LR FTP/SFTP &%/ IP,

IS FEHIT FTP/STPF REEIRSS=RAY IP HEhE,

B M RERRIEIERETR.

£ AR A INAIREE T

- FTP

HRIE S TRIEERERT

- BT FESRTRIATER, LURMTIIAER.

- 217 FEESTHATER, TETEENRER.

X "REMIV" IBERS{TIANES, ESIENFRIAR.

IE "RE&EHL" &= FTP 5 SFTP irEE,

FTP BUAERS 21 imH, SFTP BUAGER 22 i, BEHRIEL

SERMEES.

BR{E 5l

0.0.0.0

0.0.0.0

Test

FTP

21



O xB1c

FF#&

MR/

B=x

X3

FXHH

cht

ABRASETL

(b

IRS=E=F

(53

Cron ¥

=+

SEYiRER

BEERRSHERNEREBF.

EEEERSHRERNERAFEN.

R RERE QS FAERNREE/BR (RENAFEEEH
RAGHERIR) | ER*SZUERZNER/ER.

- BRNBRN&EE—RSHFHESBE.

R EREATAN MR, ER AIRES N, 32F json,

xml, txt, csv, log IE&HER.

SRR SIER T B R TR,

AR BB B BR R A £ RIS

R "REFT" 1R FTP RS AR,

e E M E IR B e R .

RIEW S IBEREFATE, S5 UTF-8 #1 GBK,

REERES, ABSHPHIT X,

BR{E 5l

root

fim

GBK

00/1*



D xR

24 SELi5EE H(EHE5Y
KixTopic EERERERIZR Topic, BHAETS log-topic, log-topic
)4 IEBIRE TS TURTHIA, -

3EEAME, BE IMEER BEERSYUERERERSEH.

AFETLAERER, BE "R, TiEE.

4.8.4 BESD

AEEMINEEEE BatIt, SEIAFMERERRRERE, WRISESMSEME, K
WIAE R IR S ERE DT,

R X V3.0.0 AR LR BEE SIS ESE D IIEE.

e AEEMES
1 ERATHET (REMR) L.
QEEMSHEIRE "REEE > BE&EMD” [ #A "BESEMD” WA

3EAETEALAN "Frg” &, FHAFSHNESENES.

281 SRR HE5RE
£
%
BHEMXFSEIR Test
7



O xB1c

B4 SEIREA

&

)

=+

)

£

=i

]
Uty

il

AERE RIEEE . "RSIRERT .

FRBE: RENRGES,

FoIRER: BERIICEHERIEIELR RS A,

AR "BRIXIT B TERIRATT .

BIRIT: EETATEMRE. BEE0rE

HBE

FBHAT: GREREERAEY, EREXAITHY

AiEl,

BIDIIRETERRIGANRE, TEEE

100-1000M, EATA 500M

BEinimiRSS 2R EIEAY IP HEL,

IRSRE

RiaEE

500M

192.168.0.1



D xR

B4 SEIREA IRSRE
25
ity
bl

LIRER/FL, BfEmintsRtIEBRIIR, &

FERTERBEH®RFR ~@#$7&*()|{}:;,.<>?)F0

=
B3z,
pea
5eBA /tmp
=]
5 Windows #l2gtR BRI sftp IRZEERENE,
un sftp IRSZE&1R 9 C:/Windows/sftpuser, IR
2 C./Windows/sftpuser,
F
P EEEEnmEENARE root
A
EEERITm s -
B
ity
ES it aaiEizm 0 B IEEE] 8080
[

4. EEHE, RERRAIE A AEEHESIIE,

EEHTHEMICHR



O xB1c

BREEENESHITRBREZRE, SERFRER—RKICR, BB ESICREEH
SEIDAIIER.

1 ERATHET (REMR) L.
QLEAMSHEIERE "RAKE > BE&EM” |, #A "BSEN” .
JIERFEEERMICRIETES, IHREBFIN "2 > IHBIER" |, JFE "EER

B BERTEDIER.

HAthiR{E

MErESENES: TEFEMRNATES, TN "2 > iR |, HiEXHE
EFRE, WALTRFENRERE "#HE" B AEE0OMmR.
EREETENES: BSEHESIREN "BEER" | EREFPIIN "B > BA" B
EAHSEBRES.

RHBESENES: BSEHESIIRER "BBR" | EREMEIN "B > A" B
IEAHEEDRES.

VLK

EERAESEMESERT: SNNERTIRE, TEED! BIENEDRIE,

FREEATEMDES, BEREXEOHNEMIETSRIRIE,

485 RFinHE

ERGYEER, EILEMNEEREHET (REWR) EHETER. RREKERER.



O xB1c

BEAR, HITUTHREERIERIE, URARFEKSHENNERRE. B

REEMTIRERE "EEKS" | "EEHE~ | "EERN LUK "BEFEI

5.1 EFEREAERE

RiFEinR

BrrERE, BESHEI (REWR) FERERIZES, TEMTE.
BUiRES

BSEHISHABSET (REMR) Lf,

BERESRIRSZE

HERESRIRS: log c. logp. coresvr. esinset,

:u\K%/)&uuﬁEE

FREEEAES

esinsel

esinsel Eth:lﬂﬁ:ﬁﬂﬁ ﬁ

AlarmMgr EETEE

PR = BEAR
4 Ag\};\;ﬁ&?er e mas |_ 1—| n:\oni;or
ETR .
SRR BP0

rrrrrrr

kafka

Clust BT AEMH Cluste
er log_parser. i lo gJ: rser_ parser_ R oy e —
merg
2

E=ETET

log_colle niﬁ“'ﬁ log_collect REZE| [log_collect REEE
Cluste, L Cluster Cluster

Log_c (HEXRE) #WBAEHEI katka FEKRIBEIL log_p.



D xR

Log_p (AE#ETHK) U7 log_c BARRIFIE B SARIEEATRNZSH TN, FhEid katka
BRTENEERIXL esinsert,

Esinsert (R elasticsearch) EEFTEHIEHERA elasticsearch,

Coresvr (WHEHIZER) KRE FRAIMNEFEE, BT kafka TRETNAIIRS .
EEERF

Rih "RARE" > "RRizg AERSEES, fRESHAE, TSHRSHE. K log_c.

logp. coresvr, esinsert ERFHEZMELBIRRBERAERERER.

log_p 127.00.1

0
i
i
ol

log_c 127.00.1

0
i
i
i}

gEEFAE
Rt "RAKRE" > "Rz ARSEES, fESHAE, ISHRSAE. K log_c.

logp. coresvr, esinsert ERFHEZMELBIRRBERAERERER.

EREER
s T BE¥RE B
HEfREE
log_p 127.001 L =3
log_c 127,001 5= E=i=]
HUREE

fEEmEEs

dEERSE

Logc BYIBRSS AEIRE



D xR

Logc BIBRSS HEHIIAN T RkEE : 2023-07-26 10:10:27 src/LogMgr.cpp:694 "handle log
but can not find asset by ip 192.168.121.35"

BEDHT: FEREARFE ip A 192.168.121.35 B9&r=, Mtk "&r" >"&rei",
EEIRI=EIRE ip /9 192.168.121.35, EXREIRIZE, NWHHE—FK. #8E, BX
&ZE logc HE.
pES=%

FBRFT, REHDI. BRE. &7 ip HERLRERES.

FRIE{EE S

BIEFRE BEHIIN TR :

Broker transport failure: 127.0.0.1:9092/0: Connect to ipv4#127.0.0.1:9092 failed,

A& 9092 7y kafka lRSSimO, ZiRmA kaftka HIRFE,

5.2 EFETEMEER

RIFRim=
SEIT (RER) BEXEFEE, BRMANNEE,
I3
HENBEHET (REMR) F&
HERSZE

E£EYP RS esinsert, alarmMgr, event_analysvr,



O xB1c

FEREHEAES

esinsert

‘ webE&EE
-

AlarmMgr E?ﬁﬂﬁg%’r
REAR - i, EEAER
g Argggéj;_tar — L — inoritof
IR -
ST EDN

coresvr

BERS
logaudit

BTHEMCluster

kafka
Clust 5
merge merge merge
2

o redis cluster

e dis cluste

o ZEZE| [ogcolec ZEZE| [log colloa ZEEE e
Cluster Cluster Cluster

event_ana (HEMEHT) : B kafka UX logp FTHIAE, RIESZEMNFETZATE
BEEEERYE, FEFMHUBZEEERERES alarm,

alarm: 1&Z kafka $ZI event_ana NEE(ER, FilkSEE, FHEEE,

esinsert (RN elasticsearch) BE=4aIEZERA elasticsearch,

EEERF

Rt "RREE" > "R ARSEES, EEEXRSRES, HNREN, REE

[Bfer, & 1min, RIFHEHE, BEERSKESESIER.

EEEE
=3
i~ = BSYE #BME
event_analysvr 127.00.1 5=
alarmMgr 127.00.1 =
esinsert2 127.00.1 7= ER #FEFE Sifs

ElFwebiRS

FI=IRE

gEEFAE

ML 'RAEE" > "RFnd ERSEEY, aESHAE, ISHREAE. IF esinsert,

i

N o

alarmMgr. event analysvr EIRESHERREL BRKAEERETERES



Bs e EEYE B

im
i

L
it

nt_analyswr 127.00.1

im
i
L)
ill]

alarmMgr 127.00.1

]
il

i
i

esinsert2 127.001

FRIE){-RE

ZEFIREEHEHIUNTIRE: Broker transport failure: 127.0.0.1:9092/0: Connect to
ipv4#127.0.0.1:9092 failed,
BEDHT, 9092 J9 kafka BRSSO, %R/ katka HILFE.
eventana R HE
GIGNTHIED: src/LogDispatcher.cpp:45"recevice log event count = 9412",
BESH, HI count FRBIEERKEIFRTENET, EIRBIZITINARE, HEXNA

SEAREEIRTET (RER) FA. TBY BHESH > BREE FHE.



O xB1c

6.1 HEhllEE

6.1.1 NEE

BE#HIT (FERR) 242

AT (RER) RETRES LRI A EMTERECREFAR AARMERIIRRIRE.
MRS, £, BFRK. APUSREFENESER, WERFPHTRES TR EMELT,
i, BRNANEERESHIENSM,

RERMTRSETATOTRSEAIIE, NReASHESTRE. ofisiE. M.
IR EEEEES, RARS 72X P ARV EREREUE, AReFHRID1HT.
IRIRA T B3R, e BEHE T DT R RS R HE R SEREED T ER N EIT S
MFER, BREVHEEEZETIFNEEXIETFE.

BEET (RER) HiaEREHLE?

AEHEFEREEFRE TR ENRENT:

—7E, NEWERESRENFELR, BSHITEBHAPRBEERANR IS
TR, FRRTIMERRFENKEIING, LU KERERRIEMRFMEEMEE, s ASE
[ERES A ERIHR N ENER;

B—7E, NEREFERER. TIRENERIAELA, BEHEITBEMNTHREEMS
REEFTRAILEINEE.

BEHT (RELR) EMREs?



O xB1c

AT (RER) RERHETRSETHSHNEE, REEAT ZHNEEMZFET,
EBAF. el BfE. €81 BH. A% FL. FTAYERIIRNNA, #HEE LN
BAHERREFTENTER, B2hIVAREEZETFNEESEFA.

BEHT (REMR) B LIEEMEES?

ISR BESRFENEER —RE, #TIFIENRAN. 5T, Key-Value, JSON
AERETHET, 02K, TRIAFFERE, HITATTHRSE SRR,

FEMNR, FMERMATERISATATHTHNELEN, SRMREZETN, I
W EEMBHRHRITRELT, KITABIRRERE, SHSERERD R,
AP EIERE, FEIERE. HE. LB, mRE. #RE. MRE. HE
E. #EFEANSIHERIMETR, FBRIHERREAGERIIRE.
XEHFESEMNFFIRR, BEXR, FREGEZEFNMFEE, #HTIRRNETDHT, X
Both, FESEBEUSE, ASBENARLE.

SRS RAFREIRREREREFRIRS AR TS, ERiRER. SHHERERFLUEIRE.
HZE. FRENISEHREIRERER, RFREISF PDF. Word &,

BEEIT (RERR) AMEMBGR?

KABEHE TN, ICRMFENSBIZ TRSHZE2FMEFEE, TUNERNEE G
MEICR, RASMERITRE, REESUHE, SHEFRARSKFURMNEZEEEK
F, BEMBREFNFRAIPERRER,

HYPARBEWIRES, RS, BUSR—LERE, XAESHIPBERE. BRI
AEg—hE, RFEMNOFREROENEME, R XBEESEF IR,

B XSS ARSI B EEIER T KRBT, B siE s ErE IS, 8

EAHRBISEITAEER. ESRERSTHINEINEF, BERROITEEMA TR



= = R
KRS
EMRLeiEELeN—INEERAFE,

6.1.2 IHEER

BE#HIT (RERR) RAAMEANGR?

windows IREEIT agent K&, MRETREBIREMMENINEEIE, AIAEUERES.
Hfthik&gi@1d syslog K& snmptrap HIURE, MRETAMRANNARSE, BXEERE
BHHIRRRRETES, B THERRFETREIERERNGEHT SCEE.
BE#HIT (FER) REATTEMIMLERE?

HENBESHEITE, GERAERERER, HOREATHHITEE, UNREENNEE
AN, BeESerkfa, MARE, JAEFaTERREDNETMEEER, PREEREN

:



O xB1c

A B A
v

Ao B S E AL

RERRGE

R

BEET (RERR) WMAUSSREEREREMITEED?

BT EIREIEN, FFREDSTRE, SHEIIRRIASHE BRI SRR
1TREIT, STSIENVENT, DIRFTREIT, json fEHT, key-value FZZUf#HT, SCIRFMERATE
TR AeEN. BASHETERERESTTF 80+ 1M FR, FTFET R,

BEEIT (RER) MASSIERSR?

WERDHITINREREET elasticsearch R |ZFHEZRIIAE, MAFRMUBETHRERR SHTEEN,
XEFREREEEFNEXER, BRHFENFRATERS. R, FRUBBFEEX

IECE, ISR BEENHEFEEREREIE, A s REE#H TS,



O X85
6.1.3 #R{EH
6.1.3.1 YN TSCRTEIZRSHT?
[EREEA
BHESHIT (RER) W TERERS
BRAR
RIEXEE "SHAT >BETRR, #ANCRFAHE. BISHOTRIER, SH5I1TI08E, &
ENMAERIAR B HFEREEH TN ERE K.
o HEEBEPBNEEBENASE, BIER sl &if, EFEHEENE, K&
NHEENGEEHNEEER.
o MiF "SBHFIER" tab, BENENAXEREE, MWEHEHITOW.
o REEMHSIT, EEFTTLURE sl EIBREER, HEEEFAEANERER, B
FE, FeEMEIREEERR. HPFHrEE. miRE. FEE. SR

E. H. IRRE. HE. BxE. HEE.

6.1.3.2 K& snmptrap HEEEEWNES?
(R
&KIX snmptrap BHE, &I snmp HERREZIBEFHIT (RER) FEL.
AJRERE
o nmp BFERFINSRINGER
o Mib X4 FEHER
o Snmptrap ECERECERECEHIR

BR7EE



ES

88 snmp FF~=

1R "B > Brgl b, mIFEEFE, RdEiE snmptrap &,

2Rt "EE" &, & snmptrap FERRFEAER. BEEK, & ip BELER.
188 MIB 324

1R "RAERE" > "REEE" > "MIBXMHERE" B, & mib 34,

2R "BE" B, 148 mib X4 HIERBIER.

6.1.3.3 A HEE HEKRRE?
EEu
HET (R4MR) REASEEMITE, AREREE, WTHE?
ALERE
. REATEXEFRERS.
o RIS,

o XEATAREE.

R
THRRERSERNIER

o log_c (HERKE) BWATHIET katka FHEIBEHK log_p.

o Llog p (HTHETHR) U log_c FARRIFIRASRIBFITHINSHITHET, 7
1d kafka BRI AERIES esinsert,

o Esinsert (RN elasticsearch) E#ENTEAIEERNA elasticsearch,

o Coresvr (REEHEF) BRE FNRAIHMNEFLE, BT katka TREITAIAR

3.



D xR

BEREFESRH

R "REEE" > "REic" ARSEEY, EEEXRSKES, HRREN, REE
[BRER, & 1min, RIFRNE, EERSKEERER.

BEEFES

R "REEE" > "Rz ARSEEY, fESHES, ISHRSAE. Flog_c.
log_p. coresvr, esinsert RS ATIRREL R EEREEREER.

FRIE{EE S

BREFRSEEEHIMANTIRES . Broker transport failure: 127.0.0.1:9092/0:Connect to
ipv4#127.0.0.1:9092 failed,

HESHr, 9092 A kafka IRSimO, %A katka HILRE

6.1.4 HIpES

EFRIRE: SREAXTENE, FREREERSANKO 8181

ERMAEEITLAAER vpc BIHLEE telnet 8181 I OTILUERE, HHEEHITLAIEE
HFEEe. IRESIEE.
RIS E

BN e A TEIRENE S, FahEiaithiichaY ip ALRERSE+ibIa.

T4 Windows RENRIBIRES EIRSBiIRE
[AJRREER :

%4 Windows RERSS/E, BEELT (REMNR) RSENRE



Em=

RRIRTTE:

SRR T ENESECE.

g
5
‘
$

=iy

L) Credentis Manager

Q) CredentidEnrolimentMana...
£ Cryptographic Services

€ Data Sharing Service

23 DCOM Server Process Lau
) desve

£} Delivery Optimization

L) Device Assouiation Service
) Device Install Service

£ Device Setup Manager

10} Device AssociationBroker 7...
) DevicePicker 7073358

0} DevicesFlow_7c073a58

£} DevQuery Background Dis...
) DHCP Client

L), Diagnestic Execution Service
)\ Diagnostic Policy Service

£} Diagnostic Senvice Hast

£ Diagnostic System Host

&, DislogBlockingService

£ Distrbuted Link Tracking €
€l Distributed Transaction Co...
€L DNS Cliont

£ Dolby DAX AP! Service

£} Dovmicaded Maps Manager
L) ealo service

L) EDR Antivirus Service

&) edr monitor DR, E. B4 ms.
&) Encrypting File System (EFS) 184t [EF.. Fahimd.

s ﬁ&iﬁgﬁﬁ% %ﬁ;& ‘R

e -

BRGS:

Rt R ARG

ST S RIS

» UEHPT: HRER (B

mp]: SRS sssERRRRRRES

WAERIC: sessssssssnenes

wE A BRA

T NS 0 0 8t IR O% ok ok o M 5 ot Sh Be M Wi o ™ 0 0. O M M W M

3% WA °

Linux Be BRI IREEARFR?

[N :

Linux REEFIAHITIRGE, TAEEHAT.
RIRTTZ:

& rsyslog NECE XM EERIRS.
BFPR

1.linux EHECE BEHITRE
EFRLLTIESFTH /etc/rsyslog.conf XXf4

vi /etc/rsyslog.conf



D xR

2.1£ ryslog XHREHRIMLATRE:

** @192.168.x.x

A " REARBINATE AL ATEL, P tIHES AEEITAYARSS S P ik,

3.EJ3 rsyslog RS
Cenots7 EMIER®<: systemctl restart rsyslog.service

Centosb BIFYES#<: service rsyslog restart

ARETHE, FEEATRRGERHATH IPER.

HAWERIEERAER P, BEERATKEN, BEEShE, TEFNRRIE 3 AR

{EEIS rsyslog BRS.

6.1.5 FRE

EBRSEX

TRERERE POMASE ISR . ASFE | B

RER=MIREED 8 U, &R 16, FARFAIF: ~@#$7&*(|{}:.<>7?).

TIOEMERRE: BEE 90 RAKEN, ERERFASEHERIELEZ

ERTELEX

RIS

BRESBNRHE: ERF 30 SfRETEHTEE, WzARSBHEL.

"

BRIWAIEREE: B— IP ERERAFENRFBESLRER 5 X, REiZIPER 10

FIEESRSRANER, HAPSEIE.



O xB1c

FiEREHEX
ERIEHE. FitidE. REHUNEFEL: FiHEREIEE ES, RENEIEER mysql
HEE, PR EISRE R ERRH TINEFE.

BEFERIR: &S 180 X, aIRIBSHERFHTIEX.



	1 产品概述
	1.1 产品定义
	1.2 产品优势
	1.3 功能特性
	1.4 应用场景
	1.5 使用限制
	1.6 术语解释

	2 计费说明
	2.1 计费项
	2.2 计费方式
	2.3 购买方式
	2.4 续费与退订

	3 快速入门
	3.1 背景信息
	3.2 新增资产
	3.3 配置事件规则
	3.4 配置告警规则
	3.5 日志检索
	3.6 配置检索告警
	3.7 升级实例版本

	4 用户指南
	4.1 概览
	4.2 资产管理
	4.2.1 资产管理
	4.2.2 资产组管理
	4.2.3 资产类型管理

	4.3 采集配置
	4.4 日志检索
	4.5 风险分析
	4.5.1 告警结果
	4.5.2 事件策略
	4.5.3 告警策略

	4.6 审计报表
	4.6.1 数据源
	4.6.2 报表
	4.6.3 报告

	4.7 风险处置
	4.8 系统配置
	4.8.1 操作日志
	4.8.2 邮件服务器
	4.8.3 采集管理
	4.8.4 日志备份
	4.8.5 系统运维


	5 最佳实践
	5.1 程序定位采集日志异常
	5.2 程序日志定位告警异常

	6 常见问题
	6.1 常见问题
	6.1.1 介绍类
	6.1.2 功能类
	6.1.3 操作类
	6.1.3.1 如何进行实时图表分析？
	6.1.3.2 采集snmptrap日志需要在哪配置？
	6.1.3.3 如何排查日志未采集？

	6.1.4 故障类
	6.1.5 等保类



