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BEHR e N7 BEARE R e . A T RESS, WAARIER S ) E LA
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(1) Agent FIIZ4T1E Linux64 {7 F1 Windows64 7 #5:/E Z4: L.

o Bl R A w UH) Agent SCHFFI Linux RS Gnk 1-5 iR

%=1-5 Agent SZHFHY Linux ZREhiACijiAB

RG AR

RGhRA

CentOS

e CentOS 7.0 (64bit)
o CentOS 7.1 (64bit)
o CentOS 7.2 (64bit)
¢ CentOS 7.3 (64bit)
o CentOS 7.4 (64bit)
¢ CentOS 7.5 (64bit)
¢ CentOS 7.6 (64bit)

Debian

e Debian 7.5.0 (64bit)
e Debian 8.2.0 (64bit)
e Debian 8.8.0 (64bit)
e Debian 9.0.0 (64bit)

Fedora

¢ [Fedora 24 (64bit)
e [Fedora 25 (64bit)

OpenSUSE

e SUSE 13 (64bit)
e SUSE 15 (64bit)
o SUSE 42 (64bit)

SUSE

e SUSE 11 SP4 (64bit)
e SUSE 12 SP1 (64bit)
e SUSE 12 SP2 (64bit)

Ubuntu

e Ubuntu 14.04 (64bit)
e Ubuntu 16.04 (64bit)
e Ubuntu 18.04 (64bit)
e Ubuntu 20.04 (64bit)

EulerOS

e Euler 2.2 (64bit)
e Euler 2.3 (64bit)
e Euler 2.5 (64bit)

OpenEuler

e OpenEuler 20.03 (64bit)

Oracle Linux

e Oracle Linux 6.9 (64bit)
¢ Oracle Linux 7.4 (64bit)

Red Hat

¢ Red Hat Enterprise Linux 7.4 (64bit)
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DBSS Agent RIIZAT#K4 Npcap, #N15RZEITFEHH27~"Npcap not found, please install Npcap
first", 75%%E Npcap j§, B2 DBSS Agent,

Npcap FEEEE: https://npcap.com/#download

[#]1-2 Npcap not found

=X CA\Windows\system32\cmd.exe

25TnsrTil:

then run install.ba

1.8 == mE EA AR FRIX &R

SEMETRSFKR

Bl e 2 A 55 S R AR S = iR 554 b, HP T UL SEG], i = i 55 2s
Rl P PR g A e T DB
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RERLE
TEREZEHTIR Agent BORTR, FEENZHAIZEAT Agent BEX—METB.
Vi TR RR A 500 126 S TR DA B Bl P S A, FEARI MY o 225 Agent.

BB K TN Agent 2235 “xxx.tar.gz” AL EIRFZ%E Agent 7T A (B Wi WinSCP
TH .

HB2 i G viF TR (0 PUTTY) Ll root HI /@it SSH 73k, B iZ i s
$E3 PATLL T a4, #EA Agent 22384, “xxx.tar.gz” FrfE H 3.
cd Agent L9/ H R

root@ecs-test ~
[root@ecs-test ~ # cd /agent
[rootg st agent[# LL

-rwW- - 1 root root 5199159 Oct 25 89:47 9syBZIsBbeAhEFQE_hhD.tar.gz
[root@ecs-test agent]# fI

SBA PUTU T @4, MES xotargz” 2.
tar -xvf xxx.tar.gz

[root@ecs-test agentl#

[root@ecs-test agent ]# tar -xvf 9syBZIsBbeAhEFqE hhD.tar.gz

FES PATUU T a4, BEAMRIS)E K H 3%
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ikl 3 HFtarE
cd A/ I H 7
root@ecs-test 5 ]
@ecs ; g . sBbeAhEFgE_ th]#
root@ecs ; 92.168.0.107 yBZIsBbeAhEFQE_hhD]# chmod +x install.sh
root@ec ; 92 .168.0.107 yBZIsBbeAhEFQE hhD ]#
root@ecs-test 192.168.0.107_9syBZIsBbeAhEFgQE_hhD]# 11
otal 386
5 Oct 25 6
rwxr-xr-x . 4096 Oct
rwxr-xr-x . 4096 Oct
Orwxr-xr-x . 4896 Oct
rwxr-xr-x . 4096 Oct
FWXr-%r-x 527 Oct 25
Orwxr-xr-x . 4096 Oct 25 €
E==1== 308 Oct
rwxr-xr-x . --J' Dct
LE6 PUTUL R4, BELOALHEMA “install.sh” FIFATHR
]
o WIRALEPAKPATIR, HHATHIR
o IR EAHLHRAPPATHR, iﬁ#LﬁLJ\TTST%T’E:
a. PATBU R4, IS AT EIR .
chmod +x install.sh
b.  BIANE ZEHAPATIR G, EHATHPIR 7.
F]7 PUTLL T A4, 223 Agent.
sh install.sh
el gE_h
eAhEFQE_| th]# sh install.sh
Linux version 1
dbss user not e s, ate dbss user now. Please set user password!
Enter password :
(AR
o FFZRSE Ubantu Y, PYTLATERSLREE Agent: bash install.sh
o Agent Z2F2LA DBSS HEAFIEITRY, EEIRZLE Agent Y, FEBIE Agent FIF, BT
shinstall.sh 8595, BEEB{TIRE DBSS AFHIEE.
G mEE L NME R, VBRI B, UiEH Agent 23R .
start agent
starting audit agent
audit agent started
start success
install dbss audit agent done!
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WNER Agent ZEELY, BIEHIALRET RRGITEZEDHRE Linux BIERFEK,
HEFTZEE Agent,

$£IE8 AT T @d, BF Agent FEF KB ITIRE.
service audit_agent status

R R L E R, U] Agent B IS AT IEH .

[root@ecs-test _9syBZIsBbeAhEFQE_hhD J#
[root@ecs-tes t _9syBZIsBbeAhEFQE_hhD]# service audit_agent status

aud1t agent 15 running.

95 yBZ7TsBbeAhEFQE hhD J#

audit agent is running.

s

3.1.4.3 &% Agent (Windows 1ER%)

4% Agent J5, B BRI A B R e A T B AT A, R T R e
Windows #&1F R L1115 5 22%% Agent. Linux #{F RZtH Agent 2351152 L 3.1.4.2
223 Agent (Linux B:1E &%),

BIESH
o LIS R A s, HLSEBIRIRES S “sAT s
o ¥R IE TN N Agent
o UIRHL Windows #:1E R4t Agent %3541
o 23 Agent i AUIIEAT RS £ Windows RGIAE K
BENRENR

TSR K 7R (SR A LR B s, AR e i O P i 223 Agent. Hudfe R LI
MBS U

e ECS/BMS [ & EU P 5 UL E 3 s i 3-19 A& 3-20 .
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e 3 HFPfem
[E3-19 —/ R FRumiZi% %/ ECS/IBMS EE#HERE
ECS/BMSEEHIERE
@
[E3-20 2/ R FumiEEEI—/ ECS/IBMS EE#HERE
| |
i i i 2 §
i | ECS/BMSEIEREE
| |
e RDS <R AR R LB g s Kl 3-21 A1 3-22 Firs.
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[&3-21 —/ R FimiEE %4 RDS

MARESEES L .
! RDSEERHIRE
S &S &S
MBHEHEETT 0 eemmmmmmmmm oo,
RDSE:Z=EVEIERE

________________________________________

[&]3-22 AN FimiEERE—1 RDS

N EER L
£ N FimiEsE —1~RDS

e :
| RDSKZEVEIERE ;
Emiﬁ Agent ~ E T !

Emﬁ Agent :———————————————————————————-------E

7% Agent TSI TELI UL RH Q3 3-9 FTR

AN
SIGAIN FRFNEGER (ECS/BMS BE2EURERE) #RafE8ER— T~ LR, Agent FE
IR,
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£3-9 L% Agent 17 =iAH

ERHR Agent?c It TR AR EREIN
ESR I
ECS/BMS | #udig vty | WTUARR UHATA V4L | o 7EHOR i %% Agent.
a2 e 17 PRSI IR YT | o s A R iy i e 4 5 A
GREE S ECS/BMS [ 44 PERT
B BT B % B o 1)
¥ v 22 25¢ Agent.

RDS &R | N AT DL THZ N 50 | e 7R N % %% Agent.
B e (RIS | ERAOPTA BRI | o g R s — A

HEX [RTRe RDS Itf, FifiiE#%i% RDS
) 5L 3 0 2
Agent.

RDS kA& A | AQEE i Heg iH Qi 5 Jeim | A QI 2% Agent.
Hodle e O S | b 22 2 18] A 17 1) ]
EER 3K, JCIEH U N i
™ Je i 5 P PR U R
Ko

&I Agent
$£I8 1 7 Windows EHL %% “Npcap” #f:.

o UM% Windows AL E %3 “Npcap”, EHUTHE 2.
o A% Windows FHLA % “Npeap”, 1EHAT LA T AP ER:
a. & AI4E https://nmap.org/npcap/ T %% Npcap e #tE 223540,

[%]3-23 &} npcap

Downloading and Installing Npcap Free Edition

The free version of Npcap may be used (but not externally redistributed) on up to 5 systems (free license details). It may
alsgeba pitad systems where it is only used with Nmap and/or Wireshark. Simply run the executable installer.
Th %EEHETH-H'F% ch release is available, and developers can build their apps against the SDK. The impravements
for each release are documented in the Npcap Changelog.

* |Npcap 0.9994 installer for Windows 7/2008R2, 8/2012, 8.1/2012R2, 10/2016, 2019 (x86 and x64).

* Npcap SDK 1.05 (ZIP).
* Npcap 0.2994 debug symbols (ZIP).
* Npcap 0.9994 source code (ZIP).

The latest development source is in our Github source repository. Windows XP and earlier are not supported; you can use
WinPcap for these versions.

b. K NEUF 1 npcap-xxxx.exe KA 3G AL A 2 7 EE 24 agent I RETUAL.
. Wil npcap B
d.  7EFRHXTIEHES, s “1 Agree” , WK 3-24 iR
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[E3-24 EE= %% “Npcap”

(o Npcap 0.9984 Setup - o x|

License Agreement

Please review the license terms before installing Mpcap 0.9934,

HMAF. ORG

Press Page Down to see the rest of the agreement.

MPCAP COPYRIGHT § EMD USER. LICEMSE AGREEMEMT

Mpcap is a Windows packet sniffing driver and library and is copywright
(c) 2013-2019 by Insecure.Com LLC ("The Mmap Project™). Al rights
reserved,

Even though Mpcap source code is publicly available For review, it is

not open source software and may not be redistributed without special

permission from the Mmap Project, The skandard wersion is also

lirited ko installation on five swstems, We Fund the Mpcap project by W

If wou accepk the terms of the agreement, click I Agree ko continue. You must accept the
agreement ko install Mpcap 0,9954,

I Agree | | Zancel

e. TEFRHINHENES, i “Install” , Aa)ik ki, a1kl 3-25 k.

[&]3-25 %% “Npcap”

5. Npcap 0.9984 Setup -l=lx]

Installation Options

Please review the Following options before installing Mpcap
NMAFP . ORG 0.9954

[]Legacy loopback support For Mmap 7,80 and older, Mok needed For Wireshark,
[IRestrict Mpcap driver's access ko Administrators only
[]support raw 802,11 traffic {and monitar mode) for wireless adapters

[ ]1nstal Mpcap in WinPcap APT-compatible Mode

= Back || Install | | Zancel
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f. EFEHAEHET, i “Next” o

Installation Complete
Setup was completed successFully,

Completed

Show details

Mullsoft Install Syvstem w2 .51

Mext = | | Zancel

g. i “Finish” , SERZ%E.

Finizhed
Thank vou For installing Mpcap

Mpcap has been installed on wour cormputer,

Click. Finish ko close this wizard.

Mullsoft Install Syvstem w2 .51

®2 DL “Administrator” /& %3] Windows FAHL.
B3 4 T E Y Agent 234, “xxx.zip” HHIFIZENAEE —PMHFET.
B4 3EN Agent 23S FTTE H 3, FMEE 22250,

N

i
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BS BRSO, Bl “install.bat” $hAT S
B 6 AT, K 3-26 R, EEERE K.

[E]3-26 Agent Z2ERLTH

DESS Servcie Audit Agent Install

install DBSS audit agent start...
npcap existed success
main process file success
child process file success
dll file success
dll file success

startup file success
gy

|
2, EI 17

heck dbss agent config file success
heck log folder success

$B7 WG, /& Windows (L5 E s &E “dbss_audit_agent” %,
WFHFEAAEAE, VLEH Agent 380, 1 25 E B %2 2% Agent.

3.1.5 SN Rz BHN

Agent ININTERR G » 18 T BB 12 22 4 T SEB T TE 1R 2 A 2N NN J7 [ ) TCP
P (8000 3 1) A1 UDP #pii (7000-7100 3% 1), 1 Agent 557 15245 2 8] ff) /¥ 2% i
M, B 2 A T RERTHAN N A B AT

ASEE S AU B P i 4 TR SC TR B 5 A= 4L I TCP P (8000 ¥ 1) A
UDP 4% (7000-7100 i 1)

_H:t.

[0 #5288
ZEEMUBATERIIZEE Agent EHHITH,
RIS

o UUNINI A P e A s, HSEBIRPIRESS “iBiT s
o H¥EIFE IV Agent.

& EEAN

R ExREFHEHG.
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FH P 3 i/ dhm
S'2 wdig Bl X s
U3 A e > BURPER ARG . HENKR 2 A S 52 S
S’ 4 %EW@WXJ*, MR BB A w I > BARBIRT . BN “HOREERIR R
HWS E CURARI” FRIBUFHE D, VR VA e A ) )RR P T IR ) 5491
$£IE6 L3 Agent ZEFH IPER.

sl R PEZE I JRTT Agent IFEZEE B, FHTT: “2e3E 5 1P,

B 7 ERERPERIFRIN LT, W TR g
SIS (R AE D, 0T 2 A B S 2 AR (B default) .
SO Mili “RIALALIRT L HEA oAl HIFIE.
SW10 (EHRA I RME R %A “default” J5, #d Q% “Enter” , FIRER

“default” 445 .
£ 11 il “default” , #EN “FEAR(EFE” T,
B2 EFE CNTTHFN T, KA LTS N

ERE A IZ 2 A 1IN TG M COo 22575 5 IPBCE 7 TCP # (I H 24 8000)
FUDP B G 124 7000-7100) #i) .

o WIRZL A O E LR ST BN, 15T 3.1.4.1 FE Agent.
o WIRZL AR E 2R S RIATT AN, 1E AT TR 13,

FRR13 LI SIS TT 7 22 o
Lo FENTTIAA GO, B “asmsin”

[E13-27 7R AnARI

EAEE | ADEMN | HEEHN KBRS

a1 BRIEZR NI —EEuE

2. fE “YRIIATF BN SHEAE, VRN TCP PMX (31124 8000) i1 UDP B
(3 124 7000-7100) K0,

(MERT Y
TEMIHEET AR SN 1P dthdik, 1P HbltERE %S :
o EAANIPHBHE: 540 192.168.10.10/32,
o |PHBUEER: {540 192.168.52.0/24,
e FFAE IP#EliE: 0.0.0.0/0,
o LR {0 sg-abc,
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3. Hly “WRE” . SERINIIATT R

ZAMMINAINTE G, I T2 T Agent, FFARHE Agent IV In s 27 HE P
S B P s 2 e Agent,  REFS TN AR 50 12 2 B BIHE P 22 W TS, A RETT IR AL
e ree ot Yl

R

316 HBH: FRBEERLS ST

e e oz A U BOASR B — 2% AT RN O TEE R, T DU R R
S R TR B AT AT DT R EdR R e e, T IEE RN
ke e ) B T R VEAIRAE, 1§ 2 M 3.4.3 EEHIHE MG

CIE7+ Ja
o ORI 2% Agent, H. Agent REIZATIRZS N “ IELEIELT .
FRE
L1 SxREMBHG.
S'2 dig bl X s,
W3 kR we > HURERERST , ENEARE R AR Sm I R S .
SBA FLAMIFHUES, &8 BIRESIER” , AN “BIRESIR” .
WS (EIREESLE SR HES, SRR BT S v BB e A S
S 6 (e HTEATI “HAE” 5], B “IF)R” , FaHE 6.
PR A G, ZEIRER “HIHRE” o~ “CHR 7, ATEERE LR E.
[£]3-28 FF/Z R EE R 1T IhEE
v o EE’ZQL U8 e - LINUX64 B sEmAgent E
G
KHEE TR

S JFRE G, EEEEE LAT—2 SQL iBH) (#lUn “show databases” )
B2 GREMHER G

FE3 ALMSHR T, S5 IR aedit > B0, EABIREZES I BN
[

FR4 AN HERE “BRRR” , BN “HEiR” T,
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#1

N\

N
I
N (o) 6)]

PR i) T

s

32 FBHERABIEEREFIT (RREK

321 UIL%EEJ:E % I

MEFEIT AR A RN 5 PRI |], By “$228” .

FE RSB TRIBIZRAE A, 0k 3R TG IR 1 A 2 e s o

Agent)

BERER
B P 22 A o VT SCRERH R B & L IY) ECS/BMS [ 2045 7 Al RDS 5% 3 B 4540 e 0k
(R
o HIEFELZEHITASFHEXE (Region) /. AFEITAVEUERELFIESLERISAY
R R S BT SEAIER— X,
o HUEFEFS SSL Y, SAREEREIEELZEFITIIRE. NREFEEAIERFRS
ERITINRE, IBKMAEERERT SSL.
% Agent FNEHITHIERE

P Bl e ST R A SO o % Agent J7 3\, WIER 3-10 Far

723-10 #F % Agent RER X RBVBURERE

HmEE R X FFHIRR A
MySQL BRINHR SCRF
PostgreSQL NN &S
SQLServer e 2008

e 2012

e 2014

e 2016

e 2017
GaussDB(for MySQL) Mysql8.0
DDS 4.0
DWS e 15
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P fard 3 HPfem
WIEEEARR X HEFRURR A
e 81
GaussDB o 1.3 /MMhK
o 1.4 N
o 2.8 AR
o 3.223 VIR
MariaDB 10.2
(MARIZY
o ATI Agent IR BLEER., FIRME, (BT Agent B9 DBSS 3Lfll, SZIFAITHEE LR
EUNTER:

o FIISFEHEN, TEFTHIIER. SEMERNSE N

o TFAEEUERESIONEiHNROS,

e T GaussDB(DWS)IRSZEH AESH I RAIIRIEHEIREE, REWSEIHA Security
Administrator I RASFF 7 BEFF /SRS Xi7) DWS EUBEERITHX.

[E]3-29 % Agent LI5S

e
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M e 3 M fEM
R3-11 RIRERBIREER EHIHRMEL R
F]R | RERE PR
1 312 BB WoE | WSRHUREE e iR, BRI AR
¥ e RS TN df P 2 4 v S

HE B e e, T B A TR Bl
RS TN 2 i df P 2 4 W S

2 3.1.6 WIRTL: JHEH | BT EI R LR LA TR DIRE, RSN A
e P B B e P e A wi TS, A e A A e

7AW IR
3 343 EAEWITEWAE | B AR — 4 “awm i 1
IS8 BT L, AT DORTE R RO 2R 2 4 W U SE R B

AR TR SR R R, 6
T LAAE R 2 R 25 AT T B
4

ikl

EAILWRIR L SRR ELIREF TN, BXEkE

HITHNANFAERCE, B2 3.3.1 iFIIEIEE.

322 MK B EERERIT

)R 5 PRI

ER2s Al

BRI

BRIESR

56 P A0 P 22 W T DhRERT,  f& 75 B KB e e 4 v vt e e i v TR AR
AT

o MR AR IPASCRIEIX R (Region) fHH. A58 T AR 2R 2 Z0RIE S (1 5
¥ g 22 A v T SEBIAE [F) — X3

o VS A THSC I E VPC S, AZiS Agent 2T R OB i s
s ) FTAER) VPC ORFF 8. N, #5320 Agent 555 T SL41 2[RI R 2% A3
T A B e 2 A v

e e 2z At N SSR AR A T, AR LSS, S o THRAR.

RN S K 5 LA A ORAN PR

R EREFHEHG.

@2 kA il X .
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g 3 HFP+am
SEE3 P L h > BUREZ SRS, HENEEEE 2 B S 53R A .
SE4 EEMSHME, &8 “BEEZESFEI7 , EABIEEZSF T A% .
S5 {4 B, R SRR R A
SEe P X7 . “TWH” . “ATHKX” R “HERERE .
WiH: eI H & H b 575 E0 L R 2 e RS I H o tF 2R DA RBURE 2,
A H ST B,
B WA P BE RS d BA 4n R 3-12 Bl
F3-12 BURER WA A M e A& BB
%N THRBIEES | RREEREEKR | HEESHK
151
NI | 2328 1M CPU: 4U o AM-EIE{H: 1,000 %/
e S WAz o NBEHER: 120 Ji%INAT
16GB o 1{Z5TEL SQU EAIEAE
GER . " ool BT
SEO0GR 15 {246 984 SQL 15 47 i
FAtRR | B2 SR 3 M CPU: 4U o FHrtEI&{E: 3,000 /50
el P7E o . 360 Fi VN
;;;B o 4{L4AE% SQL iEA) T
560 G'B o 50 1226984 SQL i&f) {71k
Tbhi | B2 6 ML CPU: 8U o FHFrEEIE{H: 6,000 /)
B S P17 o NFEHEZ: 720 Ji%ING
32GB o 622k 1ELR SQL BTNk
R 1T | o 100 {246 1R SQL 15617k
R | B HE 30 ML CPU: 16U |e fErt&l&{l: 30,000 2%/5)
1 P SE p o AJEHE: 1,080 741NN
64GB o 15 {Z41EL: SQL 1EAI17 ik
B 2T | o 600 {226 )94% SQL iEA 77
(10 588
o HUERESCHNEISEURERE |P+EUREROTE.
NRE—HIEE 1P BEES M UEERD, $URESLASNENEEIROS. 1N UREIPR
B 1MNEEERO, BIA—NUERESAI; 1 MNUERE 1P BB N NMUEEIRO, BIANA
HHERESLH,
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Bign: FAFE 2 MNUREERFO R PO P2, IPLE—NUEEERO, A 1 NEUEEED
Bl; 1P 3N EERERERO, NJ9 3 NEUERESLAL. 1PL A 1P ST/ 4 NEUREEESLG, GHER
BRI FEEATHET 4 MUEESLS], BEMAEWIR (RSFEHIT 6 MEUERESL
B).

o RFHEXAME., EEEN, BRITFEM.

* RREMRISTFFE RDS EHIEWE,

o ERPHEL SQLIEIRIFE, RIERESR SQLIEFGUNEEN 1KB FitEH.
SB7 WEBIEERAH IS, WK 3-30 fir, MHARSHUHINE 3-13 Fix.

[E3-30 REHIREREHITEH

* EHFREE @ vpc-9f49 MY
== 0) Sys-WebServer v
* FF @ subnet-9f8h -
* SLFFETR DBSS-ef1a
=i
<313 BUREZ LW ITLHISHIRAR
SH B AR
FEAA = fmr LGRS XK Irh A i EAUAAA = (Virtual Private

Cloud, VPC) W4, siF i “BFEMAE ", BhER
VPC &6 60 @ ENFAE -
ok

o EIEIE Agent TR (M FHimEkEiERER) FrEl VPC,

o IZHHMEM VPC, BEEN, BHERIJEEW,
GA TR DLk R O 4, BEE(E VPC B H] G0
B e . RSP e )E, %P2 3%
Ui 1) BRI LR
T ALk VPC R E LB R, BiETE VPC & BEHI G N
VPC GIEHT )+,

SEA 4 Bk & nr BLE € RBP4 AR -

FES P NI, i 3-31 Fow
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P fard 3 HPfem
[%3-31 FEHFESIM ERTHC
* ERHE Bl: : - s ¢ 7 &8 oA 1= 2= ey

EEE=—N)]

Bk “CEBNBART Ja, W SKAEE A v TS B, A RIK S R AL
DBSS K Hah iz L 9%, En] LARERA % sE] . B ahZ: 3 i A il in 3 3-14
Fie

3<3-14 BEheEERE AR

MRS BahE R EHE
1/2/3/4/5/6/718/9 /> F 17MH
14F 14

B9 (AL JoBiedf e 22 4w vh SEIAINFRAS . an s i ZH 2R CL e a2 4 IR S5 AR 5%

SE1
B

T

FER 12
B

PRAE N, I 75 12 R 8 SR R U gl e 22 o oh SRR AR 28 . R8I RATT &
PREE M AL, TUA] e 2 3 BOUE I 2 A v TH e BRI, TR R LVE B 0L T
AR 25 SR TR o

0 HAMHETAECELIRIG, i “SZEEK” .
1 48 “VEIE” U, P (B e P IRSS0) JE, Ak “ RO EIF F R

OB P e i PR ) 7, thle “42427
PEVSETU, R 0T ST K.

FRR13 IR, RS R A v SC BB R T, AT DL R M I v v Se R A

323 SE—

ARSI

INTREHE

it
e

: INIRBUIRE
Bl 22 A d T SRR = B RDS S R U & . ECS/BMS H i gt A7 8 1t

W S Al P 22 e TSl Ja S R A B T 1 K P AN N e P <2 o v S4B
H.

ORI S e 2 A i vk Sl HSRBIRpIRZES oy “igfrth 7,

F]1 SREHEEN G,

@2 kA il X .
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B3 kB Cws > BURELERS T, SENEUE 2 AR S 53R S .
S A ELAMSHM A, & “BIRFE2EF I > BaRESR” , SENEEEESI R S .
SIS [ RPN RAIRMNES, BEEETR BN INEE s .
S8 6 EHURENIRNEL 7, B “WmEiEE” .
SR 7 EFHSIEES, E RS E RS R
[E3-32 “RIMBEEE" FHEHE
NINEEREZE
* EEEESR test] * | it 192.168.1.1
* BriEEEEE MYSQL - * Il 3306
* EHEEERR S 5.0 v =FE
xEEFRE | UTF-8 - *EERHE | LINUX64 -
* EEREE2ER RDSEHERE: e
e
7<3-15 HRES IR
S ZR WiER EV{EHE)
B 2 BRI BE 2L, “RDS BUEFE” 80 “H | RDS #udi 2
BEARE” .
ik
LIEIE "RDS BURE" 228N, rTL BEmEREEE
RINESEEL 2 RS HIPHEIEZE.
B 12 4 fas ] LA 5 SIS I B0 B H 48K test1
IP ikl BB ZE ) 1P Huht IPv4:
P AGUAA 1P diht, SO IPvA I IPVG fgat, | 19216811
IPVv6:
£e80:0000:000
0:0000:0000:0
000:0000:000
0
B e T TR R, AT DA B DL R 2R MYSQL
e MYSQL
e ORACLE
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SHAM

L

ER{EAEA

® PostgreSQL
® SQL Service
e DWS
e TAURUS
* GaussDB
e DAMENG
e KINGBASE
e MongoDB
® Hbase
e SHENTONG
o (GBase 8a
* (GBase XDM Cluster
® Greenplum
e HighGo
* MariaDB
* Hive
BiRA
o LBUEEESEAISER ORACLE BT, FHITHNERER
FTER, ENEREE.

Uit |1

NI P e 1

3306

s e R A

SCRF U e A o
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RIEEE, SETLIIHNHITLATERIE:
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ERZEZRAOMNFETR "BME 5, BE "FA", JUSEREZAN. SERzANE,

RS REEFZ AR SN,
o YRig

EREERSERIRNIFET "BE 5, BE "wE",

==
= l%\ °

o JHRR

R HRIXHEES, S5

ERZEMRRAORNFEITAY "BE" 51, BE MR, ERHERES, B "HE",

pillESEZIIN
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3.79 EEHEIHRIE

Kol e 2 R BOASR M — 2% A iH N ME T, AT LA R R
S o T T B e AT R T SN Bl P R B AR B A U SE R, T
R IR ARG B AR R R

RISt
o CURITNMSKHURIE A H I, FSCBIIRE S “IBAT
o CURIDIF BRI G A Db
o CUEMEHIHRE.

EERERER

S 1 BREHEHE.
@2 it Haml, .
SIB3 e “wd > MURBER ARSI B 2 A b Se 5 3 i .

N

B EEMSHR, S HIREE AW > R EAREA.
YRS T RS FRAIRIE, A RIS B,
W6 HEMEREL.
358 EEMREES
(10 288
o HEFIFRALFBMNERER, AJLUERISENRE.
o IRERAKD "LHHREK" NERBNER, IREFEAFE—/ POF &,
o TEEREMFRAURERATEITN "BRAE" 5, B "HFR", ERHpIXEES, B HE",
SRRz, MRRRERS, WREEXIREKRER, FTEETFHNEMRE.
-
BEERFREREREE

BB BRIP4
sty b, X .

AR Cuh > BURPERAIRS T HENKIR R A S B4 S -
M SRR, 4 “BORPE AT > K7, HEAIRRAME.

> (O8] N

N
8

2024-06-28 95



Hodfe J7e 4 42 i 55 (DBSS)
W 67 3 H/'4EM

5 fF “IEFRSLH)” TRPIRHES, IRPFTREEE R S
TE6 ER WREH” WA,
7 BEERWEKEREE

[B13-59 EERFARIRGT IR
BEEIREHR EBEEEE il ek HRIESRE -1
HiEERSEARE =i s HiEEEEaRE BxH (=R
HiEEREARE E=io SRR TR AMRR B (=)
SOX-T=HETESR =B SRR SOX-TEHEETRT B (2)
TR E= SRS RS ErE RS RS TRE B (=)

EFRIPHTIE

E= EFRTRES EFRIPHIIES B (=)

@ @ @ @ @ @
I I T T T

DCLarSiR= E= DCLereiR= BExE (ER)
DDLEr$1H= = DDLEp&1RE BxHE (=R)
DML=&4B%E = DMLsgiEE BxH (=E)
MARYY:

o IRFRENRGEMER, BF "GMRE". "GERE". "BEFETIURE. "SFRE
DuRE" M "BIEEREEIURE".

o HXIESKSAFMREFEEXA, JiREN "BR". "BA" & "BR".
o TEHEEXERRAMREETN "BE 5, BE "REES", TLMESIRFRIIIE
. BE "WE" £WE, BE VAERRE", JERRERFAETEERERS

-

3.7.10 EBE M= ITHE

#mH T HEE, ST ERE SO E TFHSE S, SUlERE i o H &

RISt
o CLRIIEFEHAE G A A S, ASEBIIIRE S BT
o CURINIF BRI A H T e
o UAIIEHHEITHE.

EEFMWAEESR

SB1 GREHEHE,

S8 2 it bamll X,
B3 PR A > BRGNP 2 A S 512 A
P4 FELOISR T, SRR R R > WE, BEARE AW,
PR5 E CHEHRSLH FRAIRIED, iR EEE R
o A ERE” T,

Sf

NN

Ni
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F]R7 BHE SO IETHES

AR BEEMEEREE, MKXSHIE 3-34 Prs.

#*3-34 Wit HESHIRA

SHAMR A

H S AR HEMAH, HRGENE K.
AR A] PAT H B3 AE I 1A o
SRS H ISR AN o

A 73 H %477 7o

A H G B i 1) B

IR H SRS IR o

(MERY:

EFEMRAOBEAETN BE 51, BE MR, ERHAXEET, BE wE, &
LApRizE (D BE.

B

3.7.11 EFEERZE

AEE AT T A B R A e R H SR

AR &1
LB I SR e 2 4 s, ELSeBIRES N “IE A7,
BRIESE
BB FREHEHG.
S8 2 it bamll marx,
B3 TR i > B AIRG ", BB PR g A S 51 S
S 4 LMD, S Bt > SeppIR” , A “SeflsF” Fm.
SB5 PR TEAE R O LML AHR, SN U .
SW6 HLAE “HRMEHE” T, HEARRMEH BRI,
W7 BERENE, RS IE 3-35 Fix.
(10 #5288
AIEREAYE) "L 30 oEh. IR 1N, "SH". "ET7X" 8 "k 30 X" SEENXAEER,
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#%3-35 BRIEHES KR

SHETR e

114, BUTHRIER )
AR BT HRIERI 7]
Thik BT T AR
A BT TR A HIZ(F
Bl % BRI &
ik BUTBAE A (5 8.
G BT 45
s

3.8 ZEHITARSS S HFRI R BEIRIE

3.8.1 A EF == ITHE

TR T m®i RS G, RSEIFMEICs DBSS RIRMERIE. = ih IRS & B & IR A7
I 7 RERFIL R,

£F DBSS M=®EitBE
HE1 BREEHEH G,

SB2 LM ST, ik —
ISP

SE3 REEEMSHM T “FR” , HFNEYRG BT .
$£4 B HEMAYE FJ “Region” , BB X R ERIEFAE 44
YRTE R LR AN A A SR, EHEE T
o HHRIRAT. CHRSRIET. CRRUFIRA” R ChRIERAL,
- EFRAMEREBEE ML K, “HAoRIE” EH “DBSS”.
N i vivte Syt Bviot =X 2 D e v = S N = R NS R L /8
EPETTIR 1D B, 8RR kR E T i AN 5N BRI ZE 1D,
~ EFRESBRE, TR ST s N AN BRI IR AR

o CERARM: A MMEREESE - BARKERIEN S, SRR SRR G0, M
FEAL G o

, R CEHEERE > mHiHIRS T, EARHIHIRSE
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N\

HIR
FR

N\

o “EHMRZH”: WIEDUN “FrEFHH4ZH] 7. “normal”. “warning”. “incident”, X
Al — T

o WYEUUIA EAEEEEWRT 1 /N BIT 1R B 1A K& E SE SN ] B
YEEAE.

5 ki “Eil)”, EEXMAEREF.
6 fEMEAFRICKAN, B Y RITZICRKTRE S, RITidx A 3-60 fixs.

[£13-60 R ICR

SRR

A~ cloudServiceln

request
code
source_ip
trace_type
event_type
project_id
trace_id
trace_name
resource_type
trace_rating
api_version
service_type
tracker_name
time
record_time
user

=) SRR &R @ BEREIR @

dbss DBSS - -

/dbss/v1/charge/53d1 aefc533f4ce9a59c26b01667cbef/period/order
200

10.33.54.46

ConsoleAction

system
53d1aefc533f4ce9a59¢26b01667cbef
bdd21e40-2b9f-11ea-84f2-451aca75f026
cloudServicelnstanceCreate

dbss

normal

v1.10.0

DBSS

system

2019/12/31 15:32:45 GMT+08:00
2019/12/31 15:32:47 GMT+08:00

{"name"" *"id""cef7561e56f44d21a1ad8771e27b7dcc” "domain”{"name™"

F]|7 AEFEEENICSAN, Bl “BEFME
R RIS TEAR (S 2.

SRS @ BERF @ BRI BRME

normal 2019/12/31 15:32:45 GMT+08:00 =EESM

*"id""ce28abd4fdd44e09a34c78709b413689"}}

» PR AR O, Wil 3-61 Fn, B T
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&3-61 EFEEH

BEESH

"project_id™: "53dlaefc533f4ce®a59c26b81667cbet"

"context": {
"request”: "/dbss/vl/charge/53d1laefc533f4ce9a59c26b@1667cbef/period/order”,

"code™: "2@8",

"source_ip": "18.33.54.46",

"trace_type": "ConsoleAction",

"event_type": “"system",

"project_id": "53dlaefc533f4ce9a59c26b@1667cbcf™,
"trace_id": "bdd21le4@-2b9f-1lea-84f2-451aca75fe26",

"trace_name": “"cloudServiceInstanceCreate",
"resource_type™: "dbss",

"trace_rating”: "normal",

"api_version™: "vi.le.e",

“service type": "DB5S",
“tracker_name”: "system",
“time": "1577777565771",
“record_time": "1577777567268",
“user”: {
"name”: " ",
"id": "cef7561le56T44d21aladg771e27b7dcc”,
“domain": {
“name": "_ > 5
"id": “"ce28abd4fdd44e@9a34c7870%9b413689"

R

3.8.2 ZEHITAR S L #HY DBSS #1EFIsk
B 22 A IR 558 d = 1T IS (Cloud Trace Service, CTS) JyH Frfit 7= i 55 & U5
PIHEAEIL S, 03 N A AHE P B BT & B0 T AP R = k% SRR S
SRUL SRR UOERIEE R, HEH A, B AR A .

IR SS SCFE DBSS #:1E 51| R tn sk 3-36 s .

#%3-36 ZEITARSS ST MIRER 2SS HRIEY IR

BRIFRR

FiRAR

EHBIR

B SE 4 dbss createlnstance
T3 s 451 dbss deletelnstance
TF ) SEf dbss startInstance
KA S dbss stopInstance
H J S dbss rebootInstance
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3.9 5¥F
3.9.1 DBSS Mz 4R1t AR

3 H/'4EM

TIRELRA
AR SCT MR PR B 4 g AR M PR GS (e b i 44 2 ), M SR 5112 A

YEREE X FHF‘THLLE"*}lﬂﬁ%ﬁ%ﬁ‘é%ﬁ}’é%ﬂéﬁ AP 12 CURAG 28 ot e 22 2 iR
55 I I AR bR AN T B A

SYS.DBSS
AR
PRTAERN—ARFINRAHSES., EE— EHRTERRNGRTE, FRGET

EFRSIE IR, EETIISRIUL SR ERRS, BAEBERTIL.
ETIERR

R3-37 WIRERE MRS PRSIt EtR

fetr | IBHRE | FERRE X EESERE | MEXR MR EEA
ID e (RiaiE
¥r)

cpu_ut | CPU ZHEFRH TS E | 0~100 % | ¥ e 1HsE] | 14 8h
il A | %409 CPU FIFI 2. ESP

AL HATEE Float

FHEFTR: 100%E 2%

2 CPU 5tk
mem_ | WAFE | iZFEE TR | 0~100 % | A RS | 1
util ES XF BN AR (B2,

BT Bk Float

FKHEFR: 100%E 2%

RN G
disk_u | RAEEAE | Z3EbR TSR | 0~100 % | K A diisef] | 1040
til ik XF G A R EEih

BAL: Hok Float

KETTR: 100%# 2=

N HERL G EE
hx_pro | Bidsi | ZsgtsH TRRp | 01 BHE e THSL) | 1 A Bh
cess_st | fiHEAE | SEBIEREIRAS o 0: it
WS RE | g Rk

2024-06-28 101




Hs 4 42 i 55 (DBSS)

FiI P45 3 JI 4T
R | 8RR E | HEARE N BEEE | et Wt A
ID e (JRigis

R)
O RN Y]
. H
o 1. lﬁ
RN
SIF
#
hx_por | Bitrse | idskefl TR R | 0/l SO P S | 14
tstats | {1 | S TR . . 0.
RE | e EE/N
e T N ﬁﬁ
1, i
e 1. ﬁﬂuﬁ
WEYN
BIF
#
hx_pro | Bitrse | ksl TIERF | =0 BB P S | 14
Xy_nu | BiIARER | S iR R R
m BB | e
e T =T
i,
hx_pro | Bithse | iZdska il TR R | 0/ SO P s | 14
xy_sta | fifCEE | Sl EFR IR DS . . 0: ft
WS RE | e FLIR
A AN Ty =T ﬁﬁ
1, i
o 1. 1R
DR
SIF
i1
hx_ap | Bitrse | ksl TIERF | =0 SO P S | 14
S BlRERD | S )RR A TR AR .
IR | spmp
U AN T =T
i,
hx_rps | Bitrse | ks IR | =0 BB P S | 1404k
GIAERD | Seiol A Abis R
15 R AR
e T N
i,
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6w 3 e/
fetr | IBHRE | FBIRE X BHUESERE | MEXR = EHA
ID R (Riate
FR)
hx_act | Bi#Psg | izdRbs TP | =0 B S | 1
IVE_CO | flJE R | S5 13 B 4
nnecti TR 4
ons_n
um (At RN e N==E: S
A,
3.9.2 g B M5 EZ M
k15 DBSS KN, R E o s H AR SRS, W A N 2 AR

WA R MiEfEbs . HERE. BRI S RIL B RS

K e 2 ARO0, T 2 FUE A

Gk s
LI SE DBSS 52451
BRIESE
TR BREHEH G
TE2 ﬁﬁiﬁﬁﬁfntﬁﬁ’] —, &H EFHES5RE > slEmR% CES” .
SE3 (ELMFHINES, EH <HE > HFZHN7, A “
T4 A LTy, B CAEEERN T, A CalERSERIN .
LEBS5 WELSEHMN A, EREEZHMN “HEALTHE” .
=iz alarm-vbp3
=

ﬂuII

i |G default

SEe6 1 “HPFHFM” T ﬁﬁﬂ%ﬁmﬂiﬁ% “BHRFEZERS
B, BEESERR. A AEEMN, W 3-62 Fir.

=5 v Ui

PR YR

113 ||k

B, WG R T

S ei=Ie))

g T
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g 3 HFP+am
[E3-62 % E DBSS iz g
* dpEEE
= 2k
D v Q D - Q
& D £ 24 D
* REEHI EENEE
* 18R v |C plEEEYE=EiR
SB7 R SLRIGIE” , EEHSESES, R “eie” . SRR .

s

3.9.3 EFILITIErR

BRI

BRIELSR

T OB E B 5, &F DBSS IUAHSCHRRR, KN T AREOE I 2 etk ol,  JFiEE
Tabr v BB 7 5

DBSS CUxt & id%, R CLfE z 4% DU B B M 1 T BN o A7 e i B M 5 e U
TEAERAIE, 1620 3.9.2 W E i EMN .,

ARG

BT T =, P AT S I > MRS CES” .

TERMISIIREL, W “ZIMSNE > BiRBERARE”  #A “ZRSR" )
i

£ H b5 DBSS sKBIFEATI “3fE” I, Hdy “&F MERRE7 . BEENRITER
VT -

-
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HE

4.1 &A%

411 ftARBIBEREHEIT?
B B 2 4 i TR A 55 AR e URUE B e & W U ThAE, I SR e S R P U7 R B AT
K, TR B R B RS, RS AT MR AT A T S S, R, B
e AT DA O L B 22 ke (140 Sarbanes-Oxley) HI& iR, X 8dE ) N
HRIE AN IE M AT R ALIB 5T, PREREHE VT =22 4,

412 BIEERLHITH RDS SQL #Hit B+ AX3?

DBSS # 111 RDS SQL M Z{EThge MG 25, W3k 4-1 Fios.

41 EFEER
it IngE SEE
RDS SQL | Hids% SQL i 1k I3 FH T8 RDS 04 i 3 5 .
BT

DBSS #it | st Frf AR E RS ERE. £ | MATIaEEEE S, B8P
103% SQL Vi Il kit kAT 224 | B @5k .

Kl Geitadr. KRR A
MR REIIRE, RE s R
()24

4.1.3 BIRERERS FFMPL M RENAR?

K e 22 AT SCRPBERAR . ML RRORT e R Al = Al 55 A o 48 AT AR L 55 75 5K
T ML AR R 55 A

Hs P 22 AT S A R PR BE RS Ul AR 4-2 For .
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T/A-2 BUREE R AR A M RERIAR AR

hR A MENEIEES | REREEKR | MESH
11
AT | 2 3CRF 1A CPU: 4U | FRrtRIEfH: 1,000 /5
I8 12 S 41 g o NJEHE: 120 Jj2kI/If
16; o 12414k SQL BRIk
{TEE . v VA 1R
EE0GE 15 1.6 VR4 SQL iBA)f7-fif
FERR | RE SR 3L CPU: 4U | e FH-EiI&{H: 3,000 &/
¥ g S A] ope o NFETHF: 360 Jjk/I/INEF
16GB o ALATELL SQL BRI
2%3%5 o 50 {Z4IFR4 SQL I fik
Tl | B2 SR 6 A CPU: 8U | e FRREEIE(EH: 6,000 5/
5 7 S 451 P A7 o NJEME: 720 Jj2kI/If
32GB o 6104k 1ELk SQL BRIk
gL AT 1o 100 {4 U78S SQL 4
et | B 30 AN CPU: 16U |e #Frt&Ig{H: 30,000 %/F
¥ 2 S g o NJEHF: 1,080 JjZk//NK
64GB o 1544 7ELR SQL 1EA) 17
ML 2T | 600 {24 kY SQL B IR

4.1.4 BIEER 2RSS AT LURIP IR iR ?

B B 22 A AR5 v U AR R E AL = L7 R ECS H @2 80 % . BMS H #2548
J&E VLK RDS K R FE TR ARy . fEAER — B IURAE = KL T NI ECS H 240
JFE. BMS H #E F A RDS 2% R MR A, T 4% PR i A i DR AN RE St LR AL A%
¥
4.1.5 BIBEER SRS S MPLe KB MR EE?
Bl 12 22 IR S5 SR HL ) 5 A DL R Bl 2
o M
o BPEANRS 4 (Elastic Cloud Server , ECS) [ &%
o W& JBIRS P (Bare Metal Server, BMS) [ &34 ¢

41.6 At LML LBIEAED LEF R E P RISH?

W S K P 2 e T S B A A T S P ) R DAL B 2R e A A X 2% i
B E/DVRIN A, DA ELAE AU LAC B e A RE B B S
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FH 4 % LI
= i
T B, 7

417 BIEER 2RSS LA HEZRE AMRTE L 2R MAY
MR 54 5 1A Rl Y

418 HWIRER SRS G T EHLZNL 5057

Ve S PR S0 o 2 A e o5 2R ARRBE9,  SECRE AN RE ST Bl e e = o5, ANRE i
BRSSO T B L M B A, RS R L A R ST

419 BEEREHIT RO XTI Z TREEME = EHURRE?

O e 2 A T AR d T PR PR AL = B, SCREXT = R Hodl
P $R 3t 55 i A X P Bl 128 o T D e -

o HUEE
o MRS EE (Elastic Cloud Server , ECS) [ &%k FE
o W& JEIRS 7 (Bare Metal Server, BMS) [ @33R

Ha e o A U SCRF B BT RO, 1S W B P 2 A W U SRR e e
i

4110 HIEELERF 2B T HIESER A8 ?
PR RS BB 4 A 10 SQU 540 (U3 L P BT, 46T DLl 5F

JA BRI B e, DU TG L R AL S P SO, oK 7 LB el 126 P P S5 S
Fro VETHES W E AL EHE RS L

4.1.11 W93 DBSS RSB G RN BB ENER—F M B2 0 ?

3% DBSS fik 55 5 I In K 2 A Eli FEAE R — 5, E R ZAERF— VPC, @I
e e v AT IR H H E, AT R

4.1.12 DBSS AR 581 SEHIM < 1P B RRHIAS ?
P ENANET 5 H DBSS & 15261 5 1P Huht, HARIFFTCIR .

4.2 Mg E
4.2.1 Wy SESEBIRT NN “F 7 ?
i B P 5 R E R — VPC 1

4.2.2 W LS5 Bt A fa] ik VPC?

XFAEs LIEHEE, Agent Al DBSS SEf 2 [ ¥ 4% 75 Bl i VPC EjE. DBSS 5E
Bilft) VPC Fl4:2%% Agent (31 s RAEAH VPC, ¥ S it
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423 E—XIiG T I Z DN HEE R £ 5 1525 ?
o JLARR: B SCRF 3 MBI RS .
o  TlhRk: BE R 6 NEE E S .
o EZih: % SCHF 30 N EE S
424 EE R EMTIBEELZERSSERET R LHFEIRNG?

MBLE L B 2 I SERR PE 22 A RS ), DBSS ¥Rl kEIEE L Jd = F I %I, Wk
FIE YR B a2k 4-3 s

WRIEAAEE DBSS HIEL B = RIR, WEEAHR =~ LW DBSS.

TA-3 BURERERITHFE IR

Rz THFE IR

Fet e VCPU: 4 ¥
e Nff: 16GB
e fifift. 560GB

LR e VCPU: 8#
e NfF: 32GB
o fififi. 1084GB

T i e VCPU: 16 1%
e N7f: 64GB
o [H#L. 2108GB

4.3 HIREREHITIIEE

431 BEERZESHIT A LAEX S {ERLE?
Bls e 22 A d P AN SRS X 3k (Region) A o 457 B 11 AR 508 28 ARSI 1 00 2 22 4
B TSR A IAE [R) — X4, 168 A e Al FH BdE R 22 A i ThRE .

432 HiEEREH A LIE B X ERG?

o B TR R P AR W S (0 R 2R 2 e B T SEPAA AR (R — X8, S el P Bt e
STl WA T IR R AT S R P 2 A e T SRR ) — X, HANE R —
FTRIX, A AT DA P ot P 22 A i

i, SRR X “RTIX 17 WK T Sl e 2 i v, AU RO A AR 1%
DXy “RTHIX 27 B0 “RTAIX 37, DN AT DU IO Sk ) o8 P 22 4w it
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433 BIRERSET CEBRER) EELHMLS?
NEOMA) o BIOHR P 2 A T TR O e A IR S SR AR 1 55 B B I R LT Thdg . R
P EAT RO, AN A S, SAHE T T EAME,

434 BIRER S EH AR AT WL

R B 2 4 W VR A 55 B 7 =0, RN Pk S SR T R, ) DA
4 L) RDS. ECS/BMS H 2 i 8 E FE#E AT RIS R 1.

o ETHUEIENIRIE, MBI TR B (B X BRI S
PR AERIEXT R, A RO Bl e k4T H 1t

o MU, =ifiv SQLIEAZEZANYEREREAT 704, BN K 1 A PR DL .

o RUtHITHRRMNRE, ATLVER AR, AR R A TR (AT E R A
o RN, SORFARERR A R S o il A B S SR TR

435 Z R BIEE LR
Bl e 2 4w v SCRR RO R SR K AR R 4-4 Fios .

TA-4 BIREE R R SRRV EIR BB A

WiREER LA EN

MySQL e 50. 51, 55, 56. 57

e 8.0 (8.0.11 KL LARIHIFhRAD
e 8.0.30

e 8.0.35

e 810

e 820

Oracle e 11g
(K] Oracle PRI, ERCHRAR 24, 11.1.06.0 . 11.2.0.1.0 . 11.2.0.2.0.
WA H T Oracle i 2, W EERRE 11.2.0.3.0. 11.2.0.4.0
R 57) e 12c
12.1.0.2.0 . 12.2.0.1.0
e 19c

PostgreSQL o 74

e 80. 81, 82, 83. 84

e 90. 91, 92, 93. 94, 95, 96
e 10.0. 10.1. 10.2. 10.3. 10.4. 105
e 11

e 12

e 13

e 14
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ikl 4 i WL1A) R

BHEEEAR hig 2%
SQL Server e 2008

e 2012

e 2014

e 2016

e 2017
GaussDB(for MySQL) MySQL 8.0
DWS e 15

e 81
DAMENG DM8
KINGBASE V8
Greenplum V6.0
HighGo V6.0
GaussDB o 1.3 MR

o 1.4 R
MongoDB V5.0
Hbase 1.3.1

2.2.3
Hive 1.2.2

2.3.9

3.1.2

3.13
MariaDB 10.6
TDSQL 10.3.17.3.0

4.3.6 BIEEREH I I RIEEBEEMLRERE L?

T T AR Rt P N iy AR 0 22206 Agient, 4 TR T 0 0 2 0 B B0 P <2 4 o
nEYE

B P 2249 1) Agent AT IZATTE Linux64 A7A11 Windows64 f7#:4F R248 1, 2237
PEAERF VAW TR

o U R AR THY) Agent SCHFIY Linux RGHCA UK 4-5 k.

F24-5 Agent I3FHY Linux REERRA AR

ARG BTR ARG
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RG AR

RGhRA

CentOS

CentOS 7.0 (64bit)
CentOS 7.1 (64bit)
CentOS 7.2 (64bit)
CentOS 7.3 (64bit)
CentOS 7.4 (64bit)
CentOS 7.5 (64bit)
CentOS 7.6 (64bit)

Debian

Debian 7.5.0 (64bit)
Debian 8.2.0 (64bit)
Debian 8.8.0 (64bit)
Debian 9.0.0 (64bit)

Fedora

Fedora 24 (64bit)
Fedora 25 (64bit)

OpenSUSE

SUSE 13 (64bit)
SUSE 15 (64bit)
SUSE 42 (64bit)

SUSE

SUSE 11 SP4 (64bit)
SUSE 12 SP1 (64bit)
SUSE 12 SP2 (64bit)

Ubuntu

Ubuntu 14.04 (64bit)
Ubuntu 16.04 (64bit)
Ubuntu 18.04 (64bit)
Ubuntu 20.04 (64bit)

EulerOS

Euler 2.2 (64bit)
Euler 2.3 (64bit)
Euler 2.5 (64bit)

OpenEuler

OpenEuler 20.03 (64bit)

Oracle Linux

Oracle Linux 6.9 (64bit)
Oracle Linux 7.4 (64bit)

Red Hat

Red Hat Enterprise Linux 7.4 (64bit)
Red Hat Enterprise Linux 7.6 (64bit)

NeoKylin

NeoKylin 7.0 (64bit)

Kylin

Kylin Linux Advanced Server release V10 (64bit)

Uniontech OS

Uniontech OS Server 20 Enterprise (64bit)

Anolis OS

7.9 (64bit)
8.4 (64bit)
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RP AT RGFHRA
* 8.6 (64bit)

o U FE 2 AU Agent SZEERT Windows RGRA U T FTaN:
Windows Server 2008 R2(64bit)
- Windows Server 2012 R2(64bit)
- Windows Server 2016(64bit)
- Windows 7(64bit)
- Windows 10(64bit)
AR
DBSS Agent BB T4KEH Npcap, UNERZZEIFEFHE7R"Npcap not found, please install Npcap
first", 75%%E Npcap /5, FBZ3E DBSS Agent,
Npcap T&k§EEE: https://npcap.com/#download

[%¥]4-1 Npcap not found

=X CAWindows\system32\cmd.exe

all Mpcap first, then run install.bat again!

437 MIEEREFITZEHWEFITE?
B 2 1 SCRERUR B 1. XU ) B e o B 2R A SR A B A 34T E 1
B 2 2 4w E BRI W R E

438 WIBEZEFITA LIHEITAE VPC BYEHEEMN ?

%ﬁ?&ﬁfxéﬁﬁﬁfiﬁﬁﬁfﬂ VPC [ . 2187 2 o AN VPC IR e I
T VPC HAHE(E, A LUEIEAE VPC [0 4 1) 7 Nl . 1 S H g F—
W&F T TR AT E

439 WIBEZEE T3 TLS EEA NG ?

AT FE. TLS (Transport Layer Security) 2R RN 1), ToikAd 8 1 2 4 W
THIhae
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4310 HIEELEHITREITEIETUGRES A ?
I 2 5 4 5 SRR AEL RN 10 P 5D R4 180 R 3D e
ST BLEE R P e AV R0 U, SRR R A LRI, 2T

[ B (A o T e df

TA4-6 BUREE R A M RERIAR AR

iy A TRBEES | RRAREEK | HESH
1
AT | RECRF 1AL | o CPU: 4U | o FFiLEIE(H: 1,000 /4
5 7 5451 o NIE: o NJEME: 120 Jj2kI/If
16GB o 1LEAEL SQL BRI TEAiE
. E‘;(%B o 15124 VR% SQL iE A1 TE %
LR | B2 EE 3 A e CPU: 4U | e FHMHEIE(E. 3,000 &/F)
32 PE 591 . Wiz o NJFEHE: 360 Ji&IINK
16GB o 4{Z51ELL SQL BTG
. gﬁ‘ééﬁgB o 50 {24 RS SQL AU Tfk
LbfR | BRESCFF6 ML | o CPU: 8U | o FrrtEIE(E: 6,000 /4
5 7 S 45 o NI o NJEHE: 720 Jj2kI/INf
32GB o 6105k 1E %k SQL B ik
o B AT o 100 (24098 SOL EITEfE
Sl | R ER 30 A% | e CPU: 16U | e FHNHEIE(E. 30,000 Z&/F
I 2 S 41 o HTF: o NJEHF: 1,080 JjZk//NK
64GB o 1545 7ELR SQL 1EA) 17
© WERE: 2T | 00 {246 aM% SQL AT

(MR
o HIRRFLAIBIS SRR \P+EREROTE,

NRE—HIERE 1P BES M UEERD, BURRESLAIBUIEIRRFRO. 1 MEgEE PR
B 11 4EEFER, BIA— M EERERESIA; 1N 40ERE 1P BE N NMEEFERD, BN

EERRSLA.

Bian: FAFA 2 NEUREERFTO RN IPLFD P2, IPLE—NEURERO, A 1 NSRS
Bl; 1P 3N EERERIRO, 79 3 NEIRESTAI. 1PUAD IP2 ST/ 4 DNEIERESL), 1EEAR
BIRFUEITEATHET 4 MUEESLS), BEMAEWIR (RSFEHLT 6 MEUEREL

B).
o FHFHENAUE. EEEN, BRIIEEM.
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o TIRERRXSTFE RDS ZHIEWE.
o ERPHEL SQLIEIRIFE, RIEMRESR SQLIFGUNEEN 1KB FitEH.

4311 BEEREFHITAERE, ZKATERAPRTANE|SE@EH?

FERU e 2 A v TH IR HABAT IR UL T, AR GUACAE S BSOS o 0 R i K SEANER
i 5 7 hd.

MBS WS, AR EZ TN IERISITIEL T, S8R E 2 e L
HIR (CPU. WAAARLED I B E RS EBIEN, Rgu™AESE@m. HPAES
3Bl AT AR I K

4312 BRAZHFERFYESBREE R MHHZHEREIRIG ?

Sl — kT BT B RNl A IR A

4313 At AP BEEET R HIEERE®HITIRE?

WS T BTG, 1518 Google Chrome B Mozilla FireFox 3 5 2%

4.3.14 AN SMER R R SFMBIEEL 2 F T TIEED ?
A FEL B P 34 i

T RS TR RGEARAE RSB 1) — B, WA RS WEAEE
Z by NABARTZ, 2T BRI PR AN T 5T R g, FE
R R A AR B 2 A LR A o

KOl P 22 4 o v R 55 B AR S, alad Agent CHGHE PR AR F Y /423 Agent)
ARIYT I Bl e R A B AR B T R g SRUCH T R GG B A A1
i BERAS WP, AT S B A o 22 A W T D RE

DRI, Al 55 st ) o R Ao i Bl e 22 4w v D g, A 2 Agent T SQL
SR B A B .

U ARG B B 2 2 A R R, 1E S WL W E S T HER
4.3.15 DBSS IR R X E = T ENITHY SQL 1Ea) i1 Ti#HIE?

AJ L. DBSS A4S & 11 & Agent I A& HEMRESH, 5T ETK.
4316 DBSS BRFZF B X IFEL TZRE?

ASCRF . Bl e 2 AR 55 R BB AR ST I = BRI SS A, SR EOR A R
ST EHRE L.

4317 =BRSE T11E 7~ DBSS RS TN B E A B AN AR ?

DBSS SEAI £ AN ST R MG 4%, Rl A A B I JE 0 A RAF 270 180 R H B & L
RI, w5 BT

s
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4 5 L)

VR B PR P S R A P BB, R BN ety o QR EIT R 1 4,

it
] RNRZEE .

4.4 BIRERE®EIT Agent fHX

441 BIEERZEEITH Agent IR WL IhEE?
1o P B 2 2 A i T Thag, 0 AUCE B 227 s BN F 1Y 65 22 3 Agent.
By e 24w 1 Agent 1 EHRAELLU N IhfE:

AR ) Hodhs P i
R e BRI H T RS
BUCH T RG R E 2
R PR 7 A

442 HIWEREHITH Agent AT AR ZAML Windows RIER S

£?

5 FH Bl P 2 A T DIRE, B B T e BN T R 2% Agent
Hdfe e 22 A H T K Agent SCRF2AE LR Windows #:4F R4 E:

Windows Server 2008 R2(64bit)
Windows Server 2012 R2(64bit)
Windows Server 2016(64bit)
Windows 7(64bit)

Windows 10(64bit)

AR

DBSS Agent H9IE{T{&EHk Npcap, WNERZZEIFEFHER"Npcap not found, please install Npcap
first", 75%%E Npcap |5, BZ3E DBSS Agent,

Npcap T&k5EE: https://npcap.com/#download

[%¥]4-2 Npcap not found

= C\Windows\system32\cmd.exe

1 TR
not d p 11 Mpecap first, then run install.bat again!
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4 %

=

N

gl

443 BIRFEREEITH Agent AJLAREEML Linux IERZ L?

i PR Bl P 2 A W T D RE, A B B T s BN T S 220 Agent

it R e A LT ) Agent SCRFZCRAE Linux64 MLiffE RSt RGURA UL 4-7 FF

No

F=4-7 Agent STHERY Linux REthi A% RR

ARG AR

RGhRA

CentOS .

CentOS 7.0 (64bit)
CentOS 7.1 (64bit)
CentOS 7.2 (64bit)
CentOS 7.3 (64bit)
CentOS 7.4 (64bit)
CentOS 7.5 (64bit)
CentOS 7.6 (64bit)

Debian .

Debian 7.5.0 (64bit)
Debian 8.2.0 (64bit)
Debian 8.8.0 (64bit)
Debian 9.0.0 (64bit)

Fedora .

Fedora 24 (64bit)
Fedora 25 (64bit)

OpenSUSE .

SUSE 13 (64bit)
SUSE 15 (64bit)
SUSE 42 (64bit)

SUSE .

SUSE 11 SP4 (64bit)
SUSE 12 SP1 (64bit)
SUSE 12 SP2 (64bit)

Ubuntu .

Ubuntu 14.04 (64bit)
Ubuntu 16.04 (64bit)
Ubuntu 18.04 (64bit)
Ubuntu 20.04 (64bit)

EulerOS d

Euler 2.2 (64bit)
Euler 2.3 (64bit)
Euler 2.5 (64bit)

OpenEuler .

OpenEuler 20.03 (64bit)

Oracle Linux .

Oracle Linux 6.9 (64bit)
Oracle Linux 7.4 (64bit)

Red Hat .

Red Hat Enterprise Linux 7.4 (64bit)
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RF B RYGThRA
¢ Red Hat Enterprise Linux 7.6 (64bit)
NeoKylin ¢ NeoKylin 7.0 (64bit)
Kylin e Kylin Linux Advanced Server release V10 (64bit)
Uniontech OS e Uniontech OS Server 20 Enterprise (64bit)
Anolis OS e 7.9 (64bit)
e 8.4 (64bit)
e 8.6 (64bit)

444 BIRERE®IT Agent BRI A?

Linux ##1ER %
Agent % R4 RN “/opt/dbss_audit_agent/bin/audit_agent”
Zh Agent J5, BRI UL T ERIEDER, &F Agent F2F B R A .

S A BTG @EY TR (Bl PuTTY) LA root F @it SSH 7=, &% Agent [
LR R

HEE2 PATLL R4, BFE Agent F2F HIIZ IR
ps -ef|grep audit_agent
o MR FMMEIELFEE, UL Agent F2JFI T IEH .

/opt/dbss_audit agent/bin/audit agent

o R FMEREAEE, UL Agent f2/FIE T R .
TR

Windows #{E& %

Agent ‘Z2E5ERE, 7F Windows (B4 #igs 1, 1 LAEEE Agent [t e
“dbss_audit_agent”.

445 (Linux #1ERS) R Agent RS BREBAHITIR, nfd]
LT ?

ﬁﬂﬁﬁfii% Agent N, A ZARBIATIPHATIR, 15 7E 238 Agent (175 _EHATELR
58, UM BAS AT LR :

chmod +x install.sh
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Hds e 22 42 il %5 (DBSS)
iRk 4 L) R

4.4.6 (Linux #1ER%) BIEEZRE®H T Agent B Fim HERTFEM
B?

Agent % P HEAE 42 A “lopt/dbss_audit_agent/log/audit_agent.log”

447 FNIN Agent B, TEALABR TEE®RE “HEEHE Agent” &
miEI?
AR SRS T 2 AR R, G 4-3 s G0 SR IE B N i ) RN B
(Fltn “DB1”), CIER AN T Agent (B “DB1” #¥E FEAE AN Agent IFf, 273

TSR R RN ). M RZ N 3 ) LA B P AR AN N Agent I, R
P IO Agent” BNyl (Bl “DBL” CLANINEY Agent).

AR A2 N o 2225 T Agent,  TIZECHE VNN Agent Ja, Al 2 4w T B R
Hift Tt

&l4-3 — R FimiERE T SR RE

| DB1 ECS/BMSEEEHRER:

7 i .
S ' Dp2 Rt o
o
(MR
= (e Sl

o 28 ECS/BMS BEEEUEE
o 22 RDS XREHUERE
e ECS/BMS BE#UERES RDS XAREEUEE
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MR 4 5 WL 1A
[El4-4 & EH Agent
i~ NAgent
A 0 =EZEg5&Agent gllEAgent
RS test-ecs -
* Agent ID AXLGdsUN -

Euig

448 BBIEERE®H T Agent BITRRESA “RERS” B, it

IE?
7 5 VIR EE VS N Agent S5, 1% Agent IIRIARIEATIRZAS A “ARBR 17,

[E4-5 Agent SNk

== mEES

W0 Agent J5, RIS EAE 2235 A b 2edk Agent, A REAE FH AR A e A O
I Agent J5, FEH1Z Agent IZITIRE .

o I ZEE Agent S5 Agent IEFIZAT, MiZ Agent FIIEITIRE

BN o

[£l4-6 Agent IZITIEE

== TECER BT [l =S

\\\\\
AgentiD ERUARE  RENAP BEER

WHEESE  CPUSBMNG ) ETES

Agent 5 HiHf e 22 A i TS 2 R AE R 7 T EEAT AR P

w3 Agent J5, 1% Agent IS TIRED A “IRIRAF”, 1SR 4.4.17 Qi kbsE
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449 TR RDS AR FEZ T % & ECS, fa[Ef#E Agent?

MFFE ) RDS %4 7 £ 4 ECS, RIZAMAL (ECS) EREF—14 RDS i, i
B N P i 0 o L 22 Agent, W1 4-7 FiTas.

E4-7 2R RimiERZRE—1 RDS
MRS EE= L

Z1 R RimiEE —1RDS
e . -
RDSERBVSIRE
mm o

E SR IR AR Ja, B RS IR DRI Agent:

1. ¥ Agent.
Fi A5 %4 RDS ) ECS #5770 Agent.
2. 2% Agent.
N Agent J5, R EEFTA %R RDS 1) ECS F23% Agent.

4.4.10 IMMIEFHIEELEHITH Agent RIETIR?

Hode e 22 AW T K Agent R LR BN i . R AR R . ISR e
s> N > A7 PSSO LT Agent 11211 .

TERTT A B 2238 Agent FIVELN 1 H 3R 4-8 P o

T4-8 BUBEZR 21T Agent ZZ5ijtAA

Agent £ | ERA=R T IhREEA AEED
ETR

Bl ey | ECSIBMS [ i g AT CLH A U 28 | A9 Agent I, <223 IR
RN S O B A DT I E | A7 e BT
Ko

RIASH | TR B A N | AU LRI S | o RN Agent i, % K
HEIREE (B, RDS % | BERUFTEURIEMIIG | A7 SRR RO .

AR *e o SHRARRRERE T £ A MR
P, USRS A

2024-06-28 120



Hs 4 42 i 55 (DBSS)

i aEicL] 4 H L]
Agent & | AR BT INEEULRA AEEI
%%I\\\
I P CAE N sids i T
Agento HADERE AR AN
Agent i, HRFFEEEEE “ikHE
O Agent” #sinJr .
AR ER vy TEEFBBIRET A, | Re RS Rl | i Agent i, 75 ELR AT v

HABEAE S F iy 2 2
Agent FIEBEIEL ()
a1, RDS KR AERE A
I AE = )

JEZ IR s e, JEik
B T i 5 i i
HIP7IRHE 5%

VRN S, BRI 22275 i 38
R kg N, H R
TP TN E AR 1P
Huhik.

RN Agent 753\t AA

o Hdf e i

[&14-8 TEEHREE RN Agent

a~JlAgent
AT iEEEHFAgent ©Q tlizAgent
EIFESR LINUX64 -
EZiE
o Rifili
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[£l4-9 £ R AN Agent

i INAgent

AT EERAEAgent O dlEzAgent

RET R O rfk

* ZETmIP 192.168.1.1 BHiHEHRER
CPUE{E(%) 80 MEEE(%) 80
BEESR LINUX64 -

B
[E|4-10 & EH Agent
~INAgent
A O =EESEAgent alliEAgent
FHREESTR test-ecs -
* Agent ID AXLGdsUN -
B

LHEANN FmEE T 2N EIEER, IRz Aimi— N R E S N BRI T
Agent, ELMBEHEEERIN Agent i, REEEEFE "1HIFEE Agent” imI0A. ¥4
N, BEW 4.47 HI0 Agent Y, EHAFE THREIRE "HIREHE Agent” iHING
:_Et? o

o fRERH
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[El4-11 7ER A imANA0 Agent

HINAgent

AT EERAEAgent O dlEzAgent

RET R O rfk

* =T RIP 192.168.1.1 BHiHEHRER
CPUE{E(%) 80 PItFE(%) 80
BEESR LINUX64 -

BT

RETR IP EEICE/HNERY 1P ik,

4411 WA BITHIREREEHIT Agent 325 7?

PRI AR E PR s it G, B EIEDIR, 1217 Agent F2F
BREHEN G

TE “CIEFRI)” NRIANRAE T, kPR EIS AT I EE S

BRI Y BT Agent FIVEZNMS S, 76 Agent AITTEATI “¥fE” %1, i
“F# agent” , ¥ Agent %R N E R A

274 Agent.
A R4 Agent [TELIERAE, 155

b
N

N
g
(O8]

T

N
X
B

4AHWWE§@%E§%$%A$m%ﬁﬁ%§?
LR L Agent BTG, TES LU N IRIEDIR, &F Agent F2/7 BT IRS
Agent F27 FIZ TR WK 4-9 P,

Linux ##1E&%

S 1 [FHEFEEAEY T HE (F PuTTY) LA root Bt SSH A, &2
Agent 175 15,

SE2 PUATUL T4, BE Agent 27 K274

2024-06-28 123



Hodfe J7e 4 42 i 55 (DBSS)
W 67 4 L]

service audit_agent status

R R L E R, Y] Agent BT IS AT IEH .

: _95yBZIsBbeAhEFQE_hhD]#
[rootmec _9syBZIsBbeAhEFQE_hhD]# service audit_agent status

audit ~agent is running.

95 yBZ7TsBheAhEFQE hhD 1#

audit agent is running.

s

Windows #{E& %
HIE 1 HEA Agent IR H %
T2 Wik “status.bat” PAT M, EE Agent FIETHRES.

F4-9 Agent IT{TIRES

RS 1iER

IETEIELT %225 Y Agent FE 5 IEAEIBAT

Wil AT R Agent 27 CLOCH . Bl A MERAERER “HF B
TLﬁlZ Agent.
LiRR

Agent F2/F1E CPU SR ERTEAR, IETREEREXE. BiaE
CPU FAXEEBIY Agent BLER CPU Bi{E, FEXSIESY SRELUR
RIZIFRE. Agent FEFRISTE CPU (EBERETHIEEEMER.

PRER A NN Agent J5, Agent IIRIEGIZ TR N “IRIRH” o

W ESCIRE, 165 4.4.8 L8 FE 224 H 1T Agent 111217k
BN RIRF” B, dnfkbEE?

4.4.13 NI TEBURFER EHITHY Agent?

Agent ININSERG , BB TR E T Agent, FEARHE Agent N5 AFE B e vy 5l S
Uiy 2234 Agent.

(] i%Be
B Agent ZBEME—HAY AgentlD, 2 Agent IEHEFIBELZSRITLHINEERHE. BIREHINAN
Agent ffilf®, TEEEFTANI0 Agent f5, TBEEHT NEL Agent,

I Saa
o LRI SRR e A e, HSEEIRRAS A “BiTH .
o ¥R IFE IV Agent.
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JiiDRErLL] 4 1A
BRIESR

PR FREAEHIG.

s pdis bl mrexs.

SW3 P wh > BIREREIMES T BB 2 A S 51 % A

PB4 AELMSHM T, L5 “BIRELH T > FARESIR” , AR EY R .

SWS AL EFESLH” RIS, R T A Agent HIRE TR IS

SE|6 i “HIRAEIR” FIRTIE F7M 7 JEIF Agent (VEL4IME K., 7E Agent BT fEAT )

“EAE” B, Bl “F#agent” . K Agent AL T B F A

[E4-12 V% Agent

=S HEEER RS IPiBiI AL =ffiE EIFES =S Agent =
test-ecs
92 168
~ 1 MYSQL UTF8 1‘2:‘65'1'2 - LINUX64 [=Fa0 =] FEhnAgent ESEI )53
3306
5.0
AgentlD RETRER  =ETSIP EERE HHHRESHR  CPUBEC) REEE%) BETEs EF
AXLGdsUN3TVI6BIHCWv2M  275SRsis 192.168.1.2 LINUX64 - 80 80 {RERAR A Bk

TR 220 Agent 1T RIIIERIE RGERAY, b3 N B R Agent 22340,

e Linux #(E &4t
1E “BERB” A “LINUX64™ [¥d I 3k Agent 235
e  Windows #:1F & 4:
15 “HERS” N “WINDOWS64” fr%idi 72 b R #k Agent %354

R

4414 AT HIEELREHFIT Agent }2F?
TEHHE 7 i N FH o 19 R 2226 Agent Ja,  SANTR E0F 1R TR B, AT LR
% Agent [T s E1 % Agent.

FIE7= San

CE 225 3 7 Agent 27,

£ Linux #M{E &R % LEIEL Agent

S 1 [FHEFEEAEY T HE (F PuTTY) LA root Bt SSH A, &2
Agent F1 5.

SE2 PUTULF a4, A Agent 3840 “xxx.tar.gz” fif ) )G BT/ H 3% .
cd Agent K CIAE LT Tt H R
$B3 HATUU R4, BERSHEEMA “uninstall.sh” FIHATAIR .
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Il

o INFAHFIANPATEIR, HHAITLIK 4.

o IREAEHIARPATER, HHAT LLT #24E:
a.  BUTBARNaS, dSINE S A BATAUR .

chmod +x uninstall.sh
b. WA ZRMAPATIIR G, EHAT LI 4.
SEA PATLL R4, #H4K Agent.
sh uninstall.sh

GRS LR AN E R, U E R .

uninstall audit agent...

exist os-release file

stopping audit agent

audit agent stopped

stop audit agent success

service audit agent does not support chkconfig

uninstall audit agent completed!

s

£ Windows ##{E &% LENE Agent
$£IE1 kAN Agent 223 H .
HE2 Xk “uninstall.bat” $447 304, #13 Agent.
£ 3 IGF Agent CLEIE I

1. FTIHMESEHLE, BF “dbss_audit_agent” #EFECfE 1L,
2. A Agent ZEEH, wIEHFNHECLEETMER.

-

4.4.15 I L% Agent (Linux #BIERS) ?
74 Agent J&, A BEIT A Bud R 2 AW TR D RE, 0 AR T HEOE PR AT R L
KA FUTLE Linux 245 E 223 Agent.

IR &1
o LTI SHE B s, HERBIRRAS N “igdrh 7.
o ¥R IFE ORIV Agent.
e TURHN Linux #:1E R4 Agent 2356 .
o 4% Agent T RIZAT RS2 Linux RGRAERK .
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B Agent

TR]7

(MARETY:
LR Agent BURTHER, FEENH[ITE Agent BEX —ME.
T BRI 2 2 0 DL B s ) SR8 358, (EAH T A5 223 Agent.

B R E Agent 2L “xxx.tar.gz” AR BIfRFLEEE Agent [T L (B B WinSCP
THE) .

BT G e U7 M TR (Bl PUTTY) LA root A5 SSH s, i i .
PATUA R a4, #EAN Agent 223540 “xxx.tar.gz” AIF7E H %o
cd Agent LK i H R

:# cd /agent
agent J# LL

- 1 root root 5199159 Oct 25 89:47 3beAREFQE_hhD. tar.gz
s-test agent]# I

PATLA N4, MEIEAR “xxxtar.gz” 35,

tar -xvf xxx.tar.gz

[root@ecs-test agentl# =
[root@ecs-test agent]# tar -xvf 95yBZIsBbeAhEFQE hhD.tar.gz

PATRU N A, BEAMRISJE K H 3.
cd FEESTHT H R

rootwec~-te~ ] ] gE_hhD
: beAhEFgE_hhD]#

192 . beAhEFQE_hhDJ]# chmod +x install.sh

192.168 ) ;BbeAhEFgE_hhD J#

192.168.0.18 ;BbeAhEFgE_hhD]# 11

root
root
root
root
root
root
root

H rwr - xr -x
H rwxr - xr-x

H rwxr - xr-x
H rwr - xr -x
H rwxr - xr-x

Orwxr-xr-x
rMa-r--r-- root

Orwxr-xr-x root :
root@ecs-test 9 beAhEFqE hhol# W

PATUU N a4, BERGA LA “install.sh” BIHATAR .
Il
o WIRATLARMA W PATHIR, WHAT VIR 7
o WURVEA LRIIAIIPATEIR, 1E AT LU At
a.  PUTBL T2, BINZRAHATRUR -

chmod +x install.sh

b. WM ZEAPITR G, E AT LR 7.
PATLA N4, 3% Agent.

P R MR R R

2024-06-28

127



Hodfe J7e 4 42 i 55 (DBSS)
W 67 4 L]

sh install.sh

:AhREFQE_hhD J#
;BbeAhEFQE_hhD]# sh install.sh

(RERY:):
o FFZESRE Ubantu Y, HITLATESEEE Agent: bash install.sh

o Agent F2F 2L DBSS ZiEAFIEITH, EEIRZLE Agent Y, FEBIZE Agent R, BT
shinstall.sh i3 f5, FEEBITIRE DBSS AP,

FrmmlE UMER, GBI, S, U] Agent 22 RIK

start agent

starting audit agent
audit agent started
start success

install dbss audit agent done!

R Agent 2L, BIEFIALET ARG ITRAZEHERE Linux BERFEK,
HEHZE Agent,

$|8 HUTLA NS, &F Agent FEFHISITIRE .
service audit_agent status
WER S ELE LN E R, Ui Agent f2)F 1817 IEH .

beAhEFQE_hhD J#
beAhEFgE_hhD]# service audit_agent sta

audit agent is running.

-

4.4.16 IR % Agent (Windows #{ER%) ?
74 Agent J&, A BETT A Bud R 2 AW TR D RE, 0 AR T HEOE PR AT R
KA BT E Windows #:4E R 45 2235 Agent.

ClE= e

o CURINIWSEH e A S, BRI “agdTh .
o BUHEFE LI Agent.
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6w 4 5 W i) A
e UIRHL Windows #:1E R4t Agent %3541
o 234E Agent 1T SIS AT R4 £ Windows RGRAE K .
R4 Agent

HIB 1 7F Windows LN %% “Npeap” #fts

W% Windows FHLE %3 “Npeap”, EHATHIE 2.
R 1% Windows EHLA % “Npeap”, iE#AT LA T P 4%:

a.

I HIAE https://nmap.org/npcap/ K %% Npcap & #BiE 285 41,

[]4-13 % npcap

Downloading and Installing Free Edition

The free version of Npcap may be used (but not externally redistributed) on up to 5 systems (free license details). It may
alsgeb mitad cystems where \l is only used with Nmap and,for ereshark S|mp|y run the executable installer.

* |Npcap 0.9994 installer for Windows 7/2008R2, 8/2012, 8.1/2012R2, 10/2016, 2019 (x86 and x64).

* Npcap SDK 1.05 (ZIP).
* Npcap 0.9994 debug symbols (ZIP).
* Npcap 0.9994 source code (ZIP).

The latest development source is in our Github source repository. Windows XP and earlier are not supported; you can use
‘WinPcap for these wersions.

B BT ) npcap-xxxx.exe B2 AR A T e 3 agent FREHLHL.
Xty npeap A3
PR X UEHE S, By “1 Agree” , I 4-14 TR,
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[El4-14 EEZR % “Npcap”

(o Npcap 0.9984 Setup - o x|

License Agreement

Please review the license terms before installing Mpcap 0.9934,

HMAF. ORG

Press Page Down to see the rest of the agreement.

MPCAP COPYRIGHT § EMD USER. LICEMSE AGREEMEMT

Mpcap is a Windows packet sniffing driver and library and is copywright
(c) 2013-2019 by Insecure.Com LLC ("The Mmap Project™). Al rights
reserved,

Even though Mpcap source code is publicly available For review, it is

not open source software and may not be redistributed without special

permission from the Mmap Project, The skandard wersion is also

lirited ko installation on five swstems, We Fund the Mpcap project by W

If wou accepk the terms of the agreement, click I Agree ko continue. You must accept the
agreement ko install Mpcap 0,9954,

I Agree | | Zancel

e. TEFRHINHENES, i “Install” , Aa)ik Rk, a1kl 4-15 s

[&]4-15 &% “Npcap”

5. Npcap 0.9984 Setup -l=lx]

Installation Options

Please review the Following options before installing Mpcap
NMAFP . ORG 0.9954

[]Legacy loopback support For Mmap 7,80 and older, Mok needed For Wireshark,
[IRestrict Mpcap driver's access ko Administrators only
[]support raw 802,11 traffic {and monitar mode) for wireless adapters

[ ]1nstal Mpcap in WinPcap APT-compatible Mode

= Back || Install | | Zancel
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f. EFEHAEHET, i “Next” o

Installation Complete
Setup was completed successFully,

Completed

Show details

Mullsoft Install Syvstem w2 .51

Mext = | | Zancel

g. i “Finish” , SERZ%E.

Finizhed
Thank vou For installing Mpcap

Mpcap has been installed on wour cormputer,

Click. Finish ko close this wizard.

Mullsoft Install Syvstem w2 .51

®2 DL “Administrator” /& %3] Windows FAHL.
B3 4 T E Y Agent 234, “xxx.zip” HHIFIZENAEE —PMHFET.
B4 3EN Agent 23S FTTE H 3, FMEE 22250,

N

i
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MR 4 5 WL 1A
HB5 BEAMRE G SO, Wi “install.bat” $4473C4F
BB R, FHHUIE 4-16 FiR, HALEEAIRZ.

[El4-16 Agent Z22ERLTH

DESS Servcie Audit Agent Install

install DBSS audit agent start...
npcap existed success
main process file success
child process file success
dll file success

dll file success

startup file success
gy

3|
2, EI 17

heck dbss agent config file success
heck log folder success

$B7 WG, /& Windows (L5 E s &E “dbss_audit_agent” %,
WFHFEAAEAE, VLEH Agent 380, 1 25 E B %2 2% Agent.

4.4.17 QAT AL IR Agent SHIBEREFITEHIZ EBERE?

EEETIES

FE I P28 i s N P i 2228 Agent J, fERIE R _EAaN SQL TEF), SQL IFA) IR PR
7~iZ SQL 1HH] .

SR VUSEHZ AR T OB A 2D BRAIEAT AL .

o IAEUSINAEE (S S AL TR
LI ok ) e o T o S e AR
o TR A Agent BT IZ TR

RERMAOBIREE RURFITRES
S| GRS G,
s@o it bl mpexs.
S3 I kA > BURFERERST BB R A S 5 R
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4 (ELEMSHIR T, i “HdEELeE I > BAEEIRY . SRS RS .
FIRS AR LIS T HPIRMET, PR EHRE A BOE PR 1S4
6 AR B S R .

E4-17 EEFHITEBIRERER

5= mEsEe EETEE PO SRS wrEm  wites Agent i

test-ecs
9168

v o1 MYSQL UTF8 1;2',166‘12 - LINUX64 BHFE #hnAgent ESEINS- 1
50 3306
testl

v o2 MYSQL UTF8 ERIEHE LINUX64 EFE  EAgent 3T B
5o 3306

o WIREWEEE B IER, EHATILIER T,

o WIRMEREIE(E SR, RS CMIERT, BRI BRI, AR A
27, EFAS I .

- RIS O, SRR
- RIS, WEPATEIR T,

FRR7 AR IR TR

[El4-18 ERFHEITHIE TR

#=  mEsEe T wrEm  mites Agent Y
v o1 T\?S?ICLS UTF8 ;33268‘1‘2 - LINUX64 =2 RhnAgent ESEE 1
50
v o2 i UTF8 REeEE LINUX64 BFE  EmAgent @ B
5.0
o R “HIFRA” A “CIR7, EPATR I B A T U S 1) e A AR

W CHLPARA 9 “ERM”, i TR TSGR
ISR C AR, SRR
- IR, TR EECR P i S0 2 LB

-

RERREREFIT AN R EHAN
S A HARPE WG Y I Agent I TEAIE B, FHTR “ 23T 1P” .

E4-19 iEREZED R IPER

FS aRr=ER BHEFFE IPithii/3R 0] S BIERE Bt Agent #BF

test-ecs
~ 1 MYsQL UTF8

192.168.1.2
06

LINUX64 (== i&hnAgent ESEil

AgentiD TETER | 22ET EBIERES =HMESHR  CPUEE%) WEREO) ETRs =i

AXLGdsUN...  SdBesis 92.168.1.2 | LINUX64 - 80 80 TRERF T#agent xiF R
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4 5 L)

b
> (O8] N

N
8

Sf
¥
6)]

i
g
o

i
g
N

N
]

L
o ™

SE10

FERM SR A, G B aesit > LplsR”,
B R AL R S A PR, BE NS B B
CEE RS = N SN P TR ia 4 7 7 oz g i X071 Bl o o

BENSEGI 52 S -

(51t default)
RS B —
[i8

TEREM SR, & “UimEt > 24l , EAEHPIRAm.

TEFIF A F TR R M i A BT 4 Bl 09224 “default” J5, M Qs
“Enter” , FE SR “default” Z44ER.

oy “default” , HEN “AJ7 AN TUH .
K “default” Z24=2HHINJT IR .

HREZ LN TT RS B 1 h 2 S IPERCE T TCP MY G
>~ 8000) F1 UDP P (¥ 124 7000-7100) FHill.

o  WERIZLEHCHENTT AN, TEHATI A 2R /U1 Agent 2Pz
o WIRZLEMREENTTEMN, EHITLEE 10

IINEHE P 2 A T S e LN T A U
1 il “dsiE” .

wE W% > BIAE S VPC” , #EANEIAE =HFR S

(RN

4'20 ll]\\j]u ;}by] I]
HEAMEE | AFEHN | HAEEIN  SEESCE
SO ESEe | —ERUE

2. A “USHINTT TR SPEHEF, AP IR 1 A2z 3ETT AP U hn TCP il (i oK
8000) A1 UDP #pi CifiiI=1 A 7000-7100) HEN o

El4-21 “IRIIATSERN” 3$iE4E
AT
| @ =R AERNAESS (i) |, BB AAERERE.
=28
igiR0 @ £S5 st @ BIE
BEMTCP - |PB3E -
Pv4 - =5

=Bl

ERALAEIE4, 981 N2 AN, MFREEFEMER TR AT AR,

B
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3. $ﬂ:‘_{ “Eﬁi,, .
- IRFECHR, SRR
- WERBEAHEAE, EHATIE A 22T A Agent BB ATIRES

s

RERZRETSH Agent BFEBITRE
o Linux B1E&RSE

a. (A TEEREY T E (Bl PuTTY) LA root FiFi@id SSH 5k, sk
Agent (11223575 1
b. #ATUU T4, BFE Agent F2FHIZITIRE.
service audit_agent status
n MREFMEELRECIFEE, U Agent FRFIZITIER, WEHATRCRIGIE .
audit agent is running.

n MEAEEREER, Ui Agent B FIEAITRE, WEPATUL R &4, =
BB Agent 5, FHATRCRIGIE .

service audit_agent restart
e  Windows #:1E R4t
a. TIHMESEHLSE.
b. 7% “dbss_audit agent” HEFEEITIRE.
R IEEEAT, HPATRCRRIE.
w WURBERRE L, WEHEA Agent IR H S, X “start.bat” AT IC
fF, JPREERE, BT RCRRIE.

HRBIE
TEHEE PN — 2% SQLIBR)JE, 1 “RY > 1507 SZuamh i RIUTIEA.
o WERWLGER IR SQL IEAEE, UL R B O R
o WIRAREAR B SQL IEAIER, B REVITAE, HBRREORSF .
4418 Agent BITRRHERRZT RS D HIR?

Agent 7EIBATIN S FE—E M RS % (CPU it 5%, WIEAHLT 300MB), 4
DA A I i it -

o NI RGIEARN) CPU FINTF. 24 CPU sk N7 S MM (BRIA 80%),
Agent ¥415 1H121T, AFATREIRI.
o i Agent HEFEA 1Y) CPU N A7
4419 Agent &3 K MANfAI AL IR ?

SR Agent BRI, 1E AR IR Agent ID 215 IEHf. W Agent ID % B iR,
E N 1ES, JoEEHESE Agent:

FER1 AL H A .
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B2 SZHHATEBA .
3

4.4.20 Agent ZZIR$E “unsupport this Linux version, please check
your Linux version with install document!” 20{a] R ?
HITAERS, 223695 50 IP” FTEHS [ 1P Huhk oy AP0 1P Mk, Blk, 784 Agent f5 it

1T 2 4E 24 “unsupport this Linux version, please check your Linux version with install
document!” HIEER(E S, EFHEX HAx Agent BEATHIZE S . VAP IRINT

SSUE T (E HARKCR .
SUED BIRMATEHVRI, 76 “ 2050 1P —REBUS REIE R EFAO 1910 1P Hudk.
£ G

R

4.5 BRFER W IHREEL

451 WL EWIEEZ EHIT?

ey SEHGCHR e 2 A USRI, S A A o T B AR P A 2 KR P e 4 R T S
o, JRFEBOE PR . L o A S 22 Agent. 4 B T RO R BRI PR 4
BTS2 4 o T A e R A T RO P HEAT T

Hda e o AU G B R AR A0 4-22 P
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[El4-22 BiEFE R £ HITEC ERIZE

FiE]

—  EESeE

— FrREEAsaLEAEN

BCE TN —T HeinX SR E
—  EoERERAREEE A

]

4.5.2 gnfa] K A ¥R EE SSL?

#IEAR
o IS “fuzeds Agent” JyEHE BRI, AN FEHT A MG SSL HRIE. 1
BEI A1
o BT “Zeds Agent” Ty THECHRAERS, CHIMAR NG SSL A B . S
TFJE T S SSL. K T ARHL e T 50
RIELR

LA MySQL Hudfe /i A i 1) % S s N BIUE R, R4 BR T -
FIRT I MySQL et H i 1%/ 3, LA root FH P 5% MySQL Hudfa 7
B2 PATUU N4, BF MySQL Hf e 77 K.

\s

o MR FMEIERBLINER, Ui MySQL i A <k SSL.
SSL: Not in use

o MBI EIEBMLLNEE, U MySQL Al E & JF H SSL, i #UT IR 3.
SSL: Cipher in use is XXX-XXX-XXXXXX-XXX

2024-06-28 137



Hodfe J7e 4 42 i 55 (DBSS)
W 67 4 L]

HE3 L SSL AT R MySQL Hidi i

1. PATRL T4, B MySQL #dfi B
exit

2. UL root FH P HLHTE Sk MySQL i .
TEE A2 Ja d LA S 24
--ssl-mode=DISABLED
o
--ss1=0

LA SSL #R=VER MySQL #EE, REEXMIAIR SSL. HREEEREIEFERERHIT
BERT, IBLARSLRER MySQL #ERE.

3. PATBA T4, #F MySQL Huds A4 175 5.

\s
R G R R E R, Ui MySQL #5422 5C ] SSL.
SSL: Not in use

e

453 Wi EWEE LR £ HITHY INSERT Hit kg ?
TE IS AR, 0] LA INSERT & 1 2RH% o

[&]4-23 750 INSERT E5it55H%

1BfESes

e =i

2EEE
FriEE Y (DDL) CREATE TABLE CREATE TABLESPACE DROP TABLE DROP TABLESPACE
HESEAE (OML) UPDATE INSERT DELETE SELECT SELECT FOR UPDATE
#EEsEEl (DCL) CREATE USER DROP USER GRANT

454 g EE e BIEE L e H AL E ?
TR B E 2w i ThEeE, 1655 UL EE D BRI 2 AE Bl B B R e a1t

HIE 1 fEZ%E Agent 7 SN —4% SQL iB4A) (it “show databases” ) .
HE2 BREHEH G
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HIE3 AE I FrEAT A M, $$U IRPEFF AR (AU FN &S RS (R, Heh “38%8” ., SQL iE
FFNFRKG B D IR 1N SQL iEA]), il 4-24 s

[&l4-24 &F SQL i&4]

SQLifE) EFAEIP HEEIP HREAR RESHE 125 Loz k3] "

o i SQL IEA)FIE L RHI K SQL iEA), Pt O ERRNC B BUE e it

o R SQL IBRIAIR PR B RAR SQL A, U B 4 A T DhRETE IR
Hs A% LR iR AR B

~ SRMIBIEER SSL. HIEZEIT S SSL I, KR ASBEAE B R e 4w i ThRg .
155 4.5.2 G0 5% A BOE B SSL? 27 5% P B 2 SSL.

s

4.5.5 RIS PR B MR E IR ERIEER EH I ?

K e 2 AP BOASR AL 5% “Am T s T L R DU U R P A
B TESCB K B A B e o 2 T RUUER VOIS, S BERE Y ER 2 5 T R

FEAIRSE AR, S8 th m] DURE AR ) ARG 358 ' 2 FH 1032 2 e o U SApil (K i A
Yo

FEl4-25 R HRAE R PR BRI SR BIR T  BR R
EFER

x RIGISESTR |

* ISR = =2 i Fol
s «

* REFARIETIERE test-ecs test

4.5.6 N EEFREELZEHITHRAER?
75 2 I8 DA R B 15 TR M0 22 Aol o A5
SW1 FREEEHE.
S8 2 it bamll marx,
SW3 T “id > BB AIRGG” . BN P AP 9 51

N\

N\

N\
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FERA4A ALMTHR A, EF WL esmit > LhlyR” , BN “CSLEIBIR” Fim.
FR5 PR EEEE SRS, B SIS T .
FR6 BEILHIRAREL

[El4-26 EFSHIRAIER

B BEFEE

BERER
DBSS-elb3-cbc & izfTER
18af8¢10-0ca1-4f1e-80c8-579809710ed0 on-
A | 3315 se/as

2020-06-10 14:32:28 GMT+08:00

S

457 M EBREEREHITENEERFR?

HZ MU T P RE BRI 2 W i S EE .

S| BRETEH G

s wdis bl mpexs.

U3 A e > BURPER SRS HENKUR R 2 A Sl 5 A -

BB 4 MG D, B R A > SsIR , A CSLflBE” .
SW5 PR TEAE SRS RIS, R W > SRR, B SRR .
SB6 BELEEE

ST DR IBLL T A7, B R e

o HEFE R (IE 30 4. GE LML “AH L HE 7R I 30
K SE ST, ek O, B2 R R A B e

o HEFE CRERAELT (AIET. BT o7 R, FIF S

=8
o LR BRI AL
-
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4.5.8 PC i@ AMIAFIE] RDS (BN AimEZT) B, W ERARERE
ZEHEIT?
M PC IS B N M5 0] RDS B, & 0T LK Agent 222& 31 B A3 . SbA, PC i@
SRR I U WU, R A o v R s R AL 5 O R 2 IR (K e
T IS S 5 S R B 17 1) 33

4.6 WIREREFITHIEHER
4.6.1 BIEFEREHITETERELFITHIR

LU

e P e AU SEGIDIRE IR, Afil R R RS, (E SQL BRI AR T 1 R AT
riEf], AR RBHRME HER .

Al gE[R
o HREFECIT)A SSL.
o ¥¥iE SQL SERVER WM O I Ji 54T N %5
o iﬁg&%ﬁj@ iR Agent BEFERAE . IR J3 25 2R B AL R TR DL H A

Ho
[MARY:

o HUEEFS SSL R, AREEAEIEEL£HITIIRE.

o HIEEFRRINE, EEZEFEIPEEEREMRSHITON.

X I E R B SSL

LA MySQL Hchf P 115 178 PO N I, Bl 9k T
B M MySQL Ui PE i 119735 73, LL root JILF 8k MySQL #fi e -
S PUTUA T4, AH MySQL Bl ety o,

N

\s

o MR FMEIERFBLLITELE, B MySQL i & & ¢ SSL, 1 HUT IR 4.
SSL: Not in use

o MR FMEIERFBLLITELE, B8 MySQL £l & T 5 SSL, 1 HAT IR 3.
SSL: Cipher in use is XXX-XXX-XXXXXX-XXX

S 3 DL SSL BEUE 5 MySQL £dis
1. PATLLF a4, 1BH MySQL i 2 .

exit

2. DL root H /7 H & % MySQL 4 2 .
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TEGF 2 Ja Il 24
--ssl-mode=DISABLED

o

--ssl=0

LA SSL TR MySQL #0387, REEXAAR SSL, HEEFREIEELSHITID
BERT, BLUETE 3.2 HUER MySQL $iERE.

3. PUTLAT @4, &FE MySQL Bl Pk Uy 1.

\s
W R R 2R LU RS R, B MySQL i J# 251 SSL. iEHUT 1% 4.
SSL: Not in use

BB 4 N2k SQLIEH)JE, 1E SQL A F & il H % R AT I .

o RATLAHR BN SQL IEAMEE, YO,

o IMHURREY IV SQLBAE R, YW, WEHUT I SQL
SERVER P i 5247 I o

—

%] SQL SERVER MY BI581T N2
$18% 1 77T SQL Server Configuration Manager fit & & ¥ 5 .
D ik “SQL Server MZKHLE " .
B3 fifEsi “MSSQLSERVER (Ml ” , ik “J@iE” .
R4 et RHAE D, REE RRET TR, SCPIEUE R RATINE .
5 HJH SQL Server k5%, (EAHEIUHIBCE AR
6 HAN—2% SQLiEA)JG, 7E SQL iBA)FIR R PATHITEA]

o R ATLAE RN SQL BAIEE, VLR B E.
o WIRAREARIE AR SQL IEFIER, YR B, HRABARSE .

-

N N R

Ni

4.6.2 TEERBIFEERERIT

B
il R MR RV RS, 1 SQL EAIFIFE T MR PUTHIES), FAEIERBIAI LM B S
|

o
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ST IRA AR D PR JEIR U SQL IE A A R PRI FEAT 12 2.

o R AR PR A B 1 IR A LA RBOE FE R E CLT
o A I O R R A

o I EHIEEM Agent FEFHZ TR

o KA K PR e A HE U S e A AR S AR

REREEERREERULEEENHITEGETE

F]|1 SREHEEN G,

s i bl Xl

B3 R uh > BURERSIRS BRI 2 A S 5 R T
SEA AEAMSH D, JEFE “BARBEFIR" , HENBR SR T .
BBS (E “SLIAIFRT T RAIFAME b B P TAE K 50

SB6 BEHIRPE .

[El4-27 EEFHITRIEENER

s HaREER BEFREE 1Pt /300 B BEEs B Agent BIE
test-ecs
97 168
v MYSQL UTF8 ;;5960.1.2 -- LINUX64 [=>ay =] FhnAgent =i Bk
5.0 i
testl
v 2 MYSQL UTF8 el -- LINUX64 BB whnAgent ESE

50 3306

FR7 B SRS .

o IREEPEAE BAER, THIAT IR 8.

o WURHUEREIE(E SR, ESRdr CMIERT, MBRZEEEE, AR A
JE7, BN

- IRFEECHR, SRR
- WERIEAEAE, IEPATE R 8.

F]R8 AR F I RZE O E.

o IR CHEHRAT 0 CDIPR " EPR AR R A LR
o IR CHIPRE” BRI, W TP, TR SRR
- RO, SR
IR, TR o RO 7 L

-

REHEITERP NN BEEREERH
PEZE QSRR T, R B e it > BRI, A TG SR T
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[&]4-28 FHiHSEEE R

FInSHEE
ES =t Ep EwO BOBRESEMR ZOEEEF = BIE
1 == any any - any 2ERA =M

o IR ORET N DB, WHATRE DA F I Agent RIS

o R RIET v “CFEMY, ER R, R PG B R R R .
- RIS O, AR
- IR E B, TERAT I A N Agent R RIS ATIRES

RERIEEN Agent EFEBITIRE

SE1

ff FEE P i fE Ui TE (Flin PuTTY) DL root I/ ilid SSH 53K, % Agent i)
LR R

PATLL R4, BFE Agent I/ 71T IRES .
ps -eflgrep audit_agent
o RFAWMEIRLINEE, ULHH Agent FITIEATIER, WHATILIE 4.

/opt/dbss_audit agent/bin/audit agent

° ﬁu%Eﬁ%Eﬂ{; o) ‘%Eﬁ Agent %I}_hjé , ‘l/%?j:h 7 @ 3.
PATUL a4, FFTE 3D Agent.
service audit_agent restart

o WIRNB MY, 4ERERE.
o IR REBAFLE, WEHATIE 4.

PATLL T 4, KA Agent 5 88 e 24 42w TS 2 8] A IE R IRES -
tailf /opt/dbss_audit_agent/log/audit_agent.log

o IRFHHMI BRI FER, U Agent 5 P 2 4 v TH S [A)EAE IR
THHATRCR B

E4-29 BIEIES

-1# tailf /opt/dbss_audit_agent/log/audit_agent.log

7:37 INFO [websocket message_handle.cpp:357] send config data capture result begin...
7:37 INFO [websocket message_handle.cpp:359] send config data capture result success
7:37 INFO [websocket_message_handle.cpp:136] audit ethernet is: ethg

7:37 INFO [websocket_message_handle.cpp:149] libpcap filter pahcy is: port 3306 and (src host ISZNIGENENINE cr dst host ISZNIGENONINE)
7:37 INFO [catch_data_package.cpp:119] init libpcap tool begin..

7:37 INFO [catch_data_package.cpp:155] init libpcap tool Success

7:37 INFO [udp_communication.cpp:28] init udp connection begin..

7:37 INFO [udp_communication.cpp:51] init udp connection success!

7:37 INFO [catch_data_package.cpp:167] catch data packet begin..

7:39 INFO [websocket_message_handle.cpp:430] send heart beat begln

o R FHENEABILLFER, U Agent 5 FE 2 4w THSL) 2 [BEAE
TR B AR 2R 2 U S 22 A A RN R A T I
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[&4-30 BIERE

AWdimb74cL5BTUHrp8-t1# tail /opt/dbss_audit_agent/leg/audit_agent. log

INFO [websocket.cpp:1608] create websocket thread begin...

INFO [websocket.cpp:1628] create websocket thread success

INFO [websocket_connection_handle.cpp:278] setup websocket ceonnection success

INFO [websocket_connection_handle.cpp:169] send authentication reguest packet with websocket...

INFO [websocket_connection_handle.cpp:126] create authentication request packet begin...

INFO [websocket_connection_handle.cpp:25] encrypt verify info by public key begin...

INFO [websocket connection_handle.cpp:53] encrypt verify info by public key success

INFO [websocket connection_handle.cpp:158] create authentication request packet success

INFO [websocket connection_handle.cpp:172] authentication request packet is: {"body":{"agentid":"AWdimb74cL5BfUH

':"Euler0s", "ostype":"Linux","osver":"3.10.0-327.36.58.4.x86_64", "verify":"IHGabvphoagK6Q+salLeIaIMLRBIA/S37uGRgQqd

icJUMWkSsz1VSTHZw1d Mrabnez ItXedNMiwn/ /fzcZd]9qeendGhBBIv3CXpdDDzY35MoU Lk fhauolqdMIpwrNwSutID551d5Qnov T gunuZIWTc24

'0QTh2C1101EKGHL teQ@=="}, "code”:1,"1d" : "98c43729-e302-402a-9275-321b2T6eB86c2", "method": "request”, "time" : 1543807412}
[websocket_connection_handle.cpp:177] send authentication reguest packet F&@3l€d, retry 30 seconds later!
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ey “default” , #EN “ANTFIRIFRN” TITH

KA “default” Z2 4= AN T RIEEN .

R 1% 2 4 LN 7 TR IS 75 EL A5 0 4 PR 2628545 2 1P TR T TCP il
(3171249 8000) 1 UDP ¥l Cifii 124 7000-7100) #iM .

- Rz E e O ENTT AN, EPATRCR KA
- R ZZEAREENTT N, EPATDER 6.

FI 6 NEIRTRIBMAT L2 .
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2. AE “USIINTT TR XpUEME, Y22 dETT 5 IP U TCP # (i 24 8000)
1 UDP % (i 124 7000-7100) FEN

3. el BET . SRR R,
s

ORI IE
FERUE P i N — 2% SQL B, £ SQL iF AR T % 2R AT HIIE A
o WERWTDMHRREBMMAR SQL EAIME S, UL RE AR T
o WUIRAREALR IV AR SQL IEFMER, YR B, HERARBOARSH

463 SEMHRE

TR
o BEFEL AU LGITIRE IR, WA R AR ), B S AR SR m X
6 SQL 4] .
o HEMIMFAIRLEIR.
Al gEJR &
B SRR T SR AR R S, SRR RIS .
TR

o HriE DBSS S, oh4H 2R HCE IR e S S T, AU e
.

o e AN BAMES, BERBEE A ERLAE D) 85% i & H LG HMLG] .
4.6.4 TEHNBIEEZERZ ML

HFEI &R

5 FullAccess ALPR R 535 N W) S 1T TH i 5
A] ge[R &

IAM K5 FF 5 4ikr BE AL, BUBRANE e izt N SE T,
ALTRIERIN

25T IK PN LR B -
tms:predefineTags:list
bss:order:pay

bss:order:view
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bss:order:update
bss:balance:view

vpc:vpes:list

smn:topic:list
ces:metricData:create
gaussdb:instance:list
gaussdb:instance:modifyTraceSQLPolicy
eps:resources:list
rds:instance:list
dws:openAPICluster:list
rds:auditlog:operate
dws:cluster:setSecuritySettings
dws:ltsAccess:get
dws:ltsAccess:operate

dws:createAgency:create

4.6.5 BIEER 2RSS EGIEE T Postgres B RDS HIEE R B HITHIE
BAai?

HPEIN R
DBSS 545 i i+ Postgres [ RDS #5422 A B 11 58
A] ge[R &
e DBSS it Sfilfic B A IEH, EHEFRERE
o ATCEBA N, LA AR, AT A B S 1 e i R
SSL 5 3
IR L

U %, AR -

psql -h xxx.xxx.xxx -p 5432 ""dbname=postgres user=root ssimode=disable"’

4.6.6 HIEERERFZBoNEMRRY, KMEE: Export backup file
failed.

DBSS H sl k. JMchid: Export backup file failed
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474 N EBREERZEFHITHAPRERRE?
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SB5 PR TEAE R O LML AHR, SN U .
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FIEEAYE) "I 30 9. "IE LML "SR ET7X" 8 " 30 X" SEEMXAIER.

F=A4-10 B EHESHIRAA

SHAM A
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E4-32 “QEBANEN” IHEHE
REBMED

OFHENENSEERS L, FEHRZNEE, SREEERAEEE. TESS

SrEs L@
EHEE 5% -
FHeEEtEl 2020-06-29 15:16:05 [ﬁ

Fintt FinEigedE 2020-06-30 15:16:03

il HFATHEANAITEA

Access Key 1D (AK) | |

Secret Access Key (SK)

HiE
*4-11 BEIENSHRER
SYHBIR tRA BB
A8 % RCE SIS 20 (@
° ‘ ) .:': SANE
. L -)_: K
207 & A A, ALk (SN
o KR
o KR/
TFUA T ] N \ K g T 2020/01/14
B, IR BT 90:27-08
Tt RIS TR | S R E B & A T AR TE . 2020/01/15
20:21:29
Access Key ID(AK) | #1517 %5311 AK -
Secret Access NV IR BB SK -
Key(SK)

F]7 il “HE” , WETEK.
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