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o ZIBIERANEATZMELUHS, FIa0: ctyun.cn, ctyun.com, ctyun.com.cn,
* ctyun.cn,

R S
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HERALERARAHERIT R, UTER—EENAEESEST:
o Tikl®# (Top-Level Domain, TLD)
PEREREBRATESRIIAEHESE. BRI EESEERIRAE (Fa
"on"FRnhE) MBRAIAREE (FIa".com"RRmlig) .
m EREEE (Country Code Top-Level Domain, ccTLD)
ExRTFEEEAREEERSEXAHEER. 81 EREE B CHERRRIE
&, fflgn".en” (FE) . "us" EE) f1'jp" (BX) %
m EREEE (Generic Top-Level Domain, gTLD)
BAMAEE RN FETEOERSEXOEEEE. EUNERREHEEE
".com” (FUANHE) . "org" (FFEFIELR) . ".net" (MEIRFSIRME) F1".edu”
(HBEW) .
o Fi#tF (Subdomain)
FEEBREEHRZANFMIARR, ATRBARRIERD SFMubiloD /IR AIX . §
a0, F£"blog.example.com"d, "blog"E— M FEHA. "example.com"E— N EiH 2.
o [EFRid® (Internationalized Domain Name, IDN)
ElFrtis= ERE ASCH SFRIEERRNER , SAVHERIFAL T =8, KA SHAERE
IEEAEE. flaN, —MERPNFREE FlF FE" E— 1 ERRMEE.
o IHBEH (Domain Suffix)
HEEREMREBNRE—ED, BERTAEAD XM, #l40, ".com”, ".org"
".net"#PEENANHEFE,
& EE

RIEERIEMERIRE, RIS ATAEE (BPTAEMER) eSS (BAE

14



D xR

BALEMRES) %,

CSR

CSRARIEBERIBFK (Certificate Signing Request) ., ER—FIINEBEMY, BT

ERBHFEBEEIEBMATNG (CA) IREMUENER |, SFLES CN BESHRERE

=,

24AFASH

o 3f (PublicKey) : AAREBPXIHPN—HS, BTFINEHEMIGENFSE, 218
ALATTHE, BTINEEHEEE. £ SSL iEft, NMARTINEE iRSRSS
Z [EIROIE(E,

® FA$H (Private Key) : FASBRESANFHNE &P, SLPECXIER. FABRIZRE
7, RERSHABETLIAE., BRTREWRAEINENEEE, LAIRAERFIRIE
HFEE.

248 (Public Key) S5#%A$R (Private Key) 2EBEINERFEERN— RN (— A

SEAI—ANFATE, ERRIENTRINESR) . NERANSEHTING, RIEFSE, RE6E

FEXSRIATFASE A B IR SR, NMTIRESURERNZ M. QBREIRXIIMAFIERS

FANZIEATFRIERS, HAFBTRE.

Ek}

B INZEEEER A LRI EHFEE N 2R, fERAEEXIIE, MNRARE
F—ANEEINE—REUE, RecERERNTNE— I ER e idE. fia0: AAEM
BEHIEHE LR FEXT RIAYFATE 7 BERREE ; ISR ABFARTINE R SEFAXI R R N SE A BERR RS,
BT ERINFE,

SSL ¥

SSLMYNFRA "REEREE" (Secure Sockets Layer) i, 2@EIITENIMEIRAE
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SR EMRIIIENY . JEXE AL Z (B N iEE , RIS eI R A5

82X,

1.4 {EF3PRH

Hirtrng BREE BERGE EEHE (SM2) BEEGRE (SM2)

X BE RE\IE B S pE
o ™ DViE#  OViE# EViEH DV if# oV iE#
Android 2.3
v v v x x
(Gingerbread)
Android 4.0 (Ice Cream
( v v v X x
Sandwich)
Android 4.1 (Jelly Bean) v v v x x
Android 4.2 (Jelly Bean) v v v x x
Android 4.3 (Jelly Bean) v v v x x
Android 4.4 (KitKat) v v v x x
Android 5.0 (Lollipop) v v v x x
Android 5.1 (Lollipop) v v v x x
Android 6.0
v v v x x
(Marshmallow)
Android 7.0 (Android
( v v v X x
Nougat)
Android 7.1 (Android
v v v x x
Nougat)
Android 8.0 (Android
v v v x x
Ore0)
Android 9.0 (Android =V v v x x
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S5 S\ 5 3 EfrtrE BEiRR#FRE ERGFAE BEERE (SM2) BEZEFE#E (SM2)

DViEf OV iE# EViEE DV iE# oV i+

Pie)

Android 10.0 (Android

9 v v v x x
Android 11.0 (Android

R v v v x x
i0S 5 v v v x x
i0S 6 v v v x x
i0S 7 v v v x x
iOS 8 v v v x x
i0S 9 v v v x x
iOS 10 v v v x x
i0S 11 v v v x x
i0S 12 v v v x x
i0S 13 v v v x x
iOS 14 v v v x x
OS X 10.9 (Mavericks) v v v x x
0OS X 10.10 (Yosemite) v v v x x
OS X 10.11 (Eicapitan) v v v x x
0OS X 10.12 (Sierra) v v v x x
OS X 1013 (High

Sierra) Y v v ) g
OS X 10.14 (Mojave) v v v X X
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EfrtrE BEiRR#FRE ERGFAE BEERE (SM2) BEZEFE#E (SM2)

XSS AR\IE S g . .
DViEf OV iE# EViEE DV iE# oV i+

java 7ul81 v v v x x
java 8ul61 v v v x x
java_8ul81 v v v x x
java_8u202 v v v x x
java 9 v v v x X
java 10 v v v x x
java 11 v v v x x
java 12 v v v x X
java 13 v v v x x
java 17 v v v x X
Firefox 3.0 v v v x x
Firefox 3.5 v v v x x
Firefox 3.6 v v v x x
Firefox 6.0 v v v x x
Firefox 16 v v v x x
Firefox 23 v v v x x
Firefox 32 v v v x x
Firefox 42 v v v x x
Firefox 50 v v v x x
Firefox 51 v v v x x
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Hirtrng BREEE BERGE EEFE (SM2) BEEGRE (SM2)

MRERNES RH DVIES  OVIEB EVIEB DV i oV iE
Firefox 54 v v v x x
Firefox 58 v v v x x
Firefox 63 v v v x x
Firefox 65 v v v x x
Windows XP v v v X x
Windows 7 v v v x x
Windows 8 v v v x x
Windows 10 v v v X x
IETE v v v v v
A EREN KR v v v v v
ZoTrus ZEX 5= v v v v v
TFRETEN v v v v v
360 ZE N v v v v v
A £ 2 BT v v v v v

1.5 MAEURFRPHE

ATHRENDAEIE (PINBFE. 8. FSIEE) AMRETIAE. FRINAISEIRE
ENANIREL, CCMS BIMEEFENAZUE. EHRDASELDINRURICRIBFATS

TIEBLIENASIEME, RIS NARERE.
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ssieE

CCMS WZEE R RN A SR N R :

S

P 1D

2

ERFE

FHNSEH

eAEANER

RITFPE

®IIE 1D

FhEn

CCMS BidnZE

e FHF ID: FNETHUREIE,

o &, HRFE.

HERH
EEH G TR EERIER

Token 59 ID
7EiE A API #Z#T Token
FREYFEF ID

TEFRIE SSLIERAHESHY
BREAMS

FEFRIE SSLIEBHFAABIE
PAHESHIARE

TEFRIE SSLIERAHESHY
BREAFIS

fEERTE SSLIEBAT, AJLA
e LRI EW AR

fEFRIE SSLIERAT, AJLA
1o EAERITH P

fERREE(#EA SSLIER.
FAEIEBARS, ALUAMER
SEEWIRE

RSN N\ BUREIRENINE it

FHSHE: NEFHE

RS 77k

EETLMER

oy

=
E

BRI SSLIFHATE
BSrIdpE: 2
BRISFABIE A
BSRIERRE: &

=
E

el

Al

Al

1TT7hE.

BTN

2 fFID

BIEBRESDITR

=, IEBEZADAEMERLR

RIS SSLIERAHESHIMERFE :

IEBEZA AN BRZR

FRISAAEIERRES AR

HI

iy

=, IEBEZADAEMERLR

o

oy

M
H
K
4
5
=
I
oY #o
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it Z%i5AE

2.1 IR

IFREERSHT BMERRTU TR

R PRI Bt EES  tEAR
T R, B AHEER 4 x O S

SsLiE RN ERAL . AEIES 4 <1032
B, WSC R B x GX0 (WSLEL)
AR, BT SRR,

e (mm) o \ FRECATASIIE-$3 840~ ROSEEY
KR BN, WRMEEE it

iy tﬁ;;gxﬁt B, IS st 2 B (G

N = = CA HIMIRA R
NMAER2HE CA TIAa5ARY AEREH T

AAGES HESHE, BFSMAL 8BS BAe BT
SRR, <HRH (ELHA)
SIFRE= L =75, SINE-EEH EETRIRS SN * W

EBEE SR

EPIEERS [ —— xRt s

B — @B mARSS
BB maR, FE WRITHE MERSEMN < WLHE
HFE—IREREIRSS.

FE=TFUEHER
RS

22 HERR

iHEEIR
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IR EERS TR 2R .
tRERRE S

IEREERS AGRESTIEES, SRR S HERITFEENANERIE.

i1k IEB laz Ry FHME (FT/N/EF)
=2h s 594.15
BT 1699.15
&8 (DV) SEZ-FE8EE 594.15
ZhEA-MnEEA 594.15
S A - @R 1699.15
=2h e 1912.5
BT 5270
EFREx
ZiE-ERiEg 1912.5
=B (OV)
ZhEA-MnNEEA 510
SEA - @R 4760
B p 1912.5
=2h e 2720
1EEE (EV) w4 - 2720
ZiA-Myinsg= 1020
==k 1275
BECRF 2975
=28 (DV) SEZ-FE8EE 1275
EZEx
ZiA-Minsg= 1275
ZiA - IEEC T 2975

A (OV) =2h s 3825
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DIk 13500 S
R+ EE e U (0V)
SirHe

lEseE

BT

ZiER-FREE

S -HInEREE

S - MBS

Bl

BB

F(IAE Go/AN/F)

11475

3825

2550

11475

5737.50

16745

REMIN MERFFWISIERE, SIERERESE 10 KIEH, B 10 3KIEHRI 8

?ﬁo
i[1E5E 3 NS ES
EFREE IR (OV)
SecureSite iFBMNHE
Ntk IEBFhsE
=E (OV)
EfREix

AVEIEIhR (OV
Pro)

BECH

ot S

Bl

BECHT

ZHEA-EREE

S - M NS

S -MIDNIBECTF

BIP

Bl

ZHER-EREE

E2u =Ry ke

FINE (FT/18/5F)

42160

EFE (FT/1/F)

5990

42800

5990

5990

42800

5990

9620

9620

9620
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hnEstEE EHFhs
GeoTrust iEBNHE
Ntk IEBFhsE

EIE (OV)

EfREA
158 RY (EV)
GlobalSign iEB{1g
It EP T
&R (DV)
EFREA

EIrE (OV)

BIP

ot S

B

BECHT

ZEA-EREE

S -MIERLEE

S - M INBECTF

BIP

B

ZHER-FREE

S -MIERLEE

ot S

B

BECRT

Bl

BECRT

iR -E R

S - M INEAE=

S - I INEECF

F(IAE Go/AN/F)

9620

IR (FT/1N/F)

2970

7840

2970

2330

7200

2970

6420

6420

3210

RS (FT/1N/F)

1980

6930

3728

13048

3728

1980

13048
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InEtwE NS ILES fa =B IRERE (5T/1N/F)
EIp 3728
B 9880
1EER (EV) SIS - REE 9880
S5 -fneaES 2980
CFCA BN
InEtwE NS ILES lef =B IRESE (5T/1N/F)
Bl 4900
TBERT 16000
SR -TREE 4900
A (0V)
SR - M InEREE 2500
S - M SRR 8000
B P 4900
Bl 3000
TEECRT 9000
EfREE
IR SR -TREE 3000
(OVBasic) SHE WSS 150
S - M SRR 4500
B IpP 3000
Bl 10000
1EER (EV) ZiE-TREE 10000
SR - M InEREE 5000

1EIRRLERIAR Bl 8000
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InEZtwtE

EEEX

TrustAsia iEBINE

InEZtrtE

EfREx

EEEE

IEFHp

(EVBasic)

®AE (OV)

IEFH

E=E (DV)

EIrE (OV)

1EeERY (EV)

=8 (DV)

lEseE

ZiER-FREE

S - MRS

Bl

BECHF

SR -EREE

S - MRS

E2 =Ry INET

lEeE

B

BT

S -ERES (FUA

3HF 3 N ERER)
S - MRS
S -MIINBECHF
Bl

BECH

2 -EREE
E2u =Ry ke e
E2u =Rl DT
BIP

B

22 -ERER
S - MRS
B

IR (FT/AN/F)

8000

4000

4900

16000

4900

2500

8000

IR (FTT/AN/F)

699

1999

4900

950
1999
4500
13500
4500
2000
13500
4500
9500
9500
3500

699
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IRt

hE (AR) iEP

InEZtwtE

EfREx

BT

MAIED

IEFHp

A (OV)

IEFH

A (OV)

A (OV)

lEseE

BT

ZiER-FREE (FOA

3HF 3 N EREE)
E2u =Ry ke e
E2u =Rl DTS
Bl

BECR

iR -EREE
S - MRS
S -MIINBECHF

Bl

BT
ZiER-FREE
S-S
E2 =Ry INET
Bl

BT
ZiER-FREE
S -HI NS
S - M IS

IR (FTT/AN/F)

4900

4900

950
1999
4500
13500
4500
2000

13500

IRERE (Fu/A/F)
19125

5270

19125

510

4760

3825

11475

3825

2550

11475

MAIERZ2HNEL CA TWIMARIEFSDIE, HFSMIAL. SESENNEEEFTS.
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BRSS! InEtmitE iHEAR ERE (7T/1N/F)
MNIEB EEEE BN 150
HEBEEIRSS

IEREERS I HFRER LR, TR EHIERNEmEREES.
PRSS%E gL R (7T/iR)
IEBEERS N 30
BEHIEBERERSS

EEENSE =R IF— BRI RER Lrom, R SERY,
BRs3E AE:2-F:H IR (FT/iR)

B=SIEBHERS /N 30

2.3 Fmsi]

IER BRSNS a %], ARt S LA R mERET, KRG mAltgit
TRE,

i 1 B

o (NERMINANEBREEIHITELT,

o (HIHETH—HUGIER,

RESE

THNIBEERS, %R "SSLIEBERE > SSLIERFIE" .

QIEFERERIEBRY "BE FIeE ERLT” .

3 BRI TEPASOTIEBRERRESITER, MALRERE AW .

B TIRES TR
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1THNEBEERS, &% "SSLIEPEE" > "SSLIEBFIER" .

QLIERFBEFEEHMEITINEERNES, ¥ "FHEBENRE" AXEEEFBERT, RaHa

SEIEEIL2

VLK

o HIEBLENE, SECNEBREIERT 30 MEABNEEMERE,

o FTAERRITRMEGINERINTRERRST—E. it WL 3 FHIRIEIE (0V)
BEEIES, SERHEERY 30 NEAH B4 3 FEIIEWEY (OV) BRFZIES.

o BB LENINERSNEEMNRZHRE, (ERFTEEFNRHIARTIEITCRE S

28K,

24 FERT

RGBS RBRIBEERSERSBL TIES, ERFEERFMHNER T, JEERE

EIRSEHI S BRIERN.
RETNEFERTIFM USRI RE I E R EERS.

£95RBRI
o WRUTHEMH (WREMHE) FIEREERSZITR, TEXIRRBIRILT
[400-810-9889] iBiT:
o KBEEXRERIIHEERSEHEMWETIES.
o FEESUEPITERTERRE (SeRsZTRYRTE)) AT 7 MEXA, BDEEE SSL
IEBITERTER ST AT BIREEA R 7*24 /g, a0, 10 B 1 H 12:00 58

B% SSLUEFHITEsZ AT, M7E 10 B 8 H 11:59 BiAJLARLT, 10 B 8 H 11:59
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[ERASTHHRT.
o BEMXM SSLIEBREUTERZ—:
» KIEIEPERE, RSN ST
RIS, EBRER, BENHRE, IEBREH "FH

5"

 RSERRE, EREER, BETRE 7 MERBRZERTIE
PRIERE (MUERX T MIEEE, MekmiEiiE) | ERK
&H "EmE"
TR
ERITAINZ AT, BORRES,
o EPEERSHRF 7 HRLMER, BRREMRAFZEAF 7 XEERIBFUR
1, EAPZERAFER 7 RAERBEFAMCATNEZRIIMFRE (FRERTE
750 FE#E = ITERLIFR + 36500 x 7) .
o ZHFHER, FKEBEER, AETRRE 7 1MERBATH TIERRE/ME,
SHRFREURIT,
o EBRERSME=SERSEASIHRIT,
BTSSR
1 BREREERSENA.
QLIAERFBRITANES, BE "BMF 78 EBEIT" .
VLK
° IERSE "SHIE" 8E "Bl RS TUERHTRITERME,

° HIEBE "HRisHRT" FTEREHBRE, 2L TIRITERF.
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3FERHRHEEF, WIAMEERERT "HE" | HEARITHIERH.
AERITRIERES, EFRRITREAFQE "REMANRBITSIEXER" 5, B
BT SeRiBITEIA.

5. RS BRIFIRHEEIRNHE.
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(ESEIN

3.1 SSLiEBERENT

BIIEA SSLIES, SRIMARIASSII = /Y HTTPS #iEEh. AN B 7MW SSLIEH

AEF SSLIEBRYRIE, HENEHRIEESR SSLIEBIRSSAIMERERLE,

T8

x5

MSE— SSLIEH.

EFEEMLAY SSL
IER, [ CA iR
ZUEH R,

FEERERET HAR
FEBEBHER
MERIEBERR
IRES.

FEFEERILES
B, 1A CA FRIERR
IERMRHEHE.

L

SSLIEBRRBREPEIRIRSESEA SSLIEPHIFSLIK,
BTEERS SSLIUERAEXAVEE, flal, BIERHE. £
IERERETHRIERS.

CA FRLZEnUAR SSLIEBRINAG, EAJLUET EMSERY SSL
IERE CA RMERIERHIE. REZH CA hLHEIZBEE S
FOEREERE, F2AEER SSLIES.

CA FHERRAT SSLIERBEUAE 1 FEXHA. IEBEHER
FHERREE, FWEFIREY HTTPS thilfhaEagL
%, SR LSRR EIERIN 30 MERBR, PIEPFLE
#,

EIEPEEE, BRMSEBEERIFNEPERRREE
B9 Web fRS58: (SEBBIXRE=m) , BiREGIH
HIIBER.

REABREERMAEMAI SSLIEE, HTFREMER
(g, EeSRIEBHAEA)  EiEEE SSLIEBRSSR CA

FIMRAIER BIERE. BEIEBRTFAERIZIERH CA

PEEHIERER. SEHEIEBIERA.

R

WEIEH

FRiSIED

FREEIET
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SSLIERATMuAZEINE, ZMRIFMuGEIRICEIET. SFHRAIESM IPE:

[FE=E S 1588
SSLER-EZUEH (NS H5EREREH TR B RIS IEATIEE .
SSLIEF-IP IEH (NS H5REEH TR EXRIISIERT (P,

4.1.1 ML SSL-iE&iEH

1. BERIEPEERSEHS.

2. B "WELER" , #AZNEBEERRS AL TE.

3. IRSSEBYERE “SSLIFB-EHEZIEP" .

4. ERIEPBHE. HAXKE IEBMA. BB, IEingE. BERIIIUSEETSIT

%0
28 L]

HERMIEEA, B RS T o RISHEH TR,
IEREE/ o IFFHE (AAAN) : MEFESS, FTABTZANREREE,
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1.1.1.7) | BERHEE (F1a0: *.ctyun.cn) | S (FlE0: *.189.cn, ctyun.cn),
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24 588

OEZESis XEPmER. B, SEE.
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HEEREIARE "BER |, IEBRAERE WERT . OV WV ENFESHFWELS
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8. B "VZEIXfI" , 5Bk SSLIEBAIWE,

4.1.2 3£ SSL-IP iE$
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Bl SSLAEF-IP MEB(ZHFERRMRE OV B tE.

1. BRIPEERSERSE.

2. B "BLER" , #FAZNEPEERS - RWLTIH.

3. IRSSHEBNEE "SSLIUER-IPIER" .
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1. BRIEPEERSEFS,

2. BE "WETIER" , HEAZNEREERSRMWSLRE.
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QLESHIEIEE "BEELR" | HiEHEERINERINES.

o s
66

JIEEFEIBAVES, EF "BE I "B > —REEHE”

EXiFS ALES
Cres
TS ERE S wit KRR wE WS T
PR Eis 28 (DV) #EHE SSL = &
istelmedolen by meips PEMEBEE g BEs FREE
IR EIE AR (DV) RE S5 -
AR IR o DV) BIE 5 5 .
S ID. 014454141245 Tbbe 12603635 waips SEMESEE) BEx% FIREIRE / -
1RRH B EEE (DV) $EE SSU AT = - : Lasis
e T PERZ RSA e FAEIEE 5 ‘

AAMBRHEBIEBEN, BAEE EBFE" | N ABEFEPEERERENRS,

B "EBME SR "EE & "ENHE" | WURAIERAERE.

1B

o ERILMERNGHRERBIERNRER (BRRESHFS5MRER) | B "HERE"

o EAFEEZRMAIIIERS  UFELEERRE, BR{CHFo BIR0EE,
BLAESI SR,

o —EEERANEESIFERIERITETRE
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HEIEE
WebzFFGXIEE (FREERR) [idcant anli]

BRBEOTHFES AR

BEERERERE S

] IERER FHBEHE 2

2025-12-12 16:00:00

BE "B=RHIEB" EXRERS

eIl S

o CERB=PIEBLETEREERSSTERSH "LERT" .

o CMLE=IFIBEPERSEER, FMRFFEN "WLB=FIERBERS" .
BEPR:

18R "EREERS" &Ha, EENSM=EE "SSLIERERE > HEER" .

QIERFEEBANES, IR BME TR —REE .

EfFES
EHEH ik #E HEEE RS HRAm &k
sdadwadqwd . _— o eac 1 -
6D, 5114081a653549c2a5 2 RSN Bieltd!  feedgn R 20051212 183655
testit = g 1% % - -
(RS s asdsadaaa c RS e —marE [
% ID: 508a3fdb020d4508ab0%eBbIe0cCA0IB RkR(RSA) fem EdssiaRa L) *iREH 2025.11-21 14:21:38 ‘

3.AMEEHEBIEREL, BOANER EBFE" |, £ oSS FRTHEREFESZRSS,

BE "BME SR "ERET & "ENHE" | WAL RRIERE.

15iBR:

o EHLMEAGRFEERBIUILNER (FRREXFF5SIMHR) [ BF "HERE" .

o ERAEMES MR EIIEIRS, NFERSEEFRL, BRI FHo RS,
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IBLUEH SR,
REURE

o TEMECHE: EHEFE "HBCR" , UEERIBRHERSEREERER.

BEIEH X

SBERS EREE HEER HELER EREedia] HEAR BE
M EE =S egergeageger A% 2025-05-21 5ec22080010
19:14:16
WebRZ FBES A S SRR s e 2025-08-21 e
(FER) EFaE yidaa xyz Yihicg sec22080010 15!

o [OiE: AFBICRI RS FTERIRIEBRERERE, BE "#HBF" 709 "EiR" BIF]
[ER. ERRAZHINRE R E—IKIES,

524 &I SSLIEPERRSF R

5.2.4.1 Apache BR33=838E SSLEH

RS

o CHEIRIRSEFLEEE Apache RS,

o CEWSTUEPH B SRINEREBERIH.

REANEST

AP EERSEH S P EENSREFTELRNIES, ®F "ERBTE" .

Ry ERTE 'O, RSSEEXEUEE Apache, BE "TH" HBREREE

A, SHFRBETIA 3 N34

® CertiEPA: XXXX.cn_cert.pem

® Chain iEF%E: XXXX.cn_chain.pem

® FASHSIH: XXXX.cn_key.key
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RMELER

1.2 SSL 1443 % ¥ "mod-aviable” 3{43afy “ssl.conf” F1 “ssl.load” X
MNEEEXE, EFIZ “mod-enable” {43k,

2.J3F 443 imO/ vhost: & “site-aviable” Ff default-ss| BtE, fNEkE “site-enable”
X4,

3. (AMMERIMESE, BIRUSEIREFME ) Bk Cert IERAAXY, BESSE:
SSLCertificateFile/xxxx/server.crt,

it Chain IERHE 4, B1R8%: SSLCertificateChainFile/xxxx/ca.crt,
BIRFAESE, B8125%: SSLCertificateKeyFile/xxxx/server.key,

453 apache2 fR55, BIRISERGERSA,

5.24.2 Exchange &F%& SSLiEH

ARSI

BAEARIRSIEPLERE Exchange IRSS.

BRMES R

1 AR EERSES S PEENSFETERENIES, & EBTE" .
EBHAY ERTE" BOF, RS[/EBIEE Apache, BE "TH" HBEERFREE
A,

28R 1 2 TFERY "oxx.cn_cert” IEFRIHFD “xxxx.cn_key” FATASMH (4B CSR B
(k5ZEIEMAY key) 1@iT openss| TRakfxEsk TEAR—{D PFX X4, BEERFHF
HERRAY PFX 32D,

3.8 "Win + R" HREBRBASITH 157" #=H&, BIA "mmc” T “Microsoft =
#Ha" .
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ABTFA LA "X &R RI/MREERST

S5 "AIAEERT iEE ER"  FEBRE R

6 R HATHEREFERE TR, | BE T EREE "titEN | BE
"FeRk” RPEBREIANEEH R T R,

74 "ERISRTR" PIEE IR > DAY SRR TEREARE, 1mR A
BlES > 8N .

8 ILHREE 2 LR PFX X, B "2 FiER "EREHEDIA" TRIERSA.
9 IR LED, R ESHRERRIERIIF:

Get-ExchangeCertifcate

10.ERINTESTEEXINRE, RIAEEBIERE:

Enable-ExchangeCertificate —-Thumbprint
4A249CB4BA76EBA3E4F59CFD6E34685022158B99 —Services

‘IMAPPOPIIS,SMTP’

5.2.4.3 GlassFish #pE SSL iE$H

ARSI

EAEZRIRS P LERE GlassFish AzS5.

XS

IR EERSEH SR EEUARERELENES, &F EBTH" .
A ERTE" BOY, RSIHR[EEIEEFE Apache, B "T&" AMREREE
i, HERBE TR 3 PG

® CertiEPA: XXXX.cn_cert.pem

® ChainiEH$&: XXXX.cn_chain.pem
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® FATHSIH: XXXX.cn_key.key

i PFX X4

FERATER “xxx.cn_cert” IEBIAFT “xxxx.cn_key” FASESH (&AL CSR BERSZE
BAERRAY key) 18T openss| TESELT B4R —D PFX 34, IBZEREFIFEM PFX

BALEHEN

BRELE
1.7£ GlassFish Y “/domain” BRT keystore &1, {RE8 “glassfish-instance” 45K jks

X,

2.8 XA PFX FBANE jks F, EfEAN: slas. IITFEFR.
r P keystore.jlfs - KeySt_ore ExplorEr 5.2.2 @M

File Edit View Tools Examine Help
[ENs«~ DB RIRA—O|EEG|O

| kevstore, jks “i

| T & [E Entry Name Algorithm Key Size Certificate Expiry Last Modified ‘
| & ® glassfish_instance RSA 2048 2027-11-5 20:31:... 2017-11-8 14:26:...
I-Hl 2018-11-3 7:59:5... [2017-11-8 14:03:. ..

KevStore Type: JKS, Size: 2 entries, Path: ’'C:\Users\nome\Desktop\kevstore. jks’

3.2%& T E, 7 GlassFish f9 web TAhH{TEIE.,
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User; admen  Domain: domaint  Server: 47 54

Oracle GlassFish™ Server

& Mow values succasstully saved.
ssL [Savm | [Cancel

Modify 5L settings

Configuration Name: sarver<enfiy

nenicate thel & e server
Cantificate NickMame:  37as 1
Takas & e vmue denifies [P Servers beypas and cerificase

Hame of the keysssre e flor examole, kayaioe

Name of the Lstsione fie (0 exame. Cacem. 3

Cipher Suites.

Hrc ciphar sute is added. ALL cigher sistes are chosen

Awadlable Comman Ciphas Sustes: Selected Comman Cipher Suttes:
T W T —— TS Foa v AES_RCBC PR -

o
SEL_ASA_WITH JDEE_EDE_CBC_SHA gy o - i e
SSLASAWITH_RC_T28_NDS
LASA_WITH RC4_128, 8 PR

s Remove ad |

43X SSLv3,

512 TEEM cipher suit,



Em=

I'K\Ei'ié'ﬁ_l;bommon Cipher Suites: [ Selected Common Clpher Suites:
SSL_RSA_WITH_RC4_128_SHA R TLS_RSA_WITH_AES_128_CBC_SHA -
SSL_RSA_WITH_3DES_EDE_CBC_SHA Add
SSL_RSA_WITH_RC4_128_MD5

| ==

< Remove

<< Remove All
| Available Ephemeral Diffie-Hellman Cipher Suites: | | Selected Ephemeral Diffie-Hellman Cipher Suites: |
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 =~ Add > TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 ~
TLS_DHE_RSA_WITH_AES_128_CBC_SHA Add All >> TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_RC4_128_SHA
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA < Remove
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_RSA_WITH_NULL_SHA
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256
TLS_DHE_DSS_WITH_AES_128_CBC_SHA
SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA
| Available 40 bit and 56 bit Cipher Suites: | Selected 40 bit and 56 bit Cipher Suites: |
[SSL_RSA_WITH_DES_CEC_SHA ol Add > z
S5L_DHE_RSA_WITH_DES_CBC_SHA
SSL_DHE_DSS_WITH_DES_CBC_SHA
SSL_RSA_EXPORT_WITH_RC4_40_MD5 < Remove
SSL_RSA_EXPORT_WITH_DES40_CBC_SHA << Remove All

S$SL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
&SL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA

| Available ECC Cipher Suites: i | Selected ECC Cipher Suites: .
TLS_ECDH_ECDSA_WITH_AES_126_CBC_SHA R sAdd:> TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 -
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA Add All>> TLS_ECDHE_RSA_WITH_AES_128_CEC_SHA
TLS_ECDHE_ECDSA_WITH_RC4_128_SHA TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_RC4_128_SHA _ <Remove | 7.5 ECDH_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDH_ECDSA_WITH_RC4_128_SHA <<Remove Al | TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDH_RSA_WITH_RC4_128_SHA TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA

TI& FONHE FANSA WITH 3NFS FNF RO SHA

5.2.4.4 1IS &8& SSL ¥

==

t
=
-

EBESRIRSSRPRIREE IS IRSS.

izl R

o MTIRFSHFRFMAHIRSIHMNZEEARR, R SSLIEBIRPERIBSTIE

BRI ENHERTRSIERE AR, IEREERRSEHILRERTN, XitEF,

BLAEGHISERRIE R 9.
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o HORSIHEESA IS AJRERTFEIRR, FRLARE TR EL TR : BAE Microsoft
BEEHE > SA IS KSR,
XS
AP EERSEFNSNIIPEERNERETERRIED, HE EBTE"
Ry EBTE 'O, RFBI|REUERE IS, BE "TH" HEEREEESR,
XHRBETIA 2 N3
® PFXIEPH#ERY: README.txt
® PRXHEILIER: XXXX.cn.pfx
SANEBERSR
168 "Win + R" HREBRESHIH "1517" &£H8, BN "mmc” T “Microsoft =
HE" .
2BFHEA LA " EEFE I/ ERRT”
A - IEEaiRT S
& | X BEA) BEB(V) WEEO) BOW) #EEH)

3.7 "WAEERT kR IERT , FBRE AN

ATESRHARNEESERE "HEIKF |, B TR EEIEE BN | B

e IERBRRRINEEFI SR T R,

S "EHERTR" FiEE ER > DAY, £ USEE THREAR, mF R

BES > BN .
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O xB1c

B 12T - (RRSRT AR B AL - o
B TR BMEA) RV BEERO) @OW)  BENH)
o nm 0O Gz HM

IR P e
) GESCEs ) i

A EEGEERE,

T RECMISERIAIA BEHE

SAEE

IR

BEEETE

FIGEMES

BB

BREEA

BB ORI S

]

MHEER

AAD Token Issuer

1 eSIM Certification Authorities BRIEH(N).

OEM eSIM i3I n

) Passpoint SRR DRESE £y WRER.
o ) EBIRERR.
WO EEV) 5 [EA0..]
BEENAIE FAR R T
[ —— HEPIBIE0) ol
Windows Live ID Token Issuer FIFFERIR(E)

WindowsServerUpdateServices
wEH)

FEBFMEFE
-

608 "R BT TERRI PIX XM, BE "T—%" FiRF "EREEIAT
BOEBEA.

7IEEIERHE, BPRRERETE  "PRIEBMATIE" TH ER" .

SNIEBEIS

1HIFF 1S IRSSEHERE, WRITENEMR, WEITH "RS|ER" .
QERSBFEBEONAM "B =F, BE "SAN" .,

3TEEHRY "SANER" BOF, ERIERXXHFHER, BATR, B "HE .

AEEMIE TR REIR, FFEREAN BME £ e .

—
7G
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RsEHIE L7 -
BE 2 NE =®0 I ik HERS .'ﬁ.m.n
http 80 .
A0

57 "AINRULERE"  RIEOH, BMIAEENREDY https, IP HNREASERARSE,

iRMIREN 443, ENRFESESRIBRIBFIEBRIES , FHEETNAY SSL IR, 8dE "1

!

5.2.4.5 Nginx 3p& SSL iEH

AR

o CEARLAIRSHEFLERE Nginx IRS.

o EMSHIFHHEERINERERERIUY,

RERIAESET

EEREERSEHSNIENEENSRETELEINER, ®IE ERTER" .
EEN ERTE 'O, RSEEREUEE Ngink, BE "TH" HEEREER
b, MHREE TR 2 N

® CertiEPH: XXXX.cn_cert_chain.pem

® FASHSIH: XXXX.cn_key.key

65



O X815

RMELER
BEIRENEIRY "XXXX.cn_cert_chain.pem” IEPIEF] “XXXX.cn_key.key” FATHIIEM
K EREHEIIRSSERAI Ngink BRT.
Y78 nginx.exe FIFEERTHI conf\nginx.conf 14, EXATIUT:
server {
listen 443 ss|;
server name qytest.zjrcbank.com; #iXEBE2EL 522
ssl_certificate /usr/nginxssl/server.crt; #iFFH 3714

ssl_certificate_key /usr/nginxssl/key.txt; #FA$83244

ssl_session_timeout 5m;

ssl_protocols TLSv1 TLSv1.1 TLSv1.2;

ssl_ciphers
ECDHE-RSA-AES128-GCM-SHA256:HIGH:!laNULL:!MD5:!RC4:!DHE;

ssl_prefer server ciphers on;

location / { // tRIEChRECE, FEBRSREELX

#

}
BCEEKGTRE, WA T <SR Nginx:

start .\nginx.exe
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5.2.4.6 TOMCAT 3BE SSLiEH
ARSI
o CHELRIRSIEPLELRE Tomcat fRS.
o CEMSCEHHECSRINEREBEXMH.
LRSI
FIEPEERSEHSNEPEENEREEELRANES, HF EBTH" .
TR ERTER BO9, IRSEERENEE Tomeat, B "TH" HEEHLER
ith, SHRBETIR 2 N
® JKSIEF: XXXX.cn jks
® JKSIEP#ERD: README.txt
RIELER
BERBNEIR “XXX.cnjks" ZSARESHHEINZE Tomcat R BER/conf BRT.
fwig/conf BRTH “"serverxml” EE.

<Connector
protocol="org.apache.coyote.http11.Http11NioProtocol"
port="8443" maxThreads="200"
scheme="https" secure="true" SSLEnabled="true"

keystoreFile="conf\domain.jks" keystorePass="pwd"
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clientAuth="false" ssIProtocol="TLS"/>
//
keystoreFile $g8AE5E 1 (RFAIAY jks STE;
keystorePass {B/9 jks IEHBZZH;
Port RimM;
SSLEnable /= ssl (9EE;

1BX5TRE, EJg Tomcat fRSSE380H].

(RIi€) HTTP Bzl HTTPS MR LEE
157 /conf BRTH "webxml” X, FHEWFE, HEEEANTRE
<security-constraint>
<web-resource-collection >
<web-resource-name >SSL</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport-guarantee>
</user-data-constraint>
</security-constraint>

2[5 TFF “serverxml” {4, (& redirectPort im[A2#, W TFFA~:

<Connector port="8080" protocol="HTTP/1.1"
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connectionTimeout="20000"

redirectPort="443" />

5.3 EEIEH

531 EfEIEH

IR EERS SIFREL TR LEETH EHITR—EE.

IRMESER

1 ERIEPEERSEHA.

2IEEMISAS%E "SSLIFREE > HEFR" .

3.8 " HEUER" | ERHANIEERIEEEXSH,

AIEE5ERE, B "N TRER EE.

532 £EIER

BB ERESIF G BB IR RER L - miEPaIEE

£95RPR

o (IF—EEERERLE Web MAPXIE (RERR) FlstEREISERSANERE
FALLLINEE.

o —FHAIFPLEIE B4 INEeA B ERITEIhEE.

o ZFHHIPREBREEHIRE>1 XA OI(FRITETNRE, & EhEERRE 0 NWFEEFHF
BB w4 I0gE,

RESER

1 BRIIEPEERSEHA.

LIFRFBEHTIEERIEDR, &F "BE JIN "EE > IEREE" .
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p N

= - S— e

AENE FEBmEE LMEBERAEM IESHRREE FIREAERE RS TG BRSSEERAI IEBREE R
1
-ab:
S 2026-05-160000:00 3 z 2025.05-15 08:00.00 2028.05-15 08:00:00 FRE H] EHTR
weonn coms-abe xyz
i
coms-abe.xyz " - S
: 2026-06-1300:00:00 26 o 2024-06-110800:00  2026-06-11 080000 HIEH EH4T 45T
e —— =D A '
. e
coms-abe xyz [/::2@) 2026-03-20 04:00:00 14 0 2025-03.28 08:00-00 2026-03-28 08:00:00 FHEiE BT A
l}ﬂ. 2025-12-12 16:00:00 15 ] 2024-12-12 08:00:00 2025-12-12 08:00:00 FHE

37t MERFEE" K, BEFERENRSKES, SAXEEERBRSRIRTEET
B TIEBEERES.

EBEE X

EBEFE
WebMFEBSXIE (JRAERR) SRR B

FISEEIRSEL: 0 [P ERIER Q

t= IEHE EHARIE EBEEER® HiRER

test8.allure fit TRUSTASIA 2026-06-13 00:00:00

10 H1% n

5.3.3 MIHIES

PIHIEBEREERRNERM CA ERTWILEH. IEPBHEEBRENERR, WEHAF
BEEZES.

NREABFEFKEE KA SSLIEREFK SSLIERERERSHTRIBRZREREEE,
LB REREH QEHEmEILES.

EI=
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EERNERAIIRER, BENNIIERBEIFAITTER 28 PEXARBANE—RE
FEHBAIS.

HURSRM

HFREN "BER" IKSHHEBME.

miHNEE (DV) B

1.5 mER DVIER, £ "BF" JIhiEE "E% > M .

2 BHIFBREEE, WAGFRENILEBER.

3HPANERBNE—RBHEIRE, DIEHAE.

HRENBSKIEBNE—RBEIS, BHEENRBIRMEBAR _RXBHE,

AFATIRIG, BT "HARE" | STROEPMBEERE.
miEEIrE (OV) IEH/IEEE (EV) iEB
1IEFSFMBER OV/EVIES, &% "BF 7K "E% > mE" .
2ERHNBEATARBER, WATERRE "TEHMER" .
3HARERNANTRE, ESHEXEEFHELE.

=%

® BIHFIMHAEELTIRHEFRT.

* BHRFEZANTILEMEIE,
AFRNERNE—RBHENEE, DEHAE,

HRENBSKIEBNE—RBEIS, BHEENRBIRMEBAR _RXBHE,

ABE "HAMRE" |, STRILEPMEERE.
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5.3.4 ZEITIEH

IEPEEZRIR AR

o SENIFBASTHRHESOIEBAIRIE,

o (NEERMINANERZHFELE,

ETIEBRESR

THENEBEER, ERFEELITRY SSLIEH, BE "EPRET” .

QHEREIEPEATINE, WARREBINERIE, B "ZAIWX" |,

3HEE ERENITE" [ WIATRIFELIRGE, B "RRITR" .

AMPATERIFS, BE "MAISAT" .

BEIEETIREL R

THNERETRRS, 1%EF "SSLIFREM®” > "SSLIFHFIER" .

QIERFEABEMELTRERNES, B "HEEEE" ARXAZREARRE, BIEFE

SlHSE IR

1528A :

o BEIEBEANE, SEEIEHEEE 30 NERBANEEEEEE, HEMTTRENEA
IEBANTRERRE . fla: SW 3 FEIE (OV) RIEZIER, S7EE
HARI 30 MBEAH Bahse# 3 FHRRITWE (OV) BEEIES,

o HEERAEMRNEREANEENRZRE, ERFECFNEHARI RTINS

28R,

5.3.5 MIF&IE+H

BFRMERRIER SSLIEBRFENRBERIER SRS =6 & MR,
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& RKNEBITERER.

HFREBIRES TR

THNIEBEERE, #2 K& ~ "SR IS, 2 "Mk .
2BHTRHIAEE, BE "#A" RIETBRIES.

53.6 BHIUEPIFIF

ZASESEFEECEWIEBANFHEER.

BRI LASEAEDHITEBIERFZHE. (ESOEBRBIRFIEARRIRIE, DISIEREEED
B EHARVIREE,

BEIEBIFE

HENEREER, BE "85 > "FF" , & SSLIEBFRE.

EREMH it Vs hinSE & HElEE ELina LRl

iR Wb
REEE &
. &

oy FREIRE £

EESFHHEBRRSHERE

HEWLSFRERE, JUE ERER" RN7IRPEESFHRERIRSHR.

e

"HRNERAERHEE ¢ B ERCEHBERIIH T ARNEREMEARTE.

"RBERH" - EREEIANEREERSEIE.

"RIRGEIREY  AERHERE, TJEHIRIREL.

IR FHIARTIE" & "ARSZERRAIE" . SEHRIRARIETMKE, SFEEREERSAE

YaRTEL,

73



D xR

5.3.7 iEBEM

SSL & TEAT LIS 4P I BIEXER, HEEEEENEEEETEMINGD
RIS,

e

1 BRIPEERSIEHA.

2IEEMSAASEEE "SSLIFBTE > SSLiEta”

3FEFELIER, MASEEMAOEE ML, Fli0: ctyun.cn,

15ERA

ROSEIAA 443, MREHBIFNRSEHOSEER, BERBIIREEY.
AEEFERE, BE RN MRS ErRRERER.

5.3.8 FL MK UE+ HIEFCUEP

ST LA BBRER I S E R FHR N IERES,

IRELE

1. SRIBEERSEHA.

2. TEEMSHRSER "SSLITHERE > SSLIFRFIE" .

3. &R IER" W, EFARRIEREREN, BE ERAR .

IEEH

AP TR0, EAEMEHEHIBAITH.
#H: TREDWE, RAESFIR1HEHER.

FHEE SEBE

SUEES PR TN SERh F LA

TEHER L RE/mimE WE WEEE 121E

ME 5 [ SR (DV) % SSL e
% 1D, achd438beB642b0a0Mb22e7e 1626t SRS

4. BENIEBARAE, EEEREXSH, FAERIBEN "WX SSLIER"
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54 CSR B

5.4.1 fl# CSR

f+4= CSR?

IEBEEZIEK (CSR) , T LR Certificate Signing Request, 2—MI ARG, IRSS.
ExR. HR. GH&8. QENEBREG, ATMAEERBERMANN (CA) FREY SSL
IR,

an{melE CSR

1.8F" FREERSG" | F "SSLIFBEME > CSREE” |, #tA "CSREE" WAL

2.8# "Bl CSR” , HE CSRER., CSRIEEMNUIBENTE.

e S5
B389 CSR BFR, CSR B#R = B v v g 15
CSR B#R %2 :§ AR BIRGHERINE. = . K
MR,
Bl T\ HR SSLAEBHOERLA, FI0: ctyun.cn,

Hithigi= HESERENEZHEASREPIRMER., SHHESZ MR,

BERA HEiE CSRELRA, BIRBERABSEHRASHET
AF] 1% CSR FTBIIAT], BIRATIESE A TISEET,
Ve ESAENANORT, AR
BRER “RoA
! - ECC
- SM2
EIRSEIRRT, TIEIR:
- RSA 7#5: 2048, 3072, 4096
PR 5

- ECC x#%: 258, 384, 521
- SM2 37#5: 256
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D xR

3ESRME, By "4hk CSR” 58Ak CSR G,
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FRISIERXI N ATE BRI PREEIMEE), BRFERERR CA SRZIWEIEARZEBIMIG,

CA MTGEHAT )M ISR, SEUERERKM.

RIRINE:

BHBR Web Wubin 1S &5 80 8¢ 443, FrGitEXII8EILECEIEUEE. N RSS2SR
#RsNAaE, FEE CAYIER IP IINGBIAEE, IEBMATHREEZEEHZEEE,
BP R AR B Sl LAR A BRIGHIE ST

JIERHRIEERENK, EHITATIER
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EEENER

BERIBRIERBARBHIERBRISRTANERS RN, FTEE/RE : SErRE I RIT &
R, TR, ERRENEERGE. FRLAZIEBHAATE RN,

RIRINE:

MOFFATERER, MAFZBL, ATRREZERRE. NTAFREZEE el
B (0V) . 1E&E (EV) i, OV/EVIERSHiTEWERHZ, FZBIERIIES

BRIEB,

SSLIFBHEEES A RE?

SSL UFRERZAT ABUR FEHIBANIERRE,

DVIEH: REZBWRIES, ZBER (1XA) ;

OVIiEH: MAFARKIES, RBREZE 3-5 M TIFE®ZAE HHRFEERSTHREA
LFHZIIE ;

EVIE$: #AFEALRIEST, BREZE 5-7 M LIFHEZATE HBaEEEE5mA

LRI IOE .

A AEBEERASIK R S BT & HR?
R I/ ABRERZR TSR], ITRSATEZYD, AREZIESBXINAT AR

B, BEiOEsS,

SSLiFBiRZHEEFEMTA?
DV i BRERBEFTHRIEZIGIE, BIAERIES, OV/EV IEBEREEART AR

HAFEZ.
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§Z CA SRR EB I AN IE?
=ZNFEE s s W -2 == F 7= =Ry i =T =] SRS M E == T

HRFES TN WRBRIGIERRAS, RRREMHHERIRIF.

FRMASCRY SSLIF B REREEHHZ?

FE, WL SSLIFREPEESThERIIE/BREZ,

HERBIRZLHILZEAN?

NS

BREE BT CA NmEEXREFRF, NekZBEdReHZ,

FRIRTIE:

BT 400 PELRIREE CA, F CA ATHEZER, ERRRNFBITRAEZERIE, FER

B A R R,
9.5 SSLEH Tk

BERR SSLIEBRILIZ X THFHERL?

SKRF, IERAPRE TEOREUAR BRZIREL.

S0{aI3REN SSL IEHBFATHN A server.key?

RSEMAI CSR, SIRIF=AERT key FASHN M RINEFEERTG, EEMNTRFTE;
FahERL CSR, WRLF=AER] key FATANMARFAELERL CSR RIS, FEBTTRIFLS key
RASESZH; & key STEERK, MRAZ CSR FERRNEB NPT EIREICERAHN R EE;

FEEIER CSR BRFIES,
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9.6 SSLiFHmiEE

BIFEBHBMMEBRX AR A?
RIRIERERF: BEFZEBRIATN, FA4EER,
MFRERERNE: ATLAMERFEEH FERIEBER (MBRES, REMHERLBIEPARIHE

MBS, BEFTFEIEREH) .

3 7 RIEKMERERAERE, RETILIRE?

AAILA,

MHEHEREEMBRERRRERTRE, BRENHE, BEREEFE.
IERRBHEEREEAANERM CA ERTMANEHE. IEBREEIAEINERR, Mt
BEEZES.

RRmHEERE, A CATWER, FEdE, mHERETETMK.
EARHEHIEPLERAFRITEERNE, B CATIEHRZRERNR, T, IRXRERERE,
BREEGH, HEEERE.

BB ERREMNREZ R SRR, IERAE, MR EEZER.

R R, REZGERITIRMNEE, TF CATWIER, BIRHEMER. Fit,

PITHIRMEEIS, BEEEGH, BERERE.

AMTISIEPBHEIVEEIR) PEM 1830?

AT H S E BB PRNAPERHE PEM X, B TUAFERIEBELEIRTE,
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C &% myssl.com/cert_convert wasm.html o Q

@MySSLm 18 F 5 Sksia

IEBHESE

TERSEESIEREFAREIASHES, RESTENRESHENE, ATRASPRESIDETSES, TIHPEM. P12,

* B PKCS12

* BiREEt:  PEM

ETiE:

s RE

TS

SSLIEB A ASBEERFIRPER?

IR EERSmiEH Rl R R R ERBE REZWSLANES.

BB REEZKEIE
HEEEZF ol MmERIERIRTE, —ARIIESERY 3~6 NNITRBIR METT: BINERA
FRIEPIERT, SER/BRNNFEBHELES, BRKERHE, BRIIBmEETN

{M.

AR BT LARRIE SSLEHI5?

RSN IP REEERBAFMEES,
9.7 SSLIEBBEHHIZE

SSLIEBZHTEAND?
SSLIFPFAEEXERS. IEPTHiZ G, BREMEEFR, SEEMIEPBEIERH T4,
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SSLIEFBRBEHHIRS X?

L£IKETE CAHWGTE 2020 &£ 8 B 27 HZ R, ARIFRAL—FLA EESHRGES, iR
NESEEABEE 1 FHALLEIER, FEi SSLIEBREREEAS 1§, BNEPEFRZBEZ
[ER9 1 B, FIEARBIEMREER.

WX TRETRR 2~3 FHNEBEERSS, BAIEREIER 30 RREZRAS S

EMBRRIRAER F— ARSI REZAS, LURIEE SSLIEBIGIERNESRE,

SSLIEBEMSEIHA, Zan{mikiE?
UEBEIERRT, $2A0 30 X FRFRIBINES, AEFHBBILEBEEZAI Web RS (BiESR

EIXRER™m) , SHREMSIHRIIBIES.

SSLIEBMERSREHR?

IERWEE, ERNRETABERIE/ AREZ. SRR, IEBERENIINERZ
BFRITE, FTEETEEREER,

#18 SSLUERBEMERSRA

FaREI R P BEREMHADTE. SEREBATZMZRIEES, IRIERRIRERIY

BIfEF, MRSKIEPRRIEAA.,

#AI8 SSLIEBEEIIILSSHRIMIG?
MEPEREENRRTHERNE, BRBEPXHERE EVEIREB SR, fER

HFEEFRASE), BOLLRNEMuSHiREV S ER) .

SSLiFBR—XMErm, FHARMMEIS?

SSLIERR—XMr M, BEFEEZUERE. IEREIHISKBTTEM LR, MFEAEERIE
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B, EAILEIEBRHARIH TR,

SSLIFBEHREHIHES, Sfmikssig?

SSLUFBRETY , WRBEABHTHER, WERFBAWE, Fafmils.

5o+, FEEIENRE, R SSLIEBTHERKNER, AFBRMERNSER "MibHy
ZLUPBETH" NEEER. BESFNEZD FILFIAITHIR SSLIEH, EXEEFEM
SRR SR Z AMERmIMERFENE, N BrRNEERE.

LSRR AP R MIEARSENEBIE R, SXHZMIEAMEE, NI RIRER SRR

ERIFNE, MuEARS eSS, AP ATRERA TERHII N ARE, MIEREI0hEZMNL,

WSCEBREARZARE, (TRSAERKY?

EMSE SSLIEBRERBBIES, ITRE—ERE, F25K0, CEEEERITRIEEE.

MAESIEBERESEES X EIH?

1 EREBRSEEEH S,

QIELEMSHFZERE "SSLIEREIE > SSLIERFIER" |, MNEBEERE.
3ERFEIRNERRIRS, BEIEBRIZIRRTE.

"HRNERAERHEE ¢ B ERCEHBERIIH T ARNEREMEARTE.

"RBERH" - EREEIANEREERSEIE.

"RIRCHAREL" © AEBRIEE, JEHEIRRE,

IR FHIARTIE" & "ARSSERRIE" . SEHRIRRIETMAE, SFEEREERSAE

YaRTEL,
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9.8 SSLiEBERER

SSLIEHXIIRSRiRO2EHMRE?

IEBERR: IEBERBIAHZIIEMNER, WMERREXMHIRIE, YRR http 80 in[]
/https 443 im0 RFEAIHIRIE,

ERERE: BBEPMBRIRSSRROIRBIRE, IERBRIERES, AREmA,

pEI=¢

IEBERETE https 443 MUBIAIRLO, N https://example.com EiEifR); PE1EIE 443
FiAImOLLEN 8443 im0, NFEEI https://example.com: 8443 FHEZMMimOANFERE

]l

SSL iEH ZiSTEMLEARSS 28 LARE?

SSLIEBARIRFIIMBIRG, REXIMN web IRSZENEITHIFEIESTHF sl ERFEBIETE
CI

LZR

BAUEBEIMELLIN: SIBERGIFFES. WAF, VPN, F5 %% EERIRER, S0

& Apache, Nginx, IS, Tomcat &7 web IR 25

SSL iEBSZHFTEmLL i ERE?

IERERESRN—FHEBATAANY, RERSHNRNEZ SIEREE 2, BIAER,

SfISEIERRERY SSLIE B R B EX?

BN ERnRIRI R, ISERENERRECRIERRIA. ST
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< O ) ) https.//www.ctyun.cn

QXBL = | XF ctyun.cn TEFET -
O EERe 5
L UERISRIR

Cookie(IE7E{EH 6 -~ Cookie)

OX I FIARIERISEAIR ()

FREREE(0 4MEELL)

« C n ¢ ) | https://www.ctyun.cn

ES = R < EER2 G [ X TRARE -
R R SRR RES,
EEHEERIEBRER D RS R EBIRS, T8 /
iRe

IR MEEESB T, BRI BN, r /
THLEES | # >

= G (] o hitps//www.ctyun.cn a A oA &

= >
EEE Em - ~2 - BaAE- oEE - &R PREES: ‘.cyuncon

Rl FERERD)

TR e

LHEICN) * etyunen
6e9(0) FROEEEIRG S
HINMTIOU) < FRITEI—EES

SFEEENSTE, BIBIcEEIRE

R

HSBECN) OV Server CA G5
e gy et T R0
HARAIOU)  <FREBI—EE>
= hiEW
BEEEVeEwE B

i =L 2023510810 B 15:11:34
HEAEEA 2024511 B 10 EHE 23:59:59

SHA-256 fiEE

Tt * ikl s
] g

D

ARS3=8 IP it TR, [E SSLIFBRE{GRIA?
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INREFBRIRHRIEY, RESAIEZ LA, EHRMETH IP BEXASMIES, L%k
fEH;
SNERERIBRYZE IPUEF, EBEAY IP e, EF IP FIERE IP A—5, IEBARILECARTLA4RER

{M.

MESFRT SSLIEBAEEARD?

SERERIET ssERAAE/AReNRERSHRY, BRNREBLATLA:

o HEERIERERESHENEE I, EA—H—REBEAERALE, EFHET
Rz PCECiE = EBR0 A,

o [RBIGEPBANEBATE, RESPIENEHHE, EHIPESEILBRA.,

BEREBTREAIMERER, AIRGERASHFHIELE,

EBE Y SSLIEBIE, AtABEIHETEiHRMEE?
SEEETELANRRZSHN, Wik 2@ rRaERE. &2 817

FTFFIRE, AT RIGRERASTHFHFELIE,

P ARIET SSLIEBIE, https iGAEEEIET?

L4 SSLIER/E, HTTPS inaiEEREAEEMLA T LNRES [#EAY:

o NEFMFEIIIE: SSLIEBATNEEMSHERATENE, LIBReeE. INEFEE
RS REFEERIFNE, RIS haEEE—Erm. THEERSS
i, FEXAERVEIEHITIIEANFREERE, TeESEIRNATERER.

o EFIE: Y HTTPS &N, ERIRflRSRZAFEHT SSLIEFIRE, Lith
AINZEREZNZRFER. XMEFIESIGINEZSE AR EFIMSIER, NTFE
THIREE.,
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UEPBIGIE: 3237 HTTPS iEERY, BB RRIERS#RinAY SSLIEBRGEY. X
WRENERHERIIGIE. OCSP R, IEBMIEFIZR (CRL) AIREFERE, XEHIMY
WIS R AT RE R IR S ORI,

MARA/NMEIN: SSL NS ESUREAARIMEN. INZEHNEESBE SRS
FR, XEKREEMNE HEREREE SRR E.

RS ERAIEGEIENN: BT SSL INEFEITERIR, RS[ELIEAE HTTPS 15K

HJRESEREARIRR. NRRSHTTEREDBRSECESRS, RS HTTPS i

B tls #2F. 3REN ocsp IRSFFERTIRIRT LABRE ATt

WNRERAGDREETIE, FTLAETEGEMEAR, WIRSSH[ERINELARWERE.

SSLIEBREER, NEREETRWHEARLIRETR?

IEHERE SSLIER/E, A28HARERT.

9.9 Efth SSL iEH[a)RE

2R, AR, SSLIEBRIXFERMA?

240 (Public Key) @ RBRZEFH—BSD. ERATINEMRIEEIENAE
TR, JLUATFHZLE A ERRTAINZREIE R BEE RS 2 BRI THEE.
EINZIEET, NPT INELEE, LR REIFEENFARIAL seEZ b E0E.
FA$H (Private Key) : FASBERZAXIFRIZ—HD, SHEECXS. FARREEN, R
BRRRIMEERLURDRMGER. FARRTREERQBINEEEE, ISR T
8. FAMANIZERE, TNIZBESMA.

SSLIEH (SSL Certificate) : SSLIFBEHEFEBWAINEG (CA) EXNEER
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PIMEMAEXERRVETF . SSLIERBRTEYZER HTTPS i, WIFRSS /1Y
B3t FBEHTING. IEBPRIRNBRTIIESIERER, BRRERSEMIFAR
ZEEFEE, IIPRERBXERHEE (FIUEEFEE) MEBATERIESE.
Lk, SSLIEREE TN, BEMAEN. NPRTINESENEYRZEERE, FARRT
RELIEMHTHFER. BT SSLIEH, RBFILRAZEFMEBPESH, FHEEE

BN RS,

HFIEHiE R AMLERE?

HFEPBBEEBU T UMELAER:

® X.509iEHi8N: X.509 BR—FENNEMFIERINE, EX TIEBHSHEIFIANE., X.509
IFBEEFEAET ASN.1 (Abstract Syntax Notation One) Y DER (Distinguished
Encoding Rules) i3t BHTEEREH. XFMSAGIEBEERT SSL/TLS iEH.
HBERIEBNMFINIERE,

® PEM#&3{: PEM (Privacy-Enhanced Mail) E—F& AT EEFIER X.509 iE
PBUARIBXFAPRIEN. PEM 1E((FH Base64 RIIGIEBFIFAHEEIR AN A4,
H(EF"-----BEGIN CERTIFICATE-----"#0"-----END CERTIFICATE-----"&#RiR#F 3k
IRCIEBAIEEIATIZER,

® PKCS#12#§z%: PKCS#12 (Public-Key Cryptography Standards #12) E—ff#
DOEIERIER, FAFEEFIEE X.509 UEH. BXFAPFNEMRERANIERHEFIZEE
B. PKCS#12 i EEEE pfx 8i.p12 XY BR, TILAESAHIES. FAH
VAR AT RY R R,

® JKS#8z: JKS (JavaKeyStore) 2 Java e LEBRIERFHEEIN. BE—FMTH

BV, AT X509 IEH. FARFIANERIZRBRIF. JKS SzlAHHEEESR jks
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N A,
XERENFHFIEBEN, BTEEMERE X509 EBREBXES. SMEEaE
AEMSRAIERY, BURTERNTEE. TRAINARERF. (UEBHERILES, XEx

RTLARAL)

SSLiEBhEEMLLER?

SSLIFRHESUTERRER (KL EVIERAR) :

o PRI (CA) ER: IERHPEBEMAIZIERR CARIER, B8iF CA BB,
HFERNNEF., XEEEATRIDEBNGEMEIIESHY.

o IIRFFIS: BNEBHE—NME—FIIS, BT RRMRERERAIE—E.

o IIBFERERER: IERFEETIEBMEENGER, BEZESMEENER. XEE
SRIREEIRAREIR. BRBM. ER/MX. MN/E. Hh. B,

o IFREXNE: IERTEETIEBRIESEIR, ANERIFeRMERE. IEBER
BEIR A BIAZ BT,

® FHMZEEENZAKE. IERHEANEEENZRKESFER.

SSLIEBAIAESKLE, BikSxXEFaERLE?
IERERESRN—TFHEBATAANY, RESSRENEZSIEBEZ—, BIEER;

SSLIERAMRFIEREX. WS, FELUKREBERE.

SSLIFBSiRERYRER?
® 5K SSLIEPREBHRE L MR ?
B IR SSLIF B4 EEZ HESIEBHELAEEX,

B BERIERRHSHE 1 MER.
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® B/ MYRBESIESLIK SSLIEF?

E—MEEIFHIESIKIER, BEFHEX, RERH.

BECFHIER SIS =?

BEFPERSS— M ERRBREREN AR, SERBRAFR "*" KR FIHEIEE
7, NAATFE—MERPRIFESNFER. BEFFA "¢ REEHEEBISALR
FiEZER, BN "*.ctyun.cn”,

LT Rz B eI LSRR HEE -

® ctyun.cn

® blog.ctyun.cn

® shop.ctyun.cn

® mail.ctyun.cn

® api.ctyun.cn

® app.ctyun.cn

FELARBIFR, ZIHEIES "*.ctyun.cn” AILARFRIFATBLL ".ctyun.cn” ZRAIFIHEZ,
B4F "blog.ctyun.cn”, "shop.ctyun.cn” &, A, SAEEATRIPEMBIRASS, W0

"ctyun.net" B "ctyun.org”,

RGTEERERY CSR FIBS4ERK CSR RIXHY?

® ZRGEMAI CSR, XMIRN4RT key FARNMHURINEFMHERIR, key AHEEXK, HE
T,

® HCHM CSR, XIRF=AERY key FATHMMSRFMELERL CSR IAFH, FEBITRE

4F key FASASIM; & key SUMFEK, NMHRAZ CSR FERANER AP EIKEILECFATH
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NHERRE, FEEFEMN CSR HiFIER.
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