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PFS 3 RF 5% DH
group 2. DH group 5. DH
group 14,

ZRIANECE N: DH group 5

IRFETT 5 B G P AR A
DPD ERE I T RE o Jet H
BN E N: B

IPsec f&4m AR FH 4L
. PR 2 i, H
ki B - ESP
A SCRFIBML:  ESP.

BRINFC & N: ESP

Za B (SA—Security
Associations) MJATREI

A (D) B, HAL: FPo 3600
R AER G, 24
Tk B W A T I T

3. 3. 3. 2/t IPseci&E#E
BIEDE

IS ool L SR

2$ﬁﬁﬂ¢®EL%%°,ﬁﬁwm%%i%%ﬁﬂﬁo

3. 1E) A Fh Rk VPN 7, HEN VPN ERE T

4 fE MM iRl G, EF “IPsec VPN” , HEA IPsec VPN T .

5. My “IPsec ¥EHE” , #EN “IPsec " T,

6. 7E IPsec BT, FEBRIES S “BX” , MBI IPsec ZEHE UM
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7. BN IPsec TN, B DMEEL IPsec LR ARE TR, SHumME . s, A
TR Em R B E R, Bose, Bdr “#il” .

3.3.3. 3P HIEH
IR TPseciE e IAIE T XOWIEFIIE, HUGEEF N HZER, KREZVPNW K

2 HFREEBIEIES, FFEEAEIPsecBEHIUH FEHAHKIIES, IFSAEAE
s O B

BIEDE
IR okl L ST

2. B0 A B A Q , PR VPN W SS9 T 7E s

3. E) s A B R B VPN 7, HE VPN BT

4 fEREMM L EEdl &, &R “IPsec VPN” , HEN IPsec VPN T,

5. Fil “IPsec #E#E” , HEN “IPsec #HE” WA

6. 7E IPsec SEF UM, (EMRMESIRE “GUEH FE” , FEMIER. IEBAEH .

3.3.3. 4 F & IPsecEERE
Bl IPseci®Ede 5, 1EnI LN EIPseciE B MACE -

BRIEPE
RS okl e aP W

2. B L 2 B A o , MEPE VPN [5G SEA) i £E b 3

3 FES IR W P R VPN FESE”, BEN VPN SR TR .

4. fE ML EEHl 6, “IPsec VPN” , BEA IPsec VPN .
5. Hiily “IPsec #4%” , HEN “IPsec HEFE” WA,

6. 7 IPsec JEFETUM, fEHRAESIHE “HE” , % “ TEMNmicE” , AFRERFE, &K
R T IR ML T IS, AR EA 8, 2B

7 AT RO S BN AL, By “RE RPN TEAE
3.3. 3. 5MBRIPseciEs

‘ HER: UEHFZHN T —BHE M 7 IPseciEHEmt, % IPsec A S VF MR -

BESE
18 AR PO
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2 B O e B A E@o , JEBE VPN 90 D 5481 i 76 1 35k o
AT AR iR “VPN 387, HE VPN R
AE MMkl G, EF IPsec VPN, #EA IPsec VPN T,
5.8 “IPsec i#4%” , A “IPsec iEH:” %%,

6.7f IPsec JER UM, (ISR EL", EFE"MER".

7AEMIBRXSIENE, Fd HE", MR IPsec iEH:.

3.3.3. cECE @R

BIEDEK

1.8 SRz ol

2. e o e A

, M VPN W5 S i £ s o

A M kR VPN R, 3N VPN ERE T

AfE MMl G, EBE IPsec VPN, #EA IPsec VPN T,
5.5 "IPsec 4%, HEN"IPsec #4Z" 5.
6.7F IPsec B UL, 7 HAx IPsec HEHMIfd BER A 51 i "L B
7 AEME A AT EAE, B R S R

AEVOTH -

e 2 | 7~
Ja H R R Ja H
=~ FiEE IPSec EHW LLVG R 2R R

Hr 1P IDC 14 1P M 192. 168. 0. 1
. 25 IDC i it 1PSec ¥EREAT AV Il =
JE 1P 1 TP M 10.0.0. 1
ot o | ARHERSAY ping 4143 OIS IE) 15 B "
IR | o p: 1-120 () o
et | RS B RN R AR, B
ﬁ({lﬂ\u{j—(ﬁ ,TE:—‘(HE‘: 1_500 3

o —MERERS S FIHN M ERR, BUE .
FEBE | w1100 () 30%
SRR R FR A 2 MU & B G Z i B 10
s B S H R Wk E E A, KA H

8. Ll il E " R IS TEHE, e AR ER AL B

3.3. 4 AHIM AL E
3.3.4.1 strongSwanfic &
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R TPsec VPN 573k i 25l f BT, fERCE 5 VPN MK G, b R AEA 0 0 i

W 9CBE & AN VPN BB .
75Vl
< TATRieZORE /irziesioozs (vee]
| EREIP: 121000113 _}WIP‘ A2320 K214
| & @ () e
= L o o I,
o RN
TR ‘JPNE:‘E mﬁﬁﬂ |
SgESG \

AL B SN, A FERESIAE —A VPC, VPC BN 192. 168. 10.0/24, VPC H
M EVE TR RS . FIRZA S fEARHA — /N5 0 IDC, AHh 1DC M B
N 172.16.2.0/24. AFIFENMLSS KIE, TEAM IDC 52 1 VPC Bif, SEIBVEH V. ZA
Al RIME ] IPsec VPN P28, fEAHE IDC 525 b VPC Z A1 IPsec i#HE, 2l EMET

) B3

YNy Y N AT
=R ~E
VPC FEAIA Iy TDC HL8 A R /7 EX
VPN [ 2% K3 7 VPN R A M TP k.
A IDC TR TR B 2 VPC I8 [ R ) 9 B o

A X V£ R A ) TP i

AT %44

® (' NiliIPseciEHNINLE -
® CEREAMSERLEIEVPNI IS, QIR MG, G IPseciEHe. B E VPN IS H 11

#RAE
A TPsec IERMIM BN N RN
[L=RUl ~BIME
ThiE = 25 aal23bbikskskk
IKE fic & IKE fjgAs IKEv1
NS main
0 S AES-128
INUESLTE SHA1
DH 432H Group?2
SA AEAEE BN (FD) 86400
IPsec fit & Tns Sk AES-128
INUESLVE SHA1
PFS DH group?2
SA AEAEE B (FD) 3600
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SB—. Z¥strongSwanBf4:
IRV K i AN ST, SERRC B a2 1E DUEAHE I G I R T 9 e
Lo BRI DB 4 I Ay 247 ST
2. PATLAT A2 %3 strongSwan # .
yum install strongswan
3. Wk PUTLL N EE RS H 3NN strongSwan BAFRRA .
strongswan version
SBE . BLEstrongSwan
1. $#ATPL N 24T IF ipsec. conf fic & 1
vi /etc/strongswan/ipsec. conf
2. WZWUTEE, ¥ ipsec. conf fLE X,
# ipsec. conf — strongSwan IPsec configuration file
# basic configuration
config setup
uniqueids=never
conn %default
authby=psk #Ad FH P 2 E 5 2
type=tunnel
conn tomyidc

keyexchange=ikevl #1PseciEHAH FH I TKE PRSI AR
left=121. XX. XX. 113 HAS B S U 5 1 A WX TPt o SR A A P A 3t ) 55 4%

I FA I TP AL 2 37 TPsec VPNIERE, NIIACTI 75 e B A A Hi ) 5 15 2% [T FA Y TP AL
leftsubnet=172.16.2.0/24  #ZAHi IDCAFAIVPC ELIE [ FA R 9 B

leftid=121. XX. XX. 113 HASHI ) SC 15 £ AR IR o G0 SRAE el FH A b X O 2 45 1 AL
M TPHIIE S TPsec VPNIEHE, LIS FH A i 5 152 £ IR FA I TP E AR As iR

right=123. XX. XX. 214 HVPNX 2 1 22 P TP HiL A

rightsubnet=192. 168. 10. 0/24 #VPCA F1A< s TDCH 38 [ FA W X Bt

rightid=123. XX. XX. 214 HVPNI 2 bR iR

auto=route

ike=aes—shal-modp1024 #1Psecid 5 H IKEWM PN 2 5L - E B3%-DHAr 41

ikelifetime=86400s HIKE WM A SAZE i & 3

esp=aes—shal-modp1024 #IPseciE 1 IPsec MY AN Bk UE 515 -DHA 2

lifetime=3600s #1Psec P HISAA: v ] 1A

type=tunnel
3. BdHE ipsec. secrets X4,
A, PATLL A2 41T ipsec. secrets 3.
vi /etc/strongswan/ipsec. secrets
B. WIMUATECE. AFWMECE T, ARk —FRIT,
J7 A
121. XX. XX. 113 123. XX. XX. 214 : PSK aal23bbstst  Haal23bbkswks TSt 2540, Ath
IDCANVPNI 5 ) T3 =2 35 81 5 DR 45— 2
FR
123. XX. XX. 214 : PSK aal23bb#kkx  #aal23bbskkks NIPseciEE M TiiL = 254H, AHLIDC
VPN AU T3 =2 35 4R 77 R — 2
4. HHRGHEKRILE.
echo 1 > /proc/sys/net/ipv4/ip forward
5. PATLL T4 a3 strongSwan AR5 -
systemctl enable strongswan
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systemctl start strongswan
6. (EfEACHL IDC M), &% B AHh IDC % /i 3] strongSwan AsHh /X 5% £ M2 strongSwan A< HhfX 5
W B ASHE IDC 25 77 i ) % 1H o
7. WREAEA strongSwan #3173 % (AMEE 350 LLEM IPsec iE4%, BHEBEML
/etc/strongswan/strongswan. d/charon. conf AL B -
fHlFkmax_ikevl exchanges = 3 @& AIHNERSTS, HHHMGS, IFESmLSHSEE
KT IEE I IPseciEREET

Bl . &4 HstrongSwanZ . T 42k [Psecifds, &0 MEXMUZ AT 4 Nmax_ikevl exchanges
=5

3.3.4.2 JuniperPikBEACE

{HF] IPsec VPN #S7uk f 2ol S (e, ERCEERHE = VPN K5, IR TFEAEA ) &
I e 24 AT VPN B .

[EE=

® [CA{ERE L VPC WA T IPsec iEH,
® A F# [ IPsec EHEMEE.

IPsec THiE R
RE ~IME
IKE IIFEFE SHA256
T By 3DES
DH 434H. Group?2
TKE fR A< TKEv1
2E A R 86400
P AR main
PSK aal23bbxxxk
IPsec IEFE SHA256
e gk 3DES
PFS DH group2
2E A R 3600
M B E(E S
=Rl
VPC FFANASH IDC HAE A AL WX /R B
VPN [ 3% KREL 7 VPN RIS AR TP Hiuhk
A 1DC 5 R K38 2 VPC L L X R B
IR S £ R P TP Hihk
BEP R
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P DU ERE, #E Juniper s KRG Sk FH P WS Bl & .
1. B KBS A i AT HE B A .
2. Be B AR At bt #EE 5.

Set security zones security-zone trust address—-book address net—cfgr 192-168-
18-0-—24 192. 168. 18.0/24
set security zones security—zone vpn address—book address net—cfgr 192-168-1-0-

24

192. 168. 1. 0/24

3. it & IKE 0%,

set security ike policy ike—policy—cfgr mode main
set security ike policy ike—policy-cfgr pre—shared-key ascii-text “aal23bbsiskskx”

4. Bic & IKE Woe. H4E DR RA .

set security ike gateway ike—gate—cfgr ike—policy ike—policy—cfgr
set security ike gateway ike—gate—cfgr address 121.xxx.xxx.113

set security ike gateway ike—gate—cfgr external-interface ge—0/0/3
set security ike gateway ike—gate—cfgr version vl-only

5. Bid & IPsec Tl

set

security ipsec

6. N IPsec T .

set
set
set
set
set

security ipsec
security ipsec
security ipsec
security ipsec
security ipsec

7. MO Ll S

set security policies from—zone trust to—zone vpn policy trust—vpn—cfgr match
source—address net—cfgr 192-168-18-0——-24

set security policies from—zone trust to—zone vpn policy trust—vpn—cfgr match
destination—address net—cfgr 192-168-1-0--24

set security policies from—zone trust to—zone vpn policy trust—vpn—cfgr match

application any
set security policies from—zone trust to—zone vpn policy trust—vpn—cfgr then

permit
8. WC BN T

set security policies from—zone vpn to—zone trust policy vpn—trust—cfgr match
source—address net—-cfgr 192-168-1-0——24

set security policies from—zone vpn to—zone trust policy vpn—trust—cfgr match
destination—address net—cfgr 192-168-18-0--24

set security policies from—zone vpn to—zone trust policy vpn—trust—cfgr match

application any
set security policies from—zone vpn to—zone trust policy vpn—trust—cfgr then

permit

3. 3. 4. 3BBLPHT KRR E

policy ipsec—policy—cfgr proposal-set standard

vpn
vpn
vpn
vpn

ipsec—vpn—cfgr ike gateway ike—gate—cfgr
ipsec—vpn—cfgr ike ipsec—policy ipsec—policy—cfgr
ipsec—vpn—cfgr bind-interface st0.0
ipsec—vpn—cfgr establish—-tunnels immediately

policy ipsec—policy—cfgr perfect—forward-secrecy keys group2
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i TPsec VPN N7yl i B3k A FEFERT, ERCEERE R VPN KRG, IEFRAEARME 5
I 5% e 86 FEAT VPN BB .

BTRER
VPC FIASHE IDC ) Z8 Fic B Ul

fic B T

VPC FEAIA Iy IDC B8 (1A M /A EX
VPN & KRE 7 VPN W AR TP Huht .
A IDC 7 1K 38 2 VPC L8 R A X R X

A X eV A R TP HihE

A&

o BOAIERE L VPC WA T IPsec iE#:.
® A N# [ IPsec EZMALE

B.E IKEvl VPN
il BEE ~BIME
IKE INIE S SHA1
I Hk AES-128
DH 740 Group?2
IKE hRA IKEv1
A iy JE A 86400
NS main
PSK aal23bbskskkx
IPsec INIESTE SHA1
0 S AES-128
PFS DH group2
B i R 3 3600
FERI X ESP
BIEDE

L. 33597 K Bl B 4 1A i AT B B ST
2. i & isakmp M.
crypto isakmp policy 1
authentication pre—share
encryption aes
hash sha
group 2
lifetime 86400
3. fi B Pk = %A
crypto isakmp key aal23bbkk#kk address 121.XX. XX. 113
4. i B IPsec Z4Whil.
crypto ipsec transform—set ipsecpro64 esp—aes esp—sha—hmac
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mode tunnel
5. FiCE ACL (Uil MIZIR) , & LR ELRY I E R .
access—list 100 permit ip 10.10.10.0 0.0.0.255 192. 168. 10. 0 0. 0. 0. 255
access—list 100 permit ip 10.10.10.0 0.0.0.255 192.168. 11.0 0. 0. 0. 255
WERAH A S WS E 7 2 WE, TR 2270 A 24 W BUAS INACL S s
6. i & IPsec TRME,
crypto map ipsecpro64 10 ipsec—isakmp
set peer 121.XX.XX. 113
set transform—set ipsecprobt4
set pfs group2
match address 100
7. N IPsec Tl
interface g0/0
crypto map ipsecprot4
8. e E # A
ip route 192.168. 10. 0 255.255.255.0 121. XX. XX. 113
ip route 192. 168. 11.0 255. 255. 255.0 121. XX. XX. 113
9. Mg iE
T ] DA R AEAE 2= () WA R o0 1 SE AT A7 328 3 o

3. 3. 4. Al G B K REEC B

{5 F] TPsec VPN 573k f B0l R, ERCE S RE = VPN K5, R T A ) &5
I e 24 AT VPN B .

HE 353

® CATERF L VPC NEIE T IPsec R,
® A N#E T IPsec EHMEHE.

IPsec PHUER
RE ~BIME
IKE INIEFTE SHA256
I Sk 3DES
DH 4328 Groupl4
IKE fRA IKEv1
B i R 3 86400
NS main
PSK aal23bbskskkx
IPsec INUESLTE SHA256
0 Sk 3DES
PFS DH groupb
A 1 A 1A 3600
MZECE (S
| BRE
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VPC FEFAH TDC H 38 ) FA R W B

UINZES REZ VPN WA M TP Hidil.

A4 1DC F5RIR 3 25 VPC L@ PR Y B
A HO R [ A ) TP bk

BRIEPE

1. B3P kRS Web Gl , 7ERIZ%>VPN>TPsec VPN TiTH, 7F47 b A AH S B ik $ Pl
PR, HEN PL BRI

iCenter w=iE RS Pt E = 0O

1 +Hl: ECFWS6000 (& echvadmin

IPSec VPN FLERAVPNACE PsecveN i GfExEE]
& SR
P2 {21

PNPVPN &%

CFi
2. fE P1$2 UM, By “HE@” , HEARTE 1SRG E U .

s ven  IPSec VPN

P18 X
EEQ
E=ta BirsEE TAIE nEEE DHE AFFRTE]
psk-sha256-aes12.. sha-256 pre-share aes 2 86,400 ¥

psk-sha256-aes25.. sha-256 pre-share aes-256 86,400 ¥

3. FEMT B L3RI E UM, RAERE S IPsec HHEHMACES BHITHCE, BT “Hi
7, SERACE

BiER1ZINEE X
BiEmR IPsec-1 - 31) =5

TALE Pre-share

RUFEE SHA-256

IEEE 3DES

DH & Group14

ETFEE 86400 (300 - 86,400) &

4. B4 L ARIAHCHES B Ak £ P2 318, HEANMYEL 2 $RTUTH .

iCenter  EiF = g : Al ECFW6000 @ eciwadmin

IPSec VPN FTHAVPNRS IPsec VPN stz S fEEEE |
P12
= IR
® sz PNPVPN 5

5. fE P2 $RINVUM, fdy “Hrad” , #SEARE 2 fEUEE T .
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thix e Pite=re3 4 PFS SRR =N
€sp-shaz2i6-.. e5p sha-256 aes 2 26,800 #b
esp-sha25s6-.. esp sha-256 aes no pfs 28,800 #
6. FEMTEY 2 JREICE T, HRIERE LS IPsec ERPEEESHTERE, Bd “M
E” ., TR E.
FEx2iRilElE X
HBiNER IPsec-1 ) =
MY Z2 AH
AFEE MD5 SHA-256 SHA-512 NULL
SHA SHA-384 SM3
MEEE 3DES AES-256 AES-GCM-192 NULL
AES DES AES-GCM-256
AES-192 AES-GCM-128 SM4
=58 m Deflate
PFS B No PFS v
HTFRTE] 28800 (180 - 86,400)
BREE N »
o
7. #£ IPsec VPN WifH, i “Hrat” , #EA IPsec VPN it & 7T .
75 (VPN / IPSec VPN
IPSec VPN FIZ=AVPNES IPSec VPN iis &) IB%ES v
=t TSR

8. {F IPSec VPN FLEFUE, JEIF “MHimiede” FHd, & ©, dhA VPN A AL E 5.
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= MBS [ iCenter st

ECFW

FIEE (VPN IPSec VPN

Z PPPoE
T4 Virtual Wire IPSec VEN BiSE
@ EnEnE R
. Tl EER
B St
@ =M N FofmiE I -
SR - S Q
3 AMEREE ciyun_ipsec
&R -

& VPN .~

IPSec VPN

SSLVPN P2 B}

L2TP VPN AIEID . =T

VXLAN SHEE

GRE VPN

)

= 821X 5 o

9. 7F VPN Xfumfic & Vi, RIEKRE L IPsec ERP R EFERETERE, B “Mie” , 5%
R E

VPN HRECE

=07 ethernet0/0 v

R GUOMI
ST e

i ESIP R ]

it - 121.%%*.80

it 1D -

i IDSEE v

' IPsec-1 -

Ry 2 -

s
10. f£ IPsec VPN ECE DU, GEEOIRLGFHIN A, HRIERE S IPsec T ERE B 5%
RPETERCE, B “BRE” .
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HEE TVPH [ IPSec VPN

IPSec VPN BiE
TR ER
FoizElm * ctyun_ipsec -
s
=t IPsect 1-30) =5
= -
P22 - IPsec-1 v
E D Bz eSS
=SREE -
11. BB 5eflJm, P LAFE TPsec VPN WU A& A KHCE (S B .
%5 ven / IPSec VPN
IPSec VPN FTEHVPNEE IPSec VPN U552 {3 1B2ES -
B IPsec-1 THREIR
@ s
E=t i ERfE TSR pien s &0 P13l P2 12l TAIEET HHERE
IPsec-1 @ clyun_ipsec 12122911  ethemetod  ciyundpsec..  IPsec-t ESEC IKEV1

12. FEMI 28> 2 g U, By “Bridt” 1D el AR A PR, A\ & et 4
PR, FFAESRR hifeds = 2 a3

RIS

@

=i

(=)

#0

o

&NE

DNS

i

DHCP

L

DDNS

8

13

PPPOE

=]
o

Virtual Wire

@

EEHIEEEREE

[

IR

@

iz

[

R TE

1y

RSt

VPN

i

£)

802.1X

>

[rYRRYE

=a WrE

iCenter s

REERE
’ RS IPsec-1 (1-3nFE

Bl “Eesim BEEEESEl TAP

ESHIPREEE - trust-vr v

e vswitchif1 %

+

> mrEkRElSHRE0nPES

(=
> BEBRBAIN >
> Higge »

fi5n (0-63)FHF
>
>

e e
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13. fFEMZ > O T T, Bath “priR” WeEserl, 7ebiEss DR E i, RIS R A\ E B

C4FR. 2248, IPACE . 90ERRERCE (& IPSec VPN ¢ VPN ZF5) 2, i “Hf
E”, SERIE .

BisEO

#gOskR* tunnel 11 (1-64)
55 (0 - 63) =FF
=2 ctyun v

IPECER

R ol SEEREL

IP3tBiE 12,55 %% 2

FIERS 24

Ei=local IP

EZIEES
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mes O

=R~ tunnel 11 {1-64)

=E (0-63)FFF

=R ctyun E
HARI [ @)

IPECER

i BnERE

IPithiE

TlER

an
14. fERIE > Z RIS T, iy “Hr” , HALEERIN. R\ RMALE, i “H
€7, BLE TR

RS | 2RSSR

B=%Hl neal IP

BEARE

&5 (0 - 95) ==FF

p=eSe Any v | RAOEREA

BB @ Any R 024
+

FRP + BEF. BFE aasSOEhssis

S]ip e Any v | EOEREA

Begitt @ Any EoETa,024
i+

filze2y Any B, 024
+

RIF +  ShERse0

VLAN ID BEESRE

e
15. fEMIZE> 2% R DU, By “Hri” o mlidsim EATF R AT
FATH . BHRHAE A RE ZVPCHIM B, N —Bos R E R .
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= Rk

e

iCenter

W R

&

53]

&

g

= 2
TATESH: WERHRBARA

DDNS
PPPoE
Virtual Wire
EEHIFEHEE
EEHIZREN]
pecl:d
[=[iiskeclz]
[S[ip M)
FHEE
fz Wiz
ISPER
ISPEEE
SERERAEH
RIP
OSPF
BGP
PIM

ISR

16. R 1
AT DA P A 1) 2 UGS AR B o0 EALHEAT S B R It

EmiEHERE

FriEeEt s
Blrgns
TR
T

#0

BFD

ZES

BdiEl=

RIS

e
EEE

TaglE

»

3.3.4.5 H3CBR R B

fEH] TPsec VPN @NZul i Buh s USRS, 7ERCE ERE 2 VPN MRS,

R0 2K e 4% R EAT VPN B

R %A

s

WEEMH, WEHEHHN TR

trust-vr
192.168.1.0

24

R E EHIEEEE

tunnel11

LA, SRARRAESEE

® A REZL VPC WA T IPsec &,
® A T# T IPsec HHMEE.

IR
J0N

S

%

=
i)

E AL 3t 1

IPsec PHUER
RE ~BIME
IKE INER SHA1
IR AES-128
DH 4341 Groupb
IKE fiAs IKEv1
A oy JE 86400
XEL S main
PSK ctkkkh3c
IPsec INIES SHA1
0 AES-128
PFS DH groupb
A A B 3600
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M AL B (5 S

=Rl ~BIME

VPC FEAIZASH TDC HAE AL WX /R B 192.168. 3. 0/24

VPN [ 2 K37 VPN I AR TP Hiuhk . 121. xxx. xxx. 152

AHh 1DC Fl A K 38 7 VPC H I R RA X R Bt 192.16.0.0/24
b S5 £ BT A TP Rk . 49. xxx. xxX. 89

BIEPE

1. Phaw A7 77 06 3¢ H3C B i # o
2. FCHE IKE Ft =54,
ike keychain ctyun
pre—shared—key address 121.229. 145. 152 255. 255. 255. 255 key simple ctyun h3c
3. BCE TKE 321
ike proposal 10000
sa duration 86400
authentication—algorithm sha
encryption—algorithm aes—cbc—128
dh groupb
4. B IKE Z4HES,
ike profile ctyun
exchange—mode main
keychain ctyun
local-identity address 49. 7. 205. 89
proposal 10000
match remote address 121.229. 145. 152
5. HCHE ACL, & LCEARY HIEIE IR .
acl advanced 3402
rule 0 permit ip source 192.16.0.0 0.0.0.255 destination 192.168.3.0 0.0.0. 255
rule 5 permit ip source 192.168.3.0 0.0.0.255 destination 192.16.0.0 0.0.0. 255
6. FE IPsec &I,
ipsec transform—set ctyun
protocol esp
esp encryption—algorithm aes—cbc—128
esp authentication—algorithm shal
pfs dh—groupb
7. BiE IPsec ZZ4 K0,
ipsec policy ctyun 10 isakmp
sa duration time—based 3600
transform—set ctyun
security acl 3402
remote—address 121. 229. 145. 152
ike—profile ctyun
8. fE GigabitEthernetl/0 #0 FENF] IPsec 4% ctyun.
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